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ABSTRACT Billions of people globally use Android devices (https://backlinko.com/iphone-vs-android-
statistics). As such, these devices are highly targeted by security attackers. One of themost threatening attacks
is to infect devices with malicious software (malware). Fortunately, there are various ways to counteract
these attacks and prevent them. One of these methods is developing a comprehensive malware dataset
that researchers can utilize for malware analysis, detection, prediction, and prevention systems. This paper
introduces a unique, up-to-date, labeled Android malware dataset (Maloid-DS) comprising a comprehensive
set of malware families that reached 345 families with 47,971 malware samples. First, we intensely studied
existing datasets utilized by previous research works. These datasets are limited in (a) the number of studied
families, (b) the number of samples under each family, (c) the number of new malware samples, (d) the
proper categorization of the malware families, (e) the accurate mapping of the sample with its corresponding
malware family, (f) providing well structuring of the malware families and subfamilies, and (g) presenting
a profound description of each family behavior. All these limitations were seriously tackled by introducing
Maloid-DS. The process of creating Maloid is detailed in this paper. Moreover, several case studies are
demonstrated in this paper to show the value of Maloid and how different types of analysis systems and
AI-based detection and prediction solutions could utilize it. While the full potential of Maloid-DS in
real-world scenarios is subject to ongoing research and practical application, it represents a substantial
contribution to the cybersecurity community, offering a broad and detailed foundation for protecting Android
devices against malware threats.

INDEX TERMS Android OS, malware forensics, labeled datasets, deep learning, malware analysis,
detection and classification, cybersecurity applications.

I. INTRODUCTION
The Android OS is the most popular operating system
globally and dominates the global smartphone market with
almost 71% of the market share.1 Two of the main reasons
for this popularity are the large number of diverse apps
that can be found in the Android applications store and
the customizability of the devices concerning both software
and hardware. This is largely due to the open-source

The associate editor coordinating the review of this manuscript and

approving it for publication was Junho Hong .
1https://gs.statcounter.com/os-market-share/mobile/worldwide

feature of Android OS, which allows the users as well as
developers to customize the Android device to their liking.
Specifically, users can root their devices to make custom
changes that were previously blocked to them. Additionally,
this open-source feature allows developers to easily develop
different applications, which greatly increases the number
of applications in the Google PlayStore. Users can even
download apps from third-party app stores by downloading
the Android Package Kit, or APK, of the desired application.

However, these Android characteristics can leave the
user’s device vulnerable to different attacks. Specifically,
Android devices become a prime target of malicious
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software (malware), mainly due to the open-source nature of
Android [1]. According to the Center for Internet Security
malware report [2], Android malware has spiked in the first
quarter of 2023 by 20% compared to the last quarter of
2022. Additionally, during the COVID-19 pandemic, as more
and more people shifted to cyberspace to follow quarantine
guidelines and work remotely, attackers took advantage and
increased the frequency and sophistication of their malware
attacks [3]. As a result, many users must take the necessary
precautions to protect themselves from the increasing threat
of malware attacks on their devices.

Fortunately, many experts are working towards ensuring
users’ safety from these malware attacks [4], [5], [6]. One
of these important ways is to develop a dataset that contains
samples of the new malware families. Android datasets
can be used to help researchers train their developed AI
(Artificial Intelligence) models. As a result, their models can
be utilized in different tools that can detect existing malware
families and predict the newly released ones [7]. Additionally,
these datasets can help increase the accuracy of malware
analysis tools and even detect unknown malware [8]. We will
discuss these research works that developed malware datasets
extensively in this paper.

However, there are limitations to these published datasets.
One of the main limitations of the released datasets is that
they provide samples as APK-based only. This can limit the
applications of the dataset on different AI-based detection
models and analysis tools. Additionally, many of the available
datasets compose a limited number of samples, which can
affect the diversity and accuracy of an AI model. Other
published related papers also do not classify the collected
families into different categories, and even the samples are
not accuratelymapped to these families. Another limitation of
the current work is the restricted number of malware families
the researchers collected. Moreover, most existing datasets
don’t provide profound descriptions of the malware families’
behavior. Consequently, these limitations motivated us to
introduce an up-to-date, labeled, well-structured, descriptive,
and comprehensive dataset for Android Malware (Maloid-
DS).

The main goals and contributions of this paper are
summarized as follows:

1) Develop a substantial dataset with around 47,971
malware APK samples composed of more than
345 malware families. These malware samples ranged
from well-known malware families in 2010 to recent
ones found in 2024. This dataset accumulated mal-
ware samples from various sources, including official
datasets and code repositories. We plan to release
the constructed Maloid dataset through an official
website.2

2) Provide a detailed and precise description of the
collected malware families. From these descriptions,
we created different categories based on the malicious

2https://sel.psu.edu.sa/research/datasets/datasets.php

behavior of the families. Specifically, we described
each family’s attack behavior and how the malware
spreads. From these descriptions, we distributed the
malware families into these categories.

3) Customize the dataset based on the user’s needs.
In other words, the interested party can use the malware
samples as APK-based, image-based, or feature-based,
where different types of malware analysis can be
applied. This includes static, dynamic, vision-based,
or even blended analysis. Consequently, this offers
the users many options and flexibility in using the
appropriate malware formats on their desired tools.
The interested party can also choose which extracted
features to use for the analysis process. As a result, this
allows the users to customize the dataset as per their
needs to increase the accuracy of their results. We have
presented three case studies in this paper to stress this
point.

4) Finally, Maloid offers a valuable educational source
that could be heavily utilized in the academic context
and continuous learning and training in the field of
computer malware and analysis.

However, we faced some challenges during the creation
of the Maloid dataset. Firstly, many of the official datasets
where we collected the samples were either discontinued or
prohibited from accessing their datasets. Additionally, the
datasets we accessed and some of the papers we collected
are considered outdated and published some years ago.
Nonetheless, we were able to collect samples from more
recent sources and collected other papers published more
recently. Another challenge we faced was finding the correct
description and category for the family since many anti-virus
vendors name the same variants differently. This can affect
the accuracy of our dataset [8]. However, we overcame
this challenge by analyzing the collected samples of each
categorized malware family using VirusTotal and getting the
variant’s name and the category it belonged to.

The rest of this paper is organized as follows: Section II
provides a survey and comparison of related work. Section III
describes how we collected the malware samples and
produced the Maloid dataset in detail. In Section IV,
we display the categories we created as well as describe
the family in each category precisely. Section V provides
recommendations on how best to utilize this dataset by
presenting three different case studies. Section VI outlines the
limitations and challenges associated with the development
and compilation of the Maloid-DS dataset. Section VII
details a comprehensive strategy suggested for the periodic
updates to the Maloid-DS dataset. Finally, we summarize and
conclude this paper in Section VIII, and offer some future
research directions.

II. RELATED WORK
This section highlights the different works that analyzed
malware families from different datasets and those that
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created datasets by collecting different samples. Some papers
used the samples collected for the datasets to train the tools
proposed in their solutions [7], [9], [10]. Other papers did not
collect malware samples but rather surveyed and analyzed
other papers to provide a description for Android malware
families [11], [12], [13]. However, most of the papers provide
a description only for the family they used in their datasets
as well as the source of the samples collected. Table 1
summarizes the comparison and analysis done on existing
works that created datasets and described the malware
families used in their datasets.

Many papers focused on creating datasets and then using
them to train the tool proposed in their work. In [10], the
authors collected many samples from different datasets, both
from official and unofficial sources. This paper offered a
diversity in the number of dataset sources. Furthermore,
the authors provided a succinct and summarized description
of the collected malware families. Similarly, [9] utilized
their collected samples from different datasets to train their
proposed tool and test its detection accuracy. Additionally,
it provided a more diverse variety of malware families. Both
papers analyzed a large number of samples as part of their
dataset. However, there are limitations in both papers since
they focused on the tool accuracy analysis. In [10], since their
main goal was to train the proposed tool, the authors did not
add the different families into categories, which can increase
the dataset’s accuracy.

On the other hand, one of the main focuses of [7] is
to analyze their proposed system using their own created
dataset. Therefore, the authors collected a substantial amount
of Android APK samples, bothmalicious and benign. In addi-
tion to collecting multiple samples, the authors concisely
described the behavior of the malware families collected.
Moreover, the authors classified the malware families into
different categories based on their attack behavior. However,
although the authors described the families, they neglected
to provide a comprehensive and detailed description of the
utilized families. Additionally, the authors collected malware
samples from a limited number of datasets and provided
the malware and benign samples in the dataset as APK-
based. The authors in [14] also collected malware APK
samples to train their proposed detection system and test its
accuracy. The authors classified the malware families into
different categories to increase the system’s ability to detect
and identify the malware samples better. Additionally, they
described the categories that detail the general behavior of
the malware families. However, the paper does not provide
a comprehensive description of each one of the malware
families themselves. Additionally, the paper only used
samples from a limited number of datasets. Consequently, the
authors collected little malware samples for the training and
testing experiments.

We also analyzed other papers that only studied articles
that collected samples rather than creating the dataset
themselves [11], [12], [13]. The authors of each paper do
not introduce a new labeled dataset with collected samples.

Specifically, they managed several papers and performed an
in-depth analysis of them and the malware families specified
in them. In [12], the authors analyzed 243 papers on malware
families and their datasets. Moreover, the authors in [13]
researched around 40 papers discussing malware families.
However, they provided a detailed description of the malware
families based on their behavior. In [11], the authors offer
a precise, in-depth description of the behavior of malware
families. However, as a result, they only described a limited
number of malware families.

Similarly, in [12], the authors described the characteristics
and behavior of the malware families thoroughly, including
the malware’s infection strategies and attack goals. Addition-
ally, they offered the families into different categories through
two different classifications. Specifically, the first classifica-
tion was based on the characteristics and motivations of the
malware families. The second classification was based on the
behavior and methodology of the malware families.

Corresponding to the previous two works, the paper in [13]
briefly described multiple malware families. The authors also
discussed the limitations of the datasets collected by the
articles that the authors analyzed. However, the main focus of
these papers is exploring other articles that released malware
family datasets and introduced malware analysis tools. As a
result, these papers did not collect malware samples from
official dataset sources and released newly labeled datasets.
Additionally, in [11] and [13], the authors did not classify the
families into different categories.

The remaining papers’ main focus was developing and
creating datasets with samples collected from various
sources [15], [16], [17], [18], [19], [20], [21]. Regarding
many of these papers, the authors focused on various factors
such as the number of samples, different malware families,
and the datasets they used. Many of these papers describe
the malware families they collected. Specifically, the authors
discussed the attack behavior of the malware families.
However, in [16], the authors only describe malware families
found in the adware category, which limits the diversity of
the dataset. Although [21] described the malware families,
the description provided is brief and only targeted a few
numbers of the malware families. Similar to [16], this paper
mainly focuses on malware families that affect the victims
financially. Although the authors described the malware
families in [15], the description is brief and focused on the
technical details. The authors only provided specific details
to a small number of malware families.

Furthermore, each paper developed its datasets by collect-
ing malware samples from different datasets. This affected
the number of samples collected by the authors for their
datasets and the diversity of the malware families. For
instance, since [21] focuses on financial malware, it collected
a limited number of malware APK samples and a low
number of diversemalware families. Equivalently, in [18], the
authors collected samples from multiple datasets. However,
the malware samples collected and their subsequent malware
families were limited and low in diversity. The authors in [17]
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TABLE 1. Summary and comparison among related works analysing Malware Families and Datasets.
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TABLE 1. (Continued.) Summary and comparison among related works analysing Malware Families and Datasets.

and [20] collected many malware samples to include in their
datasets. Despite the large number of samples collected,
the sources from which they collected them are considered
limited. Consequently, the families the authors gathered are

considered low. Finally, although the authors in [16], [19],
and [15] provided a detailed and precise description of the
families, the datasets they produced are limited. Specifically,
the authors collected samples from a limited number of
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FIGURE 1. Flowchart on the creation process of the Maloid Dataset.
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families and datasets, where [16], [19] do not specify the
datasets they used. Moreover, the papers collected a small
number of samples for their datasets.

Finally, we analyzed these articles based on the availability
of malware family categorizations. Many papers, such
as [15], [17], [18], and [20], only focused on collecting
malware samples and describing the families. In other
words, they did not distribute the families into different
categories. On the other hand, the other articles provide
a specific classification of the malware families collected.
In [16], the paper focused on collecting malware families
belonging to the Adware category. Additionally, in [19],
the authors classify the malware families based on different
characterizations, such as the installation method, activation
method, and malicious behavior or payload. Similar to our
work, the authors in [21] classify the malware families
that they collected into categories based on the attack
behavior of the malware families. Specifically, their cate-
gories are SMS-Malware, Ransomware, Scareware, Banking,
and Adware.

About the previous works, we can see that most papers
contain several limitations, namely, the quantity and diversity
of the dataset sources, samples, and even families. Another
constraint is that many of the papers’ focus is on the
accuracy of their analysis tool rather than the dataset
itself. We also found that most papers did not classify
the families into different categories. Finally, the malware
samples and families collected from many papers would be
considered outdated and from an earlier period. In this paper,
the malware families are classified into the categories we
recommended after a thorough investigation. Additionally,
we provide a comprehensive and detailed description to all
the families of the samples we collected. To collect more
recent samples, we explored other malware sample sources.
Finally, we managed and structured a substantial number of
samples for each category to balance out the dataset.

In other words, this paper does not only provide a unique,
massive repository of Android malware families and samples
with a complete and accurate description, but it also offers an
essential guide to researchers and developers on how Maloid
can be heavily utilized in their malware analysis systems to
ensure the production ofmalware detection systemswith high
accuracy that would protect Android users’ data and devices.

III. MALOID DATASET CREATION METHODOLOGY
This section describes the methodology we followed to build
the Maloid dataset. Figure 1 summarizes the main processes
implemented through this methodology, which is divided into
three phases: the first phase is collecting the samples, the
second phase is analyzing and describing the families, and
finally, the third phase is balancing and cleaning the dataset.
The phases are described in more detail below.

A. PHASE I: SAMPLE COLLECTION
The first phase of the dataset creation is collect-
ing malicious and benign APK samples from multi-

ple sources. For the benign samples, we collected the
APKs from multiple sources, which include StormDroid-
Kuafudet, CIC MalDroid 2020 Dataset [22], the CIC
MalDroid 2017 Dataset [23], VirusTotal APK files, GitHub
repositories, and Google Play Store. On the other hand,
we collected the malicious APK samples from multiple
sources, including both official sources and unofficial
sources. These sources include malware APK samples from
DREBIN Dataset [24], Leopard Mobile Dataset, AMD
dataset [25], CIC MalDroid 2020 Dataset [22], and the
CIC MalDroid 2017 Dataset [23] which we considered as
official sources. Finally, we also collected Ransomware APK
samples and benign samples from a dataset developed by the
Security Engineering Lab [26].

After collecting the samples, we created an initial catego-
rization for the malware families of the samples that we have
collected so far. Specifically, we initially developed different
malware categories similar to the official sources’ categories,
including the CICMalDroid 2017Dataset [23]. After creating
this initial categorization, we performed a deep and thorough
investigation of the malware families. In this step, we focused
on the malware families’ attack behavior and the effect
of the attack on the victim. Based on this investigation,
we finalized the categorization of the families and approved
them for our dataset. Concurrently, we added a detailed and
precise description of the malware families that we collected.
Both the categorization and description can be found
in section IV.

B. PHASE II: ANALYSIS AND DESCRIPTION
Once Phase I was completed, we moved on to Phase II. This
phase focuses on further analyzing the malware families,
enhancing their description, and increasing the number
of samples and families. The first step we took was to
count the number of samples found in each category. This
helped us analyze the categories, understand which of the
categories needed improvement, and increase the number
of their samples. As a result of this analysis, we decided
to begin searching for additional malware APK samples.
As previously mentioned in Phase I in III-A, we col-
lected samples from official sources. However, to improve
the accuracy of our dataset, we collected various APK
samples from unofficial sources such as code repositories
and VirusShare. Hence, the initial balance of the dataset
was improved.

Since we searched different sources for APK samples,
we also added multiple new malware families to our dataset.
Therefore, the next step we took was investigating the
behavior of these new families. Based on these investigations,
we added these malware families into their respective cat-
egories. Additionally, we added precise and comprehensive
descriptions to these new families. As mentioned before, the
description and categories of these families can be found
in section IV. Finally, we reached Phase III of the dataset
creation.
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FIGURE 2. A high-level view of the 7 categories with the total number of families’ samples in each.

FIGURE 3. Adware Category with its families’ names and their number of samples.

C. PHASE III: DATASET BALANCING AND CLEANING
The third and final phase focused on balancing the dataset
with the number of samples and cleaning the dataset from any
duplicates of the APK samples. The first step in this phase is
to check whether the dataset is highly imbalanced. If there is
a high percentage of sample imbalance, we return to Phase II
of the methodology. Specifically, we return to the second step
of the phase, where we searched for different APK samples
and families from different sources. On the other hand, if we
find the dataset to be properly balanced, then we continue to

the next step. In this next step, we verify the categorization of
the families of the samples we collected. This ensures that the
dataset can provide accurate and precise results when used to
train AI models. We verified the families by uploading the
APK samples to malware detection tools such as VirusTotal.

After verifying the categories of the families, we created
multiple folders that were labeled with the seven malware
categories. We then distributed the APK samples of the col-
lected families to the corresponding folder. Then, we cleaned
each folder of the dataset to remove any duplicate APK
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TABLE 2. Adware Category and its families.
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TABLE 2. (Continued.) Adware Category and its families.
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TABLE 2. (Continued.) Adware Category and its families.
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TABLE 2. (Continued.) Adware Category and its families.

files. This step further advances the accuracy and ensures
the balance of the dataset. Finally, after cleaning the folders,
we produced the Maloid dataset detailed in this paper. In the
following section, we discuss each category that resulted from
the dataset creation and provide an in-depth description of the
malware families.

IV. MALOID DATASET STRUCTURE AND DESCRIPTION
This section presents the distribution of malware families into
seven different categories. These categories include Adware,
Backdoor, Banking, Ransomware, Riskware, SMSMalware,
and Spyware. Figure 2 lists the categorizations and the
number of samples collected under families classified under
this category. For example, the category with the largest
number of families’ samples is Adware, with 17,545.
In contrast, the Backdoor category has the lowest number,
with 3393 families’ samples. The samples were collected
from different sources, as detailed in the subsections below.

We also describe in detail the functions and main behavior
of each family. Our Maloid Dataset collected samples
from various resources, including AMD, DREBIN, AMD,
CICAndMal-2017, CICAndMal-2020, SEL lab, VirusShare,
GitHub, and others. Maloid dataset refers to the source
from where each sample was collected. In the following
subsections, for each category, the families classified under it
will be listed with their precise descriptions. Also, the number
and source of samples under this family will be shown.

A. ADWARE
This section highlights the families that were classified as
Adware. Adware is a type of malware that disruptively and
aggressively displays ads to the victim. It also performs ad
fraud on the advertising network for the attacker’s financial
gain [16]. This type of malware spreads using pop-up
ads and, in some cases, with botnets. However, there are
ways to mitigate and prevent the families in this category.
For example, users can check their devices for unknown
applications, stop them from running, clear their caches and
data, and finally uninstall them. Other strategies they can use
include clearing the cookies and caches from their browsers,
installing ad blockers, and carefully clicking on website
ads [16], [27].

Figure 3 below displays the families categorized as Adware
and the corresponding number of APK samples found. The
color coding illustrates the source from where the sample
is collected. So, under the Adware category, 1515 samples
were collected from CICAndMal-2020, 100&11&13 from
Github,1469 from AMD, and 14,495 from the rest of the
datasets. Within the same malware family, the source is
also identified. For example, for the ‘‘Dowgin’’ family,
3384 samples were collected from the AMD dataset and
10 samples from the DREBIN dataset. For the ‘‘Xavier’’
family, GitHub is the source, but from two different
repositories. Additionally, Table 2 displays each adware
family and its description.
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FIGURE 4. Backdoor Category with its families’ names and their number of samples.

FIGURE 5. A sub-group of the Backdoor known as Dropper with families’ names and number of samples.

B. BACKDOOR
This section highlights the families that were classified
as Backdoor, as shown in Figure 4. The Backdoor is
a type of malware that allows the attacker a different,
unauthorized entry point to access the device [28]. They
spread through various means, which include SMSmessages,

calls, Android games and applications, URL links, plug-
ins, and botnets [28]. We also added a subcategory to the
Backdoor malware known as Trojan Droppers, or simply
Droppers. Like the Backdoor, Droppers are malware the
attackers use to inject other malicious programs [29]. Since
they display similar behaviors, the Dropper malware has
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TABLE 3. Backdoor Category and its families.
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TABLE 3. (Continued.) Backdoor Category and its families.
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TABLE 3. (Continued.) Backdoor Category and its families.
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TABLE 3. (Continued.) Backdoor Category and its families.
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TABLE 3. (Continued.) Backdoor Category and its families.

been added as a subcategory of Backdoor, as shown in
Figure 5. Users can mitigate and prevent these malware
attacks in different ways. For example, they can enforce a
network monitoring policy, install and download antivirus
solutions, implement a network monitoring tool, and ensure
their devices are protected with firewalls [28], [30]. The
descriptions are shown in Table 3.

C. BANKING
This section highlights the families that were classified as
Banking, shown in Figure 6. Banking is a type of malware

that imitates different banking application websites. This
tricks the user into entering their banking credentials and
private information, allowing the attacker to steal their
financial assets [31]. These malware families can spread
through Backdoor Trojans and spoof bank login pages.
To avoid this malware infection, users can apply multi-factor
authentication on their bank accounts, use a password
manager for different accounts, and avoid installing software
from unofficial websites or suspicious links. Organizations
can also train their employees on cyber security awareness
techniques and offer tips to prevent infection risks [31],
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FIGURE 6. Banking Category with its families’ names and their number of samples.

[32]. Table 4 specifies the description of the Banking
families.

D. RANSOMWARE
This section highlights the families that were classified as
Ransomware. Ransomware, displayed in Figure 7, is a type
of malware that prevents the victims from accessing or using
their devices in different ways. It might lock the devices or
encrypt the users’ data. It then demands a ransom to be paid
to the attacker for the users to regain access to their devices or
data [33].The malware families in this category have several
methods of spreading and infecting devices. These methods
include network propagation, email attachments, removable
media, malicious advertising or malvertising, social media,
and SMS messages. Recently, Ransomware can be sold as a
product or as a subscription in a business model known as
Ransomware as a Service (RaaS). However, some techniques

can be implemented to mitigate this type of attack. A number
of these methods include keeping an offline backup of your
data, recovering the data using reverse engineering if the
attacker wiped the data, using IDS applications, avoiding
interactions with suspicious links and email attachments [34],
[35], [36]. The descriptions of the families are shown in
Table 5.

E. RISKWARE
This section highlights the families that were classified as
Riskware, as shown in Figure 8. Riskware is legitimate
software with no malicious intentions for the user. However,
it has the high potential of evolving into a malware attack as
the Android permissions of the software can be considered
risky [37], [38]. Since Riskware is legitimate software, it can
take many forms. These forms include applications, IRC
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TABLE 4. Banking Category and its families.
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TABLE 4. (Continued.) Banking Category and its families.
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TABLE 4. (Continued.) Banking Category and its families.
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TABLE 4. (Continued.) Banking Category and its families.

FIGURE 7. Ransomware Category with its families’ names and their number of samples.

(Internet Relay Chat) clients, dialer programs, file down-
loaders, monitoring software, password management, and
Internet server services. To avoid making it malicious, users

must install antivirus solutions, implement risk management
plans in organizations, and use detection tools to identify the
risk. They must also uninstall the software if it has become

VOLUME 12, 2024 73503



I. Almomani et al.: Maloid-DS: Labeled Dataset for Android Malware Forensics

TABLE 5. Ransomware Category and its families.
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TABLE 5. (Continued.) Ransomware Category and its families.

infected [39], [40]. Table 6 displays the description of each
family.

F. SMSMALWARE
This section highlights the families that were classified as
SMSMalware, displayed in Figure 9. SMSMalware is a type
of malware that is spread by sending malicious links through
SMS messaging texts as well as malicious websites [41],
[42]. Additionally, once installed, this malware misuses the

messaging feature by sending and receiving messages using
the device, which can financially drain the victim [41],
[42]. Users can protect themselves from this malware
through different mitigation techniques, such as avoiding
opening suspicious links, using malware detection appli-
cations, being cautious of senders and unusual messages,
and reviewing their transactions and bills for suspicious
activities [43], [44]. Table 7 describes the families collected
in detail.
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FIGURE 8. Riskware Category with its families’ names and their number of samples.

G. SPYWARE
This section highlights the families classified as Spyware,
shown in Figure 10. Spyware is a type of malware that hides
in a victim’s device and begins stealthily monitoring them
and their activities. It collects valuable information and sends
them to the attacker without the victim’s knowledge [45]. The
families in the Spyware category can spread through multiple
means. These methods include SMS texts, calls, malicious
websites and applications, malicious files, email attachments,
media devices, and fake login screens [46], [47]. The
Trojan-Clicker is considered a subcategory of Spyware based
on its behavior, as shown in Figure 11. The Clicker remains
hidden in the victim’s device and simulates their clicks to
provide revenue for the attacker [48]. However, users can
mitigate the malware families in this category through careful
techniques. These techniques include using antivirus and
anti-spyware software, not interacting with suspicious links,
using malware detection applications, and being cautious of
senders, unusual messages, and free application links [46],
[47]. Table 8 describes the families of the Spyware category
in detail.

V. HOW TO UTILIZE THE MALOID DATASET
As elaborated before, the Maloid dataset is distinguished in
collecting a massive number of different malware families
with proper categorization, a large number of samples, and
a detailed description of malware families all in one source.
This section focuses on how researchers and developers can
heavily utilize Maloid to build security and smart solutions to
throttle, predict, detect, and prevent Android malware, as the
impact of malware on Android devices and data might be
severe.

Figure 12 provides an overview of howMaloid can benefit
the malware forensics field. For example, the executable
malware samples (APK files) can be taken as is and run
as part of the dynamic analysis that studies the behavior
of the malware during the execution time, whether in a
real environment or a virtual one. On the other hand,
reverse engineering could be applied to the APK files
to recover the original code and then run different types
of analysis on the source code, including parsing, feature
extraction, and static analysis. Additionally, malware itself
in its executable form, can be converted to images, whether
gray or colored, to run different types of analysis called
vision-based.

This paper highlights four cases in which different analysis
systems can effectively utilize Maloid to detect Android
Malware with high accuracy.

A. CASE STUDY I. VISION-BASED ANALYSIS
We conducted this case study where we utilized the Maloid
dataset to build an accurate AI-based predictive model inte-
grated with our ongoing, in-development malware detection
tool. This case study follows a similar process in a previous
work [49]. We first converted the malware and benign APK
samples in the Maloid dataset into images to do this. More
accurately, we converted the APKs to grayscale images
and RGB images. After converting the images, they were
divided into three subsets: testing, validation, and training.
Specifically, the training subset is used to train the model
and learn the features of the samples. The validation subset
ensures that the model is not overfitted and performs well.
Finally, the testing subset calculates the model’s performance
in the form of different detection metrics.
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TABLE 6. Riskware Category and its families.

After dividing the dataset into subsets, 22 different models
were built. These models are CNN-based algorithms include
our developed Scratch model [49],VGG16, ResNet50,
VGG19, DenseNet121, DenseNet169, DenseNet201, Effi-
cientNetB0 to EfficientNetB7, InceptionResNetV2, Incep-
tionV3, MobileNet, MobileNetV2, MobileNetV3Large,
MobileNetV3Small, and Xception models [50], [51], [52].
A complete list of all the models used can be found in
Figure 13. After creating the models, they were then loaded
to begin the training phase. The model was trained using

the images saved in the training subset and then using the
validation subset. After training the models with a satisfying
number of trials, the best parameters produced were saved
for the evaluation of the models. These parameters include
the learning rate, the security analysis, and other important
CNN parameters.

Subsequently, the collected CNN models were then tested.
The tests were conducted using the best parameters saved
during the training. The results of this testing are then
evaluated using specific metrics. These metrics were chosen
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FIGURE 9. SMSMalware Category with its families’ names and their number of samples.

based on the models’ needs, available resources, and the
created dataset’s effectiveness. These metrics include the
F1 score, precision, and recall of the models. RGB and
grayscale vision samples were used during this experiment.
The summary of the performance results is shown in Table 9.
From this table, it can be concluded that the Scratch CNN
model [49] achieves superior detection efficiency for the
color & grayscale formats of the Maloid dataset compared
to other models.

Finally, after acquiring the results of the models and
gauging their accuracy, we started integrating the model
with our malware detection tool. Currently, we are in the
process of testing our tool and its accuracy with the AI model
integration. The results of this integration and further details

will be specified in future work. This case study is one of the
many methods of using our extensive dataset in the malware
detection field. The summary of this case study steps can be
found in Figure 13.

B. CASE STUDY II. CATEGORY-BASED ANALYSIS
To evaluate the credibility and precision of our extensive
dataset, an additional case study was conducted specifically
focusing on a particular category within the collected dataset,
namely the Ransomware category. The primary aim of this
case study was to conduct a static-based analysis of both the
ransomware and benign samples to gain valuable insights.

To facilitate the analysis, we randomly selected a subset
consisting of 500 ransomware APKs and 500 benign APKs.
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TABLE 7. SMSMalware Category and its families.
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TABLE 7. (Continued.) SMSMalware Category and its families.
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TABLE 7. (Continued.) SMSMalware Category and its families.

The static-based analysis for the ransomware category
involved a systematic approach.

Initially, we performed the decompilation of binary
portable APKfiles to extract the AndroidManifest.xml binary
file, which contains crucial metadata and well-defined per-
missions associated with the Android APKs. We employed
APKtool, a widely recognized industry-standard tool [847],
for decompilation. This tool enabled us to efficiently
deconstruct the zipped Android apps into their respective
manifest and SMALI files.

This case study serves as a testament to our unwa-
vering commitment to rigorously evaluate the accu-
racy and comprehensiveness of our extensive dataset,
thereby establishing a solid and dependable founda-
tion for our research. The methodologies employed in
this analysis significantly contribute to the field of
forensics, enabling a profound understanding of the

characteristics and behavior of malware in Android
applications.

The static-based analysis leverages a feature set consisting
of 389 distinct features, 228 API packages, and 161 permis-
sions. These features are extracted from the manifest and
SMALI files of the assembled APKs. The parsing process
involves a two-stage approach, wherein each Android APK
is scanned separately. Initially, the manifest file of each APK
is parsed to quantify specific features, including permissions.
Subsequently, in the second stage, the SMALI files of each
APK are parsed to determine the usage of API packages. The
extracted features are then stored in a database.

Furthermore, we employed pre-processing, preparation,
and cleaning mechanisms on the extracted features in the
static-based analysis case study context. This step aims to
eliminate zero-values or null attributes and represent the
features in an appropriate format before feeding them into
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FIGURE 10. Spyware Category with its family names and their number of samples.

the machine learning (ML) classifiers being investigated.
Specifically, we utilized eight distinct ML models, namely
Logistic Regression (LR), Linear Discriminant Analysis
(LDA), Naive Bayes (NB), k-nearest neighbor (KNN),

Decision Tree (CART), Ada Boost (AB), Random Forest
(RF), and Support Vector Machine (SVM) [848], [849].

Subsequently, the ML classifiers were trained and tested
using the extracted features from the APK files. Various
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FIGURE 11. A sub-group of the Spyware family known as Clicker with the family and number of
samples.

evaluation metrics such as accuracy, F1-score, recall, and
precision were employed to assess the used classifiers’ effi-
cacy. These measures facilitate a comprehensive evaluation
of the classifiers’ performance in detecting and classifying
the analyzed Android APKs. Utilizing multiple evaluation
metrics ensures a robust and thorough assessment of the
classifiers’ abilities to accurately identify potential threats,
such as Ransomware, within the APKs.

The dataset is partitioned into separate training and testing
subsets to ensure a robust evaluation. Precisely, 80% of the
benign and ransomware samples were allocated for training
the layers of the ML classifiers. In contrast, the remaining
20% of samples were reserved for testing the performance of
the ML classifiers.

The results of the detection analysis, presented in
Table 10, reveal that the tested ML models exhibit
favorable and satisfactory detection capabilities. This is
evident from their high precision, recall, F1-Score, and
accuracy values. Notably, the AB model is the most
successful among the examined ML classifiers, achiev-
ing a high detection accuracy that reached more than
97%. Conversely, the LR model demonstrates relatively
lower detection performance when compared to the other
ML models.

The results of the detection analysis, presented in Table 10,
reveal that the tested ML models exhibit favorable and satis-
factory detection capabilities. This is evident from their high
precision, recall, F1-Score, and accuracy values. Notably, the
AB model is the most successful among the examined ML
classifiers, achieving a high detection accuracy that reached
more than 97%. Conversely, the LR model demonstrates
relatively lower detection performance when compared to
the other ML models. The obtained results reaffirm the
viability and efficacy of the static-based analysis case study
in accurately distinguishing between ransomware and benign
APKs. These findings hold significant implications for
our comprehensive dataset, as they contribute substantially
to enhancing the security and dependability of Android
applications.

By effectively identifying potential threats posed by
ransomware attacks, our research endeavors to fortify the
protection of users and their sensitive data. The successful
application of the static-based analysis approach further
solidifies the foundation of our dataset, amplifying its poten-

tial applications in diverse domains concerning cybersecurity
and malware detection.

C. CASE STUDY III. FEATURES-BASED ANALYSIS
To thoroughly investigate the importance and the impact of
our distinguishedMaloid dataset, we conducted an additional
case study (Case Study III) that focused on specific features
extracted from the APK files of Android malware samples.
In this case study, we meticulously selected subcategories of
malware apps and subjected them to a decompilation process
to extract the Android Manifest (AM) files. Subsequently,
we transformed these AM features into 2D grayscale images.
The malware classes randomly chosen for this case study
analysis include Jisut, BankBot, Kuguo, Fusob, Youmi,
Mecor, FakeInst, and Dowgin malware families.

The fundamental aim of this case study was to employ both
static-based and vision-based approaches to extract one of
the primary features of Android malware APKs (AM files)
and convert them into visual images. This transformation
enabled us to explore the applications of visual detection
and classification techniques for these malware samples.
By integrating static and vision-based analyses, we sought
to gain valuable insights into the distinctive characteristics
and behavior of the selected malware classes, contributing
to a comprehensive understanding of the Android malware
landscape.

The AM files were extracted from the chosen Malware
APKs using the APKtool, previously employed in case study
II for decompilation. Subsequently, these extracted AM files
were converted into images, facilitating their utilization in
evaluating the examined CNN models for detection analysis.
In this context, we employed the identical set of 22 CNN
models previously utilized in the case study I for detection
and classification. Furthermore, adhering to the approach
established in Case Study I, we maintained consistency in the
evaluation process, employing the identical partitioning ratio
for malware images into three distinct subsets: testing, valida-
tion, and training. This methodology ensures uniformity and
comparability in our evaluation procedures, enabling a robust
assessment of the Maloid dataset and the examined model’s
performance across different experiments. The outcomes of
this case study concerning the scrutinized evaluation metrics
are demonstrated in Table 11.
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TABLE 8. Spyware Category and its families.
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TABLE 8. (Continued.) Spyware Category and its families.
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TABLE 8. (Continued.) Spyware Category and its families.

73516 VOLUME 12, 2024



I. Almomani et al.: Maloid-DS: Labeled Dataset for Android Malware Forensics

TABLE 8. (Continued.) Spyware Category and its families.
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TABLE 8. (Continued.) Spyware Category and its families.

73518 VOLUME 12, 2024



I. Almomani et al.: Maloid-DS: Labeled Dataset for Android Malware Forensics

TABLE 8. (Continued.) Spyware Category and its families.
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TABLE 8. (Continued.) Spyware Category and its families.

The analysis of the obtained results in Table 11 substanti-
ates that the scratch CNN algorithm outperforms the other
tested CNN algorithms regarding the lowest detection loss
and the highest detection accuracy.Moreover, it is noteworthy
that all examined CNN models have demonstrated favorable
and satisfactory detection capabilities. These capabilities
are evident from the high values of precision, recall, F1-
Score, and accuracy achieved by each of the CNN classifiers.
The robust performance of all CNN models underscores
their efficacy in accurately detecting and classifying the
malware families in ourMaloid dataset, presenting promising

implications for their practical applications in malware
forensics.

The above three case studies are just examples. There is
an unlimited number of scenarios where the Maloid dataset
could be effectively utilized by all types of existing analysis
systems that might consider all malware categories in their
analysis, or only the families of one category, or even specific
features of one malware family. Consequently, the result
is achieving one main goal of preventing and predicting
threatening malware before causing any harm to individuals
and organizations.

73520 VOLUME 12, 2024



I. Almomani et al.: Maloid-DS: Labeled Dataset for Android Malware Forensics

FIGURE 12. Maloid dataset utilization overview.

VOLUME 12, 2024 73521



I. Almomani et al.: Maloid-DS: Labeled Dataset for Android Malware Forensics

TABLE 9. Performance analysis of case study I.

D. CASE STUDY IV. EDUCATIONAL RESOURCES AND
TRAINING OPPORTUNITIES
Maloid offers a rich resource of malware samples from
different categories and families, which academics can use
heavily in teaching malware analysis courses at the under-

graduate and postgraduate levels. Additionally, trainers who
organize professional training and workshops in malware
analysis can use Maloid samples to conduct a training
series for different purposes while utilizing various analysis
models.
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FIGURE 13. Steps of the conducting case study I (vision-based analysis).

VI. LIMITATIONS AND CHALLENGES OF THE MALOID
DATASET
While theMaloid dataset represents a significant step forward
in the resources available for Androidmalware analysis, it has
limitations and faces several challenges in its development
and utilization. Below, we outline some of these limitations
and challenges.

TABLE 10. Evaluation metrics for ML classifiers used in case study II.

A. LIMITATIONS
• Android Specific:Building a comprehensive dataset for
OS-specific malware requires a deep specialty andmuch
effort and time. This research focuses on Android OS
and will consider other types of OS in future studies.

• Coverage Gaps: Despite our efforts to compile a
comprehensive dataset, coverage gaps may exist due to
the ever-evolving nature of malware. Certain emerging
malware types or variants may be underrepresented as
the landscape of threats expands.

• Sample Collection Bias: The dataset’s composition
is influenced by the availability of malware samples
and the sources from which they are collected. This
may introduce a bias toward more readily available or
well-known malware families, which may affect the
dataset’s diversity.

B. CHALLENGES
• Sourcing Diverse Samples: Continuously sourcing a
diverse range ofmalware samples poses a logistical chal-
lenge, requiring extensive collaboration with security
communities, researchers, and industry practitioners.

• Maintaining Dataset Integrity: Ensuring the accuracy
and integrity of dataset entries as they scale, especially
with community contributions, demands rigorous vali-
dation processes, which can be resource-intensive.

• Adapting to Technological Advances: The rapid pace
of technological advancement in malware develop-
ment and cybersecurity measures necessitates ongoing
updates to the dataset. This process requires sustained
effort and resources to maintain relevance.

• Ethical and Legal Considerations: Collecting and dis-
tributing malware samples should be executed carefully
to adhere to ethical guidelines and legal restrictions,
presenting a complex regulatory landscape.

Recognizing these limitations and challenges, our future
work will focus on addressing these areas through targeted
efforts aimed at expanding the dataset’s coverage, enhancing
its diversity, and refining its structure to better capture
malware dynamics. We will explore innovative methodolo-
gies for sample collection and validation, advancements in
malware analysis technologies, and engagement in active
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TABLE 11. Performance analysis of case study III.

dialogue with the cybersecurity community to overcome
these challenges. Through these efforts, we aim to evolve the
Maloid dataset continually, ensuring it remains a valuable and
relevant resource for the fight against malware.

VII. HOW TO UPDATE THE MALOID DATASET
Due to Android malware’s dynamic nature and ever-changing
landscape, it is essential to introduce a detailed plan and
strategy for keeping the Maloid dataset comprehensive
and up-to-date. Thus, recognizing the critical need for
having dynamic datasets in cybersecurity research, our
update methodology is designed to incorporate new malware
samples systematically, ensuring Maloid-DS remains an
invaluable asset for current and future malware detection and
analysis efforts. The update strategy is articulated through
several core components:

• Automated Collection Mechanisms: Developing and
running automated scripts at scheduled intervals to
scrape new malware samples from a pre-defined list of
reputable and authoritative sources in the cybersecurity
domain, including cybersecurity databases, malware
repositories, and submissions to platforms like VirusTo-
tal by security researchers, ensuring a continuous and
timely addition of new samples to the dataset.

• Community Contributions and Crowd-Sourcing:
Leveraging the collective knowledge and resources
of the cybersecurity research community by inviting
researchers, practitioners, and enthusiasts to contribute
new malware samples, with a stringent validation
process before inclusion.

• Periodic Expert Review and Validation: Implement-
ing a regular review process conducted by a panel of
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experts to examine the dataset’s composition, integrate
new malware families, and adjust the categorization
schema to reflect emerging trends.

• Feedback Loop for Continuous Improvement: Estab-
lishing a feedback mechanism for users to report
discrepancies, suggest improvements and contribute to
the dataset’s evolution, ensuring its ongoing quality,
relevance, and effectiveness.

By adopting this comprehensive and multifaceted updating
approach, we ensure the Maloid dataset’s leading role in
Android malware studies. This strategy keeps the dataset
relevant and adaptable and solidifies its role as a pivotal
resource within the cybersecurity domain.

Furthermore, to address the dynamic nature of malware
and the invaluable role of community contributions in
enhancing the Maloid dataset, we outline a structured
mechanism for facilitating community feedback, corrections,
and new sample submissions:

• Online Contribution Portal: Create a dedicated online
portal that serves as the central platform for community
contributions. This portal will be designed with a
focus on user security and ease of use, ensuring that
researchers and practitioners can easily submit their
contributions.

• Submission Process: The portal will allow for the
submission of new malware samples, feedback on
existing dataset entries, and suggestions for corrections
or enhancements. Submissions can include a variety
of formats, such as binary files, feature sets, and
annotations.

• Verification Process: Each submission will undergo a
rigorous verification process. This includes automated
checks for relevance and integrity, followed by expert
review. The process ensures that all contributions meet
our standards for accuracy and relevance.

• Integration into the Dataset: Contributions that pass
the verification process will be integrated into the
Maloid dataset. For new malware samples, this includes
categorization and annotation based on our dataset
schema. For feedback and corrections, appropriate
adjustments will be made to ensure the dataset’s ongoing
accuracy and comprehensiveness.

• Acknowledgment and Recognition: Contributors
whose submissions are integrated into the dataset
will receive acknowledgment through our portal. This
recognition aims to encourage ongoing community
participation and highlight the collaborative effort
behind the dataset’s development.

• Continuous Improvement Cycle: The mechanism is
designed to be a continuous cycle of contribution,
review, and integration, allowing the dataset to evolve
in response to new threats and community insights. This
cycle ensures that the Maloid dataset remains a relevant
and valuable resource for malware research.

Implementing this community engagement mechanism
will improve the Maloid dataset and foster a collaborative
ecosystem for advancing malware analysis.

VIII. CONCLUSION AND FUTURE WORK
The Android operating system is very popular with smart-
phone users worldwide, especially with its customization
feature. However, a consequence of this popularity is that
Android users are more likely to be targeted by attackers.
One of these attacks includes infecting the Android device
with malicious software. Although many existing ways try
to protect from these attacks, the continued increase in the
number of Android malware and their impact is a clear sign
of the inefficiency of the current solutions. Many of these
solutions depend on collected datasets that we believe have
many shortcomings.

Therefore, this paper introduced a unique, labeled, up-to-
date dataset called Maloid-DS (Malicious Android DataSet)
that succeeded in tackling the lack of existing datasets used
by current malware detection solutions. The uniqueness of
this dataset is due to the (1) comprehensiveness of malware
categories and families that reached 345 different families, (2)
the well-structuring of these malware families, (3) accurate
mapping of large malware samples with their corresponding
families, (4) precise and profound descriptions of all these
malware families, and (5) expose the source of all collected
malware samples. All these distinguished characteristics are
found in one reference, Maloid-DS.

This paper began by providing a comprehensive review
of related work. We reviewed previous work that developed
their datasets or provided an analysis of malware families.
We focused on the number of samples and families the papers
used and the diversity of the dataset sources. Additionally,
we analyzed papers that developed malware analysis tools
based on datasets. Moreover, we summarized all the analyses
and comparisons in a tabular format.

After that, we started detailing our own developed dataset.
First, we specified the process we followed to create the
Maloid dataset and the classificationwe used to categorize the
families. Then, we described the categories that we devised
when creating the dataset. Moreover, we described in detail
each malware family’s attack behavior and characteristics
in the seven categories. Finally, after detailing the dataset,
we provided three case studies as examples to guide how
researchers and developers can utilize Maloid dataset.

In summary, this paper produced a comprehensive dataset
containing many families and a high number of up-to-date
samples. We classified these families into different categories
based on their behavior. Furthermore, we provided a detailed
and specific description of the families we collected. As a
result, these findings and the dataset created will be shared
with the research, academic, and industrial communities.

In our pursuit of advancing the Maloid dataset, we are
introducing an ambitious plan to extend its scope and enhance
its utility for the cybersecurity research community. The
expansion strategy of the dataset considers (a) increasing
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the number of samples, especially for the malware families
with fewer samples than others. (b) moving beyond our
Android-centric focus to incorporate essential platforms such
as Windows, Linux, and iOS. This initiative offers a compre-
hensive, diverse, cross-platform resource for contemporary
cybersecurity threats, facilitating a more holistic malware
analysis approach. To ensure the dataset remains timely
and representative of the dynamic threat landscape, we will
adopt a structured methodology for continuously integrating
new malware variants, supported by automated collection
mechanisms and invaluable contributions from the broader
cybersecurity community. Collaboration will be a corner-
stone in this strategy as we seek to establish partnerships with
entities across academia, research, and industry.

However, we acknowledge that realizing these ambitious
goals is challenging. Key among these is the feasibility
of extending the dataset across multiple operating systems,
which necessitates overcoming technical, logistical, and legal
hurdles. For instance, collecting and integrating malware
samples from platforms like iOS needs to address privacy
policies and security measures. Additionally, continuously
updating the dataset to include newmalware variants requires
significant computational resources and ongoing community
engagement to ensure a steady flow of relevant and diverse
contributions. Resource constraints also present a potential
roadblock, particularly regarding the funding needed to
support the expansion efforts, develop new dataset formats,
and maintain a high-quality, up-to-date resource. Moreover,
fostering productive collaborations and partnerships demands
effective coordination and alignment of goals among diverse
stakeholders in the cybersecurity ecosystem.

We are committed to finding innovative and practical
solutions to address these challenges by utilizing existing
relationships within the cybersecurity community, explor-
ing funding opportunities to support dataset development
and expansion, and adopting flexible, scalable approaches
to dataset management and update processes. We also
plan to dialogue with platform providers and regulatory
bodies to address legal and policy-related considerations,
ensuring our dataset expansion efforts comply with all
relevant standards and regulations. Through acknowledging
and planning for these potential challenges, we aim to
ensure that our efforts to enhance and expand the Maloid
dataset are both realistic and sustainable. By doing so,
we hope the Maloid dataset becomes an indispensable
tool for cybersecurity research, contributing significantly to
advancingmalware detection and analysis methodologies and
bolstering global cybersecurity defenses.
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