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ABSTRACT Billions of people globally use Android devices (https://backlinko.com/iphone-vs-android-
statistics). As such, these devices are highly targeted by security attackers. One of the most threatening attacks
is to infect devices with malicious software (malware). Fortunately, there are various ways to counteract
these attacks and prevent them. One of these methods is developing a comprehensive malware dataset
that researchers can utilize for malware analysis, detection, prediction, and prevention systems. This paper
introduces a unique, up-to-date, labeled Android malware dataset (Maloid-DS) comprising a comprehensive
set of malware families that reached 345 families with 47,971 malware samples. First, we intensely studied
existing datasets utilized by previous research works. These datasets are limited in (a) the number of studied
families, (b) the number of samples under each family, (c) the number of new malware samples, (d) the
proper categorization of the malware families, (e) the accurate mapping of the sample with its corresponding
malware family, (f) providing well structuring of the malware families and subfamilies, and (g) presenting
a profound description of each family behavior. All these limitations were seriously tackled by introducing
Maloid-DS. The process of creating Maloid is detailed in this paper. Moreover, several case studies are
demonstrated in this paper to show the value of Maloid and how different types of analysis systems and
Al-based detection and prediction solutions could utilize it. While the full potential of Maloid-DS in
real-world scenarios is subject to ongoing research and practical application, it represents a substantial
contribution to the cybersecurity community, offering a broad and detailed foundation for protecting Android
devices against malware threats.

INDEX TERMS Android OS, malware forensics, labeled datasets, deep learning, malware analysis,
detection and classification, cybersecurity applications.

I. INTRODUCTION

The Android OS is the most popular operating system
globally and dominates the global smartphone market with
almost 71% of the market share.! Two of the main reasons
for this popularity are the large number of diverse apps
that can be found in the Android applications store and
the customizability of the devices concerning both software
and hardware. This is largely due to the open-source
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1 https://gs.statcounter.com/os-market-share/mobile/worldwide

feature of Android OS, which allows the users as well as
developers to customize the Android device to their liking.
Specifically, users can root their devices to make custom
changes that were previously blocked to them. Additionally,
this open-source feature allows developers to easily develop
different applications, which greatly increases the number
of applications in the Google PlayStore. Users can even
download apps from third-party app stores by downloading
the Android Package Kit, or APK, of the desired application.

However, these Android characteristics can leave the
user’s device vulnerable to different attacks. Specifically,
Android devices become a prime target of malicious

© 2024 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

VOLUME 12, 2024

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ 73481


https://orcid.org/0000-0003-4639-516X
https://orcid.org/0000-0001-7509-2120
https://orcid.org/0000-0001-5035-8260

IEEE Access

I. Almomani et al.: Maloid-DS: Labeled Dataset for Android Malware Forensics

software (malware), mainly due to the open-source nature of
Android [1]. According to the Center for Internet Security
malware report [2], Android malware has spiked in the first
quarter of 2023 by 20% compared to the last quarter of
2022. Additionally, during the COVID-19 pandemic, as more
and more people shifted to cyberspace to follow quarantine
guidelines and work remotely, attackers took advantage and
increased the frequency and sophistication of their malware
attacks [3]. As a result, many users must take the necessary
precautions to protect themselves from the increasing threat
of malware attacks on their devices.

Fortunately, many experts are working towards ensuring
users’ safety from these malware attacks [4], [5], [6]. One
of these important ways is to develop a dataset that contains
samples of the new malware families. Android datasets
can be used to help researchers train their developed Al
(Artificial Intelligence) models. As a result, their models can
be utilized in different tools that can detect existing malware
families and predict the newly released ones [7]. Additionally,
these datasets can help increase the accuracy of malware
analysis tools and even detect unknown malware [8]. We will
discuss these research works that developed malware datasets
extensively in this paper.

However, there are limitations to these published datasets.
One of the main limitations of the released datasets is that
they provide samples as APK-based only. This can limit the
applications of the dataset on different Al-based detection
models and analysis tools. Additionally, many of the available
datasets compose a limited number of samples, which can
affect the diversity and accuracy of an Al model. Other
published related papers also do not classify the collected
families into different categories, and even the samples are
not accurately mapped to these families. Another limitation of
the current work is the restricted number of malware families
the researchers collected. Moreover, most existing datasets
don’t provide profound descriptions of the malware families’
behavior. Consequently, these limitations motivated us to
introduce an up-to-date, labeled, well-structured, descriptive,
and comprehensive dataset for Android Malware (Maloid-
DS).

The main goals and contributions of this paper are
summarized as follows:

1) Develop a substantial dataset with around 47,971

malware APK samples composed of more than
345 malware families. These malware samples ranged
from well-known malware families in 2010 to recent
ones found in 2024. This dataset accumulated mal-
ware samples from various sources, including official
datasets and code repositories. We plan to release
the constructed Maloid dataset through an official
website.”

2) Provide a detailed and precise description of the

collected malware families. From these descriptions,
we created different categories based on the malicious

2https://sel.psu.edu.sa/researc1'1/datasets/daltasets.php
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behavior of the families. Specifically, we described
each family’s attack behavior and how the malware
spreads. From these descriptions, we distributed the
malware families into these categories.

3) Customize the dataset based on the user’s needs.
In other words, the interested party can use the malware
samples as APK-based, image-based, or feature-based,
where different types of malware analysis can be
applied. This includes static, dynamic, vision-based,
or even blended analysis. Consequently, this offers
the users many options and flexibility in using the
appropriate malware formats on their desired tools.
The interested party can also choose which extracted
features to use for the analysis process. As a result, this
allows the users to customize the dataset as per their
needs to increase the accuracy of their results. We have
presented three case studies in this paper to stress this
point.

4) Finally, Maloid offers a valuable educational source
that could be heavily utilized in the academic context
and continuous learning and training in the field of
computer malware and analysis.

However, we faced some challenges during the creation
of the Maloid dataset. Firstly, many of the official datasets
where we collected the samples were either discontinued or
prohibited from accessing their datasets. Additionally, the
datasets we accessed and some of the papers we collected
are considered outdated and published some years ago.
Nonetheless, we were able to collect samples from more
recent sources and collected other papers published more
recently. Another challenge we faced was finding the correct
description and category for the family since many anti-virus
vendors name the same variants differently. This can affect
the accuracy of our dataset [8]. However, we overcame
this challenge by analyzing the collected samples of each
categorized malware family using VirusTotal and getting the
variant’s name and the category it belonged to.

The rest of this paper is organized as follows: Section II
provides a survey and comparison of related work. Section 111
describes how we collected the malware samples and
produced the Maloid dataset in detail. In Section IV,
we display the categories we created as well as describe
the family in each category precisely. Section V provides
recommendations on how best to utilize this dataset by
presenting three different case studies. Section VI outlines the
limitations and challenges associated with the development
and compilation of the Maloid-DS dataset. Section VII
details a comprehensive strategy suggested for the periodic
updates to the Maloid-DS dataset. Finally, we summarize and
conclude this paper in Section VIII, and offer some future
research directions.

Il. RELATED WORK
This section highlights the different works that analyzed
malware families from different datasets and those that
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created datasets by collecting different samples. Some papers
used the samples collected for the datasets to train the tools
proposed in their solutions [7], [9], [10]. Other papers did not
collect malware samples but rather surveyed and analyzed
other papers to provide a description for Android malware
families [11], [12], [13]. However, most of the papers provide
a description only for the family they used in their datasets
as well as the source of the samples collected. Table 1
summarizes the comparison and analysis done on existing
works that created datasets and described the malware
families used in their datasets.

Many papers focused on creating datasets and then using
them to train the tool proposed in their work. In [10], the
authors collected many samples from different datasets, both
from official and unofficial sources. This paper offered a
diversity in the number of dataset sources. Furthermore,
the authors provided a succinct and summarized description
of the collected malware families. Similarly, [9] utilized
their collected samples from different datasets to train their
proposed tool and test its detection accuracy. Additionally,
it provided a more diverse variety of malware families. Both
papers analyzed a large number of samples as part of their
dataset. However, there are limitations in both papers since
they focused on the tool accuracy analysis. In [10], since their
main goal was to train the proposed tool, the authors did not
add the different families into categories, which can increase
the dataset’s accuracy.

On the other hand, one of the main focuses of [7] is
to analyze their proposed system using their own created
dataset. Therefore, the authors collected a substantial amount
of Android APK samples, both malicious and benign. In addi-
tion to collecting multiple samples, the authors concisely
described the behavior of the malware families collected.
Moreover, the authors classified the malware families into
different categories based on their attack behavior. However,
although the authors described the families, they neglected
to provide a comprehensive and detailed description of the
utilized families. Additionally, the authors collected malware
samples from a limited number of datasets and provided
the malware and benign samples in the dataset as APK-
based. The authors in [14] also collected malware APK
samples to train their proposed detection system and test its
accuracy. The authors classified the malware families into
different categories to increase the system’s ability to detect
and identify the malware samples better. Additionally, they
described the categories that detail the general behavior of
the malware families. However, the paper does not provide
a comprehensive description of each one of the malware
families themselves. Additionally, the paper only used
samples from a limited number of datasets. Consequently, the
authors collected little malware samples for the training and
testing experiments.

We also analyzed other papers that only studied articles
that collected samples rather than creating the dataset
themselves [11], [12], [13]. The authors of each paper do
not introduce a new labeled dataset with collected samples.
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Specifically, they managed several papers and performed an
in-depth analysis of them and the malware families specified
in them. In [12], the authors analyzed 243 papers on malware
families and their datasets. Moreover, the authors in [13]
researched around 40 papers discussing malware families.
However, they provided a detailed description of the malware
families based on their behavior. In [11], the authors offer
a precise, in-depth description of the behavior of malware
families. However, as a result, they only described a limited
number of malware families.

Similarly, in [12], the authors described the characteristics
and behavior of the malware families thoroughly, including
the malware’s infection strategies and attack goals. Addition-
ally, they offered the families into different categories through
two different classifications. Specifically, the first classifica-
tion was based on the characteristics and motivations of the
malware families. The second classification was based on the
behavior and methodology of the malware families.

Corresponding to the previous two works, the paper in [13]
briefly described multiple malware families. The authors also
discussed the limitations of the datasets collected by the
articles that the authors analyzed. However, the main focus of
these papers is exploring other articles that released malware
family datasets and introduced malware analysis tools. As a
result, these papers did not collect malware samples from
official dataset sources and released newly labeled datasets.
Additionally, in [11] and [13], the authors did not classify the
families into different categories.

The remaining papers’ main focus was developing and
creating datasets with samples collected from various
sources [15], [16], [17], [18], [19], [20], [21]. Regarding
many of these papers, the authors focused on various factors
such as the number of samples, different malware families,
and the datasets they used. Many of these papers describe
the malware families they collected. Specifically, the authors
discussed the attack behavior of the malware families.
However, in [16], the authors only describe malware families
found in the adware category, which limits the diversity of
the dataset. Although [21] described the malware families,
the description provided is brief and only targeted a few
numbers of the malware families. Similar to [16], this paper
mainly focuses on malware families that affect the victims
financially. Although the authors described the malware
families in [15], the description is brief and focused on the
technical details. The authors only provided specific details
to a small number of malware families.

Furthermore, each paper developed its datasets by collect-
ing malware samples from different datasets. This affected
the number of samples collected by the authors for their
datasets and the diversity of the malware families. For
instance, since [21] focuses on financial malware, it collected
a limited number of malware APK samples and a low
number of diverse malware families. Equivalently, in [ 18], the
authors collected samples from multiple datasets. However,
the malware samples collected and their subsequent malware
families were limited and low in diversity. The authors in [17]

73483



IEEE Access

I. Almomani et al.: Maloid-DS: Labeled Dataset for Android Malware Forensics

TABLE 1. Summary and comparison among related works analysing Malware Families and Datasets.

Related | Year |Samples |Datasets Families| Advantages Disadvantages
Work Quantity
- Only focused on one dataset and
- Provides detailed description iti?;rggéeiéﬁgi?i £ samles used
[15] 2017 |405 AMD 71 on the malware samples in- .. . . P .
. . . - Description provided is brief and
cluding technical details .
limited
- Limited number of samples
- Drebian - Provides a detailed descrip- | - Limited number of datasets
[16] 2019 |266 - Others (Blog|7 tion of the malware family de- |- Only collected and described
Posts) scribed as Adware malware families in the Adware
category
- National Inter- ;al;();:ges @ high number of | Limited number of datasets
[17] 2020 |15570 net Emergency |16 pre . . | - Limited number of families
. - Provides a detailed descrip- . .-
- Drebin . . - Does not categorize the families
tion of the families
- Dr. Web
- Kaspersky - Used samples from different
Mobile Security multiple di gerent Jatasets - Limited number of samples
[18] 2013 | 1485 - NQmobile 58 P . . | - Does not categorize the family
. - Provides a detailed descrip- .. ..
- Zoner Mobile . .- - Limited number of families
. tion of the malware families
Security
Various i Prgwdes 4 deta.ﬂ.ed Qe- - Limited number of samples
Android scription of the families with | Did not use a specific or official
[19] 2012 1260 49 screenshots
Markets . . . dataset
. - Provides different classifica- o
(Unspecified) . i - Low number of families
tions of the families
- Gives in-depth description of | - No Samples were analyzed and
[11] 2020 |— — 5 1 . .
malware families did not use any specific dataset
- Provides a high number of | - Does not classify the families into
Genome .
Drebin samples categories
[9] 2016 | 15,884 MODroid 78 - Multiple different datasets |- Only uses the sample to train pro-
VirusTotal - Provides description of the | posed tool
families - Limited number of families
. - Provides a high number of | Used the dataset to train their tool
Drebin samples - focuses on the accuracy of pro-
[10] 2019 [17,016  |AMD 232 - Multiple different datasets yorp
GooglePla - Provides a customized posed tool
J Y - No description of the families
dataset
- Provides a high number of
Google Play samples . -
[20  |2017 |40,000 |SlideMe 10 |- Multiple different datasets | 7 Doc> 10t categorize the families
GNOME - Provides detailed description
of the family
- Provides a high number of |- Focus of paper is on the malware
Canadian samples analysis tool
Center for - Creates own dataset - Only provides a breif description
[7] 2020 |400,000 Cyber Security | 191 - Provides a brief description | of the families.
VirusTotal of the family - Samples provided are only APK-
AndroZoo - Categorizes the family into | based
different categories - Limited number of datasets
73484 VOLUME 12, 2024
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TABLE 1. (Continued.) Summary and comparison among related works analysing Malware Families and Datasets.

- Provides a detailed descrip-
tion of the families collected | - Does not collect malware sam-
from the papers ples, but analyzes papers that col-
- Discusses multiple charac- | lected malware samples
[12] 2021 |— — 41 teristics of the malware fam- | - Does not provide a new dataset
ilies - Describes and categorizes a lim-
- Categorizes the family into |ited number of families collected
different categories based on | from the papers
multiple factors
- Android
Genome - Categorizes the families into
Malware
. the type of malware (Adware, .
project . - Limited number of samples
- Malware Se- Banking, etc.) - Low number of different families
[21] 2018 |[1758 . 32 - Verified the categories of .. . R
curity Blogs . - Description provided is brief and
. samples through VirusTotal .
- Anti-Malware . . .. | limited
- Provides a brief description
Vendors of the famil
- Security Re- y
searchers
- Drebin
- Genome - Provided an in-depth sur-
- Collection vey on the papers including
- Repository malware anlysis methods and | - Does not categorized the malware
- AMD techniques, datasets, and the | families
[13] 2020 |— - UpDroid Multiple | malware families - Only surveys the papers and their
- Contagio - Described the limitations of | limitations and not the malware
- AndroZoo the papers and how they an- | families
- Marvin alyzed Android malware and
- AndroMal- its families
Share
- Limited number of datasets
- Genome - Does not provide description of
[14] 2016 |2.784 - Contagio- 125 -.Cla551ﬁes the mal\')vare fami- the family
Mobile lies based on behavior
. - Only used samples to test detec-
- VirusShare .
tion tool
- Offers a diverse and large
number of malware families
and samples
- Classifies malware families
into seven categories
lggiggi;:latasets - Collects Malware samples
9 . .
Proposed | 2024 | 47,971 AMD, 345 as recelllt as 2024 ‘ : Dedicated for Android operat
. . - Provides a detailed and |ing system malware analysis
Maloid VirusShare, . o .
etc.) precise description of the
) malware families
- Maps the malware sample
to its family accurately
- Supports existing types of
malware analysis

and [20] collected many malware samples to include in their
datasets. Despite the large number of samples collected,
the sources from which they collected them are considered
limited. Consequently, the families the authors gathered are
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considered low. Finally, although the authors in [16], [19],
and [15] provided a detailed and precise description of the
families, the datasets they produced are limited. Specifically,
the authors collected samples from a limited number of
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different official sources
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FIGURE 1. Flowchart on the creation process of the Maloid Dataset.
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families and datasets, where [16], [19] do not specify the
datasets they used. Moreover, the papers collected a small
number of samples for their datasets.

Finally, we analyzed these articles based on the availability
of malware family categorizations. Many papers, such
as [15], [17], [18], and [20], only focused on collecting
malware samples and describing the families. In other
words, they did not distribute the families into different
categories. On the other hand, the other articles provide
a specific classification of the malware families collected.
In [16], the paper focused on collecting malware families
belonging to the Adware category. Additionally, in [19],
the authors classify the malware families based on different
characterizations, such as the installation method, activation
method, and malicious behavior or payload. Similar to our
work, the authors in [21] classify the malware families
that they collected into categories based on the attack
behavior of the malware families. Specifically, their cate-
gories are SMS-Malware, Ransomware, Scareware, Banking,
and Adware.

About the previous works, we can see that most papers
contain several limitations, namely, the quantity and diversity
of the dataset sources, samples, and even families. Another
constraint is that many of the papers’ focus is on the
accuracy of their analysis tool rather than the dataset
itself. We also found that most papers did not classify
the families into different categories. Finally, the malware
samples and families collected from many papers would be
considered outdated and from an earlier period. In this paper,
the malware families are classified into the categories we
recommended after a thorough investigation. Additionally,
we provide a comprehensive and detailed description to all
the families of the samples we collected. To collect more
recent samples, we explored other malware sample sources.
Finally, we managed and structured a substantial number of
samples for each category to balance out the dataset.

In other words, this paper does not only provide a unique,
massive repository of Android malware families and samples
with a complete and accurate description, but it also offers an
essential guide to researchers and developers on how Maloid
can be heavily utilized in their malware analysis systems to
ensure the production of malware detection systems with high
accuracy that would protect Android users’ data and devices.

Ill. MALOID DATASET CREATION METHODOLOGY

This section describes the methodology we followed to build
the Maloid dataset. Figure 1 summarizes the main processes
implemented through this methodology, which is divided into
three phases: the first phase is collecting the samples, the
second phase is analyzing and describing the families, and
finally, the third phase is balancing and cleaning the dataset.
The phases are described in more detail below.

A. PHASE I: SAMPLE COLLECTION
The first phase of the dataset creation is collect-
ing malicious and benign APK samples from multi-
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ple sources. For the benign samples, we collected the
APKs from multiple sources, which include StormDroid-
Kuafudet, CIC MalDroid 2020 Dataset [22], the CIC
MalDroid 2017 Dataset [23], VirusTotal APK files, GitHub
repositories, and Google Play Store. On the other hand,
we collected the malicious APK samples from multiple
sources, including both official sources and unofficial
sources. These sources include malware APK samples from
DREBIN Dataset [24], Leopard Mobile Dataset, AMD
dataset [25], CIC MalDroid 2020 Dataset [22], and the
CIC MalDroid 2017 Dataset [23] which we considered as
official sources. Finally, we also collected Ransomware APK
samples and benign samples from a dataset developed by the
Security Engineering Lab [26].

After collecting the samples, we created an initial catego-
rization for the malware families of the samples that we have
collected so far. Specifically, we initially developed different
malware categories similar to the official sources’ categories,
including the CIC MalDroid 2017 Dataset [23]. After creating
this initial categorization, we performed a deep and thorough
investigation of the malware families. In this step, we focused
on the malware families’ attack behavior and the effect
of the attack on the victim. Based on this investigation,
we finalized the categorization of the families and approved
them for our dataset. Concurrently, we added a detailed and
precise description of the malware families that we collected.
Both the categorization and description can be found
in section IV.

B. PHASE II: ANALYSIS AND DESCRIPTION

Once Phase I was completed, we moved on to Phase II. This
phase focuses on further analyzing the malware families,
enhancing their description, and increasing the number
of samples and families. The first step we took was to
count the number of samples found in each category. This
helped us analyze the categories, understand which of the
categories needed improvement, and increase the number
of their samples. As a result of this analysis, we decided
to begin searching for additional malware APK samples.
As previously mentioned in Phase I in III-A, we col-
lected samples from official sources. However, to improve
the accuracy of our dataset, we collected various APK
samples from unofficial sources such as code repositories
and VirusShare. Hence, the initial balance of the dataset
was improved.

Since we searched different sources for APK samples,
we also added multiple new malware families to our dataset.
Therefore, the next step we took was investigating the
behavior of these new families. Based on these investigations,
we added these malware families into their respective cat-
egories. Additionally, we added precise and comprehensive
descriptions to these new families. As mentioned before, the
description and categories of these families can be found
in section IV. Finally, we reached Phase III of the dataset
creation.
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FIGURE 2. A high-level view of the 7 categories with the total number of families’ samples in each.
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FIGURE 3. Adware Category with its families’ names and their number of samples.

C. PHASE IlI: DATASET BALANCING AND CLEANING

The third and final phase focused on balancing the dataset
with the number of samples and cleaning the dataset from any
duplicates of the APK samples. The first step in this phase is
to check whether the dataset is highly imbalanced. If there is
a high percentage of sample imbalance, we return to Phase 11
of the methodology. Specifically, we return to the second step
of the phase, where we searched for different APK samples
and families from different sources. On the other hand, if we
find the dataset to be properly balanced, then we continue to
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the next step. In this next step, we verify the categorization of
the families of the samples we collected. This ensures that the
dataset can provide accurate and precise results when used to
train Al models. We verified the families by uploading the
APK samples to malware detection tools such as VirusTotal.

After verifying the categories of the families, we created
multiple folders that were labeled with the seven malware
categories. We then distributed the APK samples of the col-
lected families to the corresponding folder. Then, we cleaned
each folder of the dataset to remove any duplicate APK
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TABLE 2. Adware Category and its families.

Family

Description

Category

Airpush

Contains malware that continuously and aggressively shows advertisements in the
notification bar [53], [54]

Adware

Dowgin

Bundles itself together with other legitimate applications. it is an adware that displays
advertisements to the victim aggressively while simultaneously stealing information
from the device and sending it to a remote server [55]-[57].

Adware

Feiwo

Displays advertisements and pop-ups aggressively to the victim without their consent
once it is installed. Additionally, it collects information on the device, sends it to the
attacker’s server, and redirects victims to malicious websites. It evades detection by
making its analysis more complex than necessary [58]—-[60].

Adware

Gooligan

Steals user and device information and sends it to a remote server. Specifically, it installs
arootkit on the device and executes 12 exploits in order to gain root access to the device.
This root access is used to steal Google email accounts and authentication tokens [61],
[62].

Adware

Kemoge

Steals device information and sends it to a Command and Control server. It also
aggressively displays advertisements to the victim on the device, including the home
screen. Additionally, it remotely takes over the infected device by opening a backdoor
and installing malicious components to the device [63], [64].

Adware

Mobidash

Displays advertisements aggressively to the victim after three days from the malware
installation in the device. This can cause the victim to believe that the malware did not
cause these advertisements [21], [65], [66].

Adware

Selfmite

Is installed via a malicious link sent in the SMS to the victim. Once installed, it will
read the infected device’s contacts and find a name and phone pair. It then sends an SMS
message with the APK link to all the contacts using the name it gathered from contacts
as a greeting [67]-[70].

Adware

Youmi

Is considered adware that displays unwanted ads without the victim’s consent. Moreover,
it steals device information and sends it to the remote server. It also creates shortcuts for
the ads it displays and adds them to the home screen [71]-[74] .

Adware

Kuguo

Displays unwanted ads to the victim in the notification tray and uses these ads to promote
the malicious application and spread malware. It steals victim’s personal and sensitive
information [75], [76].

Adware

Kyview

Displays aggressive ads to the victim and sends device and personal information to the
server. It is installed through the host application [15], [77].

Adware

Andup

Displays aggressive ads to the victim and steals device information. It includes fake
versions of popular applications such as Facebook, Twitter, google play, and more. It can
also download and installs third-party application through a remote server [15], [78]—
[80].

Adware

Utchi

Is considered an advertising library that aggressively displays ads to the victim. It
embeds itself into multiple legitimate applications and collects the victim’s personal
information. This information is sent to a remote server and used to show personalized
ads. It can also install applications [81]—[84].

Adware

Hamob

Collects the victim’s information as soon as it infects the device. Its main capability is
to display intrusive ads based on the collected data [16], [85].

Adware

Judy

Is considered an auto-click adware that generates revenue for the attacker. It disguises
itself as legitimate application in the PlayStore with a character named Judy. It causes
the infected device to click on Google ads by opening a hidden web browser without the
victim’s knowledge. It has affected between 8.5 and 36.5 million users [86]-[91].

Adware

Xavier

Is considered as an information-stealing ad library. It can be found hidden in the code
of multiple applications in the PlayStore. Not only does it display ads to the user, but
it also silently steals the victim’s information from the infected device and sends it to a
remote server [92]-[97].

Adware

UpdatesFor-
Samsung

Disguises itself in Google Play as “Updates for Android”. Its main function is to display
ads to the victim. Additionally, it offers paid subscriptions for better services [98].

Adware
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FakeSnapchat

Disguises itself as the legitimate social media application Snapchat. Once the victim
installs and launches the application, it displays ads to them. When the victim tries to
log in, it displays a connection error message. Additionally, the malware makes sure that
the victim is connected to the Internet to display the ads [99]-[102].

Adware

adware_beauty)|

Hides behind multiple beauty camera applications found in the Google Play store. These
applications can display ads to the victim, redirect victims to phishing websites, and steal
the infected device’s information and send it to the attacker [103]—-[105].

Adware

tv_remote/
HiddenAds

Disguises itself as multiple simulator applications in the Google Play store. It displays
intrusive ads aggressively to the victim. It avoids detection by hiding the application
in the system folders. One of its most downloaded applications, “Easy Universal
TV Remote”, forces the victims to give five-star reviews to increase exposure and
installations. Another of its application is a popular QR code scanner [106]-[111].

Adware

Adultswine

Disguises itself as legitimate gaming applications that are aimed for children. Once
installed, it begins to aggressively display inappropriate and adult-themed ads to the
victim. In addition to displaying ad, it tries to trick the user into downloading and
installing malware disguised as security applications. [112]-[115].

Adware

ClickFraud

Mainly targets users in the US, Brazil, and Mexico. It is spread by disguising itself as
legitimate applications in the Google Play store as well as injecting itself into the code of
benign software. In addition to displaying ads to the user when installed, it also has the
capability of crypto mining using the infected device, which can slow down the device’s
performance [116], [117].

Adware

GhostTeam

Disguises itself as application found in the Google Play store. It ensures that it is installed
on a physical device, not an emulator. It floods the infected device with unwanted pop-
up ads. It can also take control of the infected device by installing a malicious payload
and stealing the login credentials of the victim’s FaceBook account [118]-[121].

Adware

Panini

Hides behind multiple different names and icons that are generic. Once the malware is
executed, it displays multiple ads on the infected device [122].

Adware

RottenSys

Disguises itself as a WiFi management tool. It aggressively displays ads, both pop-up
and full screen, to the victim in order to gain money. It also appears to be preinstalled
on Android devices without any interference from the victim beforehand. The victims
believe it is a pre-installed Wi-Fi service app [123]-[125].

Adware

TimerMalware

Disguises itself as a legitimate application on the Google Play store. Each time it is
reported and removed, it returns to the store with a different package name. It has a timer
of four hours after installation to activate. After activation, it requests admin permission
to be able to uninstall itself later and aggressively displays ads to the user to gain money
[126].

Adware

Adware
TsSDK

Disguises itself as entertainment applications found in the Google Play store. It uses
third-party Android libraries to persistently display full-screen ads on the device and
tries to convince the victim to install additional applications. These libraries drain the
device’s batteries and slow down its performance [127].

Adware

BeiTaAd

Injects itself into legitimate applications as an ad plugin. It aggressively and persistently
displays ads on the infected device that hinders the victim’s interaction with it. It displays
full-screen ads on the lock screen, plays audio and video advertisements in sleep mode
and active mode, and displays ads when the user is not using the application [128].

Adware

ComeBot

Displays unwanted ads on the device. Another behavior of this malware is its ability to
remain on the device by hiding its icons [129].

Adware

Evasive

Disguises itself as gaming applications found in the Google Play store. It displays
aggressive full-screen ads to the victim and uses evasive techniques to avoid detection
and removal [130].

Adware

FraudPush-
Notifications

Disguises itself as applications found in the Google Play store. It uses Google Chrome
to load compromised websites on the device. These websites subscribe the victim to
notifications services which display persistent pop-up ads on the infected device [131].

Adware

Gretel-
Preinstalled

Is found already installed on specific Android devices, Gretel, in the system apps folder.
It displays unwanted ads to the victim as well as downloading and installing other
applications on the device [132]-[134].

Adware
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InfectiousAds

Takes advantage of the Android OS’s vulnerabilities to perform various malicious
activities. These activities include injecting malicious software on the infected device
and displaying intrusive ads to the victim. It spreads by injecting itself into legitimate
applications that appear harmless [135].

Adware

Photography-
Adware

Disguises itself as a variety of photography applications found on Google Play. It
executes its malicious activities 30 minutes after the installation of the malware. This
allows the malware to evade detection more easily. These activities mainly include
displaying full-screen ads which interfere with the victim’s activities [136].

Adware

Venus

Disguises itself as a legitimate application in Google Play. When the user executes the
application, it will subscribe the victim to ads and premium subscription services without
them knowing [137], [138].

Adware

AgentSmith

Disguises itself as a legitimate Android application. It can exploit Android vulnera-
bilities in order to replace benign applications on the device with malicious versions.
Its main functionality is to show advertisements to the user, which uses the device’s
resources for financial gain [139].

Adware

IconHiding

Disguises itself as a legitimate application in Google Play. It aggressively displays ads
to the victim that interfere with them. It evades detection and removal by hiding its icon
from the victim [140], [141].

Adware

selfieAdware

Masquerades as applications that filter selfie photos. Its main activity is to aggressively
display full-screen ads to the victim. It can also secretly record audio from the infected
device [142], [143].

Adware

Tekya

Disguises itself as a legitimate application in Google Play. Itperforms ad fraud by
mimicking and stimulating the victim’s clicks on ads from ad agencies for financial
gain [144]-[146].

Adware

AmongUs

Can be found disguised as a fake version of the mobile game, Among Us, in third-party
stores. It turns the game into Adware that aggressively displays full-screen ads to the
victim and can slow the device down [147]-[149].

Adware

PigAdware

Displays aggressive ads to the victim that intrudes on the device’s usability. A character-
istic of this malware is that they inject itself into the System App directory. This makes
the adware harder to remove without causing device failure [150], [151]

Adware

Blur

Disguises itself as photo applications in the Play store. The main function of this
malware is aggressively displaying multiple ads to the victim. Additionally, to make
it harder to uninstall, it hides its icon from the home screen of the device [152], [153].

Adware

BeanShell
(AKA Circle)

Disguises itself as various legitimate applications found on Google Play. It is a bot that
receives commands from the server using BeanShell library scripts. Its main function
is to display ads to the victim and simulate clicks on websites that the malware loads
[154], [155].

Adware

minecraftMod

Disguises itself as applications that provide mods to the popular game Minecraft.
However, it only displays aggressive and intrusive ads to the victim without providing
the promised service. It hides its icon and continues to display ads to the victim on the
home screen [156]-[158].

Adware

RainbowMix

Disguises itself as a retro gaming emulator in the Play Store, with around 240 applica-
tions. Its main job is to generate a profit for the attacker by displaying intrusive and
aggressive out-of-context ads to the victim, which intrudes on their user experience
[159]-[162].

Adware

TikTok

Disguises itself as the video-sharing application TikTok. It mainly targets Jio users in
India by luring them with a free Lenovo laptop or the application itself, which is banned
in India. It prompts the victim to share the APK with their contacts. Additionally, it
generates revenue by displaying ads to the victim [163], [164].

Adware

FakeRun

Aggressively shows ads to the user in order to get a profit for the attacker. It also forces
users to give the application a five-star rating on the Android Market and share the app’s
information on their Facebook accounts before the execution [165]-[167].

Adware
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Edwin
[Ewind]

Is added to legitimate applications by recompiling these applications with the malware
as part of its source code. It displays ads to the victim for the attacker’s financial gain. It
collects device information and forwards SMS messages to the attacker. It can also give
the attacker full remote access to the infected device [168]-[171].

Adware

Minimob

Is a repackaged version of a live wallpaper application, BlueArt. It spams the user with
intrusive advertisements. It can be executed without hurting the device and steals the
victim’s personal information (GPS Location, Phone Number, google api) and device
information to a remote server [42], [172], [173].

Adware

Shuanet

Will attempt to root the device to bypass factory reset if discovered once installed. This
malware displays ads to the victim aggressively [174], [175].

Adware

android.spy.
277

Masquerades as a benign and legitimate application. However, it steals the victim’s
information from the device and sends it to a CC (command&control) remote server.
It then uses the stolen information to show specialized ads to the victim [16], [176].

Adware

AvForAndroid

Masquerades as antivirus software. Its main functions include: monitoring book readers’
and pdf readers’ activities, installing shortcuts on the device, stealing bookmark lists and
user accounts, changing network status, and recording audio [177]-[179].

Adware

GhostClicker

Is most prevalent in Southeast Asia. It is described as an auto-clicking adware that
simulates a user’s clicks on the ads in order to gain a profit for the attacker without the
victim’s knowledge. It finds advertisements by embedding itself in the Google-owned
Admob. It evades detection in various ways, including stopping the auto-clicking routine
[16], [180]-[182].

Adware

CopyCat

Generates revenue and gains a profit by displaying pop-up ads to the victim. Addition-
ally, it gains root privileges in order to control the infected device and install ads on the

Adware

device [183]-[186].

files. This step further advances the accuracy and ensures
the balance of the dataset. Finally, after cleaning the folders,
we produced the Maloid dataset detailed in this paper. In the
following section, we discuss each category that resulted from
the dataset creation and provide an in-depth description of the
malware families.

IV. MALOID DATASET STRUCTURE AND DESCRIPTION
This section presents the distribution of malware families into
seven different categories. These categories include Adware,
Backdoor, Banking, Ransomware, Riskware, SMSMalware,
and Spyware. Figure 2 lists the categorizations and the
number of samples collected under families classified under
this category. For example, the category with the largest
number of families’ samples is Adware, with 17,545.
In contrast, the Backdoor category has the lowest number,
with 3393 families’ samples. The samples were collected
from different sources, as detailed in the subsections below.

We also describe in detail the functions and main behavior
of each family. Our Maloid Dataset collected samples
from various resources, including AMD, DREBIN, AMD,
CICAndMal-2017, CICAndMal-2020, SEL lab, VirusShare,
GitHub, and others. Maloid dataset refers to the source
from where each sample was collected. In the following
subsections, for each category, the families classified under it
will be listed with their precise descriptions. Also, the number
and source of samples under this family will be shown.

73492

A. ADWARE

This section highlights the families that were classified as
Adware. Adware is a type of malware that disruptively and
aggressively displays ads to the victim. It also performs ad
fraud on the advertising network for the attacker’s financial
gain [16]. This type of malware spreads using pop-up
ads and, in some cases, with botnets. However, there are
ways to mitigate and prevent the families in this category.
For example, users can check their devices for unknown
applications, stop them from running, clear their caches and
data, and finally uninstall them. Other strategies they can use
include clearing the cookies and caches from their browsers,
installing ad blockers, and carefully clicking on website
ads [16], [27].

Figure 3 below displays the families categorized as Adware
and the corresponding number of APK samples found. The
color coding illustrates the source from where the sample
is collected. So, under the Adware category, 1515 samples
were collected from CICAndMal-2020, 100&11&13 from
Github,1469 from AMD, and 14,495 from the rest of the
datasets. Within the same malware family, the source is
also identified. For example, for the “Dowgin” family,
3384 samples were collected from the AMD dataset and
10 samples from the DREBIN dataset. For the “Xavier”
family, GitHub is the source, but from two different
repositories. Additionally, Table 2 displays each adware
family and its description.
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FIGURE 5. A sub-group of the Backdoor known as Dropper with families’ names and number of samples.

B. BACKDOOR

This section highlights the families that were classified
as Backdoor, as shown in Figure 4. The Backdoor is
a type of malware that allows the attacker a different,
unauthorized entry point to access the device [28]. They
spread through various means, which include SMS messages,
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calls, Android games and applications, URL links, plug-
ins, and botnets [28]. We also added a subcategory to the
Backdoor malware known as Trojan Droppers, or simply
Droppers. Like the Backdoor, Droppers are malware the
attackers use to inject other malicious programs [29]. Since
they display similar behaviors, the Dropper malware has
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Family

Description

Category

Glodream

Steals device information, incoming SMS messages, and call details. Then, it sends the
captured information to a remote server. It also receives instructions from the server
to perform multiple actions, such as sending SMS through the infected device and
installing malicious applications [187], [188].

Backdoor

Triada

Disguises itself as a Chinese application, Wandoujia. It steals the victim’s information
stealthily and sends them to a remote server. It can hide plugins that perform malicious
activities. It can gain root access. It can modify the Zygote process to control the launch
and usage of all applications on the device. It avoids detection by residing in the device’s
RAM [15], [189]-[194].

Backdoor

Fjcon

Repackages itself in legitimate applications. It hides its domains and URLs using AES
encryption. It affects devices with customized ROM. Its main function is to stealthily
install and/or remove the software from the device. It also monitors SMS messages and
blocks some messages from their inbox [195], [196].

Backdoor

Spambot

Infects devices via different applications that the victims download. It uses the infected
device as a bot to send spam SMS messages and adds it to a bot network controlled by a
remote server. It also pays users to download an infected application [197], [198].

Backdoor

FakeAngry

Silently collects the victim’s personal information and sends it to a remote server
by embedding it in URL links, HTTP Requests, and text messages. It spreads by
recompiling with legitimate applications [199], [200].

Backdoor

Univert

Collects device information, the victim’s contacts, and SMS messages and sends them
to a remote server. It also sends SMS to premium rate numbers [15], [201].

Backdoor

Obad

Is distributed alongside Opfake. The infected device sends messages to all its contacts in
the background with a malicious link that installs Obad. It also spreads via a fake Google
Play store and third-party markets. It gains admin privileges by stealthily exploiting An-
droid vulnerabilities. It performs malicious activities from a remote server’s commands

[202]-[206].

Backdoor

DoNot-
Firestarter

Spreads using Google’s Firebase Cloud Messaging in addition to a CC server. The
attacker can use Firebase to direct it even if the server is taken down. It can collect
device information and send it to the server. Based on the collected data, it is capable of
delivering a malicious payload to infected devices [207]-[209].

Backdoor
(Dropper)

Godless

Takes advantage of the PingPongRoot exploit (CVE-2015-3636) and the Towelroot ex-
ploits (CVE-2014-3153). It disguises itself as a legitimate application on the PlayStore,
where it roots the infected device. It downloads malicious applications that can be used
for different attacks. It affected around 90% of Android devices in Indonesia, India, and
Thailand [210]-[213].

Backdoor
(exploit)

Rouge _skype

Is a rogue plug-in that disguises itself as Skype in the background when the plugin is
loaded and run. Additionally, it requests superuser permissions from the victim when it
is run. Its main function is to change the infected device’s startup script. This allows the
malware to install applications on the infected device’s system directory [214], [215].

Backdoor

motion
_detection

Disguises itself as two applications found in the Google Play store: Currency Converter
and BatterySaverMobi. Once installed, it uses the infected device’s motion sensors to
avoid detection in sandboxing environments since there are no motion sensors. If the
device moves, it runs the malicious code and attempts to download Anubis with a fake
system update [216]-[219].

Backdoor
(Dropper)

Fobus (AKA
Podec)

Pretends to be an ad blocker but collects personal information and browser history. It
sends SMS to premium rate numbers and receives them. It also makes calls and collects
phone history. It tries to gain admin privileges and will lock the screen if revoked. If the
victim persists, it will warn them to reset the device to factory settings [15], [7]-[222]

Backdoor

Stiniter

Can gain root privileges of the device and install other malware on the infected device
[223], [224].

Backdoor

Placms

Is capable of gaining root privileges of the infected devices. This allows the malware to
perform various malicious activities on the device, including installing and deleting files
and performing DoS attacks [186].

Backdoor
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SpyHasb

Is a monitoring tool that spies on the victim’s phone calls, SMS messages, and GPS
Location [14], [82], [225].

Backdoor

Fakengry

Gains root access to the infected device. This allows the attacker to collect information
on the device and download other software [226].

Backdoor

Xsider

Gains root privileges to the infected device. This allows it to create a backdoor for the
attacker and steal information stored in the device. It then sends the information to the
server via a specified URL [186], [227].

Backdoor

Ghostctrl

Is an evolved form of the OmniRAT tool that spreads by disguising itself as legitimate
applications (WhatsApp, Pokemon GO). It controls many of the functions of the infected
device stealthily. It persistently asks the user to install a malicious app. Once installed, it
connects to a C&C server. It receives instructions to perform various malicious actions
and has ransomware capabilities. It targeted Israeli healthcare organizations [228]—
[230].

Backdoor

Dendroid

Benews

Is an HTTP remote access trojan (RAT) that has a PHP panel. It automates the creation
of Android Trojans and makes them easier to make. [231]-[234].

Disguises itself as a news application. It uses the name of a fake news website to make
it seem more legitimate. It is capable of bypassing the security mechanisms set in place
in Google Play. Its main function is to dynamically load and install additional malware
on the infected device once the victim opens the infected application [235]-[237].

Backdoor

Backdoor

Braintest
(Ghostpush)

Disguises itself as an application that can calculate the user’s IQ. It is able to bypass
the security of the Play store. Once installed and launched, it takes advantage of four
known root exploits to gain the root privilege of the device. This allows it to install other
malware and malicious components. [238]-[242]

Backdoor

Farseer

Uses DLL side loading in order to inject malicious payload and code into devices.
It targets Windows users. It shares ties and characteristics with the Android malware
HenBox [243]-[246].

Backdoor

Malbus

Disguises itself as a plugin used for a series of applications in the Google Play store that
provide useful information on public transportation in South Korea. It steals the Google
account credentials of the victim by displaying a fake login page from Google. It mainly
targets government officials, but other Android users can fall victim to it [247]-[249].

Backdoor

rootnik _mal-
ware

Exploits a Chinese commercial rooting tool called “Root Assistance” and an MTK
root scheme. It reverses engineers to steal five exploits to root the infected device. It
masquerades as a file manager and embeds its code on legitimate applications. It infected
Android users globally, including in the United States, Malaysia, Thailand, Lebanon, and
Taiwan [250]-[252].

Backdoor

HeroRat

Spreads as legitimate applications found 1n third-party markets and messaging applica-
tions. When the user opens the application, a message explaining that the applications
will be uninstalled is displayed. However, the malware is still in the infected device.
It abuses the Telegram-bot functionality to take control and perform various malicious
activities [253]-[256].

Backdoor

HiddenMiner

Abuses the performance and capability of the infected device to mine the cryptocurrency,
Monero, from the infected device until its resources are exhausted. It avoids detection by
hiding itself from the victim. It spreads by disguising itself as an update for the Google
Play application found in third-party markets [257]-[260].

Backdoor

MaliciousDev

Disguises itself as driving gaming applications in the Google Play store. Every time
the victim tries to open the application, the game crashes. In reality, It is installing and
downloading malware in the background without the victim’s knowledge [261], [262].

Backdoor

TimpDoor

Disguises itself as a voice messaging application that spreads via malicious links sent by
SMS. Once the victim installs it, it turns the infected device into a hidden Socks proxy
that redirects traffic to a third-party server. This allows the attacker to use the mobile
device as a backdoor into corporate or home networks [263]-[266].

Backdoor

Xloader

Disguises itself as a security application on Android devices. It uses DNS spoofing in
order to infect devices with malicious payloads. It can also steal information stored in
the infected device [267]-[269].

Backdoor
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FakeValorant

Disguises itself as a fake version of the anticipated game, Valorant. When visiting the
compromised website, it prompts the victim to install the malware. Once the application
launches, it pushes the victim to install other risky applications. The victim is tricked
into installing these apps to play the game, but they will not be able to play the game
[270]-[274].

Backdoor

Xiny

Injects its malicious code into gaming applications. It can gain root access on the
infected device, which allows it to steal sensitive information and delete and install
applications on the device. It is also able to display ads to the victim [275]-[277].

Backdoor

Mobok

Disguises itself as a photo editing tool on the Play store. Its main capability is stealing
the victim’s sensitive information and using the collected data to subscribe them to a
premium service. It acts as a backdoor for the attacker to fully control the infected device
[278], [279].

Backdoor

RAT-
Propagation

Describes RAT malware’s propagation techniques. These include spreading the malware
via emails claiming to request a resume submission or other phishing tactics. Another
propagation technique is the malware disguising itself as legitimate applications [253],
[280].

Backdoor

Mmarketpay

Disguises itself as a weather application and affected more than 100,000 Chinese
devices. It downloads paid content without the victim’s knowledge from the Chinese
online market, Mobile Market, by simulating clicks. It intercepts the SMS with the
verification code and enters it on the Mobile Market website, which also causes high
phone bills [281]-[285].

Backdoor

Lnk

Exploits the CVE vulnerability (CVE-2010-2568). LNK is an extension for shortcuts.
The malware hides itself in LNK files and sends them to victims. It points to a specific
URL or code to be executed and downloads other malware. It also attempts to gain
privilege over the device [15], [286]-[288].

Backdoor

GoldDream

Targets Chinese-speaking users. Popular game apps are repackaged with it, which
silently monitors the device’s SMS messages and phone calls. It sends information to
a remote server and executes malicious commands from the server. It can dynamically
send premium rate numbers via the server for profit [17]-[291].

Backdoor

AndroRAT

Is a remote access Trojan embedded in a carrier application. It allows an attacker to
control an infected device remotely and steals device information and user information.
It was first developed as a proof of concept [292]-[295].

Backdoor

ExploitLinux-
Lotoor

Exploits a specific vulnerability in the system (CVE-2009-1185) that grants the attacker
root privileges [296].

Backdoor

Lotoor

Targets Android users and looks for vulnerabilities in the device silently. It exploits
the vulnerabilities to gain root privileges. After getting admin privileges, it collects
sensitive info, monitors application installation, disables device security, and changes
device settings. It must be downloaded manually [11], [297].

Backdoor

GingerMaster

Repackages itself in legitimate applications and takes advantage of the GingerBreak root
exploit to get root access. It connects to a C&C and downloads a malicious app from it
into the device. It collects data about the infected device and sends it to the server. It
targets users of android devices with the Gingerbread OS. [186], [298].

Backdoor

Agent.JI

Disguises itself as an update for Flash Player. It is distributed through social media
and certain adult-themed websites. Its main function is to monitor the infected device’s
activities as well as download other malware on the infected device [299]-[302].

Backdoor
(Backdoor
(Dropper))

VikingHorde

Creates a botnet that disguises ad clicks as proxied IP addresses to make money for the
attacker. It spreads by disguising itself as games in the Google Play store. It connects
with a remote server to receive and execute commands and sends device information
to them. If the infected device is rooted, the malware can update and install malicious
programs [15], [303]-[305].

Backdoor
(Dropper)

Bogx (AKA
Boxer)

Is a repackaged version of a popular gaming application. It downloads malicious
software and other contents from a remote server, specifically the malicious payload
from xbox.ooqgxx.com [303], [306], [307].

Backdoor
(Dropper)
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TABLE 3. (Continued.) Backdoor Category and its families.

Ztorg

Is under the umbrella of Triada and works with two other families (Leech, Gorpo). It
gains the root privilege of the device. It is embedded in legitimate applications. It only
communicates with a remote server to download and install the malicious application. It
uses a protection technique to completely hide from static analysis [15], [308], [309].

Backdoor
(Dropper)

Gorpo

Is under the umbrella of Triada with two other families (Ztorg, Leech). It gains root
privilege of the device and installs the malware family, Fadeb [15], [308], [310].

Backdoor
(Dropper)

FakeDoc

Disguises itself as the legitimate “Android Battery Doctor”, a battery booster application
on the Android Market. It steals information from the victim and sends it to a remote
server. It also aggressively displays ad pop-ups on the device. It can also download and
install applications on the device [289], [18]-[314].

Backdoor
(Dropper)

Ramnit

Searches for files with specific extensions to infect them with malicious code. This
makes it harder to remove it without erasing all the files. It spreads via an infected
development environment. It is part of a botnet. It evolved from the source code of the
Zeus Trojan. It steals financial information and banking credentials. It sends information
to a remote server [315]-[319].

Backdoor
(Dropper)

DualToy

Infects Windows PC. It drops and installs malware on Android and iOS devices through
side-loading. On the Android devices it infects, it contacts the C2C server and installs
multiple Chinese applications. It mainly targets Chinese users, but it was found in
devices in the United States, United Kingdom, Thailand, Spain, and Ireland [320]-[323].

Backdoor
(Dropper)

SecureUpdate

Targets Android users found in Middle Eastern countries. It disguises itself as security
updates for the infected devices and spreads through malicious links in spear phishing
campaigns and fake news websites by the Two-Tailed Scorpions. It downloads malicious
payloads and exploits the Calendar function of Android to install the payloads at specific
dates [324]-[327].

Backdoor
(Dropper)

xHelper

Disguises itself as a legitimate application by stealing package names of benign
applications. Its main function is to download malicious applications. It remains on the
device, persistently awaiting commands from a remote server. It is highly resistant to
detection and deletion. It remains on the device even after a factory reset [328]-[331].

Backdoor
(Dropper)
(Back-
door)

Claco

Disguises itself as a legitimate application. It infects Windows devices by injecting the
Android devices with the malicious PE file into the SD card and connecting it via USB to
the Windows device. The infected PE file will automatically run and inject the malware,
Ssucl, which steals text messages, contacts, pictures, and all SD Card files [332]-[336].

Backdoor
(Dropper)

DropDialer

Disguises itself as a legitimate application that sets wallpapers found in the Google Play
store. In reality, it downloads another malicious file in the background and tricks the user
into installing this file on the infected device [332].

Backdoor
(Dropper)
(Back-
door)

NotCompatible

Infects Android devices using a drive-by technique where the user visits a compromised
website. Once it infects a device, it begins downloading the malware, update.apk, on the
device. It then tricks the user into installing the downloaded malware [337]-[339].

Backdoor
(Dropper)

FoCobers

Spreads by injecting malicious code into applications and file types. It also injects
malicious software into the device to spread malware [340].

Backdoor
(Dropper)

CepKutusu

Is a Turkish site that masquerades as an Android app store. All the applications this site
offers contain infectious malware. When victims click on the Download Now button
for an application, it installs banking malware on the device. It is capable of intercepting
and sending SMS messages, displaying fake activity, and downloading other apps [341]—
[344].

Backdoor
(Dropper)

FakeUpdates

Starts a service in the background that retrieves APKs from a remote server. It shows a
dialogue box for an update to download the files into the SD card. It gathers device
information, including International Mobile Equipment Identity (IMEI) number and
International Mobile Subscriber Identity (IMSI) number, and sends them to a remote
server [15], [310], [345], [346].

Backdoor

DroidKungFu

Mainly targets Chinese users. It can root Android phones that are vulnerable and steal
confidential information. It can do this by installing a backdoor on the device. It then
sends the stolen information to a remote server [289], [347].

Backdoor
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GinMaster

Takes advantage of GingerBreak, a root exploit, and steals a device’s confidential
information. Then, it sends it to a remote website [289]-[291].

Backdoor

XTaoAd

It’s dex file contains no malicious code. However, it contacts its remote server and
downloads and installs multiple arbitrary malicious JAR files on the device. It then loads
and runs these files. Additionally, it auto-downloads applications and tricks the victim
into installing them by appearing on the home screen of the infected device [332].

Backdoor
(Dropper)

CamScanner

Is injected in the code of the legitimate app, CamScanner. The application began as a
legitimate application with no malware. However, recent versions have become infected
with a trojan Dropper. Itdownloads malicious modules that perform other activities
[348].

Backdoor
(Dropper)

Thanksgiving-
Malware

Takes advantage of the shopping season before Christmas to trick users into download-
ing malware. They masquerade as shopping deal applications in order to trick users into
installing them. Once installed, it will redirect the victim to a compromised website that
injects malware into the device [349].

Backdoor
(Dropper)

HiddenApp

Disguises itself as a legitimate application in Google Play. Its main function is to
download malware that displays ads [350].

Backdoor
(Dropper)

Tripoli

Describes an operation to target Libya and its cities. It spreads the malware through
Facebook pages containing a malicious link. Its main objective is to spread the malware
and infect as many devices with it as well as steal sensitive information [351], [352].

Backdoor
(Dropper)

unofficial
Telegram

Claims to be an unofficial Telegram application that provides more features than the
official application. In reality, the attackers inject malicious code into the open-source
Telegram code. Its main activities include running services without the victim’s consent
and loading malicious websites [353].

Backdoor
(Dropper)

Shopaholic

Is also called Shopper. It disguises itself as an accessibility application found in third-
party stores and the Play store. It can take control of the victim’s Google, and Facebook
accounts to register for shopping and entertainment applications. It can also leave five-
star reviews on applications in the Play store [354], [355].

Backdoor
(Dropper)

starsWallpaper

Is similar to Agent. It disguises itself as wallpaper applications found in Google Play. It
simulated the victim’s clicks on ads to create revenue for the attacker [356], [357].

Backdoor
(Dropper)

Bios

Injects malicious dex code to ELF SO as well as other malware from the server [332].

Backdoor

Oldboot

Infects devices using boot partitions and booting script files to inject malware on the
device before the booting process. It downloads multiple applications on the device,
which consumes its battery and bandwidth. Additionally, it steals and sends SMS
messages [332], [358], [359].

Backdoor

Fbot

Is a variant of Mirai. It spreads by searching for devices that have enabled ADB which
is hosted on port 5555 open. Its main function is to search for the crypto-miner malware,
Trinity, and remove it. This malware receives instruction from a remote server that uses
blockchain to communicate with the malware [360]-[363].

Backdoor

Dvmap

Is a rooting malware like Ztorg that injects malicious code into system libraries, allowing
it to take control of the infected device and gain root access. It is distributed as a gaming
application in Google Play Store. It bypassed the security measures by uploading a clean
version of the app and then updating the application with the malware [92], [364]-[367].

Backdoor
(Dropper)

been added as a subcategory of Backdoor, as shown in
Figure 5. Users can mitigate and prevent these malware
attacks in different ways. For example, they can enforce a
network monitoring policy, install and download antivirus
solutions, implement a network monitoring tool, and ensure
their devices are protected with firewalls [28], [30]. The
descriptions are shown in Table 3.

C. BANKING
This section highlights the families that were classified as
Banking, shown in Figure 6. Banking is a type of malware

73498

that imitates different banking application websites. This
tricks the user into entering their banking credentials and
private information, allowing the attacker to steal their
financial assets [31]. These malware families can spread
through Backdoor Trojans and spoof bank login pages.
To avoid this malware infection, users can apply multi-factor
authentication on their bank accounts, use a password
manager for different accounts, and avoid installing software
from unofficial websites or suspicious links. Organizations
can also train their employees on cyber security awareness
techniques and offer tips to prevent infection risks [31],
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FIGURE 6. Banking Category with its families’ names and their number of samples.

[32]. Table 4 specifies the description of the Banking
families.

D. RANSOMWARE

This section highlights the families that were classified as
Ransomware. Ransomware, displayed in Figure 7, is a type
of malware that prevents the victims from accessing or using
their devices in different ways. It might lock the devices or
encrypt the users’ data. It then demands a ransom to be paid
to the attacker for the users to regain access to their devices or
data [33].The malware families in this category have several
methods of spreading and infecting devices. These methods
include network propagation, email attachments, removable
media, malicious advertising or malvertising, social media,
and SMS messages. Recently, Ransomware can be sold as a
product or as a subscription in a business model known as
Ransomware as a Service (RaaS). However, some techniques

VOLUME 12, 2024

can be implemented to mitigate this type of attack. A number
of these methods include keeping an offline backup of your
data, recovering the data using reverse engineering if the
attacker wiped the data, using IDS applications, avoiding
interactions with suspicious links and email attachments [34],
[35], [36]. The descriptions of the families are shown in
Table 5.

E. RISKWARE

This section highlights the families that were classified as
Riskware, as shown in Figure 8. Riskware is legitimate
software with no malicious intentions for the user. However,
it has the high potential of evolving into a malware attack as
the Android permissions of the software can be considered
risky [37], [38]. Since Riskware is legitimate software, it can
take many forms. These forms include applications, IRC
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Family

Description

Category

FakeToken

Spreads through downloadable image links on SMS messages. It monitors the device’s
activities and calls. It records the conversation when the victim receives or calls a certain
number. It performs an overlay attack on financial applications to steal the victim’s login
credentials and credit card information for monetary gain. It steals the one-time mTAN
codes via SMS [368]-[372].

Banking

BankBot

Steals the victim’s confidential information, banking credentials, and credit card infor-
mation. It displays a fake overlay window to mimic banking sites and applications to
steal victim’s information. These banking applications include CitiBank, WellsFargo,
etc. It can send and intercept SMS messages, make calls, track infected devices, and
steal contacts [92], [373]-[376].

Banking

MysteryBot

Is similar to LokiBot but includes improved functionalities. It performs overlay attacks
on different banking applications. It contains keylogging capabilities that record touch
gestures and sends them to a remote server. The ransomware component is in develop-
ment. It will lock the infected device’s files in a password-protected ZIP file [377]-[380].

Banking

SlemBunk

Is installed when users visit an adult website where a message prompts the user to
upgrade flash. It disguises itself as a popular application. It checks if the victim opened
a banking application. It overlays a phishing window on the application to steal user
credentials and finances. It can forward SMS and calls from bank numbers [15], [381].

Banking

Bankun

Pretends to be a legitimate Korean banking app. It gets root access to the infected
device and replaces the legitimate banking application. It steals the victim’s sensitive
information when the victim enters their data in the UI of the “bank”. It steals victim’s
contact information to send malicious links from the infected device [15], [382], [383].

Banking

Zitmo
(Zeus-in-
the-mobile)

Spreads through infected security update links in SMS messages. It is cross-platform,
affecting Blackberry, Android, and Windows Mobile. It is designed to intercept SMS
from banks and steal mTAN (Mobile transaction authentication number)codes. It for-
wards the codes to a remote server and steals the personal information of the user to
perform an unauthorized bank transaction and steal money [384]-[386].

Banking

Spitmo

Intercepts SMS messages from banks and financial applications and sends them to a
remote server. It then uses this code to validate bank transactions. It is also capable of
stealing information [186], [387].

Banking

AbereBot
(Escobar)

Contains multiple new features. It disguises itself as a McAfee application in third-
party markets. It steals the sensitive information of over 140 banks’ customers through
phishing overlays. It has gained more malicious features after rebranding into Escobar,
including controlling a device remotely, removing itself from the device, and other
malicious activities [388]-[391].

Banking

AlienBot

Can be found in 9 different applications in the Google Play Store by using a new
Backdoor, Clast82. It is a Malware-as-a-Service that allows a remote attacker to inject
malicious code into financial and banking applications to steal the victim’s credentials
and account details. It allows the attacker to take full control of the infected device
[392]-[394].

Banking

Anubis

Disguises itself as the French telecom company Orange S.A application. Once down-
loaded, it steals the login credentials of the user. It uses stolen information to steal the
victim’s money from banks, financial institutions, cryptocurrency wallets, and virtual
payment platforms. It has affected over 400 financial institutes [395], [396].

Banking

Cerberus

Is distributed as MaaS in underground forums. It disguises itself as a Flash Player
application and escalates privileges. It connects to a remote server to perform multiple
malicious actions. It performs overlay attacks on various banking apps to steal login
credentials, credit card details, and 2FA codes. It avoids detection by taking advantage
of the device’s step-counting features [397]-[402].

Banking

Hydra

Uses an overlay attack to steal the login credentials, similar to Anubis, of the victim’s
bank account, specifically in the German bank Commerzbank. It hijacks the bank’s
login page and overlays a fake page to steal the victim’s credentials. It is injected into
banking applications that claim to be legitimate. It is distributed to the PlayStore using
a Backdoor [399], [403]-[407].

Banking
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trendmicro
_banking
_malware

Describes different families of banking malware that steal the victim’s banking creden-
tials through phishing techniques and lock them out of their devices. (Fanta, CRYPICH,
Ramnit, Cridex, Yuyapa, Malphishing) [408].

Banking

Sharkbot

Is distributed in legitimate-looking antivirus applications in Google PlayStore that
claims to clean the system. In reality, it targets Automatic Transfer Systems (ATS) to
initiate money transfers stealthily by bypassing 2FA techniques. It performs overlay
attacks to steal banking login credentials. This malware is mostly active in the UK, Italy,
and the US [409]-[413].

Banking

TeaBot

Steals a victim’s bank account credentials and any information related to online banking.
It also acts as a remote access trojan (RAT) that can take control of the infected device
from a remote location. It masquerades as an application that can scan barcodes in the
Google PlayStore [414]-[417].

Banking

Exobot
(Marcher)

Spreads by sending malicious download links through SMS. It then downloads an
application that appears legitimate where it requests various permissions. It performs
two different attacks: an overlay attack to trick the victim into giving the attacker their
banking login credentials and an interception of SMS messages to compromise the
bank’s 2FA mechanism [418]-[420].

Banking

Comebot

Is similar to Anubis [421], [422].

Banking

Descarga

Tricks the victim into downloading legitimate-looking messaging applications. It dis-
plays icons for different MMS applications when the victim installs them. Once
launched, it persistently requests admin privileges until accepted. It displays a Google
Play pop-up that asks for credit card information. It sends device information to the
attacker’s C2C server [423], [424].

Banking

Dsencrypt

Disguises itself as the Google Play store app that requests admin privileges. Once
granted, a pop-up alert is displayed with the messages ‘“Program Error” and “It’s
Deleted!”. It then disappears from the home screen but still performs malicious activities
on the device. This includes stealing text messages, signature certificates, and bank
passwords and sending them to the attacker [425], [426].

Banking

FakeBankers/
FakeBank

Can be found in 22 apps distributed in third-party stores and social media sites. It
mainly targets banks in Korea. It intercepts a victim’s phone calls targeted to their banks
and redirects them to the attacker impersonating a bank representative to steal banking
details. It collects bank SMS messages, records bank calls, and displays a fake bank
login UI [332], [427]-[430].

Banking

Krep

Targets the largest bank in Russia and Eastern Europe, Sberbank. It disguises itself as
the bank’s application with a login page very similar to the legitimate application to steal
the victim’s credentials. It also targets WhatsApp users by deceiving them with a paid
encryption service. It overlays a screen on the legitimate application asking for payment
details [431].

Banking

FakeCMCC

Targets users in China that spread by sending an SMS message with a link claiming
they won 100 Yuan. The link redirects them to a malicious website where a login button
is shown. Once clicked, it directs them to enter their banking credentials to receive the
bonus. It also asks the victim to install a fake China Mobile app to get the bonus [332].

Banking

Dewl8

Disguises itself as a well-known banking application found in Korea. It executes when
the victim adds their information to the loan application page. Clicking the "Apply"
button sends a confirmation message. It begins with the victim’s banking details. It
blocks the victim’s calls to the bank support by monitoring their calls and playing a
pre-recorded audio file [432].

Banking

PayPalStealer

Disguises itself as a battery optimizer application found in third-party markets. It steals
money from the victim’s PayPal account by mimicking the victim’s clicks. It then
transfers the victim’s money to the attacker’s account. It can also perform an overlay
attack over the screens of targeted legitimate applications [433]-[436].

Banking

2FABypass/
2FAStealer

Is able to bypass Google’s 2019 restrictions on SMS and Call Log Permissions. It steals
OTP codes without asking for SMS Permissions. It disguises itself as BtcTurk, a Turkish
cryptocurrency exchange. It steals the OTP from the notification display on the device
and dismisses the notification. This allows it to avoid the detection of fraudulent actions
[437].

Banking
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CoyBolt Targets Brazilian Android users by sending malware advertisements on Facebook and | Banking

(BasBanke) | WhatsApp. The link redirects them to the application stores that host the malware, where
it disguises itself as a utility application (CleanDroid). It steals the victim’s financial
information. It also has spyware capabilities such as keylogging [438]-[440].

Crypto- Infects Android devices through open ports in the ADB. Its main function is to use the | Banking

Mining- infected device’s resources for crypto-mining [441].

Botnet

FakeBanking- | Disguises itself as the Ziraat Bank mobile application. Its main function is to steal the | Banking

App victim’s banking credentials. It also downloads payload to intercept the bank’s OTP
message [442].

Gustuff Spreads by its download links sent through SMS messaging. Its main functionality is to | Banking
steal and phish the victim’s credentials from banking and financial applications as well
as from Android payment and messaging applications [443]-[445].

Riltok Targets users in Europe and Russia. It infects devices by disguising itself as legitimate | Banking
free ad services and spreading via SMS messages. The main function of the malware
is to perform overlay attacks on the financial application that the user opens in order to
steal their banking and financial credentials [446].

Clipper Exploits the tendency of users to copy the addresses of cryptocurrency wallets into | Banking
clipboards. Specifically, it intercepts the copied address and changes it to whatever the
attacker wants it to be. The attacker could change the address to their wallet in order to
take the money [447].

FakeTrezor Disguises itself as Trezor, the cryptocurrency wallet. Itdisplays a login page where the | Banking
victim enters their credentials and sends them to the attacker [448].

Geost Disguises itself as a legitimate application. Its main function is to steal banking and | Banking
financial information through the victim’s SMS [449].

Ginp Targets banks in Spain and the UK. It disguises itself as an Adobe Flash player. | Banking
It performs overlay attacks to steal the victim’s login credentials and credit card
information [368], [442], [450], [451].

CometBot Targets banks in Germany. It is also based on the banking trojan, BankBot. It steals the | Banking
banking credentials of the victims and is able to intercept the mTAN (Mobile transaction
authentication number) to avoid detection [442], [452].

Covid Is infected with CERBERUS via VirusTotal reports. The malware disguises itself as a | Banking

_CovidMap | covid19 map website but in reality it infects the victim with the malware [453], [454].

EventBot Disguises itself as legitimate applications with very similar icons, which can confuse the | Banking
victim. Its main function is to steal the financial and banking information of the victim
in their banking applications by intercepting and reading SMS and bank pins. It can also
log in to the victim’s banking accounts [455]-[457].

Xerxes Used to be a private hacking tool used exclusively by a hacking group. Then, its source | Banking
code became public, and its popularity increased with cyber-criminals. It not only steals
the banking credentials of the victim, but it also encrypts the device’s files and data. The
malware then demands a ransom to decrypt the files [458]-[460].

BlackLoan Targets VISA customers in China, Vietnam, Malaysia, and other countries. It disguises | Banking
itself as a Visa website that tricks users into entering their banking and personal
information [461], [462].

Nautilus Disguises itself as a covid-related application, specifically a COVID-19 alert application. | Banking
When the victim turns on the alerts, it begins to silently collect and send sensitive
information from the device to the attacker [380], [442], [463], [464].

covi- Is a banking trojan that steals the victim’s banking information via VirusTotal report. It | Banking

FakeCorona- |uses Covidl19 to trick users into downloading and installing the app [465].

Test

FakeContact | Masquerades as applications that can trace contacts from third-party stores. The main | Banking
function of the malware is to steal sensitive data from the victim, including banking and
financial credentials [466]—[468].
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Flexnet Is based on GM Bot Trojan. It spreads via links sent by SMS messages. Once installed, | Banking
it shows an error to the victim and hides its icon to avoid removal. Then, it steals
the victim’s banking information and mobile phone accounts to steal their money. The
attacker uses that money to pay for multiple services [442], [469].

Brazilian- Disguised itself as legitimate applications for Brazilian banks. It displays the login page | Banking
Banker of the banks in order to steal the banking credentials of the victim [470]-[472].
(BrazKing)

BlackRock Targets different, popular applications installed on the device, including banking, shop- | Banking
ping, and entertainment apps. It spreads through third-party stores. Its main capability is
performing overlay attacks on the targeted applications to steal the victim’s credentials.
It performs several other activities, including intercepting SMS and keylogging the
device [473]-[476].

Ghimob Spreads by sending phishing emails claiming to be creditors containing the malicious | Banking
link. It can steal sensitive information from 153 banking, financial, cryptocurrency, and
exchange applications. It allows the attacker to control the device remotely to make
transactions using the victim’s account [477]-[480].

ThiefBot Targets clients belonging to Turkish banks. It steals the banking and finances of the | Banking
victim [481]-[483].
TrickBot Targets both organizations and individuals for their banking information, account | Banking

credentials, and bitcoins. It spreads via spam email campaigns and infected website
URLSs. Additionally, it is able to intercept SMS messages to get the banking OTP [484]—

[486].
Subscriber- | Disguises itself as a photo editing tool. When the user installs the tool, It begins to steal | Banking
Fraud information from the device and send it to a remote server. While the victim uses the

limited functions of the application, the malware begins to subscribe the user to a paid
service by opening the compromised web pages [487].

Crypto- Aims to steal the victim’s PayPal credentials in the infected device. Once it steals the | Banking
Banker credentials, it encrypts the device’s files and locks the infected device [442].
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FIGURE 7. Ransomware Category with its families’ names and their number of samples.

(Internet Relay Chat) clients, dialer programs, file down- must install antivirus solutions, implement risk management
loaders, monitoring software, password management, and plans in organizations, and use detection tools to identify the
Internet server services. To avoid making it malicious, users risk. They must also uninstall the software if it has become
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TABLE 5. Ransomware Category and its families.

Family

Description

Category

Charger

Embeds itself in legitimate applications. It steals contacts and SMS messages from the
infected device. It asks the victim to allow it to gain admin permissions. If granted,
the malware locks the victim out of the device and displays a message with a payment
demand of 0.2 bitcoin, or $180. It avoids detection by encoding its string into binary
arrays [488]-[490].

Ransomware

Jisut

Mainly targets Chinese users. It was initially created as a malicious prank, then later
used for financial gain as well. It locks users out of their devices and delivers a random
message via a female voice. It resets the PIN code so the user can’t restart it and displays
aransom of 40 Yuan. To prevent installation, the malware preserves the admin privileges
it obtained [491]-[493].

Ransomware

Koler

Is packaged as an adult-themed application. It displays an FBI warning as a scare tactic
to trick the victim into paying the ransom. If the ransom is not paid, the FBI warning
will be displayed repeatedly and persistently on the device screen, effectively locking
the device [494], [495].

Ransomware

LockerPin

Was one of the first true examples of ransomware permanently locking a device from
the victim. It makes the device very difficult to unlock without losing all the victim’s
data. A ransom of $500 is demanded with a message that this is a fine for viewing illegal
adult material. It prevents uninstallation by obtaining and preserving admin permissions
[496]-[498].

Ransomware

Pletor

Searches for files in the connected SD card and encrypts them using AES encryption.
It specifically targets media files and documents. It then sends a threatening ransom
message demanding payment to decrypt the file [499], [500].

Ransomware

PornDroid

Hides behind a fake application. Once downloaded, the malware also downloads
LockerPin, which locks the device by changing its PIN. Masquerading as the FBI, it
sends the victim a message accusing them of having illegal materials on their devices
(child pornography). The victim must pay a fine of $500 in order to use the infected
device again [501]-[504].

Ransomware

Simplocker
(SLocker)

Targets users in Ukraine. It disguises itself as a law enforcement application. Once
installed, it steals device information and sends it to a remote server (CC). It also
encrypts files on the local drive using AES encryption. To decrypt the files, the victim
must pay the ransom request of 260 UAH (16 EUR) through the MoneyXy service [500],
[505]-[508].

Ransomware

Svpeng

Was originally created to steal credit card information. It was then converted into a
ransomware that locks users out of their devices. It displays a message that accuses the
victim of downloading child pornography. To unlock the devices, the victims must pay
the attacker a fine. It also scans the device for banking applications to compromise them
in the future [509], [510].

Ransomware

Wannalocker

Is a variant of WannaCry. It encrypts files in the external storage disk of the device
using AES, similar to SimpLocker. It displays a ransom demand window similar to
WannaCry’s display. It also shows two different timers: one to countdown the time left
to double the ransom money and another timer to countdown until all the files will be
deleted and lost [511], [512].

Ransomware

Fusob

Targets users in Germany, US, and UK for state-sponsored attacks and espionage. It is
used as a RAT to remotely access the device. It accuses the victim of a misdemeanor
and changes the device’s PIN. It then demands a ransom in the form of a fine to unlock
it. It does not activate for devices set with post-Soviet countries’ languages. It survives
factory resets [12]-[515].

Ransomware

RansomBO

Causes many changes to the device, such as data encryption once downloaded. To
reverse these changes, it “advises” the victim to pay the ransom to the attacker [21],
[494], [516], [517].

Ransomware

SimpleLocker

Encrypts the victim’s data in external storage using AES with a unique key and demands
payment. It changes the name and extensions of the files as well. A more advanced
version uses a key per device rather than a single unique key [15], [518], [519].

Ransomware
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TABLE 5. (Continued.) Ransomware Category and its families.

Roop

Hides in malicious programs. It attempts to gain admin privileges. It locks the user out
of the device and demands a ransom. It is executed every time the device is booted [15],
[520], [521].

Ransomware

Locker

Tricks users into thinking it is a system update application. Once launched, it sends a
confirmation message to the attacker. It locks the device after updates are installed and
displays a ransom demand. It will turn the infected device off if the victim attempts to
remove it and warns them that the device’s data will be removed. Once the victim clicks
on an option, a screen with a password shows up to leave standby mode [522]-[524].

Ransomware

Aples

Disguises itself as an antivirus scanner. It locks the device when the user launches the
application. When the victim reboots the device, an FBI warning screen is displayed
with a demand for payment [15], [525].

Ransomware

LeakerLocker

Claims it made a backup of a victim’s sensitive information unlike many ransomware
that encrypts a victim’s file for ransom. It then threatens to leak the information if the
victim does not pay the ransom. It spreads through two applications found in the Google
PlayStore, "Wallpapers Blur HD" and "Booster Cleaner Pro" [526]-[529].

Ransomware

xbot

Mainly targets users in Russia and Australia. It disguises itself as a banking application
and the Google Pay interface. This allows the attacker to steal the victim’s banking
credentials and credit card information. The attacker sends a command to it to encrypt
the device’s contents and external storage. It displays a message for a ransom payment
of $100 [530]-[533].

Ransomware

BlackRose

Is considered as MaaS that can be sold to interested buyers. It disguises itself as a video
player application and requests Accessibility Services. It then begins to encrypt the files
from the system’s directories. It then shows the victim a message that demands $500 as
payment for inappropriate materials from the FBI to decrypt their files [534]-[538].

Ransomware

SauronLocker

Disguises itself as a legitimate application. Once launched, it encrypts the device’s files
and replaces the home screen wallpaper with the ransom note. Additionally, it abuses
the device’s resources to mine cryptocurrency [442], [539], [540].

Ransomware

CryDroid

Disguises itself as a COVID-19 tracing application. In reality, it encrypts common file
types in the system directory. It displays a notification for the user to open the ransom
note. Encrypted files have the .enc file extension [541].

Ransomware

Cyberpunkrms

Disguises itself as a fake mobile version of the popular PC and console game, Cyberpunk
2077. Once it gains access to the device’s files, it encrypts them and sends a ransom note
to the victim with instructions to pay $500 to decrypt them. If the victim fails to pay the
ransom, all the files will be deleted [542]-[544].

Ransomware

FakeCorona-
Tracker

Disguises itself as a COVID-19 tracker application, “COVID-19 Tracker”. When it is
installed and executed, it locks the infected device and encrypts the device’s files. It
displays a ransom that demands a payment of $100 in Bitcoins in 48 hours to unlock the
device and decrypt the files. Otherwise, it will delete the files on the device [545]-[547].

Ransomware

Msoft-
Ransomware

Spreads through online forums and different websites by masquerading as different
applications. It blocks access to the device by displaying the ransom note on every
window. It abuses system alert windows, accessibility features, and notification services.
It uses machine learning to continuously evolve and change [548], [549].

Ransomware

infected [39], [40]. Table 6 displays the description of each
family.

F. SMSMALWARE

This section highlights the families that were classified as
SMSMalware, displayed in Figure 9. SMSMalware is a type
of malware that is spread by sending malicious links through
SMS messaging texts as well as malicious websites [41],
[42]. Additionally, once installed, this malware misuses the
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messaging feature by sending and receiving messages using
the device, which can financially drain the victim [41],
[42]. Users can protect themselves from this malware
through different mitigation techniques, such as avoiding
opening suspicious links, using malware detection appli-
cations, being cautious of senders and unusual messages,
and reviewing their transactions and bills for suspicious
activities [43], [44]. Table 7 describes the families collected
in detail.
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FIGURE 8. Riskware Category with its families’ names and their number of samples.

G. SPYWARE

This section highlights the families classified as Spyware,
shown in Figure 10. Spyware is a type of malware that hides
in a victim’s device and begins stealthily monitoring them
and their activities. It collects valuable information and sends
them to the attacker without the victim’s knowledge [45]. The
families in the Spyware category can spread through multiple
means. These methods include SMS texts, calls, malicious
websites and applications, malicious files, email attachments,
media devices, and fake login screens [46], [47]. The
Trojan-Clicker is considered a subcategory of Spyware based
on its behavior, as shown in Figure 11. The Clicker remains
hidden in the victim’s device and simulates their clicks to
provide revenue for the attacker [48]. However, users can
mitigate the malware families in this category through careful
techniques. These techniques include using antivirus and
anti-spyware software, not interacting with suspicious links,
using malware detection applications, and being cautious of
senders, unusual messages, and free application links [46],
[47]. Table 8 describes the families of the Spyware category
in detail.

V. HOW TO UTILIZE THE MALOID DATASET

As elaborated before, the Maloid dataset is distinguished in
collecting a massive number of different malware families
with proper categorization, a large number of samples, and
a detailed description of malware families all in one source.
This section focuses on how researchers and developers can
heavily utilize Maloid to build security and smart solutions to
throttle, predict, detect, and prevent Android malware, as the
impact of malware on Android devices and data might be
severe.
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Figure 12 provides an overview of how Maloid can benefit
the malware forensics field. For example, the executable
malware samples (APK files) can be taken as is and run
as part of the dynamic analysis that studies the behavior
of the malware during the execution time, whether in a
real environment or a virtual one. On the other hand,
reverse engineering could be applied to the APK files
to recover the original code and then run different types
of analysis on the source code, including parsing, feature
extraction, and static analysis. Additionally, malware itself
in its executable form, can be converted to images, whether
gray or colored, to run different types of analysis called
vision-based.

This paper highlights four cases in which different analysis
systems can effectively utilize Maloid to detect Android
Malware with high accuracy.

A. CASE STUDY I. VISION-BASED ANALYSIS

We conducted this case study where we utilized the Maloid
dataset to build an accurate Al-based predictive model inte-
grated with our ongoing, in-development malware detection
tool. This case study follows a similar process in a previous
work [49]. We first converted the malware and benign APK
samples in the Maloid dataset into images to do this. More
accurately, we converted the APKs to grayscale images
and RGB images. After converting the images, they were
divided into three subsets: testing, validation, and training.
Specifically, the training subset is used to train the model
and learn the features of the samples. The validation subset
ensures that the model is not overfitted and performs well.
Finally, the testing subset calculates the model’s performance
in the form of different detection metrics.
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TABLE 6. Riskware Category and its families.

Family

Description

Category

MobileTx

Steals the International Mobile Subscriber Identity (IMSI) number and other information
and sends it to a remote server. It also sends the IMSI number as an SMS message to a
specific number [550].

Riskware

SMSreg

Disguises itself as a legitimate application called “Battery Improve” that claims to
maximize a device’s battery usage. In actuality, it silently collects data without the
victim’s knowledge or consent. In malicious hands, it could damage the device and
perform other malicious activities [17], [S51].

Riskware

TubeMate

Is originally legitimate and causes no harm to the device. It is a popular application found
in third-party markets. It downloads videos from social media applications. Malicious
attackers exploit its poor security and perform attacks on the device that downloaded
TubeMate. Many attackers disguise their malware as TubeMate. It also displays multiple
pop-up ads [324], [552]-[554].

Riskware

Anti-Virus)

fakeAV (Fake

Disguises itself as a legitimate antivirus application. It performs a fake scan for free
and claims to find viruses and malware on the device. The victim must register to the
application service and pay a fee to remove them. Even if the user rejects the service
and payment, it installs other malicious programs without the victim’s knowledge [555],
[556].

Riskware

Twisted-
SDLC

Infects Google apps with malicious Windows executable files. This doesn’t harm the
Android devices, but it shows that the applications were developed in infected Windows
machines. This could have negative impacts on the software development life cycle
[557].

Riskware

Fleeceware

Is found in legitimate applications. It allows the user to download them for free for a
short period of time. If the user hasn’t uninstalled the application, it will charge hundreds
of dollars from the user. There is no malicious code in the applications, but they abuse
the business model in the Play store [558].

Riskware

virusShield

Claims to be an antivirus solution. However, users have to pay $3.99 to download the
application on their android device. It does not actually scan for malware and is a scam
[559].

Riskware

Android-
Defender

Impersonates antivirus software. Specifically, it scans the infected device for any virus.
It then suggests to the victims to buy a clean-up service after finding non-existent viruses
in the device [560]-[562].

Riskware

fakeApp_AL

Is found in the market, hiding as Minecraft cheat applications. When the user opens the
application and interacts with the interface, the application warns that a dangerous virus
is infecting their device. The victim must subscribe to a premium-rate SMS service and
activate it to remove the virus [563], [564].

Riskware

Towelroot

Is a rooting tool developed by famous white hat hacker, George Hotz. It allows
Android users to root their own devices with a simple one-click interface by exploiting
the Android kernel’s vulnerability (CVE-2014-3153). Attackers can repackage it as
a legitimate application. They are then able to root the Android device and perform
malicious activities [S65]-[568].

Riskware

After dividing the dataset into subsets, 22 different models
were built. These models are CNN-based algorithms include
our developed Scratch model [49],VGG16, ResNet50,
VGG19, DenseNetl121, DenseNet169, DenseNet201, Effi-
cientNetBO to EfficientNetB7, InceptionResNetV2, Incep-
tionV3, MobileNet, MobileNetV2, MobileNetV3Large,
MobileNetV3Small, and Xception models [50], [51], [52].
A complete list of all the models used can be found in
Figure 13. After creating the models, they were then loaded
to begin the training phase. The model was trained using
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the images saved in the training subset and then using the
validation subset. After training the models with a satisfying
number of trials, the best parameters produced were saved
for the evaluation of the models. These parameters include
the learning rate, the security analysis, and other important
CNN parameters.

Subsequently, the collected CNN models were then tested.
The tests were conducted using the best parameters saved
during the training. The results of this testing are then
evaluated using specific metrics. These metrics were chosen
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FIGURE 9. SMSMalware Category with its families’ names and their number of samples.

based on the models’ needs, available resources, and the
created dataset’s effectiveness. These metrics include the
F1 score, precision, and recall of the models. RGB and
grayscale vision samples were used during this experiment.
The summary of the performance results is shown in Table 9.
From this table, it can be concluded that the Scratch CNN
model [49] achieves superior detection efficiency for the
color & grayscale formats of the Maloid dataset compared
to other models.

Finally, after acquiring the results of the models and
gauging their accuracy, we started integrating the model
with our malware detection tool. Currently, we are in the
process of testing our tool and its accuracy with the Al model
integration. The results of this integration and further details
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will be specified in future work. This case study is one of the
many methods of using our extensive dataset in the malware
detection field. The summary of this case study steps can be
found in Figure 13.

B. CASE STUDY II. CATEGORY-BASED ANALYSIS
To evaluate the credibility and precision of our extensive
dataset, an additional case study was conducted specifically
focusing on a particular category within the collected dataset,
namely the Ransomware category. The primary aim of this
case study was to conduct a static-based analysis of both the
ransomware and benign samples to gain valuable insights.
To facilitate the analysis, we randomly selected a subset
consisting of 500 ransomware APKs and 500 benign APKs.
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TABLE 7. SMSMalware Category and its families.

Family

Description

Category

Fakelnstaller

Disguises itself as an installer for other applications. When the malware is executed, it
sends SMS messages to premium rate numbers belonging to the attacker to steal money
from the victims [17].

SMSMalware

Plankton

Steals device information and silently sends them to a remote server when installed
on the device. Additionally, it downloads files onto the device that could be malicious
[569]-[571].

SMSMalware

Opfake

Sends SMS messages to premium-rate numbers which charge the victim [572], [573].

SMSMalware

BeanBot

Sends out premium-rate SMS messages from the infected device. It forwards the
device’s data to a remote server and takes control of the device using the remote server
to create a bot network [20], [575].

SMSMalware

Biige

Records SMS messages, calls, locations, and others and uploads them to a remote server.
It performs root exploitation to escalate privileges. It downloads software on the device.
It also sends spam and SMS to the victim contact list [186], [374].

SMSMalware

Fakemart

Targets android users in France. It masquerades as a front-end application to access the
Black Market. It sends premium SMS to short numbers without the victim’s knowledge.
It updates the configuration and makes silent calls in the background. It removes the
SMS responses and notifies a remote server when a specific SMS response is received
[186], [374], [576], [577].

SMSMalware

Fakenotify

Pretends to be an update notifier application. It sends SMS messages to premium rate
numbers and downloads malicious software. It redirects users to malicious websites.
It avoids detection from antivirus by using obfuscation techniques [186], [374], [578],
[579].

SMSMalware

Jifake

Disguises itself as a messaging application, Jimm, that is popular in Russian-speaking
countries. It mainly silently sends SMS messages to premium-rate numbers (5537). It
also downloads other malicious software [374], [580].

SMSMalware

MazarBot

Spreads by sending malicious APK links in SMS messages. It gains the device’s admin
privileges and erases any stored data on the infected device. It turns the device into a
hacker’s network of the botnet. It targets specific locations via geographical location
attack and avoids installation on devices set to the Russian language [374], [581].

SMSMalware

Nandrobox

Steals data from the infected device and sends them out using SMS messages to a
specific number (1065800815747). It then intercepts incoming messages from that
number and deletes them to avoid detection [186], [374], [582].

SMSMalware

SMSsniffer

Steals information on the device and sends SMS messages to other devices [186], [374].

SMSMalware

Zsone

Is found in third-party markets. It is mostly targeted at users in mainland China. It sends
SMS messages to premium-rate phone numbers and registers users to a paid service. It
removes all SMS messages from specific originating numbers [186], [374], [19], [584].

SMSMalware

RuMMS

Targets users in Russia. It sends fake SMS messages with links infected with the malware
to victims. It requests admin privileges that allow the malware to hide itself and avoid
detection. It sends SMS to banks and victim’s contacts, uploads SMS to servers, and
forwards incoming calls. It is named as RuMMS because its URLs are all in the same
format: (-).ru/mms.apk [585]-[587].

SMSMalware

SmsKey

Sends SMS to premium rate numbers. It spreads by embedding itself into a host app that
a victim downloads [15], [588].

SMSMalware

Gumen

Sends SMS to premium rate numbers and subscription services. It sends device infor-
mation to attackers [15].

SMSMalware

Leech

Is under the umbrella of Triada and works with two other families (Ztorg, Gorpo) to take
over the Zygote process. It gains the root privilege of the infected device. It installs the
malicious app to the system folder [15], [308], [589].

SMSMalware

Erop

Sends SMS to premium rate numbers. It intercepts messages from infected devices and
steals personal information. It disguises itself as the application EroPlayer app [590]—
[593].

SMSMalware
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TABLE 7. (Continued.) SMSMalware Category and its families.

Boxer

Differs from Bogx. It silently sends SMS to premium rate numbers via commands. It
receives SMS messages and makes phone calls. It has affected a total of 63 countries.
It spreads through infected applications in the Google Play Store. It also poses as fake
downloaders and installers. It sends sensitive information to the server [15], [594]-[598].

SMSMalware

Stealer

Sends SMS messages to premium-rate short numbers without the victim’s knowledge. It
encrypts data with BASE64 and GZip. It receives commands from a remote server and
sends the results back to the server [15], [599]-[601].

SMSMalware

Vidro

Connects to a remote site and updates itself. It sends SMS messages to premium
rate numbers without the victim’s consent. It connects to another remote server and
downloads content from the server. It spreads when the victim visits an adult website
and installs the adult application [591], [602], [603].

SMSMalware

FakePlayer

Disguises itself as a legitimate media player. It sends SMS messages to Russian premium
rate numbers and charges the victims money for sending these SMS [583], [604], [605].

SMSMalware

Cova

Enrolls users in premium SMS services. It secretly installs apps and prompts users to
download them. It loads web pages on the infected device that sends SMS messages to
different numbers when the victim interacts with them [15], [71].

SMSMalware

Ogel

Gathers SMS and device information and sends them to a remote server. It hides the
remote server’s URL using Java native code to hide their malicious intent and avoid
detection. It also sends SMS to specific targets [15], [606].

SMSMalware

Tesbo

Connects to multiple remote servers and receives commands from them in XML. It
gathers device information such as International Mobile Subscriber Identity (IMSI)
number and application package name. It sends out SMS messages to a specific remote
server with the message “[IMSI]@[random from 1-10]" [15], [607]

SMSMalware

Raden

Sends SMS messages to a Chinese premium number [186].

SMSMalware

Hippo

Sends SMS messages to premium rate numbers which charge the victim. Additionally,
it intercepts the received SMS message to avoid detection [14], [186].

SMSMalware

SerBG

Is also known as Launcher. It disguises itself as the utility application, Android Market
Security Tool. It collects contact and device information on the device, such as IMEI,
SMS sender number, and phone number. It also blocks SMS messages from certain
phone numbers [14], [608].

SMSMalware

Fatakr

Disguises itself as an income solution application found on the Play Store. It steals user
information and sends it to the attacker through SMS messaging, which charges the user
[186], [609].

SMSMalware

Fakelogo

Uses the infected device to send SMS messages in a specific format to multiple,
specific numbers. It also verifies that the message is delivered using the standard SMS
verification function [14], [610], [611].

SMSMalware

Yzhc

Sends SMS messages to multiple premium rate numbers, which can charge the victim of
the infected device. The contents of the message include a text with the letters “YZHC”,
the IMEI number of the device, and user value., which increases the charge for the
victim. It disguises itself as PPXIU, a Chinese social network [14], [609], [612].

SMSMalware

Covid
(TangleBot)

Targets Android users in the US and Canada. It takes advantage of the COVID-
19 pandemic and sends SMS messages claiming to have information on Covid and
vaccinations with a link. Once the link is clicked, it will download the malware on the
device. It can perform multiple tasks, such as stealing the victim’s banking credentials
through overlay attacks [613]-[615].

SMSMalware

Android.-
Troj.at-
fonefee.-b

Sends premium SMS messages from the infected device [186], [616].

SMSMalware

JSSMSers

Disguises itself as applications found in the Google Play store. It subscribes the victim
to premium SMS numbers. It bypasses the user’s notice by intercepting the welcome
message from the subscriptions service and marking it as read [12], [618].

SMSMalware

BadNews

Disguises itself as advertising libraries in legitimate applications. In reality, it displays
advertisements and fake news articles that link to SMS fraud malware [332].

SMSMalware
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Samsapo

Sends SMS messages to infected Android devices with a Russian message, “Is this your
photo?”” and a malicious link. Like PC worms, it spreads by sending messages and links
to saved contacts. It downloads additional malicious files, steals and sends information
to a remote server, and registers the device to a premium-rate service [332], [619], [620].

SMSMalware

Kotlin

Describes the first malware that was written in the Google programming language,
Kotlin. It disguises itself as an Android device optimizer, “Swift Cleaner”, found in the
Google Play Store. It performs various actions, including stealing device information,
performing ad click fraud, and subscribing the victim to a premium-rate SMS service
[621]-[624].

SMSMalware

Roaming-
Mantis

Spreads to Android devices using SMS phishing messages. It sends links to the victims
that install a fake Google Chrome (Android 9 and below) or fake Google Play application
(Android 10 and above). Its main function is to steal SMS messages and personal
information from the infected device [625]-[628].

SMSMalware

JioOffers

Targets Android users in India with the Jio network. It infects devices by sending SMS
and Whatsapp messages with the app link claiming to offer 25GB. It also uses the contact
list of the infected device to spread the malware to contacts with the Jio numbers [442].

SMSMalware

WhatsApp-
Message-
Sender

Uses the infected device’s Whatsapp to send messages with the APK link to spread to
other devices [442].

SMSMalware

Premium-
RateSMS

Contains FakePlayer malware [629].

SMSMalware

Mseg

Sends SMS messages to premium rate numbers silently. It steals device information such
as phone number and sends it to a remote server [15], [82], [630].

SMSMalware

SendPay

Steals information on the device and sends it to a remote server over the internet.
Additionally, it monitors incoming SMS messages and subscribes the victim to a paid
mobile service that charges the victim without their consent [631], [632].

SMSMalware

Kmin

Displays a fake prompt message that asks the users for certain permissions to execute
malicious activities. It remains active and persistent even if the permissions are rejected.
It sends SMS messages to premium-rate numbers, downloads additional applications to
the device, and steals and sends user data to a remote server [17], [633] .

SMSMalware

SpyBubble

Is a monitoring tool. It embeds and encodes the information gathered in XML format. It
collects the user’s GPS location and sends it to a remote server. It collects the victim’s
personal information, phone logs, and SMS messages and sends them to the server [199],
[634]-[636].

SMSMalware

characteristics and behavior of malware

in Android

The static-based analysis for the ransomware category
involved a systematic approach.

Initially, we performed the decompilation of binary
portable APK files to extract the AndroidManifest.xml binary
file, which contains crucial metadata and well-defined per-
missions associated with the Android APKs. We employed
APKtool, a widely recognized industry-standard tool [847],
for decompilation. This tool enabled us to efficiently
deconstruct the zipped Android apps into their respective
manifest and SMALI files.

This case study serves as a testament to our unwa-
vering commitment to rigorously evaluate the accu-
racy and comprehensiveness of our extensive dataset,
thereby establishing a solid and dependable founda-
tion for our research. The methodologies employed in
this analysis significantly contribute to the field of
forensics, enabling a profound understanding of the
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applications.

The static-based analysis leverages a feature set consisting
of 389 distinct features, 228 API packages, and 161 permis-
sions. These features are extracted from the manifest and
SMALI files of the assembled APKs. The parsing process
involves a two-stage approach, wherein each Android APK
is scanned separately. Initially, the manifest file of each APK
is parsed to quantify specific features, including permissions.
Subsequently, in the second stage, the SMALI files of each
APK are parsed to determine the usage of API packages. The
extracted features are then stored in a database.

Furthermore, we employed pre-processing, preparation,
and cleaning mechanisms on the extracted features in the
static-based analysis case study context. This step aims to
eliminate zero-values or null attributes and represent the
features in an appropriate format before feeding them into
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FIGURE 10. Spyware Category with its family names and their number of samples.

the machine learning (ML) classifiers being investigated. Decision Tree (CART), Ada Boost (AB), Random Forest
Specifically, we utilized eight distinct ML models, namely (RF), and Support Vector Machine (SVM) [848], [849].

Logistic Regression (LR), Linear Discriminant Analysis Subsequently, the ML classifiers were trained and tested
(LDA), Naive Bayes (NB), k-nearest neighbor (KNN), using the extracted features from the APK files. Various
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evaluation metrics such as accuracy, Fl-score, recall, and
precision were employed to assess the used classifiers’ effi-
cacy. These measures facilitate a comprehensive evaluation
of the classifiers’ performance in detecting and classifying
the analyzed Android APKs. Utilizing multiple evaluation
metrics ensures a robust and thorough assessment of the
classifiers’ abilities to accurately identify potential threats,
such as Ransomware, within the APKs.

The dataset is partitioned into separate training and testing
subsets to ensure a robust evaluation. Precisely, 80% of the
benign and ransomware samples were allocated for training
the layers of the ML classifiers. In contrast, the remaining
20% of samples were reserved for testing the performance of
the ML classifiers.

The results of the detection analysis, presented in
Table 10, reveal that the tested ML models exhibit
favorable and satisfactory detection capabilities. This is
evident from their high precision, recall, F1-Score, and
accuracy values. Notably, the AB model is the most
successful among the examined ML classifiers, achiev-
ing a high detection accuracy that reached more than
97%. Conversely, the LR model demonstrates relatively
lower detection performance when compared to the other
ML models.

The results of the detection analysis, presented in Table 10,
reveal that the tested ML models exhibit favorable and satis-
factory detection capabilities. This is evident from their high
precision, recall, F1-Score, and accuracy values. Notably, the
AB model is the most successful among the examined ML
classifiers, achieving a high detection accuracy that reached
more than 97%. Conversely, the LR model demonstrates
relatively lower detection performance when compared to
the other ML models. The obtained results reaffirm the
viability and efficacy of the static-based analysis case study
in accurately distinguishing between ransomware and benign
APKs. These findings hold significant implications for
our comprehensive dataset, as they contribute substantially
to enhancing the security and dependability of Android
applications.

By effectively identifying potential threats posed by
ransomware attacks, our research endeavors to fortify the
protection of users and their sensitive data. The successful
application of the static-based analysis approach further
solidifies the foundation of our dataset, amplifying its poten-
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tial applications in diverse domains concerning cybersecurity
and malware detection.

C. CASE STUDY IIl. FEATURES-BASED ANALYSIS

To thoroughly investigate the importance and the impact of
our distinguished Maloid dataset, we conducted an additional
case study (Case Study III) that focused on specific features
extracted from the APK files of Android malware samples.
In this case study, we meticulously selected subcategories of
malware apps and subjected them to a decompilation process
to extract the Android Manifest (AM) files. Subsequently,
we transformed these AM features into 2D grayscale images.
The malware classes randomly chosen for this case study
analysis include Jisut, BankBot, Kuguo, Fusob, Youmi,
Mecor, Fakelnst, and Dowgin malware families.

The fundamental aim of this case study was to employ both
static-based and vision-based approaches to extract one of
the primary features of Android malware APKs (AM files)
and convert them into visual images. This transformation
enabled us to explore the applications of visual detection
and classification techniques for these malware samples.
By integrating static and vision-based analyses, we sought
to gain valuable insights into the distinctive characteristics
and behavior of the selected malware classes, contributing
to a comprehensive understanding of the Android malware
landscape.

The AM files were extracted from the chosen Malware
APKSs using the APKtool, previously employed in case study
II for decompilation. Subsequently, these extracted AM files
were converted into images, facilitating their utilization in
evaluating the examined CNN models for detection analysis.
In this context, we employed the identical set of 22 CNN
models previously utilized in the case study I for detection
and classification. Furthermore, adhering to the approach
established in Case Study I, we maintained consistency in the
evaluation process, employing the identical partitioning ratio
for malware images into three distinct subsets: testing, valida-
tion, and training. This methodology ensures uniformity and
comparability in our evaluation procedures, enabling a robust
assessment of the Maloid dataset and the examined model’s
performance across different experiments. The outcomes of
this case study concerning the scrutinized evaluation metrics
are demonstrated in Table 11.
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Family

Description

Category

BotnetRogue
(Dark Shades)

Is a remote access Trojan (RAT). It attempts to gain full control of the device in order to
steal sensitive information and perform other various activities [637].

Spyware

Mtk

Steals device information and sends it to a remote server. It is distributed in third-party
applications in China. It downloads and installs applications without user interaction. It
can also delete applications [15], [638].

Spyware

avPass

Distributes itself as a clock application. In reality, it steals information from the infected
device. It also attempts to uninstall or bypass security applications that are installed on
the device to avoid detection [639], [640].

Spyware

fakeJobOffer

Disguises Android apps that offer fake jobs prevalent in India. It allows users to submit
their CVs but asks for a fee to proceed. It shows a message, “Important incoming email
from HR, do the needful”, from HR when the device is booted up. It redirects the user
to a fake website with a fake job offer as an image. The victim must pay a fee to secure
their offer [641]-[643].

Spyware

faketaoBao

Is an update for a popular Chinese shopping application, Taobao. It works like a real
application with a functional shopping feature. It steals the victim’s TaoBao account
credentials. It downloads other apps on the victim’s device without their knowledge as
they use the malware [644], [645].

Spyware

Mecor

Steals device information, including GPS location and phone number [15], [646].

Spyware

Vmvol

Collects sensitive information and sends it to the attacker. It shows victims a message
to download a critical update to trick them into downloading the malware payload [15],
[647].

Spyware

Finspy
(FinFisher)

Was developed and sold legally by an IT firm. Governments can customize it to use
for espionage purposes and steal the victim’s personal information, such as location,
messages, recordings, and other data, and send it to a remote server. It infects devices
when the user clicks on malicious links in SMS and emails. It gains root privilege by
exploiting DirtyCow exploit [648]-[651].

Spyware

SmsZombie

Exploits a vulnerability in the China Mobile SMS Payment System. It piggybacks a
wallpaper application in the Chinese android market, GFan. It has affected 500,000
devices in China. It persistently requests permissions to elevate privileges. It collects
the victim’s personal information and banking details and sends them to a remote server
via SMS message [652]-[656].

Spyware

DroidSheep

Is able to hijack a victim’s session on websites which allows it to perform Man-in-the-
Middle attacks [186], [657].

Spyware

Accu Tracker

Is considered a monitoring tool that converts the infected device into a GPS tracker
[186], [658].

Spyware

Cosha

Steals personal information from the infected device and sends it to a remote server
[186], [659].

Spyware

Nickspy

Steals information from the infected device and sends it to a remote server. It is also able
to extract the GPS location of the device and record phone calls from the device [186],
[660]-[662].

Spyware

MobileSpy

Is also known as Godwon. It steals personal information from the device and sends it to
the attacker. This includes information from social media as well as call logs [14], [186].

Spyware

Typstu

Steals the victim’s personal information found on the device. It then sends the informa-
tion to a remote server [14], [186].

Spyware

Vdloader

Steals device information, such as the IMEI and IMSI number of the device, and sends
it to a remote server [14], [186], [663].

Spyware

Dougalek

Steals the victim’s personal information including the contact list and sends it to a remote
server [14], [186], [664].

Spyware

Nyleaker

Steals the victim’s information and SMS messages and sends them to a remote server
[665].

Spyware

Facebook-
Stealer
(FaceStealer)

Hides behind an application that claims to be a photo editor. Once launched, it shows
the user the login page for Facebook and asks the user to login to use the application.
It steals the victim’s credentials and sends them to a C2C server. The attacker uses the
stolen credentials to steal the victim’s personal information and account details [666]—
[668].

Spyware
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TABLE 8. (Continued.) Spyware Category and its families.

FakeCop Mainly targets Japanese users. It is found in applications that imitate popular Japanese | Spyware
security solutions. Specifically, the application is an information stealer that steals the
victim’s personal information, such as contacts, SMS messages, and app lists. It sends
this information to a CC server. It also performs various tasks given to it by the server
[669]-[672].

FluBot Spreads through links sent by SMS messaging. It steals the victim’s personal information | Spyware
and data, such as passwords and online banking details. It was able to spread worldwide,
with a high concentration in Spain and Finland. Since it spreads via SMS, it steals the
contacts of the infected device and sends the SMS messages to the contacts [673]-[676].
Pegasus Is sold for millions to different governments by the Israeli company, NSO. It infects | Spyware
iOS and Android devices by exploiting zero-day vulnerabilities to perform a zero-
clicks attack. It turns the device into a surveillance monitor to spy on the victim. It
steals messages from messaging applications and locations, records phone calls, uses
the camera and microphone for recording [677]-[681].

SMS Stealer | Steals any sent and received SMS messages from the infected device. It then sends it to | Spyware
a remote server. It also sends International Mobile Equipment Identity (IMEI) number
and device ID, and operator to the server [682], [683].

SpyDealer Can spread to devices remotely through UDP, TCP, and SMS channels. It steals sensitive | Spyware
information from the device. Specifically, it stealthily steals messages and information
from multiple applications such as WhatsApp and Facebook. It is able to root the
infected device using rooting exploits to gain full control of the device [684]-[686].
Chrysaor Is a more evolved version of the NSO spyware, Pegasus. It mainly targets Android | Spyware
devices via SMS messages and masquerades as a legitimate application. It gains root
privileges using framaroot exploits or using the superuser binary. It then starts moni-
toring the victim’s activities and installs a keylogger. It avoids detection by uninstalling
itself [687]-[690].

Lipizzan Is allegedly created by Equus Technologies. It spreads by disguising itself as a legitimate | Spyware
Cleaner and Backup application in the Google Play store. It downloads a malicious
component that monitors the device and validates certain abort criteria to gain root
privilege. It monitors and steals device information and sends them to the CC server
[691]-[694].

SonicSpy Spreads through SMishing and third-party markets. It spreads as a messaging app, | Spyware
Soniac, by injecting malicious code into the open-source code of Telegram. It silently
records audio, takes photos, makes outbound calls, sends text messages to specific
numbers, and steals information such as Wi-Fi access points. It also attempts to gain
control over the infected device [324], [695]-[698].

Brazilian Is a remote access trojan that mainly targets users in Brazil. It spreads through messaging | Spyware
Android RAT | applications, compromised websites, and injections in legitimate applications. It is used
(BRATA) to mainly spy on its victims through various means, such as keylogging the infected

device. It avoids detection by performing a factory reset on the infected device [699]—

[702].
CandyCorn Is able to spy on the victim’s infected device even when the device is turned off. It | Spyware
(PowerOffHi- |can also control the device and perform multiple tasks, such as recording phone calls,
jack) sending text messages, making phone calls, and other activities without the victim’s

knowledge, even when the device is turned off. It spreads in Chinese application stores
[703]-[705].

Feabme Steals the sensitive information on the infected device, including passwords. It sends | Spyware
this stolen information to a remote server. It targets the victim’s Facebook credentials.
It disguises itself as applications found in the Google Play store called “Cowboy
Adventure” and “Jump Chess” [513], [706], [707].

Smack Is based on XMPP Smack Openfire, which is an open-source client connection library. | Spyware
It abuses the API functions of Smack to steal information from the infected device, such
as the victim’s contact information, short messages, phone records, GPS location, and
date. It sends it to a remote server. It hides its icons and intercepts short messages [708].
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TABLE 8. (Continued.) Spyware Category and its families.

Dark_caracal |Is a group of hackers who develop malware to steal data and information from | Spyware
Android users. They mainly targeted government institutions, manufacturing companies,
and defense contractors. It infected users in around 21 countries via spear phishing
emails. The malware, Pallas, disguises itself as secure messaging app. It steals different
multimedia files [709]-[711].

GPlayed Disguises itself as the Google Play store named “Google Play Marketplace”. It steals the | Spyware
victim’s information and continues to spy on them. Uniquely, it adapts and changes to
the attacker’s desires after deployment by remotely uploading plugins. This adds more
functions to it, such as locking the infected device and demanding a ransom from the
victim [712]-[715].

Henbox Mainly targets users of the minority group, Uyghur, in China. It disguises itself as|Spyware
multiple legitimate applications in the Google Play Store. It spies on victims and steals
information such as their devices and personal information, messages, social media
accounts, and content. It is also able to access the device’s microphone, camera, and
call logs [716]-[718].

KevDroid Disguises itself as an anti-virus application, Naver Defender. It spreads through phishing | Spyware
emails to scare the targets into downloading the malware on their devices. Its main
function is to steal personal and device information, including the victim’s contacts,
call log, and text messages [719]-[721].

OwnMe Mainly steals a victim’s personal information. It mainly targets the victim’s WhatsApp | Spyware
application. It steals their chat messages and media files from WhatsApp as well as the
victim’s call history and internet browsing history [722]-[725].

SkyGoFree Spreads by disguising itself as a legitimate cell network provider’s website. It claims | Spyware
to update its network and speeds up the service. It gains remote control of the device
and spies on the victim. It steals the device’s stored information, text, and WhatsApp
messages, connects the device to a compromised Wi-Fi network, and records audio at a
specific location [726]-[728].

StealthMango |Is disguised as applications in third-party markets. It also spreads through physical | Spyware
(10S: Tangelo) | access to the device. It is supposedly part of an espionage campaign by the Pakistani
military. It targeted government and military officials in the Middle East, Afghanistan,
and India. It records audio and device screen, steals device information, tracks the
device’s location, and more [729]-[732].

Tarambuka Disguises itself as the Google Play store application with the old logo. It prompts the | Spyware
victim to enter their email address to identify the device and begin spying. It moves its
files to the System Application directory to avoid removal. It steals the infected device’s
information, browser history, and databases of social media apps [733].

Triout Masquerades as legitimate benign applications found in third-party stores. It keeps | Spyware
its source code unobfuscated to act as a framework for editing its capabilities. Its
capabilities include stealing information and data, such as messages, calls, videos,
pictures, and GPS location, and sending all of them to a remote server [734]-[736].
Zoopark Mainly targets Android users in the Middle East. It disguises itself as a news application | Spyware
popular among Middle Eastern users. It steals the victim’s information, such as mes-
sages, calls, multimedia, GPS location, and others, and sends them to a remote server.
It also has backdoor capabilities. It targets databases of messaging applications such as
Whatsapp and Telegram [737]-[739].

Exodus Disguises itself as legitimate applications found in the Google Play store. It is believed | Spyware
to be developed by the Italian commercial company, eSurv, and sold to the Italian
government. It has two components: One acts as a Backdoor, and the other acts as
spyware. The second component steals the infected device’s data, records audio, and
takes pictures [740]-[742].

AhMyth Is built on top of the foundations of the remote access spyware AhMyth. It disguises | Spyware
itself as a radio music application that functions normally in the Google Play store. In
the background, it steals the victim’s personal information and sends it to a remote server
[743].
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Bouncing- Is also known as GolfSpy. It is a cyberespionage campaign targeted at Middle Eastern | Spyware
Golf Android users. It disguises itself as legitimate applications hosted on certain websites
of the attackers. Its main functionality is stealing the victim’s information found on the
device. It also executes commands from a remote server [744].
CallerSpy Disguises itself as a messaging app that is hosted on a compromised website. The user | Spyware
can download the app by clicking on the download button. It steals information from the
infected device and sends it to a remote server [745].
Faceapp- Describes the scams used by attackers to attract victims by disguising themselves as the | Spyware
Scams popular game, FaceApp. These scams are mainly used to steal the victim’s information
from the devices [746].
Monokle Spreads by disguising itself as a legitimate application. One of its unique behaviors is | Spyware
its ability to download malicious certificates in the infected device’s trusted certificate in
order to perform Man-in-the-Middle attacks. It is also able to extract information from
the infected device as well as RAT functionality [747].
FunkyBot Disguises itself as a legitimate application and spreads via SMS messaging. It steals | Spyware
device information, including IMEI, IMSI (International Mobile Subscriber Identity),
and phone number. It also steals the victim’s contact list. It sends this information to a
remote server [748], [749].
impersonate- | Impersonates the application for the Korean Police Agency. Its main function is to steal | Spyware
Korean-Police |the victim’s information [750].
Joker (Bread) |Is part of the Bread malware family. It disguises itself as a legitimate application in | Spyware
Google Play. It steals information on the victim’s device and sends it to a remote server.
The data it steals, including SMS messages, contact list, and device information, helps
the malware to interact with ads and to subscribe the victim to premium services for
financial gain [751]-[754].
phishing- Spreads by impersonating a website, specifically, The Guardian’s Secure Drop In, where | Spyware
Spyware whistleblowers can submit their information. On the compromised website, there is a
(Whistle- link to download the malware. Its main function is to steal sensitive data and send it to a
blower remote server [755].
Spyware)
stalkerApps Can be found in monitoring applications in Google Play. It is able to monitor the | Spyware
activities of the victim and others that the victim added. It can also extract information
from social media accounts [756].
Stalkerware Disguises itself as an application that can monitor spouses, children, and employees. It | Spyware
steals information from the infected device and sends it to a remote server [757].
Covid- Is spyware that steals the victim’s sensitive information according to the VirusTotal | Spyware
AgeDetector | report. It uses COVID-19 to trick users into downloading and installing the app [758].

Covid_Lures

Is spyware that steals the victim’s sensitive information according to the VirusTotal
report. It uses COVID-19 to trick users into downloading and installing the app [759].

Spyware

Covid- Disguises itself as legitimate applications, including a coronavirus live updates tracker. It | Spyware
SpyMax spreads via a pharmacy website called “COVIDTZ”. It gathers information on the device
(CovidCom- | and records audio and videos to send it to the attacker. It changes system settings and
mercial- applications’ appearance. It was developed by the same group that developed SpyNote
Surveillance) |[760]-[762].
Covid Spreads by injecting its malicious code into other benign and legitimate software. Once | Spyware
_SpyPhone installed, the attacker can monitor and spy on all the device activities, such as calls, SMS
and MMS messaging, and track the physical location of the device [763], [764].
FakeZoom Disguises itself as the popular video-calling application, Zoom. It displays the zoom | Spyware
login page where the malware steals the login credentials of the victim’s account.
Additionally, it is able to display ads to the victim [765]-[767].
XploitSpy Is a spying tool for Android devices developed by a cyber security company in India. It | Spyware

uses the PaaS, Heroku, as a control panel to perform various monitoring and spyware
activities [768], [769].
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TABLE 8. (Continued.) Spyware Category and its families.

ActionSpy

Was developed by the threat group Earth Empusa to monitor targeted groups in Tibet,
Turkey, and Taiwan. It spreads through fake website pages and compromised news
websites. It is capable of collecting information from the infected device. It also monitors
messaging applications and collects chat logs from them [770]-[772].

Spyware

DoNot

Is a Hacker Organization with malware that mostly concentrates on espionage and
developing spyware [773].

Spyware

Bahamut

Is a Hacker group that develops mostly spyware. They target Middle Eastern and South
Asian countries. One of their spyware includes a phishing website and application called
Jamaat that poses as a religious application. In reality, it steals information found on the
device [774], [775].

Spyware

BitterAPT

Spreads by masquerading as legitimate applications in Google Play. The Advanced Per-
sistent Threat group developed it, which targeted users in Pakistan and other countries. It
is mainly an espionage tool that has RAT capabilities and takes instructions from remote
servers [776].

Spyware

sextortionist-
Spyware
(Goontact)

Mainly targets users in Chinese-speaking countries, Japan, and Korea. Additionally, it
targets users who visit adult websites that provide escort services and applications. Once
the victim downloads the application, it steals the victim’s sensitive information in order
to blackmail them. This is known as sextortionism [777]-[779].

Spyware

fakeAarogya-
Setu

Injects itself into the Indian government’s corona tracker application, Aarogya Setu.
The victim installs the legitimate application while it simultaneously performs malicious
activities in the background. It behaves similarly to SpyNote. It is able to record audio,
take videos and pictures, steal SMS messages, and other actions [780], [781].

Spyware

GravityRAT

Is a RAT espionage tool that disguises itself as a legitimate application. It mostly targets
users in India. Its main function is to steal information and data from the infected device,
which includes taking screenshots and recording audio and video. It then sends the stolen
information to the remote server [782]-[785].

Spyware

Insidious-
Malware

Is called Banbra from VirusTotal scan. This malware’s main functionality is to steal the
device and personal information from the device it infected [786], [787].

Spyware

WelcomChat

Contains BadPatch malware. It disguises itself as the Welcome Chat application that
claims to be secure. In reality, it is a cyber-espionage campaign that targets Middle
Eastern Android users. It provides the chatting functionality it promised. However, it
spies on the chat communication. It steals SMS messages and records video, phone
calls, and audio [788], [789].

Spyware

Mandrake

Attempts to remain undetected by targeting specific devices and locations. It allows the
attacker to gain complete control over the infected device. Its main function, however, is
to spy on and steal the infected device’s information [790]-[792].

Spyware

CookieStealer
(CookieThief)

Gains root access to the infected device. From there, the malware steals the cookies
used by the device’s browsers and Facebook app and sends them to the attacker. This
allows the attacker to steal the login credentials of the victim and impersonate the victim
themselves [793]-[795].

Spyware

SpyNote

Mainly steals the victim’s personal information and the device’s information. It can
access the microphone and camera of the infected device to record audio and video for
spying purposes. It is considered a RAT since it can remotely infect devices and perform
actions remotely [796]-[798].

Spyware

Monitor-
Mirror

Disguises itself as a parent monitoring tool. It can steal confidential and sensitive
information from the infected device. Its other capabilities include allowing the attacker
to remotely control the device and record audio and video [799], [800].

Spyware

ProjectSpy

Disguises itself as a Coronavirus Update application to trick users. It mainly acts as
spyware. Specifically, the malware steals information from the device and sends it to the
user. Additionally, it is capable of stealing messages from messaging applications and
saving them in a database [801]-[803].

Spyware
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TABLE 8. (Continued.) Spyware Category and its families.

Adobot

Disguises itself as an application for the Saudi Health Council that tracks Coronavirus
updates. It is considered an open-source malware with spyware capabilities. It is
distributed by attackers impersonating Saudi Twitter accounts. Their modus operandi
is tweeting breaking news from the health council with a malicious link to download the
malware [442].

Spyware

Alien

Is offered and sold to underground hacking forums as a MaaS. It can collect the victim’s
personal and device information and sends it to the attacker. It performs overlay attacks
on multiple applications, including banking, to steal the victim’s login credentials. It can
load the spyware, Predator onto the infected device [804]-[806].

Spyware

APTGroup

Is developed by the APT group known as StrongPity. The malware was distributed via
a Syrian e-Gov website. Specifically, this malware replaced the government’s official
application with a version injected with the malware. Its main function is to steal contacts
and files with specific extensions from the infected device [807], [808].

Spyware

belarus-
Protesters

Masquerades as anti-government news applications that, in reality, spy on Belarusian
protesters and collect sensitive information on them. Specifically, it collected the
victim’s personal details and physical location [809], [810].

Spyware

Rampant-
Kitten

Is a hacking group that develops malware that spies on political opponents in Iran. They
are focusing on malware that steals multi-factor authentication codes of multiple popular
applications. It can steal the victim’s login credentials and intercept the SMS message
with the codes. It steals the victim’s information stored on the infected device [811]—
[813].

Spyware

TikTok-
Spyware

Disguises itself as a pro version of TikTok called TikTok Pro. In reality, users are
downloading premium spyware that steals the victim’s information stored in the infected
device and FaceBook credentials. When the victim opens the applications, a fake
notification is shown then the malware hides its icon [814].

Spyware

WolfRAT

Is an espionage campaign that targets messaging applications such as WhatsApp and
FaceBook Messengers. It is developed by the German organization Wolf Research crew
for governments. Its main capability is stealing the victim’s photos, videos, and audio
files [815]-[817].

Spyware

Ksapp

Steals sensitive information and sends them to a remote server. It disguises itself as the
"Flow Free" application. It downloads and installs application package files. It is used as
a botnet to launch a DDOS attack from Android devices. It is an interpreter with Lexer
and Parser [15], [818], [819].

Spyware

UpdtKiller

Convinces victims that they are providing security services. It connects to a C&C server
to execute commands. It steals user information and sends it to the server. It avoids
detection by killing anti-virus processes. It adds fake SMS messages to inbox and
intercepts, replies, and blocks messages without the user’s consent [15], [606], [820].

Spyware

BaseBridge

Steals sensitive information and sends it to a remote server through SMS messaging. It is
activated once the victim upgrades the malware and restarts the device. Additionally, the
infected application may terminate other applications once it is upgraded [17], [583],
[821]-[823].

Spyware

Iconosys

Spoofs a registration page for the infected application the victim downloaded. It steals
the information that the victim submits and may leak them to other recipients [824]—
[826].

Spyware

Geinimi

Steals device information and sends it to a remote server. It also executes remote
commands from the server on the infected device, such as sending SMS messages and
making phone calls [17], [827]-[829].

Spyware

DroidDream

Got its name because it executes between 11 pm and 8 am when most victims are
likely to sleep and use their phones less. It is considered a botnet that steals information
from the infected device and sends it to a remote server. It also downloads suspicious
applications to the device [17 ], [§30]-[833].

Spyware

Gappusin

Steals sensitive information on the device and sends it to a remote server. It also
downloads suspicious applications [17], [834], [835].

Spyware
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TABLE 8. (Continued.) Spyware Category and its families.

Imlog

Is distributed as a wallpaper application. It steals user information and sends it to a
remote server [836], [837].

Spyware

FakeTimer

Opens websites with adult content on the page when executed. It steals device informa-
tion and sends it to remote server [82], [838], [839].

Spyware

Zazdi Botnet

Is part of an information-stealing botnet network. It communicates with the bots and
executes commands using Firebase Cloud Messaging (FCM). It infects devices through
website links on a Facebook page. This link directs the victim to the application
download link [840].

Spyware

Winge

Activates during certain event calls (BOOT, GPS, TIME, SYS). It steals personal and
device information and sends them to a remote server. It sends SMS to premium rate
numbers and executes any commands sent from the server. It redirects the infected
device to one of the URLs saved in the server [15], [841].

Spyware
(Trojan
Clicker)

fakeApp

Masquerades as legitimate antivirus software. It sends SMS messages and makes calls
to premium-rate numbers that the attacker controls. It also displays advertisements to
the users and redirects them to malicious websites as well as directs them to install other
applications when they click on the ads [842], [843].

Spyware
(Trojan
Clicker)

Steek

Disguises itself as legitimate popular games. Once the victim downloads the game, it
prompts them to enter their private information to complete the installation. It sends
SMS messages and redirects users to websites advertising fake money schemes and
lottery tickets [15], [82], [844], [845].

Spyware
(Trojan
Clicker)

Facebook_otp

Is a spy trojan according to the VirusTotal reports and results [846].

Spyware

Plugin-
Phantom

Avoids static analysis detection by abusing the Android plug-in framework, DroidPlu-
gin, to launch plugins without installing them. It steals files and information from the
device, takes photos and screenshots, records videos, and logs keystrokes. It is divided
into the host application and the malicious plugins. The nine plugins the malware abuses
are Online, Task, Update, File, Location, Contact, Camera, Radio, and WIFI [324]—
[851].

Spyware

StealJob

Is developed and spread by the hacker group DoNot. It mainly targets users in Pakistan.
It disguises itself as the Pakistani news application, KashmirVoice. Its main function is
to steal sensitive information from the device [852].

Spyware

bluefinPhish

Disguises itself as the BlueWin application. It steals the victim’s email credentials and
sends them to a remote server [853].

Spyware

Adrd

Is bundled with legitimate Android applications. It changes the mobile device settings,
steals device information and sends it to a remote server, and downloads other packages
on the infected device [17], [854], [855].

Spyware

Operation-
Electric-
Powder

Got its name from its role in the attack against the Israel Electric Company (IEC). This
operation targets multiple domains, including malware targeting Android devices. It
disguises itself as the legitimate application, Pokemon GO (pokemon.apk). This package
impersonates IEC in some characteristics. Once installed, it installs the spyware on the
device [324], [856].

Spyware

The analysis of the obtained results in Table 11 substanti-
ates that the scratch CNN algorithm outperforms the other
tested CNN algorithms regarding the lowest detection loss
and the highest detection accuracy. Moreover, it is noteworthy
that all examined CNN models have demonstrated favorable
and satisfactory detection capabilities. These capabilities
are evident from the high values of precision, recall, F1-
Score, and accuracy achieved by each of the CNN classifiers.
The robust performance of all CNN models underscores
their efficacy in accurately detecting and classifying the
malware families in our Maloid dataset, presenting promising

73520

implications for their practical applications in malware
forensics.

The above three case studies are just examples. There is
an unlimited number of scenarios where the Maloid dataset
could be effectively utilized by all types of existing analysis
systems that might consider all malware categories in their
analysis, or only the families of one category, or even specific
features of one malware family. Consequently, the result
is achieving one main goal of preventing and predicting
threatening malware before causing any harm to individuals
and organizations.
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Maloid Dataset

- A large number of diverse samples

- Well-structured dataset

- Profound description of malware
families

Adware: 52 Families
Backdoor: 62 Families
Banking: 50 Families
Ransomware: 25 Families
Riskware: 12 Families
SMSMalware: 44 Families
Spyware: 100 Families
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FIGURE 12. Maloid dataset utilization overview.
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TABLE 9. Performance analysis of case study I.

Model Format | Accuracy(%) F1-Score(ﬁitrlcPrecision( %) | Recall(%)
Seratch Color 84.96 84.92 85.17 84.96
Gray | 84.83 84.83 85.13 84.83
Va6 Gy |77 | mes s | 7m
ResNetS0 Gy | 502 05 s |02
VGG1) Gy | 785 |mas  mos | 7ss
DenseNet121 gf;;r Z;gg %32 ;233 ;zgg
DenseNet169 g(r);(})/r ;22; ;g; ;ggz ;‘6‘491;
DenseNet201 (C}(;:lgr ;;g? ;Sg? ;;25 ;;g?
EfficientNetB0 (C}‘r’:;r s o 50,74 b
e Gl B[ w0n
EfficientNetB2 8‘;;? $025 So.44 8133 5023
EfficientNetB3 (C}‘r’;;r 28:% 28:22 2(1):28 28:%
EfficientNetB4 g(r);;r gégg 2833 g i Zg S(I)gg
EfficientNetB5 g(r);(})/r ;gzi ;ggg 2(1);1 ;(9)22
EfficientNetB6 (C}?;;r bt bt iy 7891
EfficientNetB7 g‘r’:;r o i Y073 894
IncepionResNetV2 | GG o |
InceptionV3 Color 611 o7 o bl
Gray | 69.23 68.62 72.52 69.23
MobileNet Gy | B0 el |7axs |
MobileNetV2 g(r);;r 3222 ??;71 3227 gggg
MobileNetV3Large g(r);;r bt 56 918 863
MobileNetV3Small (C;?;;r o e 501 7704
Xception Color 70.14 69.65 71.1 70.14
Gray 72.03 71.68 73.61 72.03

D. CASE STUDY IV. EDUCATIONAL RESOURCES AND
TRAINING OPPORTUNITIES
Maloid offers a rich resource of malware samples from
different categories and families, which academics can use
heavily in teaching malware analysis courses at the under-
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graduate and postgraduate levels. Additionally, trainers who
organize professional training and workshops in malware
analysis can use Maloid samples to conduct a training
series for different purposes while utilizing various analysis
models.
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Malware APK

TABLE 10. Evaluation metrics for ML classifiers used in case study Il

Sample

A

Convert to
Greyscale
image

Convert to
RGB image

!

le—o{

Prepr
and Preparing 1

Classifier | F1-score | Precision | Recall | Accuracy
LR 0.8401 0.8401 0.8401 | 0.8401
LDA 0.9021 0.9021 0.9021 | 0.9021
NB 0.8891 0.8893 0.8891 | 0.8891
KNN 0.9304 0.9304 0.9291 | 0.9304
CART 0.9413 0.9413 0.9413 | 0.9413
AB 0.9702 0.9702 0.9702 | 0.9702
RF 0.9442 0.9451 0.9451 | 0.9451
SVM 0.9246 0.9246 0.9246 | 0.9246

;!_1
———

Divide the
images into
test, val, and
train

Create and Load the CNN models

VGG 16 Xception E l
Trainin
thg ) VGG 19 InceptionResNetV2
Madels ResNet50 EfficientNetB (0-7) Train the
models with
DenseNet121 MobileNet the images
Di 169 V2 l
DenseNet201 MobileNetv3Small
Save the
3 V3Large best
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Test the CNN
models
using best
Parameters
Evaluate the
Model
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the Model )

Evaluation Metric:

7

Confusion
Matrix

J

7

Loss Curve

m]

Precision

J

Accuracy
Curve

m]

Recall

FIGURE 13. Steps of the conducting case study I (vision-based analysis).

VI. LIMITATIONS AND CHALLENGES OF THE MALOID
DATASET

While the Maloid dataset represents a significant step forward
in the resources available for Android malware analysis, it has
limitations and faces several challenges in its development
and utilization. Below, we outline some of these limitations
and challenges.

VOLUME 12, 2024

A. LIMITATIONS

o Android Specific: Building a comprehensive dataset for
OS-specific malware requires a deep specialty and much
effort and time. This research focuses on Android OS
and will consider other types of OS in future studies.

o Coverage Gaps: Despite our efforts to compile a
comprehensive dataset, coverage gaps may exist due to
the ever-evolving nature of malware. Certain emerging
malware types or variants may be underrepresented as
the landscape of threats expands.

« Sample Collection Bias: The dataset’s composition
is influenced by the availability of malware samples
and the sources from which they are collected. This
may introduce a bias toward more readily available or
well-known malware families, which may affect the
dataset’s diversity.

B. CHALLENGES

o Sourcing Diverse Samples: Continuously sourcing a
diverse range of malware samples poses a logistical chal-
lenge, requiring extensive collaboration with security
communities, researchers, and industry practitioners.

« Maintaining Dataset Integrity: Ensuring the accuracy
and integrity of dataset entries as they scale, especially
with community contributions, demands rigorous vali-
dation processes, which can be resource-intensive.

« Adapting to Technological Advances: The rapid pace
of technological advancement in malware develop-
ment and cybersecurity measures necessitates ongoing
updates to the dataset. This process requires sustained
effort and resources to maintain relevance.

« Ethical and Legal Considerations: Collecting and dis-
tributing malware samples should be executed carefully
to adhere to ethical guidelines and legal restrictions,
presenting a complex regulatory landscape.

Recognizing these limitations and challenges, our future
work will focus on addressing these areas through targeted
efforts aimed at expanding the dataset’s coverage, enhancing
its diversity, and refining its structure to better capture
malware dynamics. We will explore innovative methodolo-
gies for sample collection and validation, advancements in
malware analysis technologies, and engagement in active
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TABLE 11. Performance analysis of case study IIl.

Metric

Model Accuracy (%) | F1-Score (%) | Precision (%) | Recall (%)
Scratch 97.49 97.48 97.51 97.49
VGG16 91.02 90.93 91.14 91.02
ResNet50 93.77 93.61 93.77 93.77
VGG19 90.21 90.12 90.14 90.21
DenseNet121 91.59 914 91.37 91.59
DenseNet169 90.53 90.27 90.25 90.53
DenseNet201 90.78 90.6 90.58 90.78
EfficientNetB( 87.86 86.74 88.24 87.86
EfficientNetB1 89.16 88.51 88.97 89.16
EfficientNetB2 91.1 90.7 90.88 91.1
EfficientNetB3 91.83 91.61 91.64 91.83
EfficientNetB4 91.02 90.62 90.75 91.02
EfficientNetB5 90.13 89.89 89.94 90.13
EfficientNetB6 91.18 91.22 91.33 91.18
EfficientNetB7 91.75 91.46 91.67 91.75
InceptionResNetV2 | 47.09 40.7 50.22 47.09
InceptionV3 89.08 88.59 88.55 89.08
MobileNet 88.92 88.17 88.71 88.92
MobileNetV2 89.16 88.81 88.78 89.16
MobileNetV3Large | 92.72 92.44 92.74 92.72
MobileNetV3Small | 91.67 91.61 91.59 91.67
Xception 90.29 90.04 89.95 90.29

dialogue with the cybersecurity community to overcome
these challenges. Through these efforts, we aim to evolve the
Maloid dataset continually, ensuring it remains a valuable and
relevant resource for the fight against malware.

Vil. HOW TO UPDATE THE MALOID DATASET

Due to Android malware’s dynamic nature and ever-changing
landscape, it is essential to introduce a detailed plan and
strategy for keeping the Maloid dataset comprehensive
and up-to-date. Thus, recognizing the critical need for
having dynamic datasets in cybersecurity research, our
update methodology is designed to incorporate new malware
samples systematically, ensuring Maloid-DS remains an
invaluable asset for current and future malware detection and
analysis efforts. The update strategy is articulated through
several core components:

73524

o Automated Collection Mechanisms: Developing and
running automated scripts at scheduled intervals to
scrape new malware samples from a pre-defined list of
reputable and authoritative sources in the cybersecurity
domain, including cybersecurity databases, malware
repositories, and submissions to platforms like VirusTo-
tal by security researchers, ensuring a continuous and
timely addition of new samples to the dataset.

o Community Contributions and Crowd-Sourcing:
Leveraging the collective knowledge and resources
of the cybersecurity research community by inviting
researchers, practitioners, and enthusiasts to contribute
new malware samples, with a stringent validation
process before inclusion.

« Periodic Expert Review and Validation: Implement-
ing a regular review process conducted by a panel of
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experts to examine the dataset’s composition, integrate
new malware families, and adjust the categorization
schema to reflect emerging trends.

« Feedback Loop for Continuous Improvement: Estab-
lishing a feedback mechanism for users to report
discrepancies, suggest improvements and contribute to
the dataset’s evolution, ensuring its ongoing quality,
relevance, and effectiveness.

By adopting this comprehensive and multifaceted updating
approach, we ensure the Maloid dataset’s leading role in
Android malware studies. This strategy keeps the dataset
relevant and adaptable and solidifies its role as a pivotal
resource within the cybersecurity domain.

Furthermore, to address the dynamic nature of malware
and the invaluable role of community contributions in
enhancing the Maloid dataset, we outline a structured
mechanism for facilitating community feedback, corrections,
and new sample submissions:

o Online Contribution Portal: Create a dedicated online
portal that serves as the central platform for community
contributions. This portal will be designed with a
focus on user security and ease of use, ensuring that
researchers and practitioners can easily submit their
contributions.

o Submission Process: The portal will allow for the
submission of new malware samples, feedback on
existing dataset entries, and suggestions for corrections
or enhancements. Submissions can include a variety
of formats, such as binary files, feature sets, and
annotations.

« Verification Process: Each submission will undergo a
rigorous verification process. This includes automated
checks for relevance and integrity, followed by expert
review. The process ensures that all contributions meet
our standards for accuracy and relevance.

« Integration into the Dataset: Contributions that pass
the verification process will be integrated into the
Maloid dataset. For new malware samples, this includes
categorization and annotation based on our dataset
schema. For feedback and corrections, appropriate
adjustments will be made to ensure the dataset’s ongoing
accuracy and comprehensiveness.

o Acknowledgment and Recognition: Contributors
whose submissions are integrated into the dataset
will receive acknowledgment through our portal. This
recognition aims to encourage ongoing community
participation and highlight the collaborative effort
behind the dataset’s development.

o Continuous Improvement Cycle: The mechanism is
designed to be a continuous cycle of contribution,
review, and integration, allowing the dataset to evolve
in response to new threats and community insights. This
cycle ensures that the Maloid dataset remains a relevant
and valuable resource for malware research.
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Implementing this community engagement mechanism
will improve the Maloid dataset and foster a collaborative
ecosystem for advancing malware analysis.

VIil. CONCLUSION AND FUTURE WORK

The Android operating system is very popular with smart-
phone users worldwide, especially with its customization
feature. However, a consequence of this popularity is that
Android users are more likely to be targeted by attackers.
One of these attacks includes infecting the Android device
with malicious software. Although many existing ways try
to protect from these attacks, the continued increase in the
number of Android malware and their impact is a clear sign
of the inefficiency of the current solutions. Many of these
solutions depend on collected datasets that we believe have
many shortcomings.

Therefore, this paper introduced a unique, labeled, up-to-
date dataset called Maloid-DS (Malicious Android DataSet)
that succeeded in tackling the lack of existing datasets used
by current malware detection solutions. The uniqueness of
this dataset is due to the (1) comprehensiveness of malware
categories and families that reached 345 different families, (2)
the well-structuring of these malware families, (3) accurate
mapping of large malware samples with their corresponding
families, (4) precise and profound descriptions of all these
malware families, and (5) expose the source of all collected
malware samples. All these distinguished characteristics are
found in one reference, Maloid-DS.

This paper began by providing a comprehensive review
of related work. We reviewed previous work that developed
their datasets or provided an analysis of malware families.
We focused on the number of samples and families the papers
used and the diversity of the dataset sources. Additionally,
we analyzed papers that developed malware analysis tools
based on datasets. Moreover, we summarized all the analyses
and comparisons in a tabular format.

After that, we started detailing our own developed dataset.
First, we specified the process we followed to create the
Maloid dataset and the classification we used to categorize the
families. Then, we described the categories that we devised
when creating the dataset. Moreover, we described in detail
each malware family’s attack behavior and characteristics
in the seven categories. Finally, after detailing the dataset,
we provided three case studies as examples to guide how
researchers and developers can utilize Maloid dataset.

In summary, this paper produced a comprehensive dataset
containing many families and a high number of up-to-date
samples. We classified these families into different categories
based on their behavior. Furthermore, we provided a detailed
and specific description of the families we collected. As a
result, these findings and the dataset created will be shared
with the research, academic, and industrial communities.

In our pursuit of advancing the Maloid dataset, we are
introducing an ambitious plan to extend its scope and enhance
its utility for the cybersecurity research community. The
expansion strategy of the dataset considers (a) increasing
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the number of samples, especially for the malware families
with fewer samples than others. (b) moving beyond our
Android-centric focus to incorporate essential platforms such
as Windows, Linux, and iOS. This initiative offers a compre-
hensive, diverse, cross-platform resource for contemporary
cybersecurity threats, facilitating a more holistic malware
analysis approach. To ensure the dataset remains timely
and representative of the dynamic threat landscape, we will
adopt a structured methodology for continuously integrating
new malware variants, supported by automated collection
mechanisms and invaluable contributions from the broader
cybersecurity community. Collaboration will be a corner-
stone in this strategy as we seek to establish partnerships with
entities across academia, research, and industry.

However, we acknowledge that realizing these ambitious
goals is challenging. Key among these is the feasibility
of extending the dataset across multiple operating systems,
which necessitates overcoming technical, logistical, and legal
hurdles. For instance, collecting and integrating malware
samples from platforms like iOS needs to address privacy
policies and security measures. Additionally, continuously
updating the dataset to include new malware variants requires
significant computational resources and ongoing community
engagement to ensure a steady flow of relevant and diverse
contributions. Resource constraints also present a potential
roadblock, particularly regarding the funding needed to
support the expansion efforts, develop new dataset formats,
and maintain a high-quality, up-to-date resource. Moreover,
fostering productive collaborations and partnerships demands
effective coordination and alignment of goals among diverse
stakeholders in the cybersecurity ecosystem.

We are committed to finding innovative and practical
solutions to address these challenges by utilizing existing
relationships within the cybersecurity community, explor-
ing funding opportunities to support dataset development
and expansion, and adopting flexible, scalable approaches
to dataset management and update processes. We also
plan to dialogue with platform providers and regulatory
bodies to address legal and policy-related considerations,
ensuring our dataset expansion efforts comply with all
relevant standards and regulations. Through acknowledging
and planning for these potential challenges, we aim to
ensure that our efforts to enhance and expand the Maloid
dataset are both realistic and sustainable. By doing so,
we hope the Maloid dataset becomes an indispensable
tool for cybersecurity research, contributing significantly to
advancing malware detection and analysis methodologies and
bolstering global cybersecurity defenses.
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