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ABSTRACT Central bank digital currencies (CBDCs), particularly retail CBDCs intended for daily
public transactions, have garnered attention globally. Benefits of CBDC implementation heavily depend
on its design, which, if not executed well, can lead to technological and privacy issues. Through case
study examination, decision tree analysis, and IT system architecture modelling, this paper identifies key
architectural and technological facets of retail CBDCs. We propose a decision-making methodology allowing
policymakers to tailor CBDC design to their unique circumstances and requirements. In achieving this,
we first outline core and optional CBDC properties and examine design choices from existing projects,
form a list of assumptions affecting CBDC architecture and design, as well as vital design choices and trade-
offs. Our research includes the development of 36 distinct IT architectures for CBDCs, demonstrating how
different assumptions linked to policy objectives can influence the CBDC system design. These findings
offer practical guidelines for policymakers, emphasizing the necessity to clearly define and prioritize policy
objectives to form correct assumptions before applying our methodology. This approach helps to ensure that
the CBDC design is optimally aligned with national economic goals and technological capabilities.

INDEX TERMS CBDC, central bank digital currency, decision-making methodology, design choices,

IT architecture.

I. INTRODUCTION

Central bank digital currency (CBDC) - a digital form of
money that is issued and backed by a Central Bank (CB) - has
been a topic of significant interest in recent years. Countries
around the world explore the potential benefits and draw-
backs of issuing digital versions of their national currencies.
There is a distinction between wholesale and retail (or general
purpose) CBDC. In this paper, we focus on retail CBDC.

As of July 2023, there are four production-ready retail
CBDCs in the world — in the Bahamas, the Eastern
Caribbean, Nigeria and Jamaica [1]; around 100 coun-
tries are exploring CBDCs [2]. The reasons why CBs are
exploring CBDCs include decreased cash use, accelerated
by the Covid-19 pandemic, and the rise of digital cur-
rencies like Bitcoin. Moreover, CBDCs may offer benefits
such as enhanced accessibility, offline payments, innovation
potential, monetary control, and security. However, these

The associate editor coordinating the review of this manuscript and

approving it for publication was Francisco J. Garcia-Penalvo

potential advantages of CBDCs are not guaranteed, and the
specific benefits of a CBDC depend on how it is designed and
implemented. As with any new financial technology, there
is a risk that the introduction of a CBDC could have unin-
tended negative consequences including risks to monetary
sovereignty, financial stability, technological vulnerabilities
or design mistakes, privacy concerns [3]. Many countries
are still in the early stages of investigating the case for
introducing a CBDC, with key design choices still under
consideration. In designing a retail CBDC, there is a myriad
of key architectural and technological aspects that should
be considered. Elsayed and Nasir [4] highlight that ‘“‘there
is no global consensus regarding the underlying technology
of CBDCs”. Indeed, despite the growing body of research,
significant theoretical gaps remain regarding the optimal
architectural and technological frameworks for implementing
retail CBDCs. These gaps are crucial as they pose a chal-
lenge for policymakers and financial institutions aiming to
build a CBDC system. This paper seeks to address these
gaps by proposing a structured methodology to assist in
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TABLE 1. CBDC definitions.

Ne Sources Definition
1 Lober & Houben (2018); BIS (2020); World | a digital form of CB money that is different from balances in traditional reserve or
) Economic Forum (2023). settlement accounts [5, 6, 7]
2. U.S. Department of the Treasury (2022) a digital form of a country’s sovereign currency [8]
3. Son, Bilgin, & Ryu (2022) a CB-issued digital currency denominated in the national unit of account [9]
4 Kiff, Alwazir, Davidovic, Farias, Khan, Khiaonarong, | a digital representation of sovereign currency that is issued by a jurisdiction’s monetary
: ... & Zhou (2020) authority and appears on the liability side of the monetary authority’s balance sheet [10]
5 Allen, Capkun, Eyal, Fanti, Ford, Grimmelmann, ... & | fiat currencies issued by CBs in digital form in place of, or as a complement to, physical
) Zhang (2020) currency [11]
a credit-based currency in terms of currency value, a crypto-currency from a technical
6. Yao (2018) perspective, an algorithm-based currency in terms of implementation and a smart
currency in application scenarios [12]
" Board of Governors of the Federal Reserve System | a digital liability of the Federal Reserve that is widely available to the general public
i (2022) [13]
3 Lovejoy, Fields, Virza, Frederick, Urness, Karwaski, | a currency that is electronic, a liability of the CB denoted in the national unit of account,
i} ... & Narula (2022) broadly available, and used for retail and person-to-person payments [14]
9. Bjerg (2017) electronic, universally accessible, CB issued money [15]
universally accessible and interest-bearing CB liability, implemented via distributed
10. Barrdear & Kumhof (2016) ledgers, th};t competes with bank deposits fs medium ofy exchgnge [16]
11. Pocher & Veneris (2021) institutional frameworks of programmable money investigated by many CBs [17]
a kind of digital liability issued and guaranteed by a sovereign CB that operates in a
12. Jiang & Lucero (2021) digital infrastructure with potentially more affordances than previous kind of currency,
such as electronic accounts or paper cash [18]
13. Bech & Garratt (2017) gives broad access to accounts at the CB [19]

the decision-making process for designing CBDC systems.
We address the following research questions, using case study
examination, decision tree analysis, IT system architecture
modelling:

e What are the key design choices and trade-offs in CBDC
systems?

e What assumptions affect CBDC architecture and design?

e What target architecture could look like depending on the
assumptions of the CBDC?

Research on CBDC design choices can help policymakers
understand the potential impacts of different design choices
and make informed decisions. In this paper, four major
terms are used: design choice, assumption, trade-off, and
add-on. The central concept in the research is technology
and architecture design choice. Design choices involve a set
of trade-offs (decisions to accept one option over another).
Design choices are based on a variety of factors (assump-
tions), such as priorities, constraints, requirements of the
system, etc. Every assumption includes a list of questions
to be answered to determine design choices. Add-on is a
feature that enhances the functionality of the system and can
be implemented at any CBDC system (although some designs
can facilitate their implementation).

Il. METHODS
Methods of the research include:

e Comparison analysis of existing research which can help
to identify key issues and challenges related to CBDC design,
as well as existing approaches and solutions.

e Case studies: Studying the experiences of countries or
organizations that have implemented or are in the process of
implementing CBDCs can provide valuable insights into the
design and implementation process, as well as the potential
impacts and outcomes of CBDCs.
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e Decision tree analysis: a modelling tool which resembles
a tree, where each branch represents a possible decision, out-
come, or reaction. The model inputs questions (assumptions)
leading to a decision.

e IT Systems Architecture Modeling: a technique used to
describe the structure of an IT system which can be used
for understanding and planning the interaction of the system
components, exploring different scenarios, and testing the
feasibility of different approaches. Also, such models can
serve as a reference during implementation and maintenance.
Specifically, conceptual (logical) models are used to describe
the logical components of the system and their relationships.

In terms of paper’s methodology, four major terms are
used: design choice, assumption, trade-off, and add-on. The
central concept in the research is design choice. Design
choice refers to a decision to be made on the CBDC'’s tech-
nology and architecture. Design choices involve a set of
trade-offs. A trade-off refers to a decision to accept one option
over another. Design choices (incl. trade-offs) are based on a
variety of factors (assumptions), such as the priorities, con-
straints, requirements of the system, etc. Every assumption
includes a list of questions to be answered which determine
design choices. Add-on is a feature that enhances the func-
tionality of the system, it can be implemented at any system
(although in some realizations it can be done easier and bring
more value) and does not directly affect design choices (but
can be affected by other assumptions).

Ill. LITERATURE REVIEW AND IDENTIFICATION OF KEY
DESIGN CHOICES AND ASSUMPTIONS

To identify key design choices for retail CBDC it is necessary
to clearly understand what a CBDC is in the first place,
drawing on a broad range of existing literature. Table 1.
presents definitions suggested by different researchers.
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TABLE 2. Properties of various forms of money: Cash, Bank deposits, Central bank Reserves, CBDC.

Property Cash Bank deposits CB reserves Retail CBDC
Electronic v v v
CB issued v v v
Universally accessible v v v

The examples of definitions above suggest that there is no
consensus on the definition of a CBDC. Some authors (e.g.,
[8], [15]) provide only a very general description of CBDC,
while others (e.g., [6]) attribute to CBDCs the features of
crypto currencies. The variety of definitions and the absence
of consensus among scholars illustrate the complexity and
evolving nature of CBDC conceptualization.

CBDC can be defined using comparison with other forms
of money [14], [15], [19], [20], see Table 2.

CBDCs, apart from deposits, are digital currencies issued
and backed by a Central Bank. Deposits, on the contrary,
are created when banks issue loans: Whenever a bank makes
a loan, it simultaneously creates a matching deposit in the
borrower’s bank account [21]. CBDCs are electronic (in con-
trast to cash). CBDCs differ from CB reserves in that they
are accessible to the general public. To get a deeper under-
standing of what defines CBDC, let us consider its features
suggested by different authors:

1) Issuance by a CB [10], [13], [14], [15], [16], [22];

2) Legal tender [8], [10], [23];

3) Liability of the CB (CB backed) [10], [16], [17], [22],
(23];

4) Convertibility one-for-one into other forms of
money [6], [8], [20], [23];

5) Electronic form [14], [15], [16], [22], [23];

6) Universal accessibility (availability to general public)
[13], [14], [15], [16];

7) Programmability [10], [17];

8) Ability to make offline transactions [6];

9) Interest bearing instrument [16];

10) Decentralization [16].

Out of 10 features listed above, decentralization might
be the most complex one and needs clarification. Decen-
tralization refers to the distribution of power, authority,
or decision-making in a system or network. In the context
of digital currencies, decentralization implies that CBDC
platform does not rely on a single authority (a CB) to
issue, manage, and control the currency. Instead, these func-
tions are distributed among various participants or nodes
in the network, based on a consensus mechanism. Accord-
ing to Buterin [24], the co-founder of Ethereum, there are
three types of decentralization: architectural, political, and
logical. Although CBDCs can be architecturally decentral-
ized, they are always politically and logically centralized.
Architectural decentralization is achieved through a DLT —
a single database where multiple identical copies are dis-
tributed among several participants [25]. DLT enables the
decentralized management and storage of transactional data
across a network of participants or nodes, without a central
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authority maintaining a single copy of the ledger [26]. Nodes
maintain copies of the transaction history, making it difficult
to alter the data [27].

Such features as consistent availability, resistance to cyber-
attacks, compliance with AML and CFT, high throughput,
scalability, security, disaster recovery, and interoperability are
not included in the table since these non-functional require-
ments can be attributed to any large-scale financial system of
national importance.

Out of the 10 core features of CBDC described above,
six (1-6) can be defined as core ones. If at least one of the
core features is missing, the system cannot be considered a
retail CBDC. Therefore, design decisions cannot affect them.
The last four features (7-10) can be considered as additional
(optional) features rather than core or obligatory ones. While
these features may have certain benefits in certain contexts,
they are not necessary for a CBDC. Consequently, design
decisions can affect them.

Currently, there are many research projects in progress
around the world related to the CBDC. Around the globe,
many CBs are researching or even piloting CBDC projects.
In the USA, the Boston Federal Reserve Bank and MIT’s
Project Hamilton focuses on CBDC transactions’ speed, scal-
ability, and fault tolerance [14]. This initiative, rooted in
centralized trust and the UTXO transaction mode, showcases
strengths in privacy and transaction scalability but confronts
challenges in auditability and future adaptability. Parallel to
this, China’s digital yuan, the E-CNY, offers the uniqueness
of functioning like cash, with the innovative feature of offline
transactions simply by closely shaking phones [18]. Sweden’s
e-krona, developed on the Corda DLT platform using UTXO
model, presents a hybrid model where the CB plays a pivotal
role in issuing the currency, commercial banks execute retail
transactions, with notaries preventing double-spending [28].

Design choices considered in existing research include:
permissioning, access model, privacy-enhancing technol-
ogy, signatures, anonymous transactions, holding limits,
decentralization, fungibility, architecture, offline mode, pro-
grammability, interest bearing, and data model [10], [11],
[17], [22], [23], [29], [30], [31], [32]. Although some
authors consider offline mode, Privacy-Enhancing Technol-
ogy (PET), and possibility to conduct anonymous transac-
tions as design choices, we believe that these are not design
choices, but rather assumptions which affect design choices:

e The level of anonymity required for the CBDC can be
an important factor to consider in determining the access
model. Token-based CBDCs offer a higher level of anonymity
than account-based CBDCs, as they do not require user
identification for every transaction. Moreover, whether the
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TABLE 3. Architecture types.

Single-tier architecture

Two-tier architecture

Hybrid

Issuing party

CB

CB

CB

Onboarding and
KYC

Commercial banks / payment
service providers (PSPs)

Commercial banks / PSPs

Commercial banks / PSPs

. Privacy concerns, as
the CB would have direct

efficiency and increased cost compared
to single-tier architecture.

responsibility

Transactions CB (all retail transactions) PSPs (all retail transactions) CB and PSPs (all retail transactions)

handling CB (wholesale transactions)

Advantages . Simplicity. . Reduced operational and | e Allows the CB to restart the payment
. Financial inclusion | technological burden on the CB. system if intermediaries fail (in case the CB keeps
promotion due to direct | Maintains the role of | the full ledger, with all the information on the
relationship between the CB | commercial banks and PSPs in the | conducted transactions).
and end-users. financial system, promoting stability. . Combines advantages of single-tier and
. Reduced . Allows for more innovation | two-tier architectures.
counterparty risk: the CB is the | and competition in the provision of
sole issuer and guarantor of the | CBDC-related services, as intermediaries
CBDC. can develop their own solutions.

. Faster and cheaper
transactions.

Disadvantages . Increased . Increased counterparty risk: | e Increased complexity in the coordination
operational and technological | transactions involve multiple parties. and synchronization of ledgers between the CB and
burden on the CB. . Possible exclusion of | intermediaries.

. Possible unbanked and underbanked populations | e Reduced level of transaction efficiency
disintermediation of | if they cannot access services from | and increased cost compared to single-tier
commercial banks and payment | intermediaries. architecture.

service providers. . Reduced level of transaction | e Combines disadvantages of single-tier

and two-tier architectures.

access to transaction data of all
users.

CB wants to allow users to conduct anonymous transactions
affects PET.

e Offline mode will play a role in determining data model.
UTXO-based model may be more challenging to implement
in an offline scenario, as the user would need to track mul-
tiple UTXOs and their corresponding balances locally on
their device. Moreover, offline mode affects key management
model.

e PETs are a part of privacy assumption for data model
design choice. Advanced PETs are easier to implement
UTXO models. For instance, in UTXO models Mimblewim-
ble protocol can be used to reduce the amount of open data in
each transaction.

Programmability, holding limits, and interest bearing are
add-ons rather than design choices or assumptions since they
can be implemented at any system. Programmability refers
to whether developers can code rules into a CBDC system.
Such rules can be embedded at any CBDC system: central-
ized or decentralized, based on token-based or account-based
models, etc. The possibility to bear interest and hold limits
are examples of simple programmability which is why they
can also be characterized as add-ons.

Moreover, there are some design choices (permission-
ing and fungibility) highlighted by other authors which
in essence have one straightforward answer (there are no
options, no trade-offs for CBDC).

e Permissioning: Permissioned / Permissionless. CBDC
system should be permissioned because in a permissionless
CBDC system anyone can participate in the network without
any approval or authorization from the CB which goes against
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the core principles of central banking — maintaining financial
stability and regulating monetary policy.

e Fungibility: Fungible / Non-Fungible Units. Fungibility
means that individual units of the currency are interchange-
able and indistinguishable from one another. CBDC should
be fungible since CBDC is intended to function as a digital
representation of a country’s fiat currency.

The limitations of the research include the necessity to
analyze the access model (account-based or token-based)
and the data model (UTXO or account balance data model)
as a combined design choice due to their interdependency.
Signatures design choice should be expanded to digital signa-
tures and key management design choice. Architecture type,
and decentralization design choices remain as described in
existing research.

IV. MAPPING CBDC DESIGN: FROM CORE
ARCHITECTURES TO DIGITAL SIGNATURES

A. ARCHITECTURE TYPE: SINGLE-TIER / TWO-TIER /
HYBRID

Auer and Bohme [31] identified three CBDC architectures:
single-tier, two-tier, and hybrid. These differ in the involve-
ment of intermediaries and distribution mechanisms, but in
each case, the central bank is the sole issuer of CBDC. Key
features, as well as advantages and disadvantages of three
architecture types, are summarized in Table 3.

According to Pocher and Veneris [17], two-layer mod-
els (which include two-tier and hybrid architectures) may
be favored by CB, as they traditionally interact with com-
mercial banks and PSPs rather than with public end-users.
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‘Who should be responsible for
validating and executing (ransactions?
1) Commercial banks and PSPs validate
and execute transactions OR 2)

i Commercial banks und PSPs are 2
: responsible only for customer interaction

| functionality (retail transactions are

! exceuted solely by the CB)

What should be the role of the CB
in validating transactions?
1) The CB validates the whole
transaction OR 2) The CB conducts
only double-spending checks (sees
only transaction and token 1Ds)

efficlency
Trade-offs:

F——

I

1

1

I

|

1

I

I

1

! OPTION 4.

| Hybrid architecture; DLT: two layers of consensus: first layer
1 ~ participants with PoA consensus algorithm; second layer

I (after consensus on the first layer is reached) - non-validating
1 notary service of the CB; low performance & scalability;
i y can serve as a tamper-proof for
I enforeing agreements without relying on intermediarics
I

1

1

1

I

I

1

OPTION 3.

Hybrid architeeture; DLT; ¢.g., PoA (Proof of Authority) efliciency privacy
consensus algorithm: consensus can be reached by at least 3 Tradeom: _ scalability
0 ¥ ade-offs: e ability
out of 4 validators, where 2 validators belong to the CI3, the decentralization ~———" e

rest two belong (o any participants, which guarantees that
transaction will not be conducted without CB's validation;

1

Single-tier architecture; conventional architecture (not

DLT); access (read only) to all participants to see the details

on transactions; the CB validates the whole transaction;
high performance & scalability; potential benefits of

|
]
|
|
|
:
OPTION1. i
|
|
]
|
|
programmability are linited ]

decentralization ———

v

THow should information on
transactions be shared?

) Among all participants in the CBDC
Platform OR 2) Only between

articipants engaged in g

Who should be responsible for
validating and executing (ransactions?
1) Commercial banks and PSPs validate
and execute transactions OR 2)
Commercial banks and PSPs are
responsible only for customer interaction
functionality (retail transactions are
exceuled solely by the CB)

OPTION 2.
Single-tier architecture; conventional architecture (not DLT);

privacy ) -
ey | only the CB sees details on all transactions; the CB validates
————~ scalability | the whole transaction; high performance & scalability;
~==- performance : potential benelits of programmability are limited
efficiency priviicy
Trade-ofs: o ralization ~=————— ScAlabllity
performance

‘What should be the role of the CB
in validating transactions?

1- 1) The CB validates the whole .2
transaction OR 2) The CB conducts 1
only double-spending checks (sees :
only transaction and token IDs) |
|
I
v
OPTION 6.

Hybrid architecture; conventional architecture (not DLT); the CB
validates only double-spending; high performance & scalability:;

P low & scalability; can serve
: s p
4s 4 tamper-proof for enforcing ag OPTIONS.

without relying on intermediaries Hybrid architecture; conventional architecture (not DLT); the CB validates
the whole transaction afler participants’ validation: high performance &

efficiency privacy scalability; potential benefits of programmability are limited

5 S — v efficiency privacy
Tradeoffi: g centralization ——————" Scalability arde Sl g e
— performance GO o cilization —————— Scalability
~ performance

FIGURE 1. Decision-making process on architecture type and decentralization design choices.

potential beneits of programmability are limited

efficiency privacy
Teadeofls: g enuralization - ——— Scalability
~—— performance

Such models can leverage existing customer-facing services
and avoid unnecessary duplication of KYC resources. Some
argue that two-tier architecture does not warrant the CBDC
label [31]. Indeed, in the two-tier architecture, the CB remains
responsible only for the issuance of the wholesale CBDC, the
retail part is not a direct claim on the CB (currency is not
CB backed) and, therefore, such system cannot be considered
a proper retail CBDC system. Earlier in this paper, 6 core
features of CBDC were identified. If at least one of the
core features is missing, the system cannot be considered a
retail CBDC. Two core features are missing in the case of
two-tier architecture: issuance by a CB and liability of the
CB. Therefore, two-tier architecture cannot be used for a
retail CBDC.

From advantages and disadvantages described in Table 3,
a trade-off between transaction efficiency and privacy can
be derived. In the one-tier architecture, the CB has direct
access to transaction data of all users, but transactions can be
settled very fast as there are no intermediaries. In the hybrid
architecture, there is a reduced level of transaction efficiency
due to involvement of intermediaries but there is a possibility
for commercial banks and PSPs not to share their clients’ data
with the CB (in this system anonymity of a client towards the
CB can be achieved).

Assumption affecting the architecture type design choice
is responsibility for retail transactions execution. If the
CB argues that retail transactions should be executed by
commercial banks and other payment service providers, then
a hybrid architecture type should be chosen. In case the
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CB is supposed to be a sole transactions executor, single-
tier architecture is the option. Since architecture design
choice is closely interconnected with decentralization design
choice, the decision-making process on architecture
design choice (illustrated as decision tree) is embedded
into the decision-making process on decentralization design
choice (Fig. 1).

B. DECENTRALIZATION DESIGN CHOICE

DLT can be used as the underlying infrastructure for CBDCs,
providing a secure and transparent way to manage transac-
tions and records. Benefits of DLT usually include resilience
(fault tolerance), security (attack resistance), transparency,
efficiency (through removal of intermediaries), decentraliza-
tion of power, immutability. Let us consider all the benefits
stated above through CBDC perspective.

1) RESILIENCE (FAULT TOLERANCE)

DLT is considered to make the system more resilient because
it is not dependent on a single central authority. In CBDC
the CB is the only participant that can issue digital currency.
CBDC, according to its core features, is a liability of the CB
guaranteeing that every token is CB backed. Therefore, the
CB, being the operator of the platform, must participate in
the verification of all transactions, thus being a single point
of failure. Moreover, all nodes in the CBDC platform run the
same client software, which also poses a threat in case this
software has a bug. This eliminates the resilience advantage
that DLT provides.
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OPTION 1.
Account-based access and data model

Trade-off: privacy regulatory control

‘Which is the first priority, smart contracts and
system performance or privacy options for retail
users?

1) Ability to implement smart contracts and higher
performance of the system OR 2) Greater privacy
options for retail users

OPTION 2.
Token-based (UTXO) access and data model

Trade-off: privacy regulatory control

FIGURE 2. Decision-making process on access and data model design choice.

2) SECURITY (ATTACK RESISTANCE)

If one node on the network is compromised, the rest of the
network remains secure. However, in CBDC if the CB is
compromised, the whole system is compromised since CB
is operator of the platform.

3) IMMUTABILITY
After records are written into a distributed ledger, they cannot
be altered by any other party.

4) TRANSPARENCY
In systems employing DLT all participants have access to the
same information which allows for increased accountability.

5) EFFICIENCY

DLT may increase efficiency and reduce the time it takes
to complete transactions by removing intermediaries since
transactions can be conducted and verified directly by par-
ticipants. The end users of CBDC are the citizens of a
country who have no access to the CBDC platform where
only second-tier-banks and CB operate. Moreover, the CB
should check every CBDC transaction, being a bottleneck of
the platform and making it less efficient.

6) DECENTRALIZATION OF POWER

When implementing DLT in CBDC platform, there still will
always be a node (or a cluster of nodes) of a CB that will have
more rights than other network participants. For example,
the CB is the only participant that can issue digital currency
which eliminates the decentralization of power advantage that
DLT brings.

Among the six potential advantages of DLT, transparency
and immutability remain the most significant. Depending on
the CBDC requirements, the transparency advantage might
not be important or even desired for CBDC. The immutability
feature can be used to distribute trust and governance in
countries where the CB has a lower level of trust. Conse-
quently, the need for transparency and distribution of trust and
governance within the CBDC platform can be considered as
assumptions defining the decentralization design choice.

All in all, CBDCs cannot be fully decentralized (even
from architectural perspective). This position is confirmed
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by other authors. McKinsey [33] claims that CBDCs are
typically centralized by design, as they are issued and man-
aged by a CB or government. According to Rahman [34],
the CBDC is centralized since the nature of the CB is cen-
tralized. The decentralized model of CBDC proposed in the
paper [34] is only for international transactions between
member countries, where a decentralized CBDC is issued
and managed jointly by many CBs. According to National
Bank of Ukraine [35], use of DLT for decentralizing the
transaction validation function contradicts the principle that
only the CB may issue CBDC. Other authors do not see con-
tradiction between CBDC and DLT but state that CBDCs do
not necessarily deploy DLTs [16], [17]. If the CB decides to
use DLT for the digital currency’s underlying infrastructure,
consensus algorithm is required to ensure that all participants
in the network agree on a single version of the shared ledger,
maintaining consistency, integrity, and security [36]. More-
over, DLT type should be chosen: blockchain, block-based
directed acyclic graph, or transaction-based directed acyclic
graph [37].

Alternative to DLT is a conventional centralized database
system. In this case, the CB is the sole trusted authority
responsible for the validation, confirmation, and security
of transactions, as well as the maintenance of the CBDC
ledger. Centralized databases have advantages like ease of
implementation and control, as well as high performance and
scalability. They can be verifiable ledgers where a single
entity or organization maintains control over the database, but
the data recorded in the ledger can be independently verified
by other parties (e.g., through authenticated data structures)
[11], [38]. Fig. 1 presents the decision-making process on
architecture type and decentralization design choices.

C. ACCESS AND DATA MODEL
The key distinction between token-based and account-based
models is the form of verification needed when a transaction
is executed [39]. Token-based model relies on the ability of
the payee to verify the validity of the payment object [5]. In an
account-based model, the identity of the account holder is the
form of verification needed when a transaction is executed.
The first assumption influencing the design choice is
implementation of smart contracts. Smart contracts are easier
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to implement in an account-based system where an account
can be a smart contract, which stores and manages data.

Performance is the second assumption. Account-based
systems are more efficient: a transaction is processed by
deducting the transaction amount from the sender’s account
balance and adding it to the recipient’s one. In a UTXO-
based model, a transaction references previous transactions
as inputs and creates new outputs. This involves multiple
UTXOs management, which is more data-intensive and com-
putationally expensive, especially for large transactions with
many inputs or outputs. Moreover, since an account-based
model updates account balances directly, it is easy and
fast to check the state at any given time. In a UTXO-
based model, the balance of an address is determined by
summing up the values of all UTXOs associated with that
address. Although UTXO-based systems have the advan-
tage of transaction independence, managing and searching
through UTXOs and validating the history of UTXOs can
become resource-intensive as the number of transactions
grows. Therefore, account-based systems tend to demonstrate
higher performance.

Another assumption is privacy. UTXO-based systems
can potentially offer greater privacy than account-based
ones [17], [40].

While in UTXO model transactions are traceable, it is
harder to link transactions together to track the activities of
a specific user, especially if the user uses different addresses
for each transaction (e.g., this can be enabled by stealth-
addresses). The UTXO model allows for implementation of
advanced privacy-enhancing technologies (e.g., Mimblewim-
ble protocol). Also, the UTXO model may provide more pri-
vacy because each transaction output can be spent separately,
making it harder to link transactions together. Fig. 2 presents
the decision-making process on access and data model.

D. USER DIGITAL SIGNATURES AND KEY MANAGEMENT

The CBDC system could use a no-signature approach, where
transactions are not signed or use signatures which requires
asymmetric cryptography implementation. The first assump-
tion influencing the design choice is offline functionality.
In offline-mode, direct communication with the commer-
cial bank / PSP is not possible in real-time. Therefore,
user signatures are required to serve as a means of validat-
ing and authorizing transactions conducted offline. Another
important assumption is security. Digital signatures can help
to protect against unauthorized modifications or fraudulent
activities, ensuring that the transactions are genuine and that
the payment details have not been tampered with. Perfor-
mance is the third assumption. Digital signatures and the
necessary verification processes can add complexity and
potentially slow transactions. Consequently, if the CB’s pri-
ority is transaction speed and scalability, digital signatures
might be seen as a hindrance. In this regard, there is a trade-off
between performance and security in terms of signatures:
Stronger digital signatures can increase the security of a
system by making it harder for malicious actors to tamper
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with transactions. However, digital signatures also increase
the computational overhead of the system, slowing down
transaction processing times and reducing overall efficiency.

In case user digital signatures are used, another question
arises: Who should hold the private key. They can be held by
users themselves (e.g., on their devices) or by the commercial
banks / PSPs. The CB must not hold users’ private keys.
Otherwise, the key idea of digital signatures implementation
(that only user can sign their transaction and, therefore, spend
their money) is destroyed.

If private keys are held by users, users maintain control of
their own digital assets and transactions, which strengthens
the trust in the digital signature process. On the flip side, if a
user stores the private key on a device without any backups
and loses that device, it can have significant implications for
the security and accessibility of the private key and associated
data.

If a commercial bank or a PSP holds a user’s private keys,
it has control over the user’s digital assets. The bank uses a
user’s private key to sign a transaction on their behalf, and
anyone can verify the transaction using the corresponding
public key. In terms of non-repudiation mechanism, since a
commercial bank / PSP controls the private key, the com-
mercial bank / PSP, not the user, would be the entity that
could not deny having signed a transaction. This could still
provide a measure of accountability within the banking sys-
tem itself, but it would not provide non-repudiation from
the user’s perspective. Moreover, the commercial bank / PSP
holding users’ private keys becomes a single point of failure:
If the commercial bank’s / PSP’s systems were compromised,
attackers could potentially gain access to many users’ pri-
vate keys, leading to large-scale fraud or theft. While it is
technically possible for a commercial bank / PSP to hold
users’ private keys and use digital signatures in this way,
it would raise significant issues around security, trust, and the
balance of power between commercial banks / PSPs and their
customers. Still, users do not need to worry about protecting
their private keys, which could be a benefit for individuals
lacking the necessary skills or technology to securely manage
a private key.

The design choice on where to store the private key
depends on several assumptions:

1) Offline functionality: If offline functionality is required,
the private keys should be stored on the user’s device. Other-
wise, the user will not be able to sign the transaction.

2) Infrastructure: If the existing infrastructure, such as
mobile devices or secure hardware, can adequately support
private key storage and management, then storing keys on
users’ devices could be feasible.

3) User competence: If it is assumed that users are knowl-
edgeable, competent, and responsible enough to handle their
private keys securely, then storing keys on users’ devices
could be feasible. If user competence is high, policymakers
can let the user decide where to store their private keys.

There are two trade-offs between user control over their
funds and user experience and between user control over
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FIGURE 3. Decision-making process on user digital signatures and key management design choice.

TABLE 4. CBDC design choices, assumptions, trade-offs and high-level options in the design choice.
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Design Choice Assumptions Trade-Offs High-Level Options in The Design
Choice
Architecture Type . responsibility for . efficiency and privacy . single-tier
retail transactions execution . hybrid
Decentralization . transparency . decentralization and . DLT
. distribution of trust scalability . conventional architecture
and governance . decentralization and
performance
Access and Data Model . smart contracts . privacy and . token-based model
. privacy regulatory control . account-based model
. performance
User Digital Signatures and Key . offline functionality . security and . no-signature approach
Management . security performance . implementation of signatures
. performance . user control over their | (private keys are stored by commercial
. infrastructure funds and user experience banks / PSPs)
. user competence . user control over their . implementation of signatures
funds and security (private keys are stored on users’ devices)

their funds and security. Fig. 3 presents the decision-making
process on digital signatures and key management design
choice.

V. TARGET IT ARCHITECTURES FOR CBDC GIVEN
DIFFERENT ASSUMPTIONS

CBDC design choices, assumptions, trade-offs and high-level
options in the design choice are summarized in Table 4.

As shown in Fig. 1-3, there are 6 options in the architecture
type and decentralization design choices, 2 options in the
access and data model, 3 options in the user digital signatures
and key management design choice. Since every group of
options is independent, the total number of IT architectures
given these design choice options is equal to the product of

66136

these options — 36 (given in the Appendix A). All possible
combinations of assumption options and the resulting archi-
tectures are presented in the Appendix B. Two examples of
CBDC conceptual architecture diagrams are presented below,
illustrating the following aspects: retail CBDC platform con-
tour; main participants; interactions between the participants;
functions of every participant; for retail CBDC platform, API
Layer, business logic layer and data layer are depicted; where
private keys are stored (if any) illustrating the participant
signing the transaction.

Fig. 4 presents an architecture diagram that is recom-
mended for consideration when policymakers decide that:

1) Information on transactions should be shared among all
participants in the CBDC Platform.
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FIGURE 4. Architecture diagram (architecture option No 26 according to Appendixes A and B).

2) Participants validate and execute transactions.

3) The CB validates the whole transaction.

4) The priority is the ability to implement smart contracts
and higher performance of the system rather than greater
privacy options for retail users.

5) Offline functionality is not required (though it might be
implemented, it is not the priority).

6) The priority is security (protection against unauthorized
modifications or fraudulent activities) rather than perfor-
mance, incl. high transaction speed and scalability.

7) The existing infrastructure (mobile devices or secure
hardware) can adequately support private key storage and
management.

8) Users are not competent enough to handle their private
keys securely.

Such assumptions imply the following technological and
architectural features of the retail CBDC design:

1) Hybrid architecture: transactions are executed by com-
mercial banks and other payment service providers. In Fig. 4
commercial banks and PSPs are depicted inside the CBDC
Platform contour.

2) DLT: such design choice is made because of two
assumptions made — information on transactions should be
shared among all participants in the CBDC Platform and
participants validate and execute transactions. In Fig. 4 com-
mercial banks and PSPs, as well as the CB, are interconnected
with bidirectional arrows.

3) Account-based model: since the importance of perfor-
mance and ease of smart contract implementation outweighs
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the importance of greater privacy options, account-based
should be used.

4) Implementation of signatures: although offline func-
tionality is not necessarily required, the priority is security
(protection against unauthorized modifications or fraudulent
activities) rather than performance meaning that user signa-
tures must be implemented.

5) Asymmetric cryptography: asymmetric cryptography is
a prerequisite for signatures implementation.

6) Private keys are stored by commercial banks / PSPs:
although the existing infrastructure can adequately support
private key storage and management, users are not competent
enough to handle their private keys securely.

7) Offline functionality cannot be implemented: the private
keys are stored by commercial banks which hinders offline
mode implementation.

Described architecture design implies the importance of
following priorities over others:

e Privacy over efficiency (due to hybrid architecture).

e Decentralization over scalability (due to DLT implemen-
tation).

e Decentralization over performance (due to DLT
implementation).

e Regulatory control over privacy (due to account-based
access and data model).

e Security over performance (due to signatures implemen-
tation).

e User experience over user control over their funds (due
to storage of private keys by commercial banks / PSPs).
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FIGURE 5. Architecture diagram (architecture option No 1 according to Appendixes A and B).

e Security of private key storage over user control over
their funds (due to storage of private keys by commercial
banks / PSPs).

Fig. 5 depicts architecture diagram that is recommended
for consideration when policymakers decide that:

1) Information on transactions should be shared among all
participants in the CBDC Platform.

2) Commercial banks and PSPs are responsible only for
customer interaction functionality (retail transactions are exe-
cuted solely by the CB).

3) The first priority is greater privacy options for retail
users rather than the ability to implement smart contracts and
higher performance of the system.

4) Offline functionality is required (CBDC without offline
is not going to be implemented).

Such assumptions imply the following technological and
architectural features of the retail CBDC design:

1) Single-tier architecture: only the CB executes transac-
tions.

2) Conventional architecture (not DLT): although informa-
tion should be shared among all participants, only the CB
can make a decision whether to execute a transaction, other
participants have a read only access. Consequently, DLT is
not a viable option for such assumptions.

3) Access (read only) to all participants to see the details
on transactions: the CB has a special service called CBDC
Explorer allowing participants to view and explore the ledger
with transactions.
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4) The CB executes and validates the whole transaction:
see the corresponding functions in the business logic layer in
the CB contour.

5) Commercial banks / PSPs are only responsible for
onboarding and KYC: commercial banks / PSPs do not
execute transactions, they are outside the CBDC Platform
contour.

6) Potential benefits of programmability are limited:
centralized control restricts the ability for commer-
cial banks and PSPs to implement new functionalities
and customize the system according to their specific
requirements.

7) Token-based (UTXO) model: since the importance of
privacy is bigger than performance and ease of smart contract
implementation, UTXO should be used. This model can offer
more privacy but makes it harder to meet AML and KYC
requirements.

8) Implementation of signatures: since there is an assump-
tion that offline functionality is required, signatures are a
must.

9) Asymmetric cryptography: asymmetric cryptography is
a prerequisite for signatures implementation.

10) Private keys are stored on users’ devices: to enable
offline functionality, private keys must be stored on users’
devices.

Described architecture design implies the importance of
following priorities over others:

o Efficiency over privacy (due to single-tier architecture).
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e Scalability over decentralization (due to conventional
architecture).

e Performance over decentralization (due to conventional
architecture).

e Privacy over regulatory control (due to token-based
(UTXO) access and data model).

e Security over performance (due to signatures implemen-
tation).

e User control over their funds over user experience (due
to storage of private keys on the users’ devices).

e User control over their funds over security (due to storage
of private keys on the users’ devices).

VI. DISCUSSION

While many papers focus on the implications of the CBDC
adoption [41], [42], [43], we studied design principles of
CBDC, aiming at identifying architecture and technology
design choices for retail CBDC and suggesting methodology
for decision-making on CBDC design choices.

CBDC design choices heavily depend on the objectives
policymakers aim to achieve with the CBDC system. These
objectives might include advancing innovation and tech-
nologies, enhancing financial inclusion, financial system
resilience, improving payment efficiency, maintaining mon-
etary sovereignty, etc. The objectives should not only be
clearly defined but also prioritized since trade-offs inevitably
arise when designing CBDC system. Policymakers have to
constantly select options which require sacrificing the ben-
efits associated with other options. Our study outlines these
trade-offs explicitly, offering a unique contribution by illus-
trating how different combinations of design choices impact
the achievement of policy goals. Moreover, policymakers
should invest in educating the public, commercial banks /
PSPs, legal entities, and other stakeholders about CBDCs.
Transparent communication about the benefits, risks, and
design choices of CBDCs can foster acceptance and adoption.
We provide a comprehensive framework that facilitates this
educational communication, which is another advancement
over the existing discussions in the literature. All in all,
having well-defined and prioritized policy objectives and
educated public will help policymakers to successfully design
and adopt the CBDC system.

The presented architecture options depend on the selected
assumptions which reflect policy objectives and goals.
Still, some design choices (and corresponding architecture
options) bring more benefits than others. To evaluate the
internal and external factors affecting CBDC design, enabling
policymakers to make informed decisions and manage risks
effectively, we recommend employing a SWOT analysis for
every architecture option, incorporating recent technological
and regulatory developments.

VIii. CONCLUDING REMARKS AND FUTURE RESEARCH
OPPORTUNITIES

The contribution of the research is twofold. From the practi-
cal perspective, the paper provides insight and guidance for
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policymakers (specifically, Central Banks) on the implemen-
tation of a retail CBDC facilitating the understanding of what
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application, ensuring that the implications of our findings are
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TABLE 5. Combinations of assumption options and the resulting CBDC architecture.

ARCHITECTURE TYPE & DECENTRALIZATION
How should information on transactions be shared?
1 1) Among all participants in the CBDC Platform 1 1 1 1 1 1 2 2 2 2
2) Only between participants engaged in a transaction
‘Who should be responsible for validating and executing transactions?
) 1) Commercial banks and PSPs validate and execute transactions 5 2 1 1 1 1 1 1 5 5
2) Commercial banks and PSPs are responsible only for customer interaction functionality (retail transactions are executed
solely by the CB)
‘What should be the role of the CB in validating transactions?
3 1) The CB validates the whole transaction - - 1 1 2 2 1 1 - -
2) The CB conducts only double-spending checks (sees only transaction and token IDs)
ACCESS AND DATA MODEL
‘Which is the first priority, smart contracts and system performance or privacy options for retail users?
4 1) Ability to implement smart contracts and higher performance of the system 2 2 2 2 2 2 2 2 2 2
2) Greater privacy options for retail users
USER DIGITAL SIGNATURES AND KEY MANAGEMENT
Is offline functionality required?
5 1) Yes, CBDC without offline is not going to be implemented 1 2 1 2 1 2 1 2 1 2
2) No, although offline functionality might be implemented, it is not the priority
‘Which is the first priority, security (protection against unauthorized modifications or fraudulent activities) or
6 performance (including high transaction speed and scalability)? _ 1 R 1 R 1 R 1 R 1
1) Security
2) Performance
Can the existing infrastructure adequately support private key storage and management?
7 1) Yes - 1 - 1 - 1 - 1 - 1
2) No
Are users competent enough to handle their private keys securely?
8 1) Yes - 1 - 1 - 1 - 1 - 1
2) No
RESULT. Ne of the architecture diagram (Ne of the architecture diagram corresponds with the ber of arch e
q g q 1 1 2 2 3 3 4 4 5 5
diagram in the Appendix A)
0 0
ARCHITECTURE...
1 How should... 2 2 1 1 1 1 1 1 2 2 2 2 2 2 1 1 1 2 2 2 1 1 1 1 1
2 ‘Who should be... 1 1 2 2 1 1 1 1 1 1 2 2 1 1 2 1 1 1 2 1 2 2 1 1 1
3 ‘What should be... 2 2 - - 1 1 2 2 1 1 - - 2 2 - 1 2 1 - 2 - - 1 1 2
ACCESS AND...
4 Which is the... 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 1 1 1 1
USER DIGITAL...
5 Is offline... 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 2 1 2 1
6 Which is the... - 1 1 1 1 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 - 1 - 1 -
7 Can the existing... - 1 2 1 2 1 2 1 2 1 2 1 2 1 - - - - - - - 1 - 1 -
8 Are users... - 1 - 2 - 2 - 2 - 2 - 2 - 2 - - - - - - - 1 - 1 -
RESULT 6 6 7 7 8 8 9 9 10 (10 |11 11 12 (12 |13 |14 |15 |16 (17 (18 (19 |19 |20 |20 |21

directly applicable to the formulation and execution of policy.
From the research perspective, the paper suggested method-
ology for decision-making on CBDC design, which can be
further refined and tested through future studies (such as sim-
ulations or pilot studies). This methodology not only enriches
the academic discussion around CBDCs but also provides a
structured approach that can be utilized by other researchers
to explore new questions in this evolving field.

First, core and optional CBDC features were defined to
clarify the understanding of what CBDC is in the first
place. We further were able to identify 4 major CBDC
design choices (architecture type, decentralization, access
and data model, user digital signatures and key management)

66144

which provide a clear categorization that assists policymak-
ers in navigating the complex landscape of CBDC design,
an advancement over the existing research which tends to
offer more general guidance. Moreover, several important
design aspects have been shown. First, a CBDC system
should be permissioned, and its units should be designed as
a fungible digital asset. Secondly, CBDCs are always politi-
cally and logically centralized but can be decentralized from
architectural perspective (although not fully). Thirdly, while
DLT has gained popularity, it lacks significant advantages
for CBDCs in some contexts. Finally, the programmability
feature is an add-on which can be implemented in any CBDC
design, although it is easier to implement in an account-based
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TABLE 5. (Continued.) Combinations of assumption options and the resulting CBDC architecture.

ARCHITECTURE...
1 How should... 1 2 2 2 2 2 2 1 1 1 1 1 1 2 2 2 2 2 2 1 1 1 2 2 2
2 ‘Who should be... 1 1 1 2 2 1 1 2 2 1 1 1 1 1 1 2 2 1 1 2 1 1 1 2 1
3 ‘What should be... 2 1 1 - - 2 2 - - 1 1 2 2 1 1 - 2 2 - 1 2 1 2
ACCESS AND...

4 Which is the... 1 1 1 1 1 1 1 1 1 1

model and it can bring more benefits if implemented in a DLT-
based system.

Next, assumptions and trade-offs for every design choice
were defined allowing for designing the decision-making
process. Assumptions and trade-offs were incorporated into
the IT architecture design process which resulted in 36 archi-
tecture options (diagrams). From a management perspective,
a methodology was proposed for decision-making on CBDC
design choices. However, it is important to note that the
architectures require further refinement for each individual
country. The paper presents guidelines for the policymakers
rather than answers to all questions regarding CBDC design
choices. Before using suggested methodology, policymakers
should define and prioritize policy objectives to make correct
assumptions. Moreover, it is recommended to conduct SWOT
analysis for the selected CBDC architecture design given
country-specific aspects.

Future research directions on CBDC architecture and
design choices may include:

(1) Simulations and pilot studies: Validate the proposed
frameworks and methodologies.

(2) CBDC system design choices, focusing on the char-
acteristics of distributed ledgers: Explore consensus mecha-
nisms, chain and block sizes, network parameters.

(3) Wholesale CBDCs design choices: Address challenges
of cross-border CBDCs, incl. foreign exchange and interna-
tional compliance.

(4) Integration of CBDCs with systems like RTGS and
international payment systems: Compare existing standards
and propose new ones for smoother integration.

(5) Technology architecture: Explore optimal technology
choices from programming languages to hardware configu-
rations.

(6) Exploration of the socio-economic impacts of CBDC
design choices.

VOLUME 12, 2024

USER DIGITAL...
5 Is offline... 2 1 2 1 2 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
6 ‘Which is the... 1 - 1 - 1 - 1 1 1 1 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2
7 Can the existing... 1 - 1 - 1 - 1 2 1 2 1 2 1 2 1 2 1 2 1 - -
8 Are users... 1 - 1 - 1 - 1 - 2 2 2 - 2 - 2 - 2 - -

RESULT 21 |22 |22 |23 |23 |24 |24 |25 |25 |26 |26 |27 |27 (28 |28 (29 (29 (30 (30 (31 (32 (33 (34 (35 [36

(7) Development of a digital decision-making tool to allow
policymakers to input specific conditions and receive tailored
CBDC designs.

APPENDIX A
See Figures 6-41.

APPENDIX B
See Table 5.
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