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ABSTRACT This paper presents a systematic review of microgrid interoperability focusing on energy
access. Drawing upon 59 studies and reports, it delves into interoperability issues and technologies across
various microgrid applications. This study aims to provide a synthesized overview of the current discourse
on microgrid interoperability, particularly contextualized within the realm of energy access. This objective is
accomplished through a process that involves clarifying terminologies, exploring potential interoperability
issues in microgrids, identifying the technologies for interoperability, and examining promising pathways
to achieve interoperability. The Preferred Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) method was used in this study. Through data extraction and content analysis, the review found
that studies on interoperability in the energy field primarily focus on the smart grid topic, where information
and communication technologies are regarded as key elements to facilitate interoperability. There is less
emphasis on physical or electrical interoperability, with the literature primarily focusing on interoperability
in the communication domain. Furthermore, interoperability in the energy access context is uncommon,
as indicated by a lack of literature in remote, rural, or community settings. Adopting common industry
standards is one of the strategies for ensuring interoperability, enabling microgrid systems to function
effectively and reliably. This paper contributes to describing research insights, identifying gaps in knowledge,
and proposing future research directions regarding microgrid interoperability.

INDEX TERMS Energy access, interoperability, microgrid, PRISMA, standards, systematic review.

I. INTRODUCTION
The future of energy provision follows a vision of decar-
bonization, digitalization, and decentralization. This trend
has made microgrids powered by renewable energy a promi-
nent alternative to traditional electricity generation, as they
generate clean energy, are supported by digital technologies,
and can be located closer to customers [1]. Microgrids have
become a promising solution to serve approximately 490 mil-
lion people with electricity by 2030 as capital costs decline,
new technologies emerge, and the enabling environment is
conducive. Until 2021, around 21,500 microgrids had been
installed worldwide and half of these microgrids are pow-
ered by solar technology [2]. There are, however, significant
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challenges hindering the adoption of microgrids as a solution
for energy access. These challenges include sustainability
issues, policy priorities, service quality, business models, and
financing [3], [4], [5]. This study focuses on the technical
sustainability of microgrids, particularly in the context of
universal energy access. In this study, microgrids, also known
as mini-grids, are defined as ‘‘electric power generation and
distribution systems that supply electricity to local communi-
ties, covering domestic, commercial, and industrial demand.
They can have varied sizes and can be fully isolated from the
main grid or connected to it’’ [2].

A. MICROGRID RESEARCH
Microgrids can be categorized based on size, control
strategies, power supply, energy sources, locations, and
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applications [6]. Microgrids in the energy access context
commonly fall into the small-scale size with a decentralized
control strategy, powered by either fossil fuel or renewable
resources, located in remote rural areas, and used for residen-
tial purposes at the community level. They are often intended
to operate in an islanded mode requiring an energy storage
system.

Historically, microgrids have evolved from being simple
and isolated (first generation) to hybrid systems combining
conventional sources like diesel generators with renewable
energy sources (second generation), and further to more
multi-microgrid clusters, necessitating interconnected micro-
grids [7]. As the third generation of microgrid technology
emerges, characterized by more advanced renewable integra-
tion and readiness for grid connection, modular and hybrid
systems are anticipated to rise [2].

Microgrids are expected to play a significant role in the
decentralized power system of the future [2], [8]. Research
in this domain encompasses diverse disciplines, including
engineering, economics, environmental studies, and social
sciences, converging on the common goals of sustainable and
resilient energy systems.

A recent review paper on microgrids [6] elaborates on
four research areas in the technical domain. The first topic
is operation and management, which includes design, energy
management, operating modes, system security, power qual-
ity, control system, load balancing, and system stability.
The second area of focus in microgrid research is com-
ponent and compatibility, which includes equipment speci-
fications, feeder design, telecommunication infrastructures,
and communication protocols. The third area is the inte-
gration of distributed energy resources into the main grid.
The fourth area is the protection system, which covers
topics like short-circuit current, earthing, and protection
coordination.

Uddin et al. [6] identified critical areas for future micro-
grid research. These research areas include microgrid system
redesign with plug-and-play functionality, seamless transi-
tion from grid-connected to islanded operation, protection
strategy in all modes and transitions, control techniques,
generation-load stability, diverse features of the energy
storage system, coordination among multiple microgrids,
communication channel, policy, and standards.

B. STUDY MOTIVATION
Interoperability is a critical aspect of microgrid operation.
Along with the energy transition and sustainable develop-
ment agenda, more microgrid installations are anticipated in
the Global South, complementing and competing with other
technologies, such as solar lanterns, solar home systems,
and grid extension. The coexistence of diverse technologies
providing access to electricity poses challenges related to
interoperability. These technologies, although designed to
fulfill a common purpose, differ in functionalities, design,
components, and capacity. They are rapidly advancing, driven
among others by the declining costs of production and

technological innovations such as efficient materials and dig-
ital technologies [2].

Bottom-up solutions, such as interconnected solar home
systems, known as mesh grids or swarm electrification,
require seamless integration of the household’s systems. For
example, a startup in the micro-energy transition model in
Bangladesh has connected six million households [9], adopt-
ing a bottom-up approach and receiving assistance from
specific manufacturers who may not use open standards.
This may pose a risk of the technology being dependent on
certain providers, which can hinder microgrid maintenance
and replication [10]. When a component needs to be replaced
due to breakage, obsolescence, or reaching its end-of-life, the
operators and users in remote places face difficulty obtaining
a replacement.

In different situations, the prospect of grid arrival can be
quite high in villages with a microgrid system already in
place. It is not unusual for the utility company to expand its
grid as a village’s electricity demand grows. This prompts
the question of whether the existing microgrid can be
interconnected to the grid, especially given that the future
grid is expected to be more interconnected with numer-
ous microgrids that can be powered by a variety of energy
sources [11], [12].

The lack of integration capabilities among technologies
could lead to competition or the abandonment of existing
solutions when newer technologies with similar or supe-
rior functionalities emerge. Thus, interoperability becomes
crucial for facilitating seamless integration. Whether these
solutions coexist simultaneously, such as solar home systems
alongside a main grid, or coexist shortly after the arrival
of the grid in areas served by microgrids, interoperability
remains a pressing issue. Additionally, even within the same
solution, ensuring interoperability among sub-systems and
components is necessary for effective operations.

Those scenarios lay out the rationale for addressing
interoperability to improve microgrid implementation. Fur-
thermore, these solutions differ technologically and in terms
of stakeholders involved and business models.

Technological advancements, market dynamics, and
energy policies shape the future of microgrid develop-
ment [6], [13]. Focusing on technology in this study
is essential because it directly affects the practical
implementation and operation of microgrid systems. Tech-
nology is fundamental to address the technical chal-
lenges of interoperability. By identifying technical gaps,
technology-focused research can help drive innovation in this
field.

Despite its significance, interoperability in the context of
energy access has received little attention. A review can play
a crucial role in consolidating current knowledge, identifying
existing gaps, and delineating future research directions [14].
Therefore, this review aims to provide a synthesized overview
of the ongoing discourse about microgrid interoperability,
specifically focusing on its relevance to energy access. The
main question of this study is: How can interoperability in
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FIGURE 1. Document selection process.

microgrids be achieved to improve energy access? The main
contributions of this work are:

• Characterization of scientific publications in microgrid
interoperability using co-word analysis.

• Analysis of the issues related to interoperability in
microgrid applications.

• Identification of technologies used and proposed to
enhance microgrid interoperability.

• Identification of strategies to achieve interoperability in
microgrids.

II. METHODOLOGY
This study is based on a systematic literature review (SLR)
conducted following the Preferred Reporting Items for
Systematic Reviews and Meta-Analyses (PRISMA) guide-
lines [15]. The SLR builds on an abstract published earlier in
2023 that identified the technologies for microgrid interoper-
ability in energy access [16] and expands on it. Elaborating
on the main question, this paper will address the following
research questions:

• RQ1: What are the common interoperability issues in
microgrids?

• RQ2: Which technologies are important for microgrid
interoperability?

• RQ3: What strategies can be used to achieve interoper-
ability in microgrids?

A. SEARCH STRATEGY
The authors developed a search strategy to compile a set of
publications relevant to the research questions. In the first
stage, a search for the term ‘‘interoperability’’ was performed
to obtain an initial idea of the general research themes. Sub-
sequently, the following terms and their spelling variations
were included: ‘‘microgrid,’’ ‘‘mini-grid,’’ ‘‘off-grid,’’ ‘‘dis-
tributed energy resource,’’ ‘‘compatibility,’’ ‘‘integration,’’
‘‘energy access,’’ ‘‘rural electrification,’’ ‘‘rural,’’ ‘‘remote,’’
and ‘community.’’ An advanced search function was used,

and the search terms should appear in the title, abstract,
and keywords. The terms were connected using the Boolean
function operator ‘‘AND,’’ while the alternative synonyms
were linked using the Boolean function operator ‘‘OR.’’ The
asterisk symbol (∗) was also used as a wildcard character to
allow for proximity searches. Scopus database was chosen
as the primary database because it offers broad coverage
of disciplines [17], including technical publications pub-
lished by IEEE. The search terms were refined through trial
searches, with terms that did not generate additional records
being excluded. Two terms were considered meaningful;
‘‘interoperab∗’’ and ‘‘m∗grid.’’ The final search of scholarly
literature for this SLR was performed on February 19, 2024,
which resulted in 195 documents.

B. ELIGIBILITY CRITERIA
To further select the relevant articles, a set of eligibility
criteria was formulated, which cover the language, subject
area, and document type. The inclusion and exclusion criteria
are presented in Table 1, Additionally, the term ‘‘interoper-
ability’’ must be present in the document as it is the central
subject of this review.

TABLE 1. Eligibility criteria.

C. REVIEW PROCESS
After applying the restrictions according to the criteria out-
lined inTable 1, the search returned 76 documents for review.

VOLUME 12, 2024 64269



A. Suryani et al.: Interoperability in Microgrids to Improve Energy Access: A Systematic Review

Two reviewers (AS and IS) screened all titles and abstracts
and selected the relevant documents based on their relevance
to the research questions. If the information in the title and
abstract was insufficient to determine its inclusion, a brief
screening of the full text was performed. Of the 76 abstracts
screened, 14 documents were excluded as they were irrele-
vant, and four documents were removed as the full text could
not be retrieved. Next, one reviewer conducted a full-text
review and data extraction. After a full-text review, eight
documents were excluded because they did not contribute to
answering any research questions. There were 50 documents
from the Scopus database, published in various journals and
as conference papers, which were further processed for data
extraction. In addition, nine documents from citation search-
ing were included in the review. The selected documents
were compiled usingMendeley ReferenceManager.Figure 1
depicts the process of obtaining 59 documents for this review.
A complete list of these documents can be found inAppendix.

D. DATA EXTRACTION AND ANALYSIS
After retrieving the full-text documents, one reviewer
extracted the data using a pre-specified sheet. To address any
concerns regarding the preliminary results, all co-authors dis-
cussed the review process regularly. The process of abstract
screening, full-text review, and data extraction was aided by
the web-based software Covidence.org, allowing the review
steps to be completed in one platform in collaboration among
reviewers. The bibliographic details were recorded in an
Excel worksheet. Lastly, to comprehensively synthesize the
findings, all data was compiled into a single Excel workbook.

This review includes a bibliometric analysis in the form
of keyword co-occurrence analysis (KCA) to identify the
main thematic research areas within the interoperability lit-
erature. VOSviewer software version 1.6.18 [18] was used in
those analyses. This review focused on qualitative data items,
which were coded, analyzed, and summarized to answer the
three research questions.

III. RESULTS
A. BIBLIOMETRIC ANALYSIS
Before delving into the topic of microgrid interoperability
discussed in the 59 reviewed documents, we investigated
studies on ‘‘interoperability’’ dating back to the first study
in 1959. As shown in Figure 2, the topic began to prolifer-
ate around two decades ago and peaked in 2009 and 2022.
It encompasses a wide range of disciplines, from computer
science to dentistry, as depicted in Figure 3, indicating dif-
ferent applications of the interoperability concept. The energy
subject area contains 2,236 documents, the first of which was
from 1988.

Two KCAs were performed for two sets of bibliographic
data. Figure 4 illustrates the keyword co-occurrence network
of 2,236 Scopus-indexed documents on interoperability in the
energy field. It only displays keywords with at least 50 occur-
rences. Figure 5 illustrates the network of 76 Scopus-indexed

FIGURE 2. Number of documents on interoperability indexed by Scopus
from 1959 to 2023.

FIGURE 3. Subject areas of documents on interoperability indexed by
Scopus from 1959 to 2023.

documents that have undergone abstract screening in this
study. This map only displays keywords with at least five
occurrences.
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A co-occurrence means two keywords appear together in a
document. The different line colors represent different clus-
ters of the study topics. These clusters indicate closely related
themes. In a keyword co-occurrence network, the nodes rep-
resent keywords and the links between them indicate how
frequently they appear together in the same documents. The
node size represents the link strength to ‘‘interoperability’’-
the bigger nodes imply the stronger link. The total link
strength indicates the number of documents in which they
co-occur.

FIGURE 4. Keyword co-occurrence network of 2,236 documents on
interoperability in the energy area.

Figure 4 reveals that the strongest link to ‘‘interoperabil-
ity’’ was found in the ‘‘smart grid,’’ i.e., in 383 publications
out of 2,236 documents. Meanwhile, the keyword ‘‘micro-
grid’’ appears concurrently with ‘‘interoperability’’ less
frequently, i.e., in 81 publications. The keywords ‘‘energy
access’’ and ‘‘rural electrification’’ were not found in any
documents. Despite the extensive body of research on
interoperability, the intersection of this concept with rural
microgrids is non-existent.

KCA on the 76 Scopus-indexed documents, as shown in
Figure 5, reveals three clusters of themes, each contain-
ing a list of keywords. Each cluster and its keywords are
presented in Table 2. The term ‘‘interoperability,’’ located
in the center, is connected to all clusters as it was the
focal point of the study. Cluster 1, colored red, is home
to documents that discuss interoperability in microgrid and
smart grid applications. Cluster 2, colored green, is con-
centrated on electric power transmission and energy man-
agement systems. In this cluster, standardization and IEC
61850 emerged as relevant keywords, indicating the signifi-
cance of communication standards in energy and information
management. Cluster 3, colored blue, discusses control and
communication.

FIGURE 5. Keyword co-occurrence network of 76 documents that met the
inclusion and exclusion criteria.

TABLE 2. Network clusters of the 76 abstract screened.

B. TERMINOLOGIES
Multiple definitions exist to explain the concept of inter-
operability and what it entails. Within this review, seven
definitions were identified, as shown in Table 3. Among
these, the first six share certain commonalities, placing a
strong emphasis on information exchange and effective oper-
ation within a shared environment (for instance, on the
same energy supply). However, the last definition adopts a
wider perspective, encompassing a spectrum that ranges from
physical or electrical compatibility to the communication
domain that involves information exchange and utiliza-
tion to even more complex relationships like component
interchangeability.

The terms ‘‘compatibility’’ and ‘‘interchangeability’’ were
introduced in the fourth source [22], with the latter referring
to the characteristics of two or more entities that can be used
or substituted for one another without a significant difference
in function. To illustrate the distinction between these terms,
Figure 6 provides a visual interpretation of the three terms.
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FIGURE 6. Visualization of compatibility, interoperability, and interchangeability [13], [14], [16].

TABLE 3. Definitions of interoperability.

C. INTEROPERABILITY ISSUES IN MICROGRIDS
The goal of interoperability is for a system to be able to
configure and integrate a component into the system by
simply plugging in, i.e., plug-and-play [11], [24], [25], [26].
According to Table 3, the definition of interoperability
covers a wide spectrum from component/device up to system
levels. Consequently, microgrid interoperability can apply
to three levels: interoperability between components and
devices within a microgrid, interoperability between a micro-

grid with other decentralized energy resources (DERs), and
interoperability between a microgrid and the main grid in
case of grid interconnection. The latter is often discussed in
smart grid literature. Table 4 provides a list of issues related
to interoperability which were discussed in the reviewed
literature.

Several interoperability issues weremostly discussed in the
reviewed literature and are shown in Figure 7 Aside from
the issues depicted in the chart, other issues like reliability,
monitoring, energy management, and physical security were
also addressed. The following subsections will go over six
topics: communication, control, cybersecurity, interconnec-
tion, compatibility, and electrical protection.

FIGURE 7. Most discussed issues in the literature.

1) COMMUNICATION
Effective communication stands out as the paramount ele-
ment of interoperability, as implied by interoperability
definitions outlined in Table 3. Communication issues were
discussed in more than half of the reviewed literature,
within the themes of energy management systems, con-
trol, monitoring, and integration of DERs. Communication
distinguishes interoperability from compatibility; to be inter-
operable, microgrid components and systems must be able
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TABLE 4. Issues related to microgrid interoperability.

to exchange information and use it without impeding their
functionality [11], [26], [52].

Communication challenges arise in microgrids due to
the use of different communication protocols among com-
ponents, hindering seamless interaction and information
sharing. Devices from different vendors may have proprietary
communication procedures that limit the ability to inter-
connect different components [10]. The presence of varied
and incompatible communication protocols introduces the
potential risk of undermining the responsiveness of systems
that necessitate real-time communication among different
resources [35], [52]. Inverters, for instance, must demonstrate
the capability to communicate effectively with other devices
and use the information to perform their functional tasks [52].
Addressing these issues is crucial for enhancing the overall
efficiency and reliability of microgrid operations.

Various communication technologies and standards may
coexist within different segments of a microgrid system.
Consequently, it becomes imperative to establish universal
communication protocols in the microgrid field. An example
of such standardization is found in the Open Field Mes-
sage Bus (OpenFMB), which serves as an open standard
dedicated to communication and interoperability. OpenFMB
defines a reference architecture that facilitates peer-to-peer
communication among devices, enabling the exchange of

data and information for distributed control, particularly in
microgrid applications [12], [59]. The adoption of such uni-
versal communication rules promotes cohesion in the diverse
technological landscape of microgrids.

2) CONTROL
Microgrid control structure can be organized into a three-
level hierarchy: primary, secondary, and tertiary [12], [41],
[71], [75]. Primary control is implemented in local DER
controllers, responsible for maintaining reference voltage
and frequency to ensure a stable microgrid operation [75].
These controllers are used during islanded mode operation,
focusing on DER regulation. In instances where fluctuations
in load and generation cause voltage and frequency devi-
ations, secondary-level controllers come into play to make
necessary adjustments. When connecting a microgrid to an
external grid, the secondary-level controllers handle voltage
and frequency synchronization [75]. At this level, two control
approaches can be implemented: centralized and decentral-
ized. Tertiary control can be considered as the interaction
of multiple microgrids with a main grid [71]. At this level,
optimization, and decision-making functions are applied,
providing optimal set-points to lower-level controllers, and
thereby achieving intelligent and more efficient overall sys-
tem operation [12], [75]. Ensuring the reliability, efficiency,
error-free operation, and interoperability of a microgrid sys-
tem requires the implementation of an appropriate control
scheme [25], [75].

The control system plays a crucial role in overseeing
the microgrid’s operation and harmonizing the various com-
ponents to achieve optimal performance. A well-designed
control layer becomes imperative for the seamless opera-
tion of a microgrid, facilitating its collaboration with other
systems, managing supply and demand, and regulating the
transition between grid-connected and islanding mode oper-
ations [75]. These tasks are particularly demanding for
microgrids powered by renewable energy sources, given their
intermittent generation and highly distributed characteris-
tics. Therefore, reliable communication links are essential
for the control system to function effectively, enabling mul-
tiple controllers to communicate control commands and
information [41], [71].

3) CYBERSECURITY
Communication challenges are often linked to issues in
cybersecurity. As microgrid systems continue to evolve and
expand their interconnectivity, there is a greater risk of secu-
rity breaches. The extent to which a microgrid system is
connected to the Internet plays a critical role in intensifying
these security risks. The more integrated a microgrid with
external networks, the more vulnerable its security becomes.
Cyberattacks can involve various malicious activities, such as
unauthorized access to unencrypted data stored on the cloud,
breaching an organization’s internal management systems,
and disruptingmicrogrid operations, for example, by generat-
ing false alarms [52], [67]. Therefore, to safeguard microgrid
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systems against these threats, it is imperative to integrate
cybersecurity considerations into the system design at the
earliest stages [50]. In 2018, the interconnection standard
IEEE 1547 was revised to require DER to include security
measures including privacy protection, encryption, authenti-
cation algorithms, intrusion detection, and key management
requirements [51], [52]. Furthermore, data privacy is equally
important particularly when it comes tomaintaining customer
trust [49].

4) INTERCONNECTION
The literature explores interconnection issues across var-
ious domains, encompassing device-to-device [32], [43],
[44], network-to-network, and system-to-system intercon-
nections [28], [43], [54], [73]. Interconnection among
devices, such as sensors and controllers, and power elec-
tric systems, such as DERs with an external grid, requires
interoperable hardware (physical components) and software
architectures.

A conventional electricity grid typically is composed of
three main elements: generation, transmission, and distribu-
tion, to meet the load or demand. Similarly, a microgrid also
consists of these three elements: generation-distribution-load.
But when a microgrid is interconnected with an external grid,
it assumes a flexible role, functioning either as a generator or
as a consumer, depending on the balance between its internal
supply and demand. Grid interconnection makes it possible
to import power from another source to make up for power
deficits experienced by microgrids, effectively turning the
microgrid into a consumer. On the other hand, the microgrid
can export its excess power to the grid, acting as a generator.

More system interconnection is expected in anticipation
of growing demand and the future transition from basic and
isolated microgrids to multi-microgrid clusters. In addition
to ensuring microgrid energy security, grid interconnection
increases grid efficiency by bringing more generations closer
to the load. Microgrids can be considered as multiple indi-
vidual entities that can be controlled to support the upstream
grid [28]. This can only be realized if the microgrids are inter-
operable with the grid, which can be challenging given that
each microgrid is designed differently depending on several
factors such as demand, available resources, and technology
used. Protection, power quality limitations, reconnection and
synchronization, voltage regulation, reactive capacity, and
frequency regulation are important factors to consider for
microgrid interconnection [73]. Energy management tasks
such as generation-load balance and advanced controllers are
also critical. Recently, Liu et al. [76] proposed a dual-mode
energy management system for distributed microgrids that
can operate adaptively in islanded mode, grid-connected
mode, and switching modes.

5) COMPATIBILITY
Compatibility is about ensuring that different components
can coexist, interact, and function together in the same envi-
ronment without causing problems for each other [19]. This

concept encompasses various elements of a power system,
ranging from electrical and physical aspects [11] to data
and communication [31]. While the significance of com-
munication compatibility is detailed in Section III-C.1, it is
crucial to highlight that electrical and physical compatibility
are equally vital for fostering interoperability. In electrical
compatibility, the compatible power rating is a prerequi-
site, necessitating standardization to define the capabilities
and operation limits of each equipment. This standardization
helps prevent overloading other equipment within micro-
grids. The complexity intensifies in multi-microgrid cluster
and grid interconnection scenarios due to the wide variation
in equipment power ratings and operational limits.

As electrical compatibility is examined more closely at
the component and device levels, electromagnetic compati-
bility (EMC) emerges as a crucial consideration. EMC can
be defined as ‘‘a characteristic of electrical and electronic
equipment that permits it to operate as intended in the pres-
ence of other electrical and electronic equipment, and not to
adversely interfere with that other equipment’’ [77]. EMC is
essential in the microgrid context, where renewable energy
sources and power electronic devices are used. The use of
power electronic devices, such as converters, introduces elec-
tromagnetic interference, potentially causing malfunctions
in other devices and systems within the microgrid. Unfor-
tunately, this has not been discussed, especially in energy
access.

Regarding physical compatibility, various definitions have
been used to characterize its scope, encompassing con-
siderations such as data transfer, devices, infrastructure,
components, hardware, and firmware that are linked to the
microgrid [10], [11]. Notably, there seems to be a noticeable
gap in discussions concerning the significance of physical
compatibility in terms of mechanical aspects, such as uni-
versally compatible sockets or all-in-one plugs. While it is
important to ensure that one device can be physically con-
nected to another device to foster interoperability, this is often
not the case, especially within the realm of energy access
technologies.

6) ELECTRICAL PROTECTION
A robust protection scheme should have the capability to
detect and isolate system failures, prevent equipment damage,
and minimize the risk of personnel injury. This, in turn,
ensures the microgrid safeguards against various faults, guar-
anteeing secure and reliable operation, which protects the
microgrid against all kinds of faults and provides assured safe
and secure operation. However, a major relevant challenge to
microgrid protection lies in developing an effective protec-
tion strategy that caters to both grid-connected and islanded
modes of operation [23], [50], [73]. The protection system
must accurately isolate faults, providing defense mechanisms
to shield the grid frommicrogrid-induced faults or vice versa.
This dual functionality ensures minimal disruptions in either
system, enhancing overall operational stability.
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A microgrid’s protection system may have distinct trip
characteristics, potentially causing conflicts and operational
delays. Trip characteristics denote how the protection sys-
tem behaves upon detecting a fault. For instance, differing
response times among protection systems can lead to unde-
sirable conditions, particularly if a trip occurs at the upstream
grid and the protection system close to the fault point fails
to trip due (for example, due to a higher acceptable limit).
Incompatibility between the protection systems in the micro-
grid can compromise efficiency and performance and pose
safety risks. Defining the protection scheme should also
consider themicrogrid’s capability to operate in islanded con-
ditions, fault identification capability, distributed generation
penetration, short circuit levels, and the availability of storage
and/or spinning reserve in the microgrids [73], [78]. Ensuring
seamless microgrid operation requires not only compatibil-
ity but also a harmonious interaction among the protection
systems.

D. TECHNOLOGIES FOR INTEROPERABILITY
A three-dimensional framework for the design and imple-
mentation of microgrid systems was proposed in [10], which
consists of five interoperable layers i.e., physical, information
and communication technologies (ICT), control, market and
business, and regulatory layers, as shown in Figure 8. The
physical layer involves all physical components including
power electronics equipment and loads. It is the first point
of data submission acquired from meters and energy man-
agement systems installed in different points. The ICT layer
addresses data relays through communication protocols. This

FIGURE 8. Interoperability layers and some technologies to help achieve
interoperability in microgrids. Adapted from [10] and [16].

layer facilitates information exchange, which makes it essen-
tial for interoperability. The control layer has the function to
collect data from the other layers, make predictions based on
data, and make decisions in microgrid operation. The market
and business layer deals with business models and market
operations, such as managing Peer-to-Peer (P2P) trading and
allocating each customer’s energy quota. Legal frameworks
and regulations, such as standards for microgrid design, oper-
ation, and interoperability, are included in the regulation
layer. Microgrid adoption depends on this layer, especially
in terms of interconnection to the main grid. In general, the
framework underlines easy integration and communication
with smart grid networks, as well as user participation in the
energy markets.

Technologies for interoperability can be physical, concep-
tual, and prescriptive, for example, in the form of technical
standards. Most of the reviewed documents suggest techno-
logical solutions within the ICT layer, followed by the control
layer. Whereas technologies for the physical layer as well as
the market and business layer were only touched on in a few
documents.

Furthermore, since interoperability is often defined as
the ability to exchange information in a timely and action-
able manner, the authors in [10] suggest that the ICT
and control layers are particularly important for achieving
interoperability and scaling up microgrids. The ICT layer
enables the information exchange between the different com-
ponents in a microgrid and between microgrids. Notable
among communication-related technologies are OPC, DDS,
GOOSE, CIM, DNP3, and OpenFMB, which are frequently
discussed and proposed in the literature, as listed in Table 5.
Microgrids rely on ICT and control layers to integrate

diverse energy resources, manage distributed energy stor-
age, and provide effective control mechanisms. The ICT
layer facilitates communication between various compo-
nents such as inverters, storage devices, load controllers,
and monitoring sensors. This may include real-time data
exchange protocols that allow control commands to be issued
in real-time [80]. Interoperability within the control layers
ensures that control strategies and algorithms implemented
across different components are compatible and can interact
seamlessly. Examples of control algorithms that require inter-
operability include algorithms for load shedding and voltage
regulation [60], [80].

In power systems, interoperability within the ICT layer
is critical for grid monitoring, control, and optimization.
It enables efficient energy management, grid stability, and
integration of renewable energy sources. This may include
communication protocols for supervisory control and data
acquisition (SCADA) systems [25], [43], [44], [60], [66] and
advanced metering infrastructure [10], [43].

Seven out of 59 documents reviewed in this paper dis-
cussed cybersecurity concerns related to interoperability.
Increasing interoperability leads to increasing interconnected
systems which involves communication and data sharing of
diverse components such as inverters and control systems.
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TABLE 5. Most discussed communication technologies for microgrid
interoperability.

This interconnectedness increases the potential cyber-attacks
if the cybersecurity measures are weak. Cybersecurity con-
cerns are closely related to communications [50], [51], [52],
control [43], [50], [64], [67], and real-time monitoring [43],
[64], where the solution is found in the standardized cyber
security practices. Obert et al. [51] suggested Trusted Com-
puting (TC) architectures available for smartphones can be
leveraged for trust management in smart inverters. Gop-
stein et al. [49] suggested that a standardized risk framework
should include interoperability and cybersecurity standards,
to address the expanding communications and digital controls
in energy systems.

A recent review paper on microgrid protection [78] dis-
cussed various mitigation strategies for different protection
issues. The authors proposed protection schemes based on
the microgrid’s topology, size, fault type, configuration,
and operating modes. Adaptive, differential, directional,
under/over voltage, and digital protection schemes are among

the schemes suitable for faults during islanded and grid-
connected modes [78]. Most protection schemes require a
communication link, which highlights the importance of
interoperability. A digital protection scheme, for example,
may include equipment from multiple vendors, such as a
Phasor Measurement Unit (PMU), IEDs, and circuit break-
ers, requiring interoperability [72] governed by technical
standards.

E. STRATEGIES TO ACHIEVE INTEROPERABILITY
Interoperability in microgrids can be achieved through dif-
ferent strategies: the use of standards [10], [26], [54], setting
and compliance to detailed system specifications [26], and
system testing that includes conformance and interoperabil-
ity testing [26]. Technical standards can guide the industry
to meet certain levels of product and system quality. Open
standards can facilitate interoperability [26], even though
conformance to standards does not guarantee interoperabil-
ity [23], [24]. System specifications can facilitate knowledge
transfer so that all actors have the same understanding of a
system configuration. Meanwhile, system testing can help
identify compatibility issues and ensure that a system adheres
to technical standards and specifications.

Different technologies require effective cooperation
among units and systems from different manufacturers.When
a microgrid uses non-proprietary solutions, there is a risk
of different standards from different domains being adopted,
such as standards coming from the power system domain or
communication domain [10].
Achieving interoperability is one of the reasons why

standards are developed. Microgrid interoperability can be
facilitated by information and communication technologies
that allow two-way communication and effective information
exchange among components, devices, and systems, which
enables a feedback mechanism between the electricity pro-
ducer and consumers. Interoperability standards have the
potential to enhance decentralized control of DERs [49],
although the development of certain standards may pose
engineering challenges [41]. While general technical require-
ments and testing procedures for grid interconnection are
outlined in standards like in IEEE 1547, operational limits
can vary due to contextual factors such as the environment
and local regulations [73]. Consequently, implementation
of the standards and a consistent adaptation to the local
requirements is required to prevent future interoperability
issues. Table 6 summarizes several standards discussed in
the reviewed publications, that specifically address interop-
erability issues.

IV. DISCUSSION
A. INTEROPERABILITY IN THE ENERGY ACCESS CONTEXT
The reviewed literature on interoperability primarily cov-
ers AC systems, emphasizing microgrid capability to
interconnect with the grid. Consequently, discussions revolv-
ing around microgrid interoperability often intersect with
the realm of smart grid applications, in which the concept
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TABLE 6. Standards discussed in the reviewed documents.

of interoperability layers for the Smart Grid Interoperabil-
ity Reference Model (SGIRM) originally emerged [21].
The analysis of keyword co-occurrences, as illustrated in
Figure 4, supports this conclusion, highlighting the strong
linkage between interoperability and the smart grid.

Discussions about microgrids can vary depending on the
region and context. In the United States and Europe, micro-

grids are often viewed as a technology to enhance the main
grid rather than being the primary source of electricity.
On the other hand, in many Global South countries such as
India, Indonesia, and Nigeria, a lot of microgrids operate
in stand-alone mode, serving a limited number of house-
holds. This diversity suggests that microgrids are a broad and
context-specific topic. As a result, the challenges related to
interoperability vary across various contexts.

In the domain of DC microgrids, standardizing compo-
nents like power electronic converters helps ensure different
equipment from different vendors can work together seam-
lessly. The aim is to achieve plug-and-play functionality,
enhancing the microgrid’s overall interoperability. Within
AC microgrids, the significance of interoperability amplifies
when these microgrids are connected to a larger electrical
grid, enabling bidirectional power flows. Notably, con-
trol strategies will vary between small, isolated microgrids
and larger, multiple interconnected systems, requiring more
complex interoperability measures. However, differences in
interoperability issues among various microgrid configura-
tions such as hybrid microgrids and microgrid clusters are
not highlighted in the literature.

B. LACKING ATTENTION ON PHYSICAL/ELECTRICAL
INTEROPERABILITY
One notable distinction among definitions in literature lies
in the interpretation of interoperability. While the official
terminologies published by IEEE and IEC consider interoper-
ability as a communication issue, a practitioner organization
in the energy access sector [11] extends the scope to encom-
pass a broader spectrum of ‘‘interactions.’’ This expanded
view includes not only physical and electrical connections
but also more intricate relationships involving the exchange
of information between components. While the prevailing
perspective in the literature underscores interoperability as
the ability for system components from diverse domains to
interact, it is crucial to highlight the significance of estab-
lishing connections and ensuring their compatibility, both
electrically and physically. This broader focus is vital for
fostering effective and sustainable communication.

Having devices that are electrically compatible with a
wide range of appliances is desirable as it opens broader
possibilities for interoperability. However, achieving phys-
ical compatibility, such as fitting into sockets and plugs
seamlessly, poses challenges. This is primarily because these
physical designs are typically tailored to meet the technical
requirements of specific applications, such as factors like
voltage and current ratings, safety features, adherence to local
standards, and environmental conditions.

Despite the complexities, ensuring physical compatibil-
ity is crucial, particularly in the context of energy access
where bottom-up approaches are employed to avoid the
abandonment of technology. For example, certain energy
access technologies deliver low-power electricity through
low voltage, such as 5, 12, and/or 24 V DC supplies, and
expansion often relies on proprietary devices, limiting the
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range of appliances that can be connected. The users should
be able to choose, therefore, it becomes imperative for these
technologies to be interoperable with other bottom-up tech-
nologies or larger systems, especially as the utilization of
energy increases, and the potential for multi-microgrid clus-
ters and/or grid connections grows.

As most current research has focused on the ICT and
control layers, it is questionable whether the physical layer
is therefore (albeit implicitly) assumed to be already inter-
operable, especially to accommodate fast technology devel-
opments. Therefore, a gap in the literature can be identified,
although this might be a case of alternative terminology
in the different layers of interoperability. As an example,
the IEC 61000-4-30 (which defines the methods for mea-
suring and interpreting results of power quality parameters
in AC power supply systems with a declared fundamental
frequency of 50 Hz or 60 Hz) and EN50160 (which spec-
ifies the main characteristics of the voltage at a network
user’s supply terminals in public low voltage, medium, and
high voltage AC electricity networks under normal operating
conditions) are attributed to the physical layer. According to
the illustration Figure 7, they, they are under the compat-
ibility category; however, by introducing a communication
link to condition both supply and demand quality, one can
achieve interoperability. Electromagnetic compatible systems
are inherently overdesigned and electromagnetic interop-
erable systems allow for careful optimization to include
the time domain fluctuations of power supply and demand
balancing.

C. METHODOLOGICAL LIMITATIONS
There are limitations associated with using the PRISMA
method for systematic literature reviews. We identify four
aspects namely search strategy, subjectivity, risk of data
extraction errors, and publication lag.

Despite a comprehensive search strategy, some relevant
studies may be excluded from the review due to limitations in
search terms and databases used. In this paper, an important
selection criterion for publications is the explicit use of the
terms ‘‘interoperability’’ and ‘‘microgrid,’’ as well as their
spelling alternatives, in the title, abstract, or keywords.We are
aware that studies on microgrid interoperability that do not
explicitly use these terms may be excluded. However, given
these keywords’ specificity, these terms were required for
inclusion in this study.

The subjective nature of the researchers involved in the
review made assessing the quality of the documents chal-
lenging. The risk of researcher bias was mitigated by using
rigid selection criteria and having two researchers screen the
abstracts.

The data extraction process was done manually by thor-
oughly reading each selected document. This approach has
the advantage of providing a better understanding of the
study’s context while increasing the risk of errors. The
researchers addressed this issue by using a data extraction
sheet with predefined properties.

Publication lag is a common risk in systematic reviews.
As these reviews take time to conduct, recent studies may
emerge by the time they are completed and published. This
can potentially affect the relevance and accuracy of the find-
ings. It is therefore advisable for readers to be mindful of the
document selection process, including the scanning period.

V. CONCLUSION AND FUTURE WORK
This systematic review aims at consolidating the discourse
surrounding microgrid interoperability and its significance in
improving energy access. The study sheds light on the sub-
tle distinctions between interoperability, compatibility, and
interchangeability, while also highlighting the physical and
electrical requirements for a system to be interoperable. Inter-
operability was primarily viewed as a communication issue in
the existing literature. However, a broader definition emerged
in 2018 encompassing both the physical/electrical domain
and communication domain, expanding our understanding of
this critical concept.

Through a comprehensive synthesis of the selected lit-
erature, the study reveals that microgrid interoperability
revolves around smart grid applications and grid integration
scenarios in developed regions. Particularly noteworthy is
the focus on information and communication technologies
(ICTs) as prominent solutions for tackling interoperability
issues. However, the literature provides limited insights into
interoperability within the energy access context, indicating
gaps in our comprehension and paving the way for future
research directions. Moreover, interoperability is not only an
issue of technology. It requires shared understanding among
stakeholders and recognition of its needs. In our upcoming
work, we will delve into stakeholder perspectives on interop-
erability, with a specific focus on the energy access domain.
Stakeholders with diverse backgrounds and expertise will
bring unique insights to such a complex issue as interoperabil-
ity. They will help identify concerns and priorities and will
help in the decision-making process for strategies to achieve
interoperability. Furthermore, future research in microgrid
interoperability could focus on investigating interoperabil-
ity issues across various microgrid configurations, such as
standalone microgrids, hybrid microgrids, grid-connected
microgrids, and microgrid clusters comprising multiple inter-
connected microgrids.

APPENDIX
LIST OF REVIEWED DOCUMENTS
The reference numbers are in the order in which they appear
on the paper.

Research Questions (RQs)

• RQ1: What are the common interoperability issues in
microgrids?

• RQ2: Which technologies are important for microgrid
interoperability?

• RQ3: What strategies can be used to achieve interoper-
ability in microgrids?
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TABLE 7. All Reviewed documents selected through database search and citation search.
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TABLE 7. (Continued.) All Reviewed documents selected through database search and citation search.
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TABLE 7. (Continued.) All Reviewed documents selected through database search and citation search.

TABLE 8. Additional documents included through citation searching.
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