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ABSTRACT Blockchain has been a vibrant technology in the past decade, with a wide variety of applications
across different industrial sectors. The concept of blockchain has been widely recognized as an enabler
for cryptocurrency-based decentralized payments, with two major decentralized payment systems such as
Bitcoin and Ethereum. However, the global acceptance of blockchain as a cryptocurrency sums up significant
challenges that hinder the fast adaptation of cryptocurrency as a payment service enabler. In this survey,
we explore the advantages of blockchain and its technical capabilities beyond cryptocurrency. We focus
on the technical potential to ensure trust, data governance, and automation of the financial application
domain utilizing the fundamental security features of blockchain, including consensus, digital signatures,
and transparency. The significant subcomponents of trust, data management, and automation in banking and
financial systems are also identified and discussed, including how blockchain and smart contracts can achieve
the anticipated features of each subcomponent through their technical capabilities. In addition, we shed light
on the position of blockchain-based applications in key application sectors of the banking and financing
domain with a mapping of technical features with the application domains. Thereafter, the applicability of
blockchain-based applications is evaluated with relevant regulatory definitions. Finally, we discuss open
research challenges and potential future works with the blockchain in the domain of financial systems.

INDEX TERMS Automation, Bitcoin, blockchain, cryptocurrency, data governance, decentralized
payments, Ethereum, finance, financial application domain, survey, transparency, trust.

I. INTRODUCTION
The financial industry is transforming towards an Infor-
mation Technology (IT)-enabled evolution with significant
technological advancement to align with global economic
dynamics. The rapidly changing economic landscape with
extensive requirements of diversified capabilities of financial
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applications, emerges significant technological challenges.
In addition, the regulatory requirements that enforce stan-
dards of personal data management, trust, and traceability
of financial events incur additional effort for the innovators
of financial systems to design the systems to align with the
standardization requirements. In recent years, the emergence
of blockchain technology has revolutionized the financial
landscape with its initial association with cryptocurrencies.
Cryptocurrency is an alternative to fiat currency that enables
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TABLE 1. Summary of important acronyms.

consumers to transfer payments without the intervention of
intermediaries [1]. Bitcoin [2] is the world’s first and most
well-known cryptocurrency, enabling peer-to-peer payment
transactions without the intervention of trusted third parties
such as payment associations operated for Fiat currencies.
The system enables payments without a third party and
the transactions committed to the network are subject
to verification by dedicated nodes called miners, using
cryptographic techniques. Buterin et al. [3] extended the
blockchain towards the distinguishing concept of smart
contracts, emphasizing the unique capability of operation
as a decentralized program on the blockchain network.
The program is immutable and cryptographically verified
immutability to ensure the trust and integrity of the program.
As in Bitcoin, smart contracts execute in a peer-to-peer
mode without the contribution of a centralized third party
and service availability without any centralized dependency.
The autonomous execution conditions define the logical
conditions to execute a sequence of events comparable to the
paper contracts.

Blockchain, which is empowered with decentralized and
distributed ledger technology, gained prominence through its
unique capabilities in ensuring the integrity of transactions
using the cryptographically interlinked distributed ledger
including cryptocurrency networks. However, the potential
of blockchain extends far beyond the boundaries in the
context of securing financial ecosystems as an enabler for
cryptocurrency. As financial institutions face significant
challenges related to trust, data management, and automa-
tion, blockchain offers promising solutions by utilizing its
unique capabilities of decentralization to eliminate important
challenges that emerge in the financial ecosystems. This
survey identifies substantial challenges in different and
interrelated contexts in the financial ecosystems and explores
the capabilities of blockchain to alleviate these challenges.

Trust is a fundamental requirement of any financial system.
Trust in finance depends on top moral foundations [4], which
attract consumers, enterprises, and regulatory authorities to
rely on the economic systems for financial transactions.
Transparency in the automated decision-making process is
important to ensure consumer trust in financial systems

[5]. Overall, trust establishment is challenging with the
complicated evolution of classical banking systems with the
digital transformation of banking with mobile and electronic
banking [6]. The attack surfaces are complex with the
existence of heterogeneous electronic banking applications.

Secured consumer data management is important in the
information era, which is characterized by large amounts of
sensitive information consumer information [7]. Regulatory
compliance to the data management [8] has been strictly
enforced by the statutory authorities for the financial
ecosystems by introducing data protection regulations such
as GDPR [9]. Even though the statutory organizations urge
secure data management policies, including regulations such
as GDPR compliance [10], there exists a significant set of
practical challenges that make the enforcement harder.

Automating the processes in financial ecosystems is
significantly important in the context of finance to cope
with the scale of consumer demand anticipated in the future.
Automation streamlines the different processes of financial
ecosystems, including credit decision-making, customer
onboarding, and fund transfers, with reduced costs and
improved efficiency compared with the human-intervened
approaches. Especially, the evolution of automation tech-
niques facilitates the ecosystems with real-time decision-
making [11], thereby increasing efficiency. In the context
of the financial industry, automation optimizes key tasks
such as transaction processing [12], risk management [13],
compliance, and financial reporting [14]. In addition to
the banking sector, automated stock trading algorithms
execute the buying and selling of stock transactions in
milliseconds, leveraging automated data analytics and intel-
ligent decision-making techniques to identify profitable
opportunities and minimize risks of losses incurred by human
errors. Similarly, automated loan processing systems analyze
vast amounts of data for computational modeling of the
individual’s financial behavioral features to assess consumer
creditworthiness and make lending decisions quickly and
accurately [15] with zero paperwork. Automation plays
a pivotal role in regulatory compliance, where financial
institutions rely on automated systems for surveillence [16]
and ensure adherence to regulatory requirements. In this
paper, we explore the role of blockchain in the financial
application context, with a comprehensive overview of
the technical capabilities of blockchain to advance trust,
secured data management, and automation to provide an
extended value for consumers. In addition, this survey aims
to contribute valuable insights to the scientific community,
including researchers and practitioners who navigate the
evolving landscape of blockchain in the financial domain.

Abou and George [17] explained blockchain-based appli-
cations in different contexts, including finance. The authors
mainly highlighted the capabilities of blockchain to improve
transaction processing, sustainable banking, enhanced finan-
cial transaction security, and automated financial transac-
tions. Monrat et al. [18] explained the significant applications
of blockchain in different application domains. The authors
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highlighted the potential of blockchain to improve the
trade finance and stock exchange with advanced security.
Zhang et al. [19] introduce a blockchain-based project
financing instrument for infrastructure projects in China. The
authors highlighted the strengths of blockchain, including
information irreversibility to improve the project financing
systems. Almesha and Alhogail [20] examined the state-of-
the-art evaluation models and frameworks to identify the
adaptation requirements of blockchain for different appli-
cations such as finance, insurance, logistics, government,
education, and healthcare. In the financial domain, the
authors highlighted the potential of Blockchain 2.0, smart
contracts can enable the security of a wide range of financial
applications such as smart property trading, securities
trading, supply chain finance, anti-fraud systems, banking
instruments, credit systems, and mutual insurance using the
autonomous execution capabilities with data provenance.
Zhang et al. [21] highlighted the potential of blockchain
to automatically identify customer credit conditions in
loan application processing, restructure the financial market
collaborators as a cooperative system with strengthened
communication, as an enabler for improved cross-border
payments, and as a digital asset registry. The authors have
highlighted the significant challenges of financial regulation
and global collaboration due to complexity. Nguyen [22]
explained the role of blockchain as a financial tool for the
sustainable development of the global economy from an
analytical perspective. The author has highlighted that the
new technology can bring massive benefits to the consumers
of the current banking system and society. However, the
author elaborated on the significant challenges of blockchain
as a financial enabler, such as the lack of adaptation of
the legal and policy systems, with observational insights
on the global integration delay of Bitcoin for the past
years. Schar [23] proposed a multi-layer framework for the
analysis of various blockchain-based decentralized finan-
cial applications, including token standards, decentralized
exchanges, and debt markets. The author has emphasized
that the decentralized financial markets are still niche
with interesting features such as efficiency, transparency,
and composability. However, the author elaborated on
the associated risks of blockchain in finance, including
the risk of illicit activities, dependencies, and scalability
limitations. Yu et al. [24] explain blockchain’s potential
capabilities in financial accounting. The authors highlighted
the inherent features of blockchain, including transparency
and traceability, to resist the prevalent frauds of state-of-the-
art financial accounting systems. Patel et al. [25] presented a
bibliometric and content analysis on blockchain technology
for the banking and financial application domains. The
authors explained the role of blockchain in interesting
financial applications such as cryptocurrency, tokenization,
and crowdfunding. Furthermore, the authors reflected sig-
nificant insights on financial regulation and sustainability.
Chang et al. [26] investigated blockchain adoption cases in

financial services. The authors explained the key technical
features of blockchain, elaborating on the key challenges such
as scalability, energy consumption, and privacy issues. The
authors also highlighted the key ethical issues in blockchain,
including privacy, regulation challenges, and cybercrime risk,
which can emerge with blockchain integration. Sriman and
Kumar [27] explained the significance of cryptocurrency
with a review of theoretical and practical implications.
Tian et al. [28] analyzed the significance of security tokens to
provide transaction efficiency and transparency with concrete
examples of energy asset security tokens. The authors
also highlighted that the potential of tokenization was not
fully realized due to the technical infrastructure, regulatory
uncertainties, volatilities in the token market, and lack of
intervention of the state sector. Identifying the importance of
blockchain for trust, data management, and automation for
the sector of banking and finance, we propose,

1) A review and reflections on the technical features
of blockchain and how they are applicable to trust,
automation, and data management.

2) Brief review on the state of art cryptocurrency.
3) A comprehensive review on the trust components in

finance
4) A comprehensive review on the secured data manage-

ment in finance
5) A comprehensive review of the potential automation

applications of blockchain
6) A proposal of novel two-layered blockchain architec-

ture that enables blockchain as a decentralized service
to facilitate trust, data management, and automation for
financial stakeholders

7) Key insights and open challenges with integration
architecture and the applicable regulatory bodies

Table 2 reflects a summary of our contribution beyond
the state of the art. The rest of the paper is organized as
follows: Section II presents the technical background of
blockchain, focusing on its current position and technical
capabilities. Section III describes the components of trust
in finance. Section IV emphasizes the role of blockchain
for secured data management. Section III emphasizes the
potential automation components of the blockchain that can
be applied to improve financial applications. Section VI
illustrates the significant applications of blockchain in the
domain of finance. Section VII proposes a novel integration
architecture for the blockchain with a multilayered approach
to improve trust, data management, and automation in
finance with a focus on regulatory compliance. Section VIII
concludes the paper. Table 1 includes important acronyms
used in the paper.

II. BACKGROUND OF BLOCKCHAIN
This survey emphasizes the significant properties of
blockchain and smart contracts, which have the strong
potential to improve financial applications by improving
trust, data management, and automation. In this section,
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TABLE 2. Previous surveys on blockchain-based smart contracts.

we discuss the properties of blockchain with a technical focus
on the underlying principles.

A. TECHNOLOGICAL FOCUS ON BLOCKCHAIN
Blockchain transaction workflow exists with five generic
steps, regardless of the blockchain platform and consensus
mechanism. As indicated in Figure 1, the following events
can be identified.

1) Blockchain network receives the new event: This is
the initial point of a blockchain transaction that receives
the transaction from external services. In financial
applications, this can be either a request to verify
the credentials, transfer a particular asset, or even
a new customer registration event received from the
banking system. External Application Programming
Interfaces(API) of the blockchain network generally
integrate with the external services.

2) The event is converted into a transaction: In this step,
the event will be converted into the generic form, which
will make it understandable to the blockchain network.
Specifically, the blockchain network predefines the
form of a transaction, the mandatory elements to be
included, and so on. This transaction will be included
as blocks in chronological order.

3) The node performs the action that fulfills the con-
dition The consensus requires a particular condition to
be achieved to authorize the new blocks of transactions
to be included in the blockchain ledger. In Bitcoin [2],
this is Proof of Work, which requires the generation of
a hash value with four leading zeros, while in Ethereum
[31], the condition is the Proof of Stake.

4) The node mines new block:Once the condition is
fulfilled, the new node mines the block that consists
of new transactions. In this scenario, the new block is
disseminated within the network.

5) The new block is verified: Once the condition is
fulfilled, the new node mines the block that consists
of new transactions. If the blockchain nodes can verify,
the new block is eligible for addition to the new ledger.

As indicated in Figure 2, blockchain has three main
components distributed ledger, mining and consensus mech-
anism, and smart contracts. The three main components are
described below.

1) DISTRIBUTED LEDGER
The distributed ledger is a decentralized database that
exists consistently across multiple peers of the network.
It ensures availability by transforming the instances from one
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FIGURE 1. Blockchain workflow.

single instance to another. In a distributed ledger, no single
entity controls the server. The distributed ledger provides
transparency for all participants. The distributed ledger is
cryptographically integrity preserved, and forging the records
of the distributed ledger is computationally hard, thereby
guaranteeing an improved level of security. The distributed
ledger plays a distinguishing role in establishing trust in the
stored data.

Depending on the blockchain platform and its properties,
the distributed ledger has been implemented. It is important
to note that a blockchain is a form of distributed ledger
that interconnects bunches of transactions in the form of
blocks with cryptographic links. Each transaction and each
block is cryptographically linked in chronological order. This
data structure can be implemented on different technical
platforms. For example, Hypedrledger Fabric [32] uses the
CouchDB database to implement the blockchain ledger as a
NoSQL record. In Mystiko blockchain [33], the Cassandra
database has been utilized to implement the distributed ledger
with eventual consistency.

2) MINING AND CONSENSUS MECHANISM
The consensus mechanism is a fundamental trust-building
service in the blockchain ecosystem. It decides the utmost

condition of block mining, which is collaboratively verifiable
and provable among the members of the blockchain network.
The consensus condition can be defined depending on
the requirements of the blockchain network stakehold-
ers. The consensus mechanism is the most important part
of the blockchain, making its function ‘‘collaborative.’’ The
Consensus mechanism includes the transaction approval
process upon corporate decision.

Depending on the properties of the blockchain platform,
the consensus mechanisms vary. For example, Bitcoin [2]
uses Proof of Work consensus while Ethereum [31] uses
Proof of Stake consensus. In addition, the blockchain
platforms use different consensus mechanisms such as
Hyperledger Fabric [34] that utilize voting-based consensus.

3) SMART CONTRACT
A smart contract is an immutable, consistent software
program that operates on each member blockchain node.
The smart contract ensures that the program operates on the
decentralized node itself, which reduces latency compared
with the cloud. Smart contracts can be dynamically deployed
and operate consistently over the network.

The smart contracts can be different depending on the
requirement. For example, Ethereum uses Solidity as the
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programming language of smart contracts. Furthermore,
Hyperledger Fabric provides flexibility in NodeJS, Java, and
Go programming languages.

B. CURRENT POSITION OF BLOCKCHAIN’S
TECHNOLOGICAL CAPABILITIES IN FINANCE
The concept of blockchain emerged with the invention of
Bitcoin by Satoshi Nakamoto in 2008, who published the
whitepaper entitled ‘‘Bitcoin: A Peer-to-Peer Electronic Cash
System’’ [2]. This whitepaper proposed a digital currency
system that operates on the distributed ledger. The key dis-
tinguishing feature of Bitcoin is its decentralized operational
capability when compared with the centralized financial
ecosystems. However, the first conceptual presentation of
smart contracts by Nick Szabo dates back to 1994 [35].
In 2013, Vitalik Buterin [3] introduced the concept of
Ethereum. Ethereum has extended its capabilities beyond the
Bitcoin blockchain with the emergence of smart contracts
that enable the development of decentralized applications,
which are also known as dApps. The smart contracts
provided a consistent platform for the developers to deploy
computational logic in the form of computer programs.
In addition, Ripple XRP [36] was introduced in 2012 as
an alternative to enable cross-border payments such as
international remittance. Cardano was invented by Charles
Hokinson, who is a co-founder of Ethereum, and the native
cryptocurrency is ADA. Cardano provides a layered approach
that extends the interoperability and scalability capabilities
of similar blockchain platforms in the market. Finally,
Polkadot [37] is one of the most distinguishing technologies
that enables connectivity of all blockchain platforms in
the financial market. Table 3 lists the technical details of
leading blockchain platforms for cryptocurrency, including
distributed ledger techniques, consensus mechanisms, and
smart contracts. Table 4 gives a summary of blockchain
platforms in cryptocurrency, including native cryptocurrency
names, benefits, and limitations.

C. TECHNICAL OVERVIEW OF BLOCKCHAIN IN TRUST,
DATA MANAGEMENT, AND AUTOMATION
Blockchain is a widely used technology in many other
domains to establish trust, data management, and automation.
Since this survey focuses on the establishment of trust,
data management, and automation using blockchain in the
financial domain, we have identified that it is important
to explore the state of the art in trust establishment, data
management, and automation in the other domains.

Blockchain has been used in trust establishment in a
wide variety of domains including IoT and healthcare. Shin
[38] explains the role of blockchain that develops trust
with the decentralized architecture of the distributed ledger.
Hammi et al. [39] proposed a decentralized trust mecha-
nism named ‘‘bubbles of trust’’. The proposed architecture
leverages the identification and authentication of IoT devices
while preserving the integrity and availability of data using

blockchain. Lockl et al. [40] proposed a blockchain-based
IoT sensor data monitoring and logging system that ensures
transparency while eliminating the single point of failure to
extend trust. Yu et al. [41] proposed ‘‘IoTChain’’, by demon-
strating the applicability of blockchain by eliminating a
trusted third party. The authors highlighted openness and
robustness to the denial of services as the important features
for trust building in the proposed architecture. Tang et al.
[42] proposed an IoT passport, which is a blockchain-based
trust framework. In this work, the authors highlighted
smart contract-based identity management as a trust enabler.
Lin and Liao [43] emphasized the trust establishment of
LoRaWAN IoT by leveraging tamper-proof data structures
that correspond to IoT. Shala et al. [44] reviewed various
trust models for IoT environments by proposing a multi-layer
adaptive and trust-based weighting system.

We also identified the significance of blockchain for data
management in different domains. Yaqoob et al. [45] dis-
cussed the strong potential of blockchain to manage health-
care data with decentralization, transparency, accessibility
with enhanced auditability and trust. The authors also empha-
sized the advantages of blockchain that provide immutability
and a tamper-proof environment for healthcare data storage.
Chen et al. [46] proposed a personal data management system
using blockchain with prototype implementation results.
Tian et al. [47] proposed a blockchain-based medical data
management service with the incorporation of encryption
on ledger data. The experimental evaluation reflected the
improvement of privacy, integrity, and availability of medical
data. Cheng et al. [48] proposed a novel blockchain
architecture to improve public sector data management. The
authors have discussed key examples of recent applications
of blockchain in the public sector, including Sweden and
Estonia. Zaabar et al. [49] proposed Healthblock, which
is a decentralized healthcare data-sharing service utilizing
blockchain. Truong et al. [50] proposed a GDPR-compliant
personal data management solution using blockchain. The
authors facilitated a decentralized mechanism for potential
service providers and data owners to ensure data provenance
and transparency by leveraging the distinguishing features
of blockchain technology. The platform enables data owners
to enforce data usage consent, which is one of the most
important requirements of GDPR from the perspective of
user data with audit trails. Kakarlapudi and Mahmoud [51]
the potential of blockchain for private data management
for sectors such as healthcare. The authors evaluated the
prototype using Hyperledger Caliper.

Blockchain is widely used for automation in different
sectors. Kassen et al. [52] highlighted the potential of
blockchain as a decentralized system for public informa-
tion processing and management. The authors highlighted
the capability of automation in e-healthcare, e-migration,
e-city, and e-military with discussions on regulatory issues.
Chelladurai and Pandian [53] a novel blockchain-based
health record automation system. The authors proposed
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TABLE 3. Technical summary of leading blockchain platforms.

TABLE 4. Summary of blockchain platforms in cryptocurrency applications.

to operate smart contracts for patient registration and
data sharing with an experimental evaluation. Hamledari
and Fischer [54] proposed a novel smart contract-based
automation architecture for construction process automation.
Chen et al. [55] proposed a novel control transfer mechanism
by leveraging smart contracts to automate the control of
terminals. Kohen et al. [56] proposed a smart contract-based
automation technique for securities trading automation.

III. TRUST COMPONENTS IN FINANCE
Trust in finance is relevant for individuals or entities’
confidence and reliance on the credibility, integrity, and trans-
parency of financial systems, institutions, and counterparties.
Trust is important in the context of finance as the stakeholders
exchange expensive monetary commodities. The modern
world has more complex financial exchange scenarios than
simple retail purchases from a random vendor on the street.
In this section, we investigate the important building blocks
of trust in a financial context and how blockchain and smart
contracts can be incorporated to strengthen the identified trust
elements.

A. FAULT TOLERANCE
The persistent operational capability while the adversaries
are present, which is also known as fault tolerance, is one

of the most crucial features anticipated in the financial
ecosystems. The persistent and reliable operation is important
for the stakeholders to construct trust [57]. In the complicated
landscape of financial ecosystems, faults that affect the func-
tionality of the financial systems can affect the availability of
the system. The origins of such faults can be due to technical
issues, cyber-attacks [58], or other unforeseen technical
issues, which pose the financial systems with substantial
risk that eventually eradicates trust. The significance of
fault tolerance lies in its capacity to ensure the persistent
continuity of financial operations, mitigating the potential
impact of disruptions to the system stakeholders. A fault-
tolerant system can recover from faulty scenarios, minimizing
downtime [59] and preventing data inconsistencies, thereby
minimizing the real impact of the faulty scenarios on external
services. For the financial sector, trust is fundamental, and
the ability to maintain uninterrupted service is important
for preserving confidence among stakeholders, which is
important to establish trust.

Blockchain-integrated financial systems are robust to the
faulty node presence with their uniquely owned decentralized
architecture and consensus mechanisms that ensure the
system’s resilience to failures. In blockchain-integrated
financial systems, each transaction is subject to be verified
in the collaborative consensus mechanism and eventually
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added to the ledger upon approval of the multiple nodes.
This is quite a different and secure approach, and it does
not rely on a single centralized authority. Especially, the
consensus mechanisms are Byzantine fault tolerant [60],
which tolerate the presence of faulty/malicious nodes and
maintain the consistent and non-malicious functions of the
network while adversaries are present. This decentralized
functional architecture of blockchain reduces the risk of a
single point of failure that compromises the availability of
the service. The network can persistently operate even if
some nodes are maliciously attempting to manipulate the
transactions. In addition, the existence of services as instances
of multiple nodes ensures robustness to the DoS attacks [61].
It is important to identify the insights of fault tolerance

using a realistic example. Especially when a permissioned
blockchain network is integrated into a consortium of
financial entities to enable cross-border payments, which is
a potential example in the industry of supply chain [62],
[63]. The blockchain is used to track, verify, and execute
the relevant steps by the pre-defined process, which has
been encoded as smart contracts. If a node responsible for
verifying a particular shipment fails due to an adversarial
impact or technical issue, other nodes in the network can
take over the validation of the transaction, ensuring that the
supply chain process persists without disruption. This type
of fault tolerance feature is very important for maintaining
the efficiency and reliability of supply chain financing
functions to operate without any practical challenges. The
fault tolerance ensures that the network remains functional
and transactions can still be processed securely and efficiently
even though adversaries are present, thereby establishing
trust.

B. REGULATORY COMPLIANCE
Regulatory compliance is important within the financial
ecosystems to ensure economic stability, integrity, and
trust in the industry. Financial institutions operate within
a complex set of regulations and standards established by
governmental bodies and regulatory authorities within the
national, international, and regional scopes. Compliance with
these regulations is an important component of governance
and eventual trust establishment. That is an essential require-
ment for fulfilling the confidence of investors, protecting
consumers, and maintaining the overall consistency of the
financial system.

The inherent transparency and consensus-driven trust are
the key capabilities of the blockchain to establish trust by
strengthening regulatory compliance rather than operating as
a consumer unreachable black box. Anti-Money Laundering
(AML) [64] regulations are one of the most sensitive regu-
latory mandates that force financial institutions to monitor
and report suspicious transactions to regulatory authorities.
EU Anti-Money Laundering Directives are well-known
examples that have been implemented to eliminate money
laundering and terrorist financing activities [65]. In addition,

Financial Crimes Enforcement Network [66], which is a
bureau of the U.S. Department of the Treasury, regulates
financial transactions to defend from money laundering and
other financial crimes committed within the US territory.
Blockchain can be integrated as an external service that facil-
itates AML compliance by adapting the inherent transparent
and immutable ledger of transactions while maintaining
consumer due diligence [67]. Each transaction recorded on
the blockchain contains a cryptographic hash that links it to
previous transactions, forming a continuous chain of blocks.
This ensures that once a transaction is recorded in the ledger,
the record cannot be tampered with or removed which can be
maintained as a consistent audit trail for regulators to trace
the flow of monetary commodities and identify suspicious
activities.

Furthermore, blockchain-based smart contracts are the
ideal candidates to streamline the process of sharing sensitive
identity information while maintaining personal data privacy.
Specifically, regulatory agencies often force financial insti-
tutions to exchange customer information for compliance
purposes, such as conducting KYC checks. Blockchain-
based identity verification systems can securely verify, store,
and share customer information across multiple institutions
using cryptographic privacy preservation techniques, ensur-
ing that only authorized parties can access the data while
in storage and transfer. In addition, the decentralized and
consistent ledger ensures data availability across the multiple
instances deployed in the collaborative organizations, thereby
eliminating rigorous and repetitive consumer onboarding
processes. This simplifies the compliance process and also
minimizes the risk of data breaches and unauthorized
access.

Smart contracts operate as self-executing, transparent,
and consistent programs according to the predefined rules
encoded on the blockchain that correspond to the com-
pliance procedures for regulatory alignment in real-time
smart contracts can enforce the boundaries of international
transactions, block payments to suspicious organizations,
verify the source of origin of the funds, and automatically flag
and report suspicious fund transfers based on predefined reg-
ulatory criteria. Automating compliance processes with smart
contracts eliminates human errors or biased mispractices by
the suspicious to ensure consistent enforcement of regulatory
governance across the financial ecosystem.

C. TRUSTED AUTHORIZATION SERVICES
Financial authorization is a key feature of financial ecosys-
tems that function at different scales and across different
entities. Therefore, trusted financial authorization services
are important to ensure the security of transactions, thereby
establishing trust among consumers, enterprises, and state
authorities regarding the financial ecosystem. Trusted autho-
rization services facilitate the financial ecosystems with a
secured mechanism for verifying the identity, authentica-
tion, and payment authorization of individuals or entities
engaging in financial activities, thereby mitigating the risk of
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TABLE 5. Summary of the trust components of the banking and finance and the applicability of blockchain.

fraud, prevention of unauthorized access [68], and identity
theft [69]. Considering a well-known example, financial
institutions utilize trusted third-party authorization services
to authenticate customers in real-time during online banking
transactions, which comprises transaction routing in different
components, including web gateways, SMS servers, and
third-party authentication services for financial authorization.
Trusted authorization services defend the financial systems
as gatekeepers, granting access to the financial services only
to authorized parties while safeguarding against malicious
actors and unauthorized activities that attempt to break the
security.

Blockchain is a prominent technology that facilitates
trusted financial authorization by leveraging the inher-
ent decentralized and cryptographic features that advance
security, transparency, and reliability that will eventually
cultivate trust. Blockchain’s decentralized nature replaces the
requirement of trust for a central authority to authenticate
transactions and authorize access to payment services,
reducing the risk of single points of failure. In addition, the
PoS-based and Electronic Fund Transfer(EFT) transactions
are prone to different risks such as impersonation [70] and
Man in the Middle (MiTM) attacks [71].
In particular, smart contracts, which are self-executing

and transparent programs with predefined authorization
rules, automate and enforce authorization processes with the
consensus-driven trust establishment. Smart contracts specify
the exact conditions for transaction authorization, such as
verifying the identity of participants and checking the cus-
tomers’ account balances while enforcing compliance with
regulatory definitions. In addition, blockchain provides an
immutable ledger of transaction traces that eliminates the risk
of fraudulent activities. For example, in a blockchain-based
crowdfunding platform [75], smart contracts automatically
authorize the disbursement of funds to project creators
once predefined funding goals are met, thereby eliminating
the need for intermediaries and enhancing trust in the
authorization process.

The key features of blockchain-based smart contracts
support trusted authorization in financial systems to ensure
reliability and trust in authorization processes.

D. TRANSPARENCY
Transparency is one of the most important expectations in the
financial ecosystem, playing a significant role in establishing
and sustaining trust among important stakeholders, including
customers, regulatory authorities, and financial institutions.
In a different scenario where complex transactions are
committed, the openness and clarity afforded by a transparent
financial system are essential to developing trust. Possible
examples are the importation of restricted commodities
for commercial purposes, such as certain chemicals that
are also usable for terrorist activities. In such scenarios,
transparent payments are important considerations in cus-
toms clearing procedures. In addition, public investors,
regulators, and government bodies strongly rely on accessible
and accurate financial information to execute data-driven
and well-informed decisions for future investments in the
organizational entities. For instance, transparent financial
accounting [76] and related reports [73] ensure that com-
panies disclose their financial performance, allowing public
investors to assess risks and opportunities to proceed or deny
potential investments. Manipulated financial performance
indicators expose investors to a massive risk. Therefore,
it is one of the most prominent requirements that require
transparency [77] to defeat misleading reflections of the
financial health insights of the organizations that encourage
public investments.

From the perspective of transparency, blockchain has
immense potential to improve the financial ecosystems
with extended trust. The distributed and transparent ledger
especially ensures the recorded events are not modifi-
able/forgeable to the adversaries, thereby improving trust.
Supply chain financing [72] In this article, we identified the
significance of transparency, which is not limited to deterring
fraudulent activities and unethical behaviors. In addition,
transparency cultivates an environment where participants
can have confidence in the fairness, reliability, and ethical
values of the financial system. Transparency thus emerges as
a foundational element for constructing trust in ended trust.

In addition, the transparent service deployment potential
that utilizes smart contracts [23] ensures the consumers
that the services operate consistently over the decentralized
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nodes, thereby eliminating the concerns on trust to the
consumers. In addition, smart contracts ensure the flow of
financial instruments is transparent, thereby eliminating the
potential of corruption [74] and other fraudulent practices.

Table 5 summarizes the trust components in finance while
highlighting the technical capabilities of blockchain to cope
with identified challenges.

IV. SECURED DATA MANAGEMENT IN FINANCE
The world has transformed towards the information era
in the previous decade [78]. Therefore, the data is one
of the most important commodities in almost all application
contexts. It is important to manage the data lifecycle data
management in finance refers to the framework and prac-
tices that ensure the proper management, quality, security,
and compliance of financial data within an organization.
It involves establishing policies, processes, and controls to
manage data throughout its lifecycle. This helpsmaintain data
accuracy, integrity, and confidentiality, ensuring that financial
information is reliable and can be trusted for decision-
making, regulatory compliance, and reporting purposes.
Effective data management in finance also involves defining
roles and responsibilities, establishing data stewardship, and
implementing technologies to support data management.
Stewert and Juvenes [79] reflected that data security and
consumer trust strongly affect the adoption of fintech systems
in Germany. Bose et al. [80] highlighted the significance
of data security and trust with a comprehensive comparison
of cloud computing and banking applications. Moiso and
Minerva [81] presented a user-centric model that enables the
data owners to control the gathering, management, and data.
The authors proposed a new personal data ecosystem centered
around individual data, with a comparable model that a
commercial bank manages money, emphasizing challenges
and opportunities. Soloway [82] and Covington highlighted
the significance of privacy control in the context of financial
data sharing.

A. PERSONAL DATA PROTECTION
Personal data protection is an important action in data
management within the financial ecosystems. The sensitive
personal data includes personal information, bank account
details, credit card numbers, and social security numbers.
The protection of this data is not limited to legal and
ethical obligations with extended requirements for preserving
individuals’ privacy and preventing identity theft and fraud.
For instance, robust data protection measures, such as
encryption of the data at rest, data access controls, and
secure authentication protocols, are essential to safeguarding
sensitive financial information from unauthorized access
or breaches. Compliance with stringent data protection
regulations, such as GDPR in Europe or the Gramm-Leach-
Bliley Act (GLBA) in the United States, highlights the
importance of prioritizing personal data protection within the
financial industry.

Blockchain and smart contracts are the widely used
technologies to enforce personal data protection [83].
Personal data protection includes ensured data availability
and personal data access control, which empowers the
personal data owner to manage the access of data and
guarantee that there is no unauthorized party accessing the
data without the consent of the data owner. Especially,
the identity data protection using blockchain [84] ensures
the robustness against identity thefts in the context of
financial ecosystems. In addition, blockchain stores the
data in a decentralized form, which exists in the form of
multiple instances across each node.When comparedwith the
centralized database-integrated architecture of the banking
systems that store the data in the form of single instances,
blockchain-based identity data storage is more robust to the
attacks that affect the data availability as the blockchain
stores data in multiple instances. In addition, the blockchain
includes data with inherent integrity preservation. Overall,
data integrity and availability are ensured.

B. TRANSACTION DATA PRIVACY
Data privacy [85] holds significant importance in the financial
ecosystem for the establishment of trust. In the context of
financial processes such as real-time authorizations, individ-
uals and institutions share extremely sensitive personal and
financial information. The assurance among the stakeholders
that this sensitive data is handled with utmost privacy is
essential for maintaining trust in the financial systems. For
instance, banking transactions, investment-related informa-
tion, and personal credit histories contain a significant set
of private information that is not supposed to be publicly
disclosed. If this private information is compromised, this
can lead to significant security threats, such as identity thefts
[86], fraudulent activities [87], or unauthorized access to the
systems that will affect the data security of the financial
ecosystems. In addition, regulatory compliance [88] and
adherence to the personal data protection standards become a
primary requirement for financial institutions to secure client
confidentiality. Therefore, personal data privacy is one of the
main expectations in financial systems.

Blockchain has a wide range of technical capabilities
to ensure transaction data privacy beyond the state of
art financial ecosystems. Especially, Bitcoin [2] provides
pseudo-anonymity, which eliminates the disclosure of con-
sumer information with personal details. This ensures the
transaction data privacy on payment authorizations without
revealing the consumer details that could be used by a curious
adversary, either an insider or an external party, to derive
insights into the payment details. The Ring signature scheme
[89] used in Monero is another one of the most prominent
examples in finance that ensures anonymity in transactions.
Furthermore, the zCash [90] utilizes BulletProof [91], with
shorter and more efficient proofs to approve the transactions
without revealing the actual balances of the consumer. Secure
multi-party computation [92] provides on-chain decentral-
ized privacy preservation on the transaction authorization
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process. The smart contracts that operate as decentralized
services for multiparty computation ensure scalability rather
than converging the services towards centralized server
instances that create a performance bottleneck. These tech-
nologies are adaptable to enhance the privacy of financial
systems to ensure transaction data privacy beyond the state
of the art.

C. TRANSACTION DATA INTEGRITY
Data integrity is an important requirement in financial ecosys-
tems, which plays an indispensable role in data management.
In the context of finance, accurate and unaltered data
is a mandatory requirement in informed decision-making,
financial risk assessment, and alignment with regulatory
requirements. It is important to preserve the integrity of
financial data, such as the indicators that reflect the insights
on the financial performance of the organizations. In addi-
tion, transaction data, time information, and payer-payee
information are required in scenarios that require deriving
evidence for forensic investigations and dispute resolutions.
It is important to prevent data manipulations to maintain
consistency of the data management systems in the financial
sector [93].

Blockchain provides a distributed ledger that stores data in
the form of block transactions in chronological order. Each
block is connected with a cryptographic link that ensures
the blocks and underlying data cannot be manipulated.
In banking applications, it is important to preserve the
integrity of the data that is associated with the account details
and user identity information [94]. In addition, integrity
preservation of the transaction data is one of the most
important requirements in banking and financial systems
[95]. Unlocking the potentials of integrity preservation,
and manipulating the data [96] has been formulated as
a computationally hard problem in the blockchain. That
ensures the blockchain data cannot be manipulated due to
the computational expansiveness. In contrast, centralized
data storage, such as widely used centralized databases,
does not specifically monitor the data storage integrity
unless deployed as a separate service. Furthermore, the
financial data can be manipulated by a malicious insider
who deliberately forges the data on behalf of an adversary,
which will lead to manipulated outcomes from the insights.
In contrast, integrating the blockchain systems into financial
system data management ensures the data is not being forged.

D. DATA ACCESS CONTROL
Data access control is an important requirement in the
financial ecosystems. The access control mechanisms dis-
tinguish the authorized personnel and services to access
the data for either accessing or modifications as defined
by the organizational requirements. Accessing the data by
unauthorized personnel or services makes the data breaches
thereby compromising privacy. It is important to identify,
prevent, and respond to unauthorized data access to preserve

confidentiality, integrity, and availability. Limitation of data
access to entities those who are with legitimate credentials
and authorization prevents insider threats and external attacks
while adhering to the regulatory compliances and data
protection’s legal boundaries of data access. Since the
banking systems cope with sensitive financial data. Therefore
a robust data access control mechanism is essential for
financial ecosystems.

In the access control process of financial ecosystems,
blockchain has strong capabilities to deliver efficient
access control mechanisms using inherent decentralization.
The smart contract-based identity management and access
control mechanisms [97] provide transparent and immutable
access control rules and policies with immutability and
consistency. In addition, data access transactions are subject
to be approved among the members through consensus
mechanisms, thereby the adversarial impacts that deliberately
modify the access rights are technically impossible with
smart contract-driven access control mechanisms. In addi-
tion, data sharing enables enterprises to share access to the
data to derive important insights such as credit information
[98] in financial applications. Blockchain-based smart
contracts enable dynamic data sharing with consistently
available data-sharing rules.

E. DATA AVAILABILITY AND RECOVERY
Availability is an important aspect of preliminary security
services. Especially, data availability ensures that the data can
be accessed in real-time when the services are required to
access and proceed with appropriate processing. Especially,
when the banking and financial entities rely on data-driven
internal decision-making, the availability of data is important.
Corrupted or unavailable data hinders the decision-making
process. In addition, market analysis and public insights, such
as the financial performance of the organizations, must be
available for the investors to derive insights into investment
decisions. Furthermore, data availability is mandatory for
regulatory compliance and auditing procedures. In case the
data is lost due to technical failures, appropriate data recovery
services must be available.

Blockchain provides a distributed ledger that redundantly
stores the data in multiple instances consistently over the
members’ nodes [99]. The data redundancy in the blockchain
is different from the centralized storage services as the
blockchain ledger exists in multiple instances rather than a
single instance and corresponding disaster recovery nodes in
centralized approaches [100]. In addition, blockchain can be
customized to enable transparent audit trails when compared
with centralized systems. That eliminates the risk of being
attacked and the eventual unavailability of data. In addition,
a possible data loss that could happen due to hardware failure
of a particular ledger instance’s server can be easily recovered
by replicating the ledger instance from another node as the
nodes are consistently holding the distributed ledger across
the members. Therefore, blockchain brings up significant
advantages of data recovery [101].
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TABLE 6. Summary of the data management components of the banking and finance.

Table 6 summarizes the data management components
in finance while highlighting the technical capabilities of
blockchain to cope with identified challenges.

V. AUTOMATION
In this section, we reviewed how the automation features
of blockchain can benefit different applications in financial
applications. Efficient and real-time operations as well as cost
reduction are key anticipations of the automation.

A. AUTOMATED SETTLEMENTS
Automated settlements play a crucial role in the financial
ecosystem by streamlining transaction processes, reducing
operational costs, and minimizing settlement risks. In tradi-
tional finance, settlements often involve manual intervention,
multiple intermediaries, and lengthy reconciliation proce-
dures, leading to delays and increased operational inefficien-
cies. Automating settlements through technology eliminates
the need for manual intervention, enabling transactions to
be executed and settled automatically based on predefined
conditions or smart contracts. This accelerates transaction
processing and reduces the risk of errors and discrepancies,
enhancing overall efficiency and transparency in financial
operations. For example, in securities trading, automated
settlements ensure that trades are settled promptly without
the need for manual confirmation, reducing settlement times
and mitigating counterparty risks. Similarly, in payment pro-
cessing, automated settlements enable near real-time transfer
of funds between parties, improving cash flow management
and liquidity. Overall, the adoption of automated settlements
in the financial ecosystem offers significant benefits in terms
of speed, accuracy, and cost savings, paving the way for a
more efficient and resilient financial infrastructure.

Blockchain-based smart contracts, which are integrated
into the blockchain [102], provide significant advantages
in automating the settlements with improved transparency.
Blockchain-based settlement systems [103] ensure automa-
tion with improved efficiency for large-scale applica-
tions. The consensus-based settlement process improves

the security with robustness for the adversarial attempts
that deliberately deviate the settlement process from the
anticipated workflow. In addition, automated settlements
also ensure peer-to-peer operations rather than relying on
a centralized payment system. Settlements with blockchain
leave immutable traces that ensure non-repudiation during the
settlement process.

B. AUTOMATED AUDIT TRAILS
Automated cross-border transactions play a pivotal role in
the modern financial ecosystem by facilitating seamless
and efficient international payments, trade, and investment.
Traditional cross-border transactions are often plagued by
complexities, including multiple intermediaries, lengthy
settlement times, and high transaction fees. Automating
cross-border transactions streamlines the process by lever-
aging technology to execute and settle transactions swiftly,
securely, and cost-effectively. This enhances liquidity man-
agement, reduces currency conversion costs, and mitigates
settlement risks, thereby enabling businesses to expand their
global reach and capitalize on international opportunities.
For instance, automated cross-border payments enable e-
commerce merchants to accept payments from customers
worldwide without the hassle of dealing with multiple
currencies and payment processors. Similarly, multinational
corporations can efficiently manage their supply chains,
payroll, and treasury operations across different countries
thanks to automated cross-border transaction capabilities.
Overall, the adoption of automated cross-border transactions
revolutionizes the way businesses conduct international
financial transactions, driving global economic growth and
fostering financial inclusion.

Blockchain provides automated audit trails with improved
trust and security [104]. Specifically, the conditional defini-
tion of the audit actions eliminates the additional operational
overhead of manual audit procedures [105]. In addition, auto-
mated auditing with smart contracts ensures non-repudiation
with the cryptographic integrity-preserved ledger [106]. The
most important feature is that the audit reports generated
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from the blockchain-based auditing systems are automated,
independent, and transparent when compared with the
traditional audit methodologies that rely on third parties.
Blockchain-based smart contracts ensure the audit procedure
is free from human errors [107].

C. AUTOMATED DECISION MAKING
The consumer volume of banking systems is increasing as the
world’s population grows and more people express interest in
onboarding with a bank account. When consumer volume is
higher in financial ecosystems, automated decision-making
is required to reduce processing time and improve customer
response. In the context of finance and banking, autonomous
decision-making is widely used in applications such as credit
score evaluation in loan processing and credit card issuance.
This is important to deliver real-time or near-real-time credit
decisions to consumers and eventually improve consumer
satisfaction. In addition, applications such as automated
decision-making systems for the stock exchange also require
automation.

Blockchain-based decision-making ensures transparency
and fairness in the process [108], with a strong potential
for automated credit scoring [109]. Transparency improves
confidence in the acceptance of a particular decision rather
than operating as a black-box-type automated system. The
immutable ledger record ensures the non-repudiation of
decision-making with added audit trails on the ledger.

D. AUTOMATED ACCESS MANAGEMENT
Automated access management is important to facilitate
dynamic access control of services. Banking and financial
systems exchange sensitive information. In addition, the
volume of data and the number of consumers are increasing.
Therefore, the automation of data access management
is essential to deliver real-time data access management
requirements rather thanmanually managing the access to the
data.

Blockchain-based smart contracts ensure autonomous
access management of data, including transaction data,
user credentials, and so on [110]. The smart contracts
can be used to encode the computational logic to manage
access [111]. Smart contract-based access management
ensures transparency, traceability, and auditability in access
management functions of banking applications [97].

Table 7 summarizes the automation components in finance
while highlighting the technical capabilities of blockchain to
cope with identified challenges.

VI. POSITION OF BLOCKCHAIN-BASED STATE OF THE
ART IN TRUST, DATA MANAGEMENT, AND AUTOMATION
In this section, we reflect on the key state of the art for
trust establishment, data management, and automation in
financial ecosystems. As shown in Figure 3, we evaluated
the applications of blockchain and smart contracts in finance
and other domains, such as the Internet of Things (IoT), to

identify potential strengths to improve the financial domain’s
applicability in trust, data management, and automation.

1) KNOW YOUR CUSTOMER FOR TRUST ESTABLISHMENT
Customers without clear identification details are restricted
in almost all banks in the world. Preliminary information
corresponding to a customer, such as names, residential
addresses, and contact numbers, is the preliminary informa-
tion that has been recorded by the banks in a formal customer
screening process. If spurious activities committed by the
customers or any dispute, either financial or legal, have been
identified, this information is important for surveillance and
further investigations. Therefore, all banks in every territory
must adhere to their own Know Your Customer (KYC)
process. In general, KYC processes include paperwork which
has proceeded to the storage of digital records. However,
the existing KYC procedures have significant challenges
in terms of security and practicality. It is challenging to
maintain the integrity of the centralized databases as insider
attacks will lead to the forgery of customer data included
in the databases. In addition, people can conceal customers’
identities for criminal activities such asmoney laundering and
illicit trading due to non-standardized consumer verification
that only relies on customer data. Furthermore, the customers
do not have stronger authority to control the data sharing,
which enables the banks to share the data with third parties.
From a practical perspective, the KYC process is not a
favorable experience for consumers if there are repetitive
steps included in the consumer onboarding process. The
instanced and independent KYC processes are cumbersome
experiences for customers.

In the blockchain-based approach, the incorporation of
customer information into smart contracts eliminates awk-
ward manual data entry operations with improved trust.
Specifically, the blockchain-based approach ensures data
availability, integrity, and data sharing of the KYC data.
In addition, malicious manipulations of the data can be
traced through the potential transparent audit trails that
can be integrated into the distributed ledger. In addition,
customers can manage the boundaries of the ownership
of data so that banks can control access to data and
eliminate misuse of data, which leads to identity theft.
The smart contracts can be extended to request permission
that specifically defines the scope of data access using
transparent policies incorporated through the smart contracts.
Distributed data storage eliminates the potential risks of
a single point of failure and data loss. The decentralized
ledger that incorporates blockchain for data storage ensures
the availability of the data and the KYC service with its
distributed service architecture. The smart contract-based
KYC system can be integrated as a global platform for KYC
for banks, with expected improved customer satisfaction.

Ye and Liang [112] emphasized the potential advan-
tages of smart contract transformation for advancing the
capabilities of the banking industry. The authors suggested
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TABLE 7. Summary of automation components.

FIGURE 2. Summary of the contribution of blockchain beyond cryptocurrency.

the significance of data encryption for financial institu-
tions to keep a summarized form of data before being
shared with the public ledger of blockchain, This process
fulfills the trust components by improving the capability
to encryption with secured data management. Moyano and
Ross [113] proposed a novel blockchain-based system to
facilitate the KYC process. The key advancement of the
proposed work is the reduction of costs and enhancement
of consumer experience, as well as the elimination of
repetitive processes on customer onboarding by leveraging
the Ethereum blockchain. The authors also emphasized
the potential to incorporate permissioned blockchains such
as R3 Corda for the system to improve the integration.
Alex et al. [114] proposed a privacy-preserving KYC scheme
on Ethereum, which leverages customer onboarding with
compliance with the regulatory requirements. The system

defined two smart contracts, namely KycProvider and
KyceToken, which maintain access-related information and
function as standard ECR - 20 tokens for the KYC checks.

2) ESCROW SERVICE
Escrow is a widely used electronic payment service for online
international trading platforms. Escrow acts as the mediator
that governs the fund transfer process that corresponds to
the international transaction. International trade transactions
are complicated when compared with retail transactions
where the consumer and seller are present in proximity.
In contrast, the buyers and sellers are physically located in
different geographical regions. Therefore, the requirement
for a strong intermediary has emerged to authorize the
payment transfer upon a certain condition, such as the receipt
of goods by the consumer. In centralized escrow services,

64874 VOLUME 12, 2024



H. Chen et al.: Role of Blockchain in Finance Beyond Cryptocurrency

it is challenging to cope with an extensive transaction
throughput anticipated in production-grade ecosystems when
it exists as a single-instanced cloud-based service. In addition,
the settlement is not real-time with significant practical
challenges in the dispute resolution process. In contrast,
the smart contract-based Escrow services enable real-time
traceability of the transactions with an in-built audit trail
with blockchain integration. Smart contracts ensure real-time
peer-to-peer transaction flow, with improved scalability when
compared with the state of art centralized systems.

Peters [115] discussed blockchain technology, smart
contracts, and their application in global money remittance.
The author discussed the potential of blockchain-basedmulti-
signature escrow services leveraging the capabilities of smart
contracts. The author has pointed out the significance of
smart contracts from the perspective of trust. From the
perspective of automation, smart contract-based Escrow
executes autonomously and proceeds on the fund transfer
between the buyer and seller when the condition has been
reached. Bogner et al. [116] emphasized the potential
of Ethereum-based decentralized applications for sharing
tangible objects in everyday use. The solution implemented
associating a web application and a mobile application that is
capable of reading a QR code displayed on the objects. The
system utilizes an escrow service to hold the associated fees
as per the requirement.

3) INSURANCE
Insurance is one of the most essential services that has
evolved with various features in the past decades. The people
insure different assets such as business properties, con-
veyance objects, enterprises, and their own lives. Three main
components can be identified in the insurance: the insurer,
the organization that provides the insurance, and the policy,
which is compiled as a paper document. The main drawbacks
of the insurance policies compiled in the paper document are
the risk of being forged and the possibility of human errors.
In addition to that, insurance frauds are accountable for more
than 40 billion dollars a year, according to the statistical
data published by the Federal Bureau of Investigations. The
technical capabilities of blockchain and smart contracts in
the insurance industry will be ideal for trust, secured data
management, and automation. For example, smart contracts
can be utilized to establish insurance policy terms and
conditions in a transparent and immutablemanner to establish
trust. In this function, no human intervention is required
to initiate the claim, as claim processing can be handled
automatically without human intervention. This process is
beneficial in eliminating costs and unnecessary risks, such as
manipulative claims of insurance. In addition, the integration
of an immutable ledger provides more straightforward,
automated, and transparent audit records.

From the literature, we identified that Hans et al. [117]
emphasized the strong potential of blockchain-based smart
contracts in the context of insurance to speed up claim
processing with reduced costs. However, the authors also

highlighted that the limitations of several aspects still need
to be improved in the smart contracts before integration
into the insurance industry. B3i application [118] is another
one of the most significant and versatile innovations that
targetted the insurance industry in collaboration with fifteen
giants in the sector. The smart contract-based systems
improve the insure and re-insure value chain as well as
improve customer experience in the KYC process. Refer-
ence [119] illustrated the improvements in the insurance
industry using blockchain-based smart contracts. The authors
highlighted the key benefits of the proposed architecture,
including enhanced customer satisfaction through a unified
KYC process, fraud detection since each claim transaction
requires verification by the number of parties to be approved,
automation of claim processing, and innovative product inte-
gration capabilities such as micro insurance. Guo et al. [120]
proposed a distinguishing innovation named WISChain,
which was intended for web identity security improvement.
WISChain caters to two insurance service models to defend
the applications web identity security and commercial web-
site security. WISChain enables autonomous claims when
uploading evidence to the blockchain. Bird [121] proposed
a novel insurance scheme for the agricultural industry that
supports crop insurance for farmers in Ghana. In this
application, smart contracts have been defined to compensate
policyholders for certain conditions such as drought or
rainfall, utilizing high-resolution satellite images to identify
weather conditions and eliminate fraudulent claims. Thanks
to the smart contracts, the falsified claims can be identified
and eliminated in this proposed architecture. In [122], a novel
scheme that utilizes blockchain which is named Etherisc
has been proposed. Etherisc comprises decentralized smart
contracts to facilitate the insurance system with two types of
tokens for economic incentivization and to represent risks,
respectively. The authors utilized Ethereum smart contracts to
establish a standardized set of rules to define how stakehold-
ers should function in the system. Vo et al. [123] presented a
permissioned blockchain-based solution for data provenance
in car insurance. In this application, the system was imple-
mented using the Hyperledger Fabric blockchain platform.
The smart contracts were invoked to capture events such as
weather events, location variations of the car, and so on.

4) LENDING AND BORROWING
Lending, borrowing, and loans are significant economic
activities of a civilized nation that are important in eco-
nomic development. The economic development sophis-
ticated human needs and lending also diversified along
different avenues. Peer-to-peer lending, which was a famous
activity in the past was transformed into flexible syndicated
products presented by major financial institutions. Banks
act as the trusted third parties. The banks are the only
authorized repository of money for lending and dominate the
lending market. The current mortgage and loan processing
often spans about 60 days. This arduous process includes
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ascertaining loan applicants’ credit scoring, underwriters’
profile verification, and so on. In addition to that, the loans
were subject to processing fees and a few other surcharges
imposed by the banks. Some hidden charges surprise the
customers too. Borrowers sometimes escape and refuse to pay
back the loan. The smart contracts circumvent the existing
issues and promise a trust-based ecosystem that streamlines
the application and payment with automatic execution.

Salt Lending [124] is the world’s one of the largest lending
platforms, with amarket capital of USD 126million. The bor-
rowers automatically send collateral to Salt’s multi-signature
wallet according to enforced conditions. EthLend [125] is an
Ethereum-based lending platform. Important attributes, such
as loan terms, fund transferring conditions, and collateral, are
handled by smart contracts with ERC-20 tokens. Everex [126]
is a Singapore-based lending and remittance service. Everex
provides a transparent platform for unbanked customers in
Southeast Asian countries. It uses ERC-20 tokens which can
be pegged with fiat currencies. Debitium [127] is one of the
Ethereum-based crowdfunding platforms. It facilitates cross-
border deals and connects borrowers and investors.

5) AUTOMATED AUDITING PROCEDURES
Auditing procedures are one of the most important require-
ments in the organizations. Auditing ensures the reliability
and accuracy of the financial statements that reflect the
financial performance of the organization. In addition,
auditing procedures are important to the fraudulent activities
of the organizations and eventually safeguard the assets of
the organization. In general, the regulatory requirements
recommend that auditing has to be performed by trusted inde-
pendent third-party organizations. The auditing procedure
is a formal and tedious human-intervented process that is
expensive to organizations. In addition, the derived auditing
insights are subject to human errors as well. In contrast, smart
contract-based audit procedures ensure autonomous auditing
and traceability procedures with a significant reduction of
human intervention. In addition, smart contracts guarantee
with autonomous execution of smart contracts in real-
time. The inherent distributed and transparent nature of
the smart contracts ensures the regulatory authorities can
transparently view the audit insights without the risk of
malicious manipulations.

Zou et al. [128] highlighted the significance of smart
contract-based audit schemes that resist the manipulations of
audit records. This work reflects the strengths of blockchain
in ensuring integrity while bringing up the advantages of
automation. Rozario et al. [129] explained the strength
of smart contracts to automate auditing procedures. Still,
significant opportunities exist in the context of auditing
procedures to be leveraged by smart contracts.

6) AUTOMATED STOCK TRADING SERVICE
Stock trading is one of the highly dynamic and real-time trad-
ing processes that consists of multiple real-time operations,

including trading platformmanagement, investments, broker-
ing, financial indicator identifications, and so on. The stock
markets are in the millions of dollars of Volume within a wide
range of individual investors to multi-millionaire conglom-
erates. Each stock exchange transaction is committed with
the active contribution of different parties, such as brokers,
investors, and stock sellers. Significant limitations can be
identified in the manual stock exchange functions, including
human errors and efficiency limitations. In addition, trusted
third-party-based systems emerge performance bottlenecks.
In contrast, the blockchain-based approaches eliminate the
centralized processing architecture by incorporating smart
contracts. The blockchain-based stock exchange emerges
as a decentralized platform for stock trading that enables
peer-to-peer transactions for all parties without relying on a
trusted third party. The automated smart contracts ensure the
conditional execution of stock trading transactions without
human errors and improve transparency.

Yermack [130] emphasized the significant advantages of
blockchain-based smart contracts with an elaboration on the
benefits of financial asset trading. The author highlighted the
key advantages of automation and the advantages of tracking
asset ownership to improve liquidity and transparency. The
author has also shed some light on the ongoing initiatives
of the USA and Australia for blockchain-enabled stock
trading. Reference [131] is a whitepaper that presents TITA,
which is an Ethereum-based system for commodity trading
in manufacturers and consumers. The system elaborates
with a crypto-token to enable purchases and transfers while
incentivizing stakeholders as a gesture of appreciation.
In this work, the smart contracts transfer assets or establish
escrow conditions as required. In Australia, [132] is a
well-known application of permissioned blockchain-based
smart contracts to enable stock trading in Australia. The
proposed system enables automated clearing and settlement
by smart contracts while supporting post-trade activities
with the invention of a unique Digital Asset Modeling
Language (DAML) and run privately on a defined set of
nodes. References [133] and [134] in Hong Kong followed
the Australian Stock Exchange implementation which was
discussed above.

Table 8 summarizes the significant blockchain-based
applications in finance and its relevance to the identified
components in trust, data management, and automation. The
different applications have more bias towards each trust,
data management, and automation. However, blockchain
operates as a global enabler with its distinguishing technical
capabilities to facilitate more robust and efficient ecosystems
for finance with advanced trust, data management, and
finance with a envision toward profitability.

VII. WAY FORWARD TOWARDS BLOCKCHAIN-BASED
TRUST, DATA MANAGEMENT, AND AUTOMATION IN
FINANCIAL APPLICATIONS
This section reflects insights into blockchain-based trust,
data management, and automation for financial applications.
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TABLE 8. Summary of blockchain-based applications in finance and the position of blockchain’s capabilities.

We propose a novel blockchain integration architecture
and highlight the strengths of blockchain-based financial
applications in these areas.

A. POSSIBLE INTEGRATION ARCHITECTURE
Since blockchain adoption in cryptocurrency is challenging,
it is important to identify the possible integration architecture
for the proposed services. In this article, we investigated the
potential integration architecture of the blockchain in the
financial application context. In this application, we proposed
the integration of a multi-level hierarchical blockchain that
enables international collaboration.

Possible approaches have been defined as follows. In
this work, we propose a possible integration architecture
for blockchain as a decentralized service for financial
applications as indicated in Figure 3. The main Components
of the proposed architecture are as follows.

In this proposed service architecture, we propose a
multi-layered architecture for trust establishment, data man-
agement, and automation. We also propose a two-layered
blockchain integration architecture for deploying the ser-
vices. Finally, we propose to incorporate a consortium-type
blockchain deployment setup. The key objective of the
consortium-type blockchain instead of the public blockchain
is limiting information access to a selected set of consumers
and organizations instead of making the data available on
a public ledger. The main components of the proposed
architecture are as follows.

1) NATIONAL BLOCKCHAIN SERVICE LAYER (LAYER 1)
We propose to incorporate a national blockchain service
that consists of a consortium of national banks and other
financial institutions, such as the local tax authority. The key
objective of this architecture is to enable seamless access for
data sharing and secured data management. The blockchain
service is connected to the blockchain network that comprises
central banks of layer 2.

2) INTERNATIONAL BLOCKCHAIN SERVICE LAYER (LAYER 2)
As proposed in our work, the Layer 2 blockchain consortium
incorporates the national central banks as members of
the consortium. This architecture improves cross-border
collaboration for international transactions and information
sharing.

3) NATIONAL LEVEL INFORMATION SHARING SERVICES
National-level information-sharing services include collabo-
ration between national authorities such as local tax offices,
banks, and other regulatory authorities. In this proposed
architecture, smart contracts can be utilized to dynamically
manage access and eventually establish trust with automation.

4) INTERNATIONAL LEVEL INFORMATION SHARING
SERVICES
International-level information-sharing services are impor-
tant to enable cross-border trust establishment, data man-
agement, and automation. This is important to people
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TABLE 9. Position of blockchain-based applications and regulatory bodies.

who are migrating from one country to another, especially
when the destination country requires them to enquire
about their credit history or even blacklists. International-
level information sharing enhances dynamic and global
credit scoring mechanisms as well as insurance schemes to
eliminate fraudulent practices. This is important to establish
law and order to restrict unauthorized money flows and is
eventually important for national and international security.

5) CONSUMER APPLICATIONS
The proposed architecture ensures more integration capa-
bilities with third-party services with robust access control.
More convenient consumer application integration ensures

convenience and improved user experience for the people
who use the financial applications with advanced trust which
has been achieved by blockchain-based smart contracts.

B. POSITION OF THE REGULATORY COMPLIANCE
GDPR is a data protection law enacted in 2018. It defines the
rules and regulations to enforce data protection in Europe.
Especially in banking and finance, GDPR defines standards
for personal data protection. In this context, we point out
a few significant potentials of blockchain to achieve GDPR
compliance.

In GDPR, Article 5 is entitled ‘‘Principles relating to the
processing of personal data,’’ which defines requirements
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FIGURE 3. Integration architecture.

for data security and confidentiality. This article emphasizes
the lawfulness, fairness, and transparency of personal data.
Blockchain-based applications in finance especially improve
transparency and fairness, which eventually construct trust
in financial ecosystems from the perspective of personal
data management. The transparent architecture of smart
contracts ensures that fairness and transparency expectations
are reached in financial applications that involve personal
data, such as KYC, as explained in Section VI-1. GDPR
Articles 12, 13, and 14 elaborate further on the context of
personal data. The capabilities of blockchain ideally leverage
the requirements of transparency and fairness in Articles 5,
12, 13, and 14.

Article 6 defines the regulatory conditions for the consent.
In addition, Articles 7 and 8 elaborate on the conditions
of the consent. Especially in Article 7, which specifically
defines the right to withdraw data. The practical challenges
and technical difficulties of dynamic consent management
hinder the adaptability of banking and financial systems to the
GDPR. It is important to identify that blockchain and smart
contracts have stronger technical capabilities to incorporate
consent management to deliver dynamic functionality, which
is more suitable for banking systems.

Article 5 and Article 24 of GDPR are entitled ‘‘Principles
relating to the processing of personal data.’’ These articles
highlight accountability for personal data.
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PCI DSS is a widely known specification in the context
of finance that defines the data security standards to manage
the lifecycle of credit card information. PCI-DSS compliance
is required for the transmission, storage, and verifica-
tion requests of credit card-related transactions. Especially
Requirement 3 of PCI-DSS defines the requirements for
secure storage, transmission, and processing of cardholder
data. Stronger access control mechanisms and encryption
mechanisms are the proposed measures to defend financial
systems from potential data breaches. In this context,
blockchain provides stronger capabilities to enforce stronger
access control mechanisms with smart contract-driven
improved transparency and efficiency. The smart contracts
enable dynamic access control with decentralized services to
operate efficiently in securing the card payment transaction-
related data.

Table 9 summarizes the relevance of different articles
of each regulatory requirement. Blockchain provides a
more robust technical enabler for establishing regulatory
systems that function technically and reduce the gap between
regulatory requirements and implementations.

C. OPEN CHALLENGES AND OVERVIEW OF POTENTIAL
SOLUTIONS
The blockchain system incorporates decentralized storage,
smart contract services, and extra operational overheads
for integrated applications. It is important to identify the
limitations before adapting the financial systems. Especially
the consistency, availability, and partition tolerance, known
as CAP trilemma, emphasize the boundaries of blockchain
systems.

1) STORAGE EXPANSION DUE TO LEDGER GROWTH
Blockchain storage expansion is one of the most vital
challenges in the blockchain. Bitcoin is one of the most
known blockchain-based applications in finance [2]. Bitcoin
ledger expands to Giga Bytes with the growth of the
storage. However, the storage expansion incurs significant
overheads to the stakeholders. For example, hosting the
database on cloud storage is expensive for business operators.
Technically, it is important to preserve the ledger storage
to align with the principles. Therefore, deletion or purging
of the previous transactions/blocks violates the preliminary
principles of blockchain.

Several approaches are investigated to cope with the
blockchain storage scalability problem. Improved stor-
age utilization for the block is one particular approach
[135] which has been proposed along with a partitioning
technique with lower complexity in storage. In addition,
Rupasena et al. [136] explained the potential of off-chain
storage integration to improve ledger storage.

2) INEFFICIENT CONSENSUS MECHANISMS
Consensus mechanism is one of the core components of
blockchain. Consensus defines the utmost condition for

block mining. The efficiency of the blockchain consensus
is always being questioned to evaluate the applicability of
blockchain to specific applications. Especially, the Proof of
Work consensus and its extensive energy consumption [137]
in Bitcoin [2] makes the adaptability as a currency with global
acceptance compromises the environmental sustainability.
The energy consumption of the blockchain increases the
electricity consumption [138] and eventually affects the
profitability of blockchain ecosystem operators. In addition,
the extensive bandwidth overheads of proof-based consensus
mechanisms affect the efficiency.

Energy-efficient consensus mechanisms are one of the
most vibrant research topics. Especially, the energy efficient
[139] consensus has been designed for power-restricted
infrastructure such as IoT devices [140]. Rather than
energy efficiency, bandwidth efficiency is also a wide
consideration. For example, the BulletProof [91] protocol
has been introduced for the Monero blockchain to provide
shorter proofs in the consensus. It is important to design
consensus mechanisms with improved efficiency to improve
the adaptability of blockchain to banking applications.

3) INTEROPERABILITY
The infrastructure, services, and applications in the banking
and financial ecosystems have evolved for decades. The
innovations that leverage blockchain-based smart contracts
require interoperability among the existing financial ecosys-
tems to ensure seamless integration capability. However,
interoperability challenges are significant limitations that
hinder the adaptability of blockchain-based financial appli-
cations into the currently operating financial systems [141].
Since the regulatory bodies strongly govern the financial
applications [142] the decentralized and publicly contributed
nature of blockchain makes the adoption of blockchain
challenging as the decentralization properties of blockchain
are contradictory from the centralized applications that
require governance of the statutory regulations.

However, interoperability can be improved by adapting
interoperability standards such as ISO 8583 [143] which
are dedicated to payment applications. In addition, the
security standards ISO 27001 [144] can be implemented
with smart contracts to ensure interoperability with improved
transparency.

4) EVOLUTION OF QUANTUM COMPUTING
Quantum computing infrastructure has evolved in the past
few years significantly with extensive computational capabil-
ities. However, the evolution of quantum computing exposes
the current cryptographic systems to huge risks. Especially,
Quantum computers reduce the computational hardness
of cryptographic problems, thereby emerging a set of
consequences that affect the fundamental security properties
of blockchain [145]. More specifically, the computationally
hard problems that define the boundaries of mining can
be compromised using quantum computers [146]. Such
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consequences may end up in transferring themining authority
to the parties who own quantum computing power that will
eventually end up with the 51% attack [147]. In addition,
the cryptographic functions that have been utilized for data
encryption, integrity preservation, and authentication are no
longer secure if the underlying cryptographic problems can
be resolved using the quantum computer.

Even though Quantum computing emerged with different
innovations, the research is still in progress to investigate
quantum-safe cryptographic algorithms [148]. Quantum-safe
blockchain systems incorporate cryptographic algorithms
[149] which are safe from quantum attacks. However,
it is important to consider the safety of Quantum attacks
while designing consensus mechanisms and blockchain
applications.

D. FUTURE WORK
In this subsection, we shed light on the potential future
work in finance with emerging research topics and their
applicability of the blockchain for advancement.

1) BLOCKCHAIN FOR SECURED MACHINE LEARNING IN
FINANCE
ML is widely incorporated in financial applications. AI is
especially vulnerable to data poisoning and biasing attacks
that will lead to improper decisions. This will eventually
eradicate consumers’ trust in financial services. In addition,
smart contracts and distributed ledgers can be used to improve
the security of training data with different applications such
as data sharing [150]. Furthermore, blockchain-based smart
contracts can be used to incorporate robust access control
mechanisms to the machine learning data [151].

Blockchain provides transparency and immutability in
machine learning applications [152]. In addition, blockchain
provides trusted execution through smart contracts.

2) EXPLAINABLE AI(XAI)-BASED TRUST ESTABLISHMENT IN
FINANCE
Explainable AI is one of the most prominent AI variants
in future applications. XAI, in particular, provides insights
into AI-based decisions rather than functioning AI-based
applications as black boxes [153]. This is important when the
AI is applied to automate the credit decisions. XAI provides
explanations for AI-based decisions. This is important to the
customers to convince of the AI-based decisions on credit
evaluation [154].

Blockchain-based smart contracts provide transparency
in smart contract execution [155]. The smart contracts are
especially aligned with the transparency by design principle
of XAI. This is important to improve customers’ confidence
in XAI-based decisions. In addition, previous decisions

3) FEDERATED LEARNING WITH BLOCKCHAIN IN FINANCE
Federated Learning(FL) is one of the most renowned
decentralized learning mechanisms that enable decentralized

machine learning. Federated learning is advantageous in
several aspects when compared with the centralized machine
learning techniques as FL trains locally and shares the
model updates to the centralized server, instead of sharing
the data. This is beneficial to improve the scalability of
the overall system as the training computational overhead
is decentralized across multiple nodes. However, FL suf-
fers from significant challenges in trust establishment
as the local workers can deliberately bias the training
data.

Blockchain-based smart contracts are ideal for establishing
trust in the federated learning [156]. It is challenging to
identify the model updates and malicious manipulations
and blockchain-based consensus provides a decentralized
approval process to ensure more robust federated learn-
ing with improved trust [157]. The distributed nature of
blockchain is compatible with deploying the local workers as
blockchain nodes and global aggregation through a consensus
mechanism.

VIII. CONCLUSION
This paper starts by providing an overview of blockchain’s
technical features and reviewing its core components, includ-
ing smart contracts, consensus mechanisms, and widely
used applications in cryptocurrency. We have highlighted
the strong capabilities of blockchain and smart contracts
for trust, data management, and automation in the financial
application domain. We reviewed related works and pointed
out how blockchain is a distinguishing enabler for trust,
data management, and automation, along with six prominent
application avenues in the financial ecosystem. In addition,
we proposed a two-layered blockchain architecture, which is
envisioned towards the development of a global decentralized
platform for seamless cross-border facilitation of trust,
data management, and automation in financial applications.
In addition, we highlighted the position of blockchain
in enforcing regulatory requirements that apply to finan-
cial applications through its unique technical capabilities.
We highlighted the potential of blockchain for emerging and
related topics in finance, including machine learning and
explainable artificial intelligence. Our work sums up the
strong potential of blockchain to advance financial systems
with security for the improvement of trust and efficiency in
data management as well as automation.
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