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ABSTRACT In the contemporary technological landscape, biometrics, encompassing the analysis of
biological data, have gained significance. Biometrics is a methodology that utilize unique behavioral,
physical, or morphological traits—such as speech, facial features, iris, fingerprint, retina, and signature
for individual identification. Biometric technology has been successfully used in forensic science, security,
and authorization systems. This review highlights understanding the classification, types of biometric traits
and their comparisons, fingerprint recognition stands out as a reliable and widely adopted method due to
its simplicity and cost-effectiveness, accuracy and robustness compared to others. Unimodal fingerprint
biometric systems safeguard authentication information through the analysis of characteristic sequences
and, face challenges such as vulnerability to spoof attacks, inter-class similarity, intra-class variation,
non-universality, and noisy data. These challenges are addressed by multimodal fingerprint biometric
systems, in which various biometric sources compensate for each other’s limitations. The review focuses
on the overview of unimodal and multimodal fingerprint biometric systems and the importance of fusion,
advancements in data acquisition, preprocessing, feature extraction, matching algorithms, performance
metrics, indexing, template protection, and addressing attacks in enhancing system security and reliability.
The review paper sheds light on the intricate relationship between these elements, offering valuable insights
into the current state and potential evolution of the field. The review paper highlights current challenges
and suggests future research directions, emphasizing the necessity for continual advancements in fusion
techniques, template protection methods, and novel defense mechanisms to effectively mitigate emerging
threats in unimodal and multimodal fingerprint biometric systems.

INDEX TERMS Fingerprint, biometric authentication, biometric fusion, multimodal biometrics, attacks,
template protection, biometric robustness.
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I. INTRODUCTION
Biometrics is the study of measuring and analyzing specific
physical or behavioral traits that are employed to identify a
person. Because each person’s biometric traits are distinct,
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it is challenging for an outsider to sneak them successfully.
Many traits that are suitable for automatic recognition have
been researched, such as the iris, voice, fingerprint, and
face. A biometric modality refers to a category within
a biometric system, determined by the specific type of
human trait it utilizes as input. Each modality corresponds
to a distinct biometric trait. A biometric trait, the type of
sensor, and the algorithms used to extract and analyze the
digital representations of the trait are combined to produce
a biometric modality. The term ‘‘different modalities’’ refers
to the fact that any two or more of these three components
are different among systems. For instance, iris and infrared
facial recognition are distinct modalities even when the same
camera is utilized because of differences in methods and
traits [1]. Biometric-based descriptors are frequently used
owing to their uniqueness and robustness. Biometric-based
authentication systems have been successfully employed for
three decades at the University of Georgia and for over a
decade at the airports in San Francisco and Walt Disney
World, with tens of thousands of daily users. The use of
biometric technologies in many security applications has
grown globally as a result of its major benefits with regard to
authentication rate, universality, and security. As technology
develops, more people are beginning to doubt the security
of their secret password. One may find the bank login
credentials online. Therefore, a system that uses physical or
behavioral traits as passwords must be created. Consequently,
a security system was developed that uses various biometric
traits as system passwords. These extremely secure systems
are used by many governmental and private applications that
require the automatic control of access to physical or virtual
places. Systems for security and surveillance, ATMs, banking
transactions, border inspections and computer and network
security, etc. are some examples [2].

A. A TYPICAL BIOMETRIC CHARACTERISTICS
Any individual physiological or behavioral trait must meet
criteria which are stated as follows:

1) Universality: Anyone must be able to use the applica-
tion using biometric features.

2) Uniqueness: Everybody has a different biometric
feature.

3) Permanence: In the long run, the biometric featuremust
not alter.

4) Measurability: Sensors should be capable of acquiring
and digitizing the biometric attributes of each person.

5) Performance: The overall accuracy should be high,
with low False Acceptance Rate (FAR) and False
Rejection Rate (FRR).

6) Acceptability: refers to how well individuals accept the
need for a certain biometric system as well as their
willingness to provide biometric data.

7) Circumvention: This demonstrates how easily the
system can be tricked using a fake biometric trait [3].

The comparison of biometrics traits with respect to accept-
ability, performance, distinctiveness, universality, perma-
nence, circumvention andmeasurability are shown in Table 1.

B. APPLICATIONS OF BIOMETRICS
The field of biometrics is developing rapidly and has
applications in mug shots, forensics, and post-event analysis
in the criminal justice system. It offers protection against
unwanted access to ATMs, mobile devices, email ID
verification on multimedia workstations, computer networks,
medical record management, personal digital assistants, and
distance learning [5]. Voice biometrics find applications in
various domains, including telephone, internet, commerce,
and banking transactions. This technology was employed
to verify and authenticate individuals based on their unique
voice characteristics [6]. On the other hand, retinal pat-
terns offer valuable medical insights, revealing information
about conditions such as high blood pressure or diabetes.
The utilization of these biometric modalities underscores
their versatility in both security-related and healthcare
contexts [7]. In cars, fingerprint systems replace keys with
keyless entry devices [8]. Applications involving smart cards
use facial biometrics [9]. Face recognition is used in forensic
applications, including the identification of terrorists and
dead bodies, crime detection, surveillance, and access control
management [10]. Social security, National ID cards, border
control, and passport control are other biometric applications
which often utilize biometric traits such as fingerprint, iris,
or facial for identity verification and authentication [5].

C. OUTLINE OF THE ARTICLE
Addressing the challenges inherent in unimodal biomet-
ric systems, including intra-class dissimilarity, inter-class
similarity, noisy data, spoofing, and non-universality, this
study emphasizes the need for a comprehensive examination
of these issues. This focus extends to both unimodal
and multimodal fingerprint biometric identification systems,
highlighting the limitations associated with relying solely
on a single biometric mode. By doing so, this article aims
to underscore the importance of exploring and implement-
ing multimodal approaches to mitigate these challenges,
ultimately contributing to improved security and reliability
in biometric identification systems. Over 350 articles from
Springer, Science Direct, IEEE Xplore, and Google Scholar
were reviewed for this study, the majority of which were
published between 2017 and 2024. The research article
is divided into the following sections as mentioned: The
classification of biometric traits is provided in Section II.
The types of biometric systems used are discussed in
Section III. Section IV delves into fingerprint biometric
system, fingerprint acquisition, detailing the procedure of
capturing high-resolution fingerprint images using dedicated
scanners or sensors. A survey of the literature on unimodal
fingerprint biometric systems is presented in Section V.
Section VI examines vulnerabilities in fingerprint recognition
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TABLE 1. Analyzing biometric traits used in biometric systems based on the existing literature review [4].

systems, Section VII discusses the protection of fingerprint
biometric templates, and Section VIII highlights the different
fusion methods applied to multimodal fingerprint biometric
systems. A survey of the literature on multimodal fingerprint
biometric systems is presented in Section IX. To determine
future research directions, Section X discusses limitations
and solutions related to fingerprint unimodal and multimodal
biometric systems, and Section XI concludes the paper.

II. CLASSIFICATION OF BIOMETRIC TRAITS
Two types of biometric traits are identified based on their
behavioral or physiological characteristics. Figure 1 shows
illustrations of physiological and behavioral biometric traits
that are incorporated into a biometric identification system.

A. PHYSIOLOGICAL TRAITS
Physical characteristics include features such as face, finger-
print, ear, iris, palm, and knuckleprint.

Faciale recognition, relying on faciale images captured
at specific distances, undergoes initial stages of detection
and feature extraction to ensure integrity and original-
ity [12]. Meanwhile, fingerprint authentication, a long-
standing method, relies on ridge and valley patterns, cate-
gorized into loops, arches, and whorls, with minutiae points
serving as distinctive features [13]. Ear biometrics, charac-
terized by line-based elements and robustness, are segmented
from raw faciale profiles for identification purposes [14].

The iris, another widely recognized trait, features distinct
textures like furrows, ridges, and crypts, captured under high-
resolution near-infrared light (NIR) illumination due to its
sensitivity to light [15]. Similarly, palmprints boast reliability
and distinctiveness through ridge patterns, principal lines,
minutiae details, delta points, and complex textures [16],
while knuckleprints offer discriminating features captured
by various sensors [17]. These traits collectively contribute
to the diverse landscape of biometric authentication, each
with its unique strengths and applications. The description of
physiological biometric traits is given in Table 2.

B. BEHAVIORAL TRAITS
Behavioral attributes include gait, voice, signature, EEG, and
electrocardiography (ECG).

Gait analysis utilizes video streams and locomotive light
displays to capture essential data points like pressure and
stride patterns, revealing distinctive walking patterns [48].
Signatures, both offline and online, provide static features
like breakpoints and writing angles, as well as dynamic
characteristics such as pen speed and pressure [56], [76].
Voice identification systems leverage the unique tonal quality
and texture of a person’s voice, but are susceptible to spoofing
and impersonation [62].

Hand geometry, known for its universality and long-term
invariance, is widely used in various applications [43], [77].
Brain activity is recorded electrically via EEG, which shows
voltage changes caused by ionic current flows in brain
neurons. Electrodes applied to the scalp covering the brain
allow for non-invasive recording of EEG signals. The EEG
waves have a frequency of 0.5 - 40 Hz and an amplitude that
varies from 10 to 200V. The five distinct frequency bands
that constitute an EEG waveform are the delta, gamma, beta,
and theta bands [67], [78]. ECG, with its highly personalized
signals, is particularly intriguing to the biometrics community
due to its difficulty to counterfeit [71], [79]. The description
of behavioral biometric traits is given in Table 3.

III. TYPES OF BIOMETRIC SYSTEMS
Biometric systems are available in two different types:

A. UNIMODAL BIOMETRIC SYSTEM (UBS)
Aunimodal biometric authentication system relies on a single
biometric trait to identify and authenticate users. This system
captures and analyzes data from a specific biological or
behavioral characteristic unique to an individual. Despite
offering a high degree of security for identity recognition,
unimodal systems have limitations that might compromise
their dependability, security, scalability, efficacy, accuracy,
and privacy. Here are the specifics:

1) Accuracy: Any conventional biometric system should
be able to accurately identify an individual. Several
factors influence the accuracy of biometric systems that
function based on a single attribute:
Noise in the gathered data: A variety of factors,
including environmental, and physical damage might
affect the biometric data collection process. The
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FIGURE 1. Physiological and behavioral biometric traits (source: Bouchrika et al. [11]).

accuracy of fingerprint characteristics accuracy can
be compromised, by contamination on the surface of
the fingerprint scanner. The system’s overall accuracy
declines because of poor biometric input [80].

2) Non-universality: A segment of the population may
be unable or unwilling to give the requisite biometric
feature precisely, resulting in an increased failure
to enroll rate (FER). When a person has a cut or
wound, wear gloves, or when their fingerprints are
smudged with oil or debris. Fingerprint sensors are
ineffective at identifying them, which may affect and
restrict the operation of a biometric system. Therefore
people working in the manufacturing, construction,
and mining industries do not prefer fingerprints in
attendance systems. Along with technical, physical and
medical challenges, cultural or religious considerations
may also restrict a group or individual’s ability to enroll
in an authentication system [5].

3) Intra-class variations: This refers to the differences
in samples obtained from individuals during the
enrollment and recognition stages. These variances
could be caused by reader malfunction (e.g., transla-
tion, pressure variation, or rotation on the fingerprint
sensor), scars, or bruising of the fingerprint. This leads
to an increase in the FAR [5].

4) Scalability: As the number of enrolled users grow [81],
the computational complexity of matching queries
against the expanding database also increased, result-
ing in longer identification times [82]. The query needs
to match the templates of N enrolled users stored in
the database. This database expansion may contribute

to a higher frequency of false matches or mismatches,
potentially stemming from fingerprint resemblances or
fluctuations in image quality [83].

5) Security and Privacy: Physical and behavioral features
can be targeted for spoofing attacks. In biometric sys-
tems, the privacy of all individual templates maintained
in the system’s database is a critical concern. Various
strategies for dealing with biometric spoofing difficul-
ties include a liveness-detection mechanism [84] for
physical traits and a challenge-response technique for
both behavioral and physical traits [17], [85].

B. MULTIMODAL BIOMETRIC SYSTEM (MBS)
Multimodal biometric systems are gaining increasing pop-
ularity in real-world applications. A multimodal biometric
system utilizes multiple biometric traits to enhance accu-
racy and security. Scalability challenges may also impact
multimodal biometric systems, despite their utilization of
multiple modalities for accuracy and reliability improve-
ments. Managing data from various modalities, ensuring
interoperability among different components, and sustaining
performance under increased workload can contribute to
scalability concerns. Therefore, addressing scalability is
crucial for effective operation in large-scale deployment
scenarios. However, scalability issues may not be exclusive to
unimodal systems, as multimodal systems could also exhibit
similar characteristics. The following is a list of some benefits
of multibiometric systems over unimodal biometric systems.

1) The precision and accuracy of recognition systems are
improved by significantly reducing the influence of
noise and low quality in the biometric features that
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TABLE 2. Description of physiological biometric traits.

were gathered. The incorporation of multiple biometric
sources into a multibiometric system enhances its
effectiveness and resilience. This approach acknowl-
edges the potential limitations or variability associated
with individual biometric traits. If one trait, such
as a user’s speech attribute, proves challenging for
identification owing to factors such as environmental
noise or health conditions, another trait, such as a
fingerprint, can be used as an alternative [86].

2) With the help of multibiometric systems, enrollment
phase problems such as non-universality are resolved,
allowing for adequate population coverage. As a result,
even if a user cannot provide one biometric trait,
they can still enroll and be recognized by providing a
different biometric trait. For instance, despite having
poor fingerprint quality, a manual laborer can nonethe-
less enlist and be recognized using features such as
their face, voice, iris, etc. Therefore, FER decreases as
population coverage increases [12].

3) By combining biometric qualities and using a fusion
approach, a multibiometric system can significantly
reduce the overlap between the image features of
different people (inter-class similarities). The feature
vector will become more dimensional as a result of
collecting data from several sources; however, the
overall accuracy of the biometric system will increase.
For instance, even if two family members share a voice
characteristic, they do not have the same fingerprint or
iris attributes.

4) Multibiometric systems have the potential to enhance
accuracy and resist unauthorized access more effec-
tively than unimodal biometric systems. This increased
security is attributed to the heightened difficulty of
counterfeiting or spoofing multiple biometric features
simultaneously for an authorized user. The use of
a multibiometric system can also be combined with
another method, such as asking the user to reveal one of
their biometric traits at random during the acquisition
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TABLE 3. Description of behavioral biometric traits.

process (for instance, a fingerprint, followed by a
face attribute and a voice characteristic) to confirm
that they are the real users of the system. For
this, the terms ‘‘Challenge-Response Mechanism’’ or
‘‘Liveness Detection Mechanism’’ are employed.

5) By utilizing a multibiometric system, the throughput of
a biometric system is greatly boosted, especially when
performing an identification operation that requires
a one-to-many comparison. To achieve this, start by
utilizing the biometric traits that are the less accurate
(such as the face trait) condense the size of the database
to a reasonable level, and then apply the most accurate
biometric data (such as the fingerprint, iris) to the
remaining database to draw a conclusion.

6) Additionally, a multibiometric system offers the user
a great deal of flexibility during the recognition
phase. Consider a system that employs three biometric
traits. Depending on the type of application and its
convenience, the user can then decide whether to give
all of their biometric features during the recognition
phase [87].

IV. THE FINGERPRINT BIOMETRIC AUTHENTICATION
SYSTEM
The fingerprint trait of a person is recorded using a
biometric authentication system, which is a categorization
and recognition tool. It does this by comparing a number
of unique features from the trait evidence with a template
of fingerprint data stored in the database maintained by the

FIGURE 2. A fingerpirnt biometric authentication system (source:
Jain et al. [2]).

system. The results of the comparison are considered when
making the final yes/no decisions. Figure 2 illustrates the
four basic modules that constitute the overall architecture of
a traditional fingerprint biometric system, together with the
order in which they take place.

1) Sensor Module: Users interact with the system through
a sensor or reader, capturing fingerprint properties and
converting them into digital signals. This initial step is
crucial for subsequent processing [88].

2) Preprocessing and Feature Extraction Module: This
phase refines and optimizes captured fingerprint data
to enhance accuracy. It involves evaluating charac-
teristics, segmenting the fingerprint area of interest,
enhancing image quality, and deriving discriminating
features for matching [86], [89], [90], [91].
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FIGURE 3. Functionalities of a fingerprint biometric system (source:
Jain et al. [2]).

3) Matching Module: Extracted feature vectors are com-
pared with templates in the system’s database to
determine matching scores.

4) Decision Module: Based on matching scores, the
system determines whether the person’s stated identity
is accepted or rejected [2].

Three tasks are accomplished using a fingerprint biometric
system, depending on the application situation: enrollment,
verification, and identification. ‘‘Recognition’’ refers to the
last two functionalities [2]:

1) Enrollment: A sensor is used to collect fingerprint
information from an individual, convert it into a
digitized format, and store templates in a database.
This process, referred to as enrollment or training,
is depicted in Figure 3 and contains certain bio-
graphic information (such as their profile, PIN number,
and address) to help identify them.The template is
encrypted to ensure its security.

2) Verification: Fingerprint verification through template
matching entails the generation of a distinctive tem-
plate based on an individual’s fingerprint characteris-
tics. During the verification process, a user fingerprint
is acquired, relevant features are extracted, and a
similarity score is determined by comparing these
features with the stored template. Access is granted if
the score surpasses a predefined threshold. Otherwise,
it is rejected. The effectiveness of this method depends
on the inherent uniqueness of the fingerprint patterns,
ensuring secure and reliable authentication. As shown
in Figure 3, decides whether to approve or reject the

submitted verification claim, by performing a one-
to-one comparison between the query template and
retrieved reference template. Typical examples of this
type of scenario are fingerprint-based access control
and large scale civil verification systems (such as
Aadhaar), in which users authenticate themselves with
a fingerprint impression and a unique ID (such as an
employee’s RFID card or an Aadhaar 12-digit unique
ID).

3) Identification: This takes longer and requires more
effort than verification. The system requests a finger-
print from the user, as shown in Figure 3, and compares
every template kept in the database with the data
gathered in a one-to-many manner. Identification is the
act of establishing a person’s identity by comparing
their registered fingerprint template with a database
of known fingerprint templates. This comparison
generates a similarity score, quantifying the degree
of resemblance between the captured fingerprint and
the stored fingerprints in the database. The identity
is validated if the similarity score is greater than
a predetermined threshold, signifying a sufficiently
close match. This threshold-based method guarantees
precise and dependable identification in applications
such as forensic investigations, access control, and law
enforcement [92].

A. PERFORMANCE METRICS FOR FINGERPRINT
BIOMETRIC RECOGNITION SYSTEM

1) False Acceptance/Match Rate (FAR)/(FMR):
is a statistical metric utilized to determine the proba-
bility that the fingerprint biometric system incorrectly
accepts an impostor as an authorized user. Fake
fingers, or presentation attacks, contribute to FAR by
introducing unauthorized biometric samples that are
incorrectly accepted by the system, thus increasing the
probability of false acceptances. FAR measures the
rate at which unauthorized individuals are incorrectly
identified as genuine users, given by (1). A lower FAR
indicates a higher level of security in the system [5].

FAR(%) =
No.ofFalseAcceptances ∗ 100
No.ofAttemptsbyImpostors

(1)

2) False Reject/NonMatch Rate (FRR)/(FNMR):
is a statistical metric utilized to determine the prob-
ability that the fingerprint biometric system fails to
recognize a genuine user. FRR typically focuses on
genuine matches, fake fingers (presentation attacks)
indirectly impact FRR by potentially causing genuine
users to be incorrectly rejected if the system fails
to distinguish between genuine and fake biometric
samples. FRR measures the rate at which valid inputs
are incorrectly rejected, given by (2). A lower FRR
indicates a higher level of accuracy in recognizing
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genuine users [5].

FRR(%) =
No.ofFalseRejections ∗ 100

No.ofAttemptsbyLegitimateusers
(2)

3) Equal Error Rate (EER): EER is the point on a ROC
or detection error tradeoff (DET) curve at which the
FAR and FRR are equal. EER represents the threshold
at which the system makes an equal number of false
acceptance and false rejection errors. Lower EER
values indicate better overall performance [5].

4) True/Genuine Acceptance Rate (TAR)/(GAR): The
degree to which the system is able to correctly match
the fingerprint information from the same person.

5) True/Genuine Rejection Rate (TRR)/(GRR): The
degree to which the system is able to correctly deny
fingerprint information from an imposter [88].

6) The performance of fingerprint indexing techniques is
assessed using metrics, such as the hit rate, penetration
rate, error rate, and pre-selection error rate. The number
of true matches found at the top t matches out of all
the queries is known as the hit rate. The penetration
rate is the percentage of the database that returns as a
list of potential retrievals that are successful. Suppose
N, ni, CI, and X represent the total number of queries
performed during identification, the total number of
images successfully retrieved for the ith inquiry, the
number of accurately recognized query samples, and
the total number of images in the database, hit,
penatration, and error rate are given by 3,4, and 5

HitRate(%) = CI ∗ N ∗ 100 (3)

PenetrationRate(%) =
1
N

∗

N∑
i=1

ni ∗
1
X

∗ 100 (4)

ErrorRate(%) =
[N ] − [CI ]

N
∗ 100 (5)

7) ROC (Receiver Operating Characteristic) Curve: The
ROC curve demonstrates the balance between the true
positive rate (sensitivity) and the false positive rate (1)-
specificity) as the threshold varies. It offers insight into
the system’s ability to differentiate between genuine
matches and impostor attempts.

8) CMC (Cumulative Match Characteristic) Curve: The
CMC curve depicts the likelihood of accurately
identifying an individual within the top N matches.
It evaluates how effectively the system prioritizes true
matches over impostors across different possible match
ranks.

9) AUC (Area Under the Curve): AUC, representing the
area under the ROC curve, provides a single numerical
measure summarizing the overall performance of a
biometric system. Higher AUC values indicate superior
discrimination ability between genuine and impostor
matches, with an AUC of 1 signifying flawless
performance.

B. DIFFERENT MODALITIES OF FINGERPRINT DATA
ACQUISITION
A widely utilized biometric sensing method is fingerprint
sensing, which is categorized based on user interaction
into touch, contactless, partial, slap, and other modalities.
These sensors employ sensing technologies to identify the
ridge-valley structure of a finger. Fingerprint sensors are
classified according to the fundamental technologies they
use, including (i) optical, (ii) capacitive, (iii) thermal, (iv)
pressure, and (v) ultrasonic technologies. Figure 4 illustrates
the variations in both standard contact and contactless
fingerprints.

The most widely used method for capturing images,
which is currently used in numerous applications, is physical
contact. Capacitive sensors, optical sensors with charge-
coupled device (CCD), and digital scanners have been
utilized to acquire images through contact. High-resolution
fingerprint recognition is often facilitated using optical
sensors.

Fingerprint sensor output is classified as (i) rolled (ii) latent
prints (iii) plain (iv) partial fingerprints Imaging techniques
are evolving along with sensor variations. Significant phys-
ical finger placements on the sensor surface can result in
significant issues for each acquisition mode, necessitating the
need for alternate solutions.

1) Rolled fingerprints: These are generated by applying
pressure to the finger and inspecting the fingertip in a
sweeping motion.

2) Plain fingerprints: are recorded without rotating the
fingertip.

3) Latent fingerprints: In Latent prints are utilized in
forensic and law enforcement applications. The meth-
ods for obtaining these prints involve contamination of
the fingerprints with chemicals.

4) Partial prints: Images are acquired with an optical
sensor from diverse fingerprint skin conditions.

5) 2D Contactless fingerprints: This refer to images that
represent the 3D surface structure of a finger without
direct physical contact. These images are typically
obtained using digital cameras, and the setups often
utilize sensors based on LED colors and white light to
capture fingerprint information in an optical manner.

6) 3DContactless fingerprints: In the realm of 3D contact-
less fingerprint capturing, researchers have explored
various prototypes within laboratory settings. These
prototypes employ multiple strategies and methods,
including:

a) Photometric Stereo Techniques: This involves
using a high-speed camera was used to capture
numerous 2D images from a fixed viewpoint
under different illumination conditions.

b) Non-Invasive Optical Coherence tomography:
This technique provides a non-destructive, high-
resolution method for capturing 3D fingerprint
images.
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FIGURE 4. Variations of the standard contact as well as contactless fingerprints. (a) plain,
(b) rolled, (c) latent, (d) partial print, (e) contactless 2D, (f) contactless 3D (source:
Cader et al. [93]).

c) Structured Light Scanning: In approach, a multi-
camera setup with a projector is used to capture
3D images.

d) Stereo Vision: Images are captured usingmultiple
cameras positioned at various angles to create a
stereo effect.

e) Ultrasonic Sensing: Utilizing acoustic pulses, this
method involves the transmission of sound waves
from a transmitter to the fingerprint and the
reception of echoed waves by a receiver.

These techniques collectively contribute to the
advancement of 3D fingerprint capturing capabilities
in a contactless manner [94], [95], [96]. The fingerprint
image acquisition modes are listed in Table 4.

C. THERMAL IMAGING OF FINGERPRINT
Thermal cameras are increasingly used in surveillance
for their affordability, improved features, and expanded
applications like video surveillance, self-driving cars, airport
screening, and medical diagnostics. They capture thermo-
grams using the long-wave portion of the electromagnetic
band, allowing recording in adverse weather, at night, and
over long distances. Thermal imaging detects heat emitted
by fingerprint ridges and valleys, unaffected by surface
conditions, making advantageous for capturing fingerprints
in challenging environments. This method detects latent
fingerprints and is suitable for biometric authentication,
undergoing analysis for feature extraction and matching
similar to traditional fingerprint images.

Zhang et al. [97] developed a system employing deep
ultraviolet photo-synapses and a memristor array for latent
fingerprint recognition using photoelectronic reservoir com-
puting (RC) with a Ga-rich design, achieving 90% accuracy

on the FVC2002 dataset. Hu et al. [98] investigated the use
of polarimetric thermal imaging to capture latent fingerprints
on nonporous surfaces without traditional dusting, presenting
an innovative approach to latent print acquisition.

V. LITERATURE REVIEW ON UNIMODAL FINGERPRINT
BIOMETRIC SYSTEMS
Based on research conducted by the National Institute of
Standards and Technology (NIST) in 2021, fingerprinting
has an accuracy more than 99% [99]. Each individual
is recognized by its distinctive fingerprints, which are
used to access lock identifying ones. Biometric technology,
has been the most actively researched. It has been, and
remains highly popular because of the availability of
numerous sources for data collection, including the ten
fingers, because it is inherently simple to obtain, and its
established application and gathering by immigration and law
enforcement [100], [101].
Table 5 provides an overview of some fingerprint datasets

that are commonly used in both unimodal and multimodal
biometric systems.

A. FINGERPRINT PREPROCESSING TECHNIQUES
Fingerprint thinning is a crucial step in fingerprint classifi-
cation and serves as a vital preprocessing stage. Thinning
involves extracting the image skeleton and eliminating the
redundant pixels to create a refined image. The resulting
skeleton, often represented as a one-pixel thickened line,
effectively reveals the image’s topology.

Jaya Lakshmi et al. [103] used B-Splines and presented a
method that is both quicker and more effective at eliminating
impulsive noise while maintaining the image’s edges. The
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TABLE 4. Modes of fingerprint data acquisition.

TABLE 5. Fingerprint datasets overview.

results are substantially better for forensic image edge
preservation and noise removal than the linear and nonlinear
filter approaches. Tertychnyi et al. [80] focused on extremely
blurry fingerprint images that exhibited a variety of well-
known aberrations, including dryness, wetness, dot presence,
physical damage, and blurriness. The VGG16-based deep
learning model was used to classify fingerprints and dry
fingerprints with accuracies of 84% and 93% respectively.
Taee and Abdulsamad [104] proposed the BRISK technique
to extract important data from corner spots in the fingerprints.
When compared to minutiae details, BRISK can pick up a lot
more information because it is insensitive to changes in scale,
illumination, and direction. An average EER of 0.004 and
accuracy of 99.98% were obtained.

Khan et al. proposed a false patch removal strategy,
which makes use of ‘‘majority of neighbours’’ to eliminate
isolated and incorrectly classified patches. The Covolution
Neural Network (CNN) model was trained to categorize
image patches into fingerprint and non-fingerprint classes
using Stochastic Gradient Descent (SGD). Following the
false patch removal strategy, a Region of Interest (ROI)
was constructed using the final set of patches. This process
is employed to differentiate between the background and

foreground of the latent fingerprint data. When compared to
other methods in their literature analysis, the experimental
results show gains in overall accuracy for the model when
using the IIIT-D fingerprint database [105].

Nguyen et al. proposed the use of computer vision
techniques in the image preparation stage which enhances the
input image quality and quickly and accurately classifies the
input photos in automatic fingerprint identification systems
with huge databases, yet increases the computation time.
This combination of improvements reduces the number
of comparisons in these systems. The Random Forest
(RF) model attained the highest accuracy of 96.75% when
compared to SVM classifiers on the FVC 2000, 2002, and
2004 databases [106].

Kumar et al. introduced Image Enhancement Techniques
(IETs) to enhance fingerprint images, thereby providing
a matching process with more accurate feature extraction
data. This overview encompasses a discussion of various
IETs employed in Fingerprint Recognition (FPR) system.
It details the types, uses, and roles of these enhancement
techniques, offering valuable insights for researchers aiming
to improve the accuracy and reliability of feature extraction in
fingerprint biometric systems [107]. Chen et al. proposed an
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advanced image quality classification approach that can reject
invalid input for the system’s preprocessing stage to reduce
response time, particularly for fingerprint-on-display (FoD)
applications. A self-assembled dataset of 50,130 fingerprint
images from FoD sensing was used to test the approach,
which showed that it could achieve 95.83% [108].

The Table 6 provides an analysis of the performance of
recent unimodal fingerprint biometric systems.

B. TECHNIQUES FOR FEATURE EXTRACTION AND
CLASSIFICATION BASED ON FINGERPRINT PATTERNS
The performance of modern automated fingerprint recogni-
tion systems is significantly affected by feature extraction
algorithm. Fingerprint patterns can be categorized into three
feature extraction levels.

At Level 1, the focus is on global fingerprint patterns,
encompassing the overall ridge flow. This level includes five
categories: the left loop, right loop, whorl, arch, and tented
arch. It captures detailed information regarding the friction
ridge direction, pattern type, and singular points. Global ridge
flow pattern are extracted even in cases of poor image quality.

At Level 2, features are associated with minutiae infor-
mation, including ridge bifurcations and endings, making
each fingerprint a unique pattern. Ridge endings, such as
bifurcations, play a key role in defining Level-2 features.

At Level 3, features encompass ridge dimensional
attributes like ridge path deviation, width, shape, sweat
pore locations, geometric details of the ridges, and edge
contours. This level also includes additional details like
scars and incipient ridges, etc. Microscopes are typically
used at this level, making them particularly relevant for
forensic examiners. The Table 7 and Table 8 describes
fingerprint feature extraction traditional and deep learning
methods.

Fingerprint classification has evolved since the inception
the of computer technology. Henry’s classification method
stands out as the most widely employed approach in finger-
print classification. Over time, this method has progressed to
the automated fingerprint identification system (AFIS). The
Table 9 presents the fingerprint matching methods.
Darlow et al. developed a minutiae extraction network,

(MENet), a deep neural network that addresses the minutiae
extraction using a machine learning challenge. MENet was
trained with data-driven representations of minutiae points.
A voting system is utilized to create training data, which
is trained automatically on a large dataset for portability
and robustness, and does away with tiresome human data
labelling. A postprocessing method that uses MENet’s output
to locate the positions of the minutia is used. A minutiae
misrate of 14.2% has been achieved on FVC datasets [89].
Hassanat et al. presented the task of feature extraction from
low-quality images. The probability density functions for
the features are used to represent them when evaluating the
approach with other classifiers. Using in house databases,
the highest identification accuracy obtained in several
experiments was 95.11% [86].

Refoa et al. proposed an algorithm that assigns a unique
value to each piece of information, speeding up person
searches. The algorithm divides the fingerprint image into
four distinct sections, systematically computing the attributes
of every minutia within each section, and subsequently
archives this information in a dedicated database tailored
for this task. Rather than searching for a collection of
200 fingerprints for the latent, there will be a search of
the 47 fingers database, which has 7731 minutiae [134].
Borra et al. proposed a novel method for classifying whether
a fingerprint is genuine or false utilizing hybrid neural
networks. The Bat algorithm and neural network were
combined to optimize the weight factor [135].
Liu et al. intricately designed CNN models for the

purpose of training a deep feature known as DeepPoreID
for each individual pore. The similarity between these
DeepPoreIDs is subsequently evaluated using Euclidean
Proximity, which provides a measure of their resemblance.
This innovative strategy enhances recognition accuracy.
The proposed approach effectively addresses the challenges
of imperfect fingerprint matching [136]. The fingerprint
templates were created using the rotation and translation
invariant properties of the minutiae found in the Delaunay
triangulation by Surajkanta et al. Local ridge information
derived from discrete curvature and, digital straightness
was added to the features extracted from the Delaunay
triangulation. FVC2000 experiments demonstrate that the
proposed technique performs better in comparison [137],
[138].

Soler et al. outlined a Fisher Vector approach that combines
global and local data from a variety of local descriptors
of features to improve the generalization abilities of PAD.
Using unidentified scenarios with LivDet 2011 to LivDet
2017, experimental results shows a decrease in overall
classification error rates approximately fourfold, with an
accuracy of 96.17% [139]. CNN models such as Darknet,
Alexnet, Resnet, Deep Belief Network, and VGG16 were
utilized to develop the Henry Classification System as
discussed by Souza et al. When tests were conducted using
grayscale and previously processed images as input, the best
accuracy of 95.1% on NIST database 4 is achieved when
the Gabor filter and morphological thinning operation were
combined [140].
Nahar et al. developed a CNN-based finger impression

affirmation approach, without image preprocessing. The
frame combines the coordination and extraction steps.
Different filters with various parameter sets are used to
realise feature elicitation; the matching junction connects
the features that were extracted and generates the associated
score. A total of 99.1% of samples are correctly categorized
from the FVC2004 database [141].

C. FINGERPRINT INDEXING TECHNIQUES
In essence, searching the complete database is required at the
identification step whenever a new fingerprint is submitted
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TABLE 6. Analysis of the performance of recent unimodal fingerprint biometric systems.

and the goal is to locate the fingerprint from the huge
database that is most similar as shown in Figure 5. For large
databases, identification is computationally intensive. Cost-
effective identification results from reducing the search space
from the whole database to a limited size list. These systems
are divided into four main categories: deep learning based,
hybrid, minutiae-based, and texture-based. These schemes
involve deep features, texture, and Levels 1 and 2.

1) Fingerprint Indexing using Texture:
The ridge flow structure, ridge frequency field, ridge
pattern types, ridge orientation field, and core and
delta points that comply with the fingerprint database
index are global features used in these indexing
techniques [143], [144].

2) Fingerprint Indexing using Minutiae:
These methods create feature vectors using minutiae.
These can be further divided into minutiae cylinder-
code based techniques, minutiae k-plet, minutiae
doubles, minutiae triplets, minutiae quadruplets, and
minutiae quadruplets. It has been noted that details
contain more unique information than the number and
direction of ridges [145].

3) Hybrid Fingerprint Indexing:
To achieve greater accuracy, they leverage both minu-
tiae, and non-minutiae features, by combining global
and local features [142].

4) Fingerprint Indexing employing a Deep Neural
Network:
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TABLE 7. Fingerprint feature extraction traditional methods.

TABLE 8. Fingerprint feature extraction deep learning methods.

A feature vector with a fixed length is created by
applying a deep neural network that can extract the
fingerprint’s pattern [76]

Cappelli et al. proposed employing ridge-line orientation
and frequency-based scalar and vector feature indexing meth-
ods. The evaluation of this technique involved six databases:
NIST, FVC2000 DB2, FVC2002 DB3, and FVC2002 DB1.
This study revealed that the average search time for locating
a fingerprint in the NIST DB4 database was 1.6 milliseconds.
However, the authors suggested that the technique could
be further enhanced by decreasing the number of score
computations through the utilization of spatial data structures
and ad-hoc clustering methods [143].

Cao et al. a Convolutional Neural Network (ConvNet) was
used to construct a fingerprint indexing system. ConvNet is
then trained using a sizable longitudinal fingerprint database,
where each finger has been captured many times over time.
Experimental findings on the NIST SD4 and NIST SD14
datasets demonstrate that the proposed approach outperforms
the most recent fingerprint indexing techniques described

in the academic literature [100]. Perez et al. considered
impressions from diverse databases, transforming them into
sets of interconnected tiny cylinder codes to construct
indices using k-means++ clustering. Through this method,
the search space is significantly reduced by four orders
of magnitude, particularly when dealing with background
databases containing over one million impressions [146].

To provide an indexing method for pore-based features
in high-resolution fingerprints, a dynamic pore filtering
technique was created by Anand et al. and utilized to
obtain pores from high-resolution fingerprint images. A pore
descriptor was used as an indexing feature vector. Next,
a cluster-based retrieval approach was used to efficiently
and rapidly extract the candidate list. In their literature
review, DBI and IITI-HRFP’s partial fingerprints that contain
fingerprints showed that the method outperforms minutiae-
based fingerprint indexing methods [147].

Bai et al. introduced a novel approach known as the deep
compact binary minutiae cylinder code (DCBMCC), which
offers a practical and distinctive representation of features
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TABLE 9. Fingerprint matching methods.

FIGURE 5. A fingerint biometric system’s indexing and retrieval process (source: Gupta et al. [142]).

for fingerprint indexing. Their proposed fingerprint indexing
strategy, leverages multi-index hashing and, accelerates
precise scans within the Hamming space by creating multiple
hashing tables using binary code substrings. According to the
authors, this method demonstrated a low penetration rate and
minimal error rate [148].

D. FINGERPRINT BIOMETRIC SYSTEM LIVENESS
DETECTION TECHNIQUES
Yuan and Sun [85] developed a novel software-based
method utilizing the rotation-invariant local binary pattern
(RILBP) and multiscale wavelet transform to assess the
liveness of a fingerprint. Jiang and Liu [149] introduced
an original software-based liveness detection approach
that, incorporates a spatial pyramid and uniform local
binary pattern (ULBP) to discern the authenticity of a
fingerprint. Yuan and Sun proposed the creation of novel
software designed to enhance the classification accuracy
and counteract spoofing attacks across various fingerprint
sensors. Their innovative software-based liveness detection
approach utilizes amultiscale wavelet transform and rotation-
invariant local binary pattern (RILBP). Experimental results,
based on the LivDet 2011 dataset, indicate that this method
exhibits improved classification performance in detecting
fingerprint liveness compared to existing fingerprint liveness
detection (FLD) methods [85].
Xia et al. proposed a feature extraction technique to address

the FLD (Fingerprint Liveness Detection) problem. Utilizing
the Weber Local Binary Pattern (WLBP) and Circularly

Symmetric Gabor Feature (CSGF), the features analyze
fingerprint images in both the spatial and frequency domains.
The final features are derived based on the likelihood of
occurrence of the two components. These features were
employed to train classifiers using SVM separately on two
databases for the FLD Competitions in 2011 and 2013
[150]. Mehboob et al. implemented Shepard magnitude and
orientation for real-time fingerprint recognition via separate
quantization of both global and local features retrieved from
the space and frequency domains. In accordance with these
findings, the average error rate for LivDet 2011–2015 were
reduced to 5.8, 5.3, and 2.2 respectively [151].

Zhang et al. proposed Slim-ResCNN, which is a slim
yet powerful network topology composed of stacks of
enhanced residual blocks. The primary purpose of the
improved residual blocks is to reduce processing time and
prevent overfitting when determining whether a fingerprint
is alive. With an overall accuracy of 95.25%, the fingerprint
liveness recognition accuracy based on the LivDet2013 and
2015 datasets significantly increased. Slim-ResCNN won
the 2017 FLD competition’s top prize [152]. Yuan et al.
developed an enhanced Deep Convolutional Neural Network
(DCNN) incorporating picture scale equalization and a
Fingerprint Liveness Detection (FLD) method to main-
tain image resolution and texture information. Notably,
their study introduces the use of the confusion matrix
as a performance measure in the evaluation of FLD
for the first time. Experimental results, based on the
LivDet 2011 and LivDet 2013 databases, further support
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the method’s superior performance in terms of detection
accuracy [153].

Yuan et al. introduced an autoencoder designed to auto-
matically identify rich hierarchical semantic features in the
samples. Specifically, a stacked autoencoder is employed
for real-time fingerprint liveness detection (RFLD). The
model comprises two components: Fingerprint Liveness
Detection (FLD) utilizing supervised learning and parameter
pre-training established through unsupervised learning. The
testing outcomes confirm the robust performance of both
detection and RFLD, as demonstrated on the LivDet 2011 and
2013 datasets, validating the efficacy of the proposed
approach [154].

Chitra et al. designed a fuzzy vault system with a key-
binding technique and the ability to account for data variance
among classes. The minutiae of the fingerprint image were
utilized to perform the approach. The fuzzy vault scheme is a
polynomial function-encoding cryptography technique [155].
Hernandez et al. suggested a template-protection strategy
utilizing a fuzzy vault system. Helper data are gathered in a
key-binding crypto scheme by fusing biometric information
with the key [156].

Chauhan et al. developed a better fuzzy commitment
method. The error-correcting codes (ECC) decoder, encoder,
data base, feature extraction, and comparator modules are
the five components of the technique. The encoding process
is managed by an error-corrective encoding module. The
comparator module assesses whether the verification is
successful by comparing the hash value acquired by the key
to the stored hash value [157]. Soliman et al. developed a
comb filter-based cancellable iris recognition system. Gabor
filter was used as a local band-pass filter. The Gabor
filter localizes the frequencies in an image with ideal joint
localization, in contrast to the Fourier transform, which
simply identifies the spatial frequencies in an image. Coarse-
to-fine segmentation was used to construct iris code [158].

Abikoye et al. proposed a steganography and cryptography-
based template generation technique using the Twofish
algorithm to produce a cipher image. To address the
issue of exploiting and hacking biometric templates, this
study combines steganographic and cryptography techniques
known as the least significant bits [159]. Panchal et al.
proposed a method that utilizes finger biometrics to generate
cryptographic keys. This technique involves extracting
minute, core, and delta points from the fingerprint image.
Subsequently, straight line features are established by
breaking the image into smaller blocks, and the points on
each block are related to those on the adjacent blocks. These
components were then integrated to generate a bio-crypto
key [160].

E. FINGERPRINT BIOMETRIC SYSTEM PERFORMANCE
IMPROVEMENT TECHNIQUES
Yang et al. proposed a fingerprint authentication method
that enhances authentication performance without requiring
additional sensor data by using 3D Delaunay triangulation.

Each block of a three-dimensional Delaunay triangulation,
a Delaunay tetrahedron, may provide better discrimination
over a Delaunay triangle [138]. Thejaswini et al. presented
an reference algorithm, which is a method of adaptive
auto-correction. The system modifies the user’s reference
biometric templates to increase identification rate based on
the collected fingerprint template and daily similarity score.
A total of 250 fingerprint templates from 10 individuals were
gathered at 25◦C to 0◦C for analysis. The trial results showed
that applying the auto-correcting technique increased the rate
of identification by 40% [161].
Oh et al. discussed a method to capture finger images

from smartphones and preprocess them so that they can
quickly compare them to images from optical sensors
also techniques for recording and enhancing finger images,
extracting fingerprint patterns, finding core points, and
aligning image. EER ranging from 6% to 15%, which falls
within the allowable bounds [162]. Noor et al. contributed
MATLAB classifiers aimed to improve the performance of
fingerprint recognition systems. The classifiers encompassed
a Fine K-Nearest Neighbor, Linear Discriminant Analysis,
Decision Tree, Medium Gaussian Support Vector Machine
(MG-SVM), and Bagged Tree Ensemble. Among these
classifiers, the MG-SVM by achieve the highest verification
rate of 98.90% among all the classifiers employed [163].

‘‘Associative memory in alter multi-connect architec-
ture,’’ a novel technique Almajmaie proposed, has pattern
recognition processing period of about thirty seconds for
the FVC2004 database, the internal database, as well as
International NIST database 4, with an average rate of
accuracy of 99.56% [164]. A rapid rate of recognition
was achieved when numerous fingerprint features, such
as ridges ends and ridge bifurcations, were combined by
Vidyasree et al. Numerous spoofing attacks are addressed
by autoencoder (AE), which also achieves revocability.
A minimal cost matcher (MCM) was utilized to maximize
the accuracy of the multi-representation system [165]. Li et
al. proposed an innovative method for modifying fixed-length
bit strings called the ‘‘minutia vicinity combination feature’’
(MVCF), which enables reasonable bit-string conversion
speed and accuracy makes use of spectral clustering and the
recently established discriminative biometric representation.
The performance assessment, which uses the benchmark data
collections FVC2002 DB1, DB2, DB3, and FVC2004 DB1,
DB2, and DB3 which are available to the general public,
confirms the superiority of the offered solution [166].

Rojas et al. devised a fingerprint identification methodol-
ogy utilizing an Ensemble Subspace Discriminant Classifier,
Wavelet transform, and multiple domain feature extraction.
The proposed strategy demonstrated the highest accuracy
97.5% among the FVC2000-2004 databases [167]. Mo et al.
developed a person recognition method using Wi-Fi channel
state data based on deep learning. Performance analysis
showed that the convolutional long-and short-term memory
(CLSTM) model is appropriate for the application, with an
accuracy of 92% and can recognize up to eight subjects [168].
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F. HIGH CAPACITY FINGERPRINT BIOMETRIC SYSTEMS
High capacity fingerprint biometric systems are used to effi-
ciently manage large volumes of fingerprint data, facilitating
the processing of extensive user databases or transaction
volumes.

Chundi et al. introduced a method that leverages pre-stored
patterns to estimate the capacity while employing a Hopfield
neural network for learning. To mitigate the risk of network
overflow and potential replacement of recorded traces, the
model systematically updates the crosstalk associated with
the stored patterns. Experimental results using the NIST
database 10 demonstrate that the system exhibits 2.7 to
8 times greater memory capacity than baseline systems
utilizing static capacity estimations [169].

Moga et al. described a Siamese network that compares
two input images using two metrics, each of which has a
threshold that has been defined through experimentation.
When comparing the accuracy rates from the CASIA and
SOCOFing datasets, the findings obtained using VGG-16
demonstrate that the test data accuracy rates close to the mean
accuracy rate of 87% [170].

G. CONTACTLESS FINGERPRINT IDENTIFICATION
Innovations in fingerprint recognition technology have
enabled identification without the need for physical contact,
providing both convenience and hygiene advantages.

Yin et al. introduced a non-contact fingerprint identi-
fication method that utilize loose genetic algorithms and
global minutia topology. To enhance the accuracy of minutiae
correspondence, a robust approach for boosting minutiae
pairs is employed, addressing the issue of inaccurate minutiae
alignment commonly observed in traditional transformation-
based methods. The effectiveness of the proposed tech-
nique was assessed using contactless fingerprint benchmark
databases DB1 and DB1-A [171].

Yin et al. proposed a novel characteristic known as
3D Topology Polymer (TTP). This characteristic involves
projecting 3D minutiae onto multiple 2D planes, utilizing the
TTP properties to effectively represent the three-dimensional
architecture of the minutiae distribution [172]. Labati et al.
investigated fingerprint biometric techniques specifically
tailored to smartphones. This study primarily emphasizes
2D contactless fingerprint identification systems, covering
aspects such as image collection, preprocessing, template
extraction, and comparison [173]. Veena et al. considered
the polynomial curve coefficients of a 3D fingerprint image
as a template. The curve was calculated by measuring
the separation between the minute details and singular
points [174].

VI. FINGERPRINT BIOMETRIC AUTHENTICATION
VULNERABILITIES
In this section, we describe and classify several potential
attack weak spots of fingerprint biometric authentication [2].

FIGURE 6. Fingerprint biometric system vulnerabilities.

1) Faking the sensor: Attackers use synthetic fingers,
photos, or voice recordings to deceive the biometric
sensor, substituting genuine features with fabricated
ones.

2) Resubmitting biometric signals: Attackers replay
recorded signals, obtained through network eaves-
dropping, to bypass the sensor during subsequent
authentication attempts.

3) Common server network attacks: Attackers exploit
vulnerabilities like SQL injection to access the server,
gaining unauthorized access to sensitive data, including
biometric information.

4) Override the matcher: Attackers compromise the
matcher to manipulate match scores in their favor.

5) Changing templates: Attackers alter templates to asso-
ciate legitimate identities with fraudulent ones.

6) Data modification over the channel: Attackers intercept
and tamper with templates sent over the communica-
tion channel.

7) Changing the result: Attackers manipulate authentica-
tion outcomes to their advantage [175].

Fingerprint biometric systems are vulnerable to two types
of attacks: software-related and presentation. Presentation
attacks involve presenting fake material to the sensor to
trick the system into granting unauthorized access. These
attacks are commonwith iris, face, and fingerprint modalities.
Software-related attacks exploit system weaknesses using
advanced tools and hacking skills. The weak areas of a
fingerprint biometric system is shown in Figure 6.

1) Brute-force attack: An attacker tries various password
and key combinations to gain system access, resulting
in significant computational complexity due to the need
to examine every possible combination.

2) Record Multiplicity attack: The attacker aims to obtain
the original template by correlating several encoded
templates made using the same biometric.

3) Lost token attack: The attacker uses information about
the victim, such as a token or password, to approximate
the original template, requiring a computational com-
plexity of 2m for m features.

VOLUME 12, 2024 64315



U. Sumalatha et al.: Unimodal and Multimodal Fingerprint Biometric Authentication Systems

4) Dictionary-based attack: The attacker tries samples
with the highest chance of success based on a
predefined dictionary of likely passwords.

5) Spoofing attack: The attacker employs prosthetic
fingers, recorded videos, or contact lenses to deceive
the biometric sensor.

6) Database template theft: The hacker gains access to
stored templates and attempts to create a physical copy
using reverse engineering.

7) Cryptanalysis attack: The attacker tries to extract
plaintext from encrypted text without knowledge of the
encryption algorithms.

8) Stolen biometric feature attack: The attacker uses
stolen biometric features to attempt logging into sys-
tems and applications with different key combinations.

9) Hill-climbing attack: Synthetic user biometric tem-
plates are repeatedly presented to the matcher until
successful recognition, with data altered based on
previous attempts.

10) Inverse attack: The number of changed features for
each reference point is mapped back to the original
arrays.

11) Pre-image attack: The attacker looks for samples with
similar features to spoof a biometric system, employing
a brute-force approach.

12) Cipher text only attack (COA): An intrusive attempt to
recover plaintext from ciphertext in a symmetric key
cryptosystem.

13) Known plaintext attack (KPA): The attacker has access
to both plaintext and ciphertext to uncover hidden data,
including cryptographic keys.

14) Chosen ciphertext attack (CCA): By decrypting
selected ciphertexts, the attacker learns the transforma-
tion or secret key.

15) Equation attack: Various equations with parametric
variables are used to create templates.

Fei et al. evaluated adversarial attack approaches and
emphasized the importance of anti-adversarial protection in
deep learning applications [176]. The RTK-PAD method
achieved promising results in countering presentation attacks,
with a true detection rate (TDR) of 91.19%, an average
classification error (ACE) of 2.28%, and a false detection rate
(FDR) of 1% [177]. Additionally, the OCPAD model and the
OCT fingerprint PAD demonstrated efficient spoof detection
capabilities using optical coherence technology, achieving a
true positive rate (TPR) of 99.43% at a false positive rate
(FPR) of 10% and an accuracy of 81.89% with a low error
rate of 0.67%, respectively [178], [179].
Popli et al. proposed a hybrid fingerprint system for

spoof detection and matching, achieving a TAR of 100%,
a FAR of 0.1%, and an accuracy of 98.56% on the LiveDet
2015 dataset [180]. Husseis et al. designed a presentation
attack instrument species evaluation mechanism compli-
ant with ISO/IEC 30107 specifications, showing effective
presentation attack recognition with low error rates [181].

FIGURE 7. Fingerprint template protection categories (source:
Garcia-Salicetti et al. [102]).

An overview of the attacks related to fingerprint and the
necessary countermeasures is provided in Table 10.

A literature review of recent attacks on fingerprint
recognition systems is presented in Table 11.

VII. PROTECTION OF FINGERPRINT BIOMETRIC
TEMPLATES
Different categories of fingerprint biometric protection [102]
are shown in Figure 7. Feature transformation and biometric
encryption are the two categories under which biometric
template protection techniques are categorized [226]. A sum-
mary of fingerprint biometric template protection methods
is given in Table 12, an overview of the recent template
protection methods against brute force attacks is given in
Table 13, and an overview of recent fingerprint template-
protection methods against inversion attacks is given in
Table 14. An overview of recent fingerprint template-
protection methods against other software attacks is provided
in Table 15.

A. FEATURE TRANSFORMATION
Feature transformation and biometric encryption are the
two categories under which biometric template protection
techniques are categorized. Based on these categories,
we investigated and discussed the available biometric tem-
plate methodologies available in the literature.

Cancellable biometrics enable the replacement of com-
promised templates, addressing limitations of traditional
authentication methods like passwords [227]. These schemes
modify biometric data through transformations to maintain
security and allow for the issuance of new templates if
needed. Recent advancements in deep learning and error-
correction coding enhance security in multi-biometric sys-
tems [228], with researchers exploring fusion architectures
and integrating secure sketch cancelable blocks (SSTB)
and cancelable template blocks (CTB) to bolster system
resilience.

Bio-hashing, a method for protecting biometric templates,
utilizes a transformation function controlled by a user-
specific password or secret key to modify features from an
existing template [229]. While it enhances template entropy,
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TABLE 10. An overview of the fingerprint attacks with the necessary countermeasures.

TABLE 11. A literature review of recent attacks in fingerprint recognition systems.

it may exhibit reduced performance compared to cancellable
biometrics when adversaries present legitimate tokens. For
instance, Hakan et al. applied bio-hashing with a fixed-length
template generated through spectral minutiae representation,
achieving an EER of 0% in FVC2002 databases, with the
lowest EER in the stolen token scenario recorded at 14.77% in
the FVC DB1 database [230]. Another variation, ‘‘Index-of-
Max’’ (IoM) hashing, developed by Jin et al. [208], converts
real-value biometric feature vectors into discrete indexed
hashed codes, yielding an EER of 4.10% in the stolen token

scenario. Additionally, Ghammam et al. [218] introduced
a transformation function effective against specific attacks,
embedding biometric data into an orthogonalized pseudo-
random numeric matrix created using a secret key or
token and nonlinear operations, with an EER of 0.4% at
a GAR of 99%.

B. BIOMETRIC CRYPTOSYSTEMS
Simple dictionary attacks have always compromised identity
authentication techniques that rely on short passwords, Cryp-
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TABLE 12. A summary of fingerprint biometric template protection methods.

tographic secret keys and passwords have been suggested
to overcome these restrictions. Biometric cryptosystems fall
into two categories: key generation and binding.

1) Key Generation: Biometric cryptosystems generate
keys directly from biometric data, offering secure
sketching and fuzzy extractors for this purpose.

2) Key Binding: In key binding, a secret key is securely
boundwith a biometric template, preventing decryption
without knowledge of the user’s biometric data. Key
binding-based cryptography includes fuzzy commit-
ment and fuzzy vault techniques.
Fuzzy Vault: A cryptographic architecture utilizing
fuzzy vaults securely encrypts and decrypts sensitive
data. However, it faces drawbacks such as susceptibility
to biometric template cross-matching, vulnerability
to statistical analysis attacks, and the potential for
attackers to replace biometric features or steal the
original template if made public.
Fuzzy Commitment: This technique protects biometric
features stored in binary vectors, ensuring secure
representation using uniformly randomized keys and
appropriate error-correcting codes [227].

Other biometric template protection techniques have been
employed, such as watermarking schemes, elliptic curve
cryptography (ECC), homomorphic encryption, and Rivest,
Shamir and Adleman (RSA) [198].

Elmouhtadi et al. proposed a technique based on the
alteration of fingerprint features to safeguard the fingerprint
template data. It uses a minutiae triplet-based indexing
method and transformation. The results show that the
suggested defense mechanism is tolerated by the altered
attack [231]. Trivedi et al. produced a non-invertible

fingerprint template that contained only relative geometric
information about small spots. The suggested template can
withstand the reconstruction process, deformation, rotation,
and translation. The suggested method performed better in
testing using the traditional FVC2000 database with regard
to EER and FMR [232].

Wang et al. produced partial Hadamard fingerprint tem-
plates that can be cancelled. satisfying the demands of
performance, variety, non-invertibility, and revocability. The
EER for the suggested method in the case of a lost token is
1% for FVC2002 DB1, 2% for DB2, and 5.2% for DB3In the
event if a token is lost, the recommended method’s EER is
1%, 2%, 5.2% for FVC2002-DB1, 2 and 3 respectively [212].
Mahto et al. proposed Elliptic Curve Cryptography (ECC)
plus a fingerprint biometric one-time password authentication
method. Customers produce their ECC secret keys using
their fingerprints [233]. Haddada et al. proposed a hybrid
watermarking technique that was confirmed on fingerprint
and face images at two levels to safeguard biometric data.
The two watermarking methods preserve the watermarked
image while enhancing the integrity of the watermark and
the host image. In the initial stage, the face acts as the host
image, and small particles are employed as the watermark.
The fingerprint acts as a host image in the next stage, with the
previously watermarked face acting as a watermark [234].

Ali et al. provided a safe approach that uses the location
information from the minutia points to construct a user-
specific template. Each minutia point is given a securely
adjusted position using the minutiae of its neighbors and a
key set. Using the FVC2002 DB1, DB2, and DB3 fingerprint
databases, they obtained an EER of 0.00% under the same
key situation. They considered two user key sets for every
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TABLE 13. An overview of the recent fingerprint template protection methods against brute force attack.

TABLE 14. An overview of the recent fingerprint template protection methods against inversion attack.
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TABLE 15. An overview of the recent fingerprint template protection methods against other software attacks.

database and created two distinct systems with two different
key sets. To determine the pseudo-genuine score, every
fingerprint template belonging to the same person in System1
is compared with fingerprint templates belonging to the
same person in System2. They proved that their system was
resistant to cross-matching attack [235]. Harikrishnan et al.
proposed a revolutionary paradigm that generates a secure
one-time finger codes for each user’s authentication. To build
this, minuscule vectors obtained using a circular tesselation
technique are combined with timestamps, finger codes, and
pseudo-random number generators. These were generated
across each user transaction session. Unauthorized users find
it challenging to decode the finger code utilized in a specific
authentication session [236].

Ali et al. proposed a Fingerprint Shell technique that
creates a 2-dimensional spiral curve that serves as a secure
user template by utilizing a single intra-subject invariant
feature: the distances between tiny points and a particular
point. The proposed approach is rotation and translation
invariant. It has been tested on IIT Kanpur’s fingerprint

databases and the FVC 2000, 02, 04 utilizing 1-vs-1 and
FVC protocols. The EER of the suggested technique was
found to be 0.00% [237]. Kim et al. created a fully
operational fingerprint authentication system by utilizing
Fully Homomorphic Encryption on Torus (TFHE) toolkit
with a fingerprint database of 4,000 samples. The process
of matching fingerprints was completed by the system at an
average of 166 s [238]. Rachapalli and Kalluri [239] devised
a texture-only fingerprint recognition technique that uses a
QR pattern to generate a cancellable fingerprint template with
a lower likelihood of error without impairing the system’s
performance.

Liu et al. discussed the utilization of optical coherence
tomography (OCT), which records depth data regarding the
layers of skin, for the accurate and high-security recognition
of fingerprints. The EER and FMR are 0.42 and 0.36 respec-
tively, according to analyses of OCT-based fingerprints. The
EER and FMR values determined from traditional 2D surface
fingerprints were 8.05% and 18.18% [240]. Yang et al.
used the homomorphic encryption approach to encrypt the
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template, making it more challenging for hackers to obtain
raw biometric templates with no private key by allowing
the encrypted domain to be used whenever biometric data
are matched. Furthermore, the compromise between the
speed of computation and authentication accuracywas upheld
utilizing the FVC2002 DB2 fingerprint database [241].
Li et al. developed a compact 128-byte, cancellable method
for generating a fingerprint binary code that allows for
great security and exact and efficient comparison. A partial
Hadamard transform was employed to further highlight the
irreversibility of the system. When combined with security
analysis, experimental results on six benchmark datasets
(FVC2002 and FVC2004) show that the method performs
better than other state-of-the-art techniques [242].

VIII. MULTIMODAL FINGERPRINT BIOMETRIC SYSTEMS:
FUSION LEVELS
Figure 8 illustrates different biometric fusion levels.: rank,
decision, sensor, score, and feature level [243]. Table 16
provides a comprehensive literature review of the recent
fingerprint biometric fusion approaches.

A. FUSION AT THE SENSOR LEVEL
This type of fusion emphasizes the integration of raw sensor
data. This can be achieved by using many suitable sensors
to acquire the same biometric features or by using the same
sensor tomakemultiple acquisitions. For instance, fingerprint
scanners may combine a number of small images into a
single large image, or 3D face scans can be created by
combining raw data from various cameras. Processing was
then performed on these biometric traits. Three classes of
sensor-level fusion were distinguished:

1) Single sensor-multiple instances, in which several
instances derived from only one sensor are combined
to obtain the data in a reliable and descriptive manner.

2) Intra-class multiple sensors: These combine numerous
data points from different sensors to indicate the
position of a similar sensor or range of distinct sensors.

3) Inter-class multiple sensors: Few studies have been
conducted on the inter-class multiple sensor fusion
mode [252].

B. FUSION AT THE FEATURE LEVEL
Signals from various biometric traits were evaluated at the
feature level to generate unique feature vectors, indepen-
dently extracted from each trait. These vectors undergo
feature-level fusion to combine signals from different chan-
nels. Fusion algorithms were then applied to create composite
feature vectors, with feature reduction techniques used to
select relevant features. Feature-level fusion offers improved
recognition accuracy by leveraging more biometric informa-
tion compared to matching score approaches, especially with
multiple biometric aspects involved [253].
Poonguzhali and Ezhilarasan [254] improved a unibio-

metric fingerprint recognition system by integrating feature
levels at Levels 1 and 2, finding concatenated feature sets

more effective than discrete ones, particularly with their Fin-
gerprint Feature Vector approach leveraging richer gray level
data and analyzing poor-quality images. Ahsan et al. [255]
developed an automatic fingerprint verification system
combining CNN features with those from Gabor filtering,
followed by PCA for overfitting reduction and accuracy
enhancement, achieving a 99.87% accuracy.

C. MATCHING SCORE LEVEL FUSION
Biometric systems process feature vectors separately, cal-
culating a composite match score by combining individual
matching levels. Various classification methods like mean
fuse, highest rank, or logistic regression are applied for this
purpose, enabling score normalization through techniques
such as piecewise linear, min-max, and z-score normaliza-
tion. The matching score level of fusion is favored for its
simplicity compared to other fusion levels [246].

D. DECISION LEVEL FUSION
This can be seen as an example of score-level fusion in
which the scores are first converted to a binary (match/non-
match) using a majority vote or other fusion rules. Because
of the limited quantity of data provided at the fusion stage,
this strategy has the lowest complexity and the greatest
interoperability across various biometric features and is less
effective than score-level fusion [256].
Data transmission from sensor to decision unit is increas-

ingly compressed. Sensor level fusion encounters compatibil-
ity issues among data from different sensors, making it rare
in multimodal biometrics. Feature-level fusion is expected
to enhance recognition performance more effectively due
to richer, more meaningful information in features, but
incompatible feature sets from different biometric modalities
limit its research. Decision-level fusion, involving less data,
is also seldom used in multimodal recognition systems [257].

IX. LITERATURE REVIEW ON MULTIMODAL
FINGERPRINT BIOMETRIC SYSTEMS
The Table 17 provides an analysis of the performance of
recent multimodal fingerprint biometric systems.

Tran et al. provided a verification methodology based on
palm print, face, fingerprint, and hand form. The Zernike
Moment (ZM) is used in the proposed approach to extract
multimodal information. Subsequently, a ratio test was used
to combine the similarity scores. Authentic and impostor
distributions of the similarity scores were estimated using a
finite GMM. Utilizing databases that are open to the public,
including FVC2004, PolyU, ORL, and IIT Delhi, the highest
verification rates were obtained- FAR of 0.01%, GAR of
99.4% are attained [269].

Fatt et al. devised a multimodal biometric identification
system that combined face and fingerprint features through
score level fusion. The features of the fingerprint trait were
generated using minutiae points in the ridge region, while
the features of the face were constructed using Local Binary
Patterns (LBP). The system achieves a recognition accuracy
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FIGURE 8. Multibiometric fingerprint system fusion levels (source: gavrilova et al [244]).

TABLE 16. A literature review of recent fingerprint biometric fusion studies.

of 98.1%, surpassing that of standalone systems [270].
Shams et al. introduced a biometric modality retrieval system
employing Adaptive Deep Learning Vector Quantization
(ADLVQ) based on both face and fingerprint data, including
multi-sample and multi-instances of faces and fingerprints.
Input characteristics are extracted using Local Gradient
Pattern using variance (LGPV), which is then quantized
using the k-means technique based on previous learning
vector quantization (LVQ) expertise. Experiments conducted
on SDUMLA-HMT and CASIA-V5 datasets yielded an
accuracy of 95% [271].
Gawande et al. utilized textural data from fingerprints and

the iris, employing the block sum and minutiae techniques,
respectively. The effectiveness of thesemethodswas tested on
the YCCE Biometric database and CASIA 3.0 iris. Through
feature-level fusion, the recommended methods achieved
a recognition rate of 96% and a 0% False Acceptance
Rate (FAR) [272]. Bhardwaj et al. introduced a multiple
instance fingerprint acquisition method within a multimodal

system by, incorporating both fingerprints and associated
time dynamics. Experiments involving user verification and
spoof resistance assessments were conducted on synthetic
multimodal databases created by merging the fingerprint
dynamics databases of ATVS and LivDet-13. Fusion at the
match score level was performed using sum and weighted
sum rules. The results indicated a relative average increase
in Equal Error Rate (EER) of 90.64% over unimodal
systems [273].
Algashaam et al. introduced a Multi-model Concise Multi-

linear Pool, utilizing an efficient outer product computation
of features extracted in a low-dimensional space generated
by the counters sketch projection. The incorporation of
elliptical higher-order-spectral characteristics demonstrated
the development of a comprehensive multispectral periocular
biometric system through feature-level fusion. The system
achieved an accuracy of 93% using a custom periocular
and IIIT periocular dataset [274]. Sultana et al. devised a
novel person recognition system that leverages the knowledge

64322 VOLUME 12, 2024



U. Sumalatha et al.: Unimodal and Multimodal Fingerprint Biometric Authentication Systems

TABLE 17. Analysis of the performance of recent multimodal fingerprint biometric systems.
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of individuals’ social behavior. Traditional face and ear
biometrics were combined with social behavioral data
collected from an online network. Face and ear fusion yielded
a rank-1 identification rate of 91%, wheras combining Social
Behavioral Biometric (SBB) profiles with low-quality face
and ear biometrics achieved a 100% rank-1 recognition
rate [275].

Elhoseny et al. developed a cascade multimodal biometric
system incorporate fingerprint and iris recognition. The
system employs a log-Gabor filter for iris recognition,
and minutiae extraction for fingerprint authentication. The
accuracy of the system was reported as 99.86%, with a
FAR of 0% and a FRR of 0.057% [257]. Tarif et al.
introduced a highly secure encryption/hiding technique and
multimodal biometric authentication system that guarantees
secure biometric data transmission. The concealed fingerprint
and iris vectors are sparsely calculated using an advanced
recursive hard thresholding technique and are embedded in
the host Slantlet-SVD domain of the face picture. Experimen-
tal results demonstrate that even when the medium carrying
the image is substantially damaged, hidden biometric data can
still be recovered with high fidelity [276].

NS et al. observed that while the accuracy rate of an
electrocardiogram (ECG) is comparatively lower than that
of traditional biometrics, such as fingerprints significantly
more challenging to deceive the system. Their fingerprint
and ECG-based system achieved 98% accuracy rate, 2%
FAR, and practically no FRR [277]. Siddiqui et al. proposed
a system that utilize both iris and fingerprint modalities
for individual identification. A minutiae matcher, employing
similarity and distance methods, is utilized for fingerprint
recognition, whereas iris images are extracted using the
wavelet algorithm. The system was assessed on the KVK and
an internal datasets, achieving an accuracy of 99.2% with a
FAR of 0.02% and a FRR of 0.1% [278].
Kabir et al. implemented a multibiometric system by

integrating fingerprint, palm, and earprint data using a
Matcher Performance-based (MPb) method to enhance
overall recognition accuracy. MPb employs score level and
feature level data fusion, with an additional option being
the overlap extrema-variation-based anchoring min-max
(OEVBAMM) normalization strategy. The system achieved
a 100% GAR at a low FAR for FVC2002-DB1, COEP, and
AMI earprint databases [279]. Hammad et al. proposed a
multimodal biometric system that combines Convolutional
Neural Network (CNN) and Q-Gaussian Multiple Support
Vector Machines (QG-MSVM) with feature and decision
level fusion. The testing results demonstrated an average
accuracy of 98.94% for PTB, CYBHi, LivDet2015, and FVC
2004 [280].

Li et al. conducted feature fusion of fingerprints, finger
veins, and finger knuckle prints using the unique localized
coding-based feature expressions method. A correction tech-
nique was employed to address the pose variation among the
trimodal finger images. Oriented Gabor filters were utilized
to enhance the velocity features in finger photographs, and

a Generalized Symmetric Local Graph Structure (GSLGS)
was employed to fully define the orientation and position
interactions between neighboring pixels [281].

A multimodal system template security analysis was
created by Sujitha et al.using both fingerprint and palmprint
data. The fingerprint and palmprint templates were also
protected using the fuzzy vault method. To create a database
in the vault, the extracted features were concatenated
and coupled with a secret key. For key recovery during
authentication, query images are supplied as input along with
a template that has been previously stored. According to
experimental findings, the suggested multibiometric system
offers improved GAR and defends against correlation and
brute-force assaults [282]. Xin et al. developed a matching
technique that uses face, finger vein, and fingerprint bio-
metric modalities as well as the secondary computation of
the Fisher vector. After the modalities were combined, the
feature-level fusion was completed. The system uses DCT to
determine if an image is real or false before eliminating the
fake ones to improve system robustness and reduce the impact
on the accuracy rate [258].

Arteaga-Falconi et al. proposed a bimodal biometric
system with an ECG and a fingerprint. An SVM classifier
is employed for the ECG method, whereas the matcher and
minutiae extractor using NBIS are used for the fingerprint
methodology. At the decision level, they combined the
fingerprint and ECG authentication findings to discriminate
between real users and fraudsters [283]. Kim et al. developed
multimodal biometrics combining finger-vein and finger
shapes using a deep neural network and an NIR light camera
sensor. The SDUMLA-HMT and KPU were used in the
experiments, and the findings showed that the method in the
study had a higher performance [284].

Shivakumar developed a feature-level, fusion-based multi-
modal biometric system (FFI-FLF-MM-BS), that utilize the
biological characteristics of the face, fingerprint, and iris.
The fingerprint was extracted from the minutiae after the
face and iris traits were retrieved using the bi-directional
empirical mode decomposition algorithm. It uses MC-SVM
as a classifier with 95.71% accuracy [285]. Cheniti et al.
designed a framework for score-level fusion using symmetric
sums (S-sums). Triangular norms were used to construct
these S-sums. The system was tested using the NIST-BSSR1
database with GAR of 92.8% and an FAR of 0.01% [286].

Damer et al. utilized information from both the iris and
fingerprints and devised, a joint multibiometric retrieval
method. Using eight different candidate list fusion algorithms
with varying degrees of difficulty, this strategy was evaluated
on a dataset of ten thousand reference and probing records for
fingerprint and iris pictures. Reduced the miss rate (or 1-hit
rate) at the 0.1% penetration rate by 93% and 88%, compared
to iris and fingerprint indexing [287].

Hammad et al. introduced a multimodal biometric system
that combined fingerprint and electrocardiogram (ECG) data
using a CNN for feature extraction. The authentication
performance was enhanced using a Q-Gaussian multi support
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vector machine (QG-MSVM). The system, evaluated on PTB
and LivDet2015 datasets, achieved a remarkable accuracy
rate of 99.99% [288]. Walia et al. developed an integrated
biometric system incorporating fingerprints, finger veins,
and iris modalities. The system employed a backtracking
search optimization technique and proportional conflict
redistribution principles (PCR-6) to improve performance.
Evaluation with chimeric multimodal datasets demonstrated
an accuracy of 98.43% and Equal Error Rate (EER)
of 1.57% [289].
Siddiqui et al. proposed a multimodal biometric recog-

nition system based on fingerprints and the iris. The
minutiae matcher approach and wavelet were utilized for
feature extraction, resulting in an accuracy of 99.2% on
the KVK dataset, with a low FAR of 0.02% and FRR
of 0.1 Karthi et al. presented a multimodal biometric
technology integrating the distance approach and template-
based feature extraction for enhanced security. The system
achieved accuracy, universality, and usability, with a focus on
the distance approach for fingerprint centers and ridge points.
The proposed system showed a comprehensive approach with
promising results [290].
Kabir et al. utilized theMatcher Performance-based (MPb)

strategy, implementing palmprint, fingerprint, and earprint
data to enhanced the identification accuracy. Fusion was
executed at the score and feature levels, considering the accu-
racy of individual matchers for effective feature-level fusion.
The system demonstrated improved overall identification
accuracy, with promising results [279]. Zhang et al. addressed
the challenges of three trimodal features in an individual’s
finger: fingerprints, finger-veins, and finger-knuckle prints.
A graph-based technique successfully extracted features,
overcoming the feature space incompatibilities. The algo-
rithm achieved a notable 99.9% accuracy rate with over-
generated databases [291].

Sistla et al. developed a two-phase multimodal framework
incorporating facial, finger, and speech modalities. By lever-
aging Gabor wavelets, semi-supervised kernel discriminant
analysis, and dynamic time warping, the system achieved
a high True Acceptance Rate (TAR). The utilization of
the Dempster-Shafer theory and fingerprint trait features
further contributed to achieving a high TAR [292]. Saj-
jad et al. introduced a system to verify a user’s identity
through face, palm vein, and fingerprint recognition at
Tier I, with CNN-based models used at Tier II to identify
spoofing attempts. The system demonstrated 100% accuracy
and, effectively prevent malicious users from unauthorized
access [293].
El et al. proposed a multimodal biometric system based on

cascade advancement and decision-level fusion, combining
fingerprints, finger veins, and face data. The cascade
decision-making strategy achieved an accuracy of 99.43%,
demonstrating the effectiveness of combining different bio-
metric types [261].
Abdul et al. developed a generic feature extraction method

based on key images, utilizing face, fingerprint, and iris data

to reduce the feature dimensions and achieve revocability.
The system achieved robustness against presentation and
replay attacks, with an EER of 0.2% [294].

Cherrat et al. proposed a hybrid system combining
CNN, Softmax, and RF classifiers for multibiometric fin-
gerprints, finger-veins, and face identification. The system
demonstrated an accuracy of 99.49% on the SDUMLA-
HMT dataset, utilizing a GPU-based implementation [295].
Sahar et al. created a multibiometric system utilizing
fingerprints and ECG, achieving high AUC values in both
sequential and parallel multimodal systems compared to
unimodal systems [248].

Abdul et al. presented a fingerprint and face multimodal
template protection system using fusion at the score level.
The system achieved an EER of 3.87%, providing enhanced
security for the biometric templates [296]. Kamlaskar and
Abhyankar [263] implemented fusion of the same person’s
fingerprint and iris feature sets using canonical correlation
analysis, achieving an EER of 0.1050%.

Tantubay et al. proposed an effective multimodal key-
binding biocrypto-System (MKBB) utilizing a feature-
level fusion technique based on statistically irreversible
data. The system achieved high accuracy, GAR, and
low FMR, thereby demonstrating its effectiveness [297].
Tran et al. developed a two-layer authentication system
with multi-filter fingerprint matching to address poor-quality
fingerprint images more effectively. The system demon-
strated robustness against various attacks on public datasets
FVC2002-4 [192].

Kumar et al. developed an Improved Biometric Fusion
System (IBFS), that combine face and fingerprint modalities.
By leveraging the whale optimization algorithm, minutiae
features, and Maximally Stable External Regions (MSER),
the system achieved a high TPR and accuracy [298].
Leghari et al. [299] proposed a CNN-based model for the
feature-level fusion of online signatures and fingerprints,
achieving high accuracy rates through early and late fusion
techniques.

Atilla et al. developed a systemwith a fixed-size descriptor,
transmission timestamp integration, and a unique system
identification number for fingerprints and face templates. The
system achieved a recognition rate of 99.41% and incor-
porated privacy protection and anti-replay features [300].
Tomar et al. proposed a hybrid approach that combines
fingerprints and facial images in a multimodal biometric
framework. Using cascaded and fusion-based techniques,
the system achieves high accuracy rates at different fusion
levels [301].
Shende andDandawate [302] developed a face, fingerprint,

and palm vein verification system based on a CNN, achieving
a high accuracy for each modality. Lee et al. [191] introduced
Multimodal Extended Feature Vector Hashing for tokenless
cancellable biometric, achieving a GAR of 90%. Brindha and
Meenakshi [303] proposed a multimodal biometric approach
for detecting Sybil attacks in MANETs, outperforming other
methods in terms of its effectiveness.
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X. DISCUSSION
Our comprehensive analysis identifies unresolved issues in
the area of biometric authentication that require thorough
research.

Research gap 1: Enhancing the fingerprint biometric
systems’ accuracy and speed in challenging data scenarios
is necessary. Innovative performance metrics are essential
to accurately gauge identification and verification in such
contexts.

Limitations:
1) Noisy Data: Real-world fingerprint images often con-

tain noise, impacting accuracy.
2) Partial Fingerprints: Incomplete fingerprints pose chal-

lenges for identification.
3) Variability: Fingerprints vary in quality, clarity, and

distinctiveness.
4) Adverse Conditions: Environmental factors affect fin-

gerprint quality.
5) Limited Data: Scarcity of labeled data hampers model

training.
Solutions:
1) Noise Reduction: Develop algorithms to filter noise

from fingerprint images.
2) Partial Fingerprint Recognition: Explore methods to

identify individuals from partial prints.
3) Robust Feature Extraction: Develop feature extraction

techniques resilient to variability.
4) Environmental Compensation: Algorithms to mitigate

adverse environmental effects.
5) Data Augmentation: Use synthetic data to augment

limited training datasets.
6) NewMetrics: Define metrics focusing on noise robust-

ness and partial print matching. Like robustness score,
adversarial robustness index, template update fre-
quency, latency reduction ratio multi-modality fusion
rate.

7) Ensemble Learning: Combine models to improve
overall performance and robustness.

Research gap 2: Achieving an optimal balance between
security, system performance, and usability remains a crucial
aspect in the realm of fingerprint biometrics.

Limitations:
1) Complexity: Balancing security, performance, and

usability is complex.
2) Trade-offs: Improving one aspect often compromises

another.
3) User Acceptance: Stricter security may reduce user

acceptance.
4) Technological Constraints: Current technology limits

optimal balance.
Solutions:

1) Adaptive Systems: Systems adjusting security based on
context.

2) Multi-Factor Authentication: Combining biometrics
with other methods.

3) Continuous Improvement: Refining algorithms for
better performance.

4) User-Centric Design: Prioritizing user experience in
design.

5) Education and Training: Educating users on security
importance.

6) Technological Advancements: Advancing technology
for better systems.

Research gap 3: The effectiveness of current strategies
to ensure the privacy of fingerprint biometric authentication
is uncertain, emphasizing the requirement for thorough
assessment and the development of more resilient solutions.

Limitations:
1) Privacy Vulnerabilities: Fingerprint biometric systems

face privacy risks.
2) Data Security: Protecting fingerprint data from unau-

thorized access is crucial.
3) Biometric Template Protection: Ensuring the security

of stored biometric templates is essential.
4) Legal and Ethical Compliance: Meeting privacy regu-

lations and ethical standards poses challenges.
Solutions:
1) Encryption: Use robust encryption for secure data

transmission and storage.
2) Biometric Template Protection: Implement secure

methods for managing biometric templates.
3) Access Control: Employ strict access controls to

prevent unauthorized data access.
4) Privacy-Preserving Protocols: Adopt protocols like

secure multi-party computation to enhance privacy.
5) Legal Compliance: Ensure adherence to privacy laws

through transparent practices.
6) Ethical Frameworks: Establish ethical guidelines for

biometric data handling to protect user privacy.
Research gap 4: There is a need for comprehensive datasets
containingmultiple biometric traits to facilitatemore rigorous
evaluations and comparisons of these systems.

Limitations:
1) Limited Benchmark Datasets: Scarcity of datasets

containing multiple biometric traits restricts compre-
hensive evaluations.

2) Assumption of Statistical Independence: Difficulty in
assuming independence between biometric traits due to
insufficient real-world data.

3) Reliance on Virtual Databases: Virtual databases may
not accurately represent real scenarios, introducing
biases.

Solutions:
1) Development of Comprehensive Datasets: Creating

standardized datasets with various biometric traits can
enhance evaluations.

2) Collaboration and Data Sharing: Sharing datasets
among researchers can alleviate data access limitations.

3) Advancement of Simulation Techniques: Improving
simulation methods can generate more realistic data,
reducing reliance on virtual databases.

Research gap 5:Limited exploration in optimizing multi-
modal fingerprint biometric systems hampers effective inte-
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gration and synchronization of multiple sensor modalities,
requiring focused efforts for robust advancements.

Limitations:
1) Integration Complexity: Harmonizing multiple sensor

modalities in multimodal fingerprint biometric systems
is technically challenging.

2) Synchronization Accuracy: Ensuring precise data syn-
chronization from various sensors is essential for
reliable authentication.

3) Data Fusion: Developing efficient algorithms to merge
and interpret data from diverse sensors remains a
challenge.

4) Standardization: Lack of standardized protocols hin-
ders seamless integration and interoperability of mul-
timodal systems.

Solutions:
1) Advanced Integration Techniques: Implementing

sophisticated methods for integrating multiple sensor
modalities seamlessly.

2) Synchronization Algorithms: Developing accurate
algorithms to synchronize data from different sensors
with precision.

3) Fusion Algorithm Development: Designing robust
algorithms for effectivelymerging and interpreting data
from diverse sensor sources.

4) Standardized Protocols: Establishing protocols to
facilitate interoperability and seamless integration of
multimodal fingerprint biometric systems.

Research gap 6: The dearth of recent research on
fingerprint thermal imaging in biometric system.

Challenges:
1) Limited Data Availability: Recent research on fin-

gerprint thermal imaging lacks sufficient datasets
and benchmarks crucial for evaluating thermal-based
fingerprint recognition algorithms.

2) Technological Constraints: The specialized hardware
and software needed for fingerprint thermal imaging
are often expensive and not easily accessible, slowing
down research progress.

3) Integration Complexity: Integrating thermal imaging
into existing biometric systems poses technical chal-
lenges, including compatibility issues and complexities
in calibration and data fusion.

Solutions:
1) Collaborative Research: Encouraging collaboration

among researchers, industry partners, and governmen-
tal bodies can foster data sharing and resource pooling
to address the scarcity of research in fingerprint thermal
imaging.

2) Technology Investment: Increased investment in ther-
mal imaging technology research can drive advance-
ments in hardware and algorithms, making thermal-
based biometric solutions more attainable.

3) Standardization and Evaluation: Establishing stan-
dardized protocols, metrics, and benchmark datasets
specific to fingerprint thermal imaging can facilitate
evaluation and further research.

4) Training and Education: Providing training opportuni-
ties for researchers and practitioners in thermal imaging
and biometrics can improve expertise and knowledge
dissemination, easing integration complexities.

5) Advocacy and Awareness: Raising awareness about the
benefits of fingerprint thermal imaging in biometric
systems and advocating for its inclusion in research
agendas can stimulate interest and investment in this
technology.

XI. CONCLUSION
We discussed the benefits and drawbacks of fingerprint
recognition systems by performing a performance analysis of
each type of system. This review focuses on and studies the
considerable advancements in fingerprint biometrics, both
unimodal and multimodal. As the benefits of fingerprint
biometric systems are being discussed, several application
scenarios illustrating the algorithms used to construct fin-
gerprint biometric systems are emphasized. We found that
although some devices that use dynamic biometrics need
to improve their verification accuracy, most of the current
solutions have privacy and security flaws. When data from
multiple sources are combined, the accuracy of biometric
authentication systems can be significantly improved. Of all
the levels of data fusion, score level fusion continues to be
the most beneficial because it is simple to identify and merge
the matching scores. Additionally, it was found that using
multimodal biometric frameworks over unimodal biometrics
eliminates constraints. Multimodal biometric systems are to
be improved by incorporating additional sensors, improving
matching algorithms, handling noise errors, and analyzing
data. However, to create reliable, compatible, safe, privacy-
preserving, and user-friendly systems, an enormous amount
of works need to be done.
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