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ABSTRACT This paper presents a systematic review of K-12 cybersecurity education literature from around
the world. 24 academic papers dated from 2013–2023 were eligible for inclusion in the literature established
within the research protocol. An additional 19 gray literature sources comprised the total. A range of
recurring common topics deemed as aspects of cybersecurity behavior or practice were identified. A variety
of cybersecurity competencies and skills are needed for K-12 students to apply their knowledge. As may
be expected to be the case with interdisciplinary fields, studies are inherently unclear in the use of their
terminology, and this is compounded in this field due to the pervasive nature of cybersecurity, relevant and
important to every person using a digital device. Almost all the studies within the data focused on secondary
school settings and it appears the primary school years are largely ignored. This review suggests that most
aspects of cybersecurity are not being systematically taught at K-12 around the world.

INDEX TERMS Curriculum, cybersecurity, K-12 education, primary education, secondary education.

I. INTRODUCTION
Children are using digital technology at increasingly younger
ages. Others are arguing for the inclusion of cybersecurity
basics within primary (or elementary) school settings [24],
[53], [54], in addition to concepts surrounding basic digital
literacy. In this article, we explore international perspectives
and approaches to the teaching of cybersecurity within
primary and secondary schools, and highlight whether it is
of importance or a priority in various countries.

The development of K-12 cybersecurity curricula is also
restricted by state and federal governments. Considering
the ever-growing volume of human knowledge taught at
primary and secondary schools, one of the key challenges
in teaching cybersecurity is that the core curricula is
already overloaded, and cannot be simply extended, let alone
replaced, by cybersecurity material, however important.
Having 1–2 lessons per week in computing does not arguably
provide sufficient time to teach cybersecurity efficiently,
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even if done over several years [53]. As what it means
to be ‘‘cybersecure’’ is a constantly changing landscape,
having fixed curricula within schooling systems not able to
address the state of flux means other opportunities need to be
explored.

Given the challenges of teaching cybersecurity in higher
education [7], and growing trend towards measuring cyber-
security awareness with adults, the authors were interested
in identifying any cybersecurity awareness and education
initiatives being designed and taught in K-12 settings [10],
[53]. We wanted to review and identify how cybersecurity
might be implemented within K-12 curriculum and if it
has been done so elsewhere, and whether it has been
done effectively. This review endeavoured to highlight
initiatives from across the world to appeal to an international
audience rather than focus solely on Australian innovations.
We first focused on cybersecurity topics and behaviors then
moved towards adding competencies and skills given its
predominance in the literature.

The aim of this systematic literature review (SLR) is to
answer the following research question:
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What aspects of cybersecurity topics, competen-
cies, skills, and behaviors are prevalent within
K-12 education literature throughout the world?

The paper begins by outlining the methodology utilized
to conduct the SLR. This is followed by the results which
identify cybersecurity topics, then cybersecurity competen-
cies featured in the literature. Notable K-12 cyber-education
initiatives from Canada, Japan, USA, Singapore, and the UK
are explored, followed by a discussion of the issues identified
during this process: issues with terminology, the impact
of interdisciplinarity, and the gaps in competencies within
research to date. Areas for future research are identified.

II. METHODOLOGY
The researchers of this review (hereon referred to as
‘‘the researchers’’) conducted an SLR using the Preferred
Reporting Items for Systematic reviews and Meta-Analyses
(PRISMA) framework [32]. PRISMA is a widely used
guideline to identify, select, appraise, and synthesize studies
when reporting SLRs. The PRISMA statement was originally
published in 2009 and later updated in 2020, which
incorporates wider literature sources where researchers could
source from 1) databases and registers, and 2) other methods
(see Figure 1 for both branches in the PRISMA flowchart).
This review involves three phases: selection (II.A and II.B),
evaluation (II.C), and synthesis (II.D).

During the selection phase, we utilized 1) Scopus1 as the
database for academic literature, which we have referred
to as the ‘‘academic literature’’ throughout this paper, and
2) Google web search as the other method of search,
which we have referred to as ‘‘gray literature.’’ The latter
enabled exploration of gaps from the Scopus database
as well as with gray literature including but not limited
to policies, frameworks, standards, and reports published
by national and international government/non-government
organizations. Additional or education-specific databases
were not used as the combination of Scopus and Google was
deemed fit-for-purpose.

The researchers identified 24 academic papers relevant
to the context of cybersecurity consisting of journal articles
and conference papers. Most of these studies report specific
research targeted at different levels of K-12 schools in
different countries.

A. ACADEMIC LITERATURE SEARCH
The researchers searched the Scopus database using the
following search query and keywords:

( ( TITLE-ABS-KEY ( "cyber security"
OR "cybersecurity"
OR "cyber secure"
OR "information security" AND
( "primary school" OR

1https://www.scopus.com

TABLE 1. Search inclusion keyword and explanation.

FIGURE 1. PRISMA flowchart adapted from Page et al., 2021 [32].

"elementary school" OR
"secondary school" OR
"high school" OR "K-12" ) ) )
AND ( behaviour OR behavior ) )
AND ( curriculum )

Table 1 provides a breakdown of the keywords used
in the search query and explanation of why they were
chosen. Furthermore, a combination of logical operators
(OR and AND) with relevant nesting was used to ensure
the literature was constrained appropriately. The process to
finalize the search query was an iterative process by the
authors, while recognizing the potential breadth of each
keyword individually.

B. OTHER METHODS
While using solely keyword-based searches yields to a set
of relevant academic publications, to achieve comprehensive-
ness in terms of academic paper coverage and gray literature
inclusion, further methods have also been employed. These
include web search and faceted search.
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TABLE 2. Research protocol.

For the web search, Google was used with a set of
keywords gradually increasing in terms of scope in each
iteration. This covered all possible combination of the top
keywords and considering differences between countries such
as the use of the term ‘‘primary school’’ versus ‘‘elementary
school’’, or K-12 holistically versus primary school and
secondary school.

Because it is not possible to think of every synonym of all
the relevant keywords, expressions, and terms, the researchers
used a faceted search to help identify all relevant articles
and websites that use synonyms of these only, which would
have been missed with the initial keyword-based searches in
Scopus.

In addition, the references in the reference lists of the most
relevant papers have been checked individually, because these
are likely to be highly relevant but not necessarily obvious to
find using the previous methods.

C. EVALUATION
The procedure followed to evaluate the data used for this
SLR is provided in the PRISMA flowchart in Figure 1.
Additionally, the final selection of literature was guided
by the 6 inclusion and 3 exclusion criteria detailed in
Table 2.

D. SYNTHESIS
The synthesis phase involved analyzing the 24 academic
and 18 gray literature findings. During the analysis of the
academic literature, the strategy was to manually identify
(which was feasible given the size of the data) emerging
concepts within the data (see sections III-B. to III-D.),
specifically related to cybersecurity topics, competencies,
skills, behaviors, and curriculum. It should be noted that
while the researchers’ original intent was to identify initia-
tives surrounding K-12 cybersecurity curriculum (inclusion
criteria #5), no results were found. The gray literature con-
tributed towards understanding K-12 cybersecurity education
initiatives around the world (see Section III-E.).

III. RESULTS
The following sections present findings from the SLR
including descriptive statistics, classification of the literature
and K-12 cybersecurity initiatives around the world.

A. STATISTICS OF ACADEMIC LITERATURE FINDINGS
The academic literature included in this review comprised
14 conference papers (58%) and 10 journal articles (42%).
The gray literature included seven articles (39%), sixwebsites
(33%), three documents (17%), and two reports (11%).

The academic literature included studies conducted in a
broad range of countries. USA had the most articles (10
articles, 40%) followed by South Africa (3, 12%), UK (3,
12%), and Turkey (2, 8%). The rest of the countries included
Canada, Israel, Netherlands, Scotland, South Korea, Spain,
United Arab Emirates (UAE), all represented in individual
articles.

B. CATEGORIES IDENTIFIED FROM THE ACADEMIC
LITERATURE
Overarching categories that emerged from the academic
literature were: 1) cybersecurity topics and 2) cybersecurity
competencies. The cybersecurity topics category represents
common topics in cybersecurity behavior or practice that
were recurring in the academic literature. These include:

• Behavior
• Awareness
• Cyberbullying
• Privacy
• Ethics
• Internet usage and presence
• Cybersecurity in general (includes any other topics not
broadly represented in the data, or niche in this category)

The cybersecurity competencies category represents skills
K-12 students must possess to competently apply cybersecu-
rity knowledge. These include:

• Password security
• Online security
• Social media and networking
• Email security
• Vigilance

C. CYBERSECURITY TOPICS FOUND
During the analysis of the academic literature, the researchers
noticed there were recurring terms or concepts different
authors used, which helped classify the literature accordingly.
Table 3 provides a list of terms and concepts that represent
the various cybersecurity topics authors have addressed in
the literature. The percentage reflected under the ‘‘Topics’’
column in the table are the representation of the respective
topics in the academic literature and is not related to the
number of terms/concepts. Cybersecurity in general and
awareness were found to be the most popular topics at 26%.

In the distribution of classification (see Figure 2), one can
see the most popular cybersecurity topics (e.g., cybersecurity
in general and awareness) were recurring regularly over the
years while less popular topics were distributed sporadically
(e.g., cyberbullying). Definitions and explanations of the
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TABLE 3. Terms and concepts that represent different topics.

FIGURE 2. Classification of cybersecurity topics in the academic literature.

tabled cybersecurity topics are detailed in the following
sections.2

A list of authors that address the cybersecurity topics is
provided in Table 4.

1) BEHAVIOR
The topic area of behavior covers studies of student behavior
itself and excludes teaching methods or approaches (peda-
gogies). One study within the academic literature introduces
the importance of teachers’ behaviors through modeling it
(Mohammed & Apeh, 2016) as part of their framework
for a UK cyber-awareness program (on social engineering).

2The researchers acknowledge the crossover of topics within the literature
and this study. For instance, privacy and ethics is a topic unto itself within
some papers, but here the researchers of this review have separated out the
topics of privacy and ethics for the purpose of identifying specifics within
curriculum development and have included privacy and ethics within the
privacy topic for the purpose of this review. Other crossovers worth noting
are awareness and ethics, cyber-hygiene, and information security practice
(the former represented here within Internet usage and presence and the latter
within cybersecurity in general).

The program focused on behavior rather than technological
controls, which is the trend (as of 2017) according to this
study.

2) AWARENESS
Awareness of cybersecurity is a catch-cry topic area inclusive
of all awareness-focused studies that do not emphasize
behavioral awareness itself. Rather, this topic area refers to
literature focused on users at the individual and (educational)
organizational levels being aware of security objectives, and
are further committed to them, as outlined by Siponen in
Finland [42], referenced by Venter et al. in South Africa [45];
this definition appears stable across international literature.
For instance, when Witsenboer et al. [49] wrote about
measuring school student behavior in the Netherlands, they
refer to cybersecurity awareness as the extent to which
a user understands and is committed to safe and secure
online behaviors, for which the expected behaviors are
usually outlined within schools’ policies [49]. Furthermore,
this term is also stable in definitions beyond the academic
literature (identified using ‘‘other methods’’), specifically
from psychology, for instance from Parsons et. al [33], [34],
during their study on cybersecurity professionals, and the
broader adult cohort of users of digital devices.

The topic area also includes relational studies identifying
how information ethics and awareness affect practices
for the purpose of planning and evaluating information
security education [11]. It is worth noting that in half
of the identified relevant studies the term cybersecurity
awareness includes learner training, educational materials
and associated learning activities [22] to explain user
awareness of safe internet and computer usage, including
‘‘computer and access security, social network security,
threats and protection methods, e-mail security, password
security, software installation and update security, Internet
and network security,Web security, user awareness and social
engineering’’ [52].

In Turkey, a paper confirms that children have insufficient
awareness regarding information security and computer
usage [52]. Their awareness was measured through the
technical competencies of password and access security;
social network security; threats; protectionmethods; software
installation and upgrading of information security; email
security; internet and network security; as well as user
awareness and social engineering; presented as a detailed
analysis with a larger sample size. The study discusses
measures for parents, schools, and policy makers to increase
student awareness across cybersecurity and computer usage.

In their study developing a measurement of primary school
students’ information security awareness, a South Korean
study found that critical thinking [11] is required for students
to keep data secure.

The Witsenboer study mentioned earlier also found that
computing science standards for K-12 curricula including
cybersecurity for children is a well-resourced area of publica-
tion internationally. Quantitative knowledge of cybersecurity
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TABLE 4. Cybersecurity topics by author.

behavior of children and its development through time,
however, is absent to their knowledge [49]. After their
international assessment of the range of questionnaires mea-
suring cybersecurity awareness, none were found to focus
on school-aged children, hence adopting the Australian-
developed Human Aspects of Information Security (HAIS)
questionnaire, with additions on phishing from another
research group, to measure cybersecurity awareness in K-12
children. This is the only study adapting from an established
tool measuring cybersecurity awareness (which was designed
for adults).

3) CYBERBULLYING
Cyberbullying is widely referenced across the academic
literature as a threat to students and schools. Studies inclusive
of the cyberbullying topic area are specific in defining
cyberbullying as technology-based aggression. For instance,
one Turkish paper references another 2009 paper from USA
that defines cyberbullying as ‘‘repeatedly inflicting deliberate
harm to others via computers, mobile devices, and other
electronic devices’’ [25]. However, with her comprehensive
article and leading professional work directly on the subject,
paediatric specialist Megan A.Moreno defined cyberbullying
in 2014 as ‘‘an aggressive, intentional act or behavior that
is carried out by a group or an individual, using electronic
forms of contact, repeatedly and over time against a victim
who cannot easily defend him or herself’’ [28].

In Canada, Maqsood and Chiasson address cyberbullying
only in terms of the scenarios students experience such
as sharing gossip and inappropriate photos as relevant
to teaching students basic cybersecurity concepts [23].
Hence recent papers are often not referencing established
definitions.

4) PRIVACY
Our search identified that privacy was a commonly taught
topic. Privacy includes information misuse and invasion [13]

and autonomous control of information on the Internet and
unauthorized sharing [25].
Data privacy is a sub-topic of privacy, referring to

users’ behavior around providing data to apps, deleting
online data (or wishing to), and address ing the impact
on users from location tracking, phishing, and targeted
advertising [26]. All studies encompassing these definitions
fall into this topic area, covering the measuring of awareness
of privacy, and its importance for cyber-wellness [25],
as well as student perception of privacy issues and potential
breaches [45].
In addressing a severe lack of awareness around privacy,

a 2016 South Korean study [11] on students’ information
security practices identified a positive causal relationship
between both students’ ethics and their awareness with their
security practices. Students are not thinking critically and are
in need of learning to act to protect their assets by not sharing
personal data [11]. While the privacy topic has links to the
ethics topic (see below), it appears to be its own topic within
the literature.

5) ETHICS
Ethics subjects include cyber-ethics, ‘‘privacy and ethics,’’
and ethical hacking. Whilst few papers focus on ethics,
they point to its importance by including the term alongside
cybersecurity and cybersafety. The concepts go hand in
hand [23].

Papers address the risks to students, educational institu-
tions, and society when individuals act without education
in cyber-ethics. In this review, ethics-based papers reference
students as both users and learners of cyberspace and
technology. No papers describe ethics definitively but rather
seemingly explain or even measure ‘‘ethical’’ as engaging
in cyberspace from within the rule of law and with good
intent, although some papers address this inmore depthwhilst
focused on other topics. For instance, ethics covers sharing
with consent and respecting copyright [23].

59730 VOLUME 12, 2024



A. Ibrahim et al.: Systematic Review of K-12 Cybersecurity Education Around the World

‘‘Privacy and ethics’’ are treated as its own topic within
the literature, also represented under the ethics banner within
this review. Maintaining one’s privacy is understood as being
a situation-dependent nuanced behavior, and so privacy based
behaviors are those that engage individuals to knowledgeably
‘‘consider the consequences (good and bad) and make an
informed decision for themselves’’ [23]. It is again noted
the consistent referencing of ethical behavior as fundamental
to learning about all topics across cybersecurity and safety
education literature, and its universality across world regions.

6) INTERNET USAGE AND PRESENCE
The broader topic of Internet Usage and Presence covers
the broader cybersecurity subjects of digital citizenship
and cyber-hygiene as well as the specific areas of online
reputation, personal data exposure and phishing. These terms
are grouped because they relate to the ‘‘frontline’’ moment
of user engagement: at the point where users are vulnerable
and attackers strike (exposure and phishing), its effect on
personal identity (reputation), the practices that support that
moment toward secure device use (hygiene), and individuals’
collective identity regarding computer use and access as
the fundamental means for engaging through a culture of
awareness (citizenship).

A Canadian study [23] outlining an online game as
means for delivering K-12 lessons on cyber security largely
defines their terms based on the scenarios where issues
affecting students occur. Online reputation denotes the
behaviors of ‘‘controlling audiences for media, dealing with
unwanted photos, dealing with the pressure to share personal
content, preventing online impersonation, and managing
online reputation’’ [23]. As a subject, ‘‘online reputation’’ is
treated differently from privacy, ethics, and online bullying
inasmuch as each online scenario plays out in a distinct
fashion largely due to how an individual user personally
experiences the impact and its solution.

7) CYBERSECURITY IN GENERAL
An American cybersecurity report from 2020 evaluating
student outreach camps to increase interest and influence
online behavior, uses the term digital literacy to describe
content know-how (such as coding) and soft skills (such
as collaboration and problem solving) [50], advocating that
camps are effective in teaching students computer science and
cybersecurity, when integrated into STEM fields.

D. CYBERSECURITY COMPETENCIES FOUND
Table 5 provides a list of terms and concepts that represent the
various cybersecurity competencies the various researchers
have addressed in the literature. Vigilance, online security,
and social media and networking are the top three competen-
cies that were the foci among researchers.

Vigilance has a significant proportion (43%) among the
classification (see Figure 3) of the academic literature, andwe
have discussed potential reasons for this in sections III-D.5
and IV.

TABLE 5. Terms and concepts that represent different cybersecurity
competencies.

FIGURE 3. Classification of cybersecurity competencies in the academic
literature.

Table 6 provides a list of authors addressing the cyber-
security competencies classified during the analysis. Only
15 articles are included in this table as the competencies listed
above were not discovered in the remaining papers. With
many papers focusing on multiple competencies, the authors
were challenged to categorize papers into one competency
subheading over another. Hence subheadings are presented
loosely, with readers advised to assess all subheadings for
specific competencies.

1) PASSWORD SECURITY
Addressing the competency of password security, a US study
from 2019 addresses ‘‘socio-cybersecurity,’’ an emerging
field combining sociology and computer sciences with
cybersecurity in measuring the effectiveness of adding
cybersecurity modules into existing school curriculum. This
strategy aims to appeal to a wider audience by enriching the
purer science or technical teaching content. Whilst the study
focuses on college students, the paper identifies the specifics
of the interdisciplinary approach as a cybersecurity module
being taught within humanities-based subjects at the K-12
level [5].
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TABLE 6. Competencies by Author.

2) ONLINE SECURITY
A South African paper published in 2019 focused on
cybersecurity awareness with mobile phones, with most of
the Internet access retrieved through publicly available Wi-Fi
spaces [45]. ICT and the Internet are essential infrastructure
to everybody, like electricity and water, even in a country like
South Africa where electricity is not a given. With education
being at the heart of security awareness it is imperative for
cybersecurity education to reach all of society and all ages,
with security a ‘‘foundational skill’’ like reading, writing, and
arithmetic [45].

The categories of competencies addressed from their large
sample size assessed student behavior through password
security; online security awareness with online accounts;
online social behavior including liability awareness; and
privacy behaviors.

Two papers [23], [41] address online gamification as a
method for effective learning of basic cybersecurity princi-
ples by measuring the learning effectiveness and perception
of success. Both projects utilized procedural rhetoric as
their theoretical principle for game design, stating that an
argument or claim (rhetoric) needs to be embedded in the
mechanics of a game for players to gain an understanding of
the consequences of their actions [23]. One paper outlines this
approach as ‘‘especially important for security and privacy,
where the environment and risks are continually evolving,’’
as it allows students to recognize ‘‘threats and risky situations
that they may never have encountered, and reason about the
best course of action’’ [23].
An online game trialed across 300 Canadian schools

addressing tween-aged students’ cyber security behavior,
focusing on privacy [23]. The game presents learning
scenarios designed to develop the competencies of problem
solving, as well as thinking critically within novel situations,
which according to the study builds situational awareness
skills [23]. Consulting across industry and classroom educa-
tors to build the game’s design, the researchers also included
communication competencies of reviewing and debriefing,
because of teacher input.

The second game-based study focuses on the specifics of
game design to translate the learning through metaphorical
examples, such as authentication presented as a problem to
solve where for instance, the game character must prove
their identity, and firewall awareness translates as persuading
a guard [41]. The authors claim the game takes students
through scenarios practicing the competencies of critical
thinking through problem solving, although this is not named
by the paper itself. Competencies are practiced towards
comprehending and identifying the cybersecurity concepts of
Caesar and scytale cyphers, identity spoofing, authentication,
brute force attack, denial of service, firewall, routing, and
vulnerability.

3) SOCIAL MEDIA AND NETWORKING
South Africans Von Solms andVon Solms (2015) wrote about
a cyber-safety curriculum trial consisting of a collection of
videos sourced from the Internet they trialed as an open
educational resource pack (a freely available CD) developed
for a range of learning subjects and age groups from age
seven [46]. The idea was that the resource would be kept
updated, although the researchers did not state by whom. The
researchers reference four divisions of threats and attacks,
of which one from their trial resource pack for example,
teaches comprehending the dangers of accepting strangers
on social media. The ‘‘curriculum’’ trial identified children
being at greater risk without cybersafety/security knowledge
because of their curiosity, and in particular whilst legislation
is still failing to protect them (Von Solms & Von Solms,
2015).

4) EMAIL SECURITY
The competency least covered in the academic literature was
email security. As previously mentioned, this topic includes
using email, awareness about email security and phishing.
The two studies explored phishing awareness [26], [49].

5) VIGILANCE
Many studies focused on the vigilance competency (defined
by the authors as sustained conscientious attention) of
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students. Some studies also measured vigilance within
teachers, and only two included parents [25], [52].
A US study from 2020 measured the successes of their

week-long intervention approach to teaching cybersecurity
and computational thinking to older school children, uti-
lizing robotics [51]. Highlighted were the competencies
of collaboration, problem solving, communication skills,
and situational awareness built upon by students practicing
the technical skills of programming and algorithms within
a competitive environment. Many of these non-technical
competencies were included in the studies’ measures as key
abilities for cybersecurity awareness and changes in behavior.

A large Turkish study from 2019 measured the awareness
levels in students, parents, and teachers for the purpose of
establishing cyber-wellness awareness. This study addresses
cybersecurity as one of the measures of cyber-wellness
awareness alongside of other subscales including cyberbul-
lying, netiquette and online privacy [25].

E. NOTABLE K-12 CYBERSECURITY EDUCATION
INITIATIVES AROUND THE WORLD
From within the gray literature, the following initiatives
surrounding cybersecurity education located in various
countries is presented, and while not intending to be
exhaustive, provides insight into varying approaches taken
internationally.

1) CANADA
The Cybersecurity Classroom Training Program (CCTP)
features seven modules from Cisco’s globally renowned
Networking Academy, aiming to integrate cybersecurity
concepts into core subjects, including Mathematics, Busi-
ness, English, and Social Studies. It is the widest-reaching
cybersecurity education program for high school students in
the country [6].

The K-12 Cyber Protection Framework (CPF) is an align-
ing policy tool and a technological approach to manage K-12
cybersecurity, which provides industry-led cybersecurity and
cyber-safety standards and guidelines [20]. It aimed at mak-
ing students understand, being able to express, and manage
cybersecurity risks. It is designed to be used for identifying
and prioritizing actions via reducing cybersecurity risks and
improving cyber-safety in K-12 environments.

The New Brunswick Education Cyber Security Program
is a project-based learning content creator and pedagogy
advisor for K-12 education that utilizes curriculum guidance
from the industry. It involves exposure to ethics, risk
assessment, and data analysis across various courses, such as
Entrepreneurship 11 to Networking and IT [39].
The Cybersecurity 120 curriculum attempts to bridge the

gap between key components in student learning based
on requirements specified by post-secondary education
and industry representatives [29]. It is based on project-
based learning, with learning outcomes targeting global
competencies, operational skills, and computational thinking

to analyze cyber-incidents and solve cybersecurity challenges
via risk mitigation.

2) JAPAN
In Japan, the importance and appropriate use of authenti-
cation, along with not sharing passwords and not leaving
laptops unsupervised, are taught in years 3 and 4 of
primary school [14]. The learning objectives for years 5 and
6 are being able to use ICT that is not accessed illegally,
understanding the reasons for not sharing passwords, and
learning how to keep personal information from being leaked,
as well as implementingmeasures to keep information secure.
In lower secondary school (age 13–15), students acquire
fundamental knowledge of information security, and learn
how leaked private information can be used by adversaries.

3) USA
In the USA, the importance of a well-design ed cyber-
curriculum in cybersecurity is recognized [9]. 37 educational
institutions have cybersecurity infused into the curriculum
[43]. K-12 cybersecurity curriculum development require
adequate teaching techniques and teachers’ preparedness [4],
which are often limited [15].
The K-12 Computer Science Framework3 and the Com-

puter Science Teachers Association4 are examples of industry
driven, education community collaborations to facilitate
and empower different stakeholders to succeed in teaching
computer science and cybersecurity related subjects areas
within curriculum.

The non-profit organization The Cyber Innovation Center
introduced an academic initiative in 2020, which focuses
on computing systems, digital citizenship and security
(K-12 Cybersecurity Learning Standards).5 At the state
level, different states have different projects stemming from
these initiatives. For instance, in terms of integrating to
current curriculum, the state of Virginia gained momentum
with the year-long PICSAR project [8]. Further examples
of cybersecurity initiatives include Cyber Ethics Education
Accelerator [35] and the K-12 Cyber Wave framework [12].

4) SINGAPORE
In Singapore, cybersecurity education is delivered as part
of the Cyber Wellness lessons within the Character and
Citizenship Education (CCE) curriculum [16]. As part of
the CCE, cyber-safety is taught to all primary students,
including how to identify dangerous online content like
phishing emails and online falsehoods. These lessons are
complemented by digital literacy resources available to
all students, which cover cybersecurity-related topics, from
safeguarding personal information to safely using social
media.

3http://k12cs.org
4https://csteachers.org/k12standards/
5https://cyber.org/standards
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5) UK
In the UK, as a part of a research effort in the global
context of pre-university cybersecurity education, two main
approaches have been identified to embed cybersecurity and
online safety content in the curriculum: 1) content added
as a part of a technological subject area, such as computer
science/ICT/digital technology, and 2) content added to a
range of non-technological subjects [47]. Both approaches
have a poor performance in terms of developing practical
cybersecurity skills and a security mindset, but—somewhat
surprisingly—the first approach is especially prone to having
a lack of skillset coverage towards cybersecurity-related
career paths.

IV. DISCUSSION
This review has focused on cybersecurity K-12 literature
education innovations, despite the research team’s first
instigation to focus on K-12 curriculum research, for which
the researchers found none.

The reviewed papers reinforce cybersecurity as a fun-
damental knowledge [45], yet children are not receiving
their device use learning from the classroom but from home
or in unsupervised environs [53]. The various approaches
are isolated even within countries where these programs
or research projects are occurring. The recognition of the
importance of the field varies greatly from country to country.
More developed countries where use is near ubiquitous have
tended to have more initiatives. Studies within the academic
literature on whole-of K-12 student learning are limited to
four.6 No study addressed cybersecurity curriculum mapping
within their country. Rather, papers focused on measuring
student cybersecurity awareness (10 articles), pilot projects
for integrating classroom and online learning (8 articles),7

and school level approaches such as risk reduction and
professional learning (6 articles).

As an emerging field, one recognizes this current state
of research globally as representative of the early stage of
progress of the discipline of cybersecurity education for K-12
students, and that internationally we are not yet implementing
K-12 cybersecurity curricula because there is none.8 The
only three studies focusing on K-12 education have all been
written since 2019 [19], [45], [49], extending research to:

6Those studies are the Dutch study measuring the extent to which
students develop cybersecure behavior [49]; the ethics of teaching ethical
hacking [36]; a comparative study of awareness initiatives in the UK and
South Africa [22]; and a look into computer science and cybersecurity
curricula with computer science no longer being taught at the college
level [19].

7A few papers used awareness as a core measurement within pilot projects
and hence are included in both figures.

8Within the academic literature there is none. Yet in broader studies
from the authors’ recent research, government implemented cybersecurity
is none to very little around the world. However, industry-led initiatives
(not for profit organizations and professional bodies) have been assisted by
government to address the workforce gap, teacher training gap and the like,
to assist to fill the void with much needed cybersecurity education pathways
largely outside of school curricula, namely within the USA and Canada [53].

• confirming the case for the essentiality of awareness and
knowledge from at primary school in South Africa;

• asking what development of security behavior occurs at
school for students in South Africa; and

• measuring students’ cybersecure behavior in
the Netherlands.

In fact, from the academic literature, themajority of studies
address the learning of middle school (three papers) and/or
secondary school-aged students (11 papers). A total of 14 out
of 24 papers did not address primary school student learning
at all. From the three papers that do focus on primary, the
studies:

• identified password best practice applied by 8- to
9-year-olds [38];

• wrote an open educational resource for primary aged
children in developing countries [46]; and

• addressed the need for phone-based cybersecurity edu-
cation for primary-aged students in South Africa [45].

It is worth noting that nearly all studies considered privacy
as a significant aspect to their paper within the academic
literature. Worldwide, two studies from those few address
privacy in secondary school students [23], [25], and one
focused on teacher concerns for privacy education in their
students [13]. Similar to ethics (see Section III-C.5), the
research suggests privacy is so embedded as a fundamental
principle within cybersecurity education that it is hardly
separatedwithin the research of safety and security education.
This implies that privacy and ethics both need to be taught
in K-12 as key focus points. No study specifically addressed
primary-aged students’ privacy education.

However, a report outside of the dataset addresses that
children as young as 5 need to be learning the privacy and
ethics as broad principles, further stating, ‘‘Students must
learn secure online behaviours and the ethics surrounding
our choices in cyber space as early as is relevant to
online exposure’’ [54]. Even prior to use, children have
learned about the principles of other community level safety,
such as safe sex, prior to them needing to implement
that knowledge. This literature review identifies that the
conversation surrounding cybersecurity education for young
children is extremely recent.

Overall, studies from developing countries such as South
Africa show that more developed countries have a greater
focus on online security education programming [45] (45
refers to many papers), despite public Wi-Fi availability for
mobile phones being as much of a focus for governments
as electricity access and running water [46]. Cultural and
regional factors may also influence the implementation of
cybersecurity in K-12 education, but it has not been a focus
in any paper within the dataset.

A. TERMINOLOGY/DEFINITION ISSUES
All research reporting literature focusing on teaching and
learning / program development used competencies as the
key measure of cybersecure awareness and behavior. Yet as
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presented throughout the Results section (III), those compe-
tencies are: not being defined at all; are only indicated as
specific cyberthreat scenarios; or worse: not even recognized
or named for the (skills or) competencies that they are. This
reinforces the imperative nature of education for cybersecu-
rity awareness, whilst simultaneously exposing the emerging
knowledge body that is cybersecurity education as currently
epistemologically inarticulate, with terms not being defined
clearly or knowledge being disorderly (see Section IV-C).
In this field the vocabulary test is a very useful measure of
elementary students’ cybersecurity awareness [11], further
reinforcing the need for accuracy in terminology within the
discipline.

An in-depth example of terminology development is with
the use of the term ‘‘vigilance,’’ highlighting issues with the
singular disciplinary focus over interdisciplinarity. In a study
measuring student attention through electroencephalography
(EEG), the conclusive definition of vigilance was, ‘‘the
ability to sustain conscious processing of random, repetitive
stimuli without succumbing to habituation or distraction
by other trivial stimuli’’ [37]. A psychologist researcher
influential in developing a measure of the human aspects
in cybersecure behavior describes vigilance as technically
referencing either positive or negative attention: one can be
vigilant to checking private phone messages at work, for
instance [33].

The understanding of attention becomes two-fold as two
disciplines come together here but have examined the term
in their own way. In this case the term ‘‘vigilance’’ arrives to
conclude the quantification of conscientiousness within the
‘‘conscious processing’’ or more relevant for security (and
prior established), ‘‘conscious attention.’’ A definition may
only be relevant in context. For the purposes for cybersecurity
education, vigilance acknowledges the ethical standpoint
required for secure online behavior; and, of remaining
undistracted.

Hence one could argue that in cybersecurity, vigilance
refers to sustained conscientious attention reinforcing the
key principles of security and safety. The language of
cybersecurity (and its education) is situation-dependent [23].
Because of the pervasive nature of cybersecurity across
all technology-using sectors and societies, it is particularly
important to establish an agreed understanding of shared
terminology.

B. IMPACT OF INTERDISCIPLINARITY
Cybersecurity is widely understood as an interdisciplinary
discipline due to its pervasive nature. Every school, company,
organization, home, and mobile work or learning space is at
risk without device users’ vigilance to cyberthreats. Hence
a need exists for recognition of the essentiality of device
user-level learning of cybersecurity is required [45].

A positive impact of cybersecurity’s interdisciplinarity is
evident across the papers with studies dedicated to trialing
project-based learning environments to address cybersecurity
within other established K-12 learning areas. These include

biology with viruses, STEM or engineering such as through
robotics, programming/algorithms [51], and cybersecurity
modules within humanities [5]. Furthermore, the pattern
in this vein continues within the gamification and other
training methods addressed within the literature [23], [41]
through a strong use of metaphor to explain or generate
scenarios for learning to occur. This trend implies a natural
progression toward integrating cybersecurity into established
K-12 subjects, as opposed to creating a new, standalone
subject.

C. GAPS IN THE RESEARCH OF CYBER-COMPETENCIES
The password security and email security competencies
received the least attention in the academic literature. This
was a surprise because insecure email usage (phishing
specifically) and weak passwords have been the leading
attack vectors identified in cybersecurity industry reports [1],
[48]. Email and password security should be priority areas for
K-12 students.

Of the academic literature focusing on school learning and
teaching (20 of 24 articles), most papers converse across
multiple cybersecurity competencies as measures of success
for either pilot projects/module development (eight articles),
or cybersecurity awareness or behaviors (12 articles). School
level approaches such as risk reduction and professional
learning comprised the other four articles. An emerging trend
has surfaced within further analysis: that studies include
non-technical competencies as measures of research success.
Competency-like terms are repeated across the academic
literature measuring skills that are behavioral in nature: or
physical, mental, verbal and possibly even spatial. This trend
was more evident than the initial research analysis where the
competencies were focused on technical skills by 80% (see
Figure 3 and Table 5).
Upon reflection, many articles present their studies as

focusing on overarching topics such as privacy knowledge,
measuring student cybersecurity awareness, and addressing
the education gap of cybersecurity. Studies did so without
categorizing student competencies any further than as
individual specific skills, attitudes or behaviors being the
lowest unit of measure for project success.

No studies speak specifically to K-12 achievement levels
(except for Maqsood and Chiasson, 2021 [23]). Some papers
have offered even less articulation around competencies,
describing only by the specific cyberthreat scenarios within
which students would be learning/practicing non-technical
competencies required for cybersecure behavior (Ros, 2020
[41], as well as Maqsood and Chiasson, 2021 [23] in some
areas of their research). Hence there is room for further
inquiry into the cyber secure competency categorization for
ease of understanding and toward building a desired skillset;
including expanding the categorization of non-technical
competencies paired with technical competencies in the
development of K-12 cybersecurity education.

Furthermore, the Skills Framework for the Information
Age (SFIA) Foundation defines that ‘‘an individual has a
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particular competency because they have demonstrated that
they have a level of responsibility and have demonstrated
a number of skills at the levels required in real-world
situations’’ [2]. Therefore, the use of competencies as a
measure for identifying the success of projects building
cyber-secure education approaches is valid, even when there
is no existing categorization of those competencies evident
within the literature to date. This observation reinforces
our understanding that cybersecurity education for K-12
curriculum is in its infancy.

The literature reviewed suggests there may be room to
highlight the distinct paths or learning sets of cybersecurity,
as is relevant to either users (everyone online or using
a digital device), as distinct from approaching cybersecu-
rity as a specific knowledge discipline (those learning to
build, map, or maintain security aspects beyond everyday
use). Discipline-specific knowledge becomes increasingly
available at the high school level. It is expected that
differentiating between device-user learning and discipline-
specific learning assists in the mapping and trajectory of
curricula development.

V. CONCLUSION
In this paper, the researchers conducted a SLR of cybersecu-
rity education in the K-12 domain. The primary cybersecurity
topics taught have been identified, and their importance in
teaching and their relationship with other subjects analyzed.
These can be useful for those who do research in this
field and teachers working on curriculum development,
refinements, or alignment with other subjects at school. Note
that institutional (school-level) approaches, including risk
reduction strategies and teacher professional learning, were
not analyzed in depth. To what extent cybersecurity topics
and competencies are evident in K-12 education depends on
several factors. In some countries, cybersecurity is treated
as a branch of computer science, in others, it is becoming
a discipline in its own right. Some also consider legal
considerations and the psychology/human factors behind
cyberattacks.

Most studies within the academic literature focused on
secondary (or high) school settings. While a search for
‘‘curriculum’’ took place, the researchers found none within
the academic literature in this SLR. Cybersecurity is not
being implemented in international curricula. Aspects of
cybersecurity are not being systematically taught in other
countries in terms of being implemented within curriculum.
Industry-driven innovations are helping schools and teachers
to develop cybersecurity skills and competencies.

The infancy of literature of K-12 cybersecurity education
globally appears proportionate to the societal value placed
(or not yet placed) on cybersecurity. Hence there may be a
gap in the categorization of cybersecurity competencies that
specifically references the broad range of knowledge, skills,
aptitudes, attitudes, and behaviors required in the education
and practice of cybersecurity relevant to children. Age-
appropriate aspects of cybersecurity skills and competencies

focusing on strong passwords, insecure email usage (phishing
specifically), privacy and ethics should begin in the primary
education years given the prevalent use of digital devices of
primary school users.
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