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ABSTRACT Voice over Internet Protocol (VoIP) networks are vulnerable to caller-ID (caller-identification)
spoofing attacks due to the open nature of Session Initiation Protocol (SIP) signaling. Caller-ID spoofing is
a critical security threat in modern telecommunication systems, allowing attackers to impersonate legitimate
callers and gain access to sensitive information. While these attacks pose a significant threat to the telecom
and financial industries, the existing solutions are limited to only closed-circuit options for subscribers
of the same service provider. In this paper, we present a novel blockchain-based solution to effectively
prevent caller-ID spoofing attacks in real time. Our approach employs a low-latency consensus algorithm to
manage and verify end-to-end the caller-ID information of Internet Service Providers (ISPs) and institutions.
We propose a two-step verification process, in which the accuracy and integrity of Automatic Number
Identification (ANI) information is verified at different stages of the call. The proposed solution initiates
a renewal of the ISP registration on every caller-ID change, making it unaffected by unusual situations such
as roaming, the use of an IP-PBX (Internet Protocol Private Branch Exchange), or the use of a VPN (Virtual
Private Network). We also discuss the proposed solution’s feasibility and potential deployment issues,
including its integration into existing RFC (Request for Comments) efforts and the necessary regulations
for service providers to demonstrate compliance. Furthermore, we address future research directions, such
as handling complex call scenarios such as call forwarding and teleconference calls. Our approach not only
improves the security of telecommunication systems but also provides an efficient and scalable solution to
prevent caller-ID spoofing attacks.

INDEX TERMS Authentication, blockchain, caller authentication, caller-ID spoofing, identity spoofing,
PBFT, practical byzantine fault tolerance, robocall, session initiation protocol, SIP, voice over IP, VoIP.

I. INTRODUCTION the reasons for the increase in caller-ID spoofing incidents.
Caller-ID (caller-identification) spoofing is a growing con- We also discuss the limitations of the current solutions and
cern in the realm of telecommunications, as it allows attackers the need for a more comprehensive approach.

to manipulate the caller-ID information displayed on the
recipient’s device. In this section, we provide an overview
of the methods used to perform caller-ID spoofing, the A. BACKGROUND: UNDERSTANDING CALLER-ID
challenges in detecting and preventing these attacks, and ~ SPOOFING TECHNIQUES
The most common method of performing caller-ID spoofing
The associate editor coordinating the review of this manuscript and attacks is through the use of VoIP telephony. The VoIP
approving it for publication was Giuseppe Destefanis . technology allows for voice communications to be sent over
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the Internet, rather than over a fixed phone line or cellular
network. This convenience has led to the proliferation of VoIP
providers that offer customers the ability to customize their
caller-ID information via their services [1].

Caller-ID spoofing can also be performed using
ready-made web or mobile applications. These applications
typically allow users to enter the phone number they wish to
call, followed by the phone number they want to display as
the caller-ID. The call is then sent through a VoIP provider,
which changes the outbound caller-ID information before
connecting to the desired phone number.

In addition to ready-made applications, specialized ser-
vices such as SpoofCard [2] can be used to generate
low-volume spoofed calls. Automated call generators, such as
Mr.SIP [3] or SIPp [4], can be used to generate large volumes
of calls, each with individual, random, or carefully selected
calling numbers. Customized scenarios can also be produced
using a VoIP provider connected to an Asterisk system [5],
(61, [71, [8].

It is worth noting that the feasibility of caller-ID spoofing
varies between countries and regions. In countries with strict
regulations, such as the United States (US) and the United
Kingdom (UK), initiating a call with a spoofed caller-ID is
extremely difficult [1], [9]. However, in countries with less
regulation or oversight, such as developing countries, caller-
ID spoofing is relatively simple. The ability to spoof caller-ID
information and terminate calls in any country regardless
of regulations highlights the need for a comprehensive
solution that can effectively address this issue. In addition, the
ease with which caller-ID spoofing can be performed using
ready-made web or mobile applications, specialized services,
and automated call generators, further emphasizes the need
for a solution that can address this issue at a global scale.

B. CHALLENGES IN DETECTING AND PREVENTING
CALLER-ID SPOOFING
The detection and prevention of caller-ID spoofing is a
challenging task, as the telephone network is a complex
system of carriers and solution providers, making it difficult
for most providers and government agencies to track down
and prosecute those who engage in this illegal activity.
Additionally, distinguishing between a legitimate and a
spoofed caller-ID can be difficult, as many VoIP servers now
allow their users to choose their own caller-ID, and operators
may not perform authentication checks prior to connecting
a call. This issue mirrors problems encountered with IP
spoofing and underscores the need for service providers to
implement egress filtering, further complicating the detection
and prevention of spoofing activities.

To prevent caller-ID spoofing on an individual level,
a variety of smartphone applications are available that can
validate caller-ID information. However, this approach is
not sufficient, as it relies on the real caller having installed
the application [10]. In the banking sector, where access to
customers’ accounts is granted through verification of the
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bank or credit card number associated with the caller-ID,
additional measures such as secret questions are employed to
identify potential spoofing. However, not all banks take this
risk into account and continue to rely on the service provider’s
assurance of caller-ID spoofing prohibition [11].

The difficulty in detecting and preventing caller-ID
spoofing, coupled with the increasing prevalence of this
attack, highlights the need for a comprehensive solution that
can effectively address this issue on a global scale. The
use of a low-latency blockchain-based consensus algorithm
to manage and verify end-to-end caller-ID information,
as proposed in this study, presents a novel and promising
approach to addressing this problem [12], [13].

C. REASONS FOR THE INCREASE IN CALLER-ID
SPOOFING INCIDENTS

The increase in caller-ID spoofing incidents can be attributed
to the widespread adoption of VoIP telephony. VoIP tech-
nology makes caller-ID spoofing cheaper, more flexible, and
more easily accessible to a global audience. Additionally, the
nature of VoIP, which transfers only the audio signal and not
the associated metadata, makes it significantly easier to carry
out caller-ID spoofing than other forms of fraud such as email
phishing.

As security measures have improved in other areas, such
as email filtering, education on various forms of fraud,
declining usage of insecure credit cards, and advancements
in authentication technologies such as mobile authentication
and two-factor authentication (2FA), other forms of fraud
have become more difficult to carry out. However, users
continue to rely on the telephone system and tend to trust the
caller-ID information displayed to them, making them more
susceptible to caller-ID spoofing attacks [14], [15].

D. THE DEADLOCK OF HAVING NO VALID SOLUTION

The lack of a comprehensive solution for caller-ID spoofing
can be attributed to several factors. Phone operators and
service providers have been reluctant to offer caller-ID
spoofing blocking solutions to their customers, due to
a combination of opportunity cost, regulations, technical
difficulties, and investment cost [16].

1) Opportunity Cost: The economics of unwanted spam
calls play a role in the reluctance to address the prob-
lem. Telemarketers and spammers can make money by
making phone calls at a low cost and with minimal
risk. Telephone companies also profit from connecting
these calls to receivers, and service providers have
little motivation to prohibit these calls unless their
competitors offer a superior option.

2) Regulations: Governments heavily regulate telecom-
munications to promote competition and justice, but
this also slows innovation and reduces the risks that
service providers are willing to take, as it imposes more
obligations on them.
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3) Technical Difficulties: The complexity of the tele-
phone network, made up of many different operators
and service providers, makes it difficult to eliminate
spoofed calls without cooperation.

4) Investment Cost: The cost of addressing the caller-ID
spoofing problem is high, and phone companies are
unwilling to invest in solving it since it is not a
profit-generating or cost-effective position for them.

Attempts by governments, such as the US, to control
telemarketing and robocall issues through new laws and
regulations, and partnerships between telecom firms and
third-party providers, can only improve domestic issues.
However, this is a global issue, and these remedies will be
insufficient for calls coming from unregulated nations or
difficult-to-follow VoIP sources. It is unlikely that current
methods will effectively address the problem globally. This
will require governments worldwide to implement similar
laws and penalties, and perform necessary oversight, as part
of a coordinated effort [14], [17]. The lack of a comprehensive
solution to the caller-ID spoofing problem highlights the need
for a global approach that can effectively address this issue,
taking into consideration the economic, regulatory, technical,
and investment challenges.

E. MAIN CONTRIBUTIONS OF THIS STUDY

The main focus of this work is to address the caller-ID
spoofing problem, which has been a major headache for
the telecom and banking industries worldwide. Despite the
numerous attempts to solve this problem, there is currently
no universally accepted approach to prevent it. The VoIP
and its underlying Session Initiation Protocol (SIP) make
it possible to implement caller-ID spoofing and also make
it very difficult to prevent it [18]. Existing solutions are
primarily closed-loop solutions that are only available under
the same service provider and not suitable for real-world
applications.

In this work, we make the following main contributions:

1) Building upon prior attempts in the literature to use
blockchain technology for combating caller-ID fraud,
such as the system proposed in [19], we make a
novel contribution by developing a unique blockchain-
based caller-ID registration and call flow control
mechanism that is deployed in the cloud. Our method
stands out by effectively managing and verifying
end-to-end the caller-ID information of ISPs and
institutions, which results in real-time mitigation of
caller-ID fraud attacks. Moreover, our system expands
on previous solutions by verifying the caller-ID and
ANI information not only at the initiation of a call, but
also upon receipt, tracking which ISP it originates from,
and monitoring any hop changes throughout the call.

2) We present a detailed technical analysis of existing
defensive methods against caller-ID spoofing, and
compare them to our solution, highlighting the benefits
of our approach. We believe that our solution could
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potentially contribute to existing RFC (Request for
Comments) efforts, or lead to a new RFC, on caller-ID
spoofing mitigation.

3) We propose a modified version of the Practical Byzan-
tine Fault Tolerance (PBFT) algorithm as the consensus
algorithm used in our solution [20]. This modification
allows for low latency and real-time performance by
implementing a two-phase commit protocol, where a
small subset of nodes called ““verifiers” are responsible
for quickly reaching a consensus on the validity of
a caller-ID. The verifiers are selected based on their
reputation and past performance in the network.

4) We provide a detailed discussion of the proposed
solution’s feasibility and potential deployment issues,
including its integration into existing RFC efforts
and the necessary regulations for service providers to
demonstrate compliance.

5) We address future research directions, such as handling
complex call scenarios such as call forwarding and
teleconference calls. Our approach not only improves
the security of telecommunication systems but also
provides an efficient and scalable solution to prevent
caller-ID spoofing attacks while being able to handle
complex call scenarios. Additionally, we discuss the
potential challenges and considerations for large-scale
deployment and integration into existing systems and
regulations.

Overall, our proposed blockchain-based caller-ID authenti-
cation (BBCA) scheme offers a novel and effective approach
to solving the caller-ID spoofing problem in the telecommu-
nication industry.

The use of a low-latency blockchain-based consensus algo-
rithm to manage and verify end-to-end caller-ID information,
as proposed in this study, presents a novel and promising
approach to addressing the issue of caller-ID spoofing. In the
following sections, we detail the design and implementation
of our proposed solution, as well as its evaluation against
existing methods in the literature, standards and in practice.

The paper continues as follows. In Section II, we give
an overview of the commonly used techniques to mitigate
caller-ID spoofing. Furthermore, we give an overview of
the existing caller-ID spoofing prevention techniques from
the academic and standards perspectives. In Section III,
we introduce our blockchain-based solution against caller-
ID spoofing and detail its capabilities. Finally, we discuss
some future research directions in Section IV and we give
our conclusions in Section V.

II. LITERATURE REVIEW

A. COMMONLY USED COUNTERMEASURES AGAINST
CALLER-ID SPOOFING

There are several well-known and commonly used mecha-
nisms that are utilized by existing prevention systems against
caller-ID spoofing attacks [1]. We classify these into three
categories as follows:
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TABLE 1. Comparison of commonly used countermeasures against caller-1D spoofing.

1y

2)

3)
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Countermeasure Effectiveness | Ease of Implementation | User Impact
Managed Blacklist Moderate Moderate High
Do Not Originate Moderate Difficult Low
Knowledge-Based Authentication High Difficult High
Voice Biometrics High Difficult High
Mobile Phone High Difficult Low
Digital Signature High Very Difficult Low
Blockchain-based Caller-ID Authentication High Difficult Low

Managed Blacklist: The majority of telecom vendors
such as Cisco Systems, Alcatel-Lucent, and Siemens
use an active blacklist. This list determines whether
incoming calls should be blocked or allowed, and gets
updated as a result of user feedback. However, this
strategy has its limitations as it is not effective for new
calls coming from numbers that are not on the list or
calls that use random fake dial numbers. Furthermore,
managing and distributing a blacklist is difficult, risky,
and susceptible to manipulation. Infrastructure entities
need to be modified to support a blacklist. Additionally,
the number of entries in the blacklist and whitelist
would affect latency.

Do Not Originate (DNO): Service providers block a
call to their network that is coming from an invalid
source number or from a source number that has
never been assigned to a person. When calls are
made in an irregular pattern, it is assumed that the
number is invalid. These standards can be adopted
more aggressively due to the impact of the caller-ID
spoofing problem. However, there may be large gaps
in the coverage of these techniques due to calls that
traverse a legacy network. Managing and distributing
a blacklist is difficult. All allocated source numbers
should be known by solution providers globally. This
solution is prone to false positives and is simple to
circumvent by using a caller-ID that has already been
allocated.

Proprietary Authentication: There are several meth-
ods for validating a call, such as Knowledge-Based
Authentication (KBA), Voice Biometrics, Mobile
Phone, and Digital Signature.

Knowledge-Based Authentication: It is a typical
practice in financial call centers to identify and verify
a caller by asking questions that only the caller

should know the answer to, but it is inconvenient for
customers and requires businesses to employ costly call
centers.

Voice Biometrics: It is a well-known method of
authenticating the caller’s identity using active and
passive voice analysis, but it is costly and sus-
ceptible to noise, call quality, and other variables
[21], [22].

Mobile: The use of a mobile phone for authentication
is only beneficial for specialized use cases, such
as mobile or specific service providers, as it can
easily be bypassed by impersonating the User-Agent
information on the originating side [22].

Digital Signature: 1t is a solution in which every user
has a public/private cryptographic key pair associated
with their phone number. This approach enables digital
signature-based authentication to be used during phone
calls [23]. However, key management and performance
are significant issues with this approach. Additionally,
it requires a trusted and distributed infrastructure which
is costly to implement.

In summary, while these commonly known countermea-
sures against caller-ID spoofing have their advantages and
disadvantages, none of them are fully capable of solving
the problem on a global scale. It is important to note that
implementing any of these solutions in isolation may not
be sufficient to protect against caller-ID spoofing attacks.
Additionally, these solutions are also not flexible to adapt to
new technologies and changing regulations. In Section III,
we present a comprehensive solution that will address these
limitations.

Table 1 compares the commonly used countermeasures
against caller-ID spoofing in terms of their effectiveness in
preventing spoofing attacks, ease of implementation, and
impact on user experience.

VOLUME 12, 2024



I. Melih Tas, S. Baktir: BBCA: A Novel Solution to Prevent Spoofing Attacks in VoIP/SIP Networks

IEEE Access

TABLE 2. Comparison of academic solutions for caller-ID spoofing prevention.

Study Approach Authentication | Validation | Anti-Spoofing | Shortcoming /Drawback
[24] Phone authentication using verified protocols High High Medium Inadequate for spoofed calls via VoIP
[25] Telephony PKI, cryptographic High High Medium {:Zrtltézlem in terms of timing perfor-
Lo - . . . Inadequate for spoofed calls via VoIP,
[26] Elliptic curve cryptography High High Medium inefficient in terms of performance
[29] Machine learning Medium Medium Low Ina‘dequa‘te' for spoofed calls via VoIP,
false positive alarms
[30] Password-based authentication High High Low Inadequate for spoofed calls via VoIP
[10] End-to-end validation High High Medium Inadequate for spoofed calls via VoIP
[31] Network-assisted High High Medium Limited to 4G networks
[23] and [32] Self-controlled security, one-time key Medium Medium Medium Depends on network int'rastmcture,
" ; ’ inadequate for spoofed calls via VoIP
[33] and [34] Standardized caller-1D authentication High High Medium Limited to SS7 telecommunication
[19] Blockchain-based identity authentication High High High Long authentication process, not suit-
able for real-time communication
This study || Blockchain-based caller-ID authentication High High High Implementation difficulty due to regu-
latory compliance and integration

B. EVALUATION OF ACADEMIC SOLUTIONS FOR
CALLER-ID SPOOFING

Several academic studies have proposed various approaches
to address caller-ID spoofing in telephony networks.

In [24], the authors proposed a mechanism called Authen-
tiCall, which used a robust authentication method to verify
caller-ID information before a call is answered. This allowed
users to dismiss calls that claimed a specific caller-ID but
were unable or unwilling to provide verification.

In [25], the authors proposed an authentication protocol
called AuthLoop, which allowed end-to-end validation of
caller-ID information for all telephony networks. The pro-
posed protocol was based on the use of a telephony Public
Key Infrastructure (PKI) and some cryptographic approaches.
It was later enhanced with the RFC 8224.

In [26], the authors integrated elliptic curve cryptog-
raphy [27], [28] into SIP and showed that the resulting
performance was significantly better than the one where
the Rivest-Shamir-Adleman (RSA) cryptosystem was used.
They suggested that their work could be considered as
a first step in standardizing the use of elliptic curves in
identity management for SIP. However, the proposed method
is inadequate for a spoofed call that originates via VoIP
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as it is not possible to check the accuracy of the data at
the time the VoIP call originated and whether the caller-ID
information has been changed in the call flow. In addition, due
to the computationally expensive cryptographic workload,
the proposed solution is not efficient in terms of performance.

In [29], the authors proposed a machine learning-based
approach to predict malicious calls. However, this approach
would not work for every type of phone call and may create
false positive alarms when spoofed calls originate via VoIP.

In [30], a self-enforcing method was proposed to perform
password-based authentication in SIP without involving a
trusted third party. However, this solution can only be applied
by end-users at their initiative and would not be effective in
preventing caller-ID spoofing attacks.

In [10], an end-to-end caller-ID verification scheme was
proposed that leverages the features of the existing phone
network infrastructure. However, this solution can easily be
bypassed via VoIP.

In [31], a network-assisted caller-ID authentication solu-
tion was proposed to validate the caller-ID information used
during call setup, but is only applicable to 4G (Fourth-
Generation) networks and not able to prevent caller-ID
spoofing initiated via VoIP.
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In [32] and [23], the authors proposed a self-controlled
security and one-time key issue mechanism as a solution
to prevent data leakage. However, this approach relies on
a statistical model for the first verification unit, called the
advisory system, to assist in identifying unknown calls.
While this method may have some efficacy, it is not a
comprehensive solution as it is dependent on the specific
network infrastructure and may be easily circumvented by
exploiting the flexibility of VoIP networks.

In [33] and [34], the authors proposed a standardized
caller-ID authentication scheme for SS7 (Signaling System 7)
telecommunication, but it is not useful for preventing
caller-ID spoofing attacks that originate via VoIP.

In [21], the authors proposed an end-to-end, dual identity
authentication mechanism using data transmission technol-
ogy and voice-print recognition to verify the identity of the
caller. However, the proposed mechanism did not explicitly
address the issue of caller-ID spoofing, indicating the need
for further research to develop more robust mechanisms to
prevent this type of fraud.

In [22], the authors presented a mobile fingerprint-based
authentication system for call centers. The proposed sys-
tem involved integrating a fingerprint scanner feature on
smartphones and using it to verify the identities of callers
before providing any services. However, the proposed
approach is limited in that it does not provide network-based
protection, making it susceptible to spoofing attacks and
manipulation.

In [19], the authors proposed a blockchain-based system
that authenticates the caller and receiver before establishing
a call. However, the proposed system requires users to
register decentralized identities and phone number creden-
tials, making it less convenient for users. Additionally, the
worst-case call establishment overhead of 2.1 seconds for the
proposed system would not make it desirable for real-time
communication scenarios. Furthermore, the system proposed
in [19] is limited to closed-circuit networks and may not be
globally scalable. In contrast, our proposed solution in this
paper, Blockchain-based Caller-ID Authentication (BBCA),
is designed to prevent spoofing attacks in VoIP/SIP net-
works and applies to a wide range of communication
networks.

All in all, the existing solutions in the literature either
fail to address caller-ID spoofing attacks or have limitations
that would make them ineffective in preventing these attacks.
There is a lack of effective and efficient solutions for
preventing caller-ID spoofing attacks, particularly for those
that originate via VoIP. This highlights the need for further
research in this area to address this important security
issue.

Table 2 compares different caller-ID spoofing prevention
techniques from an academic literature review perspective.
It includes the academic literature and highlights the used
technical approach, its levels of authentication, valida-
tion, and anti-spoofing, and its shortcomings/drawbacks.
In Table 2, the approach column refers to the used technique
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to prevent caller-ID spoofing. The authentication column
refers to the process of verifying the identity of the caller.
The validation column refers to the process of verifying the
authenticity of the calling party’s number. The anti-spoofing
column refers to the measures taken to prevent caller-ID
spoofing attacks. Finally, the shortcoming/drawback col-
umn identifies the limitations and challenges of the
given technique. Table 2 also includes our new approach,
named Blockchain-based Caller-ID Authentication, which is
designed to combat caller-ID spoofing attacks in real time
by managing and verifying end-to-end caller-ID information.
Our approach is efficient in that it reduces the risk of hacking
and data tampering while not relying on costly encryption and
decryption operations for security.

C. EVALUATION OF STANDARDS AND TECHNICAL
CHALLENGES FOR CALLER-ID SPOOFING PREVENTION
Several standards have been proposed for the implementa-
tion of solutions against caller-ID spoofing. However, the
assumptions made by these standards do not always align
with the different types of infrastructures and caller-ID
spoofing methods, leading to technical difficulties in their
implementation [35], [36], [37]. In this section, we review six
solutions against caller-ID spoofing attacks that are found in
the existing RFCs and standards.

1) RFC 3325 - Private Extensions to the SIP for
Asserted Identity within Trusted Networks [38]:
The P-Asserted-Identity (PAI) header is a SIP header
that is used to indicate the identity of the caller in a VoIP
network. It is often used to pass caller-ID information
from one network element to another. In the context
of caller-ID spoofing, attackers can manipulate PAI
headers to impersonate legitimate callers or conceal
their identities, making it difficult to trace and prevent
fraudulent activities. RFC 3325 assumes that end
systems that originate calls cannot change SIP headers,
or that intermediary devices can be trusted to remove
PAI headers. However, this approach is inadequate
as both situations can easily be circumvented with
the flexibility provided by VoIP, allowing attackers
to manipulate the PAI header and conduct caller-ID
spoofing attacks. The PAI header format is shown in
Figure 1.

P-Asserted-ldentity: "Melih Tas <sip:melih@domain.com>
P-Asserted-ldentity: tel:+14085264000

FIGURE 1. P-Asserted-ldentity (PAl) header format in SIP.

2) RFC 4474 - Enhancements for Authenticated Iden-
tity Management in the SIP [39]: RFC 4474 suggests
signing all SIP INVITE messages with the Session
Description Protocol (SDP). However, if there is a
Session Border Controller (SBC) in the call flow, the
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TABLE 3. Comparison of standards and technical challenges for caller-ID spoofing prevention.

Study Approach Authentication | Valdiation | Anti-Spoofing | Shortcoming / Drawback
Uses the P-Asserted-Identity header in the SIP . Inadequate for VoIP calls, easily circum-
RFC 3325 to assert the identity of the caller Medium Low Low vented and vulnerable to spoofing attacks
L ) . Complexity of the legacy infrastructure,
RFC 4474 Uses digital signatures to ensure the authentic- Medium Low not applicable in scenarios w/ SBCs, re-
ity of the SIP INVITE message . R .
quires a public key infrastructure
Uses a signature-based token to verify the Complexity of legacy infrastructure, cen-
STIR/SHAKEN caller’s number, aiming to reduce the impact of High Medium mp y acy ” ’
. tralized database required
robocalling
RFC 8226 L.,SL)S X.509 certificates to authenticate the iden- High Medium Requires a trusted certificate authority
tity of the caller
o . ) o Complexity of extracting caller-ID infor-
RFC 8224 Uses a header fi e‘ld‘ n th.e SIP to carry a signa Medium Medium Low mation, a requirement for a centralized
ture of the caller’s identity ’
database
A framework for verifying caller-ID using dig-
ital certificates; only applicable to VoIP calls . . . Lack of detailed implementation solution;
RFC 8225 that traverse the IP network and not to calls that Medium Medium Medium inadequate for VoIP calls
are made via SS7
Uses blockchain technology to create a decen-
tralized ledger that stores caller-ID information - . .
This study and allows for real-time validation of caller- High High Imp]ement"mon dlfﬁf:ulty d.ue to regula-
L . tory compliance and integration
ID information to prevent caller-ID spoofing
attacks

INVITE sip:melih@sub1.domain.com SIP/2.0
Via: SIP/2.0/TLS mob.sub2.domain.com;brach=z9hG4Knashds8
To: Mellh <sip:melih@sub1.domain.com

From: Selcuk <sip:selcuk@sub2.domain.coimz;tag=1928
Changed by SBC

Call-ID: a84b4c76e66710

CSeq: 314159 INVITE \)

Max-Forwards: 70 \) (SBC may change
Date: Mon, 6 June 2022 13:10:01 GMT > | domains)
Contact: <sip:selcuk@sub2.domain.com>

Identity: "KVhPKbfU / pryhVn9Yc6U="

Identity-Iinfo: <https://sub2.domain.com/sub2.cer>;jalg=rsa-sha1
Content-Type: application/sdp

Content-Length: 147

v=0
o=UserA 2890844526 2890844526 IN IP4 mob.sub2.domain.com
s=5ession SDP

FIGURE 2. Example of SIP INVITE message with Session Description
Protocol (SDP) included.

SBC has to change the headers, as shown in Figure 2.
This makes the proposed solution inapplicable in such
scenarios. Additionally, the proposed solution relies on
the RSA algorithm, which may become increasingly
challenging to implement as small and simple devices
proliferate and VoIP traffic increases [26], [39], [40].
Moreover, the proposed caller-ID authentication mech-
anism cannot identify the person to whom the phone
number is assigned. Intermediary devices must re-sign
the request which introduces a performance overhead.
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Back-to-Back User Agents (B2BUA) are intermediary
entities that can modify SDP messages used to establish
communication sessions. In the context of caller-ID
spoofing prevention, when a B2BUA modifies an
SDP message, it may change the caller number
information, which can affect the accuracy of the
used caller-ID authentication mechanism. Therefore,
for the B2BUA scenario, the SDP must be rewritten
to ensure that the caller number information remains
accurate and consistent throughout the communication
session.

Regulatory authorities often encourage the intercon-
nection of VoIP networks. However, non-SIP inter-
connections can create challenges in implementing
caller-ID authentication mechanisms that require com-
prehensive solutions. Changing communication infras-
tructures on a global scale is a challenging task, and
existing infrastructures, such as SS7, which is widely
used for the setup and tear-down of most telephone
calls in the public switched telephone network, are
expected to remain unchanged for a long time. This
can create obstacles in the implementation of effec-
tive caller-ID authentication mechanisms since these
mechanisms must consider the unique characteristics
of the various communication infrastructures involved.
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Therefore, in order to address the issue of caller-ID
spoofing, more comprehensive solutions are needed,
which can take into account the complexities of the
existing various infrastructures and the interconnection
points between them [41], [42].

STIR/SHAKEN [43]: STIR/SHAKEN is a framework
that aims to verify a caller number using a signature-
based token, with the goal of minimizing the impact
of robocalling [44]. STIR (Secure Telephony Identity
Revisited) RFC [45] and SHAKEN (Signature-based
Handling of Asserted Information Using Tokens) [46]
are the result of a collaboration between the Internet
Engineering Task Force (IETF), Automatic Terminal
Information Service (ATIS), the SIP Forum, and
service providers [46]. SHAKEN is a more recent
definition of how to implement STIR in practice. These
efforts are based on an attempt to verify the caller
number presented to the target user [45], [47].

The STIR/SHAKEN framework allows service
providers to add a digital signature to each call
using public key encryption, thereby facilitating the
authentication of the caller-ID information. This digital
signature is included in the newly introduced SIP
Identity header. When all originating service providers
enable STIR/SHAKEN in their network, terminating
providers will have much more control over both which
calls to pass and which provider a call goes to [48]
and [49].

However, STIR/SHAKEN has some challenges in
terms of interoperability. This is because it consists
of works from different organizations such as IETF
and ATIS, each with its own unique style of writing
SIP specifications. Additionally, there are some known
uncertainties in the certification model, such as deter-
mining who will sign first and who will be the first
to approve. These scenarios are not clearly defined,
which causes confusion regarding the applicability of
this method.

RFC 8226 - Secure Telephone Identity Credentials:
Certificates [47]: RFC 8226 describes the use of
certificates in establishing authority over telephone
numbers as part of a larger architecture for handling
telephone numbers as identities in protocols like the
SIP. The certification model is integrated with number
assignments, such as “Public key X has the authority
to use number Y. Number assignments are issued by
the number assignment authority, such as the Number
Portability Administration Center (NPAC), possibly
through a delegation chain of authorization [10], [50].
The certification model also offers voice verification
similar to web domain verification, such as “enter the
number you hear on the web form” [51], [52].

From the perspective of need, major carriers want
to eliminate auto-call complaints, legitimate outgoing
call centers want their messages to be delivered, and
high-value users want to avoid identity theft. Carriers

are concerned about inter-carrier compensation fraud
and are tired of receiving complaints from customers.
Newcomers look for a differentiator to make the
transition and stop receiving automated calls. The
certification model is proposed as a method that can
meet all of these requirements. However, there are some
known uncertainties in the certification model, such as
who will sign first, and whether this should be done by
choice or by mandate. Additionally, the applicability of
this method causes confusion as the scenarios are not
clearly defined.

5) RFC 8224 - Authenticated Identity Management
in the SIP [53]: The proposed mechanism in RFC
8224 aims to securely identify the source of SIP
requests through the use of a SIP header field for
transmitting a signature used for authentication, and a
reference to the signer’s credentials. However, as noted
in previous research, the baseline security mecha-
nisms in the SIP are inadequate for cryptographically
assuring the identity of end-users in an inter-domain
context [54], [55]. Furthermore, RFCs do not explicitly
define the method or algorithm for extracting caller-ID
and callee-ID information from SIP messages, leading
to uncertainty in the prioritization of various SIP
headers. The SIP headers used for caller-ID, such as
“display name,” “PAI” or “incoming,” and those for
callee-ID, such as “display name,” ‘“‘username’ in the
“to”” header, or the “‘username” in the Request-URI
(Universal Resource Identifier), may have different
priorities depending on the implementation. This lack
of clear specification poses challenges to the practical
implementation of this approach. A well-defined and
consistent algorithm for the extraction and prioritiza-
tion of caller and callee identification information from
SIP messages is needed for the proper implementation
of caller-ID authentication mechanisms.

6) RFC 8225 - A Framework for Session Initiation
Protocol (SIP) Caller Authentication and Identi-
fication [55]: RFC 8225 presents a framework for
authenticating and identifying callers in SIP-based
telephony systems. The standard recommends the
use of the STIR/SHAKEN framework for caller-
ID validation, which utilizes digital signature-based
tokens for authentication. However, the standard does
not provide a comprehensive implementation guide
for the proposed framework and fails to address the
issue of caller-ID spoofing that originates via VoIP,
highlighting the need for further research in this
area.

Similar to Table 2, which compares the solutions against
caller-ID spoofing in the academic literature, Table 3 com-
pares the existing standards proposed for caller-ID spoofing
prevention. Each standard has its own set of strengths and
weaknesses, as described in the table. For instance, RFC
3325 assumes that end systems that originate a call will
not change SIP headers, or that intermediary devices can be
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FIGURE 3. Visual representation of the proposed Blockchain Based Caller-ID Authentication (BBCA) mechanism.

trusted to remove PAI headers. This approach is inadequate as
both situations can easily be circumvented with the flexibility
provided by VoIP. On the other hand, STIR/SHAKEN is a
framework to verify a caller number using a signature-based
token aiming to minimize the impact of robocalling, but it
is only applicable to VoIP calls that traverse the IP network
and not to calls that are made via SS7. Additionally, it still
suffers from challenges such as the need for a centralized
database and the need to handle the complexity of the legacy
infrastructure. Overall, it can be concluded that while existing
standards have the potential to address the caller-ID spoofing
problem, they also have limitations and challenges that need
to be overcome.

In Table 3, we also include our novel blockchain-based
caller-ID authentication solution which will be explained
in detail in Section III. Our solution has the advantage of
allowing for real-time validation of caller-ID information by
using a decentralized ledger that stores caller-ID information.

Ill. OUR NOVEL BLOCKCHAIN-BASED SOLUTION
APPROACH FOR CALLER-ID AUTHENTICATION

A. METHODOLOGY AND DESIGN

We have designed a novel defense mechanism that employs
a low-latency blockchain consensus algorithm to effec-
tively prevent caller-ID spoofing attacks in real time. Our
blockchain-based novel registration and call flow control
processes that are positioned in the cloud are able to manage
and verify ISPs’ and institutions’ caller-ID information end-
to-end. Our solution verifies when a call is initiated, from
which ISP the call originated, whether there is a change in the
caller-ID and ANI information and whether there is a change
in the ANI information where the call originates at each hop
change.
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We chose to design a blockchain-based solution for caller-
ID spoofing prevention because it offers a transparent,
decentralized, and distributed solution that also helps reduce
the risk of hacking and data tampering. Additionally, it allows
for a more efficient approach to security by eliminating
the need for costly encryption and decryption operations,
resulting in less computational load and lower delay [19].

Our proposed solution for caller-ID spoofing prevention
uses a modified version of the Practical Byzantine Fault
Tolerance (PBFT) algorithm as the consensus algorithm.
PBFT is a consensus algorithm that ensures all nodes in a
distributed system agree on a common state, even in the
presence of some faulty or malicious nodes. PBFT is known
for its high performance, low latency, and tolerance to a
large number of faulty nodes [56]. In our modification,
we implement a two-phase commit protocol where a small
subset of nodes called ““verifiers” are responsible for quickly
reaching a consensus on the validity of a caller-ID. The
selection of verifiers is based on their reputation and past
performance in the network, similar to the blockchain
consensus mechanisms used in [20], [57], [58], [59], [60],
[61], and [62]. This modification allows for low latency
and real-time performance, which is critical for voice
communication. The use of PBFT allows for a transparent,
decentralized, and distributed solution that reduces the risk
of hacking and data tampering. It eliminates the need for
costly encryption and decryption operations, resulting in less
computational load and lower delay, and thus helps meet the
constraints on the real-time nature of voice communication
and its sensitivity to Quality of Service (QoS) parameters.

In our blockchain-based caller-ID authentication mecha-
nism, described in Figure 3, the Registration and Call Flow
Control tables are kept in the blockchain database located in
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the cloud. Only the ISPs that are registered to this database are
allowed to write to it, but everyone can read from it. Each ISP
has a unique ID value, named ISP Unique ID, that is assigned
to it. Each organization that receives voice service from an
ISP has a unique ID value, named Enterprise Unique ID, that
is assigned to it.

Each ISP registers to the Registration Table using a Token
value and its ISP Unique ID. ISPs renew their registrations
periodically. The registration table logic is implemented
similarly for sub-parties served by ISPs. Each ISP provides
its enterprise clients with an ANI number or a group of ANI
numbers based on the client’s needs. A SIP client is registered
in the Registration Table in the ISP with its registered IP
address, ANI information, the hash of its Direct Inward
Dialling (DID) number, and its Enterprise Unique ID. This
information is updated whenever there is any change. When
a VoIP call is initiated, the call-ID information along with
this recorded information is stored in the Call Flow Control
table in the blockchain database, as shown in Figure 3. This
information is kept in this table until the call is terminated.
The ISP, enterprise, or user information from which the call
originated can be checked from the blockchain database at
any time during the call flow. Hence, one can verify if the
caller-ID is forged, hidden, or altered. Exemplary contents for
the Call Flow Control and Registration tables are given with
Figures 4 and 5, respectively. By using a blockchain-based
consensus algorithm, our proposed solution can handle call
flows under many different conditions. Additionally, the
use of a reputation-based selection of verifiers allows for
increased security and resilience against potential malicious
actors in the network.

( Call Flow Control Table Structure )
1 [Reg ID-1 (hash) | Call Flow ID-1 (hash)| Call initiated
2 |Reg-ID-1 (hash) [ Call Flow ID-2 (hash)| SBC involved
3 |Reg-ID-2 (hash) [ Call Flow ID-1 (hash) Call initiated
4 |Reg-ID-2 (hash) | Call Flow ID-1 (hash)| Call forwarded
5 |Reg-ID-2 (hash) | Call Flow ID-1 (hash) Roaming
6 |Reg ID-1 (hash) | Call Flow ID-1 (hash)| Call terminated
7 |Reg-ID-2 (hash) | Call Flow ID-1 (hash)| Call terminated
\§ _J

FIGURE 4. Call flow control table structure for the proposed
Blockchain-Based Caller-ID Authentication (BBCA) mechanism.

An example of the use of this verification method is to
send a certain verification token to the receiving end of the
call to show whether the call is trustworthy or not. This
verification mark can be a predefined sound recording or a
certain signal tone, or it can be verification information that
will be displayed on the phone screen if this is used on a
mobile phone.
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( Registration Table Structure )
1 ISP-1 Reg ID-1 (hash) | First registration
2 ISP-1 Reg ID-2 (hash) Update-1
3 ISP-2 Reg ID-1 (hash) | First registration
4 ISP-2 Reg ID-1 (hash) Update-1
5 ISP-1 Reg ID-3 (hash) Update-2
. J

FIGURE 5. Registration table structure for the proposed
Blockchain-Based Caller-ID Authentication (BBCA) mechanism.

In our proposed system, we employ a two-step verification
process to ensure the accuracy and integrity of ANI
information throughout the entire call flow, as described
in Figure 6.

The first step, Verification-1, is divided into two sub-
stages:

1) V1.1 - Veritying the accuracy of the ANI information
from the point of origin until it reaches the Internet via
the first ISP.

2) V1.2 - Veritying the accuracy of the ANI information
from the first ISP until it reaches the blockchain-based
database/trusted authority.

In V1.1, as depicted in Figure 3, each VoIP service
provider, referred to as an ISP, is assigned an ISP Unique ID.
Each ISP customer, referred to as an Enterprise, is assigned
an Enterprise Unique ID. Each ISP provides its enterprise
clients with one or more ANI numbers based on their needs.
The registration table, maintained by each ISP, stores the
ANI information for each ANI provided to Enterprises, along
with the IP address, a token value and the hash value of the
combination of the DID number and Enterprise Unique ID.
Each Enterprise is aware of its own hash value and includes it
in the call information when initiating a call. Upon receiving
a call request to be sent over the Internet, the ISP verifies the
information against its registration table to confirm that the
call is not spoofed.

In V1.2, our solution employs a low-latency consensus
algorithm and a blockchain-based database that all ISPs can
access in near real-time. Only registered ISPs are permitted to
write to this database. Each ISP is assigned an ISP Unique ID,
and for each Enterprise, the ISP Unique ID, a token value, and
the hash value calculated from the combination of ANI and
Enterprise Unique ID are stored in the registration table in the
blockchain-based database. Each row in the registration table
has a unique reference ID. Each ISP is aware of its own hash
values in the registration table and includes the corresponding
hash value in the call information when a call originates
from its network. For each call request sent over the Internet,
the call information is verified against the registration table
to confirm that the call is not spoofed, and the reference
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Proposed System for Ensuring ANI Information Accuracy and Integrity in Call Flow

Call Initiation: A caller initiates a VolP call, which includes
call-1D information and ANI information

]

Verification-1: ANI verification

\V

7

V1.1: Verification of ANI information from point of
origin to first ISP

Registration table maintained by each ISP stores ANI
information for each ANI provided to Enterprises,
including IP address, token value, and hash value of
the combination of DID number and Enterprise Unique
ID

\/1.2: Verification of ANI information from first ISP to
blockchain-based database/trusted authority

Each ISP includes their own hash value in call
information when originating a call

Call information verified against registration table in the
database to confirm call is not spoofed

Enterprise includes its hash value in call information
when initiating a call

Reference ID and call flow ID values assigned and
stored in call flow control table in the database

Upon receiving a call request, ISP verifies information
against its registration table to confirm call is not
spoofed

Caller-ID information verified through call flow control
table until end of call

< 7
Verification-2 (for calls that completed Verﬁcation-ﬂ

Unique call-ID assigned by blockchain-based database

Hash of combination of ANI and call-ID stored in call flow control table for every call

Call information passes through different ISPs and SBCs until call is terminated

Call flow control table updated as call request is forwarded through different hops

Caller-1D information verified using call flow control table at each hop to ensure ANI
information integrity throughout the call

Call Termination

I

Final call flow ID checked against call flow control table

Verify that the call flow ID matches the original call ID

Verify the integrity of the Caller-ID information through call
flow control table

End of call

FIGURE 6. Flow diagram of ANI verification process for VoIP calls using a blockchain-based database and trusted authorities.

ID and call flow ID values are assigned and stored in the
call flow control table in the blockchain-based database. The
verification of the caller-ID information is carried out through
this table until the end of the call.

The second step, Verification-2, is used for calls that have
completed Verification-1. A unique call-ID is assigned by the
blockchain-based database and the hash of the combination
of ANI and call-ID is stored in the call flow control table
for every call, as shown in Figure 3. This information passes
through different ISPs and SBCs until the call is terminated.
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The originating information of the call may change as it
passes through different ISPs and SBCs. The information in
the call flow control table is updated as the call request is
forwarded through different hops. The caller-ID is verified
using the call flow control table in the blockchain-based
database at each hop, ensuring the integrity of the ANI
information throughout the call.

To ensure the scalability and robustness of our proposed
solution, we have employed a low-latency consensus algo-
rithm for maintaining the blockchain-based database. The
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consensus algorithm ensures that all registered ISPs have a
copy of the same database and that any changes made to the
database are validated and agreed upon by all registered ISPs.
This ensures that the database remains tamper-proof and that
any malicious attempts to alter the caller-ID information are
immediately detected and rejected.

In order to address scenarios in which caller-ID infor-
mation may need to change frequently, our proposed
system includes a mechanism for initiating a renewal of
ISP registration every time the caller-ID information is
updated. This approach ensures that our solution is not
affected by situations such as the use of an IP-PBX at
the end-user level, the use of a VPN at the end-user
level, or instances in which roaming causes the caller-ID
information to fluctuate between ISPs. By implementing
this feature, we aim to ensure that our proposed solution
remains effective and robust in dealing with these unusual
scenarios.

Figure 6 shows the steps involved in verifying the authen-
ticity of the ANI information for VoIP calls using a combina-
tion of a blockchain-based database and trusted authorities,
which are third-party organizations or entities that are trusted
to verify and validate the ANI information. The verifica-
tion process consists of three main phases: Verification-
1.1 (V1.1), Verification-1.2 (V1.2), and Verification-2, which
together ensure that the ANI information remains intact and
untampered throughout the call. In the V1.1 phase, the ANI
information is verified from the point of origin to the first
ISP by checking the hash values stored in a registration table.
In the V1.2 phase, the ANI information is verified from the
first ISP to the blockchain-based database by checking the
hash values stored in the registration table in the database.
Finally, in the Verification-2 phase, the ANI information is
verified throughout the call by assigning unique call IDs
and storing hash values in a call flow control table in the
database. At the end of the call, the final call flow ID
is checked against the call flow control table to ensure it
matches the original call ID, and the caller-ID information
is verified to ensure it has not been tampered with during the
call.

B. SECURITY FEATURES

In addition to its primary function of protecting against
caller-ID spoofing attacks, the proposed system is equipped
with multiple security features to guard against various cyber
threats, including denial of service and man-in-the-middle
attacks. The system is designed to be highly resilient to these
types of attacks by incorporating several different security
measures.

One key security feature of the proposed system is its use
of a low-latency consensus algorithm. This algorithm ensures
that all ISPs have access to the blockchain database in almost
real-time, making it difficult for an attacker to disrupt the
system by overwhelming it with a large number of requests.
Additionally, the system only allows registered ISPs to write
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to the blockchain database, further reducing the risk of a
denial-of-service attack.

In order to fortify against man-in-the-middle attacks,
the system employs a unique call ID, assigned by the
blockchain database, to ensure the integrity of ANI informa-
tion throughout the call process. This is complemented by the
combined verification of ANI and the unique call ID at each
communication hop, substantially diminishing the possibility
of such attacks.

Addressing privacy concerns is paramount in our system
design. To ensure the confidentiality of caller-ID information,
we have implemented robust encryption protocols and strict
access controls within our blockchain framework. Each
transaction on the blockchain is encrypted, ensuring that
only authorized entities can access sensitive caller-ID data.
Moreover, we adhere to rigorous data protection standards,
including compliance with international privacy regulations
such as the General Data Protection Regulation (GDPR) [63].
This comprehensive approach to data privacy not only
safeguards user information from unauthorized access but
also builds trust in our system’s integrity and reliability.

In order to ensure the integrity of the system, the proposed
system also includes several other security features such as
the use of a token value and the hash value of the combination
of the ANI and Enterprise Unique ID. These features, along
with the other security measures, ensure that the proposed
system is highly resilient to a variety of different types of
attacks.

In order to mitigate the risk of a single point of failure, our
system employs a decentralized architecture, distributing data
storage and processing across multiple nodes. This design
ensures that the failure of any single node or component
does not compromise the entire system’s functionality.
Additionally, we implement regular system health checks
and automatic failover mechanisms to maintain continuous
operation. By leveraging the distributed nature of blockchain
technology and incorporating these redundancy features, our
system maintains high availability and resilience, signifi-
cantly reducing the vulnerability to both internal and external
disruptions.

While the proposed system significantly enhances security
against a broad spectrum of attacks, ongoing research and
development are essential to further strengthen its defenses
and address any emerging vulnerabilities.

IV. LIMITATIONS AND FUTURE WORK
Our proposed solution demonstrates potential in effectively
mitigating caller-ID spoofing attacks in real time. However,
further research is required to explore and address several
aspects for its successful large-scale deployment.
Specifically, future studies will focus on detailed imple-
mentation aspects and experimental evaluations to validate
the scalability and performance of our proposed consensus
algorithm in diverse real-world scenarios [64], [65], [66],
[67]. These investigations will include but are not limited
to handling complex scenarios such as call forwarding
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and teleconferencing, where the dynamics of caller-ID
verification are significantly different. We aim to conduct
extensive testing to not only assess the robustness of our
system in varied conditions but also to identify and rectify
any limitations that may arise.

Additionally, the relevance and integration of blockchain
technology in mitigating caller-ID spoofing are of paramount
importance. We intend to further elucidate the role of
blockchain in enhancing the security and trustworthiness of
caller-ID information. This involves exploring the integration
of our solution within existing SIP systems, assessing
compatibility, and ensuring smooth transition and backward
compatibility. Protocol enhancements, if required for full
functionality, will be a key focus of our research, ensuring
that the proposed solution augments existing calls and
connections positively without introducing disruptions.

Moreover, we recognize the necessity of aligning our
solution with existing standards and regulatory frameworks.
Future work will encompass conducting an RFC study
to update protocol specifications, thereby aiding telecom
vendors in complying with the new requirements at various
levels, including server, client, and network. This aligns with
our goal to facilitate a seamless and compliant integration of
our solution into the existing telecommunications infrastruc-
ture.

Finally, we will concentrate on the regulatory aspects of
our solution, defining and implementing necessary com-
pliance standards for service providers. This will include
working collaboratively with service providers to establish an
alliance agreement that effectively governs the administration
of our system. Research into the feasibility and timeline for
service providers to demonstrate compliance will also be a
critical part of our future efforts.

V. CONCLUSION

In this paper, we have critically reviewed existing solu-
tions against caller-ID spoofing, pinpointing their lim-
itations from both academic and standard perspectives.
Building on this analysis, we proposed an innovative
blockchain-based defense mechanism, tailored for real-time
mitigation of caller-ID spoofing attacks. Our solution,
leveraging blockchain technology, creates an immutable
record of each call, its origin, and offers a secure, decen-
tralized approach for managing and verifying caller-ID
information.

Our blockchain-based solution not only presents a practical
mechanism to combat caller-ID spoofing but also considers
its integration within existing SIP systems and its backward
compatibility. As we move forward, our future work will be
dedicated to refining this solution, focusing on its scalability,
performance in real-world settings, and ensuring that it aligns
with the evolving technological landscape and regulatory
requirements. This future work will be instrumental in
advancing the practical implementation of our solution,
making it a robust, scalable, and integral part of the
telecommunications security infrastructure.
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