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ABSTRACT Opacity is an essential security indicator in archive systems. There exists a set of secret states
and an external intruder who can observe the behavior of the system in the archive system. The intruder can
steal private information by observing the behavior of the system. The system is said to be K-step opaque
when the intruder cannot confirm whether the system has been in a secret state at any time, within the
observation of K events. In the case where an intruder can never be sure whether the system has ever been in
a secret state, the system is referred to be infinite-step opaque. To be realistic, we consider an archive system
modeled as a bounded labeled Petri net, and propose an algorithm for constructing a modified state estimator
to increase the security of the archive system. Our aim is to verify the two types of opacity of the system
by the observer and the modified state estimator. Our new algorithm improves the security of the system so
that an intruder cannot easily know whether the system is in a secret state or not, which also improves the

previously-known results.

INDEX TERMS Petri nets, discrete event systems, opacity, archive systems.

I. INTRODUCTION

Motivated by the concern about security and privacy in cyber-
physical systems, opacity has been extensively investigated
in the past years [1], [2], [3], [4], [5], [6], [7]. With the
rapid development of information technology, electronic
archival systems play a vital role in modern society. These
systems are widely used to protect, manage, and provide
access to large amounts of sensitive information. The archive
systems mainly classify and preserve secret documents,
where different documents have different levels of security,
with a higher level representing a more critical document.
Higher level secret documents in the archive system should
be more strictly protected, increasing the system’s robustness
against attacks. Therefore, in order to make the research
more in line with the real situation, this paper uses an
archive system simulated by a labeled Petri net (LPN) as
the research object to analyze the opacity problem of secret
states with different safety levels in the system. However,
with advances in information technology, archives systems
are facing new security challenges, especially in protecting
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secret information. Protecting secret information in archives
systems is a critical task, and effective security measures must
be put in place to prevent unauthorized access, tampering,
or disclosure. Over the past decades, Petri nets have been
widely used to model and analyze a variety of systems,
including discrete-event systems. Petri nets are a graphical
tool that can effectively describe the behavior and state
changes of a system. However, the traditional Petri net
model has some limitations when dealing with the secret
information. Since the information flow in the traditional
Petri net model is transparent, i.e., the information transfer
path can be observed directly in the model. In some cases,
this transparency may lead to the risk of leakage of secret
information [8], [9], [10], [11], [12].

To address the challenge of protecting secret information
within an archival system and to ensure that the system does
not disclose sensitive data when processing the information,
researchers have begun to use labeled Petri nets (LPNs)
to verify opacity of the system. LPNs are an extension of
traditional Petri nets that introduce the concept of labels
that can be used to label and track the information in
a system. By using LPNs, the works in [13] and [14]
build a model in which the flow of information is opaque,
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thus preventing direct observation of secret information. This
approach improves the overall security and confidentiality
of the archive system. The works in [15] and [16] analyze
diagnosability and prognosticability of labeled Petri nets
using the basis reachability graph.

The goal of opacity verification in an archive system is
to ensure that the operation of the system is secure and
correct while protecting the secret information. The main
issue of opacity verification is to determine whether there
is a sequence of actions in the system that could lead to the
disclosure of the secret information. By performing opacity
verification, the work in [17] identifies potential security
vulnerabilities and information leakage paths, and proposes
appropriate security measures to prevent these problems.
In this way, the archive system can protect secret information
more reliably and ensure that it can always meet security
requirements during the operation.

As information interactions in networked systems continue
to increase, to ensure information flow properties, opacity
has become the latest area of concern for discrete event
systems. Opacity reflects the ability of a system to hide a
given secret from an intruder during the evolution of the
system. The meaning of opacity is that it can formalize most
of the properties of information flow. Thus, it cannot only
formalizes security and privacy, but can also analyzes them
together with three important properties of discrete event
systems (DESs), i.e., detectability [18], diagnosability [19],
and observability [20], [21]. Therefore, the purpose of this
paper is to investigate how to verify opacity of archives
systems by using LPNs. We focus on the protection of secret
information and explore how to build a model to describe
the behavior of the system. Through this research, we hope
to provide an effective method for assessing the security
level of archives systems and the level of protection of secret
information. The ultimate goal is to provide stronger security
for the design and implementation of archives systems to
address the increasingly complex and diverse security threats.

The concept of K-step opacity was initially introduced
by [22], where it was motivated by the analysis of cryp-
tographic protocols. The notion of infinite-step opacity,
an extension of K-step opacity, was later characterized
by [23]. In the subsequent work [24], Saboori and Hadjicostis
demonstrate that the verification of infinite-step opacity for
a non-deterministic finite automaton can be achieved by
constructing an observer and a bank of estimators, where
each estimator represents a pair of potential initial state and
current state. It is proven that verifying infinite-step opacity
is PSPACE-hard. The work in [25] proposes an approach
for checking both K-step opacity and infinite-step opacity,
introducing a new structure called a two-way observer
(TW-observer). The TW-observer is constructed by synchro-
nizing the observer of a given automaton with the observer of
its reversed automaton, known as the initial-state estimator.
It is shown that the complexity of verifying both K-step
opacity and infinite-step opacity is exponential in the number
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of states of the system. Recently, Tong [26] et al. establish that
these two opacity properties can be more efficiently verified
by analyzing the states of the observer and the initial-state
estimator, without constructing the TW-observer.

In this paper, we focus on verifying opacity in the archive
system. Since there are various types of secret documents
stored in the archive system and all of them have different
levels of secrecy, we define multiple levels of secret states in
the archive system and solve for multiple levels of opacity.
We abstract the archive system as a bounded LPN system.
Secrets are defined as a subset of reachable markings in
the reachability graph, where secrets have several levels
that represent different secret events in an archival system.
The proposed method of opacity verification is based on the
concept of basis reachability graph (BRG), which hides the
unobservable events, reduces a large number of states, and
generalizes the information in the system with a concise
form. The size of the BRG is less than or equal to the
reachability graph, based on the number of observable
transitions. Therefore, the BRG is effectively used to verify
certain opacity properties [27], [28].

The contributions of this paper can be summarized as
follows.

(1) An enhanced opacity verification approach is provided
in this paper. The opacity levels of different secret states
are different, and we verify the opacity of each secret state
respectively.

(2) A state estimator construction scheme for different
levels of secret states is proposed, which establishes a stricter
protection strategy for high-level secret states. We construct
a modified state estimator model to increase the opacity of
the secret states in order to prevent the leakage of high-level
secret state information.

(3) The first enhanced opacity verification in a real-world
scenario is presented, by modeling it through an actual
archive system.

Il. PRELIMINARIES

A. BASICS OF PETRI NETS

A Petri net is denoted as N = (P, T, Pre, Post), where P
is a set of places representing states or conditions in the
system, 7T is a set of transitions representing events or actions
that can occur in the system, Pre: P x T — N and Post:
P x T — N denote the pre- and post-incidence functions,
respectively, where N is a set of non-negative integers. The
incidence matrix is represented as C = Post — Pre.

A marking refers to a vector M: P — N, where each place
is assigned a non-negative integer number representing the
number of tokens. The marking of a place p is indicated by
M (p). A Petri net system (N, Mp) consists of a Petri net N
with its initial marking M.

A transition 7 is enabled at marking M if M > Pre (-, t),
allowing it to fire and result in a new marking M’ =
M + C (-,t). We use M [o) to indiate that the sequence of
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transitions ¢ = t; - --f; is enabled at the marking M, and
M [o) M’ to denote that firing o leads to M’. The set of
all enabled transition sequences in a Petri net N from the
marking My is denoted as L (N, My) = {0 € T* | My [0)},
where T* is the Kleene-closure of T [29]. For a given
transition sequence o € T¥*, the function 7: T* — N”
associates the firing vector y = w (o) € N”, where y (1) = k
represents that the occurrence of transition ¢ is k times in o.
The length of ¢ is denoted as |o|.

For simplicity, (N, Mp) can be represented as a Petri
net system. A marking M is reachable if there exists a
transition sequence o with My [o) M. The reachability set
R (N, Mp) encompasses all markings that can be reached
from My. A Petri net system is regarded as bounded if
there exists a non-negative integer k € N, satisfying the
condition M (p) < k for any place p € P and any
reachable marking M € R(N,Mp). The sets of input
transitions and that of output transitions of a marking M are
denoted by T(*M) = {t eT M [t)yM,M € R(N,Mo)}
and T(M®) = {reT |M[t)M',M' € R(N,Mp)}. The set
of input transitions for a set of markings M is denoted
by TCM) = {teT |M'[t1)M,M' € M}, the output
transitions set of a set of markings is the same as the input set.

An LPN system can be represented as a four-tuple G =
(N, My, E, £), where N denotes a Petri net, My denotes the
initial marking, E denotes the alphabet (a set of labels), and
£: T — E U {¢} is the labeling function that assigns symbols
from E or the empty word ¢ to each transition ¢t € T.
Consequently, the set of transitions can be divided into two
distinct sets: T = T, U T,, where T, = {t € T | £ (t) = E}

denotes a set of observable transitions, and 7, = T \ T,
is denoted as a set of unobservable transitions. We denote
the cardinality of observable transitions as n, = |T,| and
the cardinality of unobservable transitions as n, = |7,

For a given marking M € R(N, Myp), U (M) is defined as
the unobservable reach, which refers to the set of markings
reachable from M through unobservable transitions, which
is denoted as U (M) = {M' e N" | M [o,) M, 0, € T}}.
Additionally, if Y is a subset of markings in R (N, My),
UY)=Upey UM).

The labeling function can be extended to transition
sequences, denoted as £: T* — E™*. This extension is defined
as £L(ot) = L(c)L(t), where 0 € T* andtr € T. The
language generated by G, represented as L (G), which is
denoted as L(G) = {w € E* |Jo € L(N,Myp) : w € £ (0)}.
The words represented by L (G) can be observed by
the intruder. An observed word w € L (G) is referred
to as an observation. We denote the set of mark-
ings consistent with the observation w as C(w) =
M eN" |30 €e L(IN,My) : Mo[o)M, £ (o) = w}.

Let G = (N,My, E,£) be an LPN system. We define
the T,-induced subnet N, = (P, T,, Pre,, Post,) as the net
obtained by removing transitions in T \ 7, from the Petri
net N, where Pre, and Post, represent the restrictions of
Pre and Post to T,, respectively. The incidence matrix of the
T,-induced subnet is denoted as C,, = Post,, — Pre,.
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B. BASIS MARKINGS
In this subsection, we provide a brief overview of basis
markings and basis reachability graph. For a comprehensive
understanding of these concepts, we recommend referring
to [30] for further details.

Definition 1: Given a marking M and an observable
transition ¢ € T,, we define

Z(M, N={oceT | M[o)M' M > Pre(, 1}

as the set of explanations of ¢ at M. In other words, it repre-
sents the collection of unobservable transition sequences that,
when fired at M, enable the transition ¢. We define

Y(M,t):[yueN”“|30€Z(M,t):yu=7r(a)}

as the corresponding set of e-vectors or firing vectors, asso-
ciated with unobservable transition sequences in > (M, t).
Upon firing an unobservable transition sequence in > (M, t)
at M, transition ¢ becomes enabled. In order to obtain a
concise representation of the reachability set, our focus lies
in identifying explanations with minimal firing vectors.

Definition 2: Given a marking M and an observable
transition ¢ € T,, we define

> M)

_ {a > M. |Fo’ €D M.0):n (o) gn(o)}

as the set of minimal explanations of ¢ at M, and we define

Yoin (M, 1) = iyu eN"|oedy (M0):y =7 (a)]
min

as the corresponding set of minimal e-vectors. Let G =
(N, My, E, £) be an LPN system. The BRG generated by a
Petri net is a four-tuple B = (My, 7y, 8, My), representing
a non-deterministic finite state automaton comprised of all
basis markings, where (1) the set M, represents all basis
markings; (2) the set 7, represents the set of transitions
t € (T, UT(*Myg)), where Mg is the set of secret states; (3)
the transition function is denoted as 8, : Mj, x T — 2Mb,
ie, 0, My, t) =My, Mo =M +Cy -y, +C(,1),yu €
Yynin (M1, t). The function 8, can be extended to M, x T, —
2Mb: (4) the state M is the initial marking.

Ill. K-STEP OPACITY AND INFINITE-STEP OPACITY
The concepts of K -step opacity and infinite-step opacity have
been defined in the framework of LPNs. In this paper, in order
to apply to the LPN with multiple different levels of secret
state, we improve the traditional state estimator. Within the
realm of LPNs, a subset of reachable markings known as
M, where Mg C R (N, My), encapsulates the set of secrets.
Specifically, any marking M € Mg can be identified as a
secret marking.

The main goal of this paper is to construct a modified state
estimator to verify opacity in archive systems, where several
secret states exist. First, we construct the initial system using
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FIGURE 1. The flowchat of the scheme.

an LPN. Then, we simplify the scale of the system using the
BRG, leaving only observable transitions. Next, we assign
security levels in the system. Finally, we construct an observer
and a modified state estimator to re-synthesize the two-
way observer to verify the opacity of the secret state. The
flowchart of the scheme is shown in Fig. 1. Given an LPN
system G = (N, My, E, £), the reachability graph of the LPN
system is denoted by Gg = (Mg, Moy, E,f, L), Mg is a
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finite set of states, f : Mgp x E — 2MR s the transition
function. We denoted G; = (Mg, My, E,f;,£) as the
reversed reachability graph of G, where Mr = R (N, My).
Particularly, the transition function f; : Mg X E — 2Mr g
defined by: for any two states M| and M3 in Mg and an event
e € E, we have M, = f (My,e) if M| € f; (M3, e). Note
that G; is nondeterministic, and it is possible to reach several
different states from one event. Additionally, the initial state
of Gy is defined as the entire state space Mg, given that a
string in Gg may terminate at any state M € Mg. Then,
for any string s = o102 ...0) € E*, we denoted by s; the
reversed string of s, i.e., §; = 0(50s—1| - . . O1.

We define a variant of opacity with reference to [21],
which is formally defined in Definition 3 and Definition 4.
We assume that the intruder, represented as an observer,
possesses complete knowledge of the system’s structure.
However, it can only partially observe the system’s behavior.

Definition 3: (K-step opacity). Given an LPN system G =
(N, My, E, £), the reachability graph Gg = (Mg, My, E,
f, ), a set of secret states Mg, and a non-negative integer
K € N, the natural projection P : T* — TJ, system G is
said to be K-step opaque if

(Vst € L(Gr,Myp) : f (Mp,s) e Mg AP (@)]| <K)
(3s't" € L (G, My))
[f (Mo, s") ¢ Ms AP (s) =P ) AP () =P ®)].

When K = 0, K-step opacity reduces to current-state
opacity. When K — oo, K-step becomes infinite-step
opacity. We recall the formal definition from [26].

Definition 4: (Infinite-step opacity). Given an LPN sys-
tem G = (N, My, E, £), a reachability graph Gg = (Mg,
My, E,f,£), a set of secret states Mg, and a non-negative
integer K € N, system G is said to be infinite-step opaque if

(Vst € L(Gg, Mo) : f (Mo, s) € My)
(3s't" € L (Gg, My))
[f Mo.s') ¢ Ms AP () =P ) AP()=P1)].

Definition 5: (Multi-level opacity). Given an LPN system
G = (N,My,E,?), a reachability graph Gg = (Mg,
Moy, E, f, £), a secret requirement is a function § : Mg — N
that assigns to each state M € My a secret level S (M).

Example 1: Consider an LPN system G shown in Fig. 2,
representing an archive system for storing secret documents.
In this LPN, the place p, represents the storage location where
the secondary secret documents are stored. The remaining
places are storage locations for documents classified at the
first level of secret, with the second level of secret having a
higher level of secret.

The set of observable transitions is T, = {tg, 11, t2, 13, 14, 15,
te, 17,13, 19} and the set of unobservable transitions is
T, = {ti0,t1,t12}. The set of observable transitions T,
represents operations of requesting secret documents such
as borrowing, backing up, transferring, etc., which can
be observed externally. On the contrary, while the set of
unobservable transitions 7, belongs to internal operations
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tio(e)

t(a) ps

FIGURE 2. The LPN of the archive system.

tio(e) to(a)

FIGURE 3. The reachability graph of the archive system.

on secret documents such as encrypting and decrypting
documents, which cannot be observed externally. Transitions
t0, 111, t12 are labeled as ¢ to indicate unobservable events,
the rest of events are observable events.

As shown in Fig. 2, a secret document first enters into the
first-level secret document storage location pg, arrives at the
first-level secret storage location p; after the initialization
operation t1o of the archive system, after a secret document
transmission process f( reaching the first-level secret storage
location py, then the first-level secret storage location p3 and
the second-level secret storage location p4 are reached after
the document encryption operation #; and t;. The system
arrives at the first-level secret storage locations ps and pg
after the document request operations #3 and #4, respectively.
Next, after document backup operations 711 and #1, to reach
the first level of secret storage locations p7 and pg, then
through document access operations to reach the first level
of classified storage locations pg and p1g, and finally through
document sealing processing f9 to reach the first level of
classified storage location pjg.

The reachability graph of the archive system is shown in
Fig. 3. In the archive system, each state is supposed to be
protected, with a secret level of at least 1, where M> is set to
secret level 2. The BRG of the system is shown in Fig. 4. It is
easy to verify that K-step opacity does not hold for K = 2.
By taking s = fy and ¢ = #4¢1, we know that the only string
s't" € L (G) is st itself. Note that the LPN system is not 2-step
opaque.
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FIGURE 4. The basis reachability graph of the archive system.

IV. OPACITY VERIFICATION USING MODIFIED STATE
ESTIMATOR

In this section, we present the results of verifying the two
opacity properties using the BRG and the modified state
estimator. The usage of BRG requires the satisfaction of the
following two assumptions, which are common to most of the
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literature in this area [30], [31], [32], [33]: (1) the LPN system
is bounded; (2) its T;,-induced subnet is acyclic.

Given an LPN system G = (N, My, E, £), the BRG is a
nondeterministic finite automaton (NFA), where each state
is a basis marking, the set of events is the alphabet of the
LPN system, and there is no transition labeled with the empty
word. We denote it as Gg = (Mp, E, f, Mp). It is proven
that £ (Gg) = L (G). To avoid repeating material already
presented in other works, we refer the readers to [32] for the
algorithm to construct the BRG.

Given a BRG Gg = (Mp,E,f,My), we denote:
Bobs = (Mobs, E, fobs: Mobs,0) the observer of B, and B, =
(Xe, E.f., Xe,O) the initial-state estimator of 3. The observer
is constructed as shown in Algorithm 1.

Algorithm 1 Constructing an Observer for the Archive
System
Input: An LPN G = (N, My, E, ¢).
Output: A system observer B,ps = (./\/lohx, E, fobs, MO;,X,O).
1: Let M =@, Mye, = {Mp};
2: Let T, be a set of observable events;
3: while M,,,,, # ¢ do
4 Select a state M € M,
5 forallt € T, do
6: Computing Y, (M, 1);
7
8
9

for ally € Y,in (M, 1) do
Let/]\l/l =M+Cuc‘y+c('vt);
if AM € M U M,,,, then

10 Let Moy = Mpey U {M},
11: end if

12: Letf (M, 1) = M;

13: end for

14: end for

15: Let M = MU {M};

16: Let Moy = Mpew \ {M};

17: end while

18: Let BRG B = (Mg, E, f, My);

19: Generating an observer Bops = (Mops, E, fobs, Mobs,0):
20: Output Bops = (Mops, E, fobss Mobs,0)-

We denote by X (s, Gg) the current-state estimate
associated with observed string s € P (L (Gg)) w.r.t. Gg,
ie,X(s,Gr) ={M € Mg : 3t € L(G),f Mo, 1) =x A
P(t) = s}.

In the archive system that is vulnerable to external
intruders, we improve the state estimator of the system in
order to resist the damage of the attack on the system.
Each state in the archive system has a different level
of confidentiality, and we should take stricter protection
measures for high-level secret states. Therefore, we propose
a scheme to improve the state estimator of the system.

In Algorithm 1, we combine the method of constructing
observers with the basis reachability graph (BRG), omitting
unobservable events and retaining observable events, which
drastically reduces the number of states in the system. The
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number of observer states grows exponentially with respect
to the number of basis markings in the reachability graph.
The modified state estimator is constructed as shown in
Algorithm 2. First, we construct a reversed automaton of the
observer. Specifically, the transition functionfg : MpxE —
Mp is defined by: for any two states M| and M, in Mp and
anevente € E, we have My = f (M1, e) if M1 € fr (M3, e).

Algorithm 2 Constructing a Modified State Estimator of a
System
Input: Archives  system
(Most Evfobs, Mobs,O)'
Output: State estimator for the archive system B, =
(MEs Evfe’ Me,())'
Let G, = (P, Ty, Fq, Mo, W,);
Let M, o = My;
forall M e M,,t €T, do
if f(M,t) =M’ then
Letf, (M', 1) = M;
end if
end for
forall M € M, do
if S(M) > 1 then
LetD =S M)
forall1 < Ddo
forallt € T(°M) do
if t € D (M) then
Deleting the arc to which event ¢ is

observer  Byps =

R A A A S ol e

— — = = =
R T

connected;
15: end if
16: end for
17: D=D-1;
18: end for
19: end if
20: end for
21: Output B, = (M., E, fo, M ).

In the state estimator Gg, if a state M has a secret level
S (M) > 1, we find the number of paths D (M) from the
initial set of states Mp o to the state M. When D > S(M),
we delete S(M)— 1 events from the set of input events T (*M),
and delete D — 1 events from the input events 7 (*M) when
1 < D < S(M). In both cases, if the secret state has more
than one antecedent event in the state estimator, we choose
the event with the shortest path length to delete.

Since in a real archive system, there are several secret
documents of different levels in a real archive system, in order
to make the proposed method more relevant to the real
world, we propose a modified state estimator as shown
in Algorithm 2. Then, there are multiple secret states in
an archive system, the modified state estimator takes into
account the policy that higher level secret states should be
more strictly protected. Specifically, we remove some of the
input events for states with the secret level greater than one.
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Thus, it will be more difficult for an attacker to estimate the
system behavior, which improves the security of the system.

For the complexity analysis of the algorithms, first, the
complexity of constructing a BRG is exponential with respect
to the size of the Petri network system (the number of
places and the initial marking). Since both Algorithm 1 and
Algorithm 2 are constructed under the BRG, in the worst
case, constructing the BRG has the same complexity as
constructing an RG, where the complexity is exponential
related to the number of places and the initial marking. How-
ever, in practice, |[Mp| is much smaller than |R (N, My) |.
The complexity of the Algorithm 1 is of O (|T0| X 2|MB|).
Since Algorithm 2 is computed for secret states, it has the
complexity of O (|T0| X |Mg| x 2‘MB|).

Definition 6: Given an LPN system G = (N, My, E, ¢),
the two-way observer of G is a deterministic finite-state
automaton Obstw (G) = (Mrw, Erw, frw, Qrw,0) Where
Mrmw €S M, x M, is the set of states; Eyw = (E x {&¢}) U
({e} x E) is the set of events; Qrw.o = (Mo,Me,o) is the
initial state; frw: Mrw X Erw — Mrpw is the transition
function defined by: for any state (M, M;) € Mrpw and
event e € E, the following transitions are defined whenever
they are feasible

Srw (M1, M>), (e, €)) = (f (M1, e), M>)
Srw (M1, M2), (e, e)) = (M1, fo (M2, e))

Intuitively, the TW-observer tracks a string s in £ (G) from
M, and areversed string 7 in Rev (L (G)) from M, o, where
Rev (L) = {sg:s € L}. Let (M, M) be a state reached in
Obstw (G). If My N M> # (J, then it represents that the two
strings s and sg are coincident in some states.

In a TW-observer, a reversed automaton infers the secret
state of a system by monitoring and analyzing its inputs
and outputs. When using a reversed automaton for opacity
verification, we can modify the state transition diagram
to protect the secret state in the system. Specifically,
we can make modifications to the state transition diagram
of the reversed automaton by adding or removing states
and transitions, in order to conceal the actual states and
transitions, thereby preventing attackers from inferring the
secret state of the system based on the output of the reversed
automaton. When designing the reversed automaton, we can
also consider introducing secret states and events, and employ
techniques such as encryption or obfuscation to safeguard the
secret information in the system. In this way, even if attackers
manage to obtain the output of the reversed automaton, they
would be unable to deduce the secret information in the
system. The main purpose of performing these modifications
is to mask the true character of the system, thus preventing a
potential attacker from inferring the secret state based on the
output of the inverse automaton.

In the scheme of using BRG for opacity verification,
we construct an initial archive system by using an LPN.
By using a TW-observer, the reversed automaton can be
flexibly modified, and the TW-observer can be reconstructed.

VOLUME 12, 2024

Our goal is to remove the input events of secret states
in the BRG, which is equivalent to removing the output
events of secret states in the reversed automaton. Ultimately,
this achieves the satisfaction of 2-step opacity that was
previously unsatisfied, or the satisfaction of 3-step opacity if
it was previously satisfied with 2-step opacity. In the case of
multiple paths, the shortest path from the initial state set of
the reversed automaton is selected for deletion. In the archive
system, to reflect the secrecy and security of the archive,
we assume that the secrecy level of each state is at least 1.
Based on protecting secret states, we construct the initial
BRG system and ensure the security of secret states in the
BRG. By using the BRG, we can obtain the observer B, and
the reversed observer B,, and delete the input transitions of
secret states in the reversed observer.

Example 2: In the archive system shown in Fig. 4, we clas-
sify the levels of secret states, establishing a distinction
between the levels of secret. Specifically, we assign M
and M3 are the level 2 secret states, which implies higher
sensitivity and secrecy, while all other states are classified as
level 1 secret states. The system observer B,ps is shown in
Fig. 5. The traditional state estimator is shown in Fig. 6. The
modified state estimator generated after Algorithm 2 is shown
in Fig. 7, where the pre-events are removed since M and M3
are secret states of level 2. The TW-observer synthesized by
the observer and the state estimator is shown in Fig. 8, where
only some of the necessary states are shown.

First, we consider the traditional state estimator with M»
as the secret state, where Mg = {M,}. With the TW-
observer, we find that state (C,J) is reached after string
{(e,a), (a, ), (a,e)}. Since the state can be represented

A {Mn}
a

\
B {M/}
v’

G| Mg M7}

b \A A

FIGURE 5. The observer B4 of the system.

= A
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'

7| MMy Mo M, Moy M5, Mo M} ‘

L‘ (Mo, M), M:, M} ‘

M ;

FIGURE 6. The traditional state estimator 53%.

'

1‘ (Mo, My, M, M, Mo, M, Mo, M-} ‘

FIGURE 7. The modified state estimator 37".

My, M3}, {My, My, My, M3, M5, M7}), we have that
{M, M3} 0 {Moy, My, M2, M3, Ms, M7} = {M>, M3} # M.
Therefore, the system satisfies 1-step opacity, and by the same
logic it does not satisfy 2-step opacity.

Then, we consider the modified state estimator with M, as
the secret state. Similarly, we find that state (C, J) is reached
after string {(¢, a) , (a, €), (a, €)}. On the contrary, the state is
(M3, M3}, {Ms, M7}), we have that {M;, M3} N {Ms, M7} =
# # Ms. Therefore, the system satisfies 1-step opacity and
2-step opacity, by the same logic it does not satisfy 3-step
opacity.

Finally, we consider the M3 as the secret state. With the
traditional state estimator, the system is not 2-step opaque,
and with the modified state estimator, the system satisfies
both 2-step opacity and infinite step opacity.

To strengthen our defenses against potential information
leakage, we have carefully designed a modified state esti-
mator that serves as a powerful barrier against unauthorized
access to high-level secret information. Recognizing the

57192
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FIGURE 8. The reduced TW-observer of the system Obsyyy, .

critical importance of protecting secret information, our
approach focuses on introducing a higher level of sophis-
tication for any potential intruder attempting to observe or
decipher secret information. The modified state estimator
significantly increases the difficulty for intruders to access
secret information within the system. By hiding input events
with high-level secret states, it is equivalent to adding an extra
layer of defense, the possibility of leaking secret information
is greatly minimized.

V. CONCLUSION

In this paper, the problem of opacity validation in archival
systems is considered. To be realistic, we classify the secret
states of the system into several levels, with higher levels sup-
posed to be more strictly protected. The key to our approach
is building an observer and a modified state estimator using
BRG, which are designed to reduce the complexity associated
with the verification process. The modified state estimator
plays a key role in strengthening the system against potential
intrusion risks. Specifically, the input events of states with
secret level greater than 1 are hidden. This hiding strategy
is crucial in reducing the vulnerability of the system, thus
enhancing the overall security posture of the system. Then,
we synthesize the TW-observer by using the observer and the
modified state estimator, which is used to verify the system
opacity, and the results show that the system can be changed
from the original unsatisfied K-step opacity to satisfy the
K -step opacity. With such a scheme, the system with several
different levels of secret states can be verified in opacity,
the higher level states being more strongly protected. In the
future, we will consider the problem of opacity verification
under different kinds of attacks [34] and consider how to
reduce the computational complexity.
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