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ABSTRACT In the 5G and beyond 5G networks, achieving security-aware data transmission needs to
convert clients' requests into a service function chain (SFC), each service function (SF) providing a certain
security guarantee. With diverse configuration techniques, an SF may own multiple versions, each version
providing various security guarantees with diverse costs. It should be notice that, as the recent software
failures have caused severe financial loss, great attentions from both academia and industry have been
put onto the SFC reliability. In the literature, existing works have solely investigated the following two
fields: 1) how to deploy a security-aware SFC, and 2) how to protect a traditional SFC. Simply applying
these techniques to dealing with the problem of security-aware SFC protection might not be efficient as
the backup and primary SFCs may not be identical for security-aware SFCs. Therefore, how to jointly take
these fields into account is challenging and remains open. To tackle the above problem, this paper studies
how to construct and embed a security-aware SFCwith asymmetric dedicated protection.Wemathematically
define this problem and name it security-aware service function chaining, embedding, and protection with
multi-versioned SFs (SFCEP-MF) with the objective of cost optimization. Next, to optimize the SFCEP-
MF problem, we construct an efficient algorithm, called augmenting-path with primary-first disjoint SFP
identifier (APPF-DSI). Extensive simulation results show that the APPF-DSI algorithm outperforms the
benchmark approaches that are directly extended from the state-of-the-art.

INDEX TERMS Network function virtualization, service function with multi-versions, service function
chaining and embedding, security, reliability.

I. INTRODUCTION
The increasing number of 5G infrastructures and Internet of
Things (IoT) devices demand a significant number of network
services [1]. Traditionally, these services employ network
functions that are hosted by middleboxes to enhance the
network service performance [2]. As these middleboxes are
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approving it for publication was Kashif Saleem .

generally implemented by hardware-based, it is costly and
inefficient for maintenance and management [3]. To reduce
the capital expenditure (CAPEX) and operation expense
(OPEX), network function virtualization (NFV) is introduced
to implement network functions by software-based modules,
called service functions (SFs) [2], [4]. In the NFV paradigm,
a network service generally includes a set of SFs and the
corresponding networking resource demands for initializing
the SFs [5]. To accommodate an NFV-based network service,
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FIGURE 1. Sec-SFC with multi-versioned SFs.

the service provider (SP) concatenates the required SFs into
a chain structure called service function chain (SFC) and
deploys it onto a shared physical network (PN) [6], [7]. The
process of composing and embedding an SFC over a shared
PN is SF chaining and embedding (SFCE) [8], [9]. After the
SFCE process, the SF is initialized as an SF instance (SFI)
and hosted by a physical node (e.g., server), and the SFC is
hosted by a physical path called service function path (SFP).

Recently, due to the frequent cyber-attack issues [10], the
SFC security attracts great attentions from both industry
and academia. To defend against various network attacks
security-aware SFCs (Sec-SFC) are employed [11], [12].
To enhance the SFC security, diverse security-aware SFs are
employed [13], [14]. For example, firewalls are utilized to
control network access, network intrusion detection systems
(NIDS) are employed to monitor exploitation attacks in
network loads, and network anomaly detection systems
are used to detect distributed denial of service (DDoS)
attacks [14]. For an SF, different service providers implement
it in different ways, resulting in different cost and security
performances of the SF, one security-aware SF may own
multiple versions [13]. At the meantime, these security-aware
network services are delivered via the ‘‘pay-as-you-go’’
pattern, and the clients can customize how much safety they
need during their data transmissions [15]. Here, the ‘‘safety
they need’’ is referred to as the security requirement [16].
In this paper, we use a certain number to represent the user’s
security requirements. The larger the number, the higher the
user’s security requirements. Due to the various configuration
techniques, one SF can be initialized in various versions,
each of which will provide dissimilar securities and need
diverse implementation costs [17], [18]. To flexibly meet
the security requirement of the client, the orchestrator can
employ security-aware SFs from different SPs to formulate
the SFC, and such an SFC is referred to as the security-aware
SFC (Sec-SFC). For example, Fig. 1 shows a cloud virtual
reality (VR) service that is satisfied by security-aware SFs
with multiple versions. Here, User1 and User2 need the

FIGURE 2. Sec-SFC with asymmetric dedicated protection.

security requirements of 5 and 15, respectively. Meanwhile,
the security and the cost of implementing firewall and DPI
from SP1 and SP2 are respectively shown in the table
of Fig. 1. To reduce the cost and satisfy the security
requirement, the service ofUser1 could employ the functions
provided by SP1 via the path of cloud → A(firewall) →
B(image/framerendering) → User1 with the cost of 26,
and User2 could employ the functions provided by SP2
via the path of cloud → E(DPI ) → F(firewall) →
D(image/framerendering)→ User2 with the cost of 53.

In NFV-based networks, it is very important to consider
reliability because the failure of any SF in the SFC, whether
due to the hardware issue (e.g., a failure of the physical
machine hosting the virtual machine that is executing that
SF) or the software issue (e.g., the SF itself or the virtual
machine executing it is incorrectly configured), will break the
entire chain and will result in a suspension of service. Great
attention has been put on investigating the SFC reliability
issue, and an effective way to improve SFC reliability is
through the adoption of redundancy-based SF placement poli-
cies. Here, we protect the working SFC by placing a backup
SFC in advance to improve the reliability of the service, thus
preventing not only the failure of the SF but also the link
failure in the network service chain. Even though extensive
efforts have been put into SFC protection, no existing work
takes the protection of the Sec-SFC into account, and it is
non-trivial to directly employ the existing work on handling
the Sec-SFC protection. Different from the traditional SFC
protection, the purpose of the Sec-SFC protection is to satisfy
the security requirement from clients [19]; thus, the backup
SFC does not necessarily require a symmetric structure as the
primary one does.We employ Fig. 2 to address this. As shown
in Fig. 2, a VR service routing the forward path cloud →
A(firewall) → B(image/framerendering) → EndUser
that use firewall to enhance security, and an asymmetric
dedicated protection approach is employed to protect the
service. There exists more than one available asymmetric
backup SFCs. The green forward path cloud → C(DPI ′)→
D(image/framerendering′) → EndUser is an alternative
backup SFP, which employs DPI to replace the firewall in the
primary SFC. Meanwhile, the blue forward path cloud →
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E(DPI ′) → F(firewall) → D(image/framerendering′) →
EndUser shows another backup SFP, which uses firewall and
DPI to protects.

Based upon, Fig. 1 and Fig. 2 have introduced the concept
of security requirement and multi-versioned SF. As one
can see, the joint process of security-aware SF chaining,
embedding and protection is distinguished from the tradi-
tional SFC embedding process and is even more challenging
since one must select the proper set of security-aware
SFs to meet the security guarantee requirement. As proved
by [20], the cost optimization problem of SFC embedding is
already NP-hard. How to resolve the optimization problem
of security-aware SF chaining, embedding, and protection
remains open and challenging. To tackle the above problem,
this work comprehensively studies the problem of jointly
chaining, embedding and protecting a Sec-SFC onto a shared
PN. First, we mathematically define this problem and name
it security-aware service function chaining, embedding, and
protecting with multi-versioned SFs (SFCEP-MF) and we
prove this problem is NP-hard. Next, to solve this problem,
we propose an asymmetric dedicated protection method.
Based on this method, we propose a novel technique called
augmenting-path-based disjoint SFP identifier (AP-DSI).
We analyze the feasibility of AP-DSI and identify the circum-
stances that AP-DSI does not work well. For improvement,
we propose another technique called primary-first disjoint
SFP identifier (PF-DSI) to enhance the performance in these
circumstances. Then, we combined these two techniques to
form our algorithm called Augmenting-Path with Primary-
First Disjoint SFP Identifier (APPF-DSI). Last but not least,
compared to the schemes directly extended from the existing
works [21], [22], extensive simulations show APPF-DSI can
significantly reduce the implementation cost.

The rest of this paper is organized as follows. Section II
introduces the asymmetric dedicated protection concept.
Section III summarizes the related work. We formulate the
security-aware service function chaining, embedding, and
protectionwithmulti-versioned SFs (SFCEP-MF) problem in
Section IV. Section V presents the service function chaining,
embedding and protecting algorithm, and SectionVI analyzes
the experimental results. At last, Section VII concludes the
paper.

II. ASYMMETRIC DEDICATED PROTECTION
In this section, we summarize the traditional symmetric
SFC dedicated protection concept and propose our novel
asymmetric SFC dedicated protection concept.

A. SYMMETRIC SFC DEDICATED PROTECTION
In the traditional symmetric SFC dedicated protection, the
backup SFC employs an identical structure as the primary
SFC does. Specifically, the backup and primary SFCs have
the same source, destination, SF types, and SF executing
orders. For example, Fig. 3(a) shows a pair of primary and
backup SFs with the symmetric SFC dedicated protection.
It is worth noting that, to ensure that the backup SFP could

function properly when failures occur at the primary SFP,
the embedding process of the primary SFC and the backup
SFC must be ‘‘physically-disjoint’’. Here, the ‘‘physically-
disjointedness’’ refers to that the primary and backup SFPs
should employ different physical nodes for hosting SFIs and
diverse physical links for data transmission.

Different from the traditional SFC delivery, the client in
the scenario with Sec-SFCs does not directly require a set
of SFs but a specified security requirement. In this case,
employing the SFC dedicated protection will largely decrease
the number of possible primary and backup SFC pairs. This
is because the primary and backup SFC pair only needs to
satisfy the client’s security requirement and they can employ
asymmetric SFC structure. When an SFI fails, the service
flow will be switched from the the failure-impacted SFC to
the backup one, and the destination will notify the source
which data are lost due to the failed SFI, rather than directly
grabbing the data from the faulty SF. Therefore, even if
the primary and backup SFC employed different SFs, the
security requirement of the client is guaranteed. Due to this,
directly employing the symmetric SFC dedicated protection
for Sec-SFCs may exclude the best primary and backup
Sec-SFC pair and potentially increase the implementation
cost. To further tackle this point, we formally define the
concept of asymmetric SFC dedicated protection.

B. ASYMMETRIC SFC DEDICATED PROTECTION
To facilitate the protection of the Sec-SFC, we formally
define the concept of asymmetric SFC dedicated protection.
Asymmetric SFC dedicated protection means that the pair of
primary and backup SFCs does not need to (i) follow the same
SF executing order, (ii) employ the same set of SFs, but must
(iii) satisfy the client’s security requirement. We use Figs. 3
for further elaboration.

Fig. 3(a) shows the symmetric SFC dedicated protection
scheme, where the primary and backup SFCs have identical
structures. Fig. 3b shows an example of asymmetric SFC
dedicated protection, where the executing order of the backup
SFC is different from the primary one. In specific, the primary
SFC employs f x

′

1 and f x
′

2 in the order of f x1 → f x2 but
they are in the order of f x

′

2 → f x
′

1 in the backup SFC.
Fig. 3c shows another example of asymmetric SFC dedicated
protection, where different versions are taken into account.

FIGURE 3. Examples of asymmetric SFC protection.
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TABLE 1. Summary of related work.

In particular, the backup SFC employs f y
′

1 and f x
′

2 to protect
the primary SFC that employs f x

′

1 and f x
′

2 . Last but not
least, Fig. 3d demonstrates an example of asymmetric SFC
dedicated protection, where the primary and backup SFCs
employ different types of SFs to meet the client’s security
requirements. That is, the backup SFC use f y

′

3 , f x
′

4 , and f y
′

5
instead of f x

′

1 and f x
′

2 in the primary SFC for protection.
As one can see from the above examples, the symmetric

SFC protection is a sub-case of the asymmetric SFC
protection, where the primary and backup SFCs employ
the same set of SFs with the same executing order. Since
the symmetric protection is a sub-case of the asymmetric
one, directly employing existing symmetric SFC protection
approaches may not be efficient for the asymmetric case.
To find an efficient way for tackling the asymmetric SFC
dedicated protection, in the following contents, we sum-
marize the related work, formulate a novel problem called
security-aware service function chaining, embedding, and
protection with multi-versioned SFs (SFCEP-MF), and
propose efficient techniques and heuristic algorithms.

III. RELATED WORK
In this section, we summarize the existing work related to the
SFCE process. We classify these works according to whether
they have taken (i) SF chaining, (ii) SFC embedding, (iii) SFC
protection, and (iv) security into account, which is shown in
table 1.

A. SFC EMBEDDING
When given an NFV service request, the embedding of
SFC received a lot of attention in the literature [23], [24],
[25]. The author of [23] have investigated the problem
of dependence-aware service function chain embedding in
Optical networks, and they proposed an efficient algorithm,
namely, dependence-aware service function chain embedding
with least-used consecutive subcarriers algorithm to solve
this problem. The author of [24] have defined a new problem
called multicast services embedding in optical networks
with fanout limitation, and they proposed an efficient
algorithm, namely, centrality-based degree bounded shortest
path tree (C-DB-SPT) algorithm, to take advantage of the
centrality technique for multicasting node and link mapping
while minimizing the needed resource and satisfying the
fanout limitation. The authors of [25] have studied the
problem of dependence-aware SFC embedding, and they
have proposed an efficient algorithm, namely, dependence-
aware SFC embedding with group embedding, to efficiently

map clients’ service requests over the physical network while
taking into consideration the computing resource demand,
function dependence of the VNFs, and the bandwidth demand
for the service request.

B. SF CHAINING AND EMBEDDING
Great efforts have been put into investigating how to
efficiently compose and embed an SFC over a shared PN [5],
[7], [9], [20]. The work of [9] defined the concept of
hybrid SFC (h-SFC), whereas some SF nodes are required
to process bidirectional traffic while others only handle
unidirectional traffic, and proposed efficient approximate
algorithms to solve the h-SFC composing and embedding
problem. Furthermore, the authors of [5] comprehensively
studied how to optimize the latency of hybrid SFC com-
posing and embedding process, and proposed the first 2-
approximation algorithm by utilizing the feature of Eulerian
circuit. When an h-SFC is given a priori, the authors of [7]
studied the problem of optimally embedding a hybrid SFC
over a shared multi-access edge computing system, and the
proposed Opt-HSFCE algorithm needs much less runtime
compared with the brutal force algorithm, and significantly
outperforms the schemes that are directly extended from the
existing techniques. The authors in [20] comprehensively
investigate how to minimize the cost when delivering
network services as SFCs with provable bounds and fewer
assumptions and formally define the problem of minimum
cost service function chaining and embedding (MC-SFCE)
and propose an algorithm, namely, cost factor-based SFCE
optimization with shortcut (COFO-SC), for MC-SFCE. they
provided novel mathematical analysis to demonstrate the
correctness of the approaches and related bounds.

C. SFC PROTECTION
In order to ensure the reliability of SFC, the protection
of SFC has also been studied extensively [21], [26],
[27], [28]. The authors of [21] present novel survivability
provisioning heuristics for SFC embedding in multi-layer fog
networks, they use pre-provisioned backup node resources
and link bandwidth to achieve rapid switchovers for single
node/link failures. The authors of [26] proposed for the
first time a multi-path based disaster protection scheme for
SFC embedding, and they formulated this problem by a
layered-flow based ILP so as to find the protection solution
with the minimum network cost in terms of bandwidth and
processing resource. The authors of [27] jointly consid-
ered physical/virtual network failures and hardware/software
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failures, and they first introduce an augmented SF protection
graph, called k-connected service function slicing (KC-
SFS), which can facilitate the SF protection against multiple
concurrent physical/virtual node and physical link failures.
Based on the KC-SFS, they propose an efficient heuristic
algorithm, called service function slice embedding (SFSE),
which employs the k-connected network slicing technique (k-
NST) to solve the deterministic fault-tolerant service function
slicing (DFT-SFC) problem. Via thorough mathematical
analysis, they prove that k-NST achieves 2-approximation.
The authors of [28] proposed an instance-sharing and reliable
construction algorithm (ISRCA) to aggregate multiple SFCs
into a service function graph (SFG), and perform reliability
screening for the SFG set. After mapping the SFG to the phys-
ical network, a node-ranking algorithm with centrality and
reliability (NRCR) is proposed for backup node selection and
backup instance implementation to improve the reliability of
SFCs that have not met the requirements.

D. SECURITY
Recently, the security-aware SFC has attracted great attention
from academic groups [16], [22], [29], [30], [31]. The
authors of [29] mainly studied the implementation of SFC
and proposed two algorithms that can guarantee privacy and
security, and optimize the deployment time, respectively. The
authors of [16] have introduced a security level to indicate
standard protection, whereas the security level is assigned for
each substrate node and virtual node, and those values can
be determined by the network operator and the user, thereby,
a substrate node with a higher security level has a higher
level protection mechanism for embedding virtual nodes.
The authors of [30] have also considered the construction
of virtual networks based on the security level for network
security, whereas security VNFs are added to some substrate
nodes for increasing those security levels such that the
security level of each virtual network is satisfied. Meanwhile,
the authors of [31] proposed a flexible and configurable
dynamic composition mechanism of the security service
function chain, and this mechanism establishes a combined
model based on vector space and integer programming,
which reduces the transmission delay but increases the
new reconstruction operation time overhead. The authors
of [22] first proposed security constraints based on physical
isolation and formulated the problem of reasonably placing
multi-tenant SFCs subject to multiple constraints to minimize
resource consumption, and they proposed a hypergraph
matching algorithm to find the maximum weight subset of
hypergraphs whose vertices do not intersect to give a high
degree of physical isolation by dealing with the conflict
graphs.

As one can see, no existing work jointly took the above
four fields into account. That is, one cannot simply employ
the existing approaches to solve the SFCEP-MF problem.
To begin, we formulate the mathematical model for the
SFCEP-MF problem as follows.

IV. PROBLEM STATEMENT
In this section, we formulate the problem of security-aware
service function chaining, embedding, and protection with
multi-versioned SFs (SFCEP-MF).

A. PHYSICAL/SUBSTRATE NETWORK MODEL
We use an undirected graph G = (N ,L,F) to represent
the physical/substrate network, where N , L and F are the
set of physical nodes, physical links and service functions,
respectively. An SF has multiple SPs, and for different SPs,
it requires different costs and provides different security
performance. For each physical node n ∈ N , it has a total
amount of computing resources (Cn) and can host a specific
set of SFs. For each link l ∈ L, it has a certain amount of
bandwidth resource (BWl). To facilitate presentation, we use
la,b, where a and b (∀a, b ∈ N ) are endpoints of this link.

B. NETWORK SERVICE REQUEST MODEL
A network service request (NSR) is denoted by a 4-tuple
NSR =< s′, d ′, bw, 2 >, where s′ and d ′ respectively rep-
resents the source and destination, bw represents bandwidth
requirements, and2 is client’s security requirements. We use
Secf xi to represent the security provided by f xi .

C. SECURITY-AWARE SERVICE FUNCTION CHAINING,
EMBEDDING, AND PROTECTION WITH MULTI-VERSIONED
SFS (SFCEP-MF)
Given an NSR and a physical network, we investigate
the problem of how to compose, embed and protect a
security-aware SFC that meets the security requirement and
has the minimum overall cost. Table 2 lists the notation used
in the problem formulation. The objective of the proposed
problem is to minimize the primary and backup SFC cost
(i.e., CP, CB):

min CP
+ CB (1)

The sum of the computation and bandwidth cost is denoted
by CCPU and CBW , respectively. Eq. (2) and Eq. (3) elaborate
on the calculation of the cost for creating the primary/backup
SFP, respectively.

CP
= CP

CPU + CP
BW (2)

CB
= CB

CPU + CB
BW (3)

1) SF NODE EMBEDDING CONSTRAINT
In Eq. (4), we use M i/x

n (M i/x ′
n ) to represent whether an SF

(i.e., f xi or f x
′

i ) is mapped onto physical node n or not,
where i and x respectively represent the type and SP of
an SF f . Meanwhile, i/x (i/x ′) represents an SF f xi (f x

′

i )
in primary SFC (pSFC) or backup SFC (bSFC). Eq. (5)
ensures that every required SF must be hosted by a physical
node. Eq. (6) shows that SFs in Rf cannot be mapped onto
the same node. Eq. (7) requires that a node n cannot be
simultaneously employed in both primary and backup SFCs.
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TABLE 2. Notation Table for Problem Formulation.

Eq. (8) guarantees that node n must have enough computing
resources to host the SFs.

M i/x
n =

{
1, f xi ∈ {pSFC, bSFC} is mapped onto n;
0, otherwise.

(4)∑
n∈N

M i/x
n = 1,∀f xi ∈ {pSFC, bSFC} (5)

M i/x
n +M

j/y
n ≤ 1,∀f xi , f yj ∈ Rf (6)

M i/x
n +M

j/y′
n ≤ 1,∀n ∈ N (7)∑

fi∈F

∑
x∈S

cf xi ∗M
i/x
n ≤ Cn,∀n ∈ N (8)

2) SFP ROUTING CONSTRAINT
In Eq. (9), we use pi/x,j/ym,n (pi/x

′,j/y′
m,n ) to represent whether or not

the physical path from m to n is used to complete the primary
SFP (pSFP) and backup SFP (bSFP) or not. Eq. (10) ensures
that a type of SF f x will only be used once in pSFC (bSFC).
Eq. (11) represents whether the link la,b(l ′a,b) is a sub-path of
pSFP (bSFP) or not. Eq. (12) ensures that a link la,b cannot
be employed in both pSFP and bSFP. Eq. (13) shows the
bandwidth constraint.

pi/x,j/ym,n =


1, path from m to n that host

f xi , f yj ∈ {pSFC, bSFC}

0, otherwise

(9)

pi/x,j/xm,n = 0,∀i, j ∈ S (10)

la,b =

{
1, is a sub-path of pm,n

0, otherwise
,∀a, b ∈ N , a ̸= b

(11)

la,b + l ′a,b ≤ 1,∀a, b ∈ N (12)∑
fi,fj∈F

∑
x,y∈S

la,b ∗ pi/x,j/y ∗ bw ≤ BWla,b ,∀a, b ∈ N (13)

3) SEC-SFC CHAINING CONSTRAINT:
Eq. (14) ensures that the pSFC (bSFC) satisfies the client’s
security requirement. Eq. (15) guarantees that the SFs fi and
fj meet the placement sequence requirements, where Dfi,fj
is a binary value (=1, fi should be placed before fj; =0,
otherwise). Eqs. (16) and (17) demonstrate the computation
and bandwidth cost.∑

fi∈F

∑
x∈S

∑
n∈N

Secf xi ∗M
i/x
n ≥ 2 (14)

pi,jm,n ∗
M i
m +M

j
n

2
≤ Dfi,fj (15)

CCPU =
∑
fi∈F

∑
x∈S

∑
n∈N

cf xi ∗M
i/x
n ∗ δ ∗ α (16)

CBW =
∑
fi,fj∈F

∑
x,y∈S

∑
a,b∈N

la,b ∗ pi/x,j/y ∗ bw ∗ γ (17)

With limited networking resources, the SF chaining and
embedding problem is proved to be NP-hard [20]. In our
problem, we not only need compose and embed a security-
aware SFC, but also need to protect it in networks with multi-
versioned SFs. Accordingly, the problem of SFCEP-MF is
NP-hard as well.

V. SECURITY-AWARE SERVICE FUNCTION CHAIN
PROTECTION AND DEPLOYMENT
To tackle the SFCEP-MF problem, we propose novel
techniques of individual SFP security maintenance (ISSM),
augmenting-path-based disjoint SFP identifier (AP-DSI), and
primary-first disjoint SFP identifier (PF-DSI). By combing
the above techniques, we then propose the augmenting-path
with primary-first disjoint SFP identifier (APPF-DSI) algo-
rithm.

A. INDIVIDUAL SFP SECURITY MAINTENANCE (ISSM)
Constructing security-aware SFCs needs to take into account
all types SFs in all versions. In practice, all physical nodes
cannot be the candidates of a specified SF. Meanwhile,
the candidate nodes of an NSR varies during the SFC
chaining process as one SFC can at most includes one
specified type of SF regardless of which version it is.

Algorithm 1 Individual SFP Security Maintenance
1: Input: G, SFPb, SFCp(SFPp, SFCb);
2: Output: Primary/Backup SFI candidate graph;
3: remove the node used in SFPb/SFPp from the PN;
4: if SFI ∩ SFCp/SFCb ̸= ∅ then
5: Remove this SFI from the PN;
6: end if
7: Return Primary/Backup SFI candidate graph;
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FIGURE 4. Generating a backup SFI candidate graph.

Notably, the selection of candidate nodes will be affected
by the disjointedness constraint as well. Based on the
above discussion, to efficiently identify the set of candidate
nodes, we propose the individual SFP security maintenance
technique as shown in Algorithm 1. The input of the
algorithm is the network G, an SFC, and an SFP. Notably,
to achieve the SF non-repetition and disjointedness, when
SFC is the primary one, then the SFP is the backup one,
vice versa. According to SFC (either the SFCp or SFCb),
and the given SFP (either the SFPp or SFPb), the algorithm
removes all physical nodes employed by the SFP and all
SFIs that are already included by the SFC. At last, the
algorithm returns a network within the available SF candidate
for constructing either the primary flow or the backup flow.
We call such a network primary/backup SFI candidate graph
in terms of which flow (primary or backup) it supports. For
example, we use Fig. 4 to show how to generate a backup
SFI candidate graph. At first, according to the primary SFP
(S → A → B → D), we remove the nodes A and B used in
the primary SFP from the network graph. Then, we remove
SFs (f2) that have been used by the backup Sec-SFC from
the network graph. The remaining network graph is the
backup SFI candidate graph. Here we assume the links have
enough bandwidth that satisfy the bandwidth demand inNSR.
Otherwise, there may no possible SFI candidate graph.

B. AUGMENTING-PATH-BASED DISJOINT SFP IDENTIFIER
(AP-DSI)
Before introducing the augmented path technique, we first
introduce Suurballe’s method of finding the shortest disjoint
path pairs [32]. The algorithm searched a pair of shortest
disjoint paths through the following steps: 1) find a shortest
path in the topology through Dijkstra’s algorithm; 2) change
the weight of each edge; then reverse the shortest path
obtained in step 1 in the topology to obtain a new topology;
3) use Dijkstra’s algorithm in the new topology, obtain a
new path; 4) discard every edge in one path whose reversal
appears in the other, and the remaining edges into two paths.
Inspired by Suurballe’s algorithm, we propose the technique
of augmenting-path in SFP construction. This technique
constructs the primary SFP and backup SFP through the
following steps: 1) find the shortest path in the topology
through Dijkstra’s algorithm; 2) reverse the shortest path
obtained in step 1 in the topology diagram, and change the

FIGURE 5. The steps in the technique of augmenting-path technique in
SFP construction.

edge weight after reverse to zero to obtain a new topology
diagram; 3) apply Dijkstra’s algorithm to obtain a path in
the new topology; and 4) remove every edge in one path
whose reversal appears in the other, and re-formulate the
remaining edges into two disjoint paths. Steps 2 and 4 ensure
that primary SFP and backup SFP are disjoint.

We use Fig. 5 to illustrate how the augmenting-path in SFP
construction technique works. In Fig. 5, each node can host
one SF instance, and the number beside a link represents the
link weight or cost. We assume that the client’s SFC request
is A → f1 → f2 → H . To begin, find a shortest path
(A → F(f1) → E(f2) → H ) using dijkstra’s algorithm.
Then reverse the path (A ← F(f1) ← E(f2) ← H ) and
change the weight of these edges to zero. Next, use Dijkstra’s
algorithm to find a shortest path (A→ D(f1)→ E → F →
G(f2) → H ) in the changed topology. Finally, remove edge
(E − F) in one path whose reversal appears in the other,
and grouping the remaining edges into two disjoint paths
(primary SFP: A → D(f1) → E(f2) → H , backup SFP:
A → F(f1) → G(f2) → H ). Compared with deleting path
(A → F(f1) → E(f2) → H ) directly from the topology and
finding a new disjoint path (A→ B(f1)→ C(f2)→ H ), the
augmenting-path technique has better network availability.
Based on the above augmenting-path in SFP construction

technique, we propose an augmenting-path-based disjoint
SFP identifier (AP-DSI) algorithm. Since there probably exist
multiple SFs in an SFC, the SFIs in these two paths formed
after the path reversal and removing process may change.
This may cause an SFC might fail the security requirement.
To avoid this circumstance, we keep updating the starting
point so that only one service function is included each time
during the SFP creation process. The input s and s∗ indicate
the start point of the updated primary SFP and backup SFP
respectively. Here, n indicates the node on primary SFP that
hosts the required SFI. Line 3 removes the path SFPp from
the network graph and line 4 reverses the paths of s to n and
n to d . To decrease the security-aware SFC implementation
cost by jointly taking both the security and the embedding
cost into account, we propose a factor called security-cost
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Algorithm 2 Augmenting-Path-Based Disjoint SFP Identi-
fier
1: Input: G, SFPp, SFCp, s, s∗, d, n;
2: Output: SFPb, SFCb;
3: remove the path SFPp from the network graph;
4: reverse the paths of s to n and n to d ;
5: for SFI in backup SFI candidate graph do
6: Find the proper SFI with the highest Rsc;
7: end for
8: Remove the path that reversed in SFPp and SFPb;
9: Update SFPp, SFCp, SFPb, SFCb;

10: Return SFPb, SFCb;

Algorithm 3 Primary-First Disjoint SFP Identifier
1: Input: G, SFPp, SFCp, s, s∗, d, n;
2: Output: SFPb, SFCb;
3: remove the paths SFPp, s to n and n to dfrom the network

graph;
4: for SFI in backup SFI candidate graph do
5: Find the proper SFI with the highest Rsc;
6: end for
7: Update SFPb, SFCb;
8: Return SFPb, SFCb;

center ratio (Rsc) as shown in Eq. (18). This factor represents
the ratio of the security provided by an SFI on a node to
the routing cost and the implementation cost. The higher the
ratio is, the higher the security and the lower the routing and
embedding cost can be provided by initializing an SFI on this
node (a node has a high security-cost center ratio when it can
provide SFI with high security and is close to both source and
destination).

Rsc =
Secsf

Csf + CBW (s, n)+ CBW (n, d)
(18)

Then, lines 5-7 find the SFI with the least security-cost
center ratio (Rsc). Next, the algorithm needs to remove the
paths that are reversed in SFPp and SFPb and swap the
sub-paths before and after the reversed path to ensure that
the two paths are disjoint (lines 8-9). Finally, we add the new
security SF to the SFCb and get the updated SFPb.

C. PRIMARY-FIRST DISJOINT SFP IDENTIFIER (PF-DSI)
Even though the AP-DSI technique can solve the problem
of SFI position changing problems, it does not take into
account the duplication of SFI in the already constructed
primary security-aware SFC and the newly created SFP may
violate the SF no-repetition constraint. Due to this, when
paths need to be switched in the AP-DSI algorithm if the
newly found SFI is repeated in the SFCp, the algorithm may
fail. To avoid this circumstance, we proposed primary-first
disjoint SFP identifier (PF-DSI) algorithm. PF-DSI prevents
reversing paths from the primary and backup paths by directly
deleting paths SFP, s to n and n to d (line 3). Then, lines 4-7

Algorithm 4 Augmenting-Path With Primary-First Disjoint
SFP Identifier
1: Input: G, NSR;
2: Output: SFPp, SFPb, SFCp, SFCb;
3: Initialization;
4: while SecSFCp < θ ||SecSFCb < θ do
5: if SecSFCp < θ then
6: Call ISSM get primary SFI candidate graph;
7: for SFI in primary SFI candidate graph do
8: Find the proper SFI with the highest Rsc;
9: end for
10: end if
11: if SecSFCb < θ then
12: Call ISSM get backup SFI candidate graph;
13: for SFI∗ in backup SFI candidate graph do
14: if SFI∗ ∩SFCp = ∅ then
15: Call AP-DSI update SFPb, SFCb;
16: else
17: Call PF-DSI update SFPb, SFCb;
18: end if
19: end for
20: end if
21: Update SFPp, SFCp;
22: end while
23: Return SFPp, SFPb, SFCp, SFCb;

find the SFI with the least security-cost center ratio (Rsc) from
the backup SFI candidate graph. Line 7 adds the found service
function instance to the backup SFC SFCb and updates the
backup path SFPb.

D. AUGMENTING-PATH WITH PRIMARY-FIRST DISJOINT
SFP IDENTIFIER (APPF-DSI)
Last but not the least, the augmenting-path with primary-
first disjoint SFP identifier (APPF-DSI) combines the above
three algorithms to solve the SFCEP-MF problem. This
algorithm simultaneously realizes the construction of the
security-aware SFC, as well as the mapping and protection.
Based on the input network topology G and NSR, APPF-DSI
first initializes some variables, i.e., SFPp = ∅, SFPb = ∅,
SFCp = ∅, SFCb = ∅, s = s′, s∗ = s′ and d = d ′.
Then, APPF-DSI starts with a while loop, which does not end
until the security of both the primary security-aware SFC (e.g.
SecSFCp ) and the backup security-aware SFC (e.g. SecSFCb )
meets the user’s security requirements. In this while loop,
APPF-DSI first determines whether the security of SFCp
meets the requirements or not. If the requirements are not
met, APPF-DSI will call ISSM algorithm to generate the
primary SFI candidate graph, then, APPF-DSI traverses all
instances of SFIs in the primary SFI candidate graph, selects
the instance with the lowest Rsc, and records this SFI and
the node location of this SFI. Next, APPF-DSI determines
whether the security of SFCb meets the requirements or not.
If the security requirements are not met, APPF-DSI calls
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FIGURE 6. Differences between symmetric and asymmetric SFC dedicated
protection.

the ISSM algorithm to generate the backup SFI candidate
graph, if there is an SFI∗ that does not overlap with an
SFCp, APPF-DSI will call AP-DSI to update SFPb, SFCb,
otherwise APPF-DSI will call PF-DSI to update SFPb, SFCb.
Then, according to the recorded the SFI and the node location
of the SFI to update SFPp, SFCp. At last, the algorithm
returns SFPp, SFPb, SFCp, SFCb, where SFCp, SFCb meet
the security requirement, and SFPp, SFPb are disjoint. We
use Fig. 6 to illustrate how the proposed APPF-DSI algorithm
works. Fig. 6(a) shows an example of a PN, where the bracket
besides the node represents its installable SFI(s) and the
table below shows the information of each security-aware
SF. When assuming that an NSR comes with 2 = 15 and
bw = 1, Fig. 6(b) shows the APPF-DSI algorithm how to
find the primary SFI. First, by call ISSM algorithm to get
a primary SFI candidate graph, this algorithm can find an
SFI (f1) and corresponding node (C) with the highest Rsc.
The current SFPp(SFCp) is S → C(f1) → E → D Next,
as shown in Fig. 6(c), based on current SFPp, remove the

path S → C ; reverse the path C → E → D and change
the weight to zero. Then, Fig. 6(d) shows this algorithm call
ISSM algorithm to find SFI (f2) and corresponding node
(E) of backup Sec-SFC according to modified graph. The
current SFPb(SFCb) is S → E(f2) → C → B → D.
Due to f2 ∩ SFCp = ∅ and a reused edge exists between
the SFPp and SFPb, we remove this reused edge and reverse
the remain path to get disjoint path shown in Fig. 6(e). The
current SFPp(SFCp) is S → C(f1) → B → D and
SFPb(SFCb) is S → E(f2)→ D. To meet the client’s security
requirement, APPF-DSI repeatedly selects SFs and nodes to
create primary and backup SFPs. If it does not exist reused
edge having between the SFPp and SFPb, skip the step shown
in Fig. 6(f). Finally, we can get a pair of disjoint primary
and backup SFPs that satisfy the security requirements. The
SFPp(SFCp) is S → C(f1) → B(f2) → D and SFPb(SFCb)
is S → E(f2, f4)→ D.

VI. NUMERICAL RESULTS AND ANALYSIS
A. SIMULATION SETTINGS
As the edge servers at the metropolitan edge network are
generally densely-connected [1], [33], [34], [35], [36], [37],
[38], we conduct experiments on a randomly-generated 40-
node metropolitan edge network with a minimum node
degree of 3. Each physical node has random computing
resources in the range of [180, 200] to host multiple SF
instances and provides the different types of SFs in a
discrete-uniform range [1, 3]. Each physical link has a
random bandwidth capacity in the range of [30, 40] to support
connections between the primary and backup SF instances.
In addition, we did a broad survey on the relationships
between the security-aware SFs and their attack-protection
abilities, as shown in table 3. Based on the above survey,
we assume that 6 types of security-aware SFs are considered
in our work, each of which has three versions. The embedding
cost of an SF in version low (L), middle (M ), and high (H )
is randomly set in the range of [12, 16], [15, 18], and [18,
21], respectively; the security of an SF in version L, M , and
H is [5, 7], [7, 9], and [9, 11], respectively1 [39]. The link
cost is randomly set in the [1, 10] range. Each NSR demands
a security requirement within the range of [10, 30] units and
a bandwidth resource within the range of [1, 3].

B. PERFORMANCE EVALUATION FOR DIVERSE
PROTECTION MECHANISMS
In this subsection, we compare the performances of two pro-
tection mechanisms: (i) symmetric and asymmetric SFC pro-
tection, and (ii) cross-version protection and unified-version
protection mechanisms. At first, we compare the SFC
implementation cost using asymmetric and symmetric ded-
icated protection schemes. In order to make the convincible
experiment, the benchmark algorithm of dedicated protection

1Note that, in order to normalize the related costs and make the simulation
scenarios more generic, we use ‘‘units’’ instead of specific metrics, e.g., CPU
cycles, Mbps, to quantify computing and bandwidth resources.
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TABLE 3. Common security SFs and the network attacks they can resist.

FIGURE 7. Symmetric dedicated protection vs. Asymmetric dedicated
protection.

is modified from the APPF-DSI algorithm, where only
symmetric backup SFC structure is allowed. The benchmark
algorithm first finds a primary SFP and a security-aware SFC
according to the APPF-DSI algorithm, then removes the used
links in the network, while finding an optimal backup SFC
according to the layered graph-based mapping algorithm.

In Fig. 7, the green-circled and blue-squared curves rep-
resent the performances of symmetric dedicated protection
and asymmetric dedicated protection, respectively. When
varying the security requirements from 10 to 30, the SFC
implementation cost is linearly increasing with the security
requirements. Notably, when the security requirement is
10, the SFC implementation cost of the two schemes is
basically the same. When the security requirements increase,
the SFC implementation cost gap between these two schemes
is gradually increasing. This is because, with an increasing
security requirement, the length of the deployed SFC is
gradually increasing, dedicated protection limits the possible
implementation of the backup SFC, while asymmetric
protection can provide a more flexible backup SFC selection;
thereby, the cost gap between the two protection schemes
gradually increases. Numerically, the asymmetric protection
approach outperforms the dedicated protection approach as
much as by 5%.

Next, we compare the implementation cost of cross-version
protection and unified-version protection under the asymmet-
ric protection scheme. In order to make the more convincible
experiment, the benchmark algorithm is also extended
from the APPF-DSI algorithm. In specific, the benchmark
algorithm finds the primary and backup SFC process with the

FIGURE 8. Cross-version protection vs. Unified-version protection.

same processes as the APPF-DSI algorithm does, except that
the version of the service function being searched must be in
the same version as the first SF. In Fig. 8, the green-circled
and blue-squared curves represent the same-version and
cross-version protection performances, respectively. Since
the same version protection limits the version of the SF in the
SFC, the solution space that can be selected will be reduced.
We infer that the performance of cross-version protection
will be better than that of the same-version protection.
This inference has been proved experimentally, as shown
in Fig. 8. Numerically, cross-version protection outperforms
same-version protection by an average of 7.91%.

C. PERFORMANCE EVALUATION ON DIVERSE
PROTECTION APPROACHES
We extend state-of-the-art SFC protection schemes for
comparison purposes [21], [22]. We implement [22] by:
(i) constructing a hyper-graph to get all SFs cost and security,
(ii) according to the ratio of cost and security to construct a
pair of Sec-SFC, (iii) use layered graph mapping technique to
create a primary SFP, (iv) pruning the created SFP from the
PN, and creating the backup SFP via layered graph mapping
technique. This method ID is denoted by greedy based on
hyper graph (GB-HG). Meanwhile, we implement [21] by
(i) random generating five pairs of Sec-SFC, (ii) selecting
a pair of Sec-SFC with the least implementation cost to
create the primary SFP via layered graph mapping technique,
(iii) pruning the created SFP from the PN, and creating
the backup SFP via layered graph mapping technique. This
method ID is denoted by disjoint SFP based on layered
graph mapping (DSB-LG). In the following figures, the blue,
green, and red bars represent the performances of APPF-DSI,
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FIGURE 9. Total SFC implementation cost for different security
requirements.

FIGURE 10. SFC implementation cost distribution under different security
requirements.

DSB-LG, and GB-HG, respectively. Notably, we employ the
prefix ‘‘p’’ and ‘‘b’’ to demonstrate the primary and backup
costs.

Fig. 9 shows the SFC implementation cost of the above
algorithms when varying the security requirements. Fig. 10
shows the SFC implementation cost under different security
requirements. The rectangular area represents the middle
50 percent of the data distribution, the horizontal line in the
rectangle represents the median, and the cross in the middle
represents the average cost. As the security requirement
increases, the distribution of data becomes more dispersed.
Notably, the APPF-DSI algorithm has the best performance
compared to DSB-LG and GB-HG. This is because when
the APPF-DSI algorithm constructs the Sec-SFC and SFP,
it selects the SF according to the security-cost central
ratio, which tries its best to minimize the routing and
implementation cost. In contrast, the DSB-LG algorithm uses
the layered graph technology to complete the embedding of
the Sec-SFC according to the constructed chain. However, the
layered graph mapping technique optimizes the forwarding
path construction process without taking into account the
SF implementation cost. Meanwhile, the GB-HG algorithm
creates the pair of disjoint pSFP and bSFP by combining
the hyper-graph and greedy algorithm, which does not
necessarily reduce the implementation cost of SFs as the
selected SFs may provide low security; in turn, more SFs

FIGURE 11. SF implementation cost in primary and backup SFC for
different security requirements.

FIGURE 12. SF average version in primary and backup SFC for different
security requirements.

are needed for creating the primary and backup SFCs.
Numerically, the APPF-DSI algorithm outperforms DSB-LG
andGB-HG algorithms by an average of 12.34% and 28.22%,
respectively.

Next, we conduct an in-depth analysis of the total SFC
implementation cost. The total cost of SFC implementation
consists of four parts, namely, the SF implementation cost
of the primary and backup Sec-SFC, and the routing cost of
the primary and backup SFP. Fig. 11, 12 and 13 show the SF
implementation cost, average SF version, and routing cost on
the primary Sec-SFC and the backup Sec-SFC.

It can be seen from Fig. 11 that the SF implementation
cost of the three algorithms increases continuously with
the increase of security requirements. As one can see from
Fig. 11, with an increasing security requirement, APPF-DSI
slightly outperforms the other two algorithms in primary SF
implementation cost. Even though the APPF-DSI algorithm
employs the security-cost center ratio, it jointly optimizes
the primary and backup SFPs in the meantime. For the other
two schemes, follow a primary-SFP-first fashion. As a result,
APPF-DSI only slightly outperforms DSB-LG and GB-HG
by an average of 6.06% and 8.47%, respectively.

In contrast, the cost gap of SF implementation among these
three algorithms mainly comes from the SF implementation
cost in the backup Sec-SFC. As analyzed above, the primary
and backup cost ratio of the APPF-DSI, DSB-LG, and
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FIGURE 13. Primary and backup SFC router cost for different security
requirements.

GB-HG algorithms are 12.35%, 17.62%, and 21.64%, respec-
tively. Again, this is because the other two algorithms give
priority to construct the primary Sec-SFC while considering
the construction of the backup Sec-SFC. This is a local
optimization of the primary Sec-SFC, without considering
the impact on the construction of the backup chain, which
leads to a rapid increase in the implementation cost of
the backup chain. The APPF-DSI algorithm constructs the
primary Sec-SFC and the backup Sec-SFC at the same time,
which increases the feasible solution space and effectively
reduces the implementation cost of SFs between the primary
and backup Sec-SFC. Numerically, regarding the backup SF
implementation cost, the APPF-DSI algorithm outperforms
the DSB-LG and GB-HG algorithms by an average of
11.11%, and 21.89%, respectively.

Regarding the SF implementation cost, we also evaluate
the SF versions taken by each scheme as shown in Fig. 12.
As one can see, the APPF-DSI algorithm tends to select the
SF of the H version, and the average value of the version is
between theH version andM version. The average version of
the SF selected by the DSB-HG algorithm fluctuates around
the M version. The average version chosen by the GB-HG
algorithm is close to the L version as it always selects the
SF with low cost. Accordingly, from our experiments, the SF
with a higher version can provide a better security guarantee
in a cost-efficient fashion.

Fig. 13 shows the routing cost of the above three schemes
when increasing. As one can see, the SF implementation
cost of the three algorithms increases continuously and the
gap between the three algorithms is also widening. This is
because increasing the security requirement, the length of
Sec-SFC is increase. The APPF-DSI algorithm considers the
routing cost and SF cost at the same time, and optimizes the
path while constructing the Sec-SFC. Therefore, the routing
cost and the gap between the three algorithms are increasing.
Numerically, the APPF-DSI algorithm outperforms DSB-LG
and GB-HG algorithms by an average of 22.33% and 48.92%
in the routing cost, respectively.

Finally, we analyze the SFC implementation cost with
different network sizes of the proposed algorithms when the
security requirement is 20. It can be seen from Fig. 14,
when the network size changes, the SFC implementation

FIGURE 14. SFC implementation cost vs. network sizes.

FIGURE 15. SFC implementation cost distribution under different
network sizes.

FIGURE 16. SFC implementation cost of APPF-DSI.

cost of DSB-LG and GB-HG algorithms basically does not
change, while the SFC implementation cost of APPF-DSI
algorithm increases a little with the expansion of the network
size. And Fig. 15 shows the SFC implementation cost
under different network size. Similarly, the rectangular area
represents the middle 50 percent of the data distribution,
the horizontal line in the rectangle represents the median,
and the cross represents the average cost. As the size of
the network increases, the distribution of data becomes
more concentrated. In order to better explain why this
phenomenon occurs, we show the changing trend of the
SFC implementation cost composition in the APPF-DIS
algorithm Fig. 16. From Fig. 16, one can see that as the
network size increases, the Sec-SFC routing cost of the
primary and backup Sec-SFC also increases (as shown by
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the orange and red lines). This is because as the size of
the network increases, the distance between the randomly
generated source and destination will also increase, which
may cause more routing costs. It can also be seen from
Fig. 16 that with the increasing the number of nodes in the
network, the SF implementation cost of primary and backup
Sec-SFC is decreasing (as shown by the blue and green dotted
lines). This is because, for the same SF, its implementation
cost on different nodes is different. The more nodes in the
network, the more nodes can be selected. According to the
characteristics of the APPF-DSI algorithm, it will select the
node with the smallest security-cost center ratio for chain
construction, so the implementation cost of SF will slightly
decrease with the expansion of network size. On the one
hand, the routing cost increases. On the other hand, the SF
implementation cost decreases. Therefore, with the increases
of the network size, the implementation cost is basically in a
stable trend.

VII. CONCLUSION
In this work, we have comprehensively investigated the
problem of how to optimize the cost of chaining, embed-
ding, and protecting security-aware service function chains
over the shared physical networks. We mathematically
formulated the problem of security-aware service function
chaining, embedding, and protection with multi-versioned
SFs (SFCEP-MF) and proved its NP-hardness. To effectively
protect the Sec-SFC, we have proposed a novel protection
scheme, namely, asymmetric SFC dedicated protection,
which can flexibly and efficiently construct backup SFC.
Based on the asymmetric SFC dedicated protection scheme
and augmenting path technique, we proposed an efficient
heuristic algorithm called augmenting-path with primary-
first disjoint SFP identifier (APPF-DSI). Our extensive
simulation results have shown that (i) the asymmetric SFC
dedicated protection can enhance the variety of creating
primary and backup SFCs and outperforms the traditional
symmetric SFC dedicated protection by an average of 4.86%,
(ii) the cross-version SFC dedicated protection reduces the
cost in an average of 7.91% compared to the unified-version
SFC dedicated protection, and (iii) the proposed APPF-DSI
outperforms the other two benchmark algorithms that are
directly extended from the state-of-the-art by an average of
12.34% and 28.22%, respectively. Notably, the APPF-DSI
algorithm can make full use of the computing and bandwidth
resources and is capable of reducing the deployment cost.
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