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ABSTRACT To address the issue of low detection accuracy and high false positive rate in existing network
intrusion detection methods, this paper proposes an intrusion detection model based on CNN-BiLSTM-
Attention. Firstly, CNN is used to extract the spatial features from the intrusion data; Secondly, BiLSTM
is used to mine the temporal features from the intrusion data further; Thirdly, the attention mechanism
is used to assign different weights to the extracted spatiotemporal features and then enhance the role of
important features in the calculation process, which can improve the classification accuracy of the model.
In addition, for the problem of class imbalance existing in network intrusion data, Equalization Loss v2 is
introduced as the loss function of the CNN-BiLSTM-Attention model, making the model pay more attention
to minority class data during the training process, thereby improving the detection rate of the model for the
minority class data. Finally, comparative experiments are conducted on NSL-KDD, UNSW-NB15, and CIC-
DDoS2019 datasets. The experimental results show that the CNN-BiLSTM-Attentionmodel outperforms the
other models in terms of accuracy, detection rate, and false positive rate.

INDEX TERMS Network intrusion detection, CNN, BiLSTM, attention mechanism, EQL v2, class
imbalance.

I. INTRODUCTION
The situation of network security is becoming increasingly
severe, and network attackers will use intelligent attack
methods to invade network systems, further obtaining
private information or damaging network systems. Intrusion
detection systems can detect various attack behaviors in the
network, which is a hot research direction in the field of
network security [1]. The current intrusion detection system
faces two key problems. The first problem is that the detection
rate of most intrusion detectionmodels for theminority attack
categories is too low due to an unbalanced distribution across
various categories within the intrusion data. The second
issue is that most intrusion detection models do not extract
enough spatial or temporal features of the intrusion data
and lack a comprehensive consideration of network intrusion
data information, resulting in low accuracy and efficiency
of intrusion detection. Therefore, how to effectively detect
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network attacks in real network environments is an important
problem that intrusion detection systems need to solve.

At present, there are mainly two types of methods to
solve class imbalance problems: data-level methods and
cost-sensitive learning methods. The data-level approach
mainly deals with imbalanced training datasets to balance the
distribution of data between different categories. Oversam-
pling minority class data and downsampling majority class
data are two common methods [2], [3], [4]. Literature [5]
proposes a method to solve the problem of class imbalance,
which combines the Synthetic Minority Over Sampling
Technique (SMOTE) technology and Gaussian Mixture
Model (GMM) technology. The principle of this method
is to oversample minority class data through SMOTE and
undersample majority class data through GMM, ultimately
achieving the goal of balancing various types of data.
This method combines the advantages of oversampling and
undersampling, reducing time costs and avoiding the loss
of important information. Literature [6] oversamples the
samples of the minority class data using Adaptive Synthesis
(ADASYN) technology, increasing the sample number of the
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minority class data to achieve the same proportion of all types
of intrusion data. Then, the LightGBMmodel is used to build
a classifier. The results indicate that ADASYN technology
effectively solves the problem of the low detection rate
of minority class data caused by imbalanced training sets.
Literature [7] proposes a Generative Adversarial Network
(GAN) method, which can generate new attack class samples
in a limited number of the minority attack class data,
and then input the generated new samples into a detection
model based on a Convolutional Neural Network (CNN).
Finally, experiments are conducted on the NSL-KDD [8],
KDDCup99 [9], and UNSW-NB15 [10] datasets, and the
results show that this GAN method solves the limitations
caused by small sample attack data. Although the above
methods improve the detection rate of intrusion detection
models for minority class data, in real life, there is a
certain degree of skewness in the class distribution of many
intrusion data, and relying solely on data-level methods may
reduce the accuracy of certain types of intrusion data. In the
field of network intrusion detection, cost-sensitive learning
methods have the advantages of high efficiency and low
time cost when dealing with imbalanced data, while not
requiring additional data processing [11], [12], [13]. Cost-
sensitive learning methods assign a larger cost factor to
minority class data, thereby improving the detection rate of
classifiers for minority class data. Literature [14] uses the
focal loss function to assign a larger misclassification cost to
minority class samples to achieve the effective classification
of unbalanced intrusion data. Experiments show that the focal
loss function can effectively improve the detection ability of
the classifier for minority class data.

Traditional machine learning techniques have been widely
applied in the field of intrusion detection, mainly including
Random Forest [15], Support Vector Machine (SVM) [16],
[17], Adaptive Boosting (AdaBoost) [18], [19], Decision Tree
(DT) [20], [21], and K-Nearest Neighbor (KNN) [22], [23].
However, traditional machine learning techniques cannot
identify large-scale network intrusion attacks efficiently and
accurately. In the face of large-scale intrusion data, deep
learning techniques are more suitable for network intrusion
detection due to their powerful automatic feature extraction
capabilities [24], [25], [26]. In recent years, the research
on deep learning in the field of intrusion detection has
become increasingly widespread. There are four commonly
used deep learning algorithms in the field of intrusion
detection: intrusion detection models based on CNN [27],
[28], intrusion detection models based on RNN [29], [30],
intrusion detection models based on LSTM [31], [32], and
intrusion detection models based on BiLSTM [33]. CNN
can automatically extract local features from original data
and mine potential unknown intrusion behavior features,
but it cannot learn sequence correlation. RNNs can only
learn sequence information within a limited step size and
cannot learn long-term dependent information. LSTM can
only learn long-term dependency information from one

direction and cannot fully extract the temporal features of
the data. Compared with LSTM, BiLSTM is a combination
of forward LSTM and backward LSTM. BiLSTM can
consider the impact of forward and backward information on
current information, reducing the false alarm rate of intrusion
detection. The attention mechanism has been widely applied
in many research fields. It is a method that mimics human
insight into the outside world, grabbing important parts
from panoramic objects and performing feature processing.
The attention mechanism is an efficient resource allocation
mechanism. Recently, attention mechanisms have become
highly popular in the field of intrusion detection due
to their powerful learning ability in sequence data [34].
Literature [35] proposes a network intrusion detection model
based on BiLSTM and a multi-head attention mechanism.
This model enhances attention to certain feature vectors
through attention mechanisms and captures long-distance
dependencies of feature vectors through BiLSTM. The
model was tested on the NSL-KDD, KDDCup99, and CIC-
IDS2017 [36] datasets, and the results showed that the model
performed well in terms of accuracy. Network intrusion data
has a typical hierarchical structure, but many researchers
choose a single model in the field of intrusion detection
to fully extract features, resulting in the low detection rate
of most current intrusion detection methods. Therefore,
some researchers have proposed methods that combine the
advantages of different basic models to achieve efficient
and accurate feature extraction. Literature [37] combines
CNN and RNN, and this method significantly improves
detection accuracy compared to a single CNN structure
or a single RNN structure. Literature [38] establishes an
intrusion detection model combining CNN and LSTM
and conducts multi-classification and binary classification
performance comparison experiments on the UNSW-NB15,
CIC-IDS2017, and WSN-DS [39] datasets. The results
show that this model has higher detection accuracy than
a single LSTM model. Literature [40] proposes a network
intrusion detection model based on CNN-BiLSTM. The
model first uses CNN to extract spatial features of intrusion
data and then uses BiLSTM to extract temporal features
of the data. Compared with the CNN-LSTM model, the
CNN-BiLSTM model has higher detection accuracy on
the NSL-KDD and UNSW-NB15 datasets. Literature [41]
proposes an intrusion detection model that combines CNN
and the attention mechanism, where a single-layer CNN-
Attention structure is used to extract local spatiotemporal
features of intrusion data, while a multi-layer CNN-Attention
structure can more fully learn multi-level spatiotemporal
features. The model has good binary and multi-classification
performance on intrusion datasets. This model has been
compared with other deep learning models in terms of
accuracy, detection rate, and false positive rate, and the
results fully demonstrate that this model has better detection
performance. Although the intrusion detection model using
deep learning methods has the advantage of processing
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large-scale data, the models are prone to training for the
majority class data, which reduces the detection rate for the
minority class data. Literature [42] proposes a hierarchical
intrusion detection model, which is called SCDAE-CNN-
BiLSTM-Attention, which integrates multiple deep learning
models. The main process of this hierarchical model is
as follows. Firstly, the Stacked Convolutional Denoising
Autoencoders (SCDAE) model is used to perform feature
denoising on high-dimensional intrusion data, so that the
original data is replaced with new feature samples. Secondly,
CNN is used to extract the spatial features of the intrusion
data; Thirdly, BiLSTM is used to fully mine the temporal
features of the intrusion data; Fourthly, the Self-attention
mechanism is introduced to summarize the important intru-
sion information by weighting the spatiotemporal features at
each time step. Finally, the softmax classifier is used to obtain
the classification results of the SCDAE-CNN-BiLSTM-
Attention model. By conducting comparative experiments
on four intrusion datasets, NSL-KDD, CIC-IDS2017, CIC-
IDS2018 [43], and CIC-DDoS2019 [44], the results show
that the SCDAE-CNN-BiLSTM-Attention model has high
classification accuracy and low false positive rate. The
SCDAE-CNN-BiLSTM-Attention method proposed in this
paper is designed under the assumption that the intrusion
data is credible and does not contain noise and redundancy.
However, in reality, intrusion data often contains noise and
redundancy, which will affect intrusion detection. model
performance. Literature [45] proposes the DDoS attack
detection method based on CNN-AttBiLSTM. Firstly, before
the CNN-AttBiLSTM model, a combination of the Random
Forest and Pearson correlation analysis algorithms is used to
select important features to reduce redundant data. Secondly,
ID-CNN and BiLSTM are used to extract spatial and
temporal features, respectively. Thirdly, the self-attention
mechanism is introduced to automatically calculate the
weights of various spatiotemporal features and screen out
the features that are important to the classification results.
Finally, the softmax classifier is used to classify the intrusion
data. The CNN-AttBiLSTM model has a high accuracy
and a low false positive rate in DDoS attack detection.
However, before, the CNN-AttBiLSTM model, the RFP
method is used for feature selection, which may result in
the loss of useful intrusion information, thereby reducing the
detection performance of the CNN-AttBiLSTM model for
DDoS attacks. Literature [46] proposes a network intrusion
detection method based on TCN-BiGRU-Attention. Firstly,
Temporal Convolutional Network (TCN) and Bidirectional
Gated Recurrent Unit (BiGRU) are used to simultane-
ously extract the spatiotemporal features of network traffic
data. Secondly, the spatiotemporal features are assigned
different weight parameters accordingly through the self-
attention mechanism, therebymaximizing the retention of the
prominent features. Finally, softmax is used as a classifier
to identify network traffic data. The experimental results
show that the TCN-BiGRU-Attention model achieves good
multi-classification results on the CSE-CIC-IDS2018 dataset.

However, the TCN-BiGRU-Attention model does not solve
the class imbalance problem existing in the network traffic
data, which makes the model have poor classification results
for the minority attack samples.

Based on the above analysis, aim at the problem of low
detection accuracy of existing network intrusion detection
methods, this paper proposes an intrusion detection model
based on CNN-BiLSTM-Attention from the perspective of
network traffic data having temporal correlations and spatial
correlations and the existence of importance differences
between different features. This model combines CNN and
BiLSTM to extract the spatiotemporal features of network
intrusion data. Considering the differences in importance
between different spatiotemporal features, the attention
mechanism is used to screen out the features that have
a significant impact on the classification results, thereby
improving the classification performance of the model.
In addition, to solve the class imbalance problem that exists
in the network intrusion dataset, EQL v2 is selected to
participate in the training of the model, which makes the
model increase the attention to the minority class data,
thus improving the detection accuracy of the model for the
minority class data. This paper conducts experiments on three
public datasets, and the results show that the CNN-BiLSTM-
Attention model achieves better classification results on all
three datasets.

II. CNN-BiLSTM-ATTENTION MODEL
Intrusion detection models based on CNN can automatically
extract local features in the intrusion data, avoiding the
process of manual feature extraction. However, Intrusion
detection models based on CNN cannot learn the temporal
correlation between the intrusion data. Intrusion detection
models based on BiLSTM can discover persistent attack
behavior by extracting the bidirectional temporal features in
the intrusion data. However, the meanings represented by
the features at each moment are different, and the classifier
cannot pay more attention to important features, which may
lead to the loss of important information and an increase
in the false negative rate. The attention mechanism can
selectively focus on features that have a greater impact on
the classification results, assigning higher weights to the
features that need to be focused on, while assigning lower
weights to other features, thereby improving the classification
accuracy of the model. Therefore, combining the advantages
of CNN, BiLSTM, and attention mechanism, this paper
proposes an intrusion detection model based on CNN-
BiLSTM-Attention.

The structure of the CNN-BiLSTM-Attention model is
shown in Figure 1, the CNN-BiLSTM-Attention model is
mainly divided into the Input layer, the CNN layer, the
BiLSTM layer, theAttention layer, the Fully Connected layer,
and the Output layer.

The Input layer takes the preprocessed network intrusion
data as the input to the CNN-BiLSTM-Attention model, and
the dimension of the input data is usually one-dimensional.
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FIGURE 1. Framework of the CNN-BiLSTM-Attention model.

The BiLSTM layer captures bi-directional temporal fea-
tures in the intrusion data by learning the correlation of the
output features from the CNN layer. The number of nodes in
the BiLSTM layer is set to 128 to prevent errors caused by
different vector dimensions.

The Attention layer appears after the BiLSTM layer. The
Attention layer distinguishes the importance of different
features by assigning corresponding attention weights for
features at different moments, thereby strengthening the
influence of key features on classification results.

In the Fully Connected layer, a flattened layer is firstly used
to reshape the multi-dimensional features into a 1D vector,
then a Dense layer is used to integrate the flattened features,
and finally, the integrated result is passed to the output layer
for classification.

The Output layer is the last layer of the model, which is
the classification layer. In this paper, the softmax function is
used as a classifier to achieve the classification for network
intrusion data, that is, the probability scores of various types
of attacks are calculated by the softmax function.

A. CONVOLUTIONAL NEURAL NETWORK
CNN can automatically extract the internal features in the
intrusion data [47]. At the same time, CNNhas the advantages
of local connectivity and weight sharing, which can well
solve the problem of excessive computational complexity.
In intrusion detection systems, CNN can obtain effective local
features by performing multiple convolution and pooling
operations on the intrusion data [48].

CNN framework consists of two one-dimensional Convo-
lutional layers, two one-dimensional MaxPooling layers, and
two one-dimensional Batch Normalization layers.

Figure 2 shows the implementation process of CNN. The
Convolutional layer is used to extract high-dimensional local
features from the input data. The size of the convolutional
kernel is set to 64, the sliding step of the convolutional
kernel is set to 1, and the padding method is set to the same

FIGURE 2. Framework of CNN.

to ensure that the size of the input and output vectors are
consistent. TheReLU function is introduced to add non-linear
factors to the network, making the model capable of handling
more complex classification tasks. The maximum pooling
method is chosen, on the one hand, it can perform feature
dimensionality reduction, on the other hand, it makes the
network extract the features more efficiently. The pooling
step size is set to 4. The Batch Normalization layer is
added after each pooling layer to ensure that the output
feature values of the pooling layer follow the standard normal
distribution, thereby accelerating the convergence speed of
the network.
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X represents the input data of the CNN, and N represents
the output feature of the CNN.

B. BIDIRECTIONAL LONG SHORT-TERM MEMORY
CNN is unable to extract the temporal features of intrusion
data, mainly because the output of forward neurons in the
CNN structure can only be transmitted to the next layer of
neurons, and cannot analyze the temporal correlation among
datas [49], [50]. As an optimization of RNN, the LSTM
network can effectively capture long-distance dependencies
in time series data [51]. Meanwhile, the LSTM network has
added three ‘‘gate’’ structures, which can effectively solve
the problems of gradient vanishing and exploding caused by
RNN [52]. LSTM can better detect intrusion behavior over
some time by learning temporal features in network intrusion
data. The structure of the LSTM unit is shown in Figure 3.

FIGURE 3. Structure of LSTM unit.

The principle of LSTM is to complete the retention and
updating of the state information of memory units through the
forgetting gates, the input gates, and the output gates, so that
the useful information is retained, and the useless information
is forgotten.

The forget gate determines which part of information needs
to be forgotten. The forget gate reads the output information
ht−1 at the time t − 1 and the input information nt at time t ,
it maps the read information to a range of [0,1] through the
sigmoid function, and it determines which information is
forgotten based on the numerical value, where ‘‘1’’ represents
that all the information is remembered, and ‘‘0’’ represents
that all the information is forgotten. The output of the forget
gate ft is as follows.

ft = σ
(
Wf nt + Uf ht−1 + bf

)
(1)

where Wf is the weight matrix between the input layer and
the forget gate, Uf is the weight matrix between the hidden

layer and the forget gate, bf is the bias vector of the forget
gate.

The input gate determines which part of the information
needs to enter the memory unit state ct at time t . By normal-
izing ht−1 and nt , the output it of the input gate is obtained
to preserve important information. A temporary state c̃t is
generated using the tanh activation function. The state ct−1
at time t − 1 is updated to the state ct at time t . The updated
process of the input gate is as follows.

it = σ (Wint + Uiht−1 + bi)
c̃t = tanh (Wcnt + Ucht−1 + bc)
ct = ftct−1 + it c̃t

(2)

whereWi andUi are the connection weights of the input gate,
bi is the bias vector of the input gate,Wc andUc are the weight
matrices of the memory unit, bc is the bias vector.
The output gate determines the output information at the

t moment. The same normalization operation is applied to
ht−1 and nt to get the output of the output gate ot . The state
ct processed by the tanh function is multiplied with ot to get
the output information ht of the LSTM unit at the time t . The
updated process of the output gate is as follows.{

ot = σ (Wont + Uoht−1 + bo)
ht = ot tanh (ct)

(3)

where Wo and Uo are the connection weights of the output
gate, bo is the bias vector of the output gate.
The attack behavior in network intrusion data is not

completed at a single point in time but will be sent
continuously for some time, with a certain degree of temporal
correlation, and there may be some correlation between the
data before and after. Therefore, by analyzing the correlation
of time series in intrusion data, intrusion behavior can be
better detected. However, LSTM can only transmit time
series information about intrusion data unidirectionally and
cannot learn from both directions simultaneously. Therefore,
in this paper, BiLSTM is used to extract the bidirectional
time series information of intrusion data, to improve the
classification accuracy of intrusion detection [53]. BiLSTM
is a combination of forward LSTM and backward LSTM, and
the structure of BiLSTM is shown in Figure 4. Assuming the
input feature of BiLSTM at time t is nt , the forward output
feature of LSTM at time t is

−→
ht , the backward output feature

of LSTM at time t is
←−
ht , and the final output feature lt of

BiLSTM at time t is obtained by combining
−→
ht and

←−
ht . The

updated process of the BiLSTM is as follows.
−→
ht = LSTM

(
nt ,
−−→
ht−1

)
←−
ht = LSTM

(
nt ,
←−−
ht+1

)
lt =

[
−→
ht ,
←−
ht

] (4)

C. ATTENTION MECHANISM
The principle of attention mechanism is based on a signal
connection mechanism in the human brain when observing
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FIGURE 4. Structure of BiLSTM.

things, which is to quickly scan the global image to obtain
the target area that needs to be focused on, and then invest
more attention in this area to obtainmore detailed information
of this target area, while suppressing information outside the
target area [54]. Attention mechanism has the advantages
of few training parameters, low computational complexity,
parallel computation, and fast operation speed, so they have
been widely used in various fields recently. In the field of
deep learning, the basic idea of the attention mechanism is to
select the information that is more critical to the current task
from the input information. Reference [55] It assigns the cor-
responding weights according to the importance of each input
information, thereby quickly choosing out the high-value
information and ignoring other useless information. In the
field of intrusion detection, although BiLSTM can extract
temporal correlations from intrusion data, the influence of
features at different time points on classification results
varies. Therefore, an attention mechanism is introduced after
the BiLSTM layer. The attention mechanism can assign
corresponding weights based on the importance of features
at different time points to classification results, thereby
capturingmore valuable information. The calculation process
of the attention mechanism is divided into the following three
steps.
Step 1( Calculate Attention Weights): Calculate the atten-

tion weights α̃ti between the output features lt of BiLSTM at
time t and the output features li at time i.

α̃ti = tanh (Wlt + Uli + b) , i = 1, 2, · · · , t − 1, t (5)

where W ,U , and b are the learning parameters of the model
respectively, which are constantly updated during the model
training process.
Step 2( Normalization): After calculating the weights of

each part, the values are not within a certain range, so it is
necessary to normalize them. The normalized weights αti are
obtained by using the softmax function.

αti = softmax(α̃ti) =
exp (α̃ti)

t∑
i=1

α̃ti

, i = 1, 2, · · · , t − 1, t (6)

Step 3 (Weighted Sum):Weighted summation of each part
can obtain the output st of the attention layer at time t .

st =
t∑
i=1

αtili, i = 1, 2, · · · , t − 1, t (7)

As can be seen from the calculation results of st , the result
value of each st is related to the entire input vector, which is
also one reason why the attention mechanism can accelerate
the computation in parallel.

D. LOSS FUNCTION
The loss function is mainly applied to the softmax classifi-
cation layer of the intrusion detection model, which is used
to measure the difference between the target predicted value
and the true value, thereby guiding the model to optimize
in a more accurate direction. The higher the loss value
indicates that the greater the difference between the real value
and the predicted value, the worse the performance of the
model, and the goal of the intrusion detection model training
is to minimize the loss value as much as possible. Cross
Entropy (CE) loss function is commonly used in intrusion
detection models, but it does not consider the problem of
imbalanced datasets, which may cause the model to be prone
to overfitting problems during the training process [56], [57],
[58]. To address this problem, this paper applies EQL v2
to the CNN-BiLSTM-Attention model [59]. EQL v2 is a
relatively new type of loss function, which was proposed by
researchers in 2021. The principle of EQL v2 is to balance the
positive and negative sample gradients of each category using
a gradient reweighting mechanism. Specifically, this method
increases the loss weight of the minority class so that the
model no longer ignores the training of minority class data,
thereby improving the detection accuracy of the model for
minority class samples.

The working principle of EQL v2 is to calculate the
corresponding weight by accumulating the positive and
negative gradient ratios output by the classifier during each
backpropagation. It should be noted that for the category j,
other categories can be considered as negative samples,
and the positive and negative samples of each category
correspond to a weight. When the model is iterated t times,
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the calculation equation of EQL v2 is as follows.

Lt = −
1
N

∑
i∈N

 C∑
j=1

β tj
(
yij ln pij +

(
1− yij

)
ln

(
1− pij

))
(8)

among them, β tj represents the weight corresponding to the
class j when the number of iterations for training the model
is t , and the specific calculation equation is as follows.

β tj =

 β
t( pos )
j = 1+ α

(
1− f

(
gtj

))
, if yj > 0,

β
t( neg )
j = f

(
gtj

)
, if yj = 0,

(9)

f(x) =
1

1+ e−γ (x−µ) (10)

where, α, µ and γ are hyperparameters; gtj represents
the cumulative positive and negative gradient ratio of the
classifier corresponding to the category j when the number
of iterations of training is t − 1; βk(pos)j represents the weight
corresponding to the positive sample of the category j when
the number of iterations of training is k; βk(neg)j represents the
weight corresponding to the negative sample of the category
j when the number of iterations of training is k .

When the number of iterations of training is t , the update
process of the classifier ωj corresponding to the category j is
as follows.

ωt+1
j

= ωt
j −

1
N

β
t(pos)
j

∑
i∈N pos

j

(
1− pij

)
+ β

t(neg)
j

∑
i∈N neg

j

pij

 ∂zj
∂ωj

(11)

EQL v2 mainly adjusts the weights of the positive
and negative samples corresponding to a category through
equation 9 and equation 10. For the minority categories
whose cumulative positive and negative gradient ratios are
less than the ratio µ, the less the ratio of positive and
negative gradients, the larger β

k(pos)
j and the smaller β

k(neg)
j

in equation 11, which results in the larger the positive
gradient corresponding to positive samples and the smaller
the negative gradient corresponding to negative samples.
From equation 9, it can be seen that for categories with
a positive and negative gradient ratio larger than µ, the
weight corresponding to positive samples is also larger than 1.
Therefore, the improved classification loss function does not
suppress the majority category. Finally, EQL v2 adjusts the
positive and negative gradient ratio of the minority classes
with varying weights to improve the detection performance
of the model for the minority classes.

III. EXPERIMENTS
A. EXPERIMENTAL DATA
The NSL-KDD dataset is an improved version of the
KDDCup99 dataset, which eliminates the duplicate instances

TABLE 1. Data distribution of the NSL-KDD dataset.

in the KDDCup99 dataset. The data types of the NSL-KDD
dataset can be classified into five categories, namely Normal,
DoS, Probe, U2R, and R2L. The data distribution of the
NSL-KDD dataset is shown in Table 1.

The UNSW-NB15 dataset combines real modern normal
network traffic with contemporary comprehensive attack
activities, comprehensively and deeply reflecting the modern
network intrusion situation. The data types of the UNSW-
NB15 dataset can be divided into 10 categories, namely Anal-
ysis, Backdoor, DoS, Exploits, Fuzzers, Generic, Normal,
Reconnaissance, Shellcode, andWorms. The data distribution
of the UNSW-NB15 dataset is shown in Table 2.

The CIC-DDoS2019 dataset was established by the
Canadian Institute for Cybersecurity. To simulate real
modern network attacks, the CIC-DDoS2019 dataset is
added to various DDoS attacks. The data types of the
CIC-DDoS2019 dataset can be divided into 15 categories.
namely Normal and DrDoS-DNS, DrDoS-LDAP, DrDoS-
MSSQL, DrDoS-NetBIOS, DrDoS-NTP, DrDoS-SNMP,
DrDoS-SSDP, DrDoS-UDP, SYN, TFTP, LDAP, NetBIOS,
MSSQL, Portmap, UDP, and UDP- Lag. The data distribution
of the CIC-DDoS2019 dataset is shown in Table 3.

TABLE 2. Data distribution of the UNSW-NB15 dataset.

TABLE 3. Data distribution of the CIC-DDoS2019 dataset.
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There is a class imbalance problem in the NSL-KDD,
UNSW-NB15, and CIC-DDoS2019 datasets, which seriously
affects the training and testing of the intrusion detection
model for the minority classes. The minority class U2R in
the NSL-KDD dataset accounts for 0.04% of the training
samples, while the majority class Normal accounts for
53.46%. The minority classes Shellcode and Backdoor in
the UNSW-NB15 dataset account for 0.65% and 1.01%
respectively of the training samples, while the majority class
Normal accounts for 32.27%. Similarly, in the CIC-DDo2019
dataset, there is also imbalanced data distribution between the
minority classes and the majority classes.

Since the original intrusion dataset cannot be directly used
as input for the model, data preprocessing is required. Data
preprocessing mainly includes the following two parts.

Data digitization. One-hot encoding technology is used to
convert discrete non-numeric features into numeric features
to solve the problem that the model can only transmit
numerical data.

Data standardization. The Min-Max normalization method
is used to normalize the data to [0,1] interval, to improve the
convergence speed of the model.

x ′ =
x − xmin

xmax − xmin
(12)

where, x ′ is the normalized data, x is the current data, xmin is
theminimum data value, and xmax is themaximum data value.

B. EXPERIMENTAL SETUP
In the experiment, the operating system is Ubuntu 20.04.3,
the CPU is Intel Xeon Platinum 8375C, the GPU is NVIDIA
GeForce RTX 4090, the programming language is Python
3.10, and the deep learning framework is TensorFlow 2.10.

Adam is chosen as the optimizer of the model. The epoch
is set to 50, and the learning rate on the NSL-KDD, UNSW-
NB15, andCIC-DDoS2019 datasets are set to 0.0005, 0.0015,
and 0.0010.

The evaluation indicators used in this paper include
accuracy (Acc), detection rate (DR), and false positive rate
(FPR). The accuracy can evaluate the ability of the model that
accurately classify the normal and attack data, the detection
rate reflects the ability of the model to detect the attack
class data, and the false positive rate is used to evaluate the
misclassification ability of the model.

Acc =
TP+ TN

TP+ TN + FP+ FN
(13)

DR =
TP

TP+ FN
(14)

FPR =
FP

FP+ TN
(15)

where True Positive (TP) denotes the number of data detected
as attack data and the detection result is correct; True
Negative (TN) denotes the number of data detected as attack
data but its detection result is wrong and the data is actually
normal data; False Positive (FP) denotes the number of data

detected as normal data and the detection result is correct; and
False Negative (FN) denotes the number of data detected as
normal data but its detection result is wrong and the data is
actually the attack data.

C. EXPERIMENTAL EVALUATION
In order to verify the multi-classification performance of
the CNN-BiLSTM-Attention model for network intrusion
detection, the Stratified K-Fold Cross Validation method is
used in this paper to conduct multi-classification experiments
on the NSL-KDD, UNSW-NB15, and CIC-DDoS2019
datasets respectively, with the range of K-values is 2 to 10.
The multi-classification results are as follows. As shown in
Table 4, the best accuracy of the NSL-KDD dataset at K =
10 is 99.79%, the highest detection rate is 99.83%, and the
lowest false positive rate is 0.17%. Similarly, as shown in
Table 5, the optimal performance of the UNSW-NB15 dataset
is also achieved at K = 10. As shown in Table 6, the best
accuracy and highest detection rate of the CIC-DDoS2019
dataset are obtained at K= 8, which are 99.84% and 99.99%
respectively. For the three datasets, the best results of the
model proposed in this paper almost all occur at K= 10. This
is because as the K-value increases, the number of training
samples for various attack categories also increases, thereby
improving the classification performance of the model. At the
same time, the CNN-BiLSTM-Attention model can achieve
both high average accuracy and low average false positive
rates, which further proves the feasibility and effectiveness
of the CNN-BiLSTM-Attention model.

TABLE 4. Multi-classification results on NSL-KDD dataset.

TABLE 5. Multi-classification results on UNSW-NB15 dataset.

In order to verify intuitively the detection ability of the
CNN-BiLSTM-Attention model for each attack in NSL-
KDD dataset, this paper conducts experiments using the
K-Fold Cross Validation method. Figure 5 visually shows the
trend of the detection rate of each category with the change of
the K-value in NSL-KDD datasets. In Figure 5, the detection
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TABLE 6. Multi-classification results on CIC-DDoS2019 dataset.

FIGURE 5. Detection rate for every class on NSL-KDD dataset.

rate of the CNN-BiLSTM-Attention model for DoS, Probe,
and R2L attacks is all over 95%, and the optimal detection
rate for U2R attacks is increased to over 90%. The results
show that the CNN-BiLSTM-Attention model can accurately
identify various attack categories in the NSL-KDD dataset.

To verify the detection ability of the CNN-BiLSTM-
Attention model for each attack in the UNSW-NB15 dataset,
this paper conducts experiments using the K-Fold Cross
Validation method. Figure 6 visually shows the trend of
the detection rate of each category with the change of
the K-value in UNSW-NB15 datasets. In Figure 6, the
detection rate of the CNN-BiLSTM-Attention model for
most attack classes can all reach 80%, such as Exploits,
Fuzzers, Generic, Reconnaissance, and Shellcode, while the
detection rate for the Worms attack can also reach 60%. The
results indicate that the CNN-BiLSTM-Attention model can
accurately detect most attack categories in the UNSW-NB15
dataset.

To verify the detection ability of the CNN-BiLSTM-
Attention model for each attack in the CIC-DDoS2019
dataset, this paper conducts experiments using the K-Fold
Cross Validation method. Figure 7 visually shows the trend
of the detection rate of each category with the change of
the K-value in the CIC-DDoS2019 datasets. As shown in

FIGURE 6. Detection rate for every class on UNSW-NB15 dataset.

FIGURE 7. Detection rate for every class on CIC-DDoS2019 dataset.

Figure 7, the detection rate of the CNN-BiLSTM-Attention
model for various attack categories can reach over 90%,
and it still has a high detection rate for the minority attack
categories. For example, the detection rate for LDAP attacks
can reach 100%, while the detection rate for UDP lag attacks
can still reach 100%. The results indicate that the CNN-
BiLSTM-Attentionmodel can accurately detect various types
of attacks in the CIC-DDoS2019 dataset.

D. COMPARATIVE EXPERIMENTS
To verify the superiority of the CNN-BiLSTM-Attention
model on the UNSW-NB15 dataset, this paper compares

VOLUME 12, 2024 53107



W. Dai et al.: Network Intrusion Detection Method Based on CNN-BiLSTM-Attention Model

the CNN-BiLSTM-Attention model with other intrusion
detection models, such as Random Forest, SVM, AdBoost,
CNN-LSTM, and CNN-BiLSTM. As shown in Table 7,
compared with traditional machine learning models, the
CNN-BiLSTM-Attentionmodel has achieved better results in
various performance indicators, which further illustrates the
obvious advantages of deep learning in the field of intrusion
detection. Compared with the CNN-LSTM model, the
accuracy and detection rate of the CNN-BiLSTM-Attention
model increased by 6.63% and 16.10% respectively, while
the false positive rate decreased by 0.34%; compared
with the CNN-BiLSTM model, the accuracy and detection
rate of the CNN-BiLSTM Attention model increased by
5.74% and 6.00% respectively, while the false positive
rate decreased by 5.81%. The reason is that the CNN-
BiLSTM-Attention model not only combines the advantages
of CNN and BiLSTM but also extracts more important
spatiotemporal features through the attention mechanism,
which results in better classification performance. Moreover,
the CNN-BiLSTM-Attention model solves the problem
of low detection performance of most intrusion detection
models for minority class samples, thereby improving the
overall detection accuracy of the model.

TABLE 7. Multi-classification results on UNSW-NB15.

To verify the superiority of the CNN-BiLSTM-Attention
model on the CIC-DDoS2019 dataset, this paper compares
the CNN-BiLSTM-Attention model with some intrusion
detection models, such as CANET, SCDAE-CNN-BiLSTM-
Attention, Random Forest, AdaBoost, DT, and KNN,
as shown in Table 8. N/A indicates no such data. Compared
with CANET, accuracy increased by 0.26%, and false
positive rate decreased by 0.05%. Although the detection
rate only increased by 0.02%, it will also contribute to
future research. Compared with the SCDAE-CNN-BiLSTM-
Attention model, the accuracy of the CNN-BiLSTM Atten-
tion model has increased by 6.58%. The reason may
be that in the SCDAE-CNN-BiLSTM-Attention model,
SCDAE is used to apply Feature denoise to the original
traffic data, which leads to the loss of important network
traffic information and further affects the classification
accuracy of the CNN-BiLSTM-Attention model for traffic
data. Meanwhile, compared to the SCDAE-CNN-BiLSTM-
Attention model, the detection rate of the CNN-BiLSTM-
Attention model is improved by 11.76%, because EQL v2
is used as the loss function of the model to improve the
detection rate for minority class data, which further improves
the overall detection rate of the CNN-BiLSTM-Attention

TABLE 8. Multi-classification results on CICI-DDoS2019.

model. For several common machine learning models, the
CNN-BiLSTM-Attention model has significant improve-
ments in accuracy, detection rate, and false positive
rate. The comparative experimental results show that the
CNN-BiLSTM-Attention model is advanced on the CIC-
DDoS2019 dataset.

To verify the superiority of the CNN-BiLSTM-Attention
model on the NSL-KDD dataset, this paper compares
the CNN-BiLSTM-Attention model with other intrusion
detection models, such as Pelican [60], Lunet [61],
CNN-LSTM, CNN-BiLSTM, CANET, and SCDAE-CNN-
BiLSTM-Attention. N/A indicates no such data. It can be
seen from Table 9 that the CNN-BiLSTM-Attention model
outperforms other models in the accuracy, detection rate, and
false positive rate, thereby verifying the superiority of the
CNN-BiLSTM-Attention model.

TABLE 9. Multi-classification results on NSL-KDD.

To fully verify the detection performance of the CNN-
BiLSTM-Attentionmodel for each class, this paper calculates
the detection rate for each category in the UNSW-NB15
dataset, and the CNN-BiLSTM-Attention model is compared
with the CNN-BiLSTM model and the CANET model, the
results are shown in Table 10. Compared to the CANET
model, the CNN-BiLSTM-Attention model improves the
detection rate for all categories except DoS and Worms.
Among them, the minority attack category Analysis improves
by 4%, the minority attack category Backdoor improves by
6%, and the minority attack category Shellcode improves
by 5%. Compared with the CNN-BiLSTM model, except
for Worms, the CNN-BiLSTM-Attention model significantly
improves the detection rate for all minority categories, with
Analysis improving by 19%, Backdoor improving by 13%,
and Shellcode improving by 92%. The reason why the
detection performance of Worms does not improve is that the
CNN-BiLSTMmodel oversampled it. In summary, the CNN-
BiLSTM-Attention model not only improves the overall

53108 VOLUME 12, 2024



W. Dai et al.: Network Intrusion Detection Method Based on CNN-BiLSTM-Attention Model

TABLE 10. Comparison of detection rate for each class on models.

TABLE 11. Comparison of the loss function in the UNSW-NB15 dataset
for each class detection rate.

detection rate but also significantly improves the detection
rate for the minority attack classes.

To verify the classification performance of intrusion
detection models using different loss functions for minority
class data, this paper compares CNN-BiLSTM-Attention
model with different loss functions, EQL v2 and CE in the
UNSW-NB15 dataset, as shown in Table 11.

In Table 11, CNN-BiLSTM-Attention model with
EQL v2 is more obviously advantageous than CNN-
BiLSTM-Attention model with CE for the detection rate
of the minority class Analysis, Backdoor, and Shellcode.
Among them, for the detection rate of Backdoor, CNN-
BiLSTM-Attention model with EQL v2 is 6% higher than
CNN-BiLSTM-Attention model with CE. Therefore, it can
be concluded that CNN-BiLSTM-Attention model using
EQL v2 can effectively improve the detection performance
for the minority classes, thereby solving the class imbalance
problem in the dataset.

IV. CONCLUSION
In response to the low classification accuracy of traditional
intrusion detection models, this paper proposes CNN-
BiLSTM-Attention model. Firstly, CNN can automatically
extract the spatial features of the intrusion data; Secondly,
BiLSTM is used to learn bidirectional temporal features
for the intrusion data, and then the attention mechanism
is introduced after BiLSTM to assign weights to different
temporal features to strengthen the influence of impor-
tant features on the classification results. At the same
time, EQL v2 is selected as the loss function of the

CNN-BiLSTM-Attention model, so that the model pays
more attention to the minority class data during the training
process, furthermore enhancing the recognition accuracy of
the model for the minority class data. The experimental
results are as follows.

Multi-classification performance experiments are con-
ducted on three datasets, which achieve high accuracy and
low false positive rate, thereby verifying the effectiveness of
the CNN-BiLSTM-Attention model on large-scale network
intrusion data; The result of comparison experiment show
that CNN-BiLSTM-Attention model with EQL v2 has a
higher detection rate in identifying the minority attack
class data, which then proves that the EQL v2 can solve
the class imbalance problem existing in the intrusion
dataset.

CNN-BiLSTM-Attention model has achieved good detec-
tion results, but it has certain limitations. The model
relies on labeled data during intrusion detection, and when
labeled data is scarce, it can seriously affect the detection
performance of the model. In future research, unsupervised
or semi-supervised intrusion detection methods can be used
to improve the recognition ability of new unknown attack
data.
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