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ABSTRACT We propose an evaluation metric for communication status that classifies the communication
delay as passive, additive, and temporary communication delay and an asynchronous delay compensation
Kalman filter with an outlier rejection strategy. Experimental and simulation results demonstrate the kalman
filter’s ability to handle both additive and temporal communication delays, contributing to improved safety
integrity in line with ISO 26262 requirements. The result shows that the proposed filter can resist not only
additive communication delays but also can resist temporal communications delays.

INDEX TERMS Communication sensor delay compensation, Kalman filter, sensor signal delay, safety-

integrity level, teleoperated vehicle.

I. INTRODUCTION

With the rapid advancement of autonomous driving and
connected communication technologies, several Original
Equipment Manufacturers (OEMs) and research institutes are
leading towards the commercialization of autonomous vehi-
cles [1], [2], [3]. Typically, the degree of autonomous driving
is classified in stages from LO (No driving automation) to L5
(Full driving automation), and the Dynamic Driving Tasks
(DDT) function is required in the L3-5 stage [4]. Humans
perform Object and Event Detection and Response (OEDR)
for vehicles below L3 as the boundary, but for autonomous
vehicles above L3, the vehicle system can perform this role.
In particular, in the case of autonomous vehicles of SAE L4 or
higher, according to the international standards of SAE J3016
and ISO 22736, the autonomous driving system detects an
emergency state to execute DDT Fallback function [4], [5].
However, it is not feasible to provide a response guide for
them one by one in an edge case such as a situation where
vehicles and pedestrians are congested.
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According to the disengagement report released by the
California State Transportation Agency (CalSTA), there are
often situations in which accidents can occur when the
driver does not intervene during test driving of autonomous
vehicles [6]. Among them, recognition failure and software
problems mostly accounted and the autonomous driving
function was canceled by a human test driver, or in some
cases, intervention in the autonomous driving vehicle system
was carried out. In addition, the disengagement of the
autonomous driving function has been reported regardless
of road, intersection, and highway, and in some cases, it is
expected that an accident would have occurred without the
intervention of a human test driver. However, it is necessary
to return to the minimum risk state as soon as possible
by the autonomous vehicle in a situation where a human
driver does not reside with L4 or higher [4]. Therefore, the
disengagement of autonomous driving can lead to a cause of
hindering vehicle traffic, which is also a great issue in terms
of the agility of the transportation system.

A. TELEOPERATION AND COMMUNICATION DELAY
As a remedy for the disengagement of autonomous driving,
the concept of teleoperation can be utilized. However, the
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teleoperation of an actual vehicle has been implemented
only in limited situations due to the diversity of application
cases of autonomous vehicles and the performance of
computational and communication [7]. Recently, with the
development of computational performance and improve-
ment of the cellular network environment, teleoperation is
being studied in depth, and research on the human-machine
interface is actively in progress [8]. Zheng.et al. made
a proposal for the establishment of a control center to
control vehicle emergency situations, remote control of
the vehicle, and real-time interface [7], [9]. Basso. et al.
presented a method of teleoperation of a military jeep using
a single camera in the off-road environment [10]. In fact,
already some commercialized services were introduced to
conduct teleoperation for industrial forklift trucks [11].
Further, a celebrated usage of teleoperation schemes can be
widely found in the robots field for their control systems
targeting teleoperation [12], [13]. Especially, due to the
sensory feedback and wireless technology improvements,
teleoperation span from rehabilitation, surgery, aerospace
field, and to unmanned air crafts [14], [15], [16].

On the other hand, numerous efforts have been taken to
classify communication delays and reduce their effects. Yao.
et al. made a communication delay analysis based on the
wireless IEEE 802.11p protocols in the highway environment
and shown exponential distribution is the best approximation
to explain the access delay profiles [17]. In addition, Kim.
et al. proposed a delay-tolerant intersection management
protocol and classified the situations based on the prelim-
inarily determined scenarios to prevent safety issues [18],
[19]. However, few studies were conducted on end-to-end
communication analysis and on the tolerant system and most
of them were tested by applying simulation [20].

One of the sophisticated methods to estimate a state
stochastically is using the kalman filtering approach [21],
[22], [23]. When applying the Kalman filter to outlier
coexisting environments, it is effective to implement robust
strategies such as compensation-based and rejection-based
noise managing processes [24], [25], [26], [27], [28],
[29]. By far of the authors’ knowledge, despite numerous
robust Kalman filter techniques being introduced to remove
outliers, few discussions were made at the communication
level for remote control usage. In this study, we propose
an asynchronous delay compensation Kalman filter for
compensation of the communication delay and rejection of
outlier in the signal that severely differs from the expected
communication delay.

B. CONTRIBUTIONS
The contributions of this study consist of two main ideas.

1) The proposed filter can remove additive and temporary
communication delay outliers

2) Introduction of a stochastic heavy-tailed Gaussian delay
model that can generate realistic communication delay
outliers.
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FIGURE 1. Example of teleoperation service using remote control device
and visualization apparatus. Teleoperation is challenging in terms of
delay management and limitations of methods for transmitting
environmental information to the human operator.

In this study, an asynchronous delay compensation Kalman
filter is proposed as a potential solution for compensating for
communication delays and rejecting outliers.

By using the proposed delay model, the occurrence
probability of actual communication delay outliers can
be controlled, which can be utilized for the performance
evaluation of delay compensation filters such as the proposed
filter.

Il. METHODOLOGY

Fig. 1 shows an example of a teleoperation service provided
by a control center. The teleoperation of the vehicle is
different from the traditional local control method in that
the teleoperated target and the vehicle controlling unit are
physically separated. In particular, compared to conventional
local communication-based control methods, the teleoper-
ation command implies distinctive uncertainty due to the
communication delay. Therefore, in this section, we propose
a concept of a novel filter based on the evaluation of the
system including the uncertainty of command signal due to
telecommunication.

A. UNSCENTED KALMAN FILTER

An asynchronous delay compensation kalman filter with a
pseudo observation vector has been briefly explained in this
section. In advance, the symbol A denotes estimated values.
Also, (—) and (+4) represent priori and posterior estimations
of the state of the model, respectively.

First, we consider the discrete-time nonlinear stochastic
state-space model when using an unscented Kalman filter
(UKF) [30], [31]. The typical system of the nonlinear
dynamic model can be expressed as:

Xp = f(Xg—1, dt) + Wy, e

where x; is the n-dimensional state space vector at discrete-
time k, f denotes the transition function, w; represents the
process noise which follows the Gaussian distribution, and
dt is an interval of time between the samples.
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Next, the state estimation process can be conducted after
receiving the measurements as follows:

7z, = h(xy) + vg, 2)

where z; represents the m-dimensional observation vector
at discrete-time k, h denotes the observation function, and
Vi means a measurement noise also following the Gaussian
distribution.

Let x is a set of 2n + 1 sigma points that deviates from the
original mean and covariance of the state space vector:

Xi)lzxk 1

Xi) | =Xi—1 + v+ AlVPr-1l;
N = s = VAP i =1,...,n),  (3)

where, m is the mean value sets of the sigma points, and P is
the covariance matrix for each state space component respec-
tively. Also, A represents a scaling parameter determined as
A = o%(n + k) — n, where « and « is the parameter that
determines the spread of the sigma points.

Then propagation process can be carried out through the
transition function using sigma points:

R =rOG ) fori=0,1,...20, )

where, x is predicted set of sigma points. Therefore, the
weighted mean and covariance matrices for the set of the
sigma points can be written as:

2n
xg = > WY )

i=0
Z WK —mOEY —mO)T+ Qe (©)

where m,_ is the priori weighted mean vector, P is the priori
covariance matrix predicted from the sets of the sigma points
at discrete-time k respectively. In addition, weights Wl.(m) and
W are gi follows:

; given as follows:

W™ = N+ \) 7

W = Mo+ A+ (1 +a?+ B) 8)
W<’”) 1/2(n+ \), fori=1,2,. )
W =12+ M), fori=1,2,...,n, (10)

where B is the parameter utilized for the prior information of
the distribution of state space vector x. Hence, the remapped
priori sigma points x~ can be written using the mean and
covariance matrices:

) _
' =x;

e =xg + Vi ALPL

n+/\[\/E]i(i= Loom. (1)

Xl:(iJrn) —=x
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Algorithm 1 Unscented Kalman filter

Input :x; .,z P/,
Output x;’, P,f
Generate 2n+1 sigma points: Xé’l s
Propagatzon rocess:
W =rol? | dfori=0,1,...,2n,;
Predlctlon of priori mean:
= >, Wil
Predlctlon of priori covariance:
=32 WG —mOE —mOT + Qe
Measurement model during propagation:
Ck = h(X_(l)) fori=0,1,...,2n;
Compute representanve of propagated sigma points:
e =31 W(m)Ck ;
Calculate kalman gain:
Ki =CiS;
S = XX WG — w0 = " + R
Ci = 32, W0 " —x) — o™
Estimation of posterirori mean:
X\ =x; +Ke@ — s
Estimation of posterirori covariance:
P} =P, — KiSkK};
return x; , P

Therefore, measurement model during propagation of
sigma points can be written as follows:

& = ho ) fori=0.1,....2n (12)

where 6 is observable propagated set of sigma points. Then
the representative value of the propagated sigma points g
can be calculated with:

~ ()
e = WG (13)

Further, Kalman gain can be computed with measurement
residual covariance R as follows:

K = Cks,;‘ (14)

Sk —Zw“>(<k @ T+ R (15)
i=0

2n
Ck = Z Wi(c)(xk_(

i=0

D —x )Y — T, (16)

where S is the error covariance matrix of observational
sigma points between the representative value of the predicted
observable sigma points, and Cy is the joint covariance matrix
between the propagated sigma points residuals and that of the
observable sigma points. Finally, the estimated state space
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FIGURE 2. lllustration of time synchronization using GPS and pulse per
second signal. Theoretical precision of synchronized inner clock of the
client PC using network time protocol is nano-second level.

vector and covariance matrix can be written as follows:

X\ =x; +Ke@ — 1) (17)
P} =P; — KiSkK}, (18)

where Z; is the actual measured value. The equations and
algorithms of the unscented kalman filter is briefly explained
and summarized in Algorithm 1.

B. CLASSIFICATION OF COMMUNICATION DELAYS AND
OBSERVATION OF COMMUNICATION DELAY
Despite upper efforts of reducing the uncertainties of estima-
tion, the Kalman filter approach can be effective only when
the prerequisites hold which measurement noise is Gaussian.
In fact, the communication delay is one of the core safety
issues when controlling a teleoperated vehicle. However,
measuring the communication delay is challenging especially
when the vehicle system and the controlling interface are
connected wirelessly due to each unit having its own inner
clocks. One of the effective delay measurement techniques in
a remote network system is utilizing time information in the
global positioning system (GPS). As shown in Fig. 2, in order
to achieve a precisely synchronized inner clock system,
network time protocol (NTP) can be used as an option [32]
In this study, the communication delay was measured by
comparing each of the synchronized inner clock information
from the controlling units using NTP and GPS signals.
Further, as shown in Fig. 3, we classify the communication
delay into a passive delay (PD), additive (AD), and temporary
delay (TD) which both can be regarded as an outlier.
PD refers to the inherent communication delay introduced
mainly due to the physical properties of the communication
circumstances. Further, AD refers to a communication delay
outlier introduced into the communication system that has
a single perturbation. Finally, TD refers to communication
delay outliers that have multiple perturbations. In this
study, we assume that both passive delay and outliers are
originating from non-identical Gaussian distribution. In order
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FIGURE 3. Classification of delays depending on the magnitude of the
communication delay: Passive delay (PD), Additive delay (AD), Temporary
delay (TD). In this study, the Gaussian mixture model was implemented to
distinguish the outlier from the passive delays.
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FIGURE 4. Schematic diagram of proposed filter algorithm that rejecting
communication delay outliers.

to distinguish the measured delay 7' for which type of delay
is more responsible, the measurement delay is profiled based
on the Gaussian mixture distribution:

D D
pT) = > pOpTI6) = > 7aN(Tlpg. 60).  (19)
d d=1

where 6, is a D-dimensional binary random variable, g is
the mixing coefficients satisfying 0 < my < 1, p, is the
mean vector, and 64 is the covariance matrix of the Gaussian
distribution (). Further, a conditional probability of 8 when
the T is given can be calculated as:

7aN(T |pg, 64)
>0 aN(T g, 6a)
where y(6;) corresponds to the responsibility of posterior

distribution after observing T'. In this study, y(64) was used
as an outlier judging criterion for each measured time delays.

y(a) = pba = 1IT) = (20)
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FIGURE 5. Schematic diagram showing the process of computing the
predicted observation vector.

C. ASYNCHRONOUS DELAY COMPENSATION KALMAN
FILTER

When the communication delay is relatively constant and
acceptable, the residuals originating in the delay can be
compensated using the transition function. Fig .4 shows
the concept of the proposed delay compensation strategy.
First, in order to reduce the effect of the passive delays,
the observation vector was reorganized to meet the required
dimension of the transition model:

5 ~ n ~ T
ZIJE = [Zl|k <o+ Zmlk Xm—n+1k—1 .- xn|k71] ’ 2D

where z;[ is the pseudo observation vector.
As shown in Fig. 5 the predicted observation vector was

computed using the transition function:
2} = h(/(a}, T)), (22)

where i}: is the predicted observation vector considering the
communication delays. It should be noted that the noise of the
measured observation vector is assumed to follow a Gaussian
distribution:

v ~ N(0,R), (23)
where A represents Gaussian distribution. However, by using

the pseudo observation process, now the predicted observa-
tion vector meets the following:

2} ~ N(hxi), Qu, (24)
when the one-way communication delay is measured pre-

cisely. Therefore the estimated state space vector when the
measured delay is passive can be rewritten as follows:

x§ =x; + K@ — ) (25)
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Algorithm 2 Asynchronous Delay Compensation
Kalman Filter

Input :x,il, z,:ll P,il
Output x;, P}

Conduct 1-7 of the UKF sequence (Algorithm 1);
Estimation of communication delay:
y(0a) =pq = 1T);
Compute pseudo observation vector:
2, = 21k - - - Zmlke Rment k=1 - - - Znk—11%;
Predicted pseudo observation vector:
2} = h(f (2], T));
Estimation of state space vector:
if y(6,) > y(6p) and T > 2 then
_ 2, ~(i
X'Jfrf =X =2 w5
Pl =P
else
x| =x; +Kk(2;£ — Hg)s
+ _ p— T.
P =P, — K;SkKy;
end
return x;, P

Finally, the error covariance matrix of observational sigma
points and the posterior covariance matrix can be written as:

2n
NG, NG,
Sc=> WG —m)C —m)T+0 (26
=0
Pl =P, — KSkKj. 27

However, in the situation where the measured delay is
classified as an outlier, observed values should be treated
differently in a manner that reduces the residual most.
In this respect, temporal communication delay outliers
should be treated carefully since they may influence the
plural command signal during the trend. In order to reduce
the cumulative uncertainty of the estimation covariance,
a rejection strategy was implemented to the update sequence

2n

xi =x; = > WY iy o) > v(@). T =2) (28)
i=0

Pl =P (29)

where y(6,) and y(6,) represent the responsibility of the
communication delay outlier and that of the passive delay of
the measured delay. It should be noted that in order to activate
the rejection strategy before the communication delay is
judged as the outlier, the responsibility y should be confirmed
asynchronously for every preliminary determined time.

Ill. EXPERIMENTAL DESIGN

This section describes a method for evaluating the per-
formance of the proposed filter for communication delay.
First, the experimental configuration for measuring the
communication delay between the vehicle and the control
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FIGURE 6. Schematic diagram of teleoperation system including a
human-machine interface, and a vehicle interface. A stable control
strategy is needed considering the communication delay of wireless data
transmission.

Description of teleoperated vehicle*

* The current vehicle is not in commercial use, all are designed/assembled by authors

EPS (Electric Power Steering)

FIGURE 7. Description of the teleoperated vehicle used in the experiment.

center based on GPS is described. Next, to evaluate the
performance of the proposed filter, a simulation based on the
remote control command transmission experiment and actual
communication delay was performed. In the experiment,
the control command was transmitted to the remote vehicle
to generate the communication delay profiles. Additionally,
in the communication delay simulation, the communication
delay obtained in the experiment was modeled, and the
performance of the proposed filter was evaluated based on
the artificially generated communication delay.

A. GENERAL SETUP
Fig. 6, 7 shows teleopration system including the
human-machine interface and vehicle interface. First, the
remote control device reproduces information from sensors
such as wheel angle or speed of the vehicle via a feedback
interface. Next, a teleoperator controls the vehicle for the
desired mission using the remote control device. Here, the
vehicle interface process the command signal received from
the remote control device and transfer it to the actuator via
controller area network (CAN) format.

Fig. 8 shows used teleoperation system including
human-machine interface and vehicle interface. In this
study, we adopt a wireless vehicle communication strategy
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FIGURE 8. Communication and hardware configuration design for the
teleoperation. A 5G network band was used to transfer the camera and
remote control signal to the teleoperator and vehicle interface.

using a 5G network for camera and remote control signal
communication (UX-50C, LG, Korea). As for the local
communication, CAN protocol is used to communicate
between the vehicle control units (IXXAT compact V2, HMS
Networks AB, Sweden). As for the medium operational
system for the vehicle interface, ROS-Melodic running on
Linux Ubuntu 18.04 LTS (64-bit) was chosen to distribute
command signal to each controller units [33]. In addition,
a wheel joystick (G29, Logitech, Swiss) was used to feedback
and to generate the command signal to the vehicle interface.
Also, GPS and used to synchronize clock with local and
remote control system (PA1616S, Adafruit, America) with
external GNSS antenna (GPS ACTIVE 28dB, Changhong,
China). Finally, Chrony! and Gpsmon? were used to
constantly synchronize the internal clock with received clock
messages.

B. EXPERIMENT: COMMUNICATION DELAY GATHERING
An experiment was carried out to generate profiles of
communication delays based on an actual teleportation
system of the vehicle. Fig. 9 shows the experimental setup
for generating the communication delay profiles. First, the
local control center and the remote vehicle are connected to
a 5G/LTE network (Provider, LG, Korea rep.) based on the
ROS system. secondly, the control center sends command
signal of sin(1/25¢) with synchronized timestamps of 50 Hz
interval continuously during 30 minutes. Finally, the remote
vehicle receives the control command and computes the
communication delay to generate the profiles.

C. SIMULATION: PERFORMANCE TEST UNDER OUTLIER
COEXISTENCE USING GAUSSIAN DELAY MODEL

For the performance test of the proposed filter, the stochastic
Gaussian mixture model is utilized to generate two or more
complicated noise signals. Initially, heavy-tailed Gaussian

1 https://chrony.tuxfamily.org/
2https:// 'gpsd.gitlab.io/gpsd/gpsmon.html

VOLUME 12, 2024



E. Kim et al.: Delay Compensation and Outlier Removal in Command Signal for Teleoperated Vehicle

IEEE Access

GPS satellite

GPS satellite

%

ROS connection 1 .

Time sync. n M !
e sync. node 5G/LTE Module z

Provider: LG, KOREA REP.

. ’
il
H Remote vehicle
Delay compute node -
Socket CN bridge r-
: -
- Receive control command
& - Synchronized GPS time
- Send control command [ T E—— - Compute time delay

- Actuate the vehicle
- Save via rosbag

- Synchronized GPS time
- 50 Hz of interval

FIGURE 9. Experiment setup for generation of communication delay
profiles. Wireless communication condition was managed based on
5G/LTE router with ROS environment.

noise distribution for the communication delay can be
modeled with following expression [34]:

Ti ~ (1 = Y)N (1, 6p) + YN (o, 60), (30)

where, T denotes communication delay at discrete time k,
pp and p, is mean of passive and outlier noise distribu-
tions. Also, 6p, and 6, are covariance matrices of passive
and outlier distributions. ¥ represents a contamination
ratio of communication delay outlier. However, stochastic
modification is needed because the heavy-tailed Gaussian
noise distribution is insufficient to mimic the temporary
communication outliers.

Secondly, assuming the temporary outlier is affected by
a latent variable, stochastic heavy-tailed Gaussian noise is
generated as follows:

T~ (1 =) — 0Ny, 6p)
+ ¥ (1 — @)N (i, 60)
+ a)kN(Mov 60)1 (31)

where, wy is a one hot Bernoulli variable depending on latent
contamination ratio p:

Plxlp) = p® (1 — p)' %, (32)

Finally, the root means square error (RMSE) computation
is used for the evaluation metric for the performance of
resisting the outlier:

L N
RMSE = % z zlv Z(x;; —%)2, (33)

k=1 i=1
where L denotes numbers for the Monte-Carlo simulation
trials and N represents the number of simulation samples
consisting in each trial. x;; represents the true samples and ’A‘i
depicts the target samples such as samples that are generated
by the stochastic heavy-trailed Gaussian noise or the filter

processed samples.
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FIGURE 11. Communication delay profile generated by Gaussian mixture
model. Responsibility y is calculated to distinguish the samples into the
passive delay, additive delay outlier, and temporary delay outlier.

As for the comparison, the proposed filter is tested Udacity
driving dataset of wheel angle samples with time stamps>
(Sunny, 09/29/2016).

IV. RESULTS

The communication delay measurement was conducted to
model the profiles of the delay distributions as shown in
Section III. Moreover, each end-to-end ROS master and
slave are synchronized to the GPS clock to measure the
communication delay. In addition, the constant velocity
model was used for the transition function [35], and the initial
conditions of Kalman variables were set as follows: error
covariance Py = Qg; initial space state Xy with X9 = Zo;
measurement noise covariance as Ry = diag(0.05); and
process noise covariance as Q; = diag(0.03, 0.03); o = 1,
B=0,k=0,n=2.

A. EXPERIMENT: COMMUNICATION DELAY ANALYSIS

Fig. 10, shows a typical scene when the proposed filter
encounters a temporary communication delay during the
communication delay gathering experiment.

3 https://github.com/udacity/self-driving-car/tree/master/datasets
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FIGURE 13. Simulation result using the udacity dataset with generated
communication delay by stochastic heavy-tailed Gaussian mixture
model(y : 0.001, o : 0.94).

Fig. 11, shows the proportions of passive delay is 98.69%
and the communication delay outliers are 1.31% (addi-
tive : 0.364%, temporary : 0.946%) among the experiment
samples.

Fig. 12 shows additive, and temporary delay outlier
proportions against different latent contamination ratios p,
and contamination ratios y. It should be noted that all
parameters were tested for 10 trials for 900,000 samples each.

B. SIMULATION: PERFORMANCE TEST USING UDACITY
DATASET
Fig. 13 shows a simulation result when applying the proposed
filter to the udacity dataset. It should be noted that the
communication delay was generated to mimic the delay
profile of the measured communication delays (¢ : 0.001,
p :0.94).

Fig. 14 shows an error comparison between the udacity
dataset with communication delay applied, and the result of
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FIGURE 14. Error analysis comparing the udacity dataset with
communication delay applied (¥ : 0.001, p : 0.94), and the result of the
proposed filter.

the proposed filter. The result shows that the RMSE of the
proposed filter decreased from 0.0031 rad to 0.0022 rad due
to the decrease in probability density for the higher error
values.

C. SIMULATION: MONTE-CALRO SIMULATION ANALYSIS
Fig. 15 shows monte-carlo simulation analysis for each
latent contamination ratio p, and contamination ratio .
Note that the simulation was conducted for 100 rounds with
37976 udacity dataset samples with communication delay
applied by the stochastic Gaussian delay model.

V. DISCUSSIONS
A. COMMUNICATION DELAY PROFILE AND STOCHASTIC
GAUSSIAN DELAY MODEL
As a result of applying the Gaussian mixture model to the
measured samples of the communication delays, the border-
line for determining the passive and outlier communication
delays was found to be 85 ms (see Fig. 11). The result of the
communication delay profile shows that although the passive
communication delay is dominant (98.69%), the proportions
of temporary delays (0.946%) were 2.6 times higher than the
additive delays (0.364%) (see Fig. 11). Therefore, it should
be emphasized that temporary communication delays deserve
more attention not only because of their severity but also
from the viewpoint of their chance of emergence. Especially,
it is important to remind that the performance of wireless
communication can be degraded due to the distance between
the receiving stations [36], interferences [37], or the existence
of obstacles [38]. Hence, evaluating the performance of
wireless systems in extreme conditions is essential such as
in scenarios that control the vehicle remotely to reduce the
risk until it is acceptable.

In this respect, the proposed stochastic Gaussian delay
model can be utilized for reproducing harsh conditions
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FIGURE 15. Monte-carlo simulation analysis differing latent
contamination ratio p, and contamination ratio y. Each root mean square
value was computed for 100 rounds with 37976 udacity dataset samples
(L : 100, N : 37976).

because it can control the ratio of temporary communication
outliers (31). For instance, when the contamination ratio
¥ was 0.010, by increasing the latent contamination ratio
p from 0.90 to 0.94, the ratio between the temporary
and additive communication delays increased from 1.92 to
2.13 (see Fig. 12). However, a precise tune is required for
generating a specific ratio of outliers by maintaining the total
proportions of outliers because the latent contamination ratio
p 1is also responsible for generating the outlier itself. Since
increasing the latent contamination ratio p increases the total
proportions of outliers, reducing the contamination ratio ¥
can be effective to maintain the total proportions of outliers.
In this respect, it can be said that the proposed stochastic
Gaussian delay model has strength in controlling the ratio
between the temporary and additive outlier compared to the
conventional heavy-tailed Gaussian noise model.

B. PERFORMANCE OF PROPOSED ASYNCHRONOUS
DELAY COMPENSATION KALMAN FILTER

As expected, the proposed filter was able to detect the
temporary outliers and reject erroneous samples (see Fig. 10,
Fig. 13). One of the core properties of temporary outliers is
an unexpectable time period of samples to be received. In this
regard, an asynchronous feature is essential when judging
whether the state can be classified as a hazardous state or not.
In accordance with derived communication delay profiles, the
proposed filter asynchronously detects the hazardous state
and generates the estimated samples based on the transition
function of the algorithm (22). As a result of applying the
proposed filter, the RMSE decreased by 35% compared to
that of the udacity dataset to which the communication delay
was added (see Fig. 14). In addition, it can be observed
that the highly deviated samples from true values shifted
to the smaller absolute error histogram bins and led to an
RMSE decrease. Finally, the results of intensive simulation

VOLUME 12, 2024

show that the proposed filter is useful even in extreme cases
(see Fig. 15). For instance, when the contamination ratio
¥ is 0.001, RMSE value of the proposed filter was lower
regardless of the value of latent contamination ratio p.

C. APPLICATIONS AND LIMITATIONS OF APPROACH

In this study, only the steering wheel-controlling scenario
was examined as a target-controlling physical variable.
Considering that other core physical parameters such as
acceleration or brake pedal control are also a form of signal
that follows the communication delay profile, the proposed
filter can aid in resisting communication outliers. In addition,
not only controlling vehicles from the control center but
also the proposed filter is expected to be applied even when
conveying road conditions or acceleration information to the
control center for realistic vehicle control.

Further, careful consideration should be made before
adopting the proposed approach. As shown in the result,
in some extreme conditions, the proposed filter may fail to
compensate for communication delays (see Fig. 15, when
¥ @ 0.010, p : 0.99). However, considering the ratio of
communication outliers are rather high in those conditions
(see Fig. 12, when ¢ : 0.010, p : 0.94 is around 10%
of outlier ratio), referencing 7 as a judging criterion for an
emergency state would be a potential approach to make the
system more reliable. For instance, if 7 is high enough not to
stop the vehicle until it result in a collision, the vehicle should
execute the emergency stop to meet the safety requirements.

One another consideration that should be given regarding
the dataset used in this study is it only includes 12 minutes
of driving data. Possible remote driving conditions in urban
scenarios may require rapid and immediate control of the
vehicle or relatively long-term controlling of the vehicles.
Therefore, intensive validation for different driving behaviors
or reliability analysis should be done in the future framework.

D. RELATIONS AND CONSIDERATIONS WITH CURRENT
SAFETY STANDARDS

Although ISO 26262 (“Road vehicles — Functional safety’”)
covers communication delays regarding local communica-
tion between vehicle control units, it does not explicitly
include delays when controlling the vehicle wirelessly [39].
Therefore, referencing more comprehensive safety stan-
dards such as IEC 61508 (‘“‘Functional Safety of Electri-
cal/Electronic/Programmable Electronic Safety-related Sys-
tems (E/E/PE, or E/E/PES)”’) may be a solution to quanti-
tatively validate the performance of the remote controlling
system [40]. For instance, IEC 61508 gives guidelines about
the average frequency of a dangerous failure of the safety
function (For example, SIL2 for < 1077 to > 10_6)
while ISO 26262 only gives random hardware failure target
values. The proposed method can aid in diminishing the
effect of communication delay outliers, but still may not
be sufficient to meet the required safety-integrity level.
Therefore, to satisfy the desired safety-integrity level of the
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remote-controlling system, the overall performance should
be improved such as by multiplexing the communication
hardware.

VI. CONCLUSION

In this study, we proposed an asynchronous delay com-
pensation Kalman filter that can resist not only additive
communication outliers but also temporary communication
outliers. In addition, we proposed a stochastic heavy-tailed
Gaussian delay model that can control the ratio of additive
and temporary outliers. As an experiment, a delay profile
gathering experiment and intensive Monte-Carlo simulation
were carried out. The result shows that the proposed filter can
resist even in extreme conditions where communication delay
outliers coexist. The limitation exists where communication
delays must be measured precisely and was only tested with
the steering controlling scenario. Therefore, our future work
includes comprehensive analysis when applied to various
control signals adopted in actual teleoperated devices.
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