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ABSTRACT This paper concentrates on the secure consensus control problem for a class of second-order
connected vehicle systems (CVSs) in the presence of denial-of-service (DoS) attacks. First, the necessary and
sufficient conditions for the consensus of CVSs are derived in the attack-free case. Second, in order to defend
against DoS attacks, we design a novel secure consensus control protocol where resilient predictors are used
to estimate the states of other vehicles during DoS attacks. Then, by using Lyapunov stability theory, matrix
analysis tool, and algebraic graph theory, the convergence of CVSs with the resilient predictors against DoS
attacks is achieved in the attack case. It is proved that under the designed secure consensus control protocol
with resilient predictors, not only the prediction errors can be converged to a bounded range, but also the
system errors can be converged. Finally, the effectiveness of the proposed novel secure consensus control
protocol with resilient predictors is illustrated by some simulation results.

INDEX TERMS Connected vehicle systems (CVSs), denial-of-service (DoS) attacks, resilient predictors,
secure consensus control protocol.

I. INTRODUCTION
As the application of cyber-physical systems, connected
vehicle systems (CVSs) play a significant role in smart
city due to its advantages in reducing traffic accidents and
greenhouse gases, increasing traffic efficiency, and etc [1],
[2]. In CVSs, vehicles are connected through ad-hoc networks
and the control protocol is generated according to the
received status information (position, velocity, etc.) of other
vehicles [3]. The appropriate control protocol ensures the
internal stability of CVSs, which can be implemented through
cooperative adaptive cruise control (CACC) [4], [5], [6],
[7]. Flocking theory [8], [9] and consensus control [10],
[11], are widely adopted to implement CACC for CVSs.

The associate editor coordinating the review of this manuscript and

approving it for publication was Jiefeng Hu .

While in the consensus control method, vehicles exchange
their state information with each other and eventually reach
consensus [12]. In particular, the ‘‘look-ahead’’ type network
topology (a vehicle receives the information from its ahead
vehicle through wireless communication or the sensors
placed in front of the vehicle) has gained increasingly
interests in the consensus control for CVSs, please see e.g.
[13], [14], [15], and [16] and the references therein.

Since data is exchanged between vehicles through wireless
networks, cyber-attacks are one of the most critical factors
that affect the stability and security of CVSs. Many
cyber-attacks are designed by attackers, exploiting loopholes
and security flaws to the attacked systems and endanger
communication security. In recent years, cyber security
incidents occur frequently all over the world, which show
that cyber-attacks are becoming a critical threat and urgently
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necessary to be solved. To name a few, in 2010, a replay
attack virus named StuxNet used the loophole of industrial
control system to invade the nuclear power plant in Iran,
which resulted in the abandonment of 1/5 centrifuges [17].
In 2015, security researchers Charlie Miller and Chris
Valasek showed that they can remotely hack into the
Cherokee Jeep from Miller’s basement to disable the brakes,
take control over the steering wheel, and finally send the
vehicle into a ditch. This cyber-carjacking incident caused the
recall of 1.4 million cars [18]. From the perspective of real-
world engineering, three typical cyber-attacks are disclosed:
deception attacks [19], [20], [21], replay attacks [22], [23],
[24], and denial-of-service (DoS) attacks [25], [26], [27].
In DoS attacks, the attackers generate several useless data
or/and repeatedly send aggressive service requests, which
make the target unable to receive and respond to external
requests in a timely manner.

It is one of critical challenges for CVSs to design
consensus control protocols to defend against DoS attacks,
which has been received extensive attention in the open
literature [28], [29], [30], [31]. In [28], the platoon control
problem for CVSs suffering from DoS attacks and multiple
disturbances is studied. A resilient platoon control protocol is
proposed to achieve internal stability of CVSs and minimize
the disturbance propagation bound. In [29], the authors
investigate the distributed secure platoon control for a class of
CVSs where the DoS attacks may occur at some time-varying
sampling time instant. The distributed control strategy can
ensure the exponential tracking performance, and the several
quantitative relationships between attack parameters and
system performance are revealed. Moreover, based on the
idea of adaptive control, the distributed secure adaptive
platoon control for CVSs in the presence of intermittent
DoS attacks is further investigated in [30]. The proposed
protocol can guarantee that the vehicle state estimation errors
and platoon tracking errors can be regulated to reside in
small neighborhoods around zero. In order to resist DoS
attacks, using event-triggered method to reduce network
traffic in communication channel is a possible solution.
However, it is noteworthy that the event-triggered method
reduces network traffic in communication channel, but the
real-time performance is compromised, especially when the
triggered data is lost during the active period of DoS attacks.
As a consequence, the event-triggered method may not
be the best solution for the CVSs which needs a lot of
real-time information. For this reason, in [31], the authors
develop a resilient consensus control scheme for CVSs
equipped with CACC to mitigate the DoS attacks, a set
of resilient predictors are designed via sliding mode theory
and adaptive observer theory. Using the resilient predictor
to estimate the states of other vehicles during DoS attacks
is a promising way. However, in [31], the authors only
investigate the convergence of the prediction errors of the
resilient predictors, but the convergence of system error is
not considered. The above observations motivate the research
presented in this paper.

In this paper, the problem of secure consensus control for
a class of second-order CVSs in the presence of DoS attacks
is investigated. The main contributions can be highlighted as
follows:

1) A novel secure consensus control protocol with
resilient predictors is developed for the CVSs subject
to DoS attacks, where the resilient predictors are added
to the controller of each vehicle to estimate the states
of other vehicles during DoS attacks.

2) The necessary and sufficient conditions for the consen-
sus of CVSs are derived in the attack-free case, and
the convergence of CVSs with predictors against DoS
attacks is further achieved in the attack case.

3) Different from [31], under the designed secure consen-
sus control protocol with resilient predictors, not only
the prediction errors can converge to a bounded range,
but the system errors can also converge.

The rest of this paper is organized as follows. In Section II,
the models of CVSs and DoS attacks are introduced, and the
secure consensus control protocol with resilient predictors is
designed. In Section III, some important results are derived.
Simulations are given in Section IV to verify the proposed
strategy, and conclusions are drawn in Section V.
Notations: Notation P = PT > 0 (≥ 0) means that the

matrix P is real symmetric positive definite (semi-definite).
Let R denotes the set of real numbers, and R+ denotes the
set of positive reals. Let Re(x) denotes the real part of the
complex number x. Let In and 0n denote the n × n identity
matrix and n × n zero matrix, respectively. The 2-norm of a
vector x is denoted as ∥x∥. And ai,j (i, j = 1, . . . , n) denote
the elements of adjacency matrix of the graph, which take
the value of 1 when there is a communication link from j to
i and take the value of 0 otherwise. Let L = {li,j} (i, j =

1, . . . , n) denote the Laplacian matrix of the corresponding
graph, where li,i =

∑n
k=1,k ̸=i ai,k and li,j = −ai,j, i ̸= j.

AT and A−1 denote the transpose and inverse of matrix A,
respectively. For brevity, we write symmetric matrices of the
form

[
A B
BT C

]
as

[
A B
∗ C

]
. Matrices, if not explicitly stated, are

assumed to have compatible dimensions.

II. PROBLEM FORMULATION
A. CVSS MODELING
As shown in Fig. 1, this paper considers a platoon includes
one lead vehicle and n followers, where the classical
predecessor following (PF) network topology is used [6].
Each follower has the following second-order dynamics:{

ṗi(t) = vi(t)
v̇i(t) = ui(t),

(1)

where, i = 1, 2, · · · , n; pi(t), vi(t) and ui(t) are position,
velocity and control input of the vehicle i at time t ,
respectively.

The control objectives of the platoon are to achieve
asymptotical stability of CVSs, which can be described: as
time goes to infinite
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FIGURE 1. CVSs based on the PF network topology.

1) The longitudinal spacing between two adjacent vehi-
cles is the same;

2) All followers track the lead vehicle with the same
velocity.

The above control objectives are described as lim
t→∞

pi(t) → p∗
i (t) = p0(t) + id

lim
t→∞

vi(t) → v∗i (t) = v0(t),
(2)

where p∗
i (t) and v

∗
i (t) are the desired position and velocity

of vehicle i at time t , respectively; d is the desired distance
between adjacent vehicles and d ≥ dmin, where dmin is the
minimum safety distance between neighbor vehicles; p0(t)
and v0(t) are the position and velocity of the lead vehicle.
In order to achieve the control objectives, letting pi = pi −

p∗
i and vi = vi − v∗i , for each vehicle i (i = 1, 2, · · · , n), the
following cooperative control protocol is designed:

ui = −k1(pi − pi−1) − k2(vi − vi−1), (3)

where k1 and k2 are the control parameters to be designed.
Let xi(t) =

[
p̄Ti (t), v̄

T
i (t)

]T , then vehicle i has the following
dynamics:

ẋi(t) = Axi(t) + Bxi−1(t), (4)

where A =

[
0 1
−k1 −k2

]
and B =

[
0 0
k1 k2

]
.

B. MODELING OF DOS ATTACKS
We regard the DoS attacks as the phenomenon that prevents
the information of vehicles from being transmitted at each
desired time. During the DoS attacks, vehicle i, (i =

1, 2, . . . , n) is not able to receive the information from the
vehicle i − 1. The vehicles keep the previous information
of the moment before DoS attacks [31], [33]. Therefore, the
DoS attacks can be modeled as a stochastic delay τ in data
transmission via the network [31], [32]. Based on the fact that
an attacker has the nature of concealment and limited energy,
one has τ < τmax, where τmax denotes the maximum delay
can be caused by DoS attacks.

Fig. 2 shows the difference between the information sent
by the sender vehicle and the information received by the
receiver vehicle when DoS attacks occur. The DoS attacks
occur at T and end at 4T . We can see that during the
duration of DoS attacks, the sender’s real-time information
cannot be received by the receiver and the receiver can only
hold the information at the moment before the DoS attacks

FIGURE 2. Information update under DoS attacks.

occur. In addition, since CVSs share the same communication
network, we assume that τmax caused by the DoS attacks is
the same for each vehicle.Moreover, it is reasonable for τmax
to be limited, this is in line with practical engineering.

C. DESIGN OF SECURE CONTROLLER WITH RESILIENT
PREDICTORS AGAINST DOS ATTACKS
To deal with the problem that vehicle can not receive the
state information of the vehicles in front of it during the
DoS attacks. We add the resilient predictors in the controller
of vehicle i to predict the state information of the vehicles
in front of it. In the absence of DoS attacks, the controller
generates control signals according to the original control
protocol (3). In this case, vehicle i has the dynamics in (4).

When the controller detects a DoS attack, the controller
uses the information of the resilient predictors. Let p̂i and
v̂i denote the predictions of pi, vi, respectively. In this case,
from (3), the control protocol of vehicle i is:

ui(t) = −k1(p̄i(t) − ˆ̄pi−1(t)) − k2(v̄i(t) − ˆ̄vi−1(t)) (5)

where ˆ̄pi−1 = p̂i−1 − p∗

i−1 and ˆ̄vi−1 = v̂i−1 − v∗i−1.
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Vehicle i has the following dynamics:

ẋi(t) = Axi(t) + Bx̂i−1(t) + E(t), (6)

where x̂i(t) =
[
p̂Ti (t), v̂

T
i (t)

]T , E(t) represents the errors
that may be introduced due to noise disturbances or other
uncertainties. Suppose ∥E(t)∥∞ < Emax, where Emax is a
constant.

The update rules of resilient predictors are designed as
follows:

˙̂xi−1(t) = Ax̂i−1(t) + Bx̂i−2(t) + Hx̃i−1(t − τ ), (7)

where x̃i(t) = xi(t) − x̂i(t) denotes the prediction error, H is
the gain matrix, and τ (τ ≤ τmax) is the time delay caused by
DoS attacks, which can be calculated by setting a timer.

III. MAIN RESULTS
It is desired that the CVSs should be stable in the attack-free
case, which is a foundation for deriving stability conditions
in the attack case. Therefore, in the following analysis,
we first study the stability of CVSs without DoS attacks,
then based on the modeling analysis method of time-delay
system, Lyapunov stability theory and estimation method,
we investigate the convergence of CVSs in presence of DoS
attacks.

A. CONVERGENCE ANALYSIS IN ABSENCE
OF DOS ATTACKS
Lemma 1: The CVSs (1) with the control protocol (3) are

stable and meet the control objectives (2) if and only if k1 >

0 and k2 > 0.
Proof: Let p = [p1, p2, · · · , pn]

T , v = [v1, v2, · · · , vn]T

and e = [pT , vT ]T . Combining (1) and (3), the dynamic
equation of the system error can be obtained as

ė = Ce, (8)

where

C =

[
0n In

−k1L −k2L

]
,

and

L =


1

−1 1
. . .

. . .

−1 1

 .

L is a variant of the Laplacian matrix of the vehicle platoon
due to the lack of state of leader vehicle in e. It is easy to
derive λi = 1 (i = 1, 2, . . . , n), where λi is the ith eigenvalue
of L.

Let α be the eigenvalue of the matrixC , one can derive that

det (αI2n − C)

= det
([

αIn −In
k1L αIn + k2L

])
= det

(
α2In + (k2α + k1)L

)
=

n∏
i=0

[α2
+ (k2α + k1)λi]. (9)

Let the characteristic equation det (αI2n − C) = 0, one has

α2
+ (k2α + k1)λi = 0. (10)

Solving the equation (10), one obtains

αi, j =

−k2λi ±
√
k22λ

2
i − 4k1λi

2
, (11)

where i = 1, 2, · · · , n; j = 1, 2.
The vehicle platoon is stable if and only if Re(αi, j) < 0.

According to (11), when k22 ≥ 4k1, one has k1 > 0; when
k22 < 4k1, one has k2 > 0. Therefore, k1 > 0 and k2 > 0 can
ensure that the αi, j has two complex roots with negative real
parts. The proof is completed.
In the following section, we first study the convergence of

the prediction error.

B. CONVERGENCE ANALYSIS OF THE PREDICTION ERROR
IN PRESENCE OF DOS ATTACKS
During DoS attacks, vehicle i−1 has the following dynamics:

ẋi−1(t) = Axi−1(t) + Bx̂i−2(t) + E(t). (12)

Subtracting (7) from (12), one has:

˙̃xi(t) = Ax̃i(t) − Hx̃i(t − τ ) + E(t). (13)

Next, we introduce a lemma to ensure that the prediction
error described in (13) is converged to a bounded range.
Lemma 2: If there exist matrices A and H such that the

following matrix inequality holds:

8 =


φ11 φ12 02 φ13 PT2
∗ φ22 02 −PT3H PT3
∗ ∗ φ33 −e−aτmaxR 02
∗ ∗ ∗ −2e−aτmaxR 02
∗ ∗ ∗ ∗ −bI2

 < 0, (14)

where, a > 0, b > 0, P = PT > 0, P2 = PT2 > 0,
P3 = PT3 > 0, R = RT > 0, S = ST > 0, φ11 =

ATP2 + PT2 A+ aP+ S − e−aτmaxR, φ12 = P− PT2 + ATP3,
φ13 = e−aτmaxR− PT2H , φ22 = τ 2maxR − P3 − PT3 and
φ33 = −e−aτmax (R+ S),
then the prediction error described in (13) satisfies:

∥x̃i(t)∥
2 < λ−1

min(P)
[
e−at x̃Ti0Px̃i0 + (1 − e−at )

b
a
∥Emax∥

2
]
,

(15)

where x̃i0 = x̃i(0) represents the initial value of the prediction
error.
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Proof: Take the Lyapunov-krasovskii functional as:

V (x̃i, ˙̃xi) = x̃Ti (t)Px̃i(t) +

∫ t

t−τmax

ea(s−t)x̃Ti (s)Sx̃i(s)ds

+ τmax

∫ 0

−τmax

∫ t

t+θ

ea(s−t) ˙̃xTi (s)R ˙̃xi(s)dsdθ.

(16)

LetW 1
= aV−b∥E(t)∥2+V̇ . According to the comparison

principle [34], ifW < 0, then one has:

x̃Ti (t)Px̃i(t) ≤ V (x̃i, ˙̃xi)

< e−atV (x̃i0, ˙̃xi0) +

∫ t

0
e−a(t−s)b∥E(s)∥2ds.

(17)

Combing λmin(P)∥x̃i(t)∥
2

≤ x̃Ti (t)Px̃i(t), equation (15) can
be derived.

In the following, we show how to calculate W .
First, we calculate the derivative of Lyapunov-krasovskii
functional (16). In order to make the process clear,
we divide the function into three parts. Let V1 =

x̃Ti (t)Px̃i(t), V2 =
∫ t
t−τmax

ea(s−t)x̃Ti (s)Sx̃i(s)ds and V3 =

τmax
∫ 0
−τmax

∫ t
t+θ

ea(s−t) ˙̃xTi (s)R
˙̃xi(s)dsdθ . Taking differential

for them, one has:

V̇1 = 2x̃Ti (t)P ˙̃xi(t). (18)

V̇2 =
∂

∂t

(
e−at

∫ t

t−τmax

easx̃Ti (s)Sx̃i(s)ds
)

= −ae−at
∫ t

t−τmax

easx̃Ti (s)Sx̃i(s)ds+ x̃Ti (t)Sx̃i(t)

+ e−aτmax x̃Ti (t − τmax)Sx̃i(t − τmax). (19)

V̇3 = τmax

∫ 0

−τmax

∂

∂t

(
e−at

∫ t

t+θ

eas ˙̃x
T
i (s)R ˙̃xi(s)ds

)
dθ

= τmax

∫ 0

−τmax

(
−ae−at

∫ t

t+θ

eas ˙̃x
T
i (s)R ˙̃xi(s)ds

+˙̃x
T
i (t)R ˙̃xi(t) − e−aθ ˙̃x

T
i (t + θ)R ˙̃xi(t + θ )

)
dθ

= −aτmax

∫ 0

−τmax

∫ t

t+θ

ea(s−t) ˙̃x
T
i (s)R ˙̃xi(s)dsdθ

+ τ 2max
˙̃x
T
i (t)R ˙̃xi(t)

− τmax

∫ t

t−τmax

e−a(s−t) ˙̃x
T
i (s)R ˙̃xi(s)ds. (20)

Then a combination of (18)–(20), and recalling the definition
of W [35], one can derive that:

W ≤ ηT (t)8η(t) ≤ 0, (21)

where ηT (t) = [x̃Ti (t),
˙̃x
T
i (t), x̃

T
i (t−τmax), x̃Ti (t−τ ),ET (t)].

If 8 < 0, then W < 0, which implies that (15) holds. The
proof is completed.
Remark 1: According to Lemma 2, if matrixes A and H

satisfy the requirements of the matrix inequality in (14), then
the prediction error meets (15). Especially, when time goes to

infinity, one has ∥x̃∥2 < λ−1
min(P)

b
a∥Emax∥

2. It means that the
prediction error can converge to a bounded range related to
the error caused by noise interference. Furthermore, when the
delay estimation is accurate and there is no noise disturbance,
the prediction error can converge to 0.

So far, we have proved that when DoS attacks occur, the
prediction error is bounded. Can the CVSs be stable with this
kind of bounded prediction error? We will give the answer in
the next section.

C. STABILITY ANALYSIS OF THE CVSS IN PRESENCE
OF DOS ATTACKS
Combined with the equations (1), (6) and (7), one can derive
dynamics of the system error is as follows:

Ẋ = CX + DX̃ , (22)

where X = [p̄T , v̄T ]T , X̃ = [p̃T , ṽT ]T , p̃ =

[p̃1, p̃2, · · · , p̃n]T , ṽ = [ṽ1, ṽ2, · · · , ṽn]T and

D =

[
0n 0n

−k1(L − In) −k2(L − In)

]
.

First, we introduce the definition of being input-to-state
stable (ISS).
Definition 1: System (22) is said to be ISS if there exist a

KL function β and a K∞ function γ such that for each ωt ∈

L∞(R+) and xi(0) ∈ Rn, the following inequality

∥xi(t)∥ ≤ β(∥xi(0)∥, t) + γ (∥ωt∥∞) (23)

holds for all t ∈ R+.
It can be learned from Lemma 2 that the prediction error

of resilient predictors is always bounded. Let the bound be
M̃ , one has ∥x̃i(t)∥

2 < M̃ . Then, we can obtain the following
theorem:

Theorem 1: If there exist matrices A andH satisfying (14),
the CVSs (22) with control protocol (5) and resilient
predictors (7) under DoS attacks are ISS. Especially, when
the prediction error is 0, the CVSs (22) are globally
asymptotically stable (GAS).

Proof: Choose the Lyapunov function V (X ) = XT P̃X ,
then one has:

α1∥X (t)∥2 ≤ V (X (t)) ≤ α2∥X (t)∥2, (24)

where, α1 and α2 are theminimum andmaximum eigenvalues
of P̃, respectively.

Then the derivation of Lyapunov function can be obtained:

V̇ = XT (P̃+ P̃T )(CX + DX̃ )

= −XTQX + 2XT P̃DX̃

≤ −γ1
∥∥X∥∥2 + γ2

∥∥X∥∥∥∥X̃∥∥, (25)

where Q is the solution of Lyapunov equation CT P̃ + P̃C +

Q = 0, γ1 is the minimum eigenvalue of Q and γ2 = 2∥P̃D∥.
According to Young’s inequality [36], for any positive real

δ, one has:

2
∥∥X∥∥∥∥X̃∥∥ ≤

1
δ

∥∥X∥∥2 + δ
∥∥X̃∥∥2. (26)
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Let δ =
γ2
γ1

and combine with (25) and (26), one has:

V̇ ≤ (−γ1 +
γ1

2
)
∥∥X∥∥2 +

γ 2
2

2γ1

∥∥X̃∥∥2
≤ −ω1V + γ3

∥∥X̃∥∥2, (27)

where ω1 =
γ1
2α2

and γ3 =
γ 2
2

2γ1
.

According to the comparison principle, one derives:

V ≤ e−ω1tV (X0) + γ4M̃ , (28)

where γ4 =
γ3
ω1
.

Combine with (24), one has:

∥X (t)∥2 <
α2

α1
e−ω1t∥X0∥2 +

γ4

α1
M̃ . (29)

For any positive real numbers f and g, there is f 2 + g2 ≤

(f + g)2. So the above equation can transform into:

∥X (t)∥ <

√
α2

α1
e−

ω1t
2 ∥X0∥ +

√
γ4

α1
M̃ . (30)

According to the Definition 1, the system (22) is ISS. And
when M̃ ≡ 0, the system (22) is GAS. This completes the
proof.
Remark 2: So far, we have shown that the prediction error

is bounded in presence of DoS attacks. Moreover, with this
kind of bounded prediction error, we further have proved that
the system error is still ISS, and the system is GAS when the
prediction error comes to 0. Therefore, we can say that the
CVSs with the resilient predictors in this paper can against
DoS attacks.
Remark 3: Since the novel secure consensus control

protocol developed in our paper takes both the convergence
of prediction errors and system errors into account, it has
advantages over the control protocol in [31] that only
considers the convergence of prediction errors.
Remark 4: It can be seen from Lemma 1 and Theorem 1

that the system errors in the presence or absence of an attack
are ISS and GAS, respectively. That is, 1) it can be realized
that the system error in the absence of an attack is 0, and
the system error in the presence of an attack is 0 only under
certain circumstances; 2) a too large attack makes stability of
the system error more mild.

IV. SIMULATIONS
In this section, the validity of the proposed methods is
verified. Consider a vehicle platoon that includes one leader
and four followers. In order to verify the convergence of
proposed strategy, we conduct the following simulation
research.

A. CONVERGENCE OF THE CVSS IN ABSENCE
OF DOS ATTACKS
The lead vehicle runs with the constant velocity 20m/s, while
the followers start running as follows: 1) Different initial
spacings selected arbitrarily based on Gauss distribution with

FIGURE 3. Initial and end states of the CVSs in the absence of DoS attacks.

FIGURE 4. States of the CVSs in the absence of DoS attacks.

mean of 20 and variance of 25; 2) Different velocities selected
from 0m/s to 30m/s. The initial states of the CVSs are shown
in Fig. 3(a). The desired spacing is set to 20m. And for
comparison, let the platoon have the same initial state in the
following simulation.

Let k1 = 0.5, k2 = 0.8, which meet the conditions in
Lemma 1, and let CVSs run 40s, the end states of the CVSs
and the running processes are shown in Figs. 3(b) and 4,
respectively.

We can see that the consensus of the platoon is reached
as time goes. There is no collision during the running of
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FIGURE 5. End states of the CVSs without resilient predictors in the
presence of DoS attacks.

FIGURE 6. States of the CVSs without resilient predictors in the presence
of DoS attacks.

the platoon (there is no intersection of the position curves),
which can be seen in Fig. 4(a); The followers with different
initial spacings and velocities reach the same velocity, and
the spacing errors between adjacent vehicles converge to 0,
which can be seen from Figs. 4(b) and 4(c).

B. CONVERGENCE OF THE CVSS WITHOUT RESILIENT
PREDICTORS IN PRESENCE OF DOS ATTACKS
Let the CVSs have the same initial states as Fig. 3(a) and
still let k1 = 0.5, k2 = 0.8. During the period of 10-15s, let
the communication network of the CVSs be attacked by DoS
attacks. The end states of the CVSs and the running processes
are shown in Figs. 5 and 6, respectively.
It can be seen from Fig. 6(a) that the CVSs basically

reached convergence at the end of the simulation, but vehicles
3 and 4 collided at about 23s. From Figs. 6(b) and 6(c), it can
be seen that the maximum speed error and the maximum

FIGURE 7. End states of the CVSs with resilient predictors in the presence
of DoS attacks.

FIGURE 8. States of the CVSs with resilient predictors in the presence of
DoS attacks.

spacing error reached the 38 m/s and 36 m, respectively. As a
consequence, compared with the convergence of the CVSs in
Section IV-A, it is not difficult to find that the DoS attacks
can greatly destroy the convergence of the CVSs.

C. CONVERGENCE OF THE CVSS WITH RESILIENT
PREDICTORS IN PRESENCE OF DOS ATTACKS
Different from the simulation in Section IV-B, the resilient
predictors are added to the controller of each vehicle. The
k1 = 0.2, k2 = 1, H = I2 are selected under that the
requirements in Lemma 2 are satisfied. Let the CVSs run
40s, the end states of the CVSs and the running processes
are shown in Figs. 7 and 8, respectively.
Fig. 8 shows that the platoon can reach consensus with

both spacing errors and velocity errors converging to zero
quickly and no collision occurs. Compared with the results in
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FIGURE 9. End states of the CVSs with resilient predictors in the presence
of DoS attacks: the case that estimated delay error is 1ms.

FIGURE 10. States of the CVSs with resilient predictors in the presence of
DoS attacks: the case that estimated delay error is 1ms.

Section IV-B, we can find that DoS attacks have little impact
on the proposed method.

D. CONVERGENCE OF THE CVSS WITH RESILIENT
PREDICTORS IN PRESENCE OF DOS ATTACKS: THE CASE
OF INACCURATE DELAY ESTIMATION
Since the actual CVSs have discrete sampling interval, they
may cause that a slight error between the time that the
CVSs detect the occurrence of DoS attacks and the time
that DoS attacks actually occur. For this reason, based
on the parameters designed in Section IV-C, we conduct
the simulation study that the CVSs have an error of
1ms in the calculation of time delay. The end status
and running processes are shown in Figs. 9 and 10,
respectively.

From Fig. 9, it can be concluded that the convergence of
CVSs is basically reached at the end of simulation. From

FIGURE 11. Comparison of the real states and prediction states of the
CVSs: the case that estimated delay error is 1ms.

Figs. 10(a)-10(c), it is clear that during the DoS attacks,
the prediction for the actual states of the CVSs is poor
due to the error with regarding to the delay calculation.
Furthermore, the comparison between the real position and
the prediction position in Fig. 11 shows that if the error
with regarding to the delay calculation is not estimated
accurately, then the prediction position will deviate from
the real position considerably. This causes collision between
vehicles. As a consequence, compared with the simulation
results in Section IV-C, it is important to accurately estimate
the time delay.

V. CONCLUSION
In this paper, we investigated the secure consensus control
problem of the second-order CVSs in presence of DoS
attacks. The conditions of stability of CVSs were first
derived in the attack-free case. To resist DoS attacks, the
resilient predictors were added into the original CVSs,
and the corresponding conditions were found so that the
prediction errors converge to a certain bound. Based on these,
we further investigated the consensus of the overall system
under DoS attacks. It shows that under the designed secure
consensus control protocol with resilient predictors, not only
the prediction errors can be converged to a bounded range,
but also the system errors can be converged. In the future,
the high-order systems with interaction network against
cyber-attacks will be further investigated.
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