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ABSTRACT By 2025, the Internet of Things (IoT) infrastructure is projected to encompass over 75 billion
devices, facilitated by the increasing proliferation of intelligent applications. The IoT ecosystem consists of
sensors that function as data generators and applications that necessitate financial transactions to compensate
the data producers. Security is a highly important concern. Typically, IoT gadgets are vulnerable to security
breaches, and the advancement of industrial systems might introduce severe security weakness. The rapid
evolution of IoT technologies and deployment scenariosmakes the existing research challenging to keep pace
with emerging threats and vulnerabilities. Employing blockchain technology makes it feasible to enhance
security by maintaining payments in a ledger that is not just secure but also translucent, distributed, and
immutable. This article provides an introductory overview of the IoT and subsequently delves into the many
security threats and vulnerabilities arising within the IoT framework. This study provided an overview of
the blockchain, focusing on its categorization and important properties. Moreover, this article examines the
necessity of combining blockchain technology with the IoT, in addition to reviewing relevant literature and
the studies conducted by other scholars. This article offers insight into the uses of blockchain on the Internet
of Things (IoT).

INDEX TERMS Blockchain, integration with IoT, blockchain characteristics, IoT security issues.

I. INTRODUCTION
The term Internet of Things (IoT) refers to the physical
network device integrated with sensors and software to com-
municate and share data with other inter-connected devices
and systems. IoT applications have grown significantly in
the last several years, and experts predict there will be
20 billion linked IoT devices by 2025 [1]. IoT devices may
vary from smart home usage to advanced industrial stan-
dard instruments, including smart vehicles, smart buildings,
health monitoring, production management, wearable tech-
nology, and smart grid [2]. It also refers to a real-time
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information-sharing system for items that use product elec-
trical coding and radio-frequency identification (RFID) based
on Internet technology [3]. Through the integration of infor-
mation and communication technologies like sensors and
cloud computing, IoT has progressively grown into an infor-
mation industry chain. Currently, Industry 4.0, smart society,
artificial intelligence (AI), and 6G represent some of the
areas in which the Internet of Things has penetrated daily
life. The Internet of Things (IoT) constitutes a network that
interconnects a multitude of devices, including laser scan-
ners, RFID readers, infrared sensors, and global positioning
systems. To intelligently identify, find, track, monitor, and
administer the complete network, the system links any device
that may be used to the Internet for information exchange
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FIGURE 1. IoT architecture.

and communication [4]. Figure 1 shows that there are four
levels comprising the framework of the Internet of Things:
the physical layer, the network layer, the platform layer, and
the application layer.

As mentioned earlier, IoT devices are widely used to
manage and handle enormous amounts of sensitive and confi-
dential data. As a result, these devices have been a target for
hackers and cybercriminals. Hackers may make use of IoT
devices to steal private data, including bank card information,
location data, and financial accounts. However, there is a
lack of recognition for these security demands. Moreover,
it has been revealed that over 25% of botnet attacks came
from IoT devices such as household appliances [5]. Addi-
tionally, many websites have been attacked by Distributed
DDoS attacks, which also started from IoT devices, includ-
ing Twitter, Netflix, and Spotify. Corporate investment in
IoT-related information security is anticipated to rise from
$83.5 billion to $119.9 billion by 2021. To raise the over-
all security level of IoT, it is essential to employ adequate
technologies. As a result of the blockchain’s rapid growth, its
security features which include its decentralized and trans-
parent system, consensus and privacy protocols, encrypted
data and management, and smart contract agreements—have
been brought to lightweight and become practical strategies
for Internet of Things security.

Basically, Blockchain refers to a network of intercon-
nected digital blocks that function as an open distributed
ledger. Their distinctive characteristics encompass security
and decentralization, which ensure a permanent record of
sensor data in blockchain-based transactions to provide a
verification trail of sensor observations. Data traceability and
irreversible alteration are guaranteed by the time stampmech-
anism of the certificate value and the safe transmission of
the hash chain-based encryption technique [6]. Consistency
strategies are utilized to guarantee the link between the node
and the block data. The blockchain is a highly effective

security solution, relying on consensus, communication tech-
nology, and encryption. Blockchain is revolutionizing the
IoT network in several ways. IoT might comply with
greater security requirements because of blockchain’s unique
characteristics, including its untampered data, open and trans-
parent multiparty consensus, and peer-to-peer decentralized
network [7].
Additionally, there are several kinds of Blockchain accord-

ing to the usage, which are public, private, and consortium.
Public blockchain enables open access and control to every-
one in the network. In contrast, the private blockchain
restricts access to only invited individuals. The consortium
blockchain is between public and private [8].
Hence, we performed an extensive examination of the

existing literature, encompassing 119 scholarly papers
from 2016 to 2021, in order to present the most current and
advanced research in this field. We have comprehensively
analyzed the available literature by comparing, contrasting,
and critically analyzing it. Through this process, we have
identified the present issues and future research paths, specif-
ically focusing on the aspect of lightweightness. Section I
briefly introduced Internet of Things (IoT) with the IoT
architecture. In Section II, a few security issues are raised
in the IoT according to the IoT architecture layer. Next in
Sections III, IV, and V are the discussions on blockchain
overview, classification, and key characteristics, respectively.
Furthermore, Section VI discussed the need to integrate
blockchain into IoT fields, and then Section VII reviewed the
blockchain-based IoT applications.

II. SECURITY ISSUES IN IoT ARCHITECTURE LAYER
The number of Internet of Things (IoT) devices is growing,
and because these devices lack security, they have become
a breeding ground for hostile activity [9]. In this particular
review work, a commonly used four-layered design is taken
into consideration [10]. As mentioned before, there are four
levels that comprise the Internet of Things architecture envi-
ronments (Figure 1). As different technologies are used at
each of these levels, a range of problems, security risks, and
dangers arise.

A. PHYSICAL LAYER
The physical layer handles sensors on data information col-
lection from the environments [11], [12], [13]. To collect data
from the environment, sensors can take various forms, includ-
ing mechanical, electrical, electronic, chemical, or smoke
detectors, as well as ultrasonic, temperature, and video sen-
sors. Nodes, an alternative term for sensors, are susceptible
to node-capturing attacks, in which a malicious node is sub-
stituted for the original node or the node is captured. The
attacker can introduce malicious or fake code into the node
through an over-the-air firmware or software upgrade, result-
ing in incidents of fake data injection incidents or fraudulent
code injection [14]. There is no built-in security at all for these
sensors and actuators.
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FIGURE 2. Eavesdropping attack.

This layer is vulnerable to side-channel attacks based on
time, power consumption, and laser [15]. Nodes in an unse-
cured environment are vulnerable to eavesdropping attacks
during data transfer or other related activities [16]. Because
IoT devices have limited power, hackers take advantage of
this by depleting the power supply and preventing sleep.
IoT devices usually activate their security mechanisms after
booting, which allows an attacker to initiate an attack at this
period.

1) EAVESDROPPING ATTACK
Inadequate authentication and data transfer across several
nodes might allow eavesdroppers to acquire confidential
information [17]. Eavesdropping is defined as the practice
of hackers listening in on private communications within a
wireless network in order to obtain such information [18].
Various nodes placed in open spaces serve as the founda-

tion for Internet of Things applications. They are therefore
susceptible to eavesdroppers. At many stages, such as data
transfer or authentication, hackers might listen in to steal
information [19].

One way to minimize such attacks at the physical layer is
to ensure that devices are authenticated. Consequently, for
physical devices inside the Internet of Things networks to
be considered properly recognized in the system, they must
authenticate themselves before transmitting and receiving
data. As a result, the network will be inaccessible to any
hostile devices. Moreover, we can distinguish between two
secure functions in an IPSec Security channel: encryption
and authentication. By using encryption, this system can stop
node tempering assaults and eavesdropping.

Consequently, the recipient can determine if the person
sending the information over IP is authentic or fraudulent.
Further, to ensure reliability, secrecy, and confidentiality in
intelligent environments based on the Internet of Things
(IoT), it is essential to include certain security measures
such as cryptography, error detection, and risk evaluation to
mitigate the danger of data breaches [20].

2) MALICIOUS CODE INJECTION ATTACK
Malicious code injection into the memory of a node is termed
malicious code injection, also known as MCI or fake data
injection attacks [14], [19]. These nodes may be used as a

gateway for a variety of unauthorized activities, including
providing false information and breaking into or taking over a
whole Internet of Things network. The attacker inserts mali-
cious code into the memory of the node in this attack. It could
usemalicious code tomake nodes carry out unwanted tasks or
even take over the entire IoT system [21]. Through this attack,
the attacker can access the network, deplete its resources,
and ultimately stop providing services. Potential attackers
may attempt to gain control of a specific node inside the
Internet of Things system, replacing it with another harmful
counterpart or inserting an illegitimate among the nodes [22].
Upon acquiring control of the newly discovered node, which
seems to be a constituent of the system, the assailant can
infiltrate the network and govern the entirety of network data
transmission. This has the potential to compromise the overall
security of IoT applications [23].

3) SLEEP DEPRIVATION ATTACK
The term ‘‘sleep deprivation attack’’ (SDA) describes the
process of low-powered nodes’ batteries running low and
their subsequent denial of service [19]. The goal can be
accomplished by inserting malicious algorithms with endless
iterations into the edge devices. This might drain the batteries
and result in an attack that causes insufficient sleep.

The Internet of Things (IoT) uses a lot of gadgets that need
to have their batteries changed often to maintain great perfor-
mance and a longer lifespan. This may be used by adversaries
to keep the sensor nodes awake or to run malicious code that
causes the devices to perform indefinite loops, increasing the
consumption of power [24].
The majority of IoT network nodes in distant locations

are run by swappable batteries; to extend the life of the
batteries, these nodes are designed to enter a sleepmodewhile
not in use. By providing the node with incorrect input, the
attacker in this attack keeps it awake and prevents it from
entering sleep mode, which causes power consumption and
node termination.

B. NETWORK LAYER
This layer relies on foundational networks, for example,
wireless sensor networks, the internet, and communication
networks. Its main job is to transfer the information gathered
from the physical layer to the processing computing unit [25].
Information from the physical layer is sent to the computing
unit via the network layer for additional processing. This
layer is extremely prone to attacks using several Internet of
Things devices [26]. A scam called phishing aims to take
over several Internet of Things devices [27]. An assailant
employing fraudulent requests endeavors to overwhelm the
target in a DDoS attacks. During DDoS attacks, IoT devices
are utilized as botnets to produce an overwhelming surge
of requests, therefore obstructing the target’s access to more
resources [28]. Examples of routing attacks include worm-
hole and sinkhole attacks consisting of the attacker gaining
access to nodes to reroute traffic onto an alternative path [29].
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FIGURE 3. Traffic analysis attack.

1) TRAFFIC ANALYSIS ATTACK
During this assault, the assailants use packet sniffers or port
scanning to gather network information and subsequently
analyze user device network traffic to collect sensitive user
data. This is a subtle attack that is challenging to iden-
tify [30]. In the collection of sensitive data, such as RFID,
wireless communication systems are sniffed. In these situa-
tions, hackers use packet sniffers or port scanning software to
initially gather network-related information before launching
an assault on the targeted data. To stop unwanted access
to data on sensor nodes, two network layer countermea-
sures are employed: authentication methods and encryption
techniques.

In addition, the encryption of data sent to and from dif-
ferent IoT sensor nodes depends on using a range of secure
routing algorithms to ensure routing security. For instance,
employing several channels enables safe routing, corrects net-
work issues, and boosts system efficiency. Wormhole attacks
are one type of attack that the secure routing protocol Ad hoc
(AOMDV) can handle.

2) SNIFFING ATTACK
Through the use of sniffing software, attackers can gather
information about network traffic and occasionally divulge
login credentials, leaving a system extremely exposed. In the
absence of securitymeasures, the attacker can obtain sensitive
data [31]. Confidential data is compromised during a sniffing
attack, which is carried out with the use of sniffing tools
and network traffic data [32]. It’s an attack whereby network
packets are listened in on. This attack puts the secrecy of
communications at risk and is widespread in both wired
and wireless networks. An attacker can use a compromised
device or directly capture packets from the shared media to
carry out this attack. Sniffed packets may provide topological
information, route information, and data content [33].

3) ROUTING ATTACK
Redirecting communication channels while data is being
sent is referred to as a routing attack [19]. One of the
most well-known types of routing assaults is the sinkhole
attack, in which nodes are drawn in by artificial displace-
ment pathways, creating a more practical communication
channel [34]. The wormhole attack is a sort of routing
attack that enables a rapid transmission channel between two

FIGURE 4. Sniffing attack.

FIGURE 5. Sinkhole attack.

nodes [35]. An attacker can circumvent security measures
by deliberately creating a tunnel of malware between a net-
work node and another device. Examples of routing attacks
include worm-hole and sinkhole attacks, in which the attacker
attempts to redirect traffic to another path by obtaining access
to nodes [29]. Wormholes can pose a serious danger to the
Internet of Things system when used in conjunction with
other techniques [19].

4) DDOS ATTACK
DoS attacks are consciously designed to interfere with, cor-
rupt, or restrict access to network data for legitimate users,
disrupting user services using excessive network traffic and
malicious packets [36]. Between the years 2019 and 2021,
distributed denial of service (DDoS) assaults gained a sig-
nificant amount of momentum as a direct result of the broad
deployment of COVID-19 [37]. Figure 3 demonstrates the
scenarios of DDos attacks whereby the attackers transmit a
large volume of data at an uncontrollable rate, thus breaking
the system and sending maliciously structured packets that
the recipient user side cannot manage. The goal of an attack
using DDos is to infect devices, which are also referred to
as zombies [38]. This attack exposes a system to security
risks, posing serious network security difficulties. Due to its
uncomplicated structure and user-friendly interface, DDoS
assaults, whether from a single or numerous sources, may be
easily carried out and inflict significant damage on a targeted
system. These attacks do not require much expertise, talent,
or resources. DoS attacks can seriously harm the system in
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FIGURE 6. Wormhole attack.

terms of operating expenses even when they do not result in
any loss of sensitive data.

The objective of this attack is to disrupt the availabil-
ity of a server in an Internet of Things (IoT) network by
overwhelming the communication channel with fraudulent
requests originating from several IoT devices [28]. Their
vulnerability stems from the complexity and heterogeneity of
IoT networks at the network layer. Due to their occasionally
inadequate security configurations, a significant number of
IoT devices utilized in IoT applications are ideal targets for
DDoS attacks on target servers.

DoS attacks use cryptanalysis to overwhelm target servers
with an overabundance of unauthorized requests, rendering
the server unable to reply [39]. Second, it causes a denial
of service by interfering with the server’s ability to interact
with legitimate nodes. Distributed-DoS attacks are those that
overload underlying servers with traffic from various sources.
Despite the sufficient complexity and variety of IoT systems,
DDoS attacks can still occur at the network layer. Because
of the devices’ and apps’ poor settings, attackers can get
gateways to executeDDoS assaults against the servers. A sim-
ilar kind of assault occurred during the 2017 Mirai botnet
attack [39].

C. PLATFORM LAYER
In between the network and application layers is the platform
layer or support layer. This layer facilitates computation,
data storage, and resource allocation. Numerous services
have been generated by IoT devices when they connect and
exchange data. The primary function of the platform layer
is to provide robust computational and storage capabilities.
Consequently, it has the capability to store data from the
underlying layer in libraries and then retrieve, analyze, com-
pute, and make determinations based on the results of the
calculations [40]. At this layer, ensuring database security is
of paramount importance due to its vulnerability to DDoS,
Man-in-the-Middle, and SQL injection attacks. The MQTT
protocol serves as a broker in the communication process
between the service provider and the customer. An attacker
that manages to take over the broker gains control over all
communication in aman-in-the-middle attack [41]. This layer
is exposed to numerous types of threats that could take over
the entire Internet of Things application by infecting the
middleware. Since access to data is typically the goal of an

FIGURE 7. Scenarios of DDos attack.

attack at the platform layer, database, and cloud security are
essential in this layer.

1) SIDE CHANNEL ATTACK
The type of attack works by looking into the algorithmic
implementation’s accessible side features, such as power use,
processing timing, related noises, etc. A lack of safe ways
to handle and store IoT data, such as putting unencrypted
data on IoT devices or the cloud, might lead to this kind
of assault [42]. Attackers observe and examine the phys-
ical performance and information leakage of the nodes to
crack the network encryption and secret key. A variety of
factors, such as electromagnetic emission, execution time,
and power consumption, are included in the physical perfor-
mance. In some situations, sensitive information leaks are the
attackers’ goal, not the nodes themselves [19]. Advertisers
target the intricate structures of processors, electromagnetic
radiation, and resource use to obtain confidential data. Side
Channel Attacks (SCA) may be classified as timing-based
or laser-based, depending on the level of power used. The
security against side-channel attacks (SCA) in modern elec-
tronics designs mostly relies on implementing cryptographic
techniques on recently developed field-programmable gate
array (FPGA) devices.

2) STORAGE ATTACK
Large volumes of data, including personal information, must
be kept in the cloud or on storage devices in IoT-based smart
environments. These locations are vulnerable to attacks that
might corrupt or alter the data. Attack surfaces become more
widespread as a result of data replication and accessibility to
a wider range of users [43].

3) SQL INJECTION
Structured Query Language (SQL) injection is the process
of introducing nefarious commands into software [44], [45],
and [45] in order to obtain and modify user-sensitive data.
SQL injection was identified as the leading online secu-
rity issue by the Open Web Application Security Project
(OWASP) in 2018. An SQL database processes the query
that the attacker submits into an exposed field. There is an
issue like this inmany kinds of systems, including the Internet
of Things. The primary problem with SQL injection is its
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FIGURE 8. SQL injection attack.

potential to cause privilege escalation, which would give the
attacker more access to the system [46].

D. APPLICATION LAYER
This is the top layer of the protected Internet of Things
architecture, responsible for delivering consumers services
and apps that are clever and smart in accordance with their
requirements. Smart applications, such as those for smart
homes, cities, and healthcare, are found on the application
layer. Privacy and data theft are significant issues since this
layer interacts directly with end users [47]. The malicious
code injection attack also affects this layer, similar to its
effects on other levels. Because it disrupts services, a ser-
vice interruption attack is comparable to a DDoS attack.
While certain individuals have the special ability to provide
authorized users access during an attack, if this access is com-
promised, the entire system may be vulnerable to attack [48].
Confidential data is compromised during a sniffing attack,
which is carried out using sniffing tools and network traffic
data [32].

1) BOTNET ATTACK
A botnet attack is a type of cyberattack where the attacker
searches a network for weak or poorly secured Internet of
Things (IoT) devices. In this attack, attackers will be able to
take control of internet-enabled devices, such as computers,
tablets, etc., without the owner’s authorization and perform
malicious activity [49]; they mainly target insecure (IoT)
devices and use malware to embed a bot software into them
after analyzing the scanning data [50]. The installed bot appli-
cation links the hacked systems with a peer network or central
server. Through this connection, it sends commands to carry
out various harmful tasks, such as transmitting spam [51].
The botnet attack poses a critical risk to the whole internet
in addition to being a major hazard to unprotected Internet of
Things devices. Since the start of the Mirai botnet attack in
2016, there has been a continued rise in IoT botnet attacks.
Numerous variations and clones of the Mirai botnet have

FIGURE 9. A schematic of botnet attack.

emerged since the source code was available [52]. Figure 1
shows the schematic of the botnet attack.

2) MAN-IN-THE-MIDDLE (MITM) ATTACK
The Man-in-the-Middle (MitM) attack is the most com-
mon attack in IoT, which involves intercepting node-to-node
traffic to acquire sensitive data, including authentication cre-
dentials [53]. It interrupts communication by hiding the user’s
identity.

For instance, node A may attempt to communicate with
consumer X while consumer X is engaged in correspondence
with the MiTM attackers pretending to be end-user X. This
poses substantial security vulnerabilities as there is a high
likelihood that the attacker will acquire data breaches [54].
In this way, the attacker will be able to take over the commu-
nications and spread misleading data [55]. Using fake sensor
data to damage physical assets and corporate activities is one
example of MitM in the IoT space. A fake website was sent
to 2.5 million users of the Equifax website, a well-known
example of the MitM. Figure 2 illustrates the schematic of
the MitM attack.

3) DDoS ATTACK
Distributed Denial-of-Service (DDoS) attacks pose a sig-
nificant threat as they have the potential to render internet
services inaccessible to authorized users. According to the
latest information fromMicrosoft, there appears to be a three-
fold increase in DDoS attacks. The notable distributed DDoS
attacks in 200 were the Amazon Web Services (AWS) attack,
the attacks on GitHub DDoS attack, the Dyn DDoS attack
that resulted in harm to internet services, and the Mafiaboy
strikes [56]. To execute such attacks, hackers utilize sev-
eral techniques, primarily relying on botnets, to overwhelm
the servers of the targeted website or service with a sub-
stantial flood of data, overwhelming their ability to process
legitimate requests. The frequency of distributed denial of
service (DDoS) traffic has been a major hindrance during
the past decade since it greatly impairs network communi-
cation efficiency. The current defense solutions mostly focus
on mitigating the effects of DDoS attacks by targeting the
service aspect, hence making these problems inherent to the
system [57].
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FIGURE 10. Man-in-the-Middle (MitM) attack.

Upon initiation of a DDoS attacks on an Internet of Things
network, the system promptly begins assigning resources to
manage the influx of requests. Even if a legitimate user were
to submit more requests, they would be denied, impeding the
IoT network’s proper operation [58]. To tackle this problem
effectively, it is important to implement sophisticated security
measures that safeguard IoT networks. The main obstacles
in adopting an attack detection technique are the limited
power, computation, bandwidth, and capacity for storage
resources at different levels of the Internet of Things (IoT)
architecture [59].

III. RELATED WORKS
Yazdinejad et al. presented and created a safe intelligent fuzzy
blockchain framework that makes use of fuzzy concepts
to identify security risks in blockchain-enabled Internet of
Things networks. They evaluated multiple models and con-
trasted the outcomes using the standard adaptive neuro-fuzzy
inference system algorithm and fuzzy classifiers. Moreover,
validation of transactions has used the fuzzy string-matching
technique to extract fraud detection signals. Both through-
put and latency are efficiently handled by the suggested
architecture. Based on the degree of security danger, fuzzy
control systems have proven useful in identifying threats in
blockchain-enabled Internet of Things networks [60].

Yazdinejad et al. designed the Block Hunter framework,
which uses Federated Learning (FL) techniques to search
for abnormalities in blockchain-enabled IIoT smart factories.
In order to cut down on resources and boost the throughput
of blockchain-enabled IIoT network searching, the Block
Hunter employed a cluster-based design. A range of machine
learning (ML) techniques were used to assess the Block
Hunter framework in order to find abnormalities. They also
looked at how the Block Hunter performed in relation to the
block size, block production interval, and various miners.
Their findings show how well the model performs in auto-
matically searching for abnormalities while protecting the

FIGURE 11. DDoS attack.

privacy of user data [61]. Other than that, Yazdiejad et al.
also performed a study on another work which developed
an advanced authenticating technique in 5G network to safe-
guard privacy and offer intelligent control across diverse cells
with the use of SDN structure and blockchain technology.
As the results showed, minimal latency was achieved for
the 5G network by eliminating the recurrent manipulations
among heterogeneous cells. Additionally, the enhanced Del-
egated Proof of Stake (DPOS) consensus algorithm linked to
the Blockchain Center (BC) proved to be a better fit for scal-
ability and improved energy usage with a lighter blockchain
as opposed to using the Proof of Work (POW) [62].
O Mounnan et al. suggested a new architectural model that

uses blockchain technology to allow access control in Internet
of Things (IoT) using fog computing. The suggested method
provides a new approach to a number of problems, including
storing information, carrying out transactions and tasks to
build trust in an open environment. They used smart con-
tracts to spread the policy throughout the blockchain network,
ensuring the execution of the identity and authentication pro-
cesses. If the users align with the policy, access is authorized.
As a result, the suggested approach offers security, privacy,
and authentication at scale without the need for an intermedi-
ary third party [63].

Peyman et al. demonstrated a specified blockchain archi-
tecture within Internet of Things (IoT) systems and the
proposal of a security protocol created explicitly to enhance
privacy and facilitate anonymous audits, this has brought
a spotlight on these difficulties. With a focused emphasis
on overcoming the inherent security difficulties, they had
offered useful insights into the design and operational dynam-
ics of blockchain-based Internet of Things (IoT) systems.
The suggested security protocol is an essential factor in
strengthening these systems since it places a high priority
on maintaining privacy-enhancing techniques and the inte-
gration of technology. Comparison was made had shown the
approach towards stability and effectiveness, differentiating
it from other approaches [64].

IV. BLOCKCHAIN OVERVIEW
Blockchain creates an unchangeable audit trail by storing the
IoT sensor data such as payment history, personal informa-
tion, and contracts as blockchain transactions [65]. It is gen-
erally made up of several time-stamped transactions managed
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by sophisticated algorithms [66]. Blockchain technology was
first presented to address the issues of cryptocurrency double
spending [67]. Blockchain technology’s security, auditability,
and anonymity have prompted a lot of demand [68]. The
transaction headers are disclosed to the public and are neither
possessed nor mediated by any particular person or orga-
nization, even though the blocks are heavily encrypted and
anonymous [69].
Blockchains consist of three main components: blocks,

chains, and networks. It uses cryptographic techniques to
store transactions in a series of blocks [70]. Every block in
a blockchain, except for the initial block, uses the parent
block’s hash value as an inverted reference to point to the
block that came just before it (parent block) [8]. There isn’t
a parent block for the genesis block, the first block in a
blockchain. Figure 3 shows the blockchain block structure,
which consists of the following information:

1. Blok header – contains block version, which indicates
the validation rules to follow.

2. Previous block address – hash of parent block
3. Timestamp – record the current time (seconds)
4. Nonce – increased by each hash calculation, starting

from 0.
5. Merkel root – hash value of the root of the Merkel tree

A blockchain expands as transactions are completed, and
every node in the network verifies the newly created blocks.

It will then be added to the blockchain’s end [71].

V. BLOCKCHAIN CLASSIFICATION
Blockchain technology is classified into three categories:
public, private, and consortium blockchain.

A. PUBLIC BLOCKCHAIN
Everyone can take part in the public blockchain technology
since it does not require authorization. Consequently, each
participant possesses the capacity to execute transactions and
participate in the consensus mechanism for block forma-
tion. Additionally, all participants in the blockchain have
the ability to observe transactions, but their identities remain
concealed. The public blockchain has a low throughput, indi-
cating it can only execute a limited number of transactions
per second. It is entirely decentralized, and every node has the
ability to participate anonymously without the need for reg-
istration, authorization, or authentication [72]. Some of the
technologies that are associated with cryptography are digital
signatures, hashing [73], symmetric/asymmetric keys [74],
and ECDSA [75]. These technologies are utilized to guar-
antee that transactions cannot be altered. These individuals
are motivated by economic incentives such as transaction fees
and prizes.

However, it can grow to accommodate a high number
of nodes for processing transactions. In order to find solu-
tions to this problem, such as sharding, off chains, and
other approaches, a lot of research is being done [76]
and [77]. There are various problems associated with public

FIGURE 12. Blockchain structure.

blockchain, including performance, privacy, and security.
However, public blockchain is extremely decentralized. Two
of the most well-known platforms for public blockchains are
Bitcoin and Ethereum.

B. PRIVATE BLOCKCHAIN
Compared to consortium blockchain and public blockchain,
a private blockchain is likewise permissions andmore central-
ized than a centralized one. Private blockchains are managed
by a single organization responsible for determining who
is allowed to join, carrying out consensus procedures, and
keeping the shared ledger updated. Participants have a higher
level of trust in private blockchains, and when compared to
consortium blockchains, private blockchains function signif-
icantly better.

This type of chain, which is referred to as the permission
chain, is often not accessible to the public and is utilized
only by people or institutions [78]. Access to reading and
writing on the private blockchain is regulated by regulations
that private organizations have created.When it comes to data
security, private chains place a high priority on preventing
both internal and external threats, as well as providing users
with a system that is transparent, tamper-proof, and safe.
They offer a certain degree of centralized control rather than
total decentralization, which means that they sacrifice some
of the benefits that come with complete decentralization in
exchange for superior performance in comparison to public
chains.

A private blockchain is characterized as a permissioned
network managed by a single organization, where access
to transactions is restricted solely to individuals authorized
to view them. Therefore, private blockchain offers a higher
level of information privacy compared to public blockchain
(Blockchain). Validating transactions is the responsibility of
miners, which are a select group of nodes that engage in the
cryptocurrency mining industry. Certain individuals, such as
workers of an organization, are the only ones permitted to
join the blockchain. In most cases, the process of creating
blocks and reaching consensus is straightforward and quick.
Because of the instantaneous finality of transactions, private
blockchains can execute a huge number of transactions per
second, even though they only permit a restricted number of
nodes. Due to the small number of miners or nodes respon-
sible for maintaining the network, the private blockchain is
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FIGURE 13. Public blockchain mode.

considered somewhat centralized. This is because the fact
that there are fewer miners or nodes increases the likeli-
hood that the blockchain record will be altered. The private
blockchains Hyperledger andMultichain are two instances of
such blockchains.

C. CONSORTIUM BLOCKCHAIN
The consortium blockchain, also known as the hybrid
blockchain, is an additional form of permissioned network
between the public and private blockchain models. Within
a consortium blockchain, a collection of organizations is in
charge of regulating the access and permissions of nodes to
the network, as well as the ability of those nodes to make
modifications. This makes it possible for the node to carry
out upgrades. A certain number of nodes are responsible for
reaching a consensus in a consortium blockchain structure.
While maintaining the benefits of the public blockchain,
it restricts participation to just those who have been granted
permission. On the other hand, it has a high throughput and
greater speed than public blockchains, although it is less
decentralized than public blockchains.

The consortium blockchain is a permissioned blockchain
constructed by consortiums on behalf of many organizations.
Considering that every organization constitutes a node on
the blockchain, other organizations must obtain authoriza-
tion from the consortium to join the consortium blockchain.
Consortium blockchain is represented byHyperledger Fabric,
Corda, and Quorum, among other blockchain services. One
of the corporate versions of Ethereum is called Quorum.

VI. BLOCKCHAIN KEY CHARACTERISTICS
Blockchain technologies have the following characteristics:

A. DECENTRALIZATION
Due to the blockchain’s decentralized nature, authority is
shared across all network nodes. Unlike the centralized sys-
tem method, which depends on an authorized third party
to function, this guarantees the redundancy of the system.
The benefits of decentralization include increased trust, lower
failure risk, and high service availability. The transaction
validation process in conventional transaction management
systems has been handled by a dependable organization
(such as the government or a bank). At centralized service
providers, this centralization approach invariably leads to
additional costs, performance bottlenecks, and single-point
failures (SPF). Blockchain, on the other hand, enables

FIGURE 14. Private blockchain model.

transactions to be verified between two peers without the need
for central agency participation, authentication, or jurisdic-
tion. This lowers the risk associated with SPF and lowers
service costs while also decreasing performance bottlenecks
and interference.

B. IMMUTABILITY
A permanent record of the transactions that are kept in the
ledger is maintained and propagated throughout the nodes.
Therefore, they cannot be changed in any way. Due to the
unchangeable characteristics of blockchain technology, the
ledger of blockchain is guaranteed to be accurate [79]. After
they have been logged, the records in the ledger cannot be
altered [80]. Any effort to modify the ledger entry for a
specific block will result in the block being invalidated, and
it will also weaken the dependability of the data throughout
the whole blockchain. This is because the entire blockchain
is a distributed ledger. Hashing and digital signatures are two
examples of cryptographic procedures utilized to ensure the
ledger is completely unchangeable. An in-depth examination
of these methodologies is going to be provided in the essay.
Modifying the ledger is a job that requires a significant
amount of computer resources.

Every data block within a Blockchain is assigned a times-
tamp and encoded using a hash algorithm. This entered into
the system is irreversible and cannot be altered until the
majority of the nodes in the whole system reach a con-
sensus [81], [82], and [83]. The transactions are publicly
accessible and may be viewed by anybody at any moment.
However, once verified and included in the Blockchain, such
transactions become unchangeable and cannot be erased,
making them irrevocable and immutable [84]. Any alteration,
no matter how little, will create a fresh hash, which can
be promptly detected, thereby ensuring the shared ledger
remains uncorrupted [85]. This feature is quite useful when
it comes to financial transactions and audits since it demon-
strates that the data it contains has not been altered, regardless
of whether it is being provided by the supplier or received by
the recipient.

C. SECURITY
Blockchain is a decentralized distributed ledger technology,
which means that any dishonest party wanting to change the
blocks must first change the data recorded in all of the nodes
that make up the network. Additional security measures
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FIGURE 15. Consortium blockchain works.

are implemented through the utilization of encryption tech-
niques, and the cryptographic hash is also utilized inside the
blockchains [86].

Blockchain systems are intrinsically secure due to their use
of asymmetrical cryptography. This involves a collection of
common keys that are visible to all users and secret keys
that are only visible to the system owner. Both [82] and [87]
state These keys are used to verify whoever owns the transac-
tion and ensure that the transaction remains unaltered. In the
Blockchain system, security is associated with the integrity of
transactions, the secrecy of transactions, and the permission
of transactions [85]. The distributed nature of the Blockchain
system, which also requires a P2P consensus mechanism,
eliminates the possibility of a single point of failure for data.
This is in contrast to data held centrally, which is far more
susceptible to being compromised.

D. TRANSPARENT
Anyone may access the detailed information and historical
records of every transaction recorded on the Blockchain
database, ensuring complete transparency of transactions.
Blockchain technology ensures a high degree of accountabil-
ity and transparency for information, effectively prohibiting
any unjust exploitation, untrustworthy additions, or with-
drawals. Only Blockchain technology offers this degree of
transparency. This level of openness is unmatched, espe-
cially for large financial organizations, and it represents a
big advancement. The Blockchain system’s transparency is
facilitated by several verifying peer nodes that operate inde-
pendently from a centralized authority [83]. Furthermore, the
assets and transactions associated with each public address
are readily available and visible to the public [85], leading to
records of transactions that are easily traceable and character-
ized by transparency. In their study, Xinyi et al. [82] referred
to the same notion using the word openness. Xinyi et al.
state that the technical basis of Blockchain is freely available.
Consequently, each node has the capability to create its own
suitable apps by utilizing an accessible interface to retrieve

information from the Blockchain. Consequently, both the
data content and the operational regulations of the complete
system are extensively accessible and clear, with no deceit
occurring among the nodes [81]. The ideals of openness also
extend to any alterations made to data recorded inside the
Blockchain.

For several researchers, like Zheng et al. [88] and
Ferrag et al. [87], the term ‘‘auditability’’ has been employed
to denote the characteristics of transactions that are easily
observable, straightforward to trace, and capable of being
verified. Transparency has also been shown to be essential
in the realm of healthcare and the disclosure of data from
clinical studies. This trait is highly relevant for the financial
accountability of huge businesses. Patients may employ the
use of Blockchain in the healthcare sector to easily access and
review their prior claims, medical records, transactions, and
outstanding payments. Traditionally, the information gath-
ered from clinical trials has not been shared with investigators
medical professionals, and patients, resulting in a lack of trust
and certainty in the findings [89]. Suggestions have been
made regarding the use of blockchain-based approaches in
order to track down the presence of documents that include
pre-specified endpoints in clinical trials [90]. Furthermore,
the utilization of smart contracts was suggested as a trusted
administrator for the purpose of addressing data tampering
difficulties that are frequently encountered in clinical stud-
ies [89]. The transparency inherent in Blockchain technology
has been proven to be advantageous in tackling supply chain
management misconduct and the lack of visibility in product
history [91], [92], and [93].

Increasing the level of trust that voters have in the electoral
process and ensuring that public elections are conducted
without any fraud are two potential benefits of the trans-
parency feature [94].

VII. THE NEEDS OF BLOCKCHAIN INTEGRATION
WITH IoT
Through the Internet of Things (IoT), physical processes
are being optimized and transformed in order to be trans-
formed into aspects of the digital era. Huge amounts of
information are being generated due to this process, result-
ing in the acquisition of knowledintge and insights on an
unprecedented scale. This information contributes to the
enhancement of residents’ quality of life by facilitating the
digitization of facilities across all key industries. According
to Muñoz et al. [95], the installation of the Internet of Things
(IoT) linked with cloud computing has shown to be quite
beneficial. Similarly, blockchain technology can completely
transform the existing structure of the Internet of Things
(IoT), and the combination of the two would be extremely
beneficial. A trustworthy information-sharing service that
allows for the perceptibility and trustworthiness of data may
be provided via blockchain technology. Due to the fact that
the data is unchangeable and the origin of the data can be
traced at any moment, the level of security automatically
increases [96].
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A. SECURITY ENHANCEMENT
A vast quantity of data is gathered from Internet of Things
devices, and this data has to be protected by employing
Blockchain technology since it can protect the data via
encryption and cryptography techniques. Furthermore, the
combination of Blockchain technology and the Internet of
Things makes it possible to automatically update software in
Internet of Things devices without compromising the con-
fidentiality and safety of the data stored in those systems.
As a result of the integration’s ability to guarantee security,
the danger of security breaches is reduced, and the Internet
of Things system’s resistance to attack is therefore strength-
ened [97]. According to Pan et al. [98], blockchains have the
potential to safeguard the data that is produced by Internet of
Things devices. This is because the data will be kept in the
form of transactions that are encrypted and cryptographically
signed. Furthermore, according to Zhang and Chen [99],
incorporating blockchain technology resulted in the provi-
sion of automated software updates in Internet of Things
devices. These updates proved to be an effective treatment for
susceptible security breaches, improving the whole system’s
resilience.

The paper referenced proposes a groundbreaking binary
spring search (BSS) method that integrates an adap-
tive deep neural network model [100]. This approach is
based on group theory (GT). Detecting unauthorized intru-
sions into Internet of Things (IoT) systems is the goal
of a privacy preservation strategy based on Blockchain
technology.

In cryptography applications, protecting patient informa-
tion is essential to guarantee the safety of the Internet of
Medical Things (IoMT). The suggested approach enables
consumers to protect information about patients and send it to
the distributed database autonomously, without dependence
on Blockchain administration. In [101], an innovative and
disruptive encryption system that utilizes the structure of
the Internet of Things. Blockchain is utilized to enhance
the security and confidentiality of data originating from the
Internet of Things.

Honsny H. et al. proposed a model that suggests combining
blockchain technology with the LEACH (Low Energy Adap-
tive Clustering Herarchy) algorithm to improve the security
of IoT networks. IoT devices clusters are created using the
LEACH method, and each cluster is led by a cluster head
(CH) who oversees data forwarding and aggregation. The
LEACH algorithm extends the life of the network by dis-
tributing the energy burden evenly across devices through
randomized rotations of CHs. They incorporated the funda-
mental ideas and cryptographic underpinnings of blockchain
technology into the proposed model. The system architecture
was shown in Figure 16. As a result, the network lifes-
pan of the suggested model has significantly improved, and
the energy resources used by sensor nodes increased which
make it a viable method for extending the lifespan of IoT
networks [102].

FIGURE 16. Proposed model system architecture.

B. INTEROPERABILITY
Enhancements should be made to enhance the interoperabil-
ity of Internet of Things systems. Interoperability pertains
to the ability of Internet of Things (IoT) systems to com-
municate with and exchange data among physical systems
and other IoT systems. Blockchain technology can enhance
the interoperability of Internet of Things, or IoT, sys-
tems by transforming and securely storing data from IoT
devices in blocks. Blockchain technology has the potential
to enhance interoperability in Internet of Things (IoT) net-
works by securely storing consumer and transaction data
in a distributed ledger. The decentralized Blockchain plat-
form facilitates converting, manipulating, extracting, and
altering various types of Internets of Things (IoT) data. Addi-
tionally, it facilitates the creation of encrypted connections
over different platforms or apps [97]. The study described
in [103] presented a meticulously developed Blockchain
platform that aims to bolster the dependability of IoT data
and streamline compatibility across various Blockchain plat-
forms. A distributed Blockchain-of-Blockchains (BoBs) is
employed to guarantee concurrent integrity and compatibil-
ity. The proposed solution is built using Hyperledger Fabric
and Ethermint to assess the viability of this idea. This tech-
nique converts, compresses, and stores the diverse data from
the Internet of Things in a unified blockchain. As a result,
it enables reliable access to different Internet of Things
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FIGURE 17. Blockchain-based interoperable access control.

systems interconnected as peers in the blockchain [99].
Blockchain technology has the capacity to enhance the
interoperability of Internet of Things (IoT) systems by
securely storing and modifying data produced by IoT devices
within blockchains. Different types of Internets of Things
datasets undergo modification, processing, mining, and resiz-
ing before being ultimately stored in the decentralized
distributed ledger ecosystem.

R Mukta et al. suggested and designed a blockchain based
access control architecture which uses a blockchain-based
SSI ecosystem to enable selective information disclosure
include identification and access control, with the goal of
enhancing privacy-aware access management on Internet of
Things (IoT) resources. The proposed architecture was shown
in Figure 17. Redactable signatures are used in their proposed
selective disclosure scheme to enable the creation of the
ability to assert access rights on various resourceswhilemain-
taining privacy. Additionally, by keeping only the capability’s
hash and the corresponding signature on the hash, their solu-
tion increased the efficiency of on-chain storage. By putting
the suggested plan into practice and creating a Proof of
Concept (PoC) prototype on the Hyperledger Blockchain,
they assessed the viability and effectiveness. With a thorough
performance study of the system’s essential elements in terms
of execution time, throughput, latency, and round-trip time,
the trial findings demonstrated the system’s viability [104].

C. DEPLOYMENT OF SOURCE CODE
Utilizing the immutable attributes of Blockchain can boost
the secure and reliable implementation of software for IoT
devices. This attribute enables the secure installation of pro-
grams from diverse origins within the IoT system [105].
On account of the fact that blockchain technology offers
immutable and secure storage for transactions, it enables
the safe deployment of codes into Internet of Things
devices [106]. Additionally, it is possible to check the con-
dition of Internet of Things devices and execute upgrades
securely [107].

D. RELIABILITY
There is a widespread consensus that blockchain technology
is highly reliable. Reliability is crucial in Blockchain-Internet
of Things applications because it verifies the distributed
network’s effectiveness in ensuring the integrity of informa-
tion and preventing any unauthorized alterations to the data.
The integration of Blockchain with the Internet of Things
framework ensures reliability and the availability and trans-
parency of data acquired by Internet of Things sensors. The
information stored in blockchain-based systems is immutable
over time and remains dispersed over the whole network.
As a result, the system members can authenticate the data
and have the assurance that the data is not being tampered
with. Blockchain technology also has the potential to enable
accountability and traceability for sensor data.

When applied to the Internet of Things (IoT) paradigm,
blockchain technology eliminates the requirement for
centralized servers, which results in an increase in both
information privacy and security. Utilizing the technology
of blockchain in conjunction with Internet of Things tech-
nologies would result in the creation of a system that is both
strong and resilient. Although it is common knowledge that
the Internet of Things (IoT) canmake the digitization of infor-
mation easier, there is still a problem with the dependability
of such information [107]. Blockchain technology resolved
this issue by enhancing the dependability of a developed
integrated system. A high level of resilience is ensured by the
trustworthiness of blockchain technology, in addition to the
extensive experience of its successful deployment in a variety
of industries [108].

E. SERVICE MARKET
The use of blockchain technology has the capacity to accel-
erate the growth of an Internet of Things (IoT) system of
information and service markets. This system will allow for
the installation of microservices with ease and the processing
of micropayments in a foolproof environment. Blockchain
technology will make it possible for peers to conduct trans-
actions without the need for central authorities.

Through a service market, transactions may occur between
various companies without the need for any centralized body
to monitor them. In addition to increasing the flexibility of
Internet of Things systems in service markets, the indepen-
dence of these systems also boosts the pace at which they
execute. This not only permits secure communication in an
environment that is completely foolproof, but it also makes
it possible to deploy smaller services without increasing the
amount of computing work that has to be done.

VIII. BLOCKCHAIN-BASED IoT APPLICATIONS
A lot of recent academic work has been done on
blockchain-based Internet of Things, such as smart cities
and associated smart surroundings. This section provides
an overview of that study. The purpose of this part is to
conduct an in-depth analysis of the most recent research
advancements and organize them according to their possible
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applications in blockchain-based smart cities. Multiple enti-
ties are accountable for upholding the decentralized record
on a blockchain infrastructure inside an intelligent ecosys-
tem. Smart contracts, in the meantime, are accountable for
executing the operational rules and procedures of the firm.

A. SMART CITIES
Historically, the absence of a universally accepted stan-
dard for devices poses challenges in distributing data from
diverse devices and creating compatibility across different
functions. Biswas and Muthukkumarasamy [109] imple-
mented a secure communication mechanism for smart cities
utilizing blockchain technology. According to the authors,
implementing blockchain in smart city nodes would create
a distributed platform for secure device interaction. Addi-
tionally, blockchain technology prevents data integrity and
availability assaults. Additionally, it offers an immutable
transaction ledger for auditing purposes. Rahman et al. [110]
developed a safe architecture for economic sharing in
mega-smart cities using spatio-temporal smart contracts.
In 2019, Yetis and Sahingoz [111] implemented a decentral-
ized blockchain network structure utilizing blocks to establish
a system for device authentication. Sabrina [112] proposed a
method for managing access to resources in extensive Inter-
net of Things (IoT) systems, such as those seen in smart
cities. Public smart contracts and the blockchain are utilized
for external access control, whilst local off-chain storage
is employed for internal access control. In another study,
Makhdoom et al. [113] introduced a blockchain architecture
for smart city security.

Hakak et al. [114] introduced ‘‘PrivySharing,’’ a
blockchain-based security architecture for safe IoT data
exchange in smart cities. Blockchain is separated into
channels with specialized data from a limited number of
authorized organizations to ensure data privacy. Additionally,
data in these channels is encrypted and collected privately to
ensure security and isolation.

B. SMART HOMES
SHIB [115] is a smart house that utilizes IoT-Blockchain
technology to address concerns such as scalability, secure
connection supervision, and data confidentiality. The cre-
ator of ACC holds exclusive authority to add novel laws,
modify current ones, or eliminate privacy limitations on the
blockchain. To utilize the design, a cautious owner must
have engaged in an intelligent contract with the correct
individuals. Intelligent contracts may restrict access requests
when there is network malfeasance, improving home data’s
security and privacy. This approach distinguishes itself from
other current models by incorporating a Judge Contract (JC)
with the authority to render decisions and enforce fines
in response to misconduct. The ELIB [116] approach is
designed to tackle unique obstacles linked to the application
of blockchain technology and many challenges, includ-
ing high bandwidth requirements, restricted scalability, and

substantial computing complexity. The objective is to create
an optimized smart home design that meets the requirements
of the Internet of Things (IoT). Smart homes with limited
resources might enhance their operations by employing a
centrally managed manager that generates standardized keys
for data transfer and manages all inbound and outbound
requests. An overlay network is created using the ELIB
paradigm, which enables the integration of sophisticated
resources with a public blockchain to provide specialized
safety and confidentiality features. The proposed ELIBmodel
incorporates three optimizations: a Distributed Throughput
Management (DTM) strategy, certificateless cryptography,
and a streamlined consensus process. ELIB shows excep-
tional performance throughout the studies conducted using
several criteria.

LSB [117] denotes a ‘‘Lightweight Scalable Blockchain’’
that employs network overlays to provide decentralized
as well as full confidentiality. The clustering approach is
employed to arrange network nodes into clusters, similar to
the one outlined in the [118]. Throughout every pair of clus-
ters, a Cluster Head (CH) is chosen to represent the node with
the highest number of adjacent nodes. This is done to ensure
optimal functionality of the cluster. CHs are designated to
Overlay Block Managers (OBMs) since they are responsible
for supervising the blockchain network. In Bitcoin, generat-
ing a genesis transaction necessitates using overlay nodes,
which may be achieved by either the authority that issues
certificates or the Burn coin technique. The beginning of a
transaction is communicated between two OBM entities after
undergoing verification. A system for consensus known as
decentralized time-based was created to minimize latency
and computing burden in the process of mining. The user’s
input is void of any content. Cluster leaders are responsi-
ble for efficiently applying the distributed trust mechanism
across network nodes to authenticate new blocks. A dis-
tributed methodology is employed to manage network traffic
effectively, ensuring its stability while taking into account
unique characteristics. The main goal of LSB is to address
the essential needs of the Internet of Things (IoT), including
connection, adaptability, and real-time applications. It is uti-
lized inmany situations, including both high-end and low-end
equipment. The authors conducted an analysis and subse-
quent discussion on many facets of LSB, including OBM
reward, reliability, and complexity. LSB has demonstrated
significant fault tolerance and resistance to various threats,
as confirmed by a security evaluation. Additional assessment
is necessary to ascertain the effectiveness of this notion in
practical situations.

An authentication technique that ensures privacy is pre-
sented to demonstrate the process of collecting and sharing
data in smart home apps [119]. The proposed method com-
bines three key principles, namely intellectual edges, smart
contracts, and attribute-based control of access, to pro-
duce a resilient and secure architecture. Data is securely
and confidentially moved to the cloud via the use of a
differential privacy approach. This approach alleviates the
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computational load on systems, enhancing the system’s
adaptability. The proposed system architecture consists of
clients, Internet of Things devices, multi-edge computers,
and the cloud. Attribute-based access control employs two
sorts of conventions: authorization contracts and access con-
tracts. The authors thoroughly account for the transaction
process, including four separate stages: linked transaction,
status delivery, request administration, and initialization.
The variation security enhancement approach consists of a
fundamental method, hidden strategy, set of information,
and implementation. The suggested method outperforms
the present technique by offering enhanced security, pri-
vacy, resilience against assaults, precise access control, and
reduced computational expenses.

C. HEALTHCARE
The smart city’s main goal is to offer the general pop-
ulation cutting-edge healthcare services. The standards of
care in a smart city refer to the degree of proficiency
exhibited by healthcare services in achieving the intended
medical results at individual as well as population lev-
els [120]. The implementation of blockchain technology has
the potential to significantly improve the healthcare business.
The blockchain has the capability to keep complete elec-
tronic health records (EHR) by assigning a blockchain-based
identity to each patient. To address difficulties related to
information access, identity verification, and privacy, one can
utilize smart contracts and access control technologies based
on blockchain [121].

Effective coordination within the healthcare industry
necessitates many entities having access to identical informa-
tion on a patient’s medical background, encompassing diag-
nosis and treatments. The decentralized nature of blockchain
allows for the effective administration of data exchange and
controlled accessibility amongst healthcare systems for ther-
apeutic objectives. Moreover, blockchain technology may be
utilized to oversee the entire medical product supply chain
management process, including the travel of these items from
manufacturing to distribution in pharmacy stores [122]. This
application allows for identifying and preventing counterfeit
medicines by scrutinizing the origin and history of medical
products [123].

Azaria et al. [124] introduced a prototype called
‘‘MedRec’’ that utilizes blockchain technology to store elec-
tronic health data specifically for medical research purposes.
MedRec offers a platform that allows for the immediate
and seamless preservation of healthcare records, ensuring
compatibility with other systems. Additionally, it places
high importance on maintaining patient privacy and seeks
to enhance the caliber and volume of data accessible for
medical research. The distributed database system is firmly
embedded in a similar fashion to the proof-of-work tech-
nique employed in Bitcoin. To ensure the integrity of the
medical record, it is saved using its cryptographic hash,
which effectively prevents any unauthorized alterations or
tampering.

The authors in [125] examined the main challenges related
to using a bitcoin-like open-source software blockchain
for storing medical data. The primary issue is in the
storage-intensive structure of healthcare data, which poses
a hindrance to scaling up operations. Upon its production,
a digital medical record is signed digitally by either the doctor
who performed the surgery or the patient to authenticate
its origin. The author suggests preserving just the utiliza-
tion of searching meta-information, hash-pointers, and data
encryption associated with the medical record on the public
blockchain while keeping the entirety of the health informa-
tion separate from the blockchain.

D. BUSINESS SUPPLY CHAIN
Businesses and industries require complicated supply chains
where more than two organizations collaborate to control the
flow of goods, services, money, and information from the
source to the customer. This is called a supply chain. Indi-
viduals need a transparent, auditable, and secure supply chain
system capable of encompassing comprehensive information,
ranging from the origins of raw materials to the intricacies of
the manufacturing process and from the production facility
to the end consumer. The blockchain-powered supply chain
solution ensures the secure storage of detailed information
for each product in a single distributed ledger throughout its
lifespan. The necessary information can be accessed by the
right people.

In [91], Abeyratne and Monfared planned an industrial
supply chain system ready for blockchain. They give every
item a unique digital tag that lets them identify it. Every-
one involved has been verified and can view the blockchain
record. It was possible to enter data and look at the product
description through a software tool. For each item in the
supply chain, a smart contract is used to set the rules for
handling it. Through a safe user interface, the ledger will
provide proof beyond a doubt of who owns an object, as well
as information on its position and time. The writers did not
talk about the technical problems when blockchain is used in
supply chain management, though.

In Alahmadi and Lin [126], suggested a fairness system
for IIoT-based supply chain management built on blockchain.
Technology safeguards the real-time exchange of tangible
commodities among consumers and sellers by employing
intelligent contracts to execute punitive measures and trans-
mitting immutable transaction data over the blockchain.
A new smart contract is set up for every trade deal, and the
non-repudiation property is ensured by using a private key to
digitally sign the transaction. Initialization, placing an order,
delivery, and a judgement step by a smart contract are all parts
of the trade process. The suggested plan was implemented
with the EVM, and the performance was tested for the time
it took for transactions to be confirmed in the blockchain
network.

A study by Salah et al. [127] suggested using blockchain
to make food and agriculture supply lines more efficient
and effective at tracking things. Even though the study
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was mostly about soybeans, the proposed plan can be used
for any crop’s agricultural supply chain (ASC). All parties
involved used a blockchain platform to verify important fac-
tors like the country of origin, the current stage of crop
processing, tracking yields, meeting quality standards, and
following country-specific rules and regulations. All the peo-
ple involved in the soybean agriculture supply chain (seed
companies, farmers, grain elevators, grain processors, whole-
salers, stores, and customers) had to follow the rules set
by Ethereum-based smart contracts. However, the authors
did not address the main problems in the farming supply
chain, like handling disputes, making payments automati-
cally, or stopping scams.

IX. CONCLUSION
The rapid increase in the usage of IoT has resulted in
the introduction of several security vulnerabilities, encom-
passing attacks on both data and devices. The current IoT
devices suffer from a lack of safety precautions and are
unable to properly safeguard themselves largely because of
their scarce resources, immature standards, poor compat-
ibility, lack of protection in both software and hardware
design, and problems in deployment and development. The
scientific community has shown considerable interest in
this, leading to numerous efforts to create a strong global
foundation for IoT systems. In this ecosystem, using a decen-
tralized and distributed technology called ‘‘blockchain’’
might offer solutions to security, privacy, traceability, reli-
ability, and compatibility issues. The fundamental nature
of blockchain technology ensures integrity, authenticity,
and non-repudiation. Moreover, it facilitates the process of
automating and validating transactions by utilizing smart
contracts.

The article offers a concise account of the evolution of
IoT and presents an extensive compilation of past attacks that
have taken place in the IoT field. Next, please present a thor-
ough and sophisticated analysis of blockchain technology,
specifically emphasizing its characteristics and classification.
In addition, the paper examines the possibilities of employing
blockchain technology to tackle the most prominent secu-
rity concerns on the Internet of Things. It also highlights
the uses of blockchain technology in integrating various
aspects of the Internet of Things. Hence, it can be deduced
that the advancement and execution of Internet of Things
technologies utilizing blockchain technology are currently
in their nascent phases. In addition, additional technological
advancements are required to meet the precise criteria for
its wider adoption. Considering this, the study emphasizes
many compelling avenues for further research that might
be explored to improve the capability, scalability, and secu-
rity of blockchains, anticipating a possible combination of
blockchain technology with the Internet of Things.
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