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ABSTRACT To protect the security of image information in storage or transmission. We present a color
image encryption algorithm based on the image features, which are unique to each other. Firstly, 12 pseudo-
random sequences are generated based on The Logistic Sine (LSS) coupled mapped lattice. One group of
pseudo-random sequences is selected to group the remaining 11 groups of sequences randomly, of which
eight groups of sequence data realize the scrambling operation of the bit-level image, and the other three
groups learn the image diffusion operation to obtain the encrypted image. The experimental results show
that the image encryption algorithm proposed in this paper has ample key space. The number of pixel change
rates (NPCR) and unified average change intensity (UACI) are 99.62% and 33.57%, respectively, close to
the ideal value. The proposed algorithm effectively resists standard data statistics, cutting, and noise attacks.

INDEX TERMS Image encryption, chaotic system, coupled map lattices.

I. INTRODUCTION
With the significant changes in technologies such as the
Internet of Things and big data, digital image transmission
and collection have been widely applied in various fields
such as military, medical, education, and commerce. The
accompanying security, integrity, and anti-interference of
digital images are essential. Image encryption processing is
an effective method adopted for the problem. The image
encryption method mainly uses a key to convert the image
into a uniformly distributed signal, independent of the origi-
nal image and similar to noise. When the recipient does not
obtain the correct key, accurate image information cannot be
obtained [1], [2], [3], [4], [5]. Under the influence of various
adverse factors, such as night, haze and snow weather, the
quality of acquired images will be deteriorated significantly.
The image restoration methods, such as degradation adaptive
neural network or variational decomposition model are as
the pre-processing step [6], [7], [8], and then encryption
algorithms should minimize the loss of the original image as
much as possible to ensure image clarity and effectiveness.
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Currently, the research direction of image encryption
technology has two categories: research on the calculation
method of random sequence in the encryption process and
the improvement design of the algorithm structure in the
encryption process.

The random sequence of the encryption process is gener-
ally selected based on chaos theory. Chaotic systems have
characteristics such as sensitivity to initial values and pseudo-
randomness. Standard chaotic maps mainly include Logistic
maps, Tent maps, Henon map, Baker maps, etc [9], [10], [11],
[12], [13]. The complexity of chaotic systems determines
the security and reliability of encryption algorithms. Con-
duct in-depth research on the complexity of chaotic systems,
including expanding one-dimensional chaotic systems to
two-dimensional, three-dimensional, and high-dimensional
chaotic systems [14], [15], [16], [17].

Coupled Map Lattice (CML) is a spatiotemporal dynamic
system model. It uses lattice sequence number to extend
the dimension of chaotic mapping in time domain, which
can transform low-dimensional chaotic mapping into hyper-
chaotic system with more complex dynamic characteristics,
and the dimension of this hyperchaotic system is adjustable.
CML is widely applied into image encryption because of
its advantages of more complex dynamical behavior and
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lower computational overhead. Wang et al. [18] proposed a
novel spatiotemporal chaos model MCML which changes
the structure of CML and the coupling method in different
lattices. Zhang et al. [19] proposed a new image encryption
algorithm based on the spatiotemporal chaos of the mixed
linear–nonlinear coupled map lattices, which has more out-
standing cryptography features in dynamics than the logistic
map or the system of coupled map lattices does. And the
results demonstrate the superior security and high efficiency
of the proposed algorithm. Li Tong proposed the S-boxes by
the coupled map lattice, using the secondary key for selecting
S-box and achieved the nonlinear replacement each round.
Pairwise combined the replacement matrix and encrypted
two-way to reduce the correlation of the same pixel corre-
sponded to three color components. Obtained initial value of
system by combining logistic map and plaintext [20].

Scrambling and diffusion are two prevalent operations for
image encryption, while scrambling is to change the pixel
positions and diffusion is to change the pixel values. Most
existing encryption schemes consider these two operations
separately. It may increase the risk of being cracked because
it is usually easier to crack a system with two separate oper-
ations than to crack the mixture of the operations. To cope
with these issues, the research on the algorithm structure of
the image encryption process mainly focuses on the joint
scrambling and diffusion operation in the encryption process.
Wang proposed a novel color image encryption with hetero-
geneous bit-permutation and correlated chaos. Considering
the difference of information amounts between bit-planes,
the author employs heterogeneous bit-permutation to reduce
computation cost and improve permutation efficiency [21].
Li et al. proposed an approach that jointly permutates and
diffuses (JPD) the pixels in a color image for encryption.
The hyperchaotic sequence is used to permute and diffuse the
pixels in images jointly [22]. Liu et al. put forward simultane-
ous permutation and diffusion operation (SPDO), which can
solve the problem of traditional encryption scheme in which
the permutation and diffusion are two independent processes,
that leads attackers to crack the two processes separately [23].
An improved permutation-diffusion type image cipher with
a chaotic orbit perturbing mechanism is proposed by Jun,
which introduced a plain pixel related chaotic orbit perturb-
ing mechanism [24]. Li et al. proposed a novel algorithm
that combines hyperchaotic system, dynamic filtering, and
bit cuboid operations, namely, DFBC, for image encryp-
tion. a diffusion scheme is performed and then the image
is transformed to a bit cuboid; and, finally, various types of
permutation [25]. The diffusion process can be attacked and
the permuted image can be obtained by constructing a special
image, the permuted image is get by attacking the diffusion
process [26].
Bit-level image encryption method is a common image

encryption calculation, which converts the image data into
bitmap. And the scrambling and diffusion operations at the bit
level can change the position of the pixel and the value of the
pixel point at the same time. Compared with the scrambling

and diffusion at the pixel level, the encryption efficiency is
effectively improved [27], [28]. Based on the introduction
of interdisciplinary DNA sequence encryption mechanisms,
base molecules are used as information carriers to achieve
image encryption through mathematical transformations or
pseudo-DNA calculations. Each pixel of the original image is
encoded into four nucleotides by the deoxyribonucleic acid
(DNA) coding, then each nucleotide is transformed into its
base pair for random time using the complementary rule [29],
[30], [31]. Li et al. proposed a novel approach that inte-
grates a hyperchaotic system, pixel-level Dynamic Filtering,
DNA computing, and operations on 3D Latin Cubes, namely
DFDLC, for image encryption [32]. Kalpana proposed the
choice of DNA encoding rule, DNA operation and DNA
synthetic image creation are all done based on the outcome of
various chaotic maps and systems, which has a better ability
of resisting statistical and differential attacks on compari-
son [33]. For any size of the original grayscale image, after
being permuted the rows and columns respectively by the
arrays generated by piecewise linear chaotic map (PWLCM),
each pixel of the original image is encoded by DNA rule [34].
An encryption algorithm combined Intertwining Logistic
mapping and dynamic DNA coding is proposed through the
simulated annealing algorithm [35].

This article proposes an image encryption algorithm
based on bitmap processing and three-dimensional chaotic
systems. We are using the Logistic-Sine (LSS) type cou-
pled map lattice to generate 12 groups of pseudo-random
sequence. According to the average value of image pixels,
we choose a pseudo-random sequence as the key distri-
bution group. The remaining 11 groups are divided into
eight groups of scrambling operation sequences and three
groups of diffusion operation sequences, where the eight
groups of pseudo-random sequences for scrambled operation
and the other three groups of pseudo-random sequences are
respectively diffused with the scrambling images to obtain
encrypted images. The LSS-type chaotic map selected in
this article is an improved one-dimensional chaotic system
based on Logistic mapping and Sine mapping, which has
better chaotic characteristics, more robust security, and more
suitable for image encryption.

II. LSS TYPE COUPLED MAP LATTICE
A. COUPLED MAP LATTICE
Coupled Map Lattices (CML) is a typical dynamic system
with discrete time, discrete space, and continuous states,
specifically described as follows:

xn+1 (i) = (1 − ε) f (xn (i)) +
ε

2
× (f (xn (i− 1))

+f (xn (i+ 1))) (1)

where n is the time coordinate; i ∈ [1, L] represents the
CML length’s grid position. ε ∈(0,1), which is a coupling
strength factor and satisfies periodic boundary conditions
xn(0) = xn(L), xn(i) represents the i-th grid state value at
time n.
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B. LSS-TYPE CHAOTIC MAP
This article selects the LSS-type chaotic map, an improved
one-dimensional chaotic system based on Logistic and Sine
maps. Through dynamic analysis, the LSS-type chaotic sys-
tem has better chaotic characteristics and is more suitable
for image encryption than one-dimensional simple chaotic
systems. And The LSS chaotic system is described as follows:

X (i+ 1) = mod (rX (i) (1 − X (i))

+ (4 − r) sin (πX (i)) /4, 1) (2)

Among them, r ∈ (0,4) and Xn ∈ (0,1). For example, when
X (0) = 0.3 and r = 1.5, the sequence trajectory of the LSS
chaotic system, as shown in Fig.1, and the output sequence
values distribute randomly between (0,1).

FIGURE 1. LSS chaotic system trajectory, X (0)=0.3, r=1.5.

III. ENCRYPTION ALGORITHM AND IMPLEMENTATION
This article uses an LSS-coupled mapped lattice to perform
scrambling and diffusion operations on bit images, as shown
in Fig.2.

The specific image encryption algorithm is as follows:
Step 1: Generate LSS coupled map lattice. The color

image F contains three data channels, decomposing into
24 bit-images {F1, F2, . . . , F24}. To obtain the initial values
X1(0), X2(0) . . . , and X12(0) for different levels of the coupled
mapped lattice, the bit values are calculated using Eq. (3)
in each bit level image. The key parameters r of chaotic
sequence Xn and the key parameters of coupled mapped
lattice ε are obtained using the Hash function. According
to Eq. (2), the chaotic sequence X1 is obtained by iterating
L + M×3N times where L = 1000. And then, the coupling
map latticeX = {X1,X2, . . . ,X12} is obtained through Eq. (1).
Finally, each group of pseudo-random sequence [L + 1, L +

M×3N ] is extracted as a coupled mapped lattice for image
scrambling. Each subsequence has a length ofM×3N .

Xi (0) = mod
(∑

(F2i−1 + F2i) /2,M × 3N
)

(3)

Step 2: Pseudo-random sequence grouping. From Eq. (4),
we obtain the parameter e to get the coupled mapped lat-
tice pseudo-random sequence Xe as the basis for grouping
the scrambling and diffusion pseudo-random sequences.
The remaining 11 groups of pseudo-random sequences are
divided into eight groups of scrambling sequences
{Z1, Z2, . . . , Z8} and three groups of diffusion sequences

{K1, K2, K3}.

e = mod


M∑
i=1

N∑
j=1

3∑
k=1

F(i, j, k)

M × 3N
, 12

 (4)

Step 3: Scramble operation. The RGB three channels of
color images with size M × N are spliced in sequence
according to Eq. (5) to obtain an image with size M×3N ;
Then decompose the image into bit-level images {FB1,
FB2. . .FB8}, and convert to a one-dimensional array {S1,
S2. . .S8}. Sort the scrambled sequence Zi to get a new
ordered sequence ZP={ZP1, ZP2. . .ZP8}, records the posi-
tion of the value of the sequence Zi in the sequence
ZPi, giving the serial number ZT={ZT1, ZT2. . . ZT8}.And
finally, ZT={ZT1, ZT2. . .ZT8} sequential scrambled bitmap
one-dimensional array {S1, S2. . .S8}, giving the scrambled
array {S1′, S2′. . .S8′}, inversely converted to M×3N image
array F’.

FB (1 : M , 1 : N ) = FR (1 : M , 1 : N )

FB (1 : M ,N + 1 : 2N ) = FG (1 : M , 1 : N )

FB (1 : M , 2N + 1 : 3N ) = FB (1 : M , 1 : N ) (5)

Step 4: Diffusion operation. Convert the diffusion
pseudo-random sequence {K1, K2, K3} to two-dimensional
arrays with the same dimension as the image F’. According
to Eq. (6), we obtain the encrypted imageG through the XOR
operation between the image data and the diffusion arrays.

G (i, j, k) = mod
(
F ′ (i, j, k) ⊕ Kk (i, j) , 255

)
(6)

The image encryption system in this article belongs to
a symmetric encryption system, and the decryption system
is identical to the encryption system. We can obtain the
decrypted image by reversing the above steps to process the
encrypted image.

IV. EXPERIMENTAL RESULTS AND SAFETY
MEASUREMENT METHODS
In this section, we do a series of experiments to verify
the effectiveness and safety of the proposed image encryp-
tion algorithm. As for Fig.3, We select the key parameters
r = 1.5 and ε = 0.5, which show that the original image
cannot be seen from the encrypted image, while the decrypted
image can effectively obtain the original image information.
We discuss five tests to measure the safety and strength of
the algorithm based on the image ‘‘Lena’’, ‘‘Colored Chips’’,
‘‘onion’’, and ‘‘Kobi’’, respectively.

A. KEY SPACE
As we all know, the size of the key space determines the
ability of the encryption system to resist brute force attacks.
In this encryption algorithm, the keys mainly consist of LSS
chaotic mapping parameter r , coupled mapped lattice param-
eter ε, and sequence initial values X1(0), X2(0), . . . , X12(0)
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FIGURE 2. The proposed encryption algorithm.

FIGURE 3. Encrypted and decrypted image. The first row is original
images, ‘‘Lena’’, ‘‘colored Chips’’, ‘‘onion’’, and ‘‘Kobi,’’ respectively. The
second row is encrypted images. The third row is decrypted images.

with the calculation accuracy of 10−15. The designed key
space is large enough to withstand exhaustive attacks.

B. SENSITIVITY ANALYSIS
We study the encryption process sensitivity in two aspects:
key sensitivity and plaintext sensitivity. It mainly refers to
the impact of small changes in the key or plaintext images on
the results of encrypted and decrypted images. Usually, the
number of pixel change rates (NPCR) and unified average
changing intensity (UACI) measure the sensitivity of the
encryption process. NPCR is the change rate of pixels in the
encrypted image when the value of one pixel in the original
image is changed. It measures the percentage of different
pixel numbers between the encrypted images while their
corresponding authentic images have only one different pixel.
UACI calculates the average intensity difference between

the original and encrypted images. The formulations are as
follows:

NPCR (C1,C2) =
1
MN

M∑
i=1

N∑
j=1

|D (C1 (i, j) ,C2 (i, j))|

× 100%

UACI (C1,C2) =
1
MN

M∑
i=1

N∑
j=1

|C1 (i, j) − C2 (i, j)|
255

× 100%

(7)

where M and N are the width and height of the image.
C1 and C2 respectively represent two encrypted images, and
D(·) indicates whether two numerical values are the same.
If C1(i, j) = C2(i, j), then D(C1(i, j), C2(i, j)) = 0, otherwise
D(C1(i, j), C2(i, j))=1. The greater the NPCR and UACI,
the greater the difference between C1 and C2. The following
analysis is respectively aimed at key sensitivity and plaintext
sensitivity.

The key sensitivity mainly includes two parts. The first one
is the changes between the encrypted images with different
keys, in which the original key introduces a small variable
during the encryption process. The second is the impact of
introducing minor variable keys in decrypted images during
the decryption process. To verify the differences caused by
changing key values during the encryption process, we add
the variables 1 = 10−15 to each parameter in the original
key K and obtain new keys K1 and K2. Table 1 gives the
analysis report for encrypted images with two new keys.
We note that slight key differences result in entirely different
encrypted images.

TABLE 1. Key sensitivity in the encryption process.

To verify the impact of introducing small variables in
the decrypted process, we decrypt the encrypted image with
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new keys K1 and K2. In contrast, the decryption keys with
slight differences cannot correctly decrypt the original image,
as shown in Fig 4. The result shows that the algorithm
proposed in this article has better key sensitivity during the
encryption and decryption processes.

FIGURE 4. Key sensitivity analysis. The first column is the plaintext
images, the second and third column are the decrypted image with
K1(r +1)and K2(ε + 1).

Plaintext sensitivity mainly refers to the sensitivity of an
encrypted image to the change of pixels in a plaintext image.
In other words, there will exist differences between plaintext
images and encrypted images if the value of a pixel in the
plaintext image is changed. Currently, the plaintext sensitivity
is analyzed mainly through resisting differential attacks. This
article randomly selects a pixel in the original image and
replaces the value with 0. We could obtain the encrypted
image G1 after the same encryption process. Table 2 shows
the NPCR and UACI analysis report compared with the orig-
inal encrypted imageG. The results in this table show that the
NPCR and UACI performance of the proposed algorithm is
better than the considered algorithms.

C. HISTOGRAM ANALYSIS
Image histogram is a statistical table of image pixel distri-
bution, which reflects the distribution of image pixel value
information. The horizontal coordinate of the histogram rep-
resents the pixel value, and the vertical coordinate represents
the number of that pixel value in the entire image. The
histogram is an important feature of the image. In general,
the histogram of image is irregular. A well-designed encryp-
tion scheme will break the shape, and the histogram of the
encrypted image should be as flat as possible. Fig 5 shows
the histograms of plaintext images and encrypted images,
respectively.

TABLE 2. Plaintext sensitivity in the encryption process.

From the figure, we can see that different plaintext images
have different histograms. The pixel distribution of plaintext
image histograms is relatively concentrated and has apparent
characteristics. For example, onion’s color is bright and rich,
so the histogram is relatively uniform and there are more
pixels with smaller numbers. As the color chips image is
much whiter and brighter, so there are more pixel values
between 100 and 255. When we study the histograms of
all channels of the encrypted image, we can find that they
look almost identical, which is significantly different from the
plaintext image histogram. In particular, the height of all pixel
values is roughly the same, indicating that the distribution of
pixel values in each channel of the encrypted image is very
uniform. This graph reveals that the proposed algorithm can
effectively resist histogram statistical analysis attacks.

D. CORRELATION COEFFICIENTS OF ADJACENT PIXELS
There is a high degree of correlation between adjacent pixels
of the image, including horizontal, vertical, and diagonal
directions. Theoretically, there is no correlation between adja-
cent pixels of the encrypted image. Eq. (8) measures the
correlation between adjacent image pixels.

CC =

N∑
i=1

[(
xi − 1

N

N∑
i=1

xi

)
×

(
yi − 1

N

N∑
i=1

yi

)]
√√√√[

N∑
i=1

(
xi − 1

N

N∑
i=1

xi

)2]
×

[
N∑
i=1

(
yi − 1

N

N∑
i=1

yi

)2]
(8)

In this paper, we plot the correlations of 2000 random pairs
of adjacent pixels in the horizontal, vertical, and diagonal
directions from the plaintext image and encrypted images
respectively, as shown in Fig 6, as shown in Figure 6. For
each image, the pixels in the R, G, and B channels are drawn
in red, green, and blue, respectively. In the second column,
we can find that most pairs of pixels are distributed along a
diagonal line, indicating a strong correlation in the plaintext
image. However, in the third, fourth and fifth columns, we can
see that the points fill the entire plane on R, G and B channels,
showing a weak correlation in the encrypted image. This
diagram proves that the algorithm proposed in this paper
can effectively break the correlation existing in the original
image.

Table 3 shows the correlation coefficients of plaintext
images and encrypt images in horizontal, vertical and
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FIGURE 5. Histogram analysis. The first column is plaintext image, the second column is histograms on R, G, and B channels, the third column is
encrypted image histograms on R, G, and B channels, respectively.

FIGURE 6. Correlation distributions for a color image. The first column is plaintext images, the second column is the correlations of plain
images in horizontal, vertical, and diagonal directions. The third, fourth, fifth columns are the correlations of encrypted images in
horizontal, vertical, and diagonal directions.

diagonal directions, respectively. From the table, we can find
that the correlation of plaintext images is close to 1, which
indicating that there is a strong correlation. In contrast, the

correlation of all encrypt images is very low, close to 0, which
indicating that the algorithm in this paper effectively reduces
the correlation of adjacent pixels in plaintext images.
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TABLE 3. Correlation coefficient analysis.

E. THE INFORMATION ENTROPY
The information entropy represents the uncertainty of random
variables. The greater the information entropy, the stronger
the randomness and the higher the security of the image. The
formula is as follows:

H = −

L∑
i=0

p (i) log p (i) (9)

The L represents the grayscale level, and p (i) represents the
probability of a pixel value of i. For images with a gray level
of 256, the theoretical maximum of information entropy is 8.
This paper calculates the information entropy of channels R,
G, and B of the encrypted image, as shown in Table 4.

TABLE 4. Information entropy calculation.

The results in Table 4 show the encrypted image informa-
tion entropy obtained by the algorithm proposed in this paper
is close to the theoretical value with solid randomness. The
highest entropy value is 7.9999 in the image ‘‘Kobi’’, which is
better than the value in the reference. All these results demon-
strate that the proposed algorithm can effectively resist the
information entropy attacks and ignore information leakage
in the encryption process.

F. NOISE AND CUTTING ATTACKS
In digital image transmission, there will be noise interfer-
ence or information loss. A compelling image encryption

algorithm must cope with external interference effectively,
recover the original image, and have robustness. The fol-
lowing analyzes noise interference and Cutting attacks,
respectively.

The 0.01, 0.1, and 0.5 salt and pepper noise are added to the
encrypted image. Fig 7 shows the decrypted image obtained
by the algorithm in this paper. We can receive most plaintext
image information after adding noise to the encrypted image,
which effectively resists noise attacks.

FIGURE 7. Noise attack results. (a)-(c) cipher images with 0.01%, 0.1%,
0.5% salt and pepper noise. (d)-(f): the decrypted images from the first
row.

We first crop 8%, 15%, 31%, and 62% pixels at the
encrypted image, respectively, and then decrypt the image
using the proposed process. The result is shown in Fig 8.
As the figure shows, our algorithm can obtain the most plain-
text information and resist cutting attacks.

FIGURE 8. Attacks cropping attack results. (a)-(d): cipher images with 8%,
15%, 31%, and 62% data loss. (e)-(h): the decrypted images from the first
row.

V. CONCLUSION
This paper proposes an image encryption algorithm based
on an LSS-type coupled mapped lattice. To effectively resist
known and selected plaintext attacks, the key stream of the
CML is obtained based on the LSS chaotic map, respectively.
The experimental results show that the image encryption
algorithm proposed in this paper has ample key space that can
effectively resist violent attacks. The number of pixel change
rates (NPCR) and unified average change intensity (UACI)
are 99.62% and 33.57%, respectively, close to the ideal value.
The above-experimental results demonstrate that the image
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encryption algorithm can effectively resist histogram attacks,
information entropy attacks, and noise and cutting attacks,
which have better security and robustness. All these experi-
mental results benefit from the characteristics of the LSS-type
CML chaotic system: (1) the LSS-type CML chaotic system
that generates a chaotic sequence for subsequent encryption
operations which has more complex dynamical behavior and
lower computational overhead, (2) introduce the color images
information into the initial values of the chaotic system, each
image has its own unique chaotic sequence, (3) the joint
scrambling and diffusion operations is promising for color
image encryption. we will study how to accelerate the pro-
posed scheme using GPUs in the future and be implemented
on iOS and Android.
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