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ABSTRACT Widespread adoption of internet of things (IoT) for automation, monitoring and control in
various engineering, business and industrial applications poses serious challenges of data security and
cyber-attacks to IoT networks. Blockchain enabled IoT networks, due to their immutability, transparency,
and accountability, are commonly employed to ensure safe and secure implementation of the IoT networks.
However, blockchain technology is prone to degradation in performance and efficiency in the presence of
large number of IoT devices and massive data generated by these networks and does not scale well with the
growing size of the networks. This research proposes a Scalable EdgeIoTBlockchain (SEB) framework using
EOSIO to enhance the performance and efficiency of the blockchain enabled IoT networks. The proposed
framework leverages upon the concepts of sharding for parallel execution of smart contracts, Delegated
Proof of Stake (DPoS) for consensus in the network with large number of devices and Interplanetary File
System (IPFS) for the data storage and management of massive data in the IoT networks. The proposed
framework is implemented in the EOSIO blockchain. This study experiments show significant improvement
in the throughput, latency and resource utilization compared to the state-of-the-art solutions in the blockchain
enabled IoT networks.

INDEX TERMS Blockchain, consensus algorithm, the Internet of Things, edge computing, data sharding,
delegated proof of stake, EOSIO, interplanetary file system.

I. INTRODUCTION
Blockchain technology-based Internet of Things (IoT) net-
works have been widely adopted for secure and safe con-
nectivity for the exchange of information and control over
the physical or virtual objects in medical, agriculture and
business applications [1]. However, blockchain enabled IoT
networks suffer from the scalability, high latency and low
throughput issues due to high computational demands of
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blockchain technology, scarce resources and large size of the
IoT networks.

IoT networks consist of devices, nodes, wireless sensor
nodes (WSNs), actuators, embedded systems and things or
objects which are interconnected via the internet. Due to
many factors, such as low cost IoT devices, state-of-the-art
ICT infrastructure, IoT networks have been widely adopted
for the variety of applications including healthcare, indus-
try, smart homes, smart grids, security, and surveillance and
many more [2]. Conventionally, IoT networks are imple-
mented with existing infrastructure and technology which is
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centralized, i.e., data from IoT devices is accumulated and
processed through a central server. This approach results in
the vulnerabilities to security and privacy of IoT network
from cyber and physical attacks [3]. To alleviate the issues,
blockchain technologies are used to provide safe and secure
implementation of the IoT networks [4].

Blockchain is a database concept which relies upon decen-
tralization and cryptography to store and retrieve the related
database. In a blockchain system, participant nodes have
digital ledgers which contain blocks to keep record of trans-
action or data. All nodes in a blockchain system update
their digital ledgers with a new block using cryptographic
hash-function and consensus algorithm to ensure security,
integrity, and immutability of the data [2]. Consensus algo-
rithms, such as Proof of Stake (PoS) and Proof of Work
(PoW), are set of rules agreed upon by the nodes to add a new
block in the distributed digital ledger. However, integration
of IoT using blockchain technology is severely limited by the
scalability in terms of transaction per second and energy con-
sumption limitations due to computationally extensive and
demanding consensus algorithms [5], [6]. There are various
approaches to preventing energy consumption in blockchain-
based systems, and they are still inadequate compared to the
performance of lower-end devices [4].Moreover, in large data
applications, such as IoT, data storage and management are
crucial in the performance and efficiency of the blockchain
enabled networks [1].

Recently, significant research attention has been drawn
to the blockchain enabled IoT networks. A combination of
public and private blockchain is used to achieve performance
and security for IoT applications [7]. The hybrid blockchain
utilizes PoW and Practical Byzantine Fault Tolerant (PBFT)
consensus algorithms for the consensus in their work [8].
Scalable Distributed Intelligence Tangle (SDIT) [9] approach
leveraging PoW and Tangle architecture achieves improved
scalability in an IoT network. A framework using local
blockchain in wireless sensor network (WSN) is utilized for
the secure management and storage of large data due to the
integration of the WSN IoTs [10]. The consensus among the
network nodes is achieved using PoS consensus algorithm.
A scalable lightweight Blockchain integrated model (Light-
Block) based on the optimization of the scalable Blockchain
architecture (SBA), lightweight consensus algorithm (LCA),
and throughput management scheme (TMS) is presented to
coup with the scalability issue of blockchains in IoT envi-
ronment [11]. Edge based Coded Sharding technology and
cloud storage has been used [12] to improve scalability, fault
tolerance and data storage and management by proposing a
cryptographic accumulator with the sharding nodes. How-
ever, addition of cryptographic accumulator increases the
latency which is around 80s. Moreover, the cloud-based stor-
age is a centralized solution thus can jeopardize the security
and privacy of the data. Interplanetary File system (IPFS)
in combination with edge computing has been proposed to
mitigate the cloud-based centralization issue using PoW and

PoA consensus algorithms [13]. However, PoW, PBFT, PoW
and PoS consensus algorithms limit the scalability of the
blockchains for IoT applications due to the large number of
IoT devices. An EOSIO based food traceability framework
is presented for the smart cities’ environment. Authors have
compared and proved the superiority of the EOSIO based
framework with the Ethereum based solution in terms of
consensus algorithm, throughput, block production and block
confirmation rate [14]. However, authors do not address the
issues of data storage and management of large data associ-
ated with the IoT echo system. IPFS as an off-chain storage
in EOSIO platform is used for the threat intelligence sharing
and exchange but authors does not address the IoT based
application [15].

The aforementioned approaches mainly focus on the use
of consensus algorithms, storage andmanagement techniques
and mechanisms, edge computing and sharding to cater the
issues of security, performance, efficiency and scalability in
the blockchain enabled IoT networks. However, blockchain
enabled IoT networks pose multifaceted challenges due to
scarce resources, in terms of computation and memory, and
large sized data. In this paper, we propose a comprehensive
framework which is aimed to harness the potential benefits
of the different techniques and technologies to cater the chal-
lenges in the realization of a scalable and high performance
blockchain enabled IoT solution for IoT applications. To the
best of our knowledge, no blockchain enabled IoT network
approach has been proposed to address the whole spec-
trum of challenges so far, which is the scope of the current
paper.

However, our contributions in this paper are:

• In this paper, we propose a framework referred
to as Scalable EdgeIoT Blockchain (SEB), leverag-
ing upon the edge computing, sharding, IPFS and
DPoS to mitigate efficiency, performance, data stor-
age and management issues in blockchain enabled IoT
networks.

• Wedevelop smart contracts in EOSIO for the authentica-
tion and verification of the IoT devices in our proposed
design.

• We implement the proposed design in EOSIO
blockchain platform to evaluate the performance of the
proposed architecture for varying number of IoT devices
in terms of resource utilization, CPU, and net bandwidth
(NET).

The rest of the paper is organized as follows: In Section II,
we present preliminary concepts and technologies includ-
ing data storage management, edge computing, blockchain
technology and EOSIO blockchain platform relevant to
the proposed framework. In Section III, we present our
proposed framework for the blockchain enabled IoT net-
works. Then, in Section IV, we present our experimental
results and discussions. Finally, Section V concludes the
paper.
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TABLE 1. Comparison of leading blockchain system.

II. PRELIMINARIES
This section presents preliminaries to facilitate the under-
standing of the rest of the paper.

A. DATA STORAGE AND MANAGEMENT
Blockchain stores data in the blocks which is referred to
as on-chain storage mechanism [16]. Due to immutabil-
ity, reliability, fault-tolerance, and decentralization features
of blockchain, on-chain mechanism ensures security of
the data from the potential threats and misuse of the
data [2], [17]. However, blockchains, such as bitcoin have
limited storage space and cost associated with the trans-
actions and hence results in increased cost and limited
scalability [5].

Off-chain storage mechanism is utilized to overcome
above mentioned issues [18], [19]. In off-chain mecha-
nism, data is managed outside of the blockchain, such
as databases systems, networks, and storages. This allows
us to overcome the storage space problem in on-chain
blockchains.

In the IoT networks, large data is generated and therefore
on-chain mechanism does not suit well to the blockchain
enabled IoT networks [20], [21]. Therefore, in our proposed
solution we use Inter Planetary File System (IPFS), which is
an off-storage solution, to alleviate the data storage and man-
agement issues in blockchain enabled IoT networks. IPFS
is a data storage and management system relying upon the
notions of decentralized and distributed storage and sharing
of the data [18]. IPFS is a peer-to-peer network which uses
content addressing approach rather than conventional loca-
tion addressing methods to access of retrieve the data [22].
The network nodes maintain a hash table corresponding to
the data which is termed as Content Identifier (CID) [23].
The user can access the data distributed over the network by
providing the corresponding CID. IPFS ensures reliable and
scalable solutions for data storage and retrieval and has been
used in blockchain technology, such as Ethereum, to mitigate
the scalability issues due to large data size [13]. In this paper,
we have employed IPFS in our proposed framework to store,
access and retrieve the large data associated with the IoT
networks.

1) EDGE COMPUTING
Edge computing is a concept in networks which relies upon
the computing power of the network nodes to reduce latency,
enhance scalability, optimize the operation cost and ensure
the privacy and security of the networks [24]. Edge device in
a network refers to a node capable of sensing and collecting
data, computing power to process the data and enabling com-
munication technology and on-board memory and storage to
perform the network operations [13]. Edge computing plays a
vital role in the IoT based applications to implement demand-
ing real-world applications [25]. Particularly, in conjunction
with blockchain technology, edge computing has been crucial
in ensuring scalable solutions for the privacy and security
of data [13], [12], [24]. In this paper, our proposed solution
leverages upon the computing power of the edge devices in
a network to shard the IoT network and perform consensus
which play pivotal role in the improving the efficiency net-
works.

B. BLOCKCHAIN TECHNOLOGY
Blockchain technology has been widely adopted for growing
and diverse IoT applications [2]. Blockchain platforms, such
as Bitcoin, Ethereum, Hyperledger, IOTA and EOSIO facili-
tate the development and deployment of blockchain enabled
IoT frameworks and allows achieving security, integrity, and
privacy [4]. Table 1 provides a comparison of some widely
used blockchains with respect to features, such as consensus
mechanism and Transactions per second (TPS) and cost.
In the context of IoT networks, consensus mechanism and
cost associated with the transactions in the blockchains are
major concerns due to the large size and data generated by
these networks [2]. As shown in Table 1, EOSIO which
utilizes delegated proof of stake consensus algorithm is well
suited to the blockchain enable IoTs. Therefore, we have
opted EOSIO for the proposed framework, in this paper.

1) EOSIO
EOSIO [26] is an open source blockchain framework
specifically designed to facilitate and ease the develop-
ment and deployment of blockchain enabled large-scale
industrial and business applications. ESIO has three main
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FIGURE 1. Proposed scalable EdgeIoT blockchain framework.

components namely: Nodeos, Cleos and Keosd, to create
and operate nodes and manage keys in the blockchain.
EOSIO allows users to write smart contracts in C++

which communicates with the rest of the blockchain through
a toolchain for WebAssembly (Wasm) and set of tools
called Contract Development Toolkit (CDT). Smart con-
tracts are self-executing programs that encode the rules
of certain network transactions. The main features of the
EOSIO are high throughput, faster confirmation, low latency,
efficient energy consumption, programmability, upgradeabil-
ity, creating custom permission schemata and cost-effective
operations [5].

EOSIO employs Delegated Proof of Stake (DPoS) con-
sensus to select a limited set of representative nodes called
Block Producers (BPs), to oversee node functions. In EOSIO,
a voting procedure selects limited BPs responsibility with
authority to create new blocks to the chain notably enhancing
transaction speed. Moreover, EOSIO does not levy trans-
action fees unlike Bitcoin and Ethereum. These are the
distinctive features which make EOSIO platform fit for
the development of efficient, scalable, and cost-effective
blockchain enabled IoT application.

EOSIO provides three types of resources: RAM, CPU and
NET to the users. RAM is an on-chain storage for accounts
names, permissions, and other data of the blockchain. On-
chain storage ensures fast access of the data in the blockchain.
CPU is a system resource used to measure the processing
time of the users’ transactions in microseconds and is referred

to as CPU bandwidth. Whereas NET measures the network
bandwidth utilized during a transaction andmeasured in bytes
and stored on the blockchain database as net bandwidth.

2) SHARDING
Sharding is a blockchain technology optimization technique,
with respect to throughput and latency, which allows the
network nodes to contribute to the processing and verifi-
cation of the part of the blockchain termed as a shard [5],
[27]. Sharding approach enables to exploit the size of the
blockchain, i.e., increasing size increases the resource of the
network, therefore, throughput of the network increases lin-
early with the increase in the size of the nodes [12]. Sharding
has been employed in our proposed framework to improve
throughput and latency of the blockchain enabled IoT
networks.

III. PROPOSED SCALABLE EDGEIOT
BLOCKCHAIN (SEB) FRAMEWORK
Figure 1 shows our proposed architecture for blockchain
enabled IoT networks. It consists of three layers; Edge, global
blockchain and off-chain storage layer. The functionality of
the layers is as follows:

1. Edge layer constitutes IoT network nodes. There are two
types of nodes, i.e., edge and sensor nodes. In our proposed
architecture sharding is performed at the edge node which is
also responsible for the collecting and processing data from
the sensor nodes. It allows the network to process the data in
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FIGURE 2. Sequence workflow of storing IoT data.

parallel and thus ensures fast processing in the presence of
large number of IoT devices. The effect of sharding has been
investigated in the next section. Moreover, edge nodes are
also responsible for the authentication and verification of the
network nodes and communication with Global blockchain
layer.

2. Global Blockchain is responsible for the implementation
of the blockchain for IoT network through edge nodes. Con-
sensus and Smart contract are two main tasks performed by
the global blockchain. DPoS is used to produce BPs among
the edge nodes which are then delegated to the authority to
verify, authorize and append new blocks. Smart contracts are
also implemented at this layer which is responsible for the
variety of operations within the network, such as data requests
and retrieval. Throughput and latency of the proposed frame-
work is tested for varying size of the IoT network nodes is
presented in Section IV.

3. The off-chain distributed storage layer is responsible
for maintaining the fully encrypted data. The process of
storing and retrieving files on IPFS functions is similar to
the web. Each uploaded file is assigned a unique hash string
serving as a retrieval identifier akin to a URL. This approach
differs from using blockchains for large file storage as current
blockchain platforms prioritize transparency which is not
suitable for large sized files. In our proposed solution, data
exchange between off-chain, i.e., IPFS, and global chain is
accomplished using smart contracts. When a user requests an
operation on a specific resource, IPFS leverages traditional
smart contracts within the blockchain for granting access to
the file location only subject to successful authentication.
A comparison of upload time and speed of the files is pre-
sented in Section IV.

Pseudocode 1 and Figure 2 depict the intricacies of
the storing IoT data process within a blockchain frame-
work encompassing various stages to ensure secure and
transparent handling of information. The initiation of

Pseudocode 1 Data Storage Proces

1 initializeStorageProcess()
2 while ! AllDataSent:
3 requestedData = EdgeNode.RequestData()
4 sentData = IoTNode.SendData(requestedData)
5 forwardedData = EdgeNode.ForwardData(sentData)
6 is Valid=

ConsensusNode.ValidateData(forwardedData)
7 if isValid:
8 queriedData = EdgeNode.QueryConsensusZone()
9 if queriedData is not empty :

10 result = EdgeNode.SendResult(queriedData)
11 verified = IoTConsensusNode.VerifyData(result)
12 if verified :

13 EdgeNode.StoreDataOnBlockchain(result)
14

else:
15 RejectData()
16

else:
17 NoDataReturned()
18 StoreGlobalBlockchainData()
19 endProcess()

this process involves the commencement of storage for
IoT data on the blockchain, establishing the foundation
for subsequent operations. As the workflow progresses,
an edge node, playing a pivotal role in the network,
requests specific data essential for its processing tasks.
The responsive IoT node promptly transmits the complete
dataset to the edge node, setting the stage for further
validation.

The data validation phase is facilitated by a consensus node
selected through the DPoS consensus algorithm. Acting as
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a validator, this consensus node instructs the edge node to
verify the existence of data within the consensus zone. The
edge node, in turn, queries the consensus zone to retrieve
the requested information, and the consensus zone responds
accordingly, either providing the required data or signaling its
absence.

Following this, the edge node relays the outcome to the
IoT consensus node, which takes on the critical task of ver-
ification. By comparing the information from the IoT node
with the data retrieved from the consensus zone, the IoT
consensus node generates a response indicating whether the
data is accepted or rejected. Upon acceptance, the edge node
securely stores the validated data on the blockchain, con-
tributing to the global repository of distributed storage. This
comprehensive process ensures the integrity, transparency,
and secure storage of IoT data within the evolving landscape
of blockchain technology.

IV. IMPLEMENTATION AND EXPERIMENTAL ANALYSIS
Our proposed framework was deployed using EOSIO (v2.2)
along with the EOSIO Contract Development Tool (v1.8.1)
required for compiling smart contracts and System Contracts
(v1.6.0), which provides fundamental functions of the EOSIO
blockchain. Additionally, we used Docker to initiate a local
EOSIO node. To further assess the performance of the edge
IoT framework, we modified the EOS-VM [28] test chain
for parallel execution to facilitate testing and evaluation. The
setup runs on Linux distribution (Ubuntu 20.04 LTS) installed
on a laptop equipped with an Intel Core i3 CPU, 8 GB of
RAM, and a 1 TB HDD.

The EOSIO implementation of the SEB framework allows
us to analyze and evaluate the performance metrics, i.e.,
latency, throughput and resource utilization. We evaluate
our proposed framework performance for scalability using
latency and throughput metrics. Latency measures the time
it takes for a data packet to be received by the edge node
and added to the blockchain. This performance measure
is directly related to the processing speed of the proposed
framework. A higher latency value indicates increased dif-
ficulty in adding data packets to blocks the in blockchain.
Whereas throughput is defined as the number of transactions
processed per edge node.

We evaluate our proposed framework performance for
scalability using latency and throughput metrics. Latency
measures the time it takes for a data packet to be received
by the edge node and added to the blockchain. This perfor-
mance measure is directly related to the processing speed
of the proposed framework. A higher latency value indicates
increased difficulty in adding data packets to blocks.Whereas
throughput is defined as the number of transactions processed
per edge node. To assess the scalability of the proposed
framework, we use network and data packet size as param-
eters. Network size refers to the number of IoT nodes which
range from 500 to around 20, 000. On the other hand, data
packet size is set to 1 MB while payload size is 50 bytes [29].

FIGURE 3. Latency comparison between SEB with sharding and without
sharding for 500, 1000, 2500, 5000, 7500, 10000, 15000, 20000 IoT node.

FIGURE 4. Throughput comparison between SEB with sharding and
without sharding for 500, 1000, 2500, 5000, 7500, 10000, 15000, 20000
IoT nodes.

A. PERFORMANCE OF SEB DUE TO SHARDING
We evaluate the latency, throughput and resource utiliza-
tion of proposed framework with sharding and without
sharding.

Fig. 3 and 4 show the latency and throughput of the network
with IoT nodes ranging from 500 to 20, 000 nodes. Sharding
results in remarkable improvement in latency and throughput
of the proposed framework.

To assess the effect of the size of the IoT network
on the resource utilization, IoT nodes are varied in the
range of 500 to 20, 000 for SEB framework. Figure 5
presents the bandwidth, i.e., NET, and CPU utilization
of the SEB, illustrating very small changes in the band-
width and CPU utilization with increasing size of the
network.

B. COMPARISON WITH THE STATE-OF-THE-ART
Table 2 presents a comparison between SEB and [10] which
utilizes PoS consensus algorithm. The comparison clearly
shows the improved performance of SEB framework in terms
of latency and throughput.

In Table 2 it is tabulated that the latency of accepting a
single data packet increases when utilizing the PoS approach,
whereas the DPoS approach exhibits less latency. This
discrepancy arises from the significantly faster validation
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FIGURE 5. Resource utilization of SEB with sharding and without
sharding for 500, 1000, 2500, 5000, 7500, 10000, 15000, 20000 IoT node.

TABLE 2. Performance comparison of PoS and DPoS consensus algorithm.

process in the DPoS approach. In this method, data packets
sent by the blockchain IoT nodes are swiftly validated and
added to blocks. Conversely, the PoS validation process for a
single data packet experiences a longer duration, as it is not
performed instantaneously. Consequently, the data packets
are placed in a waiting list awaiting validation and subsequent
addition to blocks thereby prolonging the validation process
for each individual data packet.

In terms of system throughput, we conducted measure-
ments on the number of successful transactions from the
initial deployment of the first transaction to the comple-
tion of the last transaction in the chain [15]. In this case,
transactions are the data packets sent by the blockchain IoT
nodes. Throughput based on eight experimental sets with
different number of blockchain IoT nodes. The results clearly
demonstrate that DPoS approach consistently outperforms
PoS approach across all evaluation sets.

C. IPFS STORAGE EVALUATION
SEB implementation in EOSIO is configuredwith 8GBmem-
ory (RAM), 2 cores (CPU) and 8MB bandwidth (NET) to
evaluate the upload speed of the data to IPFS. Table 3 shows
the effect of increasing file size on the upload time and speed.
Upload time increases with increase in the file size; however,
upload speed remains almost constant with the increase in the
file size.

TABLE 3. IPFS upload time and speed.

TABLE 4. Performance comparison with the state-of-the-art.

Proposed framework utilizes DPoS and sharding at edge
device which result in low latency and high throughput for the
blockchain enabled IoT network. Sharding allows to execute
the transaction requests in parallel, whereas DPoS is compu-
tationally less demanding as compared to PoA, PoW, PoS,
PoC and PBFT. Due to implementation of authentication and
verification mechanism using smart contracts, SEB is secure
from cyber-attacks. Finally, utilizing IPFS off-chain storage
and introducing smart contracts for the storing and retrieving
the data with global blockchain ensures efficient data storage
and management for large sized IoT data.

D. SYSTEM COMPARISON
Implementing a blockchain-based architecture for IoT data
management poses scalability challenges. To address this, our
paper integrates the DPoS consensus algorithm for efficient
scalability. Performance evaluations show superior results
compared to existing solutions. Table 4 presents a compar-
ison of proposed framework with blockchain enabled IoT
networks based on scalability, security, efficiency and data
storage and management features.

DPoS eliminates the need for high computing power,
enabling a large number of IoT devices to securely join
the network. Additionally, it introduces governance, allow-
ing stakeholders to replace underperforming delegates. This
mechanism supports a higher transaction volume without
substantial computing power, reducing energy consumption
and the carbon footprint. Our system effectively addresses
scalability, enhancing security and sustainability in IoT data
management.
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V. CONCLUSION AND FUTURE WORK
In this paper, we propose Scalable EdgeIoT Blockchain
(SEB) framework to mitigate the high latency, low through-
put and data storage and management issues, due to scarce
resources and high computational and storage demands,
in blockchain enabled IoT networks. SEB employs edge
devices and sharding for authentication and verification of
IoT devices which result in high TPS, DPoS to achieve
consensus which has low computational demand, IPFS to
store and manage large sized data, efficiently, generated by
IoT devices. The proposed framework is implemented on
EOSIO blockchain platform to evaluate the performance of
the framework. Experimental results show scalability and
high efficiency and performance compared to the existing
solutions. With reduced latency and throughput, proposed
SEB is suitable for real-time applications, such as financial
and healthcare industry. Moreover, low-cost is crucial for
wide-spread adoption of blockchain technologies for secure
and safe data management and storage for medium to large
sized organizations.

The security and efficiency of the proposed SEB frame-
work can be improved by incorporating cross-sharding
communication and use of PBFT along with DPoS in critical
IoT applications, such as medical and business IoT net-
works. In this context, cross-sharding is crucial for scalability
and PBFT enables increased security level for IoT based
applications.
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