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ABSTRACT The rapid digitalization of power systems involves enhanced interconnectivity, intelligence,
and cost-efficiency across all components. In the era of Industry 5.0, the criticality of energy supply
makes power systems prime targets for attacks, highlighting the need for the creation and evaluation of
solutions against cyber-physical threats. Testbeds have emerged as essential tools for these purposes by
representing real-world power systems in controlled environments and simulating cyber-physical attack-
defense experiments. This paper introduces a Cyber-Physical Security (CPS) testbed rooted in the Smart
Grid ArchitectureModel (SGAM) and developed adversary setup within the National Smart Grid Laboratory
at the Norwegian University of Science and Technology. By adhering to the SGAM framework, this study
delves into the classification and assessment of threats within the structure of the CPS testbed, examining
vulnerabilities at distinct structural levels. Significantly, the strategic placement of the adversary setup within
these levels enables a comprehensive evaluation of cyber-physical vulnerabilities in simulated systems,
thereby facilitating the assessment of protective measures. Furthermore, this research presents case studies
using three data sources as an aggregated dynamic power system model simulated in the real-time digital
simulator OPAL-RT, real power grid, and playback of previously recorded data frames using virtual phasor
measurement units functionality. The focus of this work is on the analysis of the five most common
cyberattacks on power systems, such as passive and active reconnaissance, interruption in communication,
TCP packet injection, and men-in-the-middle attacks utilizing the C37.118.2-2011 protocol. The results
of the case studies illustrate the framework for the adversary setup and provide proof-of-concept attack
scenarios for evaluation purposes. As part of future work, we intend to expand upon this research with a
defender setup and implement more sophisticated, stealthy attacks.

INDEX TERMS Power system, cyber-physical security, testbed, smart grids, threats.

I. INTRODUCTION
The digitalization of power systems is proceeding rapidly
as all components like generation, distribution, and con-
sumption become more interconnected, intelligent, and cost-
effective [1]. The integration of digital technologies such as
modern sensors, real-time communication, the Internet of
Things (IoT), and data analytics is taking place. Additionally,
it’s essential to acknowledge the numerous industrial control
systems (ICS) that monitor, control, and protect elements of
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power systems. These technologies allow to ensure reliable,
secure, and sustainable operation of the power system.

However, digitalization also brings new risks and chal-
lenges. Cyber-physical threats are one of these problems.
The purpose of attackers may be possible power outages,
collection, and data manipulation. Such actions are aimed at
causing physical and economic damage to critical infrastruc-
ture [2]. Despite the implementation of standards, conducting
regular testing and training, and application of new measures
that aim to protect power system elements against physical
and cyber threats, new cases of attacks are recorded every
year [3].
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In the period of Industry 5.0 [4] dependence on energy
supply has never been greater. That makes power system
components one of the main targets for attacks, especially
with zero-day exploits – undisclosed vulnerabilities until
launched by attackers. Therefore, it is important to create a
secure and realistic environment to test, evaluate, and validate
the effectiveness of the solutions developed against cyber-
physical threats. For these purposes, cybersecurity testbeds
provide a golden mean platform.

A cybersecurity testbed is an isolated and controlled
environment designed for evaluating and testing the security
of physical and cyber components of power systems elements
that can fully cover realistic digital power grid operating
scenarios on a laboratory scale. The first task of the testbed
is to recreate processes that accurately mimic the power
system behavior. The next task is to model physical and
cyber threats and evaluate system component resilience
in real-world scenarios. The general aim of testing is
to assess vulnerabilities, evaluate security measures, and
develop strategies to protect critical infrastructure and
systems.

A. RELATED WORK
Various types of testbeds for testing cyber-physical threats
in power systems have been created. Yohanandhan et al.
in [5] and [6] presented an extensive review that described
72 cyber-physical power system testbeds in academia and
national laboratories. In these papers, testbeds are divided
into type, targeted research area, domain, and communication
infrastructure with the fusion of physical and cyber systems.
That makes it possible to evaluate existing testbeds from the
functional and technical side.

In the literature reviews on cyber-physical testbeds for
power systems presented in [7], [8], [9], [10], and [11] their
functionality assessed and presented below in accordance
with the type: physical, virtual, and cyber-physical.

The main advantage of the physical testbeds is the most
realistic representation of the power system processes. The
physical testbeds allow to achieve high fidelity of results,
observe real-time responses and interactions. However, the
main disadvantage of such systems is the very high cost of
implementation, lack of scalability, and as a result testing
flexibility. An example of a physical testbed is the National
SCADA Testbed (NSTB) built by Idaho National Lab
[12]. This testbed has its own substations and power grid
allowing them to test and analyze system processes more
realistically.

Unlike physical, virtual testbeds offer high configuration
flexibility of the power system components. Software mod-
eling is used instead of physical power system equipment.
That allows to reduce time and costs of implementation and
maintenance. However, the results depend on the accuracy
of the models, which may not fully mimic the behavior of
an entire physical system. For example, the Cyber Security
Testbed at Karlsruhe Institute of Technology (KIT) [13]
is a virtual testbed mostly with open-source software that

was designed and implemented to study the cyber-physical
security (CPS) of IEC 61850-based electrical substations.

The most widely implemented type is cyber-physical
testbeds. Such testbeds provide real-time interaction between
physical components and digital systems. These testbeds
have the advantages of two previous types. On the one side,
such testbeds are more cost-effective than physical testbeds.
At the same time, cyber-physical testbeds provide quite
realistic testing and validation of CPS in power systems,
unlike virtual ones. One of them is the PowerCyber testbed at
Iowa State University [14]. The authors describe the architec-
ture and capabilities of the testbed, specifically highlighting
the communication, control, and physical system simulation
components. The testbed currently utilizes an array of real,
emulated, and simulated components to provide a realistic
cyber and physical environment.

The testbed presented in this work is characterized as a
cyber-physical. A comparative analysis will be conducted
against similar types of testbeds currently in existence. This
comparison will highlight the differences and illuminate the
advantages that this cyber-physical testbed holds over others.
Through this comprehensive exploration and comparison,
a clear understanding of the value and potential applications
of this particular cyber-physical testbed is expected to
emerge.

B. CONTRIBUTION
The existing types of testbeds mentioned above and their
functionality allow to investigate all known cyber-physical
threats. However, modeling is carried out using typical
physical and digital components for the testbed region.
Hardware and software that are used in different areas or
systems have their own advantages and limitations that it is
necessary to investigate against physical and cyber threats.
For example, authors in [15], [16], [17], and [18] used
Distributed Network Protocol 3 (DNP3) which is one of the
most popular communication protocols but is widespread
only for power systems components located in the United
States of America (USA). Despite this, nowadays exist a lot of
other types of modern and legacy protocols [19]. In response
to this, the CPS testbed and the adversary setup, presented in
this work, are created in the National Smart Grid Laboratory
(NSGL) [20] at the Norwegian University of Science and
Technology (NTNU), Trondheim, Norway with the main
scope to explore and evaluate measures against threats that
typical for power system components in the Nordic and
Europe Union (EU) regions.

Researchers in [21], [22], [23] have explored CPS testbeds
aligning with Supervisory Control And Data Acquisition
(SCADA) systems to assess vulnerabilities. However, the
SCADA capabilities are limited and do not meet the
new operational requirements of modern and intelligent
power grids, such as the need for high-rate sampled data,
accuracy, and synchronized measurements. Consequently,
global grid congestion and disruptions have prompted the
need to upgrade power grids, leading to the emergence
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of cost-effective Wide Area Monitoring, Protection, and
Control (WAMPAC) systems [24]. These systems improve
grid design, operation, maintenance, and monitoring using
advanced Information Technology (IT) and Operational
Technology (OT) components. Considering this, we explored
and analyzed the CPS testbed in this work in alignment
with a WAMPAC system. Evaluating measures against
cyber-physical vulnerabilities becomes crucial for imple-
menting advanced WAMPAC applications within a secure
and cyber-resilient environment.

A number of authors [8], [21], [25] offer a set of
criteria for the testbed implementation and evaluation that
consider one position of attacker in the power system
structure and don’t provide an assessment of threats for each
power system structural level that could be explored using
testbed facilities. Unlike them, this paper explores threats
in the CPS testbed structure according to the Smart Grid
Architecture Model (SGAM). The analysis will encompass a
range of vulnerabilities that vary depending on the structural
level. Changing the position of created adversary setup
among layers and zones, allows to stress each of them
with cyber-physical vulnerabilities in simulated systems and
evaluate protection measures. A list of the most probable
and unique cyber-physical threats for each component layer
of the energy system that is possible to evaluate using
the CPS testbed and the adversary setup will be shown.
Introduced CPS testbed structure and adversary setup have
been evaluated with five cyberattacks in a smart grid
operating scenario using physical and cyber components of
the NSGL.

Furthermore, another objective of the cyber-physical
testbed and the adversary setup is to facilitate training
within the field of electrical engineering, specifically focused
on enhancing the resilience of cyber-physical power sys-
tems against cyberattacks. Through hands-on training and
experimentation, the created facility helps to advance the
knowledge, skills, and capabilities of electrical engineers in
protecting and strengthening the security of cyber-physical
power systems. This objective aligns with the revised
Network and Information Security 2 (NIS2) Directive [26],
the latest EU cybersecurity legislative document, mandat-
ing training for entity management in cyber protection,
fostering cooperation between member states, and pro-
moting communication and information exchange among
entities.

In summary, the main contributions of the paper are as
follows:

• Evaluation of measures against threats specific to power
system components in the Nordic and EU regions;

• Exploration and analysis of the CPS testbed in alignment
with WAMPAC applications;

• Consideration of hardware and software in the CPS
testbed according to the SGAM to assess cyber-physical
vulnerabilities across structural levels;

• Leveraging the CPS testbed and the adversary setup to
offer cyber-physical protection training.

FIGURE 1. Power system threats structure.

C. ARTICLE STRUCTURE
The paper is organized as follows. Section II explores
cyber-physical threats, their implications for power systems
components, and the classification of existing measures.
The vulnerability assessment of the CPS testbed architecture
based on the SGAM shown in Section III. This assessment
concentrates on the components that can be applied within
the NSGL at NTNU. Section IV introduces the concept of the
adversary setup for testing and describes five attack scenario
details. The results, findings, and measures against explored
attacks are discussed in Section V. Finally, Section VI
contains conclusions and outlines for future work.

II. CYBERSECURITY IN POWER SYSTEM
With the increased digital transformation, the number of
threats is growing every year. Only for the second quarter
of 2023, 151 malicious activities were detected among
critical infrastructures [27]. The energy sector is one of the
components of a critical infrastructure that includes IT and
OT making them potential targets for threats. In the report of
cybersecurity incidents for 2022, the energy sector accounted
for 15 % of all cybersecurity incidents related to critical
sectors [28]. Furthermore, a study conducted by Kaspersky
Lab [29] showed that the most vulnerable ICS components
that were widespread among power systems were connected
with Human Machine Interfaces (HMI), electric devices, and
SCADA systems. Despite this, all components of the power
system should be considered as targets for attacks that are
feasible to divide into two main categories as physical and
cyber threats that shown in Figure 1.

A. PHYSICAL THREATS
Physical threats against power systems can have severe
consequences, impacting the reliability of electricity supply
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and potentially disrupting critical infrastructure. These
threats can arise from intentional or unintentional actions,
posing risks to the functioning of power generation,
transmission, distribution, and consumption systems.

Common types of intentional actions can be sabotage,
vandalism, or theft with a lot of techniques. Among the
known and previously well-studied threats it is necessary
to emphasize one of the new challenges against the power
system that has emerged in 2022 [30]. This new threat
takes the form of drone attacks, where drones have the
capability to transport various explosive devices and deploy
them onto critical power system components. Consequently,
these attacks have led to widespread and significant blackouts
across the country. Deploying anti-drone technologies that
can detect, track, and neutralize unauthorized drones within
restricted airspace can be challenging and have an impact on
normal operation IT and OT components of power systems.

On the other hand, natural disasters, equipment failures,
and human errors are related to unintentional actions. For
the 2022 year in Europe, it was reported about earthquakes,
floods, and forest fires. Climate change is expected to
increase the amount and frequency of hazards in the future,
so losses and the number of people affected will also rise
around the world. Unintentional equipment failures within
power systems can also pose threats. Aging infrastructure,
inadequate maintenance, or manufacturing defects can lead
to component malfunctions or system failures. Last but not
least are human mistakes in system operation, maintenance
procedures, or decision-making processes.

B. CYBER THREATS
Cyber threats to power systems are diverse and can be
classified into various categories based on their nature,
intent, and potential impact. According to the report [27]
in Q2 2023 the main motive of the attackers with 63% of
the cases was cyberespionage. Cyberespionage can involve
passive and active reconnaissance techniques. This helps
attackers gather intelligence, understand the target power
system’s infrastructure, and identify potential vulnerabilities
and weaknesses that can be exploited in later stages of the
espionage operation.

As regards initial access, the observed and three most
popular techniques detected in 2022 were malware, threats
against data, and availability [28]. The first is malicious
software, such as viruses, worms, and ransomware, that
can infect computers, servers, or digital systems within a
power grid. Malware can disrupt operations, compromise
system integrity, steal sensitive information, or enable
unauthorized access. The second type is attacks against
availability with the aim to interrupt operation between power
system elements by flooding them with excessive traffic or
requests. Denial-of-Service (DoS) and Distributed Denial-
of-Service (DDoS) typical representatives of this type of
attack can lead to service disruptions, system unavailability,
and hindered response capabilities. Furthermore, threat actors
can manipulate data within power system networks to

FIGURE 2. Power system defence structure [31].

deceive operators, disrupt control processes, or cause system
malfunctions. Data manipulation attacks such as false data
injections (FDIA) using Men in the Middle (MITM) attacks
can lead to inaccurate monitoring, protection, and control
errors, or compromised decision-making.

Despite currently known attacks, there may also be
unknown attacks called zero-day exploits. This type of attack
targets an unknown vulnerability or weakness in software,
hardware, or digital systems. Such attacks are highly effective
due to the lack of countermeasures. The discovery and
sale of zero-day vulnerabilities can have ethical and legal
implications, as they can be used for both offensive and
defensive purposes.

The occurrence of cyber and physical threats in the power
system has resulted in extensive and substantial outages,
damages, and blackouts. This underscores the critical need for
implementing effective measures to overcome these threats.

C. EXISTING MEASURES AGAINST THREATS
Implementing measures against threats is a main requirement
to ensure reliable, secure, and sustainable power system
operations. The key to reaching a high level of cybersecurity
is through the consolidation of technical, operational, and
organizational measures against physical and cyber threats.
Authors in [31] showed an end-to-end security life cycle
for attack-resilient WAMPAC applications in the power
grid. This comprehensive security lifecycle is illustrated in
Figure 2 and categorizes existing research according to their
alignment with different stages of this cycle. This work
emphasizes deterrence, prevention, detection, mitigation, and
resilience that can be further evaluated with the introduced
CPS testbed within a WAMPAC system.

The initial phase of this approach involves ‘‘deterrence’’
which reduces risks by implementing regulations and pos-
sessing defensive capabilities. In recent years, different
security standards guidelines, and laws have been developed
that help to overcome existing threats [32]. These documents
provide structured requirements and guidelines that cover
all existing domains and components in the power system.
Adhering to standard requirements in power systems is
instrumental in mitigating threats. Consequently, aligning
testbed components with these standard requirements enables
realistic experiments, testing physical and cyber threats, the
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analysis of their impacts, and the development of effective
countermeasures.

To enhance protection against threats, the subsequent step
is ‘‘prevention,’’ which aims to thwart attacks through risk
assessment, penetration testing, and implementing advanced
techniques. Regular risk assessment ensures the identifica-
tion of vulnerabilities, potential weaknesses and offers an
effective reaction to threats. In [33] authors proposed a
risk assessment framework to systematically evaluate the
vulnerabilities of SCADA systems that also could be applied
to the CPS testbed considered in this work. Penetration test
plans are detailed in [34], offering specific guidelines for
different smart grid sectors. The authors identified various
components and layers of WAMPAC systems that should
be subjected to penetration tests and also presented the
procedure for conducting these tests. In [35], advanced tech-
niques are discussed, including the moving target defense,
which periodically modifies the system’s configuration, and
physical watermarking, which introduces specific noise into
the measurements and control commands.

If the initial two preventive measures prove to be inef-
fective, the following steps, ‘‘detection’’ and ‘‘mitigation,’’
are implemented. These steps aim to identify and tackle
ongoing attacks while ensuring the stability of the grid.
They primarily address two types of threats: data integrity
and data availability. To counter data threats, Model-
Based Detection which utilizes estimation-based detection
algorithms, and Data-Driven Detection, which is detailed
using machine learning algorithms in [36], are explored.
Regarding availability threats, one of the referenced studies
is [37], where various technical solutions for DoS attacks are
examined.

In situations where attacks are undetectable or cannot
be mitigated, the ‘‘resilience’’ of the system becomes a
critical factor, ensuring that operations continue even in
compromised states. Undetectable attacks often involve the
use of zero-day exploits thereby evading traditional security
measures. Creating a power grid that is resilient to such
threats involves designing elements with redundancy. This
concept is exemplified in [38], where the authors provide
an attack-resilient measurement design methodology. This
methodology involves the optimal placement of sensors to
ensure the overall system observability, even under possible
contingencies and loss of measurements. Another approach
to improve resilience involves the segmentation of the power
system elements. In [39], the authors propose architectures
consisting of a multitude of geographically dispersed phasor
measurement units (PMU) and phase data concentrators
(PDC). These architectures help to overcome challenges
such as large data volumes, security issues, communication
overhead, and failures to meet real-time deadlines.

The presence combination of measures at every structural
level of the CPS testbed facilitates the implementation of a
comprehensive security life cycle for solutions resilient to
attacks. This comprehensive approach is further enhanced
when the CPS testbed is considered with the SGAM. This

consideration enables the analysis of the attacker’s actions
and the development of countermeasures tailored to each
level, thereby strengthening the overall security framework.

III. ASSESSMENT OF CYBER-PHYSICAL TESTBED
The NSGL is connected to the NTNU control center
infrastructure, smart house, photovoltaic facilities, and charg-
ing/energy storage infrastructure. From these functionalities,
the simulations are sent through a network to the control
center. A specific feature of the laboratory is the opportunity
to integrate real-time simulations and physical power system
assets (hardware in-the-loop) with ratings up to 200 kVA,
400 V AC, or 700 V DC. Therefore, the CPS testbed
harnesses these state-of-the-art facilities to conduct cyber-
physical tests, systematically assessing vulnerabilities and
evaluating measures aimed at fortifying the security and
resilience of modern power systems.

A. COMPONENTS FOR PENETRATION TESTING AND
MODELING OF CYBERATTACKS
Penetration testing and modeling of cyberattacks performed
using the adversary setup. It is a workstation with a set
of tools for launching cyber threats and exploiting security
vulnerabilities such as Kali Linux [40], Wireshark [41],
tcpdump [42], and scripts written in the Python programming
language [43].
Kali Linux is a powerful and comprehensive operating

system that provides a wide range of tools and resources for
security professionals, penetration testers, and cybersecurity
enthusiasts. Its extensive toolset, regular updates, and active
community make it a valuable resource for assessing and
enhancing the security of computer systems and networks.

Wireshark and tcpdump are two powerful network analysis
tools commonly used by network administrators, security
professionals, and IT enthusiasts. They both serve the purpose
of capturing and inspecting network traffic. Wireshark is
known for its comprehensive graphical user interface and
deep protocol analysis capabilities, making it suitable for
detailed network troubleshooting and analysis. Tcpdump,
on the other hand, is a command-line tool favored for its
efficiency and scriptability, making it ideal for quick network
captures and automation tasks.

Python is a versatile programming language widely used
in penetration testing and cybersecurity due to its simplicity
and extensive libraries. Developed scripts used only for
ethical and legal purposes, such as assessing penetration
vulnerabilities and ethical hacking.

B. THE STRUCTURE OF THE CPS TESTBED
The design of the CPS testbed was conceived to be
adaptable to a wide range of ICS spanning across different
domains, including Generation, Transmission, Distribution,
Distributed Electrical Resources (DER), and Customer
Premises [44]. Each structural level is a set of physical
and cyber components that provide flexibility and allow to
achieve high fidelity of results. Levels of the CPS testbed
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FIGURE 3. Testbed structure.

can interact with each other, which corresponds to a real
environment, or can be isolated for testing specific threats.
This is achieved by properly configuring network switches,
routers, and firewalls. A demilitarized zone (DMZ) has been
created inside the CPS testbed, allowing cyber threats to be
safely implemented without affecting the rest of the network.

The structure of the CPS testbed, which is a power
system divided by levels, is shown in Figure 3, along with
the components listed in Table 1. This model takes into
consideration all SGAM levels. The construction of the
attacks is established according to the CPS testbed structure,
which is a hierarchical representation of different attack paths
that an attacker could follow to exploit vulnerabilities and
reach a specific goal. Start with the primary goal, such
as compromising monitoring, protection, control systems,
or disrupting power supply, and break it down into sub-goals

TABLE 1. Physical and cyber components of the NSGL in the NTNU
explored by the CPS testbed.

and attack steps. Considering factors such as system com-
plexity, existing security measures, and the attacker’s position
helps to create risk scenarios and assess the probability of
each attack.

The following sections describe each level in the hierarchi-
cal structure of the CPS testbed. These descriptions include
information about the characteristics of the level, the cyber
and physical components of the CPS testbed, as well as the
most potential and unique threats for each level that can be
tested and analyzed within the adversary setup.

C. PROCESS LEVEL
This level represents the primary equipment of the power
system (switchers, transformers, measuring elements, etc.)
as well as physical energy conversion (electricity, solar,
heat, water, wind). Equipment of this level can be first
subject to physical attacks with the aim to tamper equipment,
compromise operation, and safety processes.

NSGL physical equipment was used to study and test
threats at the CPS testbed. When physical equipment reaches
its limitations in terms of scalability, the replication of
power system processes becomes achievable through the
utilization of real-time simulators. CPS testbed delves into the
capabilities of real-time simulators offered byOPAL-RT [45].
This simulator enables the creation of a virtual power
system through the use of applications like MATLAB
(Simulink). A virtual environment provides a flexible and
efficient platform for conducting power system simulations,
effectively overcoming the constraints posed by physical
hardware limitations.

Currently, the created adversary setup is not utilized
for exploring vulnerabilities at this level. This is because
physical threats are the primary concern at this level, and
mitigating these threats primarily involves implementing
physical security measures [46].

D. FIELD LEVEL
Physical components of the field level are directly connected
to the power system infrastructure. It is equipment that
protects, controls, and monitors the processes of the power
system, mainly through controllers, sensors, and actuators.
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Devices at this level receive information about physical
processes in the power systems, transmit it to the higher
system levels for processing and decision-making. Further-
more, control commands from higher levels are transmitted
down to devices at the field level to regulate and control
processes.

On the physical side, the CPS testbed in the NSGL
at this level used local and remote PMUs, smart meters,
and intelligent electronic devices (IED). Considering remote
PMUs that are connected using VPN technology allows
testing of additional vulnerabilities related to WAMPAC
applications. The cyber component is integrated using a
real-time simulator from OPAL-RT, facilitating the emu-
lation of diverse devices equipped with both modern
and legacy communication protocols, including IEC-61850,
C37.118.c2-2011, IEC 60870-5-104, and others.

At the field level, vulnerabilities are primarily linked to
factors like weak authentication methods, outdated software,
lack of encryption, physical accessibility, insecure firmware,
and insufficient monitoring capabilities. The presence of
these issues allows attackers to exploit vulnerabilities through
the service and network ports of the device, potentially
leading to cyberattacks. These attacks often aim at manip-
ulating firmware and configurations, injecting false data,
and conducting reconnaissance on components at this level.
Notably, these threats frequently involve zero-day exploits
within closed-source firmware, commonly developed by
power equipment vendors. Consequently, one of the key and
distinctive tasks of the adversary setup is to specifically
address firmware threats associated with power equipment at
this level. The assessment of vulnerabilities and validation
of findings are only feasible for modern power system
equipment with the latest updates and patches employed
within the CPS testbed.

E. STATION LEVEL
The station level has equipment that aggregates information
from field level devices, interacts with other elements
and systems within the domain, and monitors the overall
performance of the processes. It serves as an intermediate
tier between the field devices and the higher-level systems.
Station level typically handles a larger volume of data,
complex control algorithms, and have a higher degree of
integration with enterprise IT systems in comparison with the
field level.

On the station level, the CPS testbed explores PDCs
to aggregate information from previous levels. PDCs are
implemented as the workstations with installed and config-
ured software. One of them uses commercial closed-source
software SEL-5073 from the Schweitzer Engineering Labo-
ratories (SEL) [47]. On the other, an open-source program
is installed - Open PDC [48]. Additionally, according to the
requirements in [49], the grandmaster clock is located at
this level. The grandmaster clock uses GPS technology to
synchronize time and a server with a network reference time
is used as an alternate clock server.

While both field and station level cyber threats can have
severe consequences, the potential impact may vary. At the
field level, successful cyberattacks can disrupt localized
power equipment that leads to power outages or compromise
secure operations in the vicinity. Station level threats, on the
other hand, can have broader implications. Breaches or dis-
ruptions at the station level can impact a larger portion of the
power grid, affect multiple devices, or disrupt critical control
and monitoring functions. The attack vectors employed in
cyber threats can also differ. Field level threats may involve
attempts to compromise or tamper with individual power
system components. Despite this, station level threats can
involve more sophisticated attack vectors, including targeted
phishing attacks, network intrusions, supply chain attacks,
or attempts to exploit vulnerabilities in higher level systems
that interface with the station level infrastructure.

At this level, the location of the adversary setup provides
an opportunity to exploit vulnerabilities in the network
infrastructure, communication protocols, or firewalls, poten-
tially gaining unauthorized access or manipulating control
commands and data. In a typical attack strategy, the initial
step involves reconnaissance, where the attacker gathers
information and assesses vulnerabilities and potential entry
points within the target system. Following the reconnaissance
phase, the attacker possesses insights into the number and
types of devices from preceding levels. The subsequent step
involves the execution of threats utilizing the components
of the adversary setup. These threats encompass various
forms of attacks, including DoS attacks, MITM attacks, and
the exploitation of protocol vulnerabilities. The purpose of
these studies is to analyze the power system response to
unauthorized alterations or manipulations of critical data
within station level systems.

F. OPERATION LEVEL
The operation level provides the necessary tools, sys-
tems, and functions to ensure WAMPAC functions in the
power system. It enables utilities to monitor and control
power system operations in real-time, optimize resource
utilization, respond to contingencies, and enhance overall
performance considering the dynamic nature of the power
system. Depending on the domain, this level could also
host systems such as Distribution Management Systems
(DMS), Energy Management Systems (EMS), Advanced
Metering Infrastructure (AMI) headend systems, among
others.

NSGL control center that represents the operation level
is equipped with SEL-5702 Synchrowave Operations devel-
oped by SEL [50]. The software offers real-time monitoring
and visualization of synchrophasors within the power system.
It provides operators with a clear and intuitive interface to
monitor the status of the devices, voltages, currents, and other
important system parameters. The software records power
system events for analysis, aiding in issue diagnosis and
corrective actions. To conduct testing this software operates
with the aggregated data from SEL-5073 PDC.
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It’s important to note that the boundaries between Opera-
tion and previous levels can vary depending on specific power
system deployments. Threats at the station and operation level
are almost similar but have some distinct differences due to
the specific roles and functions of each level. Threats at this
level aim to compromise or disrupt control commands and
data over even a broader area as the systems and networks
are responsible for managing grid-wide operations. Cyber
threats at the operation level are often more complex and
sophisticated due to the extensive data handling, complex
control algorithms, and integration with enterprise level
systems. Successful cyberattacks here can lead to widespread
power system disruptions, impacting multiple substations,
and critical control and monitoring functions.

During the tests at this level assume the attacker has access
to information about a wide area of power systems and
enterprise IT systems that interface with the operation level
infrastructure. This position gives access to local and remote
devices and systems from neighbor levels and the ability to
manipulate a maximum volume of data and commands. The
attacker’s position at this level is considered a worst-case
scenario and therefore requires special attention and the
application of measures. Software installed in the adversary
setup could conduct vulnerability scanning and identify
potential entry points for attackers. Testing of these entry
points could be done on both sides of the network, including
the external network (internet) and remote access points
(local network).

G. ENTERPRISE LEVEL
This level is where business, administrative, and operational
systems converge. It includes all systems that exist in
the enterprise as commercial, management, and others.
Systems on enterprise and operation levels exchange power
system information to deal with business decisions, asset
management, billing, and forecast operations.

Exploring vulnerabilities associated with the enterprise
level involves consideration of clients from the local network.
Users are located in different segments of the network, use
different devices, and software for connection. Properly and
secure network configuration plays a crucial role in this
case.

Threats at the enterprise level are more diverse and may
include data breaches, regulatory compliance violations,
financial fraud, phishing attacks, and supply chain vulner-
abilities. Enterprise level threats can affect a broader range
of stakeholders, including customers, investors, regulatory
bodies, and the organization itself [51].
Connection adversary setup to the NSGL from different

local network segments evaluate vulnerabilities that could be
launched from enterprise systems. At this level, we consider
threats from neighbor systems that could come to operation
level systems. The main task for the adversary setup is to
identify potential entry points for attackers, such as network
connections, employee devices, third-party connections, and
external interfaces.

H. INTERACTION WITH MARKET LEVEL
The market level represents processes related to energy
trading, pricing, billing, and interactions between different
market participants. This level involves a various array
of participants, including traditional utilities, renewable
energy producers, aggregators, retail energy providers, and
consumers. At this level, hardware and software explore
commercial and economic challenges that arise during energy
generation, transmission, distribution, and consumption.
By facilitating energy trading and market operations, the
market level contributes to the optimization of the entire
power ecosystem.

Determination of attack vectors can be challenging and
varies depending on the target system. This level includes
multiple scenarios for each attack vector, including differ-
ent attacker motivations and potential consequences. This
includes threats related to data integrity, marketmanipulation,
unauthorized access, and regulatory non-compliance.

The control center facility and software are designed to
facilitate data transfer in formats that align with the demands
of market and grid operators. Additionally, data transfer can
be achieved using dedicated protocols specifically designed
for communication with market participants. It can also
involve the creation of files in a specific format, which can be
sent through programs like corporate or public email clients.

To investigate threats at this level, we consider the adver-
sary setup location within two distinct scenarios. In the first
scenario, data transmission originates from the operational
or enterprise level, allowing us to assess the potential
impact on market participants. In the second scenario, the
adversary setup is positioned outside the local network,
enabling an analysis of its effects on system components at
the operational and enterprise levels. Our primary objective
is to scrutinize vulnerabilities related to data exchange,
with a specific focus on two critical aspects: phishing
attacks and data manipulation. Phishing attacks involve the
deceptive targeting of market participants or market operators
through misleading emails or messages. Meanwhile, data
manipulation concerns unauthorized alterations to market
data, pricing, or demand response signals, which could
disrupt market operations.

IV. EVALUATION OF ADVERSARY SETUP
A. INTRODUCTION TO THE SETUP
To demonstrate and evaluate the impact of the cyberattacks,
three sources of data were chosen. The first source of data
is an aggregated dynamic power system model simulated in
the real-time digital simulator, OPAL-RT. The model is an
equivalent representation of the Nordic power grid and is
called Nordic44 (N44) [52]. It consists of 44 buses, 28 loads,
80 generators, and 79 branches (including 12 transformer
branches and 67 overhead transmission line branches).
Another data source is from the real power grid, specifically
local physical PMUs installed in the NSGL and connected
to the low-voltage power grid. The last data source involves
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the playback of previously captured data frames using the
functionality of virtual PMUs. These captured data frames
originate from various PMUs located in different regions
of the EU, all of which are connected to the NSGL. The
power grid, represented by all data sources, corresponds to
the process level shown in Figure 3.
In considered cases equipment at the field level is

represented by virtual and physical PMU. For data exchange
between virtual and local physical PMUs, PDCs, and
software in the control room protocol C37.118.2-2011 [53]
was used. The PMUs, both virtual and physical, send data at a
rate of 50 samples per second. This high sampling rate is used
in real-world power grids that allow real-time monitoring and
control of the power system.

The station level encompasses the PDCs and the grand-
master clock. The primary role of the PDCs is to collect
and consolidate data from all PMUs and subsequently
transmit this data to the software situated at the Operation
level. The grandmaster clock, leveraging GPS technology,
is responsible for maintaining precise time synchronization
across the various components of the power system under
investigation.

The control room is located on the Operation level and
equipped with SEL Synchrowave Operations, which is a
Wide Area Monitoring System (WAMS) software described
in the previous section. This program receives and stores
information from PDCs or individual PMUs and operates
with a significantly higher amount of data compared to a
traditional SCADA system.

Each level of the testbed has its own local network, which
is protected by a firewall. A DMZ has been created at
the operation level in the control room. This allows secure
experiments to be carried out without harming the rest of the
NTNU local network.

Implemented attack vectors are based on the attacker’s
position, communication protocol, and network. To assess
the impact of cyberattacks, a case scenario was considered in
which the adversary setup has access to the network traffic
at the operational and station levels. This scenario mirrors
the attacker’s position observed in the real-life incident
known as BlackEnergy 3, which occurred in Ukraine in 2015
[54]. By situating the adversary setup at this position, five
distinct cyberattacks were executed using the first virtual
environment and then the physical. The attack strategies and
their impacts are analyzed in the following sections.

B. ATTACK 1 – PASSIVE RECONNAISSANCE
Passive reconnaissance is a critical initial step in the process
of launching cyberattacks on power system components.
It involves gathering information about the target system
without directly interacting with it, hence the term ‘passive’.
This method is often used by attackers to avoid detection
while gaining valuable insights about the available system
components. Attackers can gain insights into the system’s
operations and identify potential weak points.

The communication protocol between PMU, PDC, and
SEL Synchrowave software can be monitored by the attacker
as well as all network traffic. Wireshark and tcpdump utilities
were used to monitor network traffic in promiscuous mode
from the adversary setup. The functionality of the software
allows to filter the necessary data packets from all traffic
in the communication channel. Additionally, python code
has been specifically designed to detect traffic related to the
C37.118.c2-2011 protocol. It enables the identification of
data and configuration frames utilized by the target element.
It allows the gathering of crucial information about the target
system elements.

C. ATTACK 2 – ACTIVE RECONNAISSANCE
Active reconnaissance is a more direct approach in the
process of launching cyberattacks on power systems. Unlike
passive reconnaissance, it involves interacting with the target
system to gather more specific information. This interaction,
however, increases the risk of detection.

The developed code leverages the C37.118.c2-2011 pro-
tocol and allows specific commands to be sent to the target
system as:

• IP and Port Scanning: The code uses the functionality
of the Scapy library to scan a range of IP addresses.
After identifying active IP addresses, the code performs
a port scan to identify open ports. The selection of port
numbers for this scan can be tailored to either a typical
or a specific range, providing flexibility in the scanning
process.

• MAC Address Retrieval: For further attacks and
advanced network operations, the code retrieves the
MAC addresses of devices in the target system.

• Retrieving and parsing configuration frames: The code
requests various types of configuration frames from the
PMUs. It then parses the received answer, which is
crucial for identifying the types and numbers of the
parameters.

To evaluate the received configuration frames, the
PMU Connection Tester software [55], a component of
OPEN-PDC, was also employed. This software offers
advanced features for validating, testing, and troubleshooting
connections and data streams from PMUs. It also provides
real-time graphical visualization of synchophasor data.
However, these capabilities could potentially be exploited by
an attacker to gain information about PMU configuration.

D. ATTACK 3– TCP PACKET INJECTION
TCP packet injection, a method of cyberattack, involves an
unauthorized party injecting false data into a network data
stream. The manipulation of data and commands within
a level can result in incorrect actions by personnel or
misinterpretation of data. Furthermore, sending packets to
lower levels, such as the field or process levels, can disrupt
device operations or alter the functioning of the power
system.
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After analyzing traffic and selecting PMU for the attack
based on information obtained from the previous attacks, the
goal is to transmit fabricated TCP packets that mimic the
actual data in parallel with the authentic PMU data. These
fabricated packets should be designed in away that the system
perceives them as authentic and originating from a trusted
source.

E. ATTACK 4– ARP POISONING, MITM ATTACK
In the landscape of cyberattacks on power systems, Address
Resolution Protocol (ARP) poisoning stands as a formidable
threat. This type of attack, also known as a MITM
attack, involves an attacker intercepting and potentially
altering the communication between two parties without their
knowledge.

For the attack simulation, a code was developed that
performs the following tasks:

1) ARP table poisoning: To poison the ARP tables of
the target devices. This allows the attacker to position
themselves in themiddle of the communication channel
between the two devices, effectively becoming a ‘man
in the middle’.

2) Traffic sniffing and filtering: Once in position, devel-
oped code begins to sniff all the network traffic coming
from the target PMU. The traffic is then filtered to
isolate the C37.118.c2-2011 protocol.

3) Protocol parsing: The filtered C37.118.c2-2011 pro-
tocol data is then parsed with the help of saved
configuration frame obtained from Attack 2 and
standard documentation that describes packet structure.
The parsed data provides valuable insights about the
system and can be used for parameter modifications
and further implementation of stealthy attacks.

Manipulation with the data can be performed ‘on the
fly’, allowing the attacker to alter the system’s operation in
real-time.

F. ATTACK 5 – INTERRUPTION IN COMMUNICATION
This type of attack aims to disrupt the communication
between devices. It represents one of the most potent threats
as the DOS attack in the realm of cyberattacks on power
systems. To analyze the consequences of this attack two
strategies for interruption were used.

For the first strategy, a code was developed to poison the
ARP tables of both the target device and the gateway. ARP
serves as a protocol that maps an IP address to a physical
address on the local network, commonly referred to as aMAC
address. By leveraging information obtained from previous
attacks regarding MAC addresses within the network, the
ARP tables are poisoned, thereby altering the mapping. This
alteration causes traffic redirection in the network specifically
without forwarding it to the original destination, as seen in
Attack 4. However, in this scenario, the redirection is not the
end goal but rather a tool to interrupt communication between
devices.

FIGURE 4. Filtering C37.118.c2-2011 protocol in the network.

The second strategy involves leveraging the functionality
of the C37.118.c2-2011 protocol, which permits the sending
of command frames. In pursuit of communication interrup-
tion, we explore commands capable of disabling or enabling
real-time data transmission, utilizing the capabilities of the
PMU Connection Tester software for this purpose.

Evaluation of the described above attacks gives insights
into their effectiveness, the potential for damage, and the
resilience of the power systems. This analysis not only
underscores the severity of the threats but also highlights
the importance of robust security measures and the need for
continual vigilance in the face of evolving cyber threats.

V. RESULTS
The section provides the analysis of the results of the five
simulated cyberattacks which methodologies were described
above. Each attack, with its unique approach and potential
for disruption, leaves a distinct footprint on the power system
operation. By examining these footprints, system operators
and engineers can gain valuable insights into the impacts
of each attack and the potential countermeasures that could
mitigate these threats.

A. ATTACK 1 – PASSIVE RECONNAISSANCE
The experiment involved the analysis of IPs and ports in
the network, along with C37.118.c2-2011 traffic filtering
using three types of PMUs. The physical and virtual PMUs
from OPAL-RT were linked to the actual network, while the
virtual PMUs from OPEN-PDCwere connected to the virtual
network. The analysis of monitored IPs and ports identified
all data exchange, along with their services. This resulted
in a comprehensive map of the network infrastructure.
Subsequently, the implementation of C37.118.c2-2011 traffic
filtering detected the presence of synchrophasor data in
each network. The result of the detection C37.118.c2-2011
protocol in the network is shown in Figure 4. Communication
protocol C37.118.2-2011 is unencrypted making it possible
to further data parsing that is being transmitted within the
communication network.

Detecting passive reconnaissance can be challenging due
to its non-intrusive nature. In our case this attack was
undetected. To protect the power system network from
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FIGURE 5. Configuration frame of PMU using PMU Connection Tester
software.

passive reconnaissance, the following measures can be
implemented:

• Network segmentation. Dividing the network into
smaller segments can limit the scope of reconnaissance
and contain the potential impact.

• Encryption. Employing encryption protocols for data
transmission to ensure the confidentiality and integrity
of information, making it more challenging for attackers
to monitor or manipulate data in transit.

• Regular auditing. Regularly auditing the network logs
can help identify any unusual activity.

By implementing these measures, the security of the power
system network can be significantly enhanced andmademore
resilient against passive reconnaissance.

B. ATTACK 2 – ACTIVE RECONNAISSANCE
In this experiment, the developed code interface with real and
virtual PMUs from OPEN-PDC, requesting configuration
frames from detected devices in the previous attack and
parsing them according to the C37.118.c2-2011 protocol.
Using the adversary setup we successfully received a hex
string with a configuration frame and parsed it, enabling
the identification of critical information essential for further
data analysis. PMU Connection Tester software was also

FIGURE 6. Captured spurious retransmission using wireshark.

employed for this task and received a configuration frame
from the local physical PMU shown in Figure 5.
Detection of active reconnaissance in power systems

is crucial for preemptive action against potential threats.
In this experiment, requests for a configuration frame from
the adversary setup were detected in the communication
channel. Additionally, TCP handshakes and SYN packets
were observed during IP and port scanning. Such anomalies
or unusual querying patterns seeking sensitive data from
PMUs could trigger alerts for further investigation. To prevent
active reconnaissance attacks, additional several measures
can be implemented in combination with the previous:

• Hide network services. Disabling Internet Control
Message Protocol (ICMP) messages can indeed make a
device less visible.

• Utilizing specific ports. Using unique ports can make
them more challenging to determine.

• Request control. Allow requests only from verified
sources and disable periodic transmission of configura-
tion frames.

• Firewalls and Intrusion Detection Systems (IDS). These
can help detect and block scanning activities.

C. ATTACK 3 – TCP PACKET INJECTION
TCP injection attack was attempted by injecting modified
data using the C37.118.c2-2011 protocol into the communi-
cation channel of the power system network. The tcpdump
and Wireshark were used to detect and confirm the presence
of the modified packet in the communication channel. This
packet was detected by Wireshark but flagged down as
spurious retransmission as shown in Figure 6. This resulted
in the packet not being accepted and therefore dropped. The
sequence number is sensitive and must be the exact next
number, any missteps will cause the packet to be flagged out
and not accepted. As a result, the packet wasn’t received by
the PDC or visualization software and no disturbances were
gathered.

Analyzing the negative result of the single TCP Packet
Injection attack allows tomake a few conclusions.Most likely
the time necessary for the compilation of the Python code
is longer than the creation of the new sequence numbers
by the TCP protocol. For successful attack implementation,
it is necessary to use a more advanced attack strategy.
This strategy should involve additional attack steps that
block data transmission from the targeted PMU or contain
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FIGURE 7. ARP poisoning attack with data parsing.

more precise sequence number prediction. Advanced attack
strategy overcomes spurious retransmission detection and
allows observation of modified data with visualization
software in the control room. In this case, countermeasures
and protection strategies should be developed and evaluated
to avoid inaccurate monitoring, control issues, or system
instability.

In case of a successful TCP packet injection attack authors
in [36], propose several protective measures that could be
implemented in addition to the previous:

• Model-Based Detection. These algorithms rely on
pre-defined models of expected grid behavior to detect
deviations.

• Data-Driven Detection. This approach analyzes histori-
cal data to identify irregularities and detect unauthorized
data injections.

D. ATTACK 4 – ARP POISONING, MITM ATTACK
In the conducted experiment, the MITM attack was executed
using ARP poisoning techniques. The primary goal of
this attack was to intercept and sniff the traffic between
PMU and PDC. During the MITM attack, the traffic was
successfully intercepted and captured by the attacker from
the adversary setup. Subsequently, Figure 7 shows the
data that comes from PMU to PDC through the adversary
setup. These data were identified and parsed in real-time
using previously acquired information, which was obtained
during previous attacks. The significance of this attack lies
in the adversary setup ability to read and interpret data
‘on the fly’. This capability allows the attacker to gain a
comprehensive understanding of the transmitted data and

FIGURE 8. Interruption in data exchange between PDC and PMU.

overcome challenges with data modifications in real-time
described in Attack 3. By intercepting and parsing data
during transmission, the attacker gains the ability to create
stealthy attacks, posing a significant threat to the integrity and
reliability of the power system operational data.

Detecting a MITM attack, especially when ARP poisoning
is employed, requires scrutiny of network traffic. Anomalies,
such as ARP poisoning signs and a large amount of fake
ARP replies in the communication channel were detected
during this attack. A combination of protective measures
should be implemented to mitigate the risk of MITM attacks.
Measures discussed earlier in the ‘TCP packet injection’
attack can be utilized to defend against attacks related to
false data injection. In addition, to mitigate the risk associated
with ARP table poisoning authors in [37], propose several
protective measures that could be implemented:

• Firewalls and Intrusion Prevention Systems (IPS).
Implement robust firewalls and IPS to monitor and
filter network traffic, identifying and blocking malicious
packets associated with DOS attacks.

• Traffic filtering and rate limiting. Employ network
traffic filtering mechanisms to block or limit excessive
traffic to essential systems, preventing overload from
attacks.

• Traffic diversification and honeypots. Distribute net-
work traffic across multiple servers or pathways to
reduce the impact of concentrated traffic, making it
harder for attackers to overwhelm a single point in the
network.

E. ATTACK 5 – INTERRUPTION IN COMMUNICATION
The case study aimed to disrupt the communication between
PMU and PDC using ARP table poisoning. The attack
was successful in interrupting the communication between
PMU and PDC. Figure 8 depicts frequency as one of the
affected parameters from the PDC side, along with the start
and end times of the attack. During the attack window,
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TABLE 2. Results of cyberattacks.

communication between PMU and PDC was effectively
disrupted, resulting in a loss of data transmission.

Detection of attacks that disrupt communication between
critical components in power systems requires vigilant
monitoring. Network traffic analysis tools can detect unusual
patterns in ARP requests and responses, signaling potential
ARP table poisoning. In this case, similar traces were
observed as during Attack 4, with a significant volume of fake
ARP replies in the communication channel. Consequently,
comparable measures could be applied to address this case
as well. By implementing these preventive measures and
maintaining a proactive stance through constant monitoring,
the risk of successful attacks aiming to disrupt communi-
cation between PMUs and PDCs in power systems can be
significantly reduced.

The case studies highlight the five cyberattacks conducted
within the context of the commonly used but vulnerable
C37.118.c2-2011 protocol. The summary of the results is
presented in Table 2. The considered protocol is unencrypted,
like others most commonly used in power systems, making
it easy to hide corrupted data or commands for attackers.
To overcome these challenges in the future control centers
with WAMPAC applications must leverage advanced tools
and modern technologies. Prior to real-world implementa-
tion, testbeds serve as crucial platforms for assessing the
efficacy of such tools and technologies. Their evaluation
encompasses aspects of cybersecurity, anomaly detection,
as well as the maintenance of power system processes,
including data analytics, optimization, fault detection, and
demand and forecast management.

VI. CONCLUSION AND FUTURE WORK
A testbed is a popular solution for conducting experiments in
constrained real test environments. This paper has introduced
the CPS testbed based on the SGAM and the exploration
of the adversary setup within the NSGL at the NTNU.
By aligning with the SGAM framework, this research delves
into representing classification, assessment of threats within

the structure of the CPS testbed, and analyzing varying
vulnerabilities at different structural levels. Notably, the
strategic placement of the adversary setup within levels
permits a comprehensive examination of cyber-physical
vulnerabilities within simulated systems, thus facilitating the
evaluation of protective measures.

The case studies focused on the analysis of the five
cyberattack simulations using the adversary setup. These
attacks affected the control center infrastructure, representing
operational and station levels based on the SGAM structure.
The objective of these attacks was to emulate one of the
typical attacker’s strategies. Four attacks were successful,
demonstrating the robustness of the adversary setup and
allowing a potential attacker to obtain crucial information
about the power system, along with the ability to manipulate
it further. However, the proposed measures help to minimize
risks and counteract these launched cyberattacks.

Future work involves expanding upon the foundational
attack scenarios introduced here, delving into the develop-
ment of more intricate and stealthy attack scenarios. Utilizing
the proposed structure of the testbed will be developed and
implemented a defender setup that would have the capability
to detect and mitigate intricate, covert attack vectors. Then
will be provided a vulnerability assessment with the position
of attacker and defender according to the SGAM structure.
Furthermore, additional software and modern technologies,
like artificial intelligence will be implemented to manage a
vast volume of information and detect abnormal conditions
that play a significant role in empowering operators.
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