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ABSTRACT During the past few decades, research on digital media watermarking –initially designed for
digital images with the envisioned applications of copyright protection or copy control– has significantly
evolved with respect to other covers (i.e., video, audio, speech) and many more potential applications,
including tamper detection, broadcast monitoring, and, more recently, fake news detection. As a result,
various surveys have tried to summarize certain aspects of this research field as it has grown. This has
led to more than 130 survey papers being written at different points in time, describing various parts of the
scientific efforts focused on digital media watermarking. Considering the above, the aim of this paper is
twofold. First, we conduct a meta-survey based on 64 selected research works, in order to summarize the
most notable survey papers in this field, which allows us to ‘‘draw a map’’ of this research area. Second,
we focus on providing the requirements for digital watermarking techniques when applied to their most
recent application: detecting fake news in multimedia content. Finally, an outline of the approach taken
within the DISSIMILAR (Detection of fake newS on SocIal MedIa pLAtfoRms) project for the detection of
disinformation is presented.

INDEX TERMS Digital watermarking, fake news detection, information hiding, meta-survey, signal
processing.

I. INTRODUCTION
Digital watermarking is an essential part of information hid-
ing research [1], [2], [3]. It involves the process of embedding
data in the form of watermarks in carrier (host) signals, which
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are typically images, audio (speech) or video data [3], [4].
However, in the existing literature, the utilization of other
signals has also been described, such as in 2D or 3D computer
graphics [5], 2D vector maps [6], 3D printing models [7],
text [5], network flows [8], databases [5], [9], various kinds
of nonmedia data which can be subject to data mining
process [10], or machine learning models, particularly neural
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networks [11], [12]. Note that the embedded information can
be related to the carrier signal and may be transparent or
imperceptible.

Digital watermarking has many potential applications,
including copyright protection, copy control, content authen-
tication, tampering detection, and so on [13], [14]. One of
the most recent applications of digital watermarking includes
using these techniques for the identification and tracing of
fake news, especially on social media [15]. This issue is
becoming more and more pressing, as the ability to spread
fake news across social media platforms has become easier,
given that their users are able to create and share more
information than ever before, some of which are deliberately
deceitful. This has already impacted events in real, nondigital
life (e.g., the 2016 presidential elections in the US). Although
there have been some attempts to fight deepfakes [16] or fake
news in images, they have not been proposed and analyzed
for other types of digital content and have never been applied
in a more complete system integrated with social media
platforms.

It should be noted that, as with every innovation, digital
watermarking comes with certain risks, and there are many
types of potential attacks that such techniques need to
withstand [13], [17], [18].

Considering the above and due to the large volume of
research in digital watermarking spanning from the 1990s
to present, we conducted a meta-survey (i.e., a survey of
surveys) in order to arrange the existing research system-
atically, thus making it easier to understand the efforts,
achievements, and overlaps in this area. It should be noted that
existing surveys have been published specifically to describe
various aspects of digital watermarking. As a result, existing
works often overlap or were written in different time periods,
making it hard to grasp what has been achieved in this area.

To the best of our knowledge, this paper contains the first
comprehensive meta-survey of existing watermarking review
papers including all types of multimedia content, namely,
image, audio/speech, and video.

In more detail, the main contributions of this work are as
follows:

• We conduct a meta-survey on digital watermarking in
multimedia content by taking into account 133 existing
surveys related to digital watermarking, of which
64 were selected to be described in this paper as we
needed to leave out some of the reviews due to their low
quality.

• We summarize the existing research in this area with
respect to the specifics of the mentioned techniques,
as well as discussed applications and attacks.

• Moreover, we holistically analyze what types of water-
marking techniques can be helpful in the fake news
detection process, which is the most recent application
of digital watermarking.

The remainder of this article is organized as follows.
Section II discusses the basics related to digital watermarking

in multimedia content, in general. Next, in Section III,
we describe the methodology used to select the digital
watermarking surveys to create their bird-eye overview,
which is presented in figure and tabular forms. Then,
Sections IV-VII include the descriptions of existing surveys
grouped bymultimedia content, namely, image, video, audio /
speech, and general articles. In Section VIII, the main
conclusions drawn from the performed analyses of existing
reviews are provided, while, in Section IX, the properties
of digital watermarking required for fake news detection are
outlined. Then, in Section X, promising research paths are
characterized. Finally, Section XI concludes our work.

II. DIGITAL WATERMARKING FUNDAMENTALS
Digital watermarking [19] involves embedding some
content-related data –referred to as a mark or watermark–
into a digital object under certain constraints, such that the
carried watermark, depending on the application, would be
imperceptible and the watermark data could be extracted
using a specific algorithm. The most common carriers
used in digital watermarking are multimedia content,
but even text and network protocols can be subject to
watermark embedding. Although printed watermarks are
usually intended to be designed in a visible manner, digital
watermarks are mostly designed to be absolutely invisible.
As such, invisible watermarking is generally utilized in digital
multimedia communication systems [20].
From a visibility point of view, watermarks can be

categorized into three types: visible, invisible, and dual water-
marking. In a visible watermarking system, the embedded
watermark is detectable by the human eye; for example,
it may be a logo or text. On the contrary, in invisible
watermarking, the embedded data are not observable to the
human eye. Some applications of invisible watermarking
include supporting data authentication and preventing data
from being copied illegally. The combination of invisible
and visible watermarks is called dual watermark, in which
a visible watermark is first added to the carrier, following
which an invisible watermark is embedded into the already
visible-watermarked content [21].

A watermarking system typically involves three different
steps: embedding, transmission, and extraction. In the embed-
ding step, an algorithm inserts a digital watermark into the
host with the help of a secret key to produce a watermarked
signal. The watermarked signal is then broadcast or stored,
and is typically sent to another entity. In such a case, any
changes during transmission –either unwanted modifications
stemming from noise in the transmission channels or
intentional alterations by adversaries to the watermarked
signal– are called attacks. In the third step, extraction
of the watermark is accomplished, which legitimate users
can perform (typically using a secret key and a detection
algorithm). Figure 1 illustrates the general framework of the
watermarking procedure.

If the detection algorithm requires the original host or
cover for watermark extraction, it is known as a non-blind or
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FIGURE 1. General framework of a watermarking procedure.

private watermark. In semiblind or semiprivate watermarks,
the original host is not needed; however, for watermark
extraction, the watermark object is required. Applications of
these two types of watermarking are for offering evidence in
court (to prove copy control or ownership of the information)
or for fingerprinting (where the original recipients of the
pirated copies can be identified). The most challenging type
of watermarking is public or blind watermarking as, for
watermark extraction, there is no need for either the original
cover or the original watermark.

Embedding a digital watermark in a carrier may cause
permanent loss for the original host. To avoid this damage,
reversible digital watermarking has been proposed. In this
technique, the protected data can be authenticated while the
original data can be restored in a lossless manner. In other
words, with this technology, small modifications to the data
can be completely recovered without any additional cost.
Lossless or reversible watermarking techniques are appropri-
ate for specific applications in certain areas, including digital
forensics, military, medical treatment, or smart metering
systems [22].

Unlike other data hiding branches, such as steganography,
in digital watermarking the embedded information is related
to the carrier or cover object, and the digital object is
considered to be valuable. The embedded information can
be used to specify the copyright holder, grant access to the
content for a limited number of users, identify the legitimate
users of the content, provide data provenance information,
or represent a hidden pattern that can be used to detect (or
localize) tampered areas, among other possibilities.

Table 1 lists various types of applications of digital
watermarking and their definitions, as well as their desired
features suitable for each specific application, appropriate
watermark design from the visibility perspective, and proper
domain according to the watermarking usage. Bear in mind
that the mentioned factors are not the only possible solutions
for increasing the performance of the watermarking scheme

for each particular application; for example, researchers may
use a transform domain technique for tamper localization or
detection, according to their own creativity.

The fundamental requirements for digital watermarking
include imperceptibility, robustness, capacity, and security.
The first three requirements act like a triangle; as a result,
it is not possible to raise all three specifications at the same
time. This means that increasing capacity and robustness will
cause the degradation of the imperceptibility or quality, while
the growth of imperceptibility and robustness will cause the
capacity to decrease. However, the balance between these
properties depends on the application. These principles are
explained in the following [23].
Imperceptibility refers to the perceptual resemblance of

the watermarked and original data. The watermark should
be hardly noticeable, such that the end user cannot perceive
any visual or audio effect from the watermarked content.
Although the watermark is not supposed to degrade the
quality of the content, a small amount of degradation is
acceptable. The reason for this is to achieve high robustness
or low cost in some applications. However, in visible
watermarking, the watermark is embedded into the host such
that it can be perceived without extraction [24], [25]. The
embedded watermark should cause as less depreciation to the
original cover/host as possible. If noticeable distortions are
established in the cover, it provides a clue for attackers [26].
Robustness. The watermarked content should be robust,

meaning that, despite the public principle of the watermark-
ing algorithm, it should be impossible to remove and should
resist a wide range of attacks [27]. In addition, the watermark
must not be likely to be recovered or even altered without
information about the secret key [28].
Capacity, or data payload, in a watermarking system refers

to the amount of information that is embedded into the host
and the number of bits that are encoded by the watermark.
Depending on the application, the payload will be specified
to be sufficient and facilitate the envisioned application [24].
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TABLE 1. Applications of digital watermarking and desired features for optimum efficiency.

Typically, capacity is measured in terms of bits per unit, such
as bits per pixel for images or bits per second for audio and
video.
Security. There are many ways in which attackers can

extract hidden messages easily by trying an extraction
algorithm or finding out the method approximately according
to some known features of the watermarked content, such as
Peak Signal to Noise Ratio (PSNR), that are related to the
quality of the image. Therefore, it is a crucial issue to make
the embedded watermark as secure as possible to prevent
sensitive information from leaking [29].
In digital watermarking, it is essential to select a suit-

able domain for embedding the watermark based on the
application, as this has a direct effect on the performance
of the watermarking scheme [30]. The main reason is to
fulfill the abovementioned watermarking principles, such as
imperceptibility, capacity, robustness, and security, and to pay
attention to the role of each domain and the specifications
innately inherited by each particular selected domain with
respect to the watermarked content [31].

Watermarking methods can also typically be classified
based on their domain –spatial or transform. The use of each
of these domains depends on the application. For example,
for applications such as authentication, tamper detection, and
data integrity, spatial domain methods are more compatible
as they usually offer fragile watermarks; hence, the cover
will be altered straightly with watermark embedding. The
Least Significant Bit (LSB) and Spread SpectrumModulation
(SSM) techniques are examples of spatial domain techniques.

To the contrary, for applications requiring robustness,
transform domain techniques are more suitable. In these
techniques, the host data is transformed first, following which
a digital watermark is embedded into the coefficients of the
transformed host data. An inverse transform is needed to
retrieve the original signal after embedding of the watermark.
It has been proved that transform domain techniques can
better resist compression and common signal processing
attacks. Nevertheless, they are complex and have high
computational costs while spatial domain techniques are
computationally simple, fast, and straightforward [32].
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Examples of the transform domain watermarking tech-
niques include discrete cosine transforms (DCT), discrete
Fourier transforms (DFT), discrete wavelet transforms
(DWT), and singular value decomposition (SVD). These
mentioned techniques have certain distinctions such as com-
putational speed for real-time watermarking, but balancing
between imperceptibility and robustness is not automatically
possible. Generally, transform domain-based techniques
offer more robustness and higher imperceptibility when the
watermarked host data are faced with geometric and signal
processing manipulations [33]. However, the computational
costs of these techniques are higher than those of spatial
domain-based methods.

Attacks on digital watermarking are classified into four
categories, namely removal, geometric, cryptographic, and
protocol attacks [25].

In signal processing or removal attacks, the primary
aim is to remove the watermark signal without trying to
endanger the security mechanisms of the proposed scheme.
Therefore, in these types of attacks, there is no effort to realize
the embedding technique or the encryption key. Thus, the
result is damaging the watermarked content. Noise attacks,
histogram equalization, and filtering attacks are included in
this category [34].

In cryptographic attacks, the malicious party tries to find
loopholes in the main embedding algorithm to remove the
watermark information. Examples include brute force and
oracle attacks. These attacks can be easily restricted if the
embedding algorithm is complex [35].

In geometric attacks, the attacker attempts to distort the
watermark signal geometrically. As a result, after applying
these attacks, the synchronization of the embedded water-
mark will be demolished in the watermarked data [36]. If the
geometry of the attack is devised, it is theoretically possible
to detect or recover the original watermark; however, such
detection or recovery procedures are complex, expensive,
and slow. Rotation, scaling, translation, and cropping are
examples of this type of watermark attack [25].
The main aim of the protocol attacks is to attack the entire

concept of watermarked content. Considering the invertible
watermark, the attacker segregates their own watermark from
the watermarked data, in order to claim that they are the
owner of the watermarked content. This can create ambiguity
regarding the true ownership of the data.

As a result, for copyright protection purposes, the water-
mark needs to be non-invertible. Copy attack is the other
type of protocol attack in which the goal is to estimate
the watermark from watermarked image and copy it to
some other image, called the target image. The copy attack
is applicable when the attacker can create a legitimate
watermark in the host content without knowing the algorithm
of the watermarking scheme or the secret key [37]. Note that
this attack is different from a copy-move attack.

Apart from the abovementioned attacks, some other attacks
are identified in Tables 2 and 3, such as copy-move,

collage, and vector quantization. These attacks are related
to passive multimedia forgery detection, which refers to the
authentication ofmultimedia and detection of tampered areas.
For example, when forging a digital image, its statistical
characteristics are also changed. Computing the statistical
characteristics of each part of an image and comparing it with
the intact data will result in tamper detection and localization
of the manipulated areas of the data. Data forgery detection
is generally categorized into passive and active detection.
Tamper detection using the statistical characteristics of data
is classified into the passive detection group, while active
detection methods using digital watermarking or digital
signatures are prevalent. In the following, we define three
attacks related to passive detection [38].
Copy-move attacks, as their name implies, copy some part

of the multimedia data and then paste it into another part of
the same data. This kind of attack is difficult to detect, as the
source and destination of the tampered area are the same and,
as a result, the similarity of their statistical characteristics
makes it difficult to detect tampered regions [39].

In contrast to copy-move attacks, collage attacks involve
generating new watermarked data from multiple authenti-
cated watermarked content using a combination of areas from
different data and conserving their relative spatial positions.
Moreover, all the watermarked data used in a collage attack
are built by an identical watermarking method with the same
secret keys [40].

Vector quantization (VQ) attacks are another type of tam-
pering attack against block-wise independent watermarking
schemes, in which every watermarked block relies merely on
its original block. Given a set of watermarked content blocks,
a VQ codebook can be generated. Based on this code book,
fake data containing the sham watermark is then created [40].
Watermarking techniques based on robustness can be

further divided into three main categories: robust, fragile, and
semi-fragile [41]. Robustness is an important criterion which
indicates the ability of the hidden watermark to resist mali-
cious attacks. Robust watermarking is mainly designed for
copyright protection, where the watermark can be detected
even after exposing the watermarked data to malicious
attacks. In fragile watermarking, the watermark can be simply
affected by any type of manipulation, either malicious attacks
or non-intentional ones. Fragile watermarking was invented
for testing integrity and content authentication, where the
slightest change in the watermarked data is noticeable or
simply detectable. Finally, in semi-fragile watermarking,
the hidden watermark can resist gentle transformations
(e.g., compression), but not malevolent attacks. Semi-
fragile watermarks were developed for and widely used in
content verification. Semi-fragile watermarking is robust to
acceptable content-preserving manipulations, while fragile to
malicious distortions such as feature adding or removal, so it
is suitable for proving the reliability of data [42].

In this section, the general requirements for digital water-
marking were described. In the following sections, a wide
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range of surveys on multimedia watermarking –including
digital image, video, audio, and speech watermarking, as well
as other general multimedia contents– are explored.

III. BIRD-EYE OVERVIEW OF THE EXISTING SURVEYS
AND PAPER SELECTION PROCESS
As mentioned above, one of the main aims of this work
is to capture and review the existing literature on digital
watermarking in multimedia content. We considered the
existing literature covering the period 1996-2022, and in total,
64 review papers were included in the final analysis.

The selection of papers included in the meta-survey on
digital watermarking for fake news detection was performed
in the second half of 2021. Below, we briefly explain
the methodology used for this process. Our approach
was inspired by the PRISMA (Preferred Reporting Items
for Systematic reviews and Meta-Analyses) [43] method,
commonly used to perform literature analysis (see, e.g., [44],
[45], [46], [47]).

First, we searched for potentially relevant papers using the
Google Scholar search engine. It was selected as a source
of papers, as it indexes publications from various databases.
The goal of this study was to identify existing valuable
reviews and analyses of multimedia watermarking methods.
Therefore, our main focus was surveys on the watermarking
of three typical types of multimedia files –that is, audio,
video, and images– as well as general surveys describing
watermarking techniques for various kinds of cover objects.
Consequently, we used keywords formulated according to the
following rule, written using Extended Backus-Naur Form
(EBNF) [48] notation:
[‘‘digital’’], (‘‘watermarking’’|‘‘fingerprinting’’), [‘‘audio’’

| ‘‘video’’ | ‘‘image’’ | ‘‘multimedia’’], [[‘‘meta’’] ‘‘survey’’ |
‘‘fake news’’ [‘‘detection’’]];

All combinations of keywords resulting from the above
rule were used as an input for Google Scholar. There was no
restriction on the publication date of the obtained papers, nor
were any other filters used in the search process.

Titles and abstracts of papers found on that basis were
examined to determine their potential relevance. All result
pages were studied until no more relevant articles were found
in several subsequent pages.

In addition, all co-authors of this paper added surveys on
the digital watermarking of multimedia to which they had
access and which, in their opinion, could be meaningful for
this meta-survey. After this initial procedure, we removed
duplicates from the set of identified publications. At this
stage, 167 papers remained for consideration. Each paper was
assessed by exactly one of the co-authors.

At this point, some papers were excluded from further
analysis, based on the following exclusion criteria. First,
after a closer examination of the contents of the papers,
27 were identified as being out of the scope of this meta-
survey; in particular, 19 of them turned out to be not devoted
to the topic of multimedia watermarking, while the other
8 articles were only very weakly related to that topic.

Moreover, another 7 papers turned out to be dedicated to
the watermarking of other types of cover objects. Although
they were not strictly relevant to the analysis in our study,
we decided to use them as examples of other applications of
the watermarking approaches, as detailed in Section I. As a
result of these decisions, there were 133 publications left for
in-depth analysis at the end of this step.

Next, the quality of all of the 133 relevant articles
mentioned above was assessed. Papers that were declared to
be surveys but consisted of only a few pages or contained
only a few references were rejected at this point. The same
applied to publications with obvious graphical or layout
errors, as we assumed that high-quality papers should be
prepared carefully in all aspects, including not only the text
but also their final appearance. Unfortunately, we identified
69 such low-quality papers, meaning that, for this reason,
we had to reject more than half of all relevant papers.

Consequently, in the end, we obtained 64 relevant papers
of quality, which did not seem doubtful at first sight. All
of these papers are analyzed and described in this meta-
survey. The co-authors divided the papers by the type of
cover object to which publications were dedicated (i.e., audio,
video, images, or multimedia in general). Then, groups of
articles determined in this way were assigned to the groups
of co-authors. Each of the following Sections (IV - VII) was
prepared by a separate group of co-authors. Each paper was
read and described by exactly one of the co-authors.

Moreover, the described surveys are also characterized in
a tabular form (see Tables 2 and 3), where the most essential
features of each work are included (i.e., what kind of cover
objects are considered as well as the applications and attacks
analyzed). Additionally, we divided the survey articles using
the type of watermark (i.e., robust or fragile/semi-fragile).
It should be noted, however, that some surveys mentioned
both types of watermarks. In such a case, we list them twice
in Tables 2 and 3 (under both robust and fragile/semi-fragile
categories). Otherwise, each survey is assigned a separate
row in these tables. Finally, all works are also presented on
the timeline in Figure 2 in order to present their distribution
over time. As can be seen from the figure, almost half of the
surveys were published in the last five years.

In the following sections, we describe the existing survey
articles in more detail. We classify these papers according
to the type of content they consider, namely, images, video,
audio/speech, and general content review papers.

IV. SURVEYS DEVOTED TO DIGITAL
WATERMARKING IN IMAGES
Through the use of image editing software, manipulation
of digital images is possible, even without any professional
knowledge. Attackers can subtly tamper with digital images
by misusing the human visual system (HVS). Thus, digital
image watermarking can prevent illegal alteration and
unlawful admission to digital images by embedding a digital
signal into a host image, such that the original information is
perceptually kept intact, according to the HVS. Additionally,
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FIGURE 2. Temporal distribution of the surveys described in this paper.

the bits carrying the watermark should be scattered all
over the host, such that they cannot be recognizable for
manipulation. In the following, the main existing surveys on
image watermarking from Tables 2 and 3 are explained, and
a deep analysis of each survey is presented.

Rey and Dugelay [94] published a survey paper with
the aim of introducing the notion of image authenti-
cation algorithms. They categorized these algorithms as
fragile and semi-fragile watermarking. The authors also
considered another alternative to classical watermarking:
digital signatures. They concluded that, in general, only
fragile watermarking techniques offer strict integrity, while
semi-fragile and digital signature techniques assure content
authentication as they can resist some manipulations, such
as JPEG compression, and avoid false positive tampering.
Furthermore, fragile watermarking schemes are easy to
implement, while only limited methods from each category
can restore the tampered areas of the images.

Podtar et al. [49] published a paper in which they
mentioned digital watermarking techniques, requirements,
and applications. The authors focused mostly on transform
domain techniques for the purpose of copyright protection
on digital images. General watermarking algorithms for
DWT, DCT, and DFT techniques were discussed. Finally,
the authors concluded the advantages and disadvantages
of each of these transform domain techniques, which can
resist rotation, scaling, and translation (RST) attacks. As a
result, they can be mostly used for recovering geometric

distortions. DWT has higher computational complexity,
in comparison with DFT and DCT; however it also presents
better compatibility with the HVS for information hiding,
as there are less evident visual artifacts compared to other
techniques. Moreover, a multi-resolution presentation of an
image is achieved when it is decomposed by the wavelet
transform, making it possible to display the image in different
resolution levels, from low to high.

Zheng et al. [50] reviewed different image watermarking
schemes based on transformations that are invariant against
rotation, and RST operations. They classified RST-invariant
image watermarking algorithms into seven different cat-
egories: RST-invariant domain-based algorithms, Radon
transform-based algorithms, template-based algorithms,
salient-feature-based algorithms, image decomposition-
based algorithms, stochastic analysis-based algorithms, and
others. The different approaches were evaluated in terms
of robustness, capacity, and imperceptibility. The authors
concluded that the existing RST-invariant image watermark-
ing algorithms have pros and cons, but no ideal solution
providing true robustness against RST transformations,
blind watermark detection/extraction, and fast and correct
watermark detection with a low error rate exists.

Prasad and Koliwad [51] presented a survey of image
watermarking methods for copyright protection applications.
They established the requirements for an ideal image water-
marking approach for the considered type of application.
The required properties are imperceptibility; robustness
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TABLE 2. Summary of robust digital watermarking-related surveys. Legend: Applications - CP: copyright protection, CC: copy control, DC: device control,
BM: broadcast monitoring, FP: fingerprinting; Attacks - RM: removal, GM: geometric, CR: cryptographic, PR: protocol, CM: copy/move, CG: collage, VQ:
vector quantization; Symbol meaning: ‘‘

√
’’ denotes that certain aspect is mentioned in the survey; ‘‘×’’ that it is intentionally not mentioned in the survey;

‘‘N/A’’ that certain information is missing in the survey.

against signal processing, geometric distortions, collusion,
and forgery; universal applicability to image, video, and
audio; and unambiguity in identifying the copyright holder.
Their analysis of the existing works considered spatial
domain methods, frequency domain methods, and others.
They described different solutions published in the literature
but made no comparison among the different techniques –
either qualitative or quantitative– in terms of the required
properties. Hence, the authors presented an overview of

the different techniques but did not make any particular
recommendation to select any of them. Further research
challenges were not identified either.

Singh and Chadha [52] provided an overview of several
digital watermarking techniques, applications, and attacks.
Although their paper referred to general contents (audio,
images, and video), the review and comparison of the
different techniques focused on image watermarking. The
reviewed schemes were classified into spatial domain
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TABLE 3. Summary of fragile / semi-fragile digital watermarking-related surveys. Legend: Applications - CA: content authentication, TD: Tamper
detection, AU: authentication, TL: tamper localization, CL: content labeling; Attacks - RM: removal, GM: geometric, CR: cryptographic, PR: protocol, CM:
copy/move, CG: collage, VQ: vector quantization; Symbol meaning: ‘‘

√
’’ denotes that certain aspect is mentioned in the survey; ‘‘×’’ that it is intentionally

not mentioned in the survey; ‘‘N/A’’ that certain information is missing in the survey.

schemes, additive watermarking, LSB-based schemes, SSM
techniques, texture mapping coding techniques, patchwork
algorithms, correlation-based techniques, and frequency
domain methods (DCT, DWT, and DFT). The authors
compared the different categories, regarding their advantages
and disadvantages, but did not relate each category to
possible application scenarios. In addition, they remarked
on two challenges of existing watermarking schemes to
be addressed in future research, namely, exploitation of
the visual characteristics of signals to find better ways
of concealing the hidden watermark, and making the best
possible use of the HVS to determine the best way to embed
the watermark. A detailed comparison of different schemes
in terms of quantitative indicators was missing.

Tao et al. [53] analyzed different alternatives for robust
image watermarking schemes. The reviewed schemes were
classified into two main categories: transform domains
(including SVD and the DWT) and geometric-invariant
watermarking (exhaustive watermark search, template-based
approach, and self-synchronizing schemes, and invariant
domain). The different schemes were analyzed in terms of
five relevant properties: imperceptibility, capacity, robust-
ness, security, and false positive rate. However, no explicit
comparison in terms of qualitative or quantitative indicators

was provided, and no directions for future research were
suggested.

Mousavi et al. [54] provided a survey of watermark-
ing techniques focused on medical imagery. The authors
reviewed and compared several medical image watermarking
schemes according to the following criteria: image modality
(including magnetic resonance, MRI; ultrasound; com-
puted tomography, CT; or X-ray, among others), objective
(authentication, control, integrity, data hiding, etc.), type
of watermark (electronic patient record, hash, and patient
information, among others), embedding region (region of
interest/non-interest, ROI or RONI; or whole image), embed-
ding technique (difference expansion, DWT, LSB, and so
on), reversibility, tamper localization, tamper recovery, and
fragility/robustness. The comparison among the different
schemes was qualitative, reporting the values of each of the
different criteria, but no quantitative analysis was provided.

In their survey paper, Liu et al. [95] presented a
comprehensive report on fragile watermarking schemes for
image authentication. They classified these schemes into
three types –namely, spatial, frequency, and compression
domains– and also divided each main type into two sub-
types: recoverable and unrecoverable. Finally, they suggested
a feature analysis for all schemes in order to compare them in
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terms of localization, reconstruction capacity, visual quality,
complexity, sensitivity, and robustness. In their conclusions,
they remarked on the importance of reversibility and good
tamper localization while maintaining image quality in future
research.

Araghi et al. [55] presented a survey on feature-based
extraction techniques for image watermarking. Such methods
have attracted the attention of the watermarking community
and are based on including image content in thewatermarking
process. In feature-based detection, first, the interest points
for embedding and extracting the watermark are specified.
Then, selected areas are transformed to the identified
size, orientation, and shape for the function of embedding
and extraction. In this survey, the authors investigated
chosen feature-based techniques, such as those using the
Harris-Laplacian transform, affine covariant regions, binary
patch, and Zernike transform. Finally, the influential factors
considered in order to obtain optimum performance using
feature-based extraction techniques were robustness, false
positive detection, degradation of quality, and sufficient
security, speed, and operational costs.

Yu et al. [96] carried out a review on semi-fragile
watermarking schemes. They introduced the fundamental
theory of semi-fragile watermarking technology and analyzed
several types of attacks. The authors also analyzed the
performance of the schemes according to their ability to
recover tampered areas. They concluded that the exist-
ing semi-fragile watermarking schemes are not able to
distinguish between malicious and non-malicious attacks.
As many of these algorithms are based on image blocking,
the detection of tampered areas is also based on the image
blocks, which decreases the accuracy of such algorithms.
They recommended the use of artificial intelligence-based
approaches to alleviate this problem.

Kumar et al. [56] provided a survey of digital image
watermarking schemes and their application to e-governance.
The authors reviewed the properties and applications of
image watermarking, and summarized the state-of-the-art
techniques in this field, and compared them in tabular
form according to the proposed objective, blind/informed
extraction, domain of the embedded watermark, the size
of the watermark, and the carrier work. However, they did
not remark on open research challenges or suggest future
research directions.

In the review by Sreenivas and Prasad [97], the authors
explored different fragile watermarking schemes for the
purpose of image authentication, tamper detection, and local-
ization through recovery techniques. They also presented a
framework for general fragile watermarking schemes and
reviewed different metrics for watermarked and recovered
images and various attacks and issues on fragile water-
marking. They reviewed some fragile watermarking schemes
based on pixel grouping and probability distribution func-
tions, Hamming codes, transformed domains (DCT/DWT),
and miscellaneous approaches, in order to evaluate the
schemes for localizing tamper areas and their recovery.

They concluded that self-embedding schemes on fragile
watermarking have recently been developed for tamper
localization by distributing recovery bits through the image to
eliminate loss of the watermark data and tamper coincidence,
as well as to guarantee tamper localization by including an
image digest in the embedding procedure using several copies
of the watermark. However, they pointed out that, at present,
no scheme is perfect for image authentication and tamper
recovery.

Araghi [57] reviewed histogram modification-based
schemes in digital imagewatermarking against geometric and
signal processing attacks to offer robustness for copyright
protection. In this paper, the important aspects affecting
the robustness, imperceptibility, capacity, and security of
the existing algorithms, according to the strength and
weaknesses of each scheme, were described. Histogram
modification methods suffer from various vulnerabilities
similar to the unsteadiness of the histogram shape stemming
from image contrast. However, the author concluded that
the use of certain techniques, such as selecting adjacent
bins intelligently in watermark embedding, using secret
keys, and choosing constant points of the cover images by
revealing them under signal processing and geometric attacks
before embedding the watermark, can make them excellent
candidates in the context of image watermarking to withstand
the mentioned attacks.

Lee et al. [98] focused on four diverse types of semi-fragile
watermarking methods based on DWT, DCT, and VQ
for image authentication. Most of their discussion was
focused on watermark creation, encryption, and embedding
procedures. Finally, the methods were compared based on the
quality of the watermarked image, rate of tamper detection,
block size, and quality of image recovery.

In the paper proposed by Mohanarathinam et al. [58],
watermarking techniques were grouped based on the domain,
such as spatial and transform domains, and HVS according
to fragility and robustness. They also reviewed papers on
reversible watermarking and watermarking with recovery.
The survey aimed to introduce hybrid watermarking tech-
niques for copyright protection, validation, and multimedia
applications such as Facebook, Twitter, and WhatsApp while
considering attacks and metrics for performance evaluation
of the techniques.

Next, Evsutin et al. [59] classified existing data hid-
ing techniques into the five groups of spatial, frequency,
reversible, image content-based, and edge detection. In each
group, they compared the different techniques according to
the purpose of usage, embedding operation, key features,
size of the cover, capacity, imperceptibility, robustness, and
the attacks that can be countered by each technique. They
concluded that the essential features to be emphasized in
future research are reversibility, robustness, and resistance to
steganalysis.

In the review by Giri et al. [60], the authors explored
existing DWT-based color image watermarking techniques.
They mainly focused on the type of wavelet filter, levels
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of decomposition, color space, and various optimization
techniques, such as the multi-objective bees algorithm
(MOBA), genetic algorithm (GA), particle swarm optimiza-
tion (PSO), and so on, used to enhance the performance
of the watermarking schemes. The authors claimed that the
DWT is the most suitable technique for the watermarking
process, as it can maintain the time/frequency decomposition
characteristics that are compatible with the HVS.

Ray and Roy [61] focused on surveying watermark-
ing techniques for copyright protection of images. They
classified the research and investigations done in image
watermarking techniques for copyright protection based on
machine learning and deep learning techniques, a combina-
tion of encryption, cryptography, and error correction code
(ECC), hybrid techniques such as DWT and SVD, biometric
watermarking like iris scan and X-ray for medical images,
visual cryptography, and bio-inspired algorithms such as
firefly and bat optimization.

Begum and Shorif Uddin [14] explored fragile watermark-
ing methods. Their focus is mostly on various watermarking
techniques in the spatial and transform domains. They also
reviewed challenges and attacks on image watermarking
methods and provided a cost-effectiveness investigation
based on different attack scenarios. In the end, the authors
concluded that DWT is the high-quality and most robust
technique for image watermarking for its multi-resolution
characteristics.

Mahto and Singh [62] surveyed state-of-the-art color
image watermarking schemes. They classified these schemes
by RGB, YCbCr, and other model images with a detailed
investigation of each group. Finally, the authors suggested
some research directions such as using dual watermarking
for copy protection with content integrity by adopting
Zernike moments for better robustness to resist noise and
geometric attacks, and usage of Redundant DWT (RDWT)
instead of DWT in order to eliminate the shift-variance
and down-sampling issues in transform domain-based
schemes.

Raj and Shreelekshmi [99] reviewed fragile watermarking
schemes for tamper detection, localization, and self-recovery.
They classified tamper localization schemes into hash-
based, chaos-based, and block feature-based schemes. The
authors simulated each of these schemes to make a com-
parison between them. According to their observation, hash-
based schemes offer high accuracy in detecting tampered
areas, whereas chaos-based schemes are more precise in
detecting untampered regions. Moreover, the calculation
speed of hash-based schemes is higher than that of the
other schemes. The authors also categorized self-recovery
schemes into five groups: block average, block truncation
code, reference sharing, singular value decomposition, and
transform-based schemes. Their investigation showed that
block average-based schemes perform faster than other
schemes. The computational complexity for all schemes was
O(N), in which N stands for the number of pixels in the
cover image. However, the required time for watermark

embedding differs for each scheme, depending on the number
of operations required for the image blocks.

Araghi et al. [63] presented an overview of template-based
watermarking methods. Templates are recognizable patterns
or tiling signals which do not carry any essential infor-
mation. They are added to cover images in addition to
the watermark for easy retrieval of alteration of the cover
images. The authors investigated these methods in both
spatial and transform domains, and stated that the Pyramidal
Just Noticeable Difference (PJND) has high accuracy and
increases robustness against many geometric and signal
processing attacks, while utilizing a curvelet transform can
help to hide templates and allow the capacity of the methods
to be independent of the cover image.

Alshoura et al. [64] devoted their review to robust hybrid
SVD-based image watermarking schemes. These analyses
included embedding methods, type of watermark, scaling
factors, and watermark encryption. The authors presented
a comprehensive review of false positive problems and
solutions in SVD watermarking, which can be considered
one of the critical issues in these schemes. Finally, some
recommendations were proposed in order to increase the
performance of hybrid SVD-based image watermarking.
These recommendations can be summarized as encryption of
the watermark before embedding; usage of SVD components
as secret keys; taking advantage of optimization algorithms
such as differential evolution (DE), artificial bee colony
(ABC), and so on; use of a blocking strategy; and embedding
the watermark into the host image redundantly.

In the survey presented by Singh et al. [65], various
soft computing methodologies for image watermarking
were reviewed. Soft computing techniques such as neural
network (NN), GA, support vector machine (SVM), principal
component analysis (PCA), Meta-Heuristic approaches, deep
learning (DL), and fuzzy logic (FL) are primarily used
in order to achieve an optimal balance between water-
marking requirements such as capacity, robustness, and
imperceptibility. The authors pointed out that, although soft
computing-based watermarking can offer high-performance
watermarking, some concerns need to be taken into consid-
eration. For example, SVM classifiers, neural networks, and
optimization techniques have high computational complexity
while, in genetic algorithm and fuzzy logic techniques, fitness
functions and inference rules must be designed based on the
application.

The authors of [17] and [66] surveyed various types
of digital image watermarking techniques for copyright
protection based on the domain, characteristics of robustness
and fragility, visibility and invisibility, and blind or non-blind
schemes. They also classified the techniques based on attacks,
applications, and imperceptibility. They concluded that
hybrid watermarking techniques are superior, in comparison
to other simple schemes.

In another survey, conducted by Anand and Singh [100],
different watermarking techniques for the authentication
of medical images were investigated. Digital imaging and
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communications in medicine (DICOM) are basically devoted
to transmitting medical records over an open network.
Nonetheless, there are several issues, such as protecting
significant information and demand for extra bandwidth,
which confine the transmission of such data over public
networks. In this survey, the authors comparedmedical image
watermarking techniques in various spatial and transform
domains based on real samples of medical images such as
CT, MRI, electrocardiogram (ECG), X-ray, and so on. The
result of this comparison was summarized by considering
a reversible blind watermarking approach for medical
watermarking applications. The authors also suggested that
hardware-based watermarking can be used to support real-
time applications. Finally, they recommended that the
hybridization of two or more watermarking techniques will
enhance watermarking performance; however, this will also
increase the computational complexity.

Ghafoor et al. [101] provided an overview of reversible
watermarking in echocardiography applications. Reversible
watermarking is an efficient tool which has uses in critical
domains such as military and medical applications. The
authors classified different reversible watermarking tech-
niques with respect to spatial and frequency domains. In the
spatial domain, they described four types of techniques:
motion vector reversible watermarking, LSB, Harris Corner
Detection and Fuzzy C-Means, and ROI-Based Tamper
Detection and Recovery. Furthermore, in the frequency
domain, they categorized eight types of reversible watermark-
ing: Detection of Accurate Tamper in Region of Interest-
based, Texture Quantization-Based ReversibleWatermarking
Scheme for Information Health Systems, Breakthrough
Visibility Parameters, Reversible Watermarking Scheme for
Protecting Authenticity and Integrity of Medical Images,
Hybrid Cryptography-Based Watermarking Technique, Spi-
ral Order Technique Reversible Watermarking, Hybrid
Estimate Reversible Watermarking, and Reversible Water-
marking for Medical Video. The authors stated that the
contradictory performance parameters in data hiding have
led to complications regarding the widespread acceptance of
reversible watermarking techniques.

In the survey by Evsutin and Dzhanashia [67], the most
critical features of watermarking schemes, attack types, and
performance measures to assist in steering digital image
watermarking were initially reviewed. Then, the classifica-
tion of digital watermarking schemes by their robustness
according to various classes of attacks was carried out. The
authors stated that robustness towards a variety of attacks can
be achieved in different ways, and a scheme that is robust
against one kind of attack might not be robust to another type.
They pointed out some considerations in order to achieve
robustness according to different types of attacks. First,
using redundant watermarks in the host image or utilizing
scrambling techniques such as the Arnold transform can help
with cropping and noise attacks. Second, the combination
of different domains, such as DFT, DWT, or SVD, can
improve the robustness. Third, using template techniques

is beneficial for noise attacks, while paying attention to
synchronization mechanisms can increase robustness against
geometric attacks.

In their survey, Rakhmawati et al. [102] discussed the
specifications and rules related to self-embedding frag-
ile watermarking. They reviewed the methods used for
watermark selection, generation, and embedding, as well
as tamper detection, localization, and recovery algorithms.
As mentioned in this paper, two watermarks are required for
the authentication and recovery of data. Some bits of the
cover are used for authentication, as well as tamper detection
and localization, while other bits are considered for tamper
recovery. The authors compared watermark embedding in
terms of both spatial and transform domain techniques. They
concluded that the imperceptibility obtained through spatial
domain techniques is higher than that for transform domain
techniques, as watermark bits are included into the image
directly.

V. SURVEYS DEVOTED TO DIGITAL
WATERMARKING IN VIDEO
A video stream consists of a three-dimensional signal with
two dimensions in space and one dimension in time. One
approach for video watermarking is to use the image
watermarking techniques discussed in the previous section.
However, video watermarking introduces several issues not
present in image watermarking. As adjacent frames have
not only high correlation but also a large amount of spatial
and temporal redundancy, the watermarking algorithm must
consider such characteristics in terms of capacity, robustness,
and imperceptibility. In addition, video signals are highly sus-
ceptible to piracy attacks, including frame averaging, frame
dropping, frame swapping, statistical analysis, and so on.

Certain types of sensitivities of the HVS have been
reported in the literature. For example, the sensitivities of
the human eye are not equal to RGB color channels, and
in the luminance channel, the sensitivity to noise is low in
regions with high brightness. It is also well-known that the
changes in texture regions which retain many high-frequency
components are less sensitive than those in flat regions. Based
on some metrics of the HVS, such as luminance masking,
spatial masking, and contrast masking, it is necessary to
determine the location and strength of the watermark. In the
case of a video stream, motion sensitivity makes it difficult to
perceive the changes in moving blocks. If a block in a given
frame is moved/changed abruptly from the previous frames,
it is easy to embed the watermark imperceptibly.

Bhattacharya et al. [68] overviewed different types of
watermarking methodologies depending on the embedding
domain, cover media, and application area. The authors
focused on video watermarking techniques, especially com-
mon video watermarking techniques based on the SSM
technique. The techniques included 8 × 8 DCT components
in video frames with drift compensation, code division
multiple access (CDMA) modulation, changing the variable
length code, region-based energy modification, and temporal
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properties in groups of frames. The authors also discussed
the applicability to different video formats, such as MPEG-2
and H.264/AVC. A comparative analysis was summarized in
terms of robustness, reliability, imperceptibility, practicality,
time complexity, and synchronization recovery. The appli-
cability of several watermarking techniques in H.264/AVC
was also discussed by describing a block diagram of their
operation.

Jayamalar and Radha [69] summarized the technical
requirements for video watermarking and classification of
threat models according to potential attacks. The require-
ments for robustness included signal processing operation,
geometric distortions, and subterfuge attacks. Lossy com-
pression, digital-to-analog and analog-to-digital conversion,
re-sampling, re-quantization and signal enhancement of
image contrast and color were regarded as common signal
processing operations. From a security point of view,
Kerckhoff’s assumption was addressed to consider the
importance of the watermarking algorithm to be public
and depending solely on the choice of a secret key.
Watermarking techniques in the spatial domain, frequency
domain, and coding domain in MPEG compression were
reviewed in the survey. Furthermore, the LSB technique
and its improved methods were introduced in the spatial
domain, which have advantages for real-time applications due
to their low computational complexities. The consideration
of the temporal synchronization was addressed in terms
of vulnerability to video processing and multiple frame
collusion. Some watermarking methods based on DCT, DFT,
and DWT were reviewed as frequency domain approaches
and embedding methods for the MPEG compressed domain
were presented as extensions of DCT domain methods. The
authors enumerated some typical attacks, such as adding
distortions, filtering, cropping, lossy compression, geometric
modifications, and multiple watermarking.

Chang et al. [70] reviewed video watermarking in terms of
the characteristics of the embedding operations. Considering
video formats, there are three different solutions for embed-
ding/extracting watermarks. One is in the uncompressed
domain, another is during the encoding/decoding process,
and the third is in the encoded bitstream. For uncompressed
video, watermarking techniques in the spatial and frequency
domains, such as DCT, DFT, and DWT, were summarized.
For compressed video, watermarking techniques using DCT
coefficients and their variable length codes (VLCs), motion
vectors, and inter-frame correlations were surveyed. In the
early stages of video watermarking, the discussions focused
on computational cost and watermark strength. The authors
presented their conclusion that, as the relevant literature has
matured, the synchronization of watermarks has become the
focus of much research.

Shelke and Chatur [71] focused on robust video water-
marking schemes and summarized the requirements of imper-
ceptibility, robustness, capacity, fidelity, and computational
cost. Possible applications were listed as copyright protec-
tion, source tracking, broadcast monitoring, fingerprinting,

authentication, copyright protection, tamper proof, and copy
control. Attack methods were summarized as lossy com-
pression, addition of noise, filtering operation, row/column
removal, cropping, rescaling, and rotation. Robust video
watermarking techniques fall into three categories: spatial
domain methods, transformation domain methods, and
methods based on MPEG coding structures. In the spatial
domain, correlation-based and LSB modulation methods
were considered. Regarding transformation domain methods
(e.g., DCT, DFT, DWT, SVD, and PCA), generic operations
for embedding/extracting watermarks were introduced, and
suitable elements were discussed in terms of imperceptibility
and robustness.

Sethuraman and Srinivasan [72] described the essential
tools of watermarking compared to cryptographic tools and
explained the basic requirements for robustness, perceptibil-
ity, the confidentiality of the hiddenmessage, and complexity.
A classification of watermarking schemes was summarized
with respect to the embedding/extraction domain, type of
multimedia content, perceptibility, and application. From
a cryptographic point of view, symmetric and asymmetric
(public-key) cryptosystems were explained, though a detailed
analysis of security aspects and requirements were not
provided. They also reviewed techniques for embedding
watermarks into DFT, DCT, DWT, and SVD components
using the HVS. An interesting aspect of this survey is that it
considered 3D signals in the video stream and the application
of frequency transformations. The authors compared 2D and
3D DWTs and discussed their advantages and disadvantages.

Pathak and Jain [73] presented a report on feature-based
watermarking techniques. The authors briefly characterized
the embedding operation with respect to the input and
output. For the embedding algorithm, the inputs are the
original content, watermark, and secret key. The authors only
considered a non-blind extraction algorithm which receives
the watermarked and original content for the extraction
of a watermark. Depending on RGB color features, hue
saturation values, edges, and corner points, the different of
the characteristics were explained by providing examples.
It was concluded that in order to achieve high robustness,
it is essential to develop new hybrid techniques to deal with a
variety of attacks. In the robustness study, temporal attacks
were also considered, due to the high reliance on frame
sequences in many robust video watermarking schemes.

Asikuzzaman and Pickering [74] reviewed various types
of video watermarking algorithms. They illustrated the unau-
thorized distribution of copyright-protected video, assuming
that a copy of a movie file is captured from a movie
theater, uploaded to the Internet, and redistributed through
an internet service provider. A general classification was
presented in terms of applications, including copyright pro-
tection, broadcast monitoring, copy control, authentication,
fingerprinting, online location, and content filtering. The
challenges faced by video watermarking schemes were
characterized in terms of the requirements of imperceptibility,
payload, blind detection, robustness, and security. Robustness
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denotes the resistance of a watermark to blind non-targeted
modifications or the common media operations of regular
users. The considered attacks included signal processing
attacks, geometric attacks, and temporal synchronization
attacks such as frame dropping, insertion, swapping, and
frame rate conversion. The differences in terms of robust-
ness and security were explicitly explained in this survey.
Robustness-related attacks are commonmedia operations that
affect both video and watermark signals, where affecting
the watermark might not be the main goal. On the other
hand, security-related attacks are intended to gain knowledge
about an embedding and/or extraction system in order
to remove a watermark. Watermarking techniques in the
compression domain were presented separately for different
video formats such as MPEG-2, MPEG-4, H.264/AVC, and
H.265, and comprehensive descriptions were provided for a
review of state-of-the-art techniques. In the spatial domain,
LSB modifications using pixel and block-wise methods,
statistical methods such as the patchwork technique, and
feature point-based methods were discussed. In the transform
domain, the authors explained hybrid methods such as SVD
combined with DFT, DCT, and DWT components, HVS-
based approaches, and those based on feature points, such
as KAZE [104]. They also described 3D watermarking
techniques for protecting video streams with 3D geometric
structures.

In the survey of Yu et al. [75], information hiding tech-
niques were classified into four types: covert commu-
nication, steganography, anonymous communication, and
digital watermark. A comprehensive survey was conducted
to understand the divergence between steganography and
watermarking. Among the information hiding techniques,
this paper emphasized watermarking and focused on video
watermarking. It also focused on the application of video
watermarking for copyright protection. The framework of a
general robust watermarking algorithm was illustrated and
the algorithm is discussed in terms of various types of
video formats and embedding domains. The trade-off among
imperceptibility, robustness, and capacity was explained,
and two commonly used quantitative evaluation metrics –
namely, PSNR and Structural Similarity (SSIM) [105]– were
reviewed to consider the imperceptibility. In addition to
the relationships among the three terms mentioned above,
real-time performance was emphasized as an important
requirement for video watermarking schemes. In terms of
spatial domain methods, the authors reviewed the blind and
semi-blind algorithms based on LSBmodification, Speed-Up
Robust Features (SURF), and YUV color space components.
As for frequency domain methods, DCT- and DWT-based
methods were reviewed. The watermark information is often
embedded into the singular values matrix to obtain good
imperceptibility, which is usually adopted together with
DWT in robust video watermarking methods. A quantita-
tive comparison of the imperceptibility and robustness of
several typical algorithms in the spatial, DCT, and DWT
domains with SVD was summarized. The authors claimed

that research on video watermarking algorithms is mature
regarding the MPEG-2 and MPEG-4 formats, and the current
trend is moving toward new video coding standards such as
HEVC.

Artru et al. [76] reviewed the majority of watermarking
algorithms and classified them according to their character-
istics and evaluation indicators. The most commonly used
media for watermarking are images, but videos, texts, audio
files or software are also considered. The authors focused on
watermarks applied to video streams as carrier signals, and
discussed the applications and techniques used in the field of
video watermarking. From a communication point of view,
the watermarking system can be regarded as signal transmis-
sion over a noisy channel, where the signal may be distorted
by unintentional (natural) and intentional (malicious) noise
introduced by attackers. At the receiver side, the authors
considered two different meanings for the information
extractor. One is the presence of a watermark, and the other
is extraction of watermark information represented by a bit
sequence. Methods for the evaluation of medium fidelity
or distortion include the Hamming distance, Bit Error Rate
(BER), Mean Square Error (MSE), PSNR, and Normalized
CorrelationCoefficient (NCC). Thewatermark fidelity can be
determined using four measurement primitives: true positive,
true negative, false positive, and false negative. The main
way to represent these primitives is by use of the Receiver
Operating Characteristics (ROC) curve obtained by plotting
the True Positive Rate (TPR) (or sensitivity) against the False
Positive Rate (FPR) (or specificity). The authors called the
property defined by the prior information needed by the
detector to retrieve the wanted data from the carrier channel
the blindness of a watermark. Private and semi-private
watermarks are related to blind and semi-blind methods,
respectively, while public watermarking enables users to
detect or extract the watermark signal only when a secret
key is available. Public key watermarking describes a system
where anyone with access to the watermarked signal can
observe the embedded information, but only one person could
have embedded it and no-one can remove it. According to
the robustness requirements, the methods were classified into
fragile, semi-fragile, and robust watermarking methods. The
characteristics are related to the considered applications, such
as copyright protection, access control, and tamper detection.
Threat models were also classified into several categories,
based on the assumed capabilities of attackers in a realistic
environment.

Hummadi and Hassan [77] surveyed robust video water-
marking techniques. Their survey summarized the key
aspects of video watermark design, such as insensitivity
and robustness, and described potential applications such
as fingerprinting, copy control, broadcast monitoring, video
authentication, and copyright protection. The common
attacks in videowatermarkingwere listed as simple, detection
disabling, ambiguity, and removal attacks. The domain for
embedding the watermark was roughly classified into spatial
and transform domains. The paper also covered the areas of
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LSB, DFT, DCT, DWT, and SVD as embedding methods
for video watermarking, discussing their advantages and
limitations in terms of robustness.

VI. SURVEYS DEVOTED TO DIGITAL WATERMARKING IN
AUDIO AND SPEECH
Generally, the human auditory system (HAS) is much more
sensitive than the HVS, and audio signals are represented by
fewer samples from time intervals. Hence, compared with
image and video watermarking, it is a more challenging task
to achieve imperceptibility in audio watermarking.

In audio watermarking schemes, the perceptual properties
of the HAS are considered when embedding a watermark
into audio sequences. The perceptual similarity between
the original and watermarked audio sequence must be
guaranteed, as one of the evaluation metrics. There are three
conflicting requirements in audio watermarking algorithms:
the payload, perceptual quality, and robustness. If the payload
is increased, the number of distortions is increased and,
hence, the perceptual quality decreases. Otherwise, the
robustness of the embedded watermark will be decreased.
Hence, the trade-off among these three requirements is an
essential factor for evaluation. Many audio watermarking
methods have been developed by employing various tech-
niques, such as SSM [106], echo-hiding [107], support vector
regression [108], and patchwork [1].
A survey paper on audio watermarking techniques and

their requirements has been presented by Alsalami and
Al-Akaidi [78]. The authors classified information hiding
techniques into steganography and watermarking, according
to the confidentiality and robustness of the hidden message.
The authors focused on a watermarking system consisting of
three modules: watermark signal generation, embedding, and
detection. Relevant application areas include copyright pro-
tection, fingerprinting, content authentication, copy protec-
tion, and broadcast monitoring. The following characteristics
of watermarking were discussed: embedding effect, fidelity,
data payload, blind or informed detector, and false positive
rate. Depending on the domain in which the watermark
is embedded, audio watermarking techniques fall into four
categories: frequency domain, time domain, compression
domain, and wavelet domain. In frequency domain water-
marking techniques, the speechmasking characteristics of the
HAS in the frequency domain are used; the SSM technique
is an example of such a method. In time domain water-
marking techniques, the watermark is embedded directly
into the audio signal. However, it is difficult to maintain
the fidelity and robustness of the watermark. To achieve
high robustness, temporal and frequencymasking approaches
were introduced to illustrate the HAS-based masking effects.
The authors reviewed watermarking techniques for MPEG
audio bitstreams, including those that use HAS and psycho-
acoustic models, and those that use cyclic redundancy codes
(CRCs) and the Data Encryption Standard (DES) algorithm
to enhance the confidentiality and security of the hidden
message. DWT domain techniques use the subbands of

the signal to select a suitable region for watermarking.
Benchmarks for evaluating audio watermarking were also
discussed.

Chauhan and Rizvi [79] categorized information hiding
technologies into the steganography and copyright masking
branches. In the robust solutions branch, watermarking
and fingerprinting were exemplified as different categories
of information hiding technologies. The survey mentioned
audio watermarking techniques and requirements. Require-
ments were defined in terms of perceived transparency,
robustness, security, data rate, verification and reliability.
The embedding and extraction processes were depicted in
that paper [79] using the block diagram, and the extraction
procedure is a blind scenario where the original cover
object is not presented. Applications of audio watermark-
ing include copyright protection and proof of ownership,
tamper detection, copy protection, fingerprinting, broadcast
monitoring, and information carrying. Audio watermarking
techniques were divided into four categories: time domain,
transformation domain, compression domain, and composite
domain. In the time domain, the paper reviewed schemes
based on LSB substitution and modification, phase coding,
echo hiding, and SSM techniques. In the transformation
domain, the Quantization IndexModulation (QIM) [109] and
its variants, mean quantization, dither modulation, and vector
quantization were described. In the compression domain,
MPEG bitstreams were covered. Furthermore, schemes that
combine several of the above areas are considered. A Venn
diagram visually representing the relationships between
various methods, according to the classification of audio
watermarking techniques, was presented.

Nematollahi and Al-Haddad [80] provided an overview
of speech watermarking techniques, in terms of application,
capacity, robustness, and insensitivity. In terms of some
signal characteristics, including bandwidth, voice/non-voice,
and production model, digital speech signals differ from
audio, music, and other signals. As with other multime-
dia content, three categories were considered: robustness
against communication channel attacks, the vulnerability
of the embedded watermark, and the insensitivity of the
extraction module. For speech watermarking techniques,
various methods were reported, including auditory masking,
phase modulation, quantization, transformation, and para-
metric modeling. Based on the HAS, the advantages of
frequency and time masking were explained by illustrating
their effects in the time and frequency domains. In phase
modulation, autoregressive (AR) phase models, DFT phase
models including short-term Fourier transform (STFT) phase
modulation, and wrapped orthogonal transforms and their
variants were discussed. In cooperation with the VQ, some
extensive approaches were investigated for the improvement
of robustness. Due to the logarithmic order of speech signals
in the frequency domain, the QIM with rational dither
modulation (RDM) method and its variants were discussed
as promising approaches providing higher robustness. The
use of Mel-Frequency Cepstrum Coefficients (MFCC) was
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also explained. In addition, several speech watermarking
techniques were evaluated, in terms of their capacity and
imperceptibility. Moreover, speech databases and speech
corpora were summarized in tables. The importance of their
application in authentication was only mentioned.

Bajpai and Kaur [81] presented a literature survey paper
on audio watermarking techniques in three domains: the
spatial domain, frequency domain, and hybrid domain.
The listed applications of audio watermarking included
copyright protection, secret communication, authentication,
e-commerce, e-voting, and broadcast monitoring, and the
basic requirements of information hiding in audio file
is named as a magic triangle composed of robustness,
imperceptibility, and payload. In the spatial domain, water-
mark embedding algorithms based on LSB correction, SSM
techniques, and the HAS were also studied. In the case of fre-
quency transformations, machine learning methods such as
SVM and artificial neural networks (ANNs) were combined
with basic detection algorithm. The combinations of more
than two frequency transformations and SVD method were
compared in terms of imperceptibility and robustness against
MP3 compression, requantization, resampling, cropping, and
noise addition. In the comparison, robustness was evaluated
using the NCC metric, which is valid only for the case
of detection of watermarks and, hence, can be used to
verify the presence of a watermark. Various existing audio
watermarking algorithms were compared, in terms of their
nature, capacity, imperceptibility, and robustness, though
detailed experimental conditions were not provided.

Nayyar et al. [82] published an overview paper regard-
ing audio watermarking techniques based on frequency
transformations such as DCT, DWT, SVD, and DFT. The
authors mentioned, in the survey, that the desired features
of audio watermarking algorithms are signal processing
properties including imperceptibility and robustness against
intentional manipulations, security properties such as the
secrecy of algorithm in terms of cryptographic perspective,
and general properties such as real-time processing capa-
bility. Potential applications of audio watermarking include
copyright protection, monitoring, fingerprinting, indication
of content manipulation, and information carrying. From a
review of several papers, they described the fundamentals,
advantages, and limitations of signal processing techniques.
The use of chaotic transforms for scrambling was also
mentioned, although it was related to digital images. The
authors summarized with a comparison of the advantages
and disadvantages of some works without experimental
evaluation.

A comprehensive survey of audio watermarking tech-
niques has been published by Hua et al. [83]. The authors
provided a systematic review of audio watermarking tech-
niques published over the past twenty years, identified
existing problems and difficulties, and discussed potential
research directions and strategies for more advanced solu-
tions. The authors categorized watermarking techniques and
related works in terms of information theory, methodology,

and counter-measures, then discussed the similarities, dif-
ferences, and key features of each category. An a priori
probability density function (PDF) of the host signal (usually
in the transform domain) is typically assumed to be available
–for example, a generalized Gaussian distribution (GGD)
in the information-theoretical analysis. The watermarking
methods were also categorized into time domain and
transform domain methods, and they were further divided
into time-aligned and echo-based methods in the time
domain and SSM, QIM, and patchwork techniques in the
transform domain. In the application of audio watermarking
for copyright protection, the system designer usually places
priority on the robustness of the system against intentional
and unintentional attacks. The effectiveness of an audio
watermarking system can be characterized by several perfor-
mance criteria, such as imperceptibility, robustness, security,
capacity, computational complexity, and so on. The authors
also summarized existing attacks and applications, including
a series of U.S. patents related to audio watermarking
techniques. In this survey, watermarking algorithms were
categorized into five primitives –time-aligned, echo-based,
SSM, QIM, and patchwork– and a comparative evaluation
of their robustness was provided. The trade-off between
robustness and imperceptibility was also discussed for these
primitives. Although watermarking techniques have been
studied for more than two decades, it is still challenging to
design algorithms that are robust against attacks.

Jain et al. [84] presented a brief overview of audio water-
marking techniques and their challenging aspects regarding
robustness, imperceptibility, and capacity. Unfortunately, the
details and further research directions were not provided.
Their classification of watermarking divided the working
domain into spatial and transform domains, watermark
extraction into blind and non-blind detection, and watermark
robustness and vulnerability. The authors briefly reviewed
basic watermarking algorithms, including LSB modification,
the SSM technique, perceptual masking in the time domain,
phase modulation methods, and replica modulation in the
transform domain. Although considerations of the perfor-
mance of audio watermarking were not provided in this
survey, the authors summarized the classification of different
audio watermarking techniques in a table.

Lalitha et al. [85] provided an overview of audio water-
marking methods and the requirements that must be satisfied
for robustness against attacks. The key properties of audio
watermarking were enumerated as imperceptibility, robust-
ness, payload, and security. Relevant applications included
copyright protection, monitoring, fingerprinting, indication
of content manipulation, information carrying, and access
control. As there is a trade-off between imperceptibility,
robustness, and payload, audio watermarking schemes should
be developed to achieve a proper equilibrium. To evaluate
the robustness, the authors explained the importance of
attack models such as noise, filter, time stretch, pitch shift,
conversion, ambience, dynamics, and sample perturbations.
Basic embedding and extraction functions were formulated
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and classified into blind and semi-blind techniques, according
to the input to the functions. Examples included LSB
coding, echo hiding, SSM technique, QIM, and patchwork.
Robustness and confidentiality evaluation criteria were also
described, in terms of detection rate, accuracy, NCC, BER,
and PSNR. A comprehensive review of blind and semi-blind
algorithms proposed over the last two decades is presented.
The authors claimed the need for a standard database for
evaluation.

VII. GENERAL MULTIMEDIA CONTENT SURVEYS
Apart from those surveys that attempted to capture specific
subfields of digital watermarking limited to certain capabil-
ities of the watermark (e.g., robust or fragile) or a chosen
content (e.g., image, video, or audio), there are also papers in
the literature that have tried to present a broader perspective.
Below, we characterize the content and main contributions of
such papers.

Lee and Jung [86] prepared a short general introduction to
the topic of multimedia watermarking. The authors explain
the idea of embedding and detecting watermarks and the
necessity of a similarity measure between the original and
extracted watermarks. Invisibility, robustness, and security
were indicated as themost essential properties of watermarks.
Then, classification criteria for six aspects of watermarking
methods were provided, and the main characteristics of each
category were described. According to [86], watermarking
methods can be categorized in terms of the type of media in
which the watermark is embedded, the perceptibility of the
watermark, robustness against attacks, the type of inserted
watermark (noise or image), processing method (in spatial
or frequency domain), and the data necessary for extracting
the watermark (private, semi-private, or public watermarking,
depending on the necessity of original media, the secret
key used in the embedding process, and the embedded
watermark).

In general, Lee and Jung [86] did not present an actual
classification of existing methods but, rather, a framework
with a set of classification criteria by which existing water-
marking methods could be assigned. Specific algorithms are
usually not assigned to particular categories; however, there
is one exception to this rule. The authors also categorized
18 existing approaches from the literature in terms of
processing methods. Algorithms that use spatial domain
processing were divided into two groups, depending on
the subject which is modified during watermark insertion
(pixels or blocks), while methods in the frequency domain
were categorized on the basis of the transformation type
(DCT, DFT, and wavelet transform). Although the paper [86]
provided a general introduction to the topic of watermarking
and mentioned various types of media content, it was mainly
described from the point of view of image watermarking
(which was the major research area at the time of writing
the paper, as the authors claim) and copyright protection is
presented as the main application of watermarking methods.
The idea and necessity of using watermarks were explained

in the context of copyright protection, and other applications
were only mentioned among the properties of the given
subclasses in the defined framework. Similarly, possible
attacks on watermarks were not directly addressed in this
survey, but the paper only indicated the types of attacks
to which a given category of methods is robust or weak.
The main findings of that survey were the most commonly
used properties in each category; that is, images as target
content, invisibility and robustness of watermarks, noise as
an inserted watermark type, and processing using transform
domain (particularly, methods based on DCT). At the time
of writing (2001), the authors also observed the growing
interest in wavelet transform-based solutions and the need for
development of watermarking techniques suited for audio and
video.

Nikolaidis et al. [13] presented a general survey dedicated
to imperceptible watermarking application scenarios. The
authors focused on the description of various scenarios, their
characteristics, and the desirable properties of watermarking
schemes. Their aim was to classify watermarking appli-
cations and relate them to the characteristics of schemes,
in order to improve the reusability of existing schemes for
other applications or to facilitate the creation of new schemes
for a given application [13]. Different watermarking appli-
cations were classified into three major groups: intellectual
property rights (IPR) protection, content verification, and
information hiding. They also indicated four general types of
attacks against watermarks: removal, presentation, protocol,
and legal attacks. The last category, unlike the previous
ones, refers to attempts made to prevent the perception of
watermarking as a reliable proof of ownership by the law [13].
Watermarking application scenarios were described by

Nikolaidis et al. [13] in terms of their main objectives,
involved subjects, attacks that can be expected in a given
situation, the type of watermarking scheme (zero-, single-,
or multiple-bit), usage of private or public keys, and other
properties of watermarks. Six general cases with subsequent
various sub-scenarios were considered by the authors:
copyright protection (without distribution network, with
distribution network with and without a trusted third party),
broadcast monitoring (piracy tracking and people metering),
fingerprinting, authentication and integrity checking (either
verified by the owner of the multimedia content or by its
user), usage control, and information hiding (with a public,
private, or hidden side-channel). Although some examples
of usage in the context of a given media type (image,
video) were mentioned, they seemed to intend to explain the
scenarios better to the reader, not to narrow down the scope
of the survey or to assign specific applications to particular
multimedia. The described scenarios were so generic that
they could be applied to any form of multimedia.

Cox and Miller [3] highlighted the importance of percep-
tual modeling; that is, placing a watermark in perceptually
meaningful regions of the digital content. Their survey
focused on applications related to copyright control prob-
lems, and the question of content authentication-related
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watermarking applications was intentionally not discussed.
The authors explained the preferable properties of water-
marks used for copyright control purposes and indicated that,
in the case of content authentication purposes, the required
characteristics of the watermark could differ. According
to [3], a watermark used for copyright control needs to
be hard to notice, robust to typical signal transformations,
and resistant to tampering. Intentional malicious attacks
and watermark modifications caused by common signal
processing were distinguished in this paper and described
according to two different properties: tamper resistance
and robustness. Moreover, Cox and Miller [3] emphasized
that completely imperceptible watermarks cannot be robust,
as simple processing such as lossy compression based
on the removal of elements invisible to humans could
destroy the watermark; for this reason they chose to
investigate the problem of perceptual modeling. The other
essential features of watermarks indicated in [3] were a
sufficient bit rate, the ability to modify or add multiple water-
marks, and decoder scalability. The authors also presented
a mathematical representation of the watermarking process
for image content, taking into account two characteristics:
whether the watermark is stored in perceptually important
parts of the image and whether it is dependent on the original
image (i.e., the linearity of the insertion).

The review of existing approaches performed by Cox and
Miller [3] surveyed 22 publications and covered various types
of media, although the majority of the examined papers
focused on images (17 publications). The other mentioned
approaches referred to watermarking of audio, text (2 papers
in each case), video, and CDs (1 paper in each case).
In general, the idea of each method was presented, and its
various aspects, such as robustness and tamper resistance,
decoding process, dependency on the original content, and
usage of perceptually significant regions of the content,
were discussed. The authors concluded that, for copyright
protection purposes, it is essential to place the watermark in
perceptually meaningful components of multimedia and to
use a non-linear insertion process. As the watermark should
also be difficult to notice by humans, the signal-to-noise ratio
(where the signal is thewatermark and the noise is the original
content) should be much less than one.

The extensive survey presented by Menendez-Ortiz et al.
[103] analyzed the robustness of invisible reversible water-
marking schemes from various points of view. Unlike
conventional watermarking, in which the multimedia content
retrieved after the decoding process is very similar to the
original one, but not exactly the same, reversible water-
marking allows for reconstruction of the original content
without any loss, which may be crucial in military or
medical applications. However, for a long time, reversible
schemes were fragile by default, such that the watermark
and the content could have been decoded perfectly only if
they were transmitted through a noise-free channel where
no attacks could occur. The authors analyzed 134 different
approaches, and categorized and compared them. Menendez-

Ortiz et al. classified reversible watermarking approaches
as fragile or robust, and the latter category was further
subdivided into robust and semi-fragile schemes. The idea
behind this classification is that fragile watermarks cannot
deal with any attacks, while semi-fragile approaches can
survive unintentional attacks, such as compression, and
robustmethods can even survive some intentional attacks. It is
important that robust or semi-fragile reversible watermarking
allows for retrieval of both the content and watermark
only when there are no attacks. On the other hand, fragile
reversible watermarking methods can focus on improving the
payload capacity and imperceptibility.

The fragile methods described in [103] deal with image
and audio content and belong to two major groups: error
expansion-based and histogram shifting-based methods. The
latter category contains only approaches designed for images,
while the former consists of four types of approaches:
amplitude expansion (proposed only for audio), difference
expansion, interpolation error expansion, and prediction error
expansion. All fragile techniques were briefly explained and
compared, in terms of content type (image or audio), domain
(spatial, frequency, or temporal), payload, and perceptual
similarity between the original and watermarked content
(PSNR for images and signal to noise ratio, SNR, and
objective difference grade, ODG, for audio). Semi-fragile
and robust methods were similarly described in terms of
multimedia type, domain, and the attacks that they can
survive. The analyzed semi-fragile schemes were proposed
only for images andwere resistant to only JPEG or JPEG2000
compression attacks. The majority of robust approaches
presented in [103] were also designed for images, and there
was only one paper proposing a solution for audio. All of
them can survive various attacks, which were listed in detail.

In addition to reversible watermarking, Menendez-
Ortiz et al. [103] included self-recovery watermarking and a
combination of two different approaches –namely, reversible
watermarking with watermark and signal robustness– in their
survey. Self-recovery watermarking differs from reversible
watermarking, in that it allows for reconstruction of the
host signal (i.e., multimedia content) but, in this case,
the payload does not contain useful watermarks, only
information necessary to recover the original content (e.g.,
its compressed version). Reconstruction of a host signal can
be approximate (covering the vast majority of solutions) or
perfect. The survey compared the methods for self-recovery
watermarking in terms of domain, host type, ability for
tamper detection and correction, and attacks that the given
method can resist. Approximate reconstruction solutions
were the only category in the survey that contained methods
suitable for video (6 papers), the most common content type
was images (36 papers), and approaches for audio were rare
(4 papers). The perfect reconstruction category contained
much fewer techniques, as there were only four papers
regarding images and one paper suited for audio, which was
claimed to be the first solution proposed for this media type.
All of these solutions allow for tamper detection, and only
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two approaches in the approximate reconstruction category
did not allow for tamper correction.

As self-recovery watermarking can preserve the host
signal and robust reversible watermarking can preserve the
watermark in the presence of attacks, a combination of
those two approaches allows for reconstruction of both. This
field of study is very new, and only three such concrete
methods were described in [103] (two for images and one for
audio). The idea behind this approach is that fragile reversible
watermarking is embedded into self-recovery watermarking
with perfect reconstruction.

Although the survey by Menendez-Ortiz et al. [103] is
very detailed, in most cases, it lacked information about
the applications in which the given schemes can be used.
The authors mentioned that watermarking was originally
used for copyright protection purposes but, recently, it has
also been used to enrich multimedia with their metadata.
They explained the need for reversible watermarking tech-
niques through the example of telemedicine, where the
precision of the decoding watermarked content is essential
for proper diagnosis. In the case of single approaches,
their main applications were mentioned, including integrity
verification, authentication (of content), and detection of
tampering or tampered regions (although tamper detection
and localization were rather described as properties, not
as aims of methods), DICOM format of images, and MRI
images. Fragile approaches were explained in the most
detailed way in [103], and the idea of each method was
described with a few sentences. Robust reversible techniques
were rather described in terms of their properties, such as
domains and attacks or disadvantages (e.g., the addition of
noise or low capacity), but the algorithms themselves were
presented rarely. In the case of self-recovery watermarking
schemes, not all of the analyzed methods were described,
with only the most crucial ones mentioned in the text, and
the rest were compared in a table. They referred mainly to
approximate reconstruction methods, many of which exist.
Perfect reconstruction approaches were presented in a bit
more detail. Reversible watermarking with the robustness of
both watermark and signal was also described very briefly,
some theoretical works on this topic were mentioned, and the
general idea was explained.

Menendez-Ortiz et al. [103] provided many useful con-
clusions and future research directions. Their survey demon-
strated that, among fragile methods, error expansion-based
approaches are the most popular; however, histogram
shifting-based techniques (proposed only for images) offer
better capacities, provided that multi-level embedding is
used. They indicated that it needs to be further investigated
whether a better compromise between payload capacity
and imperceptibility can be achieved through multi-level
histogram shifting methods or multi-bit error expansion solu-
tions. Robust reversible techniques were proposed mainly
for images, and there is a gap to fill regarding semi-fragile
and robust reversible algorithms for audio and video. Many
schemes have been proposed for self-recovery watermarking

with approximate reconstruction, covering all types of media;
however, again, the vast majority of them are suited for
images. Perfect reconstruction approaches are still very rare
and, at this time, they can resist only a few types of attacks.
Thus, the authors of [103] stated that research should be
carried out to increase the scope of attacks to which such
methods are robust. The novel combination of reversible and
self-recovery watermarking also needs to be further explored,
for example, in terms of robustness, transparency, complexity,
and security [103]. The authors concluded that all types of
robust approaches presented in their paper can resist only
non-severe common types of attacks, such that there is a need
to extend the types of attacks to which these methods are
immune; however, other properties, such as imperceptibility,
capacity and security, must also be considered.

Megías et al. [87] focused on fingerprinting schemes used
in two types of decentralized distribution cases: peer-to-peer
networks and broadcasting. They provided a general intro-
duction to the watermarking topic, including descriptions of
different applications, properties, and types of watermarks.
They also pointed out the important features of fingerprinting,
which is one of the applications of watermarking used
to ensure copyright protection. According to them, piracy
tracing, asymmetry, anonymity, collusion resistance, dispute
resolution, non-repudiation, and unlinkability should be taken
into account in every fingerprinting method [87]. Although
those properties are usually achieved in traditional unicast
distribution scenarios, where one merchant distributes the
content to one buyer, such scenarios are not suitable with
respect to current needs. Megías et al. investigated those
properties in the case of more contemporary distribution
methods. The different types of entities which appear in the
fingerprinting process, technologies used in fingerprinting
protocols, and attacks that have to be faced in case of
fingerprinting were also explained. Moreover, for real-time
distribution, fingerprinting schemes also need to be robust
to lossy compression, as this mechanism is usually used to
increase the efficiency of distribution.

Megías et al. [87] surveyed 14 papers describing finger-
printing methods in peer-to-peer distribution scenarios and
10 papers regarding fingerprinting for broadcasting. Each of
those methods was explained, and the techniques used in
each case were indicated. The methods were all critically
reviewed, and their disadvantages were presented. Where
appropriate, advantages or improvements in comparison to
previous solutions from the literature were also described.
However, in the vast majority of cases, the multimedia type
that the given method is suited to was not clearly stated.
In particular, the content type was only directly mentioned
in two cases. The rest of the solutions seemed to be of
general purpose. Moreover, Megías et al. focused mostly on
the possibility of applying the given method in the streaming
scenario, not in the distribution of separate whole files.
Regarding possible attacks, the authors mostly examined the
robustness of each approach against collusion. Copyright
protection through piracy tracing, user privacy, asymmetry
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of the scheme, computational cost, and the efficiency of
the approaches were also discussed. In addition to the
deep review of fingerprinting schemes for peer-to-peer and
broadcasting applications, Megías et al. [87] also analyzed
two decentralized tracing protocols and a few supplementary
techniques, which can be used to distinguish between guilty
users who illegally redistributed multimedia content and
innocent ones or to ensure better efficiency of the protocol.

The fingerprinting approaches presented in [87] were
deeply discussed and compared. Although almost all of
them offer piracy tracing, privacy (which is revocable
when there is a need to indicate the personal data of the
illegal content redistributor) and anonymity are not always
provided. Robustness to collusion attacks is achieved by
using collusion-resistant fingerprinting codes, but not all
approaches are immune to this type of attack. Another threat
considered by Megías et al. was the communication attack,
which is also addressed in many solutions. Some peer-to-
peer approaches can also be used (or adjusted) for real-time
broadcasting. All of the methods analyzed in [87] were
compared in a tabular form, in terms of applicability to
peer-to-peer and broadcasting scenarios, collusion resistance,
buyer frameproofness, and privacy.

The most promising solutions for fingerprinting in decen-
tralized distribution scenarios were also indicated. As they
belong to different domains and have different properties,
Megías et al. [87] suggested that a combination of these
different solutions could be used in order to achieve a more
general approach, which is worth investigating in the future.
Moreover, the biggest challenge identified in this survey
was the proposal of fingerprinting methods that are suitable
for broadcasting live events, which requires great robustness
against various attacks, as well as buyer frameproofness,
traceability, and revocable privacy [87].
The overview presented by Langelaar et al. [4] focused

on the explanation of some watermarking algorithms and
their possible improvements, rather than on some specific
applications of watermarking or addressing particular types
of attacks. Although the paper was dedicated to images
and video, the vast majority of approaches presented there
were suited for images, and only a few were designed to
deal with videos; although some of the described methods
can be applied to both images and videos. They also
mentioned the question of audio watermarking, but none
of the algorithms described were designed particularly for
audio. Langelaar et al. [4] described typical watermarking
applications, including copyright protection, fingerprinting,
copy protection, broadcast monitoring, data authentication
(defined as checking data authenticity, informing whether the
content wasmodified, and providing localization of changes),
indexing, medical safety (e.g., to include patient data in
medical images), and data hiding. The authors also explained
the most important features of watermarking schemes,
including transparency, payload, robustness, security, and
blindness, and indicated the relationships between them.
Despite the fact that various applications and characteristics

of watermarks were described in this survey, it did not focus
on any specific application and, regarding the features of
watermarks, only the methods used to increase the robustness
of particular algorithms were discussed in a detail. The
problem of attacks on watermarks was also not addressed
directly; in the case of some algorithms, methods for
avoiding the impact of lossy compression (especially JPEG),
filtering, and geometric transformations of the content on the
watermarkwere discussed, but this was rather framed in terms
of robustness than in terms of resistance against particular
types of attacks.

The authors mainly described watermarking algorithms
in a very detailed way. They not only explained how the
algorithms work, but also illustrated it with mathematical
formulas used in algorithms, examples, and the results of
experiments. The algorithms were classified into two major
groups: correlation-based and noncorrelation-based. As the
authors claimed, the first group of approaches is more
commonly used, and, so, they were also more extensively
described in the paper. Correlation-based techniques from
both spatial and transform domains were presented. First, the
basic correlation-based method in the spatial domain used in
various algorithms –namely, the addition of pseudorandom
noise to the pixels of an image– was explained in detail.
Then, its various improvements, increasing the robustness
and payload of the watermark, were described. Correlation-
based algorithms from DFT, DCT, and DWT transform
domains were also explained, as well as the spatial masking
technique used to improve the robustness of watermarks.
The paper also described methods to increase the robustness
of watermarks against lossy compression, filtering, and
geometrical transformations (e.g., shifting, scaling, cropping,
and rotation). Although the majority of approaches were
designed for images (some of them for images and video, but
not particularly for video), two correlation-based algorithms
for MPEG video watermarking which operate on DCT
coefficients were also presented, and the error accumulation
problem related to this type of method was explained.

The noncorrelation-based algorithms described by [4]
belong to two main groups: those based on LSB modification
and based on geometric relations. Six main approaches
were explained: LSB modification, parity bit modification,
DCT coefficient ordering, the differential energy watermark
(DEW) algorithm, salient-point modification, and fractal-
based watermarking [4]. Some of these approaches, espe-
cially parity bit modification and the DEW method, can be
used not only for images but also for compressed video in
MPEG format. The authors concluded their paper with a list
of other approaches which had been identified as promising
during the time of writing the paper (2000) and three main
areas for future research. Research on watermarks dependent
on the multimedia content (instead of general algorithms) to
prevent copy attacks, watermarking of low bit-rate video, and
the development of an international benchmarking system
that could allow users to compare various watermarking
schemes and choose the one that best suits their needs were
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indicated in [4] as the most important aspects requiring
further work, at the time of writing. The authors did not
provide any specific comparison of the presented algorithms,
but the paper itself was written in an incremental way, where
subsequent algorithms extend and improve upon the previous
ones. The rationale for such improvements was explained.

Agarwal et al. [88] surveyed 49 watermarking algorithms.
The vast majority of the analyzed schemes were suited for
images (37 papers), including medical images (7 papers)
and 2D barcodes (2 papers). The other described methods
proposed watermarking approaches for 3D objects (3 papers),
as well as video, audio, electroencephalography (EEG) data,
datasets, relational data, social network data, identity cards,
and data mining applications (1 paper in each case). The
authors focused on robust and imperceptible solutions, but
some fragile algorithmswere also indicated in their work. The
analyzed algorithms came from both spatial and transform
domains.

In their general introduction to watermarking, Agar-
wal et al. [88] defined three types of watermark systems
(blind, non-blind, and semi-blind), mentioned several crucial
characteristics of watermarks (i.e., robustness, security,
computational cost, data payload, tamper resistance, key
restriction, fragility, embedding capacity, imperceptibility,
and false positive rate), and defined eight types of applica-
tions of watermarking (i.e., copyright protection, broadcast
monitoring, fingerprinting, medical applications, electronic
voting systems, remote education, chip and hardware protec-
tion, and secure data on the cloud) and nine types of attacks on
watermarks (i.e., active, passive, forgery, collusion, simple,
ambiguity, cryptographic, removal, and geometric attacks),
as well as the relationship between the characteristics and
applications of watermarks. Various other types of watermark
applications than those defined above were mentioned in
different parts of the article (in the text, figure, and table).

Tabular comparison of the analyzed methods seemed to
be the biggest advantage of that survey [88]. Watermarking
schemes were compared in terms of the author’s objectives,
type of watermark system, techniques used in the given
method, results of the algorithm, size of the cover object, and
of the watermark; some remarks on each solution were also
presented. Robustness, imperceptibility, security, embed-
ding capacity, accuracy, efficiency, transparency, distortions,
payload, computational complexity, BER, and preservation
of image quality were also indicated for each analyzed
watermarking scheme [88]. Finally, the articles using the
given techniques were indicated, and a matrix presenting
the distribution of watermark size with regard to image
size was provided. Almost all of the surveyed algorithms
were described in a few sentences, mainly in terms of the
used techniques, features of the scheme, and comparison
of the given algorithm with other existing approaches in
the literature; the type of cover media was also sometimes
indicated.

The authors concluded that the most important features
of the watermarks identified in the surveyed papers were

robustness, imperceptibility, security, and capacity [88].
Eight techniques used to increase the robustness of methods
were identified. It turned out that majority of schemes use
cover images and watermarks of variable size, and among
those of fixed size, the most common image size was 512 ×

512 pixels [88]. Agarwal et al. indicated only one potential
area of future research; that is, comparison of the performance
of watermarking solutions.

Although the survey written by Agarwal et al. [88] seems
to provide a valuable contribution in the form of a tabular
comparison of various methods at first sight, the general
impression of the whole paper is much worse. The text
of the paper turns out to be chaotic and inconsistent (e.g.,
different watermarking applications are in different places
in the text and in the figure, some of them are defined,
and some are not), and elements at different levels of detail
are mixed (e.g., a collusion attack is a case of a removal
attack but, in the paper, they are described as completely
different categories). Some of the statements seem to be
doubtful; for example, transparency and imperceptibility are
mentioned as two different characteristics of watermarks and,
moreover, sometimes the same analyzed paper is claimed to
deal with imperceptibility but not with transparency, or vice
versa; similarly, embedding capacity and payload are treated
as two independent features of watermarking schemes, and
in the case of some surveyed algorithms, one of them is
claimed to be considered, while the other seems to not
be covered; on the other hand, robustness and fragility are
mentioned as two different characteristics of watermarks
while, in fact, they both represent two opposite values of
the same property. Some definitions do not explain anything,
but describe some general facts. The conclusions after the
performed survey were very short and straightforward. Not
all abbreviations were defined and, so, it is sometimes
impossible to understand what the authors meant. Last, but
not least, there were many editing and language errors, typos,
and mistakes (for instance, a lack of textual description for
one of the analyzed papers). This all leads to the conclusion
that the text of the paper is not only hard to read and
understand but may also be of doubtful quality. As a result,
it is unclear whether the survey results can be treated as a
trustworthy source of information.

A better (but also not free from errors, omissions,
duplications, and some other drawbacks) overview has been
performed by Kumar et al. [5]. The authors presented
classifications of watermarking based on three aspects: the
type of multimedia, characteristics of the approach, and its
applications [5]. The features of watermarking algorithms are
mapped to particular applications. Limitations and challenges
of watermarking are pointed out; however, although they
are placed after the description of the surveyed articles,
it seems that they are only re-written from various sources
and do not result from the performed literature analysis.
Performance measures are enumerated (according to their
definitions provided by Kumar et al., these measures are
for images; however, even in their survey, they are used for
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various types of multimedia) and attacks on watermarks are
classified into four main categories (i.e., removal, geometric,
protocol, and cryptographic attacks).

The authors of [5] analyzed 64 papers describing water-
marking schemes for six types of cover objects: images
(15 papers), video (14 papers), audio (12 papers), text
(10 papers), graphics (4 papers), and databases (9 papers).
The algorithms belonged to both spatial and transform
domains. All analyzed methods were briefly described in
terms of the utilized techniques, features of the method, its
advantages and disadvantages, and the results of experiments
performed by the authors of the given approach. For each
type of cover media, they also enumerated which techniques,
performance metrics, and applications had been identified
as the most common, as well as the characteristics of the
proposed schemes and attacks against which the algorithms
for the given media type were tested.

However, the most interesting part of the paper [5] is
the tables containing comparisons of examined approaches.
Methods for each type of media were analyzed sepa-
rately. Their purposes, techniques used in the algorithms,
characteristics of the input, names of performance metrics
calculated by the authors of the methods to verify their
usefulness, attacks against which the algorithms were tested,
and some additional remarks were provided for all schemes
surveyed in [5]. Additional comparisons of watermarking
schemes were provided in the case of images and video.
The domain (spatial, transform or, in one case, dual),
robustness, imperceptibility, and blindness of the algorithms
were indicated, as well as the other features used to compare
methods for a given media type (e.g., capacity, watermark
type, and objectives in the case of images and video pre-
processing, and message preprocessing in the case of video).

From these tables, it can be found that the majority
of algorithms belong to the transform domain and offer
robustness and imperceptibility. Unfortunately, the paper [5]
did not draw any conclusions from the performed analysis.
Watermarking schemes were described separately in the text
and compared only in the tables, but there was no discussion
of what had been placed in the tables and summarization
of the obtained results was also missing. Although the
paper contained some conclusions and indicated various
future research directions for all types of analyzed cover
media, these seemed to be a general discussion which
was very weakly related to the particular results obtained
during the survey. To be precise, Kumar et al. men-
tioned addressing the trade-off between various features of
watermarking schemes, the preparation of benchmarking
tools for reversible watermarking techniques, and the need
for watermarking methods for 3D printing models and
animation as general potential areas of future work. In the
case of images, the authors indicated the necessity of
real-time implementation of watermarking, blind watermark
detectors, better perceptual models, dual watermarking, and
improvement of watermarking security [5] as the main
challenges. Similarly, shortening the operation time and

meeting real-time requirements was pointed out as the area
of further work for video watermarking while, in the case
of audio, attacks should be better resisted. Moreover, it was
stated that database watermarking requires improvements in
terms of computational time, robustness, and the lack of
distortions in the cover data, while the main problem with
text watermarking approaches is that they are usually suited
only for a given alphabet, but should be possible to use with
any type of text [5].

The paper [1] is not a classical survey per se, but it is one of
the most important and highly cited works the in information
hiding field. It was published in 1996, and its content is
not only limited to watermarking. Instead, it focused first
on describing several techniques as possible methods for
embedding data in a hidden manner in digital images, audio
signals, and text. In this context, digital watermarking was
mentioned as one of the potential applications of data-
hiding techniques, especially for images, to enable proof of
ownership and tracing the distribution of such content on
the Internet. Two other applications were also mentioned:
tamper-proofing and feature location. The information hiding
techniques described were grouped into low and high bit-
rate coding. In the former, the authors included Patchwork
and Texture Block Coding while, in the latter, methods that
replace the least significant luminance bit of image data
with the embedded data were enclosed. Finally, the authors
concluded that two of the presented solutions –namely,
the Patchwork and Texture Block Coding techniques– are
particularly promising for digital watermarking purposes.

In [2], Miller et al. presented a book chapter related
to the characterization of digital watermarking principles
and practices. In the second part of this work, a review
of 29 existing watermarking schemes was also included.
However, before that, the authors incorporated an informative
introduction and explanations of the fundamentals of digital
watermarking. For example, they listed several characteristics
of watermarks (e.g., fidelity, robustness, fragility, tamper
resistance) that might be desirable for various applications.
They also discussed the specifics of six intentional and unin-
tentional attacks which a watermark system may encounter.
These include attacks on the content, statistical averaging,
exploiting the presence of a watermark detector device,
based on the presence of a watermark inserter, on the copy
protection system, and collusion attacks. The authors also
noted that, although a watermark can withstand several
signal transformations that happen in commonly used signal
processing operations, it is typically more challenging to
obtain resistance to intentional tampering. As has already
been mentioned, the last part of this work was a survey
of several recent (at the time of writing) proposals for
watermarking solutions and, for each of them, the authors
presented their pros and cons. Of the 29 reviewed articles,
the majority of them (26) discussed watermarking schemes
for digital images, while 2 of them were for video and
1 considered audio signals. However, some kind of analytical
overview or an overall conclusion drawn from this part of the
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chapter was omitted; instead, the authors included only a very
brief summary of the content of their work.

In [89], Meerwald and Uhl presented an overview of
wavelet-based watermarking schemes available around the
year 2000. In more detail, the authors discussed how
different existing watermarking methods are related to image
compression. Then, they investigated the robustness of the
chosen watermarking algorithms against image compression.
An interesting aspect of this work is that the authors
used many illustrative materials to show how different
wavelet-based watermarking methods differ from each
other.

As noted by the authors of [89], the wavelet transform
has many benefits when compared, for example, with
DCT, which makes it suitable for image compression
and watermarking applications; in particular, it has good
space-frequency localization for analyzing image features,
allows for multi-resolution representation, and presents
superior HVS modeling, linear complexity, and adaptivity.

The presented watermarking techniques were discussed in
several categories: decomposition strategy, coefficient selec-
tion, human visual system modeling, embedding/extraction
methods, and application. In terms of decomposition strategy,
the authors concluded that the majority of solutions use
three or four decomposition steps and apply well-known
wavelet filters. As for the selection of the coefficients,
they are typically modified in the watermarking process
depending on the characteristics of the embedding technique
and the application. Moreover, the masking properties of
the human visual system are considered either implicitly or
explicitly. Regarding the embedding process, the watermark
is inserted into the selected coefficients by adding a pseu-
dorandom noise-like spread-spectrum sequence or through
a quantization-and-replace strategy. On the other hand, for
watermark extraction, blind, semi-blind, and non-blind (or
private) schemes can be utilized. Finally, from the perspective
of the applications, wavelet-based watermarking has been
proposed for copyright protection, image authentication and
tamper detection, data hiding, as well as image labeling.

The paper of Xie et al. [90] reviewed several existing
solutions for public key digital watermarking. The public
key digital watermarking system differs from the symmetric
or private watermarking schemes as, in the latter, the key
used to embed the watermark is the same as that for its
detection. On the other hand, in the public key algorithm,
the detection of the watermark is possible with a public
key that does not disclose too much information on the
embedded watermark in order not to impair it. In this
paper, the authors described six existing public key digital
watermarking solutions, based on part-key, one-way signal
processing, Legendre sequence, Eigenvector, QIM, and DCT
coefficients, and custom watermark positioning. The authors
concluded that the existing methods are not sufficiently
robust against malicious attacks. Therefore, further research
effort is needed in this area. It is also worth noting that, apart
from the description of the existing schemes, the authors did

not include any synthesis and did not point out any specific
promising research directions.

Next, in [91], Khan et al. focused on surveying existing
reversible watermarking schemes. The main characteristic of
this type of solution is that it enables complete extraction of
the watermark, along with full restoration of the cover. The
authors stated that such methods are gaining interest due to
their applications in military communication, healthcare, and
law enforcement.

A review of the existing reversible watermarking solutions
was performed by distinguishing four groups of schemes on
which the watermarking technique is based: compression,
histogram modification, quantization, and expansion. The
authors briefly surveyed the first three groups (5, 16,
and 5 papers, respectively) while their main focus was
on expansion-based reversible watermarking techniques
(29 papers), which were discussed in detail. The provided jus-
tification is that these solutions are capable of achieving high
capacity and are computationally efficient. They were further
classified into three subgroups: prediction error (22 papers),
contrast mapping (3 papers), and interpolation error-based
(4 papers). The performed review and comparison of existing
reversible watermarking techniques were also presented as
two tables, the first of which presented a comparison of
different existing reversible watermarking techniques with
respect to the type of watermark and whether it is a blind
or semi-blind scheme. One of the conclusions is that these
techniques do not need cover image-related information on
the detection side. The second table provided a comparison
of prediction error-based reversible watermarking methods,
where expansion and predictor types were highlighted. All
techniques mentioned there were fragile and blind.Moreover,
in the case of prediction error expansion-based reversible
watermarking, the embedding distortion caused to the image
relies on the prediction error. For this reason, in order to
decrease the extent of prediction error, various types of
predictors and prediction contexts are utilized.

An added value of the paper [91] is that the authors
also performed an experimental comparison of the selected
reversible watermarking schemes with respect to their
watermarking properties as well as computational time,
which was included at the end of the paper. This analysis
was performed on two datasets, one consisting of 300 and
the other containing 1500 digital images. For the first dataset,
imperceptibility (expressed as PSNR) was investigated at a
constant capacity of 1 Kbits. Then, in the other experiment,
the embedding capacity was kept at 0.25 bpp. For the second
dataset, an embedding capacity of 10 Kbits was used, and
PSNR and SSIM index were analyzed. Moreover, embedding
and extraction time, which can be a significant challenge in
real-life applications in large databases, were also inspected.

The paper concluded by listing some potential future
research directions in this field, related to developing a
tamper localization technique for reversible watermarking
or benchmarking tools for the evaluation of reversible
watermarking techniques.
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In [92], Pal conducted a brief survey on selected
watermarking methods for digital images and their various
applications. To this aim, without clearly stating their criteria,
the author arbitrarily chose 11 papers describing different
watermarking techniques for QR (Quick Response) codes,
authentication of medical images, e-commerce applications,
and copyright protection and broadcast monitoring. Apart
from briefly sketching the idea of each selected work,
the author also included a table summarizing the digital
watermarking algorithm used, its envisioned application, and
its resulting performance. However, it must be noted that only
ten papers were enclosed in the table, and the review was not
described in a consistent manner.

Next, in [93], Kumari et al. focused on providing
an overview of current digital watermarking methods for
images, text, audio, and video content. The paper started
by reviewing existing, popular, free, and paid watermarking
tools that can be found online or installed locally. Then, apart
from characterizing the various applications of existing tech-
niques, the authors also described different classifications
for digital watermarking algorithms as well as corresponding
attacks. They also presented the steps comprising a typical
watermarking process.

In the second part of the paper, the authors performed an
analysis of the popularity of digital watermarking research,
considering howmany research works have been published in
IEEE, Springer, and Elsevier. It was found that digital water-
marking research has evolved very progressively throughout
the years. Then, Kumari et al. surveyed 40 existing research
works from the period 2013-2018 in a tabular form, char-
acterizing what problem each method solves, the proposed
approach, and what results were obtained. The article
ended with several conclusions. First, publicly available
watermarking tools are not sufficient to provide advanced
security mechanisms for digital media content protection.
Second, the majority of existing solutions have high cost and
computational complexity, and they are prone to geometric
attacks. Moreover, they highlighted that more different types
of attacks should be considered for these schemes. Finally,
according to the authors, with the increasing number of
proposed watermarking techniques, there is a pressing need
for an unbiased benchmarking technique to evaluate the
effectiveness of various solutions from different perspectives,
such as robustness, quality, or computational complexity.

Finally, the paper [18] by Byrnes et al. is a very recent
survey that reviewed how deep learning methods have
been used for data hiding purposes so far, especially for
watermarking and steganography applications, based on
the network architecture and noise injection methods. The
research trend considering the utilization of deep-learning-
based models for data hiding in either watermarking or
steganography started in 2017, when the first papers began
to investigate how convolutional neural networks (CNNs)
can be used for data-hiding purposes. The focus has recently
shifted towards the utilization of Generative Adversarial
Networks (GANs). Information hiding using deep learning

applies the encoder-decoder network structure to trainmodels
to achieve imperceptibility and robustness of the concealed
data. This is an improvement, compared to the classical data
hiding methods, as the resulting models can be retrained
to resist various potential attacks and adjust to different
scenarios. An essential advantage of applying deep learning
techniques is that no expert knowledge is required when
creating information hiding schemes. Moreover, as deep
learning models are considered to be black boxes, this also
provides improved security of the overall setup. It should also
be noted that the paper [18] also included a very informative
introduction to deep-learning-based data hiding architectures.

The deep-learning-based watermarking techniques sur-
veyed in this paper were divided into those that are CNN-
and GAN-based. Additionally, the former were classified into
autoencoder-based models and adversarial training, while the
latter were grouped into Wasserstein GAN and CycleGAN.
Themain conclusion of this part of the review is that, for state-
of-the-art deep learning methods, the GAN framework is
currently the most promising solution in terms of robustness
and secrecy. The conducted analysis was also expressed in
tabular form, where each proposed method was characterized
according to the domain, embedding and extractor networks,
host resolution adaptability, and control for influencing the
trade-off between imperceptibility and robustness.

In the following part of the survey, the authors also
devoted some space to the characterization of watermark
removal techniques. They distinguished three categories:
blind watermark removal (e.g., through compression and
geometric distortions), key estimation, and tampering attacks.
In the case of blind removal, deep learning methods can
help to alleviate this threat through varied attack simulation
strategies, although deep-learning-based watermark removal
techniques also exist, which has lead to a kind of ‘‘arms
race’’ between the defenders and attackers. The other types
of attacks require some knowledge about the watermarking
algorithm and, as already mentioned, deep-learning-based
watermarking has a black-box nature; thus, its specifics
cannot be readily uncovered by adversaries.

Moreover, it has been revealed that most existing works
in this area focus on image-based data hiding. For this
reason, this survey was concentrated on their comparison.
As a result, the authors analyzed over 30 papers related to
deep data-hiding methods. They also compared the chosen
deep-learning-based watermarking models with respect to
robustness (expressed using BER) in tabular form. For
each method, they characterized its architecture, cover
image dimensions, watermark bits, and BER. Then, the
authors also systematically explained and compared various
objective strategies –including the MSE, mean absolute
error, cross entropy loss, mean-variance loss, adversar-
ial loss, Kullback–Leibler (KL) divergence, cycle consis-
tency loss, and Wasserstein loss– and evaluation metrics
(robustness, quality, capacity), as well as various training
datasets utilized for benchmarking existing deep data-hiding
techniques.
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Finally, potential future research directions related to
deep learning data hiding techniques were outlined. This
included, for example, expanding the applications of deep
learning digital watermarking models, such as by using them
for text watermarking in order to combat misinformation
or mitigating watermark removal attacks. Additionally, the
authors proposed to apply watermarking for the protection of
machine learning models and launching backdoor attacks.

VIII. RESULTS OF THE META-SURVEY
In this section, we pinpoint the main conclusions derived
from the analysis conducted on existing surveys. In more
detail, we first present quantitative results, followed by amore
general discussion.

A. QUANTITATIVE RESULTS
As previously mentioned, for this meta-survey, we analyzed
64 survey papers on multimedia watermarking. These papers
were selected from 133 downloaded articles, and more than a
half of the retrieved surveys had to be rejected due to their low
quality. Moreover, even some of the selected research turned
out to be of poor quality, as pointed out in their descriptions
in previous sections.

A quantitative summary of the results of the conducted
meta-survey (shown in Tables 2 and 3) is depicted in Table 4.
This table presents the number of surveys in which the given
type of application, attack or cover object is mentioned (

√
),

purposely omitted (×) or not mentioned at all (N/A). As the
same paper can describe both robust and fragile/semi-fragile
techniques (and, consequently, appear twice in Tables 2
and 3), in Table 4 we first present the results regarding the
type of watermark (robust or fragile/semi-fragile), which are
just sums of rows with the given value from Tables 2 and 3
and also include those overlapping papers, and then provide
the unique results without distinction between the type of
watermark; in these results, each article is included only once.

More than one-third of the analyzed surveys (23 out of 64)
discussed both robust and fragile/semi-fragile approaches.
In general, however, robust techniques were discussed more
often than fragile and semi-fragile ones. The former category
was described in 54 out of 64 papers (84%), while the latter
was discussed in 33 out of 64 cases (52%).

Regarding surveys dealing with robust watermarking
algorithms, it turns out that the copyright protection was
the most explored application of these techniques: almost
all of the studies (53 out of 54) indicated its usage. Copy
control, fingerprinting and broadcast monitoring were other
meaningful areas in which watermarks can be utilized;
however, the results of our analysis indicated that they were
mentioned in a half or less of cases (27, 25, and 21 out of
54 papers, respectively). The least-explored application of
robust watermarkingwas device control (10 out of 54 papers).

In the case of applications related to fragile or semi-
fragile algorithms, content authentication was described most
often (27 out of 33 cases), followed by tamper detection,
authentication, and tamper localization (mentioned in 23,

21, and 16 out of 33 papers, respectively). Content labeling
seemed to be the most rarely analyzed application of fragile
watermarking, appearing in only 6 of 33 papers.

All five applications of robust digital watermarking
(i.e., copyright protection, copy control, device control,
broadcast monitoring, and fingerprinting) were discussed in
six surveys.Moreover, one of these studies, written by Begum
and Shorif Uddin [14], also dealt with all of the applications
of fragile watermarks (i.e., content authentication, tamper
detection, authentication, tamper localization, and content
labeling). As a result, this paper is the only one which
described all applications of watermarking distinguished in
our meta-survey. On the contrary, there was one paper in
each category (robust or fragile/semi-fragile) which did not
mention (deliberately or not) any of the applications from
this category. First, Cox and Miller [3] purposely omitted
content authentication and did not mention any other fragile
applications, but focused on robust methods instead. Second,
Pathak and Jain [73] did not present any applications of robust
watermarks and did not deal with fragile or semi-fragile
approaches, instead dealing with attacks.

Removal and geometric attacks seemed to be the most
broadly described in the existing literature on robust water-
marks. Both of themwere presented in vast majority of papers
on robust techniques (44 and 37 cases out of 54, respectively).
Exploration of other types of attacks on watermarks in
this branch of the literature was less extensive. While
cryptographic and protocol attacks still appeared inmore than
20% of cases (16 and 13 out of 54 papers, respectively),
the copy-move attack was dealt with only in 15% of papers
(8 out of 54), and collage and vector quantization attacks
were discussed very rarely in the analyzed surveys: the former
appeared in only 5 surveys, while the latter appeared in just
3 papers.

The frequency of description of particular types of attacks
differed slightly in the papers on fragile and semi-fragile
algorithms. Although removal and geometric attacks were
still the most often discussed (23 and 20 cases out of 33,
respectively), the occurrence of other types of attack differed.
Protocol and copy-move attacks were dealt with in about
one-third of this category of papers (13 and 11 out of
33 cases, respectively), while the last three types of attacks
were still discussed in more than 25% of cases, with both
cryptographic and collage attacks in 10 out of 33 papers and
vector quantization in 9 out of 33 papers.

As a result, removal and geometric attacks were the
most explored in the considered literature, regardless of the
discussed watermark type (51 and 41 papers out of 64,
respectively), while less attention was paid to cryptographic,
protocol, and copy-move attacks (20, 18, and 14 out of
64 cases, respectively). The least-considered attacks were
collage and vector quantization, discussed in 12 and 9 out of
64 papers, respectively.

The problem of attacks was not discussed at all –either in
purpose or not– in eight papers describing robust approaches
and in eight surveys on fragile watermarking. In total, 10 out

VOLUME 12, 2024 36335



A. Malanowska et al.: Digital Watermarking—A Meta-Survey and Techniques for Fake News Detection

of all 64 papers did not describe possible attacks on water-
marks. Only one of them, by Bhattacharya et al. [68], which
dealt with robust applications of watermarks, deliberately
omitted some types of attacks. The rest of these papers simply
did not mention any kind of attacks considered in our meta-
survey. To the contrary, two studies mentioned all seven types
of attacks which we have taken into account. Both of these
papers dealt only with fragile/semi-fragile watermarks.

The vast majority of all analyzed surveys dealt with images
(54 out of 64 cases), regardless of the type of watermark
presented in the papers. In the case of articles presenting
robust approaches, 44 out of 54 cases considered images
while, in the fragile/semi-fragile category, this was 32 out of
33 papers. The secondmost explored type of cover object was
video, but this was present in less than the half of the analyzed
studies. This type of media was discussed in 29 out of all
64 papers and, considering the type of watermarks discussed
in particular surveys, it was mentioned in 27 out of 54 papers
on robust watermarks and in 17 out of 33 papers on fragile
techniques. It seems that speech and audio are the least mature
cover type in terms of digital watermarking, which were
taken into account in only around one-third of all analyzed
surveys (21 out of 64). Its exploration was a bit bigger when
we distinguished between the analyzed types of watermark.
In the studies on fragile algorithms, audio as a cover type
was discussed in 12 out of 33 cases while, in the literature
on robust watermarking, this type of media was mentioned
in 20 out of 54 cases. Surveys typically focused on one or
(at most) two types of cover media; however, in 13 out of
64 papers, all three types of the host signal (i.e., image, video,
and audio) were discussed. Regarding the distinction between
watermark type, 12 out of 54 papers on robust algorithms and
11 out of 33 papers on fragile techniques discussed all three
types of cover media.

From Table 4, it can be seen that information about given
types of applications and attacks was deliberately omitted (×)
in very rare cases. More often, the given aspect of algorithms
was not mentioned at all (N/A). To the contrary, the situation
was opposite when considering the type of analyzed media.
Here, in a vast majority of cases the given media types were
purposely not discussed, as the authors focused on some
specific type of cover. Completely missing information about
given type of media was a very rare case.

As can be seen from the quantitative results, there are
several areas which require further research efforts. First,
watermarking of speech and audio content is much more
rare than that of images. Although it is due to the fact that
image watermarking techniques have been developed for a
longer time –being the first type of watermarked multimedia–
there is still a gap to be filled in this regard. Second,
the discussion on some types of attacks on watermarks,
particularly collage and vector quantization attacks, seems
to be lacking in comparison with other types of watermarks.
Last, but not least, several applications of watermarks were
covered in the surveys many times less often than the others.
Particularly, device control (in the case of robust algorithms)

and content labeling (in terms of fragile watermarking) were
rarely mentioned in the literature.

B. DISCUSSION
According to the meta-survey described in the previous
sections, here we summarize the research trends of digital
watermarking technologies for each digital media content
area.

Throughout the meta-survey, the majority of the media
content covered was image data; however, as summarized
in the previous section, video, audio, text, and other data
have also been investigated. Among image watermarking,
the evaluation of relevant algorithms is mainly performed on
small images, typically of size 256×256 or 512×512 pixels.
For quality assessment, human visual and auditory sensitivity
are considered when embedding watermarks; however, only
the use of certain subjective metrics such as PSNR, SSIM,
and Perceptual Evaluation of Audio Quality (PEAQ), as well
as objective metrics such as ODG, have been mentioned for
measuring the quality of watermarked content. Due to the
difficulty of fairly comparing performance with respect to
capacity, many surveys only listed the characteristics of each
watermarking scheme.

Most surveys have attempted to classify watermarking
techniques in terms of their embedding/extraction domain,
applications, and performance improvements. The typical
domains are mainly the spatial or frequency domains
(transformed by DFT, DCT, DWT, and so on). As a tendency
of the transformed domain, DWT is sometimes selected
due to its affinity to human perceptual characteristics such
as those of the HVS and HAS. This can be regarded as
the extraction of feature elements from a given multimedia
content, and the choice strongly depends on the requirements
of the particular attack or application. While many surveys
have enumerated advantages and disadvantages, there has
been no clear description of the suitability of the domains
in terms of maximizing robustness, imperceptibility, and
capacity. Due to the several factors that must be considered in
each application, it seems difficult to find an optimal domain
and approach for watermarking techniques.

In the analyzed literature, watermarking techniques con-
sisted of three main operations: extracting the host signal
from given multimedia content, inserting a message into the
host signal, and detecting/extracting the message. Through
this meta-survey, it was found that robust techniques have
mainly been investigated for the first operation, in order to
improve the tolerance for attacks such as lossy compression,
filtering operations, and geometric modifications. On the
other hand, direct modification of spatial signals has been
explored in the context of fragile watermarking, which can be
used to authenticate multimedia content. The first operation
can be regarded as the feature extraction of multimedia con-
tent, where the extracted features have specific meaningful
properties with respect to robustness, imperceptibility, and
capacity. However, there is no universal feature set that
satisfies all the requirements of watermarking algorithms.
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TABLE 4. Summary of quantitative results of the meta-survey presented in Tables 2 and 3.
(Abbreviations used are the same as in Tables 2 and 3).

Therefore, researchers have investigated techniques that can
cover multiple requirements by combining some additional
operations at the embedding and detection/extraction stages.

In the case of robust watermarking, tolerance against
removal and geometric attacks is essential, and most surveys
have taken these attacks into account, as described in
Tables 2, 3, and 4. On the other hand, cryptographic and pro-
tocol attacks are considered when intentional modification is
expected in the application. The fingerprinting scheme is one
of the applications of robust watermarking, which is assisted
by the cryptographic protocol to ensure the integrity during
content distribution and to identify illegal users from pirated
copies.

With advances in machine learning techniques, several
techniques such as NN, SVM, PCA, and DL have been
employed to improve the performance of watermarking in
terms of robustness and imperceptibility. Once the threat
conditions are clearly defined, the corresponding robust
feature space can be determined by using machine learning
algorithms. If all conditions are explicitly given in advance,
the distortion caused by embedding the watermark signal can
also be minimized. One of the difficulties in watermarking
techniques is that the conditions are not always fixed and
the determination of threshold values is generally ambiguous.
For example, the visual and auditory quality of multimedia
content is very sensitive to user preferences.

Depending on the application, the computational cost
becomes important to realize real-time applications, although
this term is not detailed in Tables 2 and 3. In the case of
video watermarking, it is general to execute watermarking
algorithms on encoded video formats such as MPEG-2,
MPEG-4, H.264/AVC, H.265, and HEVC, due to the large
file size. The adaptation of new video formats is one of major
issues in video watermarking.

Interesting application trends were also observed from
the meta-survey on fragile watermarking. The applications

for medical and military images are the main targets for
reversible (lossless) methods, as they are considered sensitive
to even small changes. On the other hand, self-recovery
schemes may compromise the quality of reconstructed
content to make it robust against minor changes caused
by unintentional signal processing operations, such as lossy
compression. In the case of video streams, it seems difficult
to apply reversible methods, as they assume the raw format
of the content. Hence, only self-recovery methods were
discussed in relevant surveys.

IX. DIGITAL WATERMARKING TECHNIQUES
FOR FAKE NEWS DETECTION
In the last few years, the accelerated adoption of social media
platforms has facilitated information sharing between users,
who can create and share information much more easily
than in the past. However, this facility has been exploited to
create and disseminate hoaxes and fake news. Disinformation
is mainly distributed through social media platforms and
is not restricted to textual data, with manipulated digital
contents (audio, images, and video) increasingly being used
to distribute fake news.

This problem is continuously increasing. In fact, in the
2016 U.S. election, it was estimated that social media
platforms accounted for more than 41.8% of the fake
news data traffic regarding the election [110], which is
far more effective than traditional communication channels
(e.g., radio, television, or the printed media). Recently, the
SARS-CoV-2 pandemic has also been the focus of many
disinformation campaigns concerning the virus, its severity,
infection, treatment, and vaccination, resulting in deaths
across the world.

The use of digital watermarking techniques to help in fake
news detection and other security issues in Online Social
Networks has been recently proposed in [111], [112], [113],
[114], [115], [116], and [117]. A complete architecture for
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the detection of fake news distributed as multimedia content
was described in [15]. The following paragraphs present an
overview of these recent works.

A. EXISTING WORKS
Reference [111] dealt with several issues related to security
in Online Social Networks, including disinformation. This
work also mentioned (in its Section 4.1) several applications
of digital watermarking in the context of Online Social
Network security, with different objectives such as proof of
ownership, protecting user privacy, and tracking activities
such as re-posting or modification of the contents owned
by other users. However, this reference did not consider the
application of watermarking to fake news or disinformation
detection but, rather, focused on user privacy and preventing
the theft of private user data. In any case, this reference
overviewed some works that proposed a dual robust and
(semi)fragile watermarking approach for some applications,
as we also propose for fake news detection in this section.

In [112], a so-called ‘‘steganographic’’ method based on
neural networks (stegoNN) was proposed to detect tampering
(photomontage) manipulations in pre-embedded images. The
proposed approach uses a neural network to create a series of
attributes that can be used later on to detect tampered images.
Once the images are ‘‘signed’’ with the proposed approach,
there is no need for any external data or the original image
to detect modifications. The embedded information can also
be used to localize the particular areas of the images that are
modified.

Next, in [113], a proof-of-concept of a deepfake video
news detection and prevention system using watermarking
and blockchain was presented. In the proposed approach, the
Digimarc’s robust audio and videowatermarking schemes are
used to embed the watermark both in the audio and video
tracks of news clips prior to their distribution. Blockchain
technology is used to store the video and its metadata for
future forensic analyses. The watermarks can be detected
from online social network portals, nodes, and back-ends.
A two-stage detection process is carried out: first, the
Digimarc watermark reader is applied to the video frames;
second, the information stored in the blockchain is retrieved
and applied. The proposed scheme provides an informal
security analysis of the deepfake detection scheme and
presents simulation results using a face-swap algorithm as a
proof of concept.

Reference [114] is a Bachelor’s Thesis that presented an
LSB-based digital watermarking scheme for fact-checking
and fake news detection. The proposed approach embeds
a descriptive watermark into a 2D image. The watermark
includes detailed information about the image, such as its
owner, its contents, the date on which it was taken, and the
location. Photographers and news agencies should embed
a descriptive watermark in each photo they own using
this scheme, and social network owners should include the
scheme as part of their content-sharing procedure. Whenever
an image is uploaded by a user, the watermark is extracted.

If the caption entered by the user does not match the extracted
watermark, the image will not be posted. Although the
proposed solution is too fragile to be used in practice, it points
out some interesting ideas to be used in this context.

A watermarking-based image tagging method to be used
in deepfake provenance tracking was introduced in [116].
More precisely, a deep-learning-based approach, called
FakeTagger, was proposed, consisting of a simple encoder
and decoder design to embed a message in a facial image.
Experimental results showed that the embedded message
can be recovered with high confidence (over 95%), even
after several GAN-based deepfake transformations. The
embedded message can be used to encode the identity of the
facial images and can contribute to deepfake detection and
provenance. The purpose of the proposedmethod is to prevent
personal photos from being deepfaked.

Then, in [117], a proof-of-concept deepfake detection
system was presented. The proposed method aimed to detect
fake news video clips generated using voice impersonation,
using digital watermarks that are embedded in the audio track
of a video using a hybrid speech watermarking technique.
A standalone software application can perform the detection
of robust and fragile watermarks. The paper also presented
different simulations, performed to evaluate the embedded
watermark’s robustness against common signal processing
and video integrity attacks, which can be regarded as one
of the first few attempts to use digital watermarking for fake
content detection.

In [15], the architecture of a fake news detection system,
which is being developed within the ongoing Detection
of fake newS on SocIal MedIa pLAtfoRms (DISSIMI-
LAR) [115] project, was presented and described. The
proposed architecture was designed for the protection of
digital media content (i.e., images, video, and speech) and,
to fulfill its goals, it combines digital watermarking, signal
processing, and machine learning techniques. As partial
solutions for the detection of deepfakes and fake content
have not been proven successful enough to date, the
combination of different technologies is expected to provide
a more robust and consistent approach to the challenge
of detecting and tracing disinformation on Online Social
Networks.

Finally, a recent preprint [118] has discussed the possibility
of using a deep-learning-based semi-fragile watermarking
scheme for the detection of deepfakes. Instead of detecting
fake media directly through machine learning classification,
the proposed approach embeds a semi-fragile watermark into
the media (e.g., an image, as used in their experiments)
using a deep learning algorithm, such that its authenticity
can be proved later on. The proposed framework is fragile
against facial manipulations and tampering attacks, but robust
to different benign image processing operations, such as
compression, scaling, saturation, contrast adjustment, and so
on. In this way, images that are distributed over the Internet
can be verified unless deepfake modifications are applied to
them.
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B. DIGITAL WATERMARKING APPLICATIONS FOR FAKE
NEWS DETECTION
In [15], the authors discussed three different areas in which
existing digital watermarking solutions can contribute to the
detection of fake news: (1) to validate the provenance of
legitimate news (i.e., to discard that some news is fake), (2) to
authenticate legitimate news (i.e., if the news is not identified
as legitimate, they shall be further investigated), and (3) once
fake news has been identified, to trace the source and classify
it as a suspected malicious fake news creator/distributor.
Therefore, we consider three new application areas for
digital watermarking: Legitimate News Provenance (LNP),
Legitimate News Authentication (LNA), and Fake News
Tracking (FNT).

A more detailed description of these three new application
areas is provided below.

• Legitimate News Provenance (LNP): Among the efforts
to combat the proliferation of fake news, LNP represents
a pivotal application area for digital watermarking
technologies. LNP involves the integration of digital
watermarks into news content to validate its origin.
By embedding unique identifiers within legitimate
digital contents, news agencies and media can provide
an irrefutable trail of provenance, allowing consumers to
verify the source and trace the history of the news they
encounter. This not only serves to discard suspicions
of fake news, but also bolsters trust in the veracity of
news sources. The watermarking technique can include
metadata such as timestamps, author information, and
publication details, enabling consumers to confidently
differentiate between credible journalism and poten-
tially misleading or fabricated content.

• Legitimate NewsAuthentication (LNA): LNA harnesses
the power of digital watermarking to address the critical
issue of verifying the authenticity of news contents in
the modern information landscape. In an era where
the dissemination of misinformation and deepfakes is
prevalent, LNA offers a robust solution. By embedding
watermarks into news content, publishers can certify the
legitimacy of their reports. When readers encounter a
digitally watermarked news piece, they can be assured
that it has undergone a rigorous authentication process
and nomaliciousmanipulation has been applied. If some
content lacks such authentication, or it is found to
be modified in some areas, it may signal the need
for further scrutiny or investigation. LNA not only
safeguards against the spread of false information, but
also empowers individuals to make informed choices
about the credibility of the news they consume.

• Fake News Tracking (FNT): The proliferation of
fake news is a pressing concern in the modern
digital landscape, necessitating innovative approaches
for identifying and mitigating its impact. FNT repre-
sents a proactive application of digital watermarking
technology in the battle against misinformation. FNT

involves the insertion of traceable markers or forensic
watermarks into news contents that have been identified
as fake or malicious. These watermarks serve as digital
breadcrumbs, enabling investigators and fact-checkers
to trace the source of the misinformation back to its
origins. By categorizing and classifying suspected fake
news creators and distributors, FNT not only aids in
the identification of malicious actors but also supports
legal and regulatory efforts to curb the dissemination
of false information. FNT, in conjunction with other
measures, offers amultifaceted approach for tackling the
root causes of the fake news epidemic.

Indeed, digital watermarking is a very promising tool that
can help in fake news detection, in combination with other
solutions, such as multimedia forensics (to detect malicious
manipulations of contents) and machine learning. The main
advantage of digital watermarking is that watermark extrac-
tion can be performed very efficiently, even for advanced
watermarking algorithms. In this way, it can be relatively
easy to determine if some contents are legitimate when a
watermark of the producer is detected. If legitimate news
producers embed authentication (LNP and LNA) watermarks
in the contents they distribute over social networks and
websites, the task of fake news detection can be significantly
simplified.

LNP watermarks need to be robust at least against the
transformations that occur in the communication channel of
social media platforms and, more specifically, to cropping,
scaling, re-sampling, and (re)compression attacks. Addition-
ally, some filters may be applied to the platforms to highlight
some details of the contents. In that case, such filters should
also be included in the collection of robustness attacks.
Regarding LNA watermarks, they would also be embedded
at the origin by the media producer, with the aim of detecting
manipulations. Typically, LNA watermarks should be semi-
fragile, allowing for some alterations (e.g., re-compression),
but would be erased if stronger modifications were applied.

Finally, traceability is another relevant challenge in the
management of fake news. Once some content is identified
as fake, determining the source of the manipulation is the
desired property, as such a source could be labeled as
unreliable and suffer from reputation loss in the future.
Traceability and data provenance are possible applications of
digital watermarking using techniques similar to those used in
transaction tracking (or digital fingerprinting). Social media
platforms would have to embed a user-specific watermark
within the content published by a user. This could also
be recorded in a database or a blockchain, as proposed
in [117]. Extracting the user-specific watermark may suffice
to determine the source of particular fake content.

The properties required for the three new applications
of digital watermarking for the detection of fake news are
detailed in Table 5.

1) Typically, the contents on social media platforms are
not characterized by high quality, as they are often
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TABLE 5. Properties required for the new watermarking applications: Legitimate News Provenance (LNP), Legitimate News Authentication (LNA), and
Fake News Tracking (FNT).

compressed to minimize their size. For this reason,
in general, high imperceptibility will not be a hard
requirement of the watermarking systems used for
LNP, LNA, and FNT. This is an advantage compared to
other areas of application, such as Digital Rights Man-
agement (DRM) or streaming solutions, where high
imperceptibility is always required. In particular, the
imperceptibility requirements only become stronger
when the platform allows high-quality content.

2) Regarding the real-time extraction or detection of
watermarks, all three applications would require a
quick analysis to give feedback to users. Hence, a real-
time response is always required in this framework.

3) As blind extraction/detection is concerned, we have a
similar situation. In general, there would be no original
content to use for extracting the watermarks. Similarly,
semi-blind methods that require knowledge about the
embedded watermark, in order to check whether it
is embedded or not in some content, should also be
avoided, as they may require performing several tests
to check specific content, and the feedback to the user
could be too slow in such a case.

4) Finally, LNP and FNT applications must be robust
against different attacks, including re-compression,
(some) filtering, cropping, scaling, and other signal
processing operations. On the other hand, the LNA
watermarks should only be preserved in the case
of re-compression or certain channel-specific attacks
(maybe re-scaling, if the platform carries out such kinds
of transformations); however, any other attack should
make the authentication watermark undetectable and,
hence, reveal a possibly malicious modification or
forgery.

X. FUTURE RESEARCH DIRECTIONS
The necessity of content protection in digital media has led
to massive growth in the field of digital watermarking, where
researchers are motivated to devise innovative solutions for
this purpose. At present, cyberspace is hectic and having
control over it is rarely possible. In accordance with the
IFPI (International Federation of the Phonographic Industry),
95% of music is illegally downloaded. Moreover, Digital Life
America has published a survey showing the same results for
movies. Hence, there is strong advocacy to adopt new rules
and create systems to protect intellectual property, which is
why new watermarking techniques need to be developed.

Particular care must be taken to ensure the survival of
the embedded watermark against such attacks to attain the
required functionalities in the target application. For medical
images, regarding applications such as tele-radiography,
in which the medical images may be transferred through
communication networks, the watermarked images should be
robust against signal noises of the transmission channel. With
the development of smart cities, some services such as smart
health systems have also been noticed, in which the medical
information of patients can be transmitted to the hospitals
digitally. Hence, another direction of digital watermarking is
the protection of digital patient profiles from tampering.

Furthermore, considering the nature of digital watermark-
ing, in which hidden data are transferred with the mainmedia,
these techniques do not require additional memory or space
to carry out the watermark bits. As a result, they are good
candidates for Internet of Things (IoT) applications, in which
lightweight design is prioritized for implementation. Thus,
another future venue to pursue in the watermarking field is
to apply watermarking in lightweight IoT applications for
privacy protection, control of information leakage, and data
tampering prevention, such as in smart home environments.

Another different potential research direction is the
utilization of digital watermarking for fake news detection in
multimedia content [15]. This is the most recent application
of such techniques, which definitely requires further system-
atic investigations and research efforts. Clearly, combining
watermarking for digital content marking and the tracing of
sources with existing technologies such as AI andmultimedia
forensics to create a more complete solution is a promising
research direction.

Next, one of the current rising trends of research is related
to the application of deep learning techniques to improve
the characteristics of digital watermarking techniques [18].
Moreover, it should be noted that similar methods may
be used to boost the efficacy of attacks against embedded
watermarks. Therefore, analyzing the resistance of digital
watermarking techniques against deep-learning-empowered
attacks is currently a promising research direction in this area.

Regarding the watermarking of multimedia content, the
possibility of using this type of technique in real time –
especially for video– seems to require further attention [5].
This refers not only to traditional video files, but also
to the streaming of live events, which must fulfill more
strict requirements on robustness and other characteristics
of the watermark [87]. Megías et al. [87] have indicated
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that the combination of different existing approaches for
fingerprinting in decentralized distribution scenarios is worth
exploring to improve their copyright protection.

Another interesting area is reversible watermarking.
Research on this topic can be twofold. First, there is a need
for assessment of such kinds of approaches, but there is a
lack of benchmarks that could be used for this purpose [5].
Second, the development of reversiblewatermarkingmethods
with various types of robustness (of the watermark or the
host signal) against a wider range of attacks is still an
open issue [103]. According to Menendez-Ortiz et al. [103],
robust reversible schemes (which guarantee restoration of
the watermark) for audio and video, as well as self-recovery
schemes allowing for perfect reconstruction of the signal
and the combination of the latter with fragile reversible
watermarking (which allows one to obtain both the original
signal and watermark) for various types of multimedia,
require further research efforts.

Watermark embedding, which can be categorized into
correlation- and quantization-based methods, has introduced
several extended operations over the past two decades.
These operations are also strongly related to the detection
and extraction operations. Unfortunately, few papers in this
meta-survey mentioned the differences between detection
and extraction. To prevent false positives, we must first check
the presence of a hidden message in a given content, which
is detection. Especially in the application of fingerprinting,
we must avoid catching innocents, even if some guilty users
may not be identified. In binary classification, the equal error
rate is one of the key metrics for performance evaluation;
however, in the case of fingerprinting, false positives should
be noted even if false negatives are ignored.

After the presence of a hidden message is confirmed,
the message should be restored. To improve robustness,
ECC should be used. It is worth noting that the amount
of watermark information is not equal to the energy of
the watermark signal. For example, suppose that a 100-bit
message is encoded in an ECC codeword. Even if the
bit-length of the codeword is greater than 100, the amount
of information is still 100 bits. Furthermore, if a logo image
is inserted as a watermark, the presence of the logo image can
be detected by the NCC, but the amount of information is not
equal to the bit-length of the logo image. Depending on the
applications, it is necessary to take this into account and use
the terms detection and extraction differently.

From a different point of view, fragile watermarking
techniques are intended to investigate tamper detection and
correction. The self-recovery capability is one of the attrac-
tive properties in the variants of fragile techniques, which can
be extended to protection against illegal manipulations (e.g.,
DeepFakes) if official multimedia content are pre-processed
before being revealed to the public. One of the recent
movements of content management is to record the all editing
history of multimedia content, called the content credential,1

1https://helpx.adobe.com/photoshop/using/content-credentials.html

and a content credential initiative has been launched.2 The
use of fragile or semi-fragile watermarkswill contribute to the
realization of such a new framework, but this surely requires
further attention.

XI. CONCLUSION
In this study, we performed a meta-survey of existing
surveys related to different aspects of digital watermarking
in multimedia content between 1996 and 2022. In total,
we retrieved and examined more than 130 surveys covering
various parts of watermarking research, applications, and
attacks, of which, based on their content and quality,
we selected the 64 articles that are described in this work.

The results of the conducted meta-survey clearly indicate
that the majority of approaches were focused on image
data. Although the same research covered both of the topics
of robust and fragile watermarking in many cases, robust
approaches were discussed much more often than fragile
ones. Copyright protection and content authentication turned
out to be most-explored applications of robust and fragile
watermarking, respectively. Regarding attacks on water-
marks, the meta-survey showed that removal and geometric
attacks were discussed the most often, while collage and
vector quantization attacks require further attention.

Moreover, we analyzed how watermarking methods can
help in thwarting issues related to fake news, which is the
most recent application of such techniques. To this end,
we presented some early approaches addressing this problem
and defined the properties required for new watermarking
applications, namely, legitimate news provenance, legitimate
news authentication, and fake news tracing.

Finally, we indicated some promising future research
directions, including new applications such as applying
digital watermarking for protection in IoT environments or
limiting the spread of fake news. Moreover, applying deep
learning techniques in order to improve the characteristics
of digital watermarking techniques as well as to improv-
ing resistance against deep-learning-empowered potential
attacks, are presently dynamic research trends in this area.
Other interesting research avenues involve investigating how
to conveniently watermark live streams in real time or
the development of new reversible techniques and novel
approaches for fingerprinting.
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