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ABSTRACT This paper introduces an innovative adaptive scheme for detecting and locating faults
in DC-zonal shipboard microgrids (SBMGs). This scheme relies on the estimation of high-frequency
impedance. The proposed scheme is implemented in an intelligent electronic device (IED) in which the
Fast Fourier Transform is applied to obtain the high-frequency components of the current and voltage
at each node. Then, these components are exchanged between the two IEDs that protect the same line
by using IEC 61850 GOOSE-based communication system. The estimated high-frequency impedance of
the line is calculated and compared to the prescribed settings to detect and locate the fault. After fault
detection and localization, communication signals are exchanged between the two IEDs positioned at
each end of the line. This exchange precedes the transmission of tripping signals to the relevant circuit
breakers for the accurate isolation of the faulty line. The proposed protection scheme is tested through
MATLAB/Simulink®environment. The scheme can detect and locate the fault under different uncertainty
conditions, such as fault impedances, various system configurations, changes in system loads and gener-
ations, multi-faults’ existence, contingency conditions, and the presence of noise on the communication
signals. The results proved its efficient performance and superiority. The scheme can detect and locate the
faults quickly and accurately within 0.125 ms.

INDEX TERMS Novel protection scheme, IEC 61850, fault detection, fault localization, DC zonal shipboard
microgrid, high-frequency impedance estimation.

NOMENCLATURE
ABBREVIATIONS
ACSI American Customer Satisfaction Indexes.
ATG Auxiliary turbine generator.
CTWCS Clearing time with the communication

signals.
CTWOCS Clearing time without the communication

signals.

The associate editor coordinating the review of this manuscript and

approving it for publication was Qiang Li .

ESS Energy Storage System.
FFT Fast Fourier transform.
GOOSE Generic Object-Oriented Substation Event.
HFIE High frequency impedance estimation.
HMIs Human-machine interfaces.
IED Intelligent electronic device.
KVL Kirchhoff’s voltage law.
MMS Multimedia Messaging Service.
MTG Main turbine generator.
OSI Open Systems Interconnection.
PV Photovoltaic.
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SBMGs Shipboard microgrids.
SCN Substation communication network.
SNR Signal-to-noise ratio.
SPSs Shipboard power systems.
SVs Sampled values.
TCP/IP Transmission Control Protocol/Internet

Protocol.
WAN Wide area network.

VARIABLES

1UMN The voltage difference between node M &
node N.

IF Fault current.
IM the high-frequency voltage component at

node M .
IN the high-frequency voltage component at

node N.
LM the equivalent inductance of the line from node

M to the fault location.
LN the equivalent inductance of the line from node

N to the fault location.
LU unit inductance for the line.
Ll the overall equivalent inductance of the line.
RM the equivalent resistance of the line from node

M to the fault location.
RN the equivalent resistance of the line from node

N to the fault location.
RU unit resistance for the line.
Rf the fault resistance.
Rl the overall equivalent resistance of the line.
SM communication signal of IED at node M.
SN communication signal of IED at node N.
UM the high-frequency component of voltage at

node M .
UN the high-frequency component of voltage at

node N.
w (n) the signal that may be voltage or current.
Zl the line impedance.
tCB Circuit breaker time.
tclear Fault clearing time.
tcomm Communication time.
tdetection Fault detection time.
N length of the Blackman window.
Z the impedance between node M and the fault

point.
d the fault distance.
j number of samples.
k frequency index.
n time index.
1t sample period.

I. INTRODUCTION
To meet the challenges of the modern maritime indus-
try, shipboard power systems (SPSs) are evolving. These
advancements address the issues related to efficient energy

utilization and strive to minimize environmental impacts.
SPSs have evolved for almost two decades since the begin-
ning of the industrial revolution, especially to minimize
pollutants and greenhouse gas emissions, which are concerns
worldwide [1], [2]. In this new era, ships must be efficient and
have lower fuel consumption. The SPSs are designed to pro-
vide power to all parts of the ship, including service loads and
electric propulsion drives. SPS can be defined as a SBMG that
operates in stand-alone mode during ship sailing [3], [4], [5].
DC distribution is a hot topic in the SPS community, in which
All energy sources are linked to either an AC/DC converter
or a DC/DC converter, and these converters are subsequently
connected to a DC bus that transmits power to the load,
as illustrated in Fig. 1. Compared to AC-SPSs, DC-SPSs have
many benefits including [6], [7]: 1) there is no need for single-
phase synchronization, 2) reducing the vessel weight and size
due to eliminating large transformers, 3) fuel consumption
reduction due to the use of a variable speed prime-mover, 4)
managing power flow after faults, 5) simplifying the power
sources’ connection and disconnection, and 6) managing the
disturbances and faults efficiently by utilizing the controlled
power electronics devices.

The growing need for modern zonal marine power systems
has arisen from the widespread usage of power electron-
ics, the advancement of integrated electrical propulsion, and
the rise in high-energy electrical demands. Zonal architec-
tures can potentially provide a superior capability for fault
ride-through and higher degree of power quality. The pro-
tection schemes of the short-circuit faults for the DC zonal
distribution in SPSs have many challenges, such as the coor-
dination of the protection devices and the power electronics to
provide a robust protection system, the fault current changes
when operating in the islanded mode, difficulty in designing
a grounding system, severe transient discharge, and lack of
current zero-crossing point which leads to an arc flash in the
circuit breaker. The challenges also include the increase in
the physical burden of the protection system (such as DC
breakers), dynamic characteristics of renewable resources,
bidirectional power flow, and the presence of pulsed loads
with its smaller scale that are resulting in short circuit
impedance differences in various locations [3], [8], [9], [10],
[11], [12]. The existence of pulsed loads presents a chal-
lenge in distinguishing between normal and fault currents,
as these loads have a large peak power and high-power change
rate. Moreover, the ships are exposed to various uncertain-
ties, including; The fluctuation in photovoltaic (PV) output
power due to ship movement, even with constant solar radia-
tion [13], and uncertainties related to weather conditions like
wave parameters (height and length) and wind characteristics
(speed and direction) introduce variability in navigation resis-
tance during the voyage. Thus, the ship’s propulsion loads
differ according to the various navigation uncertainties [14],
[15], [16], [17]. Such uncertainties affect the performance of
the traditional protection schemes used in SPS. Furthermore,
keeping the crew safe is essential; hence, a ship’s electrical
appliances should be monitored to detect excessive leakage
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FIGURE 1. DC shipboard microgrid architecture.

FIGURE 2. Research trend from 2010 to 2022.

currents flowing from the live parts to the ground [3], [18],
[19], [20]. Besides, there are some common features of com-
mercial and naval DC SPS, including 1) the low inductances
of the short lines due to its limited space, 2) existance of
multiple capacitors connected to the DC link, 3) the dynamic
behavior of the loads, 4) the presence of distributed gener-
ators and their dynamic behavior, and 5) the probability of
system instability as the generating capacity is comparable
to the load demand [21]. These features also complicate the
protection system of DC SPS. It is essential to identify, locate,
and isolate faults within each zone to ensure the integrity of
the healthy power system. Accordingly, the aforementioned
challenges should be carefully treated to provide a reliable
and safe protection system. Thus, it is essential to achieve a
fast, simple, and adequate protection scheme to safeguard the
reliability and security of zonal SBMG due to its complex
structure. However, the main motivation behind the utiliza-
tion of ring and zonal configurations in naval systems stems
from the stringent demands for reliability and survivability.

To explore the importance of the protection system for
SBMGs, a survey is performed on the Scopus database to
find the related researches. A bibliometric analysis is done
to find the recent trends in this field, and 29 articles are
found from 2011 to 2022. The distribution of these articles
for each year is shown in Fig. 2. It is noticed that the interest

FIGURE 3. Published articles distribution based on different journals.

FIGURE 4. Co-occurrence analysis for protection articles concerning
SBMGs.

in this research trend has increased recently from 2020 until
now. The distribution of the articles according to the journal
publisher is shown in Fig. 3.Most of these articles (77%)were
published by IEEE journals, followed by Elsevier (14%),
followed by MDPI, IET, and Springer journals. Besides,
a bibliometric analysis is performed for these articles using
the VOS viewer program [22]. Co-occurrence analysis for
protection articles concerning SBMGs is performed and illus-
trated in Fig. 4. It is concluded that the most crucial topic in
this field is fault detection and location methods, especially
for DC zonal SBMG.

The protection applied in DC SBMG for detecting and
locating the fault could be divided into two categories
that are: time domain measurement-based protections; and
frequency domain measurement-based protections. Time
domain measurement-based protections can be divided into
two categories based on communication requirements. These
categories are non-unit protection and unit protection sys-
tems. For non-unit protection, it uses locally measured
information (without any communication) to identify the
DC faults [23], such as overcurrent protection [24], [25].
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Ref. [24] adopted overcurrent-based protection to meet the
fast response requirements in fault detection and localiza-
tion. However, the authors showed that this scheme could
only localize the faults to the zones upstream/downstream
of the converters. In contrast, Ref. [25] involved the volt-
age source converters to act similar to crowbars in series
with an overcurrent relay for fault isolation from the gen-
erator’s AC side in DC SPS. However, this scheme cannot
be implemented for C.Bs on the DC side. The overcurrent
protection scheme is limited because of its malfunction in
the presence of pulsed loads and propulsion [3]. Besides, the
artificial neural network-based method can grasp the fault
data features to provide accurate decisions for protection.
This method requires a massive system database for training
and is incapable of online fault localization [26], [27]. On the
other hand, artificial neural networks still have challenges
like heavy computational burdens and complicated parameter
selection [28]. However, the existence of high operational
experience is important for applying a suitable threshold
setting for the above protections.

As for unit protections, it requires communications that
naturally have clear boundaries. The IEC 61850 communi-
cation protocol is the commonly used protocol in protection
systems. It represents a globally recognized communica-
tion protocol employed within substations, establishing a
network where all devices are interconnected via Ethernet.
Consequently, this allows for the exchange of signals and
measurements among the devices linked within a local area
network [29]. The unit protection schemes used to protect
DC SPSs include directional overcurrent and differential pro-
tection [30], [31]. Directional overcurrent-based protection
in [30] triggers the relay by estimating the overcurrent and
the current direction. However, this scheme requires a high
sampling rate and proper communication and is limited due to
its malfunction in the ring and zonal networks with the normal
bidirectional current. Differential protection in [31] requires
high guarantees on reliability and speed of communication
as the information at both terminals of the DC line must be
measured, and it is necessary to carry out data synchroniza-
tion strictly for both sides’ information [32].

For frequency domain-based protections, using a high-
frequency component of the transient signals during
fault provides an accurate fault detection regardless of
the power swing. This method can also be applied in
SPS by implementing various schemes, including active
impedance-based-protection Fast Fourier transform (FFT)
and wavelet-based method. Ref. [33] apply fault detec-
tion method using multiresolution analysis of traveling
waves that utilizes a discrete wavelet transform to calcu-
late the high-frequency components of DC fault currents.
Active impedance based-protection can estimate the system
impedance to achieve fault detection and location [8], [34].
This approach involves the injection a very short current
spike, followed by an analysis of the transient voltage and
current responses to evaluate the bus impedance. However,
implementing this scheme necessitates the use of additional

injection units, and the rapid calibration of system impedance
might introduce errers. An alternative method involves apply-
ing FFT to voltage and current measurements to estimate the
system impedance during fault conditions, references [35],
[36], and [37] applied this method in addition to a commu-
nication system based on IEC 61850 for protecting SBMG.
The high-frequency equivalent impedance model for con-
verters based on local measurements is studied and analyzed
in [38]. However, the estimated impedance of the line is not
studied. The wavelet-based method is suitable for analyzing
pulse signals by extracting the fault current signal feature at
different frequency bands [39], [40]. But it has difficulty in
wavelet selections and requires a significant computational
burden. However, these schemes cannot detect or locate
the fault under different operating conditions, such as the
presence of multi-faults or the dynamic behavior of loads
and generation sources. Besides, the synchronization process
is not investigated. This paper will explore and solve these
problems using a powerful proposed scheme. Table 1 com-
pares different protection schemes for shipboard microgrids
based on their communication technology, fault clearing time,
the cost, advantages, and limitations.

This paper proposes a novel pilot-based unit protec-
tion scheme for DC zonal SPSs based on high-frequency
impedance estimation. It implements a communication sys-
tem based on the IEC 61850 protocol considering the
synchronization process for data exchanging between the
ends of each line simultaneously. Besides, a permissive logic
signal is applied to ensure security, sensitivity, and protection
speed. To verify the applicability of the proposed scheme,
the scheme was simulated in MATLAB/Simulink® pro-
gram. The proposed scheme is suitably set to apply efficient
protection against various scenarios, such as faults at nor-
mal conditions, different fault locations, solid and non-solid
faults, and simultaneous faults.

The performance of the proposed novel protection method
is evaluated under the presence of system uncertainties such
as the change in generation, load variations, varying system
reconfiguration, and the effect of noise on the communication
signals. Although the proposed scheme is simple and doesn’t
require a significant computational burden, it can detect and
locate faults under different conditions in the SBMG sys-
tem. The main contribution of this paper can be outlined as
follows;

• Proposing an innovative unit protection scheme for DC
zonal SPSs utilizing pilot-based methods and high-
frequency impedance estimation.

• Proposing a novel IED that can exchange the measure-
ment signals after combining a time synchronization
source.

• Implementing IEC 61850 communication protocol to
transfer the voltage and current measurements at differ-
ent locations considering the time synchronization.

• Evaluating the performance of the proposed protection
method in the presence of system uncertainties such as
a change in generation, load variations, varying system
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TABLE 1. Comparison of different protection schemes for shipboard microgrid.

reconfiguration, and the effect of noise on the commu-
nication signals.

The paper’s structure is as follows: Section II provides an
overview of the DC zonal shipboard microgrid. Section III
outlines the proposed communication scheme based on
IEC 61850. In Section IV, the novel protection scheme
is detailed. Section VI presents the simulation verification
and corresponding results. Finally, the paper concludes in
Section VII.

II. DC ZONAL SBMG SYSTEM ARCHITECTURE
Zonal configuration is a networked distribution system that
divides the shipboard loads into n zones. This means that two
buses from the port or starboard side feed each zone inde-
pendently. Zonal distribution can be configured according to
IEEE Std. 1709-2010. The US navy standard has adopted this
configuration [47]. The zonal distribution system is usually
set up on both the port and starboard sides of the ship, with
each bus linked at both the stern and bow [48] as shown in
Fig. 5. The component of shipboard microgrid architecture
is shown in Table 2, where MTG represents the main turbine
generator, ATG represents the auxiliary turbine generator, and
ESS represents energy storage system. The port and starboard
buses are connected to each load. When a fault occurs on

one side of the bus, the power sources of vital loads within
the zones will automatically switch to the healthy opposite
bus. Zonal configuration is beneficial for marine loads. With
both port and starboard power, the survivability of the loads
is enhanced. When the primary power source is lost, devices
switch automatically to the backup power source [49]. This
is done to preserve the high-priority, life-sustaining loads
such as emergency lighting and fire alarms. The longitudinal
bus architecture enables fault isolation when a fault occurs.
Coordinated protection systems through a communication
network minimize the affected areas during faults. Besides,
the ship’s line loads are reduced if it is split between the bow
and stern. The protection system of such configuration should
be more reliable, fast, and provide more survivability.

III. IEC 61850-BASED COMMUNICATION PROTOCOL
The process values of voltage and current from local and
remote IEDs at the line terminals are required to implement
the proposed scheme. Thus, the process value information
has to be transferred from the transmitter of the IED at the
remote end to the receiver of the IED at the local end in the
form of sampled values (SVs). SV messages require a wide
area network (WAN) to be transported between distances over
the ship’s length. However, these SV messages have only
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TABLE 2. Component of shipboard microgrid.

FIGURE 5. DC zonal shipboard microgrid architecture.

a data link layer and do not contain transport and network
layers. Thus, to transmit these SV messages over a WAN,
IEC 61850 communication protocol is recommended in this
paper. IEC 61850 can be mapped onto specific protocols,
such as Ethernet, to transfer SV andGOOSE (Generic Object-
Oriented Substation Event) messages. GOOSE messages
represent burst-type, event-driven communication between
geographically dispersed IEDs. In the event of a fault,
protective devices generate a burst of GOOSE messages,
deviating from their usual periodic heartbeat transmission.
This burst mode, illustrated in Ref. [50], exhibits a sequential
increase in the retransmission interval until it reverts to the
standard periodic pattern after a specified duration. Each
message within the burst sequence carries a retransmission
timer, indicating the maximum wait time for the subsequent
message. If no message is received within this timeframe,
the receiver assumes a loss of connection. The setting of
the retransmission timer can vary among GOOSE clients.
Tailored for SBMG communication, GOOSE messages pri-
oritize rapid, reliable data transfer, critical for prompt fault
detection and response. To mitigate damage, trip and block

FIGURE 6. IEC 61850 standard levels and its service mapping over
ISO/OSI seven-layer model.

signals must reach their destinations within milliseconds.
The proposed IED can model in this paper in which SV
messages with Transmission Control Protocol/Internet Pro-
tocol (TCP/IP) stack are mapped above the Ethernet layer
of the Open Systems Interconnection (OSI) model in the
IEC 61850 standard. Fig. 6 shows the mapping of various
messages of the IEC 61850 provided over the OSI model.
Type 1A and Type 1 messages such as Trip, Start, Close,
Stop, etc. are time-sensitive GOOSE messages that directly
mapped onto the Ethernet layer in order to reduce the stack.
Type-4 messages or raw data are continuous streams of syn-
chronized data from digital instruments transmitted through
Ethernet. They are transmitted directly to the Ethernet as a
broadcast/multicast address. Type 2, 3, and 5 messages are
related to American Customer Satisfaction Indexes (ACSI)
applications such as auto-control functions and file trans-
fer messages. They are time-tagged messages and require
message-oriented services.

The Multimedia Messaging Service (MMS) protocol with
TCP/IP stack is used for these types of messages above the
Ethernet layer [50]. SVs and Goose messages are only used in
the proposed IED. Goose messages needed to be transported
in a WAN and must be routable as it does not have an
IP/network layer to be tunnelled. The routers situated at each
end of the WAN link create a virtual tunnel, facilitating the
transportation of data packets. In this process, the routers
encapsulate and decapsulate the data packets, specifically
the GOOSE packet, using TCP/IP protocols. The proposed
system is considered to be IEC 61850 automated. They have
a substation communication network (SCN) composed of
similar IEDs. The proposed SPS is made up of three levels:
the station, the bay, and the process, as shown in Fig. 6. The
station level contains the SPS operating system, engineer-
ing stations, and human-machine interfaces (HMIs), which
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TABLE 3. Comparison of different communication protocols for
shipboard microgrid [51], [52], [53].

are used for monitoring and controlling equipment such as
transformers and circuit breakers. This level is not included
in the proposed scheme but is necessary for the system’s
operator. One meaningful way to maintain a safe grid is using
information from the field, achieved via a proposed protocol
that provides voltage and current samples in the MU-IED
at the process level. Then, IED sends signals to the breaker
for any faults arising in SPSs at the bay level. For SPSs,
the utilization of the IEC 61850 standard in our proposed
method is aimed at enhancing interoperability, communica-
tion efficiency, and standardized data exchange within the
power system. IEC 61850 is widely recognized and adopted
in the power industry for its capabilities in ensuring seamless
communication among IEDs. Table 3 shows a comparison
to show the advantages of implementing IEC 61850 against
other communication protocols in SPSs.

IV. PROPOSED PROTECTION SCHEME
A unique pilot-based unit protection scheme is employed for
DC zonal SPSs in the proposed IED, utilizing high-frequency
impedance estimation. To achieve this, FFT is utilized to
extract the high-frequency components of voltage and cur-
rent measurements, which are then used to estimate and
compare the system impedance. Moreover, IEC 61850 com-
munication protocol is applied to exchange the measure-
ments and permissive signals between the line terminals.
A time synchronization source is also combined to take
the measurements at the same instant before exchanging
these measurements among IEDs. The time synchronization

process is performed using Global Policy and Strategy (GPS)
and IEEE 1588, as discussed in [31] and [32]. The steps
performed by the proposed IED are explained in detail below.

A. MEASUREMENTS PROCESSING
The voltage and current at each IED are measured and
recorded. To smooth the data curve before applying FFT,
a Blackman window is used to remove the edge influence
of the measured data, which appears after the transformation
of the measured data to the frequency domain [8]. It is a
function in which finite non-zero values are returned inside
a chosen interval, and zero value is returned outside that
interval [56]. In the analysis, several factors are considered
in choosing the Blackman window over other alternatives
like Bartlett, Blackman-Harris, and Flat Top. Each window
function has unique characteristics that make it suitable for
specific applications. The Blackman window, in particular,
offers a balanced combination of low side lobes and narrow
main lobes, which is beneficial for our frequency analysis
goals. To provide further clarity, a comparison table outlin-
ing the key properties of the Blackman window alongside
Bartlett, Blackman-Harris, and Flat Top is shown in Table 4.
The Blackman window described in [56] can be represented
as follows;

w (n) = 0.42 − 0.5 cos
(

2πn
N − 1

)
+ 0.08 cos

(
4πn
N − 1

)
,

for −
N − 1

2
≤ n ≤

N − 1
2

(1)

where w (n) represents the signal that may be voltage or
current, n represents the time index, N represents the length
of the Blackman window. After that, the voltage and current
measured data are padded to provide a better frequency reso-
lution and increase the data length to improve the impedance
estimation method. FFT is applied to the padded voltage and
current data to transform it into the frequency domain as
follows;

F(w (n)) =

j−1∑
n=0

w (n) e
−

(
i 2πnk1tj

)
(2)

where ’k’ signifies the frequency index, ’1t’ stands for the
sample period, and ’j’ indicates the number of samples. Fol-
lowing the high-frequency recording of these measurements,
the initiation of the detection process is explained below.

B. HIGH-FREQUENCY IMPEDANCE ESTIMATION SCHEME
Whenever a fault occurs on SPSs, the voltage at the fault point
will instantly drop to a lower level, consequently increasing
the current. Depending on this concept, an impedance estima-
tion scheme is developed [8], [34]. This scheme estimates the
impedance between the IED and faulty points to accurately
locate the fault.

To analyze faults in the zonal configuration system shown
in Fig. 5, a partial equivalent circuit is shown in Fig. 7.
The pole-pole fault can be seen no matter which point the
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FIGURE 7. High-frequency equivalent circuit of the faulted network.

short-circuit occurs. The resistances RM ,RN represent the
equivalent resistance of the line from the relay point to the
fault location, the inductances LM ,LN represent the equiva-
lent inductance of the line from the relay point to the fault
location, and Rf represents the fault resistance.
Before the fault, it is possible to calculate the overall

equivalent resistance Rl and inductance Ll of the entire line
as follows;

Rl = 2RM + 2RN (3)

Ll = 2LM + 2LN (4)

The value of the line impedance Zl can be calculated as;

Zl = Rl + jωLl (5)

After the fault, the value of the impedance between node M
and the fault point (Z) can be expressed as follows;

Z = 2RM + j2ωLm (6)

A high-frequency impedance estimation scheme can be
expressed by applying Kirchhoff’s voltage law (KVL) to the
equivalent circuit shown in Fig. 7 as follows,

UM = 2RM IM + j2ωLM IM + IFRf (7)

UN = 2RN IN + j2ωLN IN + IFRf (8)

where UM&UN represents the high-frequency component of
voltage at node M and node N, respectively, and IM&IN
represents the high-frequency voltage component at node M
and node N, respectively.

By sharing the voltage of each node and the line current
in each segment between IEDs, each IED has its local and
remote measurements of the voltage and current. Fault resis-
tance can be eliminated by subtracting the voltage of the two
nodes. This allows the voltage difference to be calculated as
follows;

UM − UN = 2RM IM − 2RN IN + j2ωLM IM − j2ωLN IN
(9)

The original relation in (9) can be simplified using (3)-(4).
The simplified equation is formulated as follows;

UM − UN = 2RM IM − (Rl − 2RM ) IN + j2ωLM IM
− jω(Ll − 2LM ) IN (10)

UM − UN = 2RM IM − RlIN + 2RM IN + j2ωLM IM
− jωL lIN + j2ωLM IN (11)

UM − UN = 2RM IM + 2RM IN + j2ωLM IM + jω2LM IN
− RlIN − jωL lIN (12)

1UMN = (IM + IN ) (2RM + j2ωLm)

− IN (Rl + jωLl) (13)

Equation (13) can be simplified by using (5)-(6) as follow;

1UMN = Z (IM + IN ) − ZlIN (14)

Hence, the high-frequency impedance of the network Z can
be expressed after applying FFT to both voltage and current
signals as follows,

Z =
1UMN + ZlIN

IM + IN
(15)

The formula for calculating fault distance can be derived from
Equation (16) as follows:

d =
1UMN + ZlIN

(IM + IN )(RU + jωLU )
(16)

where d stands for the fault distance, RU and LU stand for the
unit resistance and unit inductance for the line respectively.
The data 1UMN , IN , and IM are measured and transferred to
a processor unit.

However, the same principles can be applied to pole-
to-ground faults. After estimating the line impedance, it is
compared with the pre-calibrated value to detect and locate
the fault. The voltage and current signals should be synchro-
nized to enable all IEDs to obtain the data simultaneously
and reduce communication errors in the proposed scheme.
A modern GPS module is applied, as shown in Fig. 8 [57].

TABLE 4. Comparison between different window functions [58], [59].

FIGURE 8. Employed synchrophasor measurement equipment internal
structure.
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Fault can be detected by estimating the high-frequency
impedance of the line, which is only related to the line,
not the whole system. The proposed method only estimates
the line impedance, which is constant under different opera-
tion modes. So, the change in loads, changes in generation,
change in system configuration, change in fault resistance,
and presence of multi-faults don’t affect the method for fault
detection and localization. After the proposed IED estimates
the high-frequency impedance of the line, it checks if it is
under the pre-calibrated value. If this condition is achieved,
a detecting signal is sent from the IED at the node M shown
in Fig. 7 to the IED at the node N . At the same time,
a detecting signal is received from the IED at the node N .
This communication process is applied before sending the
tripping action to C.B related to each IED. The two C.Bs at
node M and node N will trip at the same time.

C. PILOT IMPEDANCE ESTIMATION SCHEME
A pilot scheme is utilized when each IED on both ends of
the line sends a detecting signal that may be ’1’ or ’0’ for
detecting or not detecting a fault. In the proposed system, this
signal will be sent and received to and from the two IEDs, i.e.,
each IED will have two signals, the first detecting one and
receiving one. Depending on the logical expression below, the
tripping signal will be taken accurately before sending it to
the related C.B. If both the detecting and received signals are
equal to ’1’, the tripping signal will be ’1’. If not, the tripping
signal will be ’0’ as expressed by (17).

S =

{
1, SM ∩ SN = 1
0, SM ∩ SN = 0

(17)

where SM and SN denote the communication signals sent
between the two IEDs at the ends of the DC line, and S
denotes the tripping signal sent to the related C.B.

The signals between IED1 and IED2 are sent and received
using IEC 61850 communication protocol. as shown in Fig. 9.
The communication signals are exchanged between the two
IEDs before sending the tripping signals to the corresponding
CB to ensure the correct decision for each relay. This pilot
scheme enables fault isolation by the two C.Bs at the same
time.

FIGURE 9. Communication mechanism between local and remote ends.

The proposed pilot protection scheme relies on a
high-frequency impedance estimation that utilizes the mea-
surements of the proposed synchrophasor. The high-frequency
components of these measurements are to be detected by
applying FFT. These components are then sent to the remote
bus via a high-speed communication channel-based IEC
61850 communication protocol. In this case, local and remote
data are used in (15) for both ends of each line to estimate
the high-frequency impedance of the line. If both IED1 and
IED2, shown in Fig. 9, detect a fault condition, a tripping
command is sent to both related C.Bs. However, different
factors, such as a detection process, communication delay
between IEDs, and circuit breaker operation time, affect the
speed of a fault-clearing process. The total clearing time
(tclear ) can be calculated as follows [60]:

tclear = tdetection + tcomm + tCB (18)

where tdetection is associated with the detection process in
which data gathering windows and measurements are carried
out before detecting and locating the fault, tcomm represents
the communication delay time which depends on the type of
communication channel, and tCB represents the CB operating
time to isolate the faulty line. The system’s sampling fre-
quency is 2000 kHz, resulting in a sampling time of 5µs. The
communication channel bandwidth is 10 Gbps as detailed
in [50], providing a communication time of 0.01405 ms.
Furthermore, the switching frequency of converters and DC
breakers is 10 kHz, resulting in a switching time of 0.1 ms.
Considering these values, the total clearing time is over
0.11905 ms.

After synchronizing all IEDs in the system using GPS,
a flowchart representing the steps that occurred in the pro-
posed IED is shown in Fig. 10. The steps can be summarized
as follow;

• Each IED sensor measures both line voltage and current.
• A Blackman window is applied for the measurements to

reduce spectral leakage due to signal truncation.
• Afterward, FFT is employed to process these measure-

ments, extracting voltage and current values at a high
frequency of 1000 Hz, in accordance with [23]. These
values are subsequently transmitted between the two
IEDs responsible for protecting the same line, utilizing
the IEC 61850 communication protocol.

• Each IED calculates the line impedance based
on Equation (15). Consequently, if the calculated
impedance falls below the predetermined threshold for
the line, both IEDs on the same line detect a fault.

• The estimated impedances of the two IEDs are sent to
each other. If the two IEDs detect a fault, the fault is
detected on the line.

• Finally, tripping signals are transmitted to the related
CBs to isolate the fault.

V. SIMULATION VERIFICATION
The proposed adaptive protection method has been applied
and evaluated using Aquatanker vessel SBMG parameters
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within MATLAB/Simulink® as illustrated in Fig. 11. The
proposed system comprises of two DC buses, specifically
the starboard and portside bus. It is fed by four sources that
are two identical batteries, PV and wind turbine. The system
is organized into two zones with two loads. The network
parameters are listed in Table 5 [61]. Each line in the proposed
system is protected by two IEDs, one at the beginning and
the other at the end of the line. The communication protocol
between all IEDs is shown in Fig. 11, in which all IEDs are
communicated with each other through IEC 61850 with GPS
to synchronize the data. Different scenarios are applied, and
the results are analyzed as follows:

A. Scenario#1 Pole-Pole fault during normal operation.
B. Scenario#2 Faults at different locations of a line.
C. Scenario#3 Different fault resistances.
D. Scenario#4 Simultaneous faults.
E. Scenario#5 Performance evaluation of the proposed

scheme in the presence of system uncertainties.

1. Case#1 Change in generations
2. Case#2 Load variations
3. Case#3 Effect of varying system reconfiguration.
4. Case#4: Effect of communication errors on estimation

accuracy.

All of these scenarios are discussed below. Also, the clear-
ing time of the proposed method is discussed. The model
emplys a sampling frequency of 200 kHz, corresponding to
a sampling time of 5µs. Besides, the communication channel
boasts a bandwidth of 10 Gbps, equivalent to 7116.778 kHz,
allowing for a communication time of 0.1405µs [62]. The
switching frequency for all DC circuit breakers and all con-
nected converters is 10 kHz, providing a 100 µs switching
time [63].

A. SCENARIO#1: POLE-POLE FAULT DURING NORMAL
OPERATION
A pole-pole (P-P) fault is applied in this scenario at F1 on
the mid-point of the line at the normal operation, as shown
in Fig. 11. The fault resistance is 0.0001 �. Fig. 12 shows
the system voltage during the fault. The voltage of the
faulted section becomes zero, and the voltage of loads #1
and #2 is restored to its nominal value after fault isolation.
The currents of IED1, IED3, IED5, load#1, and load#2 are
shown in Fig. 13. The current of both loads is 40 A and
is restored to its steady-state value after clearing the fault.
The measured impedance at 1000 Hz is shown in Fig. 14
after implementing the fault for both IED1 and IED2. The
high-frequency impedance estimation is 0.075�with a clear-
ing time of 0.17 ms.

B. SCENARIO#2: FAULTS AT DIFFERENT LOCATIONS OF A
LINE
Changing the location of the faults may affect the perfor-
mance of the proposed IEDs and the clearing time for each
IED. This scenario explores the performance of the proposed
method under various fault location conditions. In this case,

FIGURE 10. Flowchart of the proposed IED.

FIGURE 11. Proposed DC Zonal SPS structure.

after detecting and locating the faults for each IED, the first
IED sends a signal to the second IED making it send its
tripping action simultaneously and not waiting for its delay
time. Multiple P-P faults are implemented at different loca-
tions on the line between IED3& IED4 (18% – 50% – 82%)
at F2, F3, and F4, as shown in Fig. 11. The fault resistance
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TABLE 5. Network parameters.

FIGURE 12. DC bus voltage during a P-P fault at F1 (at t=0.5 s).

FIGURE 13. Currents during isolation of faulty section by tripping IED1
and IED2.

is taken as 0.0001 �. Table 6 shows the clearing time for
IED3 & IED4 at different locations with the implementation
of permissive communication signals (CTWCS) and without
it (CTWOCS). Besides, Table 6 shows the high frequency
impedance estimation (HFIE) for IED3& IED4. The currents
of IED3 & IED4 during F2 are shown in Fig. 15, which
proves that the IED3 & IED4 isolate the fault simultaneously
after 0.125 ms, although they don’t have the same clear-
ing time without the communication signals. The measured
impedance is shown in Fig. 16 for IED3 & IED4 for all
the faults. The proposed method is robust whatever the fault

FIGURE 14. Equivalent impedances for IED1 and IED2 with P-P fault at F1
(at t=0.5 s).

TABLE 6. Clearing time and Measured Impedance with and without
communication signals.

FIGURE 15. Currents of IED3 &IED4 for F2 only.

location is even if it is close to the bus, a pole-pole-ground
fault is implemented on the line between IED1&IED2 locat-
ing after 1 � far from IED1. The fault resistance is taken as
0.0001 �. The current of IED1 is shown in Fig. 17 proving
that the fault can be detected and isolated after 0.15 ms.

C. SCENARIO#3: DIFFERENT FAULT RESISTANCES
The effectiveness of the proposed protection technique is
assessed under various fault resistance scenarios. A P-P fault
is implemented at 0.5 sec and located at 75% from IED5 at
F5, as illustrated in Fig. 11. The fault is implemeted several
times with fault resistances varied between 0.01–2 �. The
estimated impedances seen by IED5 & IED6 for all faults
before sending the tripping signals to the related CBs are
shown in Fig. 18. The measured impedance doesn’t change
with changing the fault resistance, this highlights the superi-
ority of the proposed protection scheme in identifying faults
with varying fault resistances.

D. SCENARIO#4: SIMULTANEOUS FAULTS
This case explores the performance of the proposed technique
for simultaneous faults. Two P-P faults (F5 and F8) are
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FIGURE 16. Estimated impedance during fault for different fault
locations. (a) the impedance at IED3. (b) the impedance at IED4.

FIGURE 17. Current of IED1 for fault near bus beside IED1.

implemented simultaneously for two lines. The first is the line
between IED5 and IED6, and the second is the line between
IED11 and IED12, as shown in Fig. 11. The two faults,
F5 and F8, are applied 15% apart from IED5 and IED12,
respectively. The faults are applied at t=0.5 secwith 0.0001�

fault resistance. The variation of the system voltage is shown
in Fig. 19. The currents of the system’s lines and the loads
are shown in Fig. 20. In contrast, the estimated impedances
of IED5, IED6, IED11, and IED12 are shown in Fig. 21.
Table 7 shows the IEDs that sends a tripping signal to their
corresponding CBs with their clearing time. The results show
the robustness of the proposed methods against simultaneous
faults.

E. SCENARIO#5: PERFORMANCE EVALUATION OF THE
PROPOSED SCHEME IN THE PRESENCE OF SYSTEM
UNCERTAINTIES
Due to the presence of system uncertainties, such as
changes in generations, load variations, and varying system
reconfiguration, the system performance may be changed.

FIGURE 18. Estimated impedance during fault for different fault
resistances. (a) the impedance at IED5. (b) the impedance at IED6.

FIGURE 19. System voltage during implementing instantaneous two
faults at F5 & F8.

FIGURE 20. Line and Load currents during implementing instantaneous
two faults at F5 & F8.

The performance evaluation of the proposed scheme due
to the presence of these uncertainties is discussed as
follows;
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FIGURE 21. Estimated impedance for IED5, IED6, IED11, and IED12 during
simultaneous faults at F5 & F8.

TABLE 7. IEDs reconfiguration.

1) CASE#1: CHANGE IN GENERATIONS
Due to the inconsistency of the PV irradiation throughout
the day, there will be considerable variations in the sys-
tem integrated with a high PV penetration level. This case
studies and evaluates the impact of these variations on the
proposed scheme. A P-P fault is applied at the mid-point of
the line at F7, as shown in Fig. 11, with a fault resistance
of 0.0001 �. The fault is implemented several times while
changing PV irradiation (from 1000 to 800 W/m2). The
estimated impedances for both IED9 & IED10 are illustrated
in Fig. 22. It can be observed that the estimated impedance is
the same regardless of changes in PV irradiation.

2) CASE#2: PERFORMANCE DURING LOAD VARIATIONS
Load variations require a new threshold for conventional pro-
tection techniques, as changing the line power flow leads to a
change in the measured impedance. Moreover, conventional
methods can’t differentiate between the current of a sudden
load change and a fault current. To prove the effectiveness of
the proposed scheme under varying load conditions, assume
the load is decreased by 25% for zone#1 and increased by
25% for zone#2. A P-P fault is applied with 0.0001 � fault
resistance at the line between IED9 & IED10 at 37% apart
from IED10. The variation of system voltage during load
variations is shown in Fig. 23. The currents of the system
lines and loads are shown in Fig. 24. The variation in the loads
doesn’t affect the estimated impedances measured by IED9&
IED10, as illustrated in Fig. 25.

FIGURE 22. Estimated impedance during P-P fault for a change in solar
radiation. (a) the impedance at IED9. (b) impedance at IED10.

FIGURE 23. DC bus voltage during a pole-to-pole fault at F7 (t=0.5)
during Load variations.

FIGURE 24. System currents during load changing.

3) CASE#3: EFFECT OF VARYING SYSTEM
RECONFIGURATION
In this case, a P-P fault is applied at F6 in the mid-point of the
line between IED7 & IED8, as shown in Fig. 11. The fault
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FIGURE 25. Equivalent impedances for IED9 and IED10 for P-P fault at F7
(t=0.5 s).

FIGURE 26. System voltage with and without the presence of the line
between IED1 & IED2.

FIGURE 27. System currents in case of the absence of the line between
IED1 & IED2.

is implemented twice with and without the presence of the
line between IED1 & IED2. The fault resistance is 0.0001 �,
and it is implemented at 0.4 s. The variation of the system
voltage for the two cases is illustrated in Fig. 26. The currents
of the system’s lines and loads in case of the absence of the
line between IED1 & IED2 are illustrated in Fig. 27. The
estimated impedances by IED7 & IED8 for the two cases are
shown in Fig. 28. It is noticed that the measured impedance
is 0.075� for IED7 & IED8 in the two cases. In this case, the
measured impedance is not affected by varying the system
reconfigurationas. The proposed method depends only on
the line impedance and doesn’t depend on the whole system
impedance.

FIGURE 28. Estimated impedances for IED7 and IED8 For P-P fault at F6
(t=0.4 s) with and without the line between IED1 and IED2.

FIGURE 29. Communication signals sent from IED3 to IED4 with 40 dB
noise: a) Current signal. b) Voltage signal.

FIGURE 30. Currents of IED3 with different signal to noise ratios.

4) CASE#4: EFFECT OF COMMUNICATION ERRORS ON
ESTIMATION ACCURACY
Different noise levels are contaminated in the communication
signals to examine how communication errors impact the
accuracy of impedance estimation. First, 30 dB band-limited
white noise is added to the voltage and current signals sent
between IED3 & IED4. The fault is implemented at F2 (18%
of the line between IED3 & IED4) shown in Fig. 11. The
resulting signals are shown in Fig. 29 before isolating the
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TABLE 8. Communication error influence on the estimated impedance.

fault. The simulation results reveal that the high frequency
estimated impedance is not significantly affectedwhen apply-
ing a wide range of signal-to-noise (SNR) ratios. For a more
detailed study, the SNR ratios of 70, 65, 60, 55, 50, 40, and
30 dB are examined for different fault locations at F1, F2,
F3, F4, F5, F6, F7, F8, F9, F10, F11, and F12 shown in
Fig. 11. The results are tabulated in Table 8. The currents
of IED3 after clearing the fault is shown in Fig. 30 after
repeating the fault F2 with 70, 60, 50, and 40 dB. The results
show a high noise immunity in estimating the high-frequency
impedance.

VI. CONCLUSION
This paper introduced an innovative fault detection and local-
ization scheme for DC zonal SPSs based on high-frequency
impedance estimation. Leveraging the interoperability of
the IEC 61850 protocol, the scheme facilitates seam-
less data exchange and synchronization between termi-
nals, enabling rapid fault identification. Implemented within
an IED and tested in diverse scenarios within a MAT-
LAB/Simulink®environment. Although, the scheme has
some limitations such as: the scheme heavily relies on the
interoperability of the IEC 61850 protocol for seamless data
exchange, and the scheme’s performance considerations and
potential computational burdens associated with scaling up
the system, the proposed technique demonstrates remarkable
performance:

• Lightning-fast fault detection and localization: With
a clearing time of 0.125ms, the scheme significantly
detects the fault at various locations under various con-
ditions.

• Robust impedance estimation: Regardless of operational
conditions, the scheme consistently produces accurate
and reliable impedance measurements.

• Fault resilience: Independent of fault resistance, gen-
eration/load variations, line outages, or communication
errors, the scheme effectively detects and locates faults,
ensuring system stability.

• Efficiency and simplicity: Minimal computational bur-
den and selective fault identification make the scheme
practical and cost-effective.’’
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