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ABSTRACT This systematic literature review delves into the dynamic realm of graphical passwords,
focusing on the myriad security attacks they face and the diverse countermeasures devised to mitigate these
threats. The core objective of this paper is to identify existing security threats to graphical password schemes
and the corresponding countermeasures developed to mitigate these attacks. The study process begins by
identifying the usable databases and search engines to identify all the relevant resources. The inclusion and
exclusion criteria were carefully selected to prioritize the study, focusing mostly on attacks and counter-
measures related to graphical password schemes between 2009 and 2023. After thorough identification and
selection progress, 59 studies met all the criteria. Among these studies, 47 mentioned shoulder surfing as
a threat to graphical password schemes, while 20 discussed brute force attacks. Additionally, there were
21 papers on dictionary attacks, 13 on smudge attacks, spyware attacks, and social engineering, and 19 that
discussed guessing attacks as threats to graphical password schemes. Furthermore, the papers identified
several other attacks, including frequency of occurrence analysis attacks, video recording, eavesdropping,
computer vision, sonar, and image gallery attacks, with the corresponding numbers of papers being 9, 17,
5, 2, 2, and 1, respectively. The results also highlight the countermeasures proposed in the study papers to
mitigate the aforementioned attacks. Among the various countermeasures identified, most revolve around
randomization, obfuscation, and password space complexity as the most commonly used techniques for
enhancing the security of graphical password schemes.

INDEX TERMS Graphical passwords, security attacks, countermeasures, authentication, cybersecurity.

I. INTRODUCTION
Graphical passwords have emerged as an alternative authen-
tication mechanism, offering a more user-friendly interface
compared to traditional text-based passwords [1]. However,
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as the use of graphical passwords rapidly increases, so does
concern about their vulnerability to security attacks [1].
Understanding the landscape of these threats and the coun-
termeasures used to tackle them is crucial for enhancing
the security of graphical password systems. This systematic
literature review (SLR) delves into the realm of graphi-
cal passwords, aiming to comprehensively analyze existing
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security attacks and the various types of countermeasures
employed to safeguard these systems. By examining a range
of scholarly databases and publications, this review seeks to
offer an in-depth exploration of the threats posed to graphical
passwords and the countermeasures developed to combat
these vulnerabilities.

The primary research questions guiding this review explore
two key aspects of the security landscape of graphical pass-
words. Firstly, we delve into the existing security attacks
targeting graphical passwords to identify the various threats
and vulnerabilities affecting these authentication mecha-
nisms. It is essential for us to understand how these passwords
might be vulnerable. Subsequently, the review discusses and
evaluates the countermeasures that have been developed to
overcome the identified security attacks. By evaluating the
developed countermeasures, we aim to enhance the security
of graphical password systems, ensuring that graphical pass-
words are as secure as possible.

Aligned with these research questions, the objectives of
this SLR are to explore the existing landscape of secu-
rity attacks on graphical passwords and to investigate and
assess the efficiency of countermeasures deployed to address
these threats. Furthermore, to conduct a thorough systematic
literature review, we will employ a systematic approach,
leveraging a wide range of renowned academic databases and
repositories known for their scholarly articles and studies.
By utilizing specific search keywords, this review aims to
provide a comprehensive overview of the current state of
knowledge, identifying gaps, trends, and emerging directions
within the realm of graphical password security.

The paper’s structure is arranged as follows: In the subse-
quent section, the research method is presented. The results
of the systematic literature review following PRISMA guide-
lines are presented in Section III. The discussion of the review
is presented in Section IV. Finally, Section V concludes the
review.

II. METHODS
This section outlines the methodology employed to conduct
a systematic literature review (SLR) focused on explor-
ing security attacks targeting graphical password schemes
and the corresponding countermeasures. The methodology
closely adhered to the ’Preferred Reporting Items for Sys-
tematic Reviews and Meta-Analyses (PRISMA) framework,
as detailed in the PRISMA 2020 checklist (Appendix A).
The PRISMA approach ensured a transparent and structured
process in the selection of articles, encompassing their iden-
tification, screening, and inclusion. Adhering to PRISMA
guidelines aimed to enhance the validity and reliability of
our findings by providing a clear and visually comprehensive
representation of the review’s methodology.

The methodology was designed to thoroughly explore the
security threats targeting graphical password systems and the
solutions proposed to tackle them. We meticulously searched
respected academic databases, using specific keywords and

criteria, to find relevant studies. These studies were carefully
assessed for their quality and relevance to our goals. We then
analyzed and combined their findings to understand the var-
ious attack methods on graphical passwords and how well
the suggested defenses work. This methodological approach
aimed to provide a detailed picture of the vulnerabilities
inherent in graphical password systems and the effectiveness
of strategies designed to mitigate these threats.

A. DEFINING RESEARCH QUESTIONS AND OBJECTIVES
The primary objective of this systematic literature review is
to examine the prevailing countermeasures against security
attacks employed in the realm of graphical passwords. The
research questions and research objectives are as follows:

Research Questions (RQ):

• What are the existing security attacks on graphical
passwords?

• What are the countermeasures introduced to tackle the
existing security attacks on graphical passwords?

Research Objectives:

• To identify and investigate the existing security attacks
on graphical passwords.

• To identify and investigate the countermeasures devel-
oped and implemented to mitigate prevalent security
attacks targeting graphical passwords.

B. IDENTIFYING INFORMATION SOURCES/DATABASES
We identified and selected a diverse range of databases,
includingAcademic Search Elite@EBSCOhost, The Science
and Information Organization (SAI), Education Research
Complete @EBSCOhost, Web of Science, IEEE Xplore,
IOPScience, MDPI, ProQuest, SAGE Journals, Semantic
Scholar, Science Direct, Scopus, and the ACM Digital
Library. We conducted a comprehensive search of these
databases to retrieve relevant journal articles and conference
papers for the study.

C. DEVELOPING THE SEARCH STRATEGY/SEARCH TERMS
Based on the research questions and objectives, we devised a
search strategy by combining keywords and controlled vocab-
ulary terms relevant to password security, potential attacks
and countermeasures, and graphical passwords. To ensure a
comprehensive search result, we employed different com-
binations of the search terms and used boolean operators,
including AND and OR. For each database involved in the
searching process, we customized the search strategy based
on its syntax and functionalities. The chosen search terms for
this study are as follows:

(‘‘graphical passwords’’ OR ‘‘picture-based passwords’’
OR ‘‘pattern-based authentication’’) AND (‘‘security
attacks’’ OR ‘‘threats to graphical passwords’’ OR ‘‘authen-
tication vulnerabilities’’) AND (‘‘countermeasures’’ OR
‘‘password security’’ OR ‘‘usability of graphical passwords’’)
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TABLE 1. Inclusion and exclusion criteria.

D. INCLUSION AND EXCLUSION CRITERIA
The formulation of inclusion and exclusion criteria was con-
ducted to define the studies suitable for inclusion in the
review and those that warranted exclusion. Table 1 outlines
the criteria used to include or exclude papers from this review.

The decision to focus on the most recent 15 years,
from 2009 to 2023, is based on several considerations. This
period reflects a crucial phase of technological evolution,
marked by substantial advancements in graphical password
systems and security technologies. By centering the literature
review on this timeframe, the study aims to encompass the lat-
est developments and vulnerabilities in graphical passwords,
thereby contributing to a comprehensive understanding of
contemporary challenges and emphasizing security attacks
and countermeasures relevant to the current threat environ-
ment.Meanwhile, the selected 15-year range strikes a balance
between capturing a substantial body of relevant literature
and preventing information overload, ensuring that the review
remains manageable and that the selected studies are both
recent and impactful.

E. SCREENING AND SELECTION PROCESS
The selection process consisted of four phases: identification,
screening, eligibility, and inclusion. Phases 1 and 2 were
conducted by all team members for the initial identification
and screening of papers. Phases 3 and 4 involved all team
members in the full-text screening and selection of the most
pertinent studies.

During the identification process, we used search terms
in the title, abstract, and keyword filters to locate relevant
studies in the selected databases. All teammembers manually
recorded the titles, DOIs, or URLs of the papers in a Google
Sheets document. In the screening phase, we evaluated the
papers for applicability and suitability by analyzing their
titles and abstracts in relation to our research questions and
objectives. Additionally, we manually excluded duplicated
studies and those deemed inconsistent or irrelevant to our
research topic.

Moving on to the eligibility phase, a team of seven mem-
bers was assigned to conduct full-text screening to assess
the appropriateness of the remaining papers based on the
inclusion and exclusion criteria. They also summarized the
studies according to the research topic and scope. Finally,

in the inclusion stage, the remaining teammembers evaluated
the shortlisted papers based on the summaries made and elim-
inated those that did not meet the predetermined inclusion
and exclusion criteria or were found to be irrelevant to the
research question.

F. QUALITY ASSESSMENT
We conducted a comprehensive evaluation to assess the
selected papers’ quality, aiming to thoroughly analyze both
the strengths and weaknesses of the quantitative and quali-
tative studies. This evaluation focused on closely examining
their design and analysis methodologies.

To assess the quality of our quantitative studies, we opted
for the Mixed Methods Appraisal Tool (MMAT), a reli-
able instrument known for effectively evaluating the quality
and potential bias within quantitative research studies. Con-
versely, for the qualitative studies, we chose to utilize
the Critical Appraisal Skills Programme (CASP) checklists
(CASP, 2020) as our tool for evaluating the research stud-
ies. These checklists facilitate a meticulous and systematic
examination of research evidence, enabling us to assess
its trustworthiness, relevance, and value within a specific
context.

Both MMAT and CASP checklists consist of five criteria,
ensuring a comprehensive assessment of the quality of quanti-
tative and qualitative studies and strengthening the depth and
integrity of our evaluation.

G. DATA EXTRACTION
Data extraction is a critical component of this study, address-
ing research questions related to existing security attacks on
graphical passwords and the countermeasures introduced to
mitigate these attacks. Extracted elements, such as research
titles, types of attacks, and specific countermeasures, will
form a comprehensive foundation for analyzing and under-
standing the security aspects of graphical passwords. This
will enable a thorough investigation into the proposed or
existing countermeasures against various attack vectors.

H. DATA SYNTHESIS AND ANALYSIS
The purpose of the data synthesis methodology was to eval-
uate and summarize the insights obtained from the selected
papers and to present the data through tables. This synthe-
sized data forms the primary body of evidence used to address
the research questions, which specifically focus on the types
of attacks on graphical passwords and the corresponding
countermeasures.

Content analysis emerges as the most suitable analytical
approach for our study, as our primary objective is to explore
and discuss the types of attacks on graphical passwords and
their corresponding countermeasures. It is important to note
that specific statistical techniques, such as measures of effect
and meta-regression, were not within the scope of our study.
Therefore, the review is specifically designed to provide an
in-depth analysis and discussion of the types of attacks on
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FIGURE 1. PRISMA flowchart for the study selection process.

graphical passwords and their corresponding countermea-
sures, with an emphasis on the security perspective.

I. IDENTIFY RESEARCH GAPS AND CONTRIBUTIONS
This review synthesizes the current state of knowledge
concerning the security aspects of graphical passwords, pro-
viding a holistic view for future researchers to explore areas
where further investigation is imperative. It contributes to the
advancement of knowledge about securing graphical pass-
word systems. By reviewing the security threats revealed
as well as the countermeasures proposed in the literature,
we can identify gaps and limitations in existing strategies
for mitigating security attacks. This includes identifying
any emerging security challenges that may not have been
sufficiently addressed, paving the way for future research
endeavors.

Additionally, the insights gained from the review will
support the design, development, and implementation
of more robust and effective security measures within

graphical password systems, thereby enhancing their overall
security.

Through highlighting research gaps and contributing
insights, this systematic literature review aims to foster the
development of highly resilient graphical password systems,
ultimately leading to password systems with heightened
security.

This paper distinguishes itself by offering a comprehensive
overview of the security landscape surrounding graphical
password schemes. Through a meticulous examination of
13,291 articles retrieved from 13 databases and subsequent
filtering, it identifies 14 prevalent security attacks, ranging
from conventional threats like brute force attacks to more
sophisticated challenges such as smudge attacks. Notably,
the study also meticulously evaluates corresponding counter-
measures proposed in previous research, with an emphasis
on the widespread use of randomization to enhance security.
However, the paper goes beyond mere enumeration of attacks
and defenses; it critically assesses the limitations of existing
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approaches and highlights gaps in the literature, setting a
clear agenda for future research. Moreover, the emphasis
on adopting a multidisciplinary approach underscores the
paper’s commitment to addressing not just technical vulner-
abilities but also human factors and usability concerns.

III. RESULTS
A. STUDY SELECTION
Figure 1 illustrates the four stages of the PRISMA flowchart:
identification, screening, eligibility, and inclusion, conducted
in this systematic literature review. During the identifica-
tion stage, we found a total of 13,291 studies across all
selected databases by using the keywords (‘‘graphic pass-
words’’ OR ‘‘picture-based passwords’’ OR ‘‘pattern-based
authentication’’) AND (‘‘security attacks’’ OR ‘‘threats to
graphical passwords’’ OR ‘‘authentication vulnerabilities’’)
AND (‘‘countermeasures’’ OR ‘‘password security’’ OR
‘‘usability of graphical passwords’’).

The number of studies identified in each of the selected
databases was as follows:

• 728 in Academic Search Elite @EBSCOhost
• 650 in the Science and Information Organization
• 264 in Education Research Complete, @EBSCOhost
• 28 in the Web of Science
• 11 in IEEE Xplore
• 58 in IOPScience
• 12 in MDPI
• 4,831 in ProQuest
• 395 in SAGE Journals
• 83 in Semantic Scholar
• 3,371 in Science Direct
• 91 in Scopus
• 2,769 in the ACM Digital Library

We excluded a total of 3,239 duplicate studies and 9,965
irrelevant studies during the screening stage. After the screen-
ing stage, 87 of the remaining studies underwent full-text
screening to assess their eligibility based on the inclusion and
exclusion criteria. Following the full-text screening, 28 stud-
ies were excluded. In the final stage, 59 of the remaining
studies that met all the inclusion and exclusion criteria were
included in our systematic literature review.

B. QUALITY OF INCLUDED STUDIES
Among the 35 quantitative studies analyzed, 24 studies
(68.57%) obtained MMAT scores of 100%, indicating high
quality as they completely fulfilled the criteria. Eleven studies
(31.43%) were of medium quality, with MMAT scores rang-
ing from 60% to 80%, suggesting that these papers partially
adhered to the criteria. Notably, there were no quantitative
studies categorized as low quality. Some quantitative studies
failed to satisfy criterion 1.2 (sample representativeness) due
to the absence of the target group or demographic infor-
mation of the participants. This may raise questions about
whether the participants involved represent a valid sample
of the entire target population. The quality assessment of the

TABLE 2. Types of security attacks and related articles.

quantitative articles is reported in the Assessment of Study
Quality (Appendix B).

Among the 24 qualitative studies analyzed, 12 studies
(50%) achieved high quality as they fulfilled all the criteria
outlined by the CASP tool. The other half of the studies
demonstrated medium quality due to a lack of description
of the data collection and analysis processes. These stud-
ies primarily focused on the conceptual development and
analysis of the proposed graphical password schemes. The
CASP assessment for the qualitative studies is detailed in the
Assessment of Study Quality (Appendix B).

C. RQ1: WHAT ARE THE EXISTING SECURITY ATTACKS ON
GRAPHICAL PASSWORDS?
A total of 13 security attacks are reported in the articles.
Table 2 displays the types of security attacks and the related
articles discussing each attack.

Shoulder surfing involves the act of observing someone
else using a computer or mobile device to enter a password
with the intention of accessing their private or sensitive infor-
mation [2]. This commonly occurs in crowded public places.
There are several methods of shoulder surfing used to obtain
user credentials or private information, such as direct visual
observation or recording the entire login process [47].
In a video-recording attack, a hacker only requires a device

with a camera to record the user while they enter their pass-
word [25]. The hacker can then replay the video to retrieve
the password.
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Smudge attacks, as described in [47], are another common
form of attack on graphical passwords that is challenging to
eliminate. These attacks occur when smudges are left on the
screen after a user enters their password, allowing attackers
to deduce the password by analyzing the smudges.

Spyware attacks involve the installation of malicious soft-
ware on a user’s device to record their information and
actions [49]. One example of spyware is a screen scraper,
which records all user activities on the screen.

As explained in [26], a brute-force attack entails attempting
to guess a password by systematically trying every possible
combination or passphrase until the correct one is found.
Typically, brute force attacks target passwords with a limited
character space. Additionally, a collection of forged finger-
print details can be used to launch a brute-force attack. In the
case of captchas, a type of pictorial password, attackers may
use optical character recognition (OCR) to perform a brute
force attack.

A computer vision attack leverages artificial intelli-
gence (AI) technology. It involves feeding a live feed or
pre-recorded video into a system equipped with computer
vision capabilities [55]. The system tracks the user’s fin-
ger movements from the camera’s perspective, generates the
fingertip movements, transforms them into the user’s per-
spective, infers several candidate patterns, and ranks them
based on predefined criteria. This process ultimately provides
the threat actor with the deduced graphical password [54].

In [4], a dictionary attack is defined as a password-cracking
method where the attacker tries all possible passwords from
a precompiled list (dictionary) based on user behavior. This
attack uses a systematic key search approach, taking into
account the most likely chances of success.

Eavesdropping, a man-in-the-middle attack, involves inter-
cepting communication between the user and the server. The
hacker can either intercept information sent by the user to the
server and attempt to decrypt it or intercept the user’s request
and replay it to the server later to gain access to the user’s
account [13].
The frequency of occurrence analysis (FOA) attack ana-

lyzes the frequency of a specific pattern occurring during
the login process [33]. Its aim is to identify and limit the
number of possible keys used for authentication. FOA can
analyze either image frequency or keypress location fre-
quency, depending on the authentication scheme’s design.
By analyzing image frequency, hackers can make educated
guesses about the password based on the most frequently
occurring images [33]. Key press location frequency analysis
aims to identify the most frequent location of the final image
used for authentication by constructing a heatmap based on
frequency [35].

Users often incorporate personal details into their graphical
passwords for easier recall, increasing their vulnerability to
guessing attacks [13]. While the success of such attacks
depends on the accuracy of the estimate, they remain a serious
concern.

Social engineering attacks involve manipulating users
through trickery or exploitation of user information [15].
These attacks do not require technical knowledge but instead
manipulate users into unknowingly disclosing their infor-
mation. One common social engineering tactic is phishing,
which can be executed by copying the original website or
intercepting the server’s response to the user’s request and
providing a maliciously altered version for the user to input
their login details [13].

Image gallery attacks can occur when a threat actor
gains physical access to the server or database [29]. With
this access, the attacker can bypass any authentication
requirements and modify the images used in the login and
registration processes or during authentication. Additionally,
direct server access may allow the threat actor to log in as any
user.

Lastly, every mobile device is equipped with a microphone
and speakers, which can be exploited in a sonar attack.
A sonar attack involves using recorded acoustic signals to
detect the user’s gesture while unlocking the phone and
deducing the pattern used. The application emits a frequency,
often inaudible to most people, which is recorded by the
device’s microphone. The recorded audio undergoes process-
ing, removing static noise, and is then used for calculations
to measure relative movement and infer pattern lines. The
inferred pattern lines are used to generate candidate patterns,
which are ranked and provided to the attacker [11], [59].

D. RQ2: WHAT ARE THE COUNTERMEASURES
INTRODUCED TO TACKLE THE EXISTING SECURITY
ATTACKS ON GRAPHICAL PASSWORDS?
1) SHOULDER SURFING ATTACK
Obfuscation: Obfuscation is a technique that makes authenti-
cation information unclear to onlookers. It involves hiding or
decoding the real input during authentication. For instance,
graphical passwords can hide password components among
decoy images, making it challenging for observers to iden-
tify the correct selections. Two methods for obfuscation are
Secure Graphical One-Time Password (GOTPass) [4] and
EvoPass [56].

• GOTPass: It uses the ‘‘Where You See is What You
Enter’’ (WYSWYE) approach. Users don’t directly
select password images; instead, they mark positions on
a response grid based on the images. Observers see ran-
dom positions being clicked, making it hard to discern
the actual password.

• EvoPass: This method modifies the selected password
images to create decoy versions that evolve over time,
gradually reducing recognizable information. Users can
revert to a previous version if they have trouble recog-
nizing evolved-pass sketches.

Randomization: Randomization introduces randomness in
password elements’ positions or arrangements, making it
difficult for shoulder surfers to capture the actual password.
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Two methods are the Coin Passcode Model [49] and the 2D
Coordinates System [7].

• Coin Passcode Model: It combines colors, numerical
values, and icons to form unique passcodes. Elements in
the coin password are randomized every time, enhanc-
ing resistance against shoulder surfing and brute-force
attacks. User interactions with the interface do not reveal
the actual passcode.

• 2D Coordinates System: This approach uses random-
ized 2D coordinates to secure pictures and generate
passwords. Images change randomly in x and y coordi-
nates during login, making it challenging to identify the
original picture and enhancing security against shoulder
surfing attacks.

2) VIDEO RECORDING ATTACK
Incorporating randomness or visual complexity to confuse
potential attackers is a valuable strategy. As described in [27],
a graphical password scheme called RiS (Rotating into
Sector) was developed for this purpose. Additionally, they
introduced another password scheme known as T-RiS (Rotat-
ing into Sector Based on Texts). Both RiS and T-RiS feature
an LR1 login mode, which enhances security by introduc-
ing three concentric rings. This complexity adds a visual
challenge for attackers attempting a video recording attack,
as only the user can discern the location of the line or sector,
and it changes randomly after each character entry. This
approach effectively increases the difficulty of capturing the
password through video recording.

3) SMUDGE ATTACK
The goal of the proposed countermeasures is to render the
smudge marks left on the device screen devoid of useful
information or to confuse potential attackers. These counter-
measures can be categorized into two approaches:

• Randomizing the arrangement or position of authentica-
tion input elements.

• Introducing additional elements apart from patterns or
graphical elements.

For instance, in [43], a system called SmudgeSafe was
introduced as an authentication system designed to enhance
the security of cue-recall graphical passwords. This concept
involves applying random affine geometric transformations
to the base password image. Since these transformations
occur randomly during each login, smudge traces from a pre-
vious login become invalid for the current password image.
This approach effectively mitigates the risks associated with
smudge attacks and ensures that smudge marks do not reveal
useful information to potential attackers.

4) SPYWARE ATTACK
Countermeasures against spyware attacks encompass various
strategies, including randomization, conducting tests dur-
ing authentication, employing different input methods, and

incorporating additional elements during authentication. For
instance:

• Randomization: A hybrid graphical-password mobile
authentication scheme called Coin Passcode Graphi-
cal Password Authentication, proposed by [49], is an
example of randomization. This scheme requires users
to input the coin passcode in the correct sequence for
authentication. The algorithm iterates six times to ran-
domize the keypad elements for all six inputs. This
randomization helps prevent unauthorized access to
mobile devices through spying.

• Performing Tests During Authentication: CAPTCHA
(Completely Automated Public Turing Tests to Tell
Computers and Humans Apart), as proposed in various
papers [15], [16], [26], [39], [52], involves conducting
tests during authentication. Although there may be slight
variations in implementations across different papers,
the common goal is to generate problems that only
humans can solve, surpassing the capabilities of current
computer programs. This approach adds an additional
layer of security to thwart spyware attacks.

5) BRUTE FORCE ATTACK
Countermeasures against brute force attacks encompass var-
ious strategies, including randomization, utilizing large pass-
word spaces, implementing additional authentication layers,
and restricting login attempts. Here are some examples:

• Randomization: One example of randomization is
the pass-matrix proposed by [51]. It offers a secure
login interface featuring an 8 × 8 grid for selecting
alphanumeric characters during the login phase. Each
selected character undergoes a transpose operation on
the columns during login sessions. This graphic (mutat-
ing) password scheme effectively thwarts brute-force
attacks.

• Large Password Space: The vibration-and-pattern (VAP)
code, introduced by [10], is an example of a large
password space. It combines two distinct techniques,
resulting in a password space that is influenced by the
individual techniques’ password spaces. This scheme
offers a significantly larger number of potential patterns
compared to Android-based PL, especially when L ≥ 4.
The expanded password space enhances security against
brute-force attacks.

These countermeasures collectively aim to bolster secu-
rity against brute force attacks by introducing complexity,
randomness, and additional layers of authentication, making
it exceedingly challenging for attackers to guess passwords
through exhaustive trial-and-error methods.

6) COMPUTER VISION ATTACK
Countermeasures against computer vision attacks, as
described in [54] and [55], involve various strategies to
enhance security:
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• Randomizing Pictures: One countermeasure involves
randomizing the pictures, which shuffles the location
of the touch point for each login. This randomiza-
tion adds complexity to the authentication process and
makes it challenging for attackers using computer vision
techniques.

• Dynamic Screen Changes: Devices can prevent people
from secretly recording videos by dynamically changing
the screen’s color and brightness. This alteration con-
fuses the camera and prevents attackers from capturing
a clear video for malicious purposes.

• User Education: Users should be educated about secu-
rity best practices, including ensuring that their fingers
are completely covered when drawing a pattern dur-
ing authentication. This minimizes the chances of an
attacker capturing usable information through video
recording.

• Additional On-ScreenActivities: Adding other on-screen
activities to the pattern unlocking process can enhance
security. For example, prompting the user to enter a
sentence using a Swype-like method or sketching var-
ious graphical shapes before or after drawing the pattern
can make the authentication process more complex for
potential attackers.

• Skipping Dots: Users can also employ the strategy of
skipping some dots in a vertical, horizontal, or diagonal
line when drawing a pattern. This intentional skipping
makes it challenging for tracking algorithms to identify
which dots are intentionally skipped, further thwarting
computer vision-based attacks.

These countermeasures collectively aim to increase the
complexity and unpredictability of the authentication pro-
cess, making it significantly more difficult for attackers to
exploit computer vision techniques to compromise security.

7) DICTIONARY ATTACK
Countermeasures against dictionary attacks include various
techniques that introduce randomness and complexity to the
authentication process:

• Conundrum-Pass: This approach, proposed in [6],
begins by asking users to select a desired image and
choose a number, n. The chosen number is used to divide
the selected image into a square matrix of n × n. Users
can then create their desired patterns by selecting spe-
cific image chunks. During the login session, the concept
of shuffling is introduced, where the image chunks are
randomly arranged. To unlock the screen, users must
select the previously chosen grids in the correct order.
This method introduces randomness and complexity to
the pattern selection process, making it resistant to dic-
tionary attacks.

• Spin-Wheel-Based Authentication: Another counter-
measure, suggested in [38], involves a spin-wheel-based
graphical authentication mechanism. This approach
offers a large password space, which makes it highly

secure against dictionary attacks. Users are presented
with a spin wheel consisting of four sub-wheels, each
containing 36 slots filled with numbers from 1 to 36,
arranged randomly. To set a password for authentication,
users must select a number from each sub-wheel and
arrange the four numbers in a row by rotating the wheel.
This method introduces complexity and unpredictability
into the password creation process, making it resistant to
dictionary-based attacks.

These countermeasures aim to thwart dictionary attacks
by making it challenging for attackers to guess passwords
through systematic trial and error, even if they possess a
predefined list of potential passwords.

8) EAVESDROPPING ATTACK
Countermeasures against eavesdropping attacks involve the
use of secure authentication protocols and techniques that
introduce randomness into authentication sessions to make it
difficult for attackers to intercept and replicate authentication
data. Here’s how these countermeasures work:

• Authentication Protocol: Implementing a secure authen-
tication protocol for data transmission between the
server and client can effectively mitigate eavesdropping
attacks. The key idea is to ensure that the values sent
during each authentication session are randomized and
unique. This prevents attackers from intercepting and
replicating the same authentication data, even if they
manage to eavesdrop on the communication.

• Hashing Timestamps and Pass-image Components: As
proposed by English and Poet [13], one countermea-
sure involves applying hashing to various authentication
components, including timestamps and pass-image-
related data. By hashing these components, the authen-
tication data becomes obfuscated and challenging for
attackers to decipher. Hashing ensures that even if
intercepted, the authentication data appears as ran-
dom and unintelligible strings, making it resistant to
eavesdropping.

• Random Location Assignment for Passphrase: Another
security measure suggested by English and Poet [13]
is to randomly assign the location of the passphrase
for each authentication attempt. This means that the
position of the passphrase is different for every session
and is sent to the server for verification. This dynamic
location assignment ensures that the data sent during
authentication is always unique and distinct, reducing
the risk of a replay attack.

By incorporating these countermeasures into the authen-
tication process, organizations can enhance the security
of their systems and protect against eavesdropping attacks
by ensuring that intercepted data remains useless and
non-reproducible for malicious actors.

9) FREQUENCY OF OCCURRENCE ANALYSIS (FOA) ATTACK
Countermeasures against Frequency of Occurrence Analysis
(FOA) attacks can be implemented to enhance the security
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of graphical password systems. These countermeasures target
both FOA attacks based on image frequency and those based
on the location where the pass-image appears. Here’s how
these countermeasures work:

Countermeasures Against FOA Attacks Based on Image
Frequency:

• Use of Decoy Images: One effective countermeasure is
to use decoy images that are the same for each pass-
image. By employing this approach, both the decoy
images and the actual pass-image occur at the same fre-
quency, making it challenging for an attacker to identify
the correct pass-image among the decoys.

• Display of ‘‘Dummy Screens’’ on Failed Attempts: In
cases where users fail an authentication attempt, the sub-
sequent session should display only distractor images,
often referred to as ‘‘dummy screens.’’ This practice
reduces the likelihood of an attacker observing the cor-
rect pass-image during repeated failed attempts.

• Limit on Failed Authentication Attempts: Implementing
a limit on the number of failed authentications attempts
a user can perform is another valuable countermeasure.
This restriction aims to prevent attackers from repeat-
edly attempting to identify the pass-images through
numerous incorrect guesses [14].

Countermeasures Against FOA Attack Based on Pass-
image Location:

• Dynamic Generation of Target Images: To thwart
FOA attacks based on the location of the pass-image,
a method is proposed where users select a sequence
of unique images during the registration phase. These
selected images are used to identify the final ‘‘tar-
get’’ image within the grid during the authentication
phase [23].

• Algorithmic Determination of Target Images: Ini-
tially, the first and second password images are used
as the starting picture and cue picture, respectively.
An algorithm is applied to determine the first ‘‘target’’
image. This ‘‘target’’ image becomes the starting picture
for the next step, while the next registered password
image serves as the cue picture. This process continues
until users identify the final ‘‘target’’ image [23].

• Random Distribution of Target Images: The effective-
ness of this method lies in the generation of random
and evenly distributed ‘‘target’’ images across all grid
locations. This randomization makes it challenging for
attackers to predict the location of the pass-image [23].

By implementing these countermeasures, organizations
can enhance the security of their graphical password systems
and mitigate the risks associated with FOA attacks, whether
they are based on image frequency or pass-image location.

10) GUESSING ATTACK
Countermeasures Against Guessing Attacks:

• Randomization Technique: A key strategy to thwart
guessing attacks is the use of the randomization

technique. One notable example is the ‘‘Click-based
Captcha as a Graphical Password (CaRP)’’ [26] system,
which effectively minimizes the risk of guessing attacks
by generating random challenge images that contain
password letters for each authentication session.

• ClickText Scheme:Within the CaRP system, the ‘‘Click-
Text’’ scheme is employed, which involves the random
arrangement of alphanumeric and special characters
within a challenge image. This randomization adds a
layer of complexity and unpredictability to the authenti-
cation process, making it difficult for attackers to guess
the correct password [26].

• AnimalGrid Scheme: Another approach within the
CaRP system is the ‘‘AnimalGrid’’ scheme, which uti-
lizes 2D animal images as part of the authentication
process. Similar to the ClickText scheme, the Animal-
Grid scheme introduces randomness and variability in
the arrangement of these images, further enhancing
security against guessing attacks [26].

By incorporating these randomization techniques and
schemes, organizations can effectively mitigate the risk of
guessing attacks in their graphical password systems, thereby
enhancing overall security.

11) SOCIAL ENGINEERING ATTACK
Countermeasures Against Social Engineering Attacks:

• User Awareness: Preventing social engineering attacks
heavily relies on user awareness and vigilance. Users
should be educated and trained to recognize potential
threats and tactics employed by attackers. One common
social engineering tactic is phishing.

• HTTPS Verification: Users can protect themselves from
phishing attacks by verifying the presence of an HTTPS
prefix before entering their password on a website.
HTTPS indicates that the website employs Secure Sock-
ets Layer (SSL) and Transport Layer Security (TLS)
protocols, providing a secure and encrypted connection.
This visual indicator helps users identify legitimate and
secure websites [15].

• Certificate Verification: Additionally, the system should
verify the website’s digital certificate, which is a public
key paired with a digital signature and identity informa-
tion. When a browser encounters an unsigned certificate
from an untrusted Certificate Authority (CA), it should
promptly alert the user. This alert serves as a warning,
preventing users from entering their passwords on poten-
tially malicious websites [15].

By combining user education, HTTPS verification, and
certificate validation, organizations can significantly reduce
the risk of falling victim to social engineering attacks, such
as phishing, thereby enhancing overall security.

12) IMAGE GALLERY ATTACK
Countermeasures Against Image Gallery Attacks:
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• Watermarking Techniques: To protect against image
gallery attacks and unauthorized modifications to
images in the gallery, watermarking techniques can be
employed (Citation: [29]). Watermarking involves the
process of embedding a unique watermark into each
digital image. A secret key is utilized to determine the
watermark’s specific location within the image.

• Verification Using Secret Key:When users or the system
need to verify the integrity and authenticity of images
within the gallery, the secret key can be employed.
By extracting the watermark from an image and compar-
ing it to the embedded watermark using the secret key,
one can determine whether the image has been tampered
with or remains unaltered.

Implementingwatermarking techniques and secret key ver-
ification enhances the security of the image gallery, helping
to detect any unauthorized changes or abuses of functionality
in the stored images.

13) SONAR ATTACK
Countermeasures Against Sonar Attacks:

• Restricting Microphone Usage: One approach to miti-
gating sonar attacks is to restrict microphone usage in
the background during pattern drawing [59]. By limiting
access to the microphone, acoustic signals cannot be
captured, preventing attackers from determining finger-
tip motions on the screen.

• Randomization of Pattern Grid Layouts: Randomizing
the layout of pattern grids, including their position and
spacing between rows and columns, adds complexity to
the attack [59]. This randomization makes it difficult
for attackers to construct a valid database matching
movement features with password patterns. However,
it’s important to consider the potential impact on the user
experience.

• Restricting Frequency Range: Another countermeasure
is to restrict the device’s supported frequency range
to avoid the transmission of inaudible signals [11].
Additionally, pop-up notifications can be implemented
to alert users when a high-frequency sound signal is
detected, making them aware of the potential presence
of a side-channel attack.

• Acoustic Jamming: Enabling jamming in the acous-
tic channel is another option to thwart sonar attacks.
By introducing interference, attackers are prevented
from successfully launching the attack.

These countermeasures aim to enhance security against
sonar attacks while considering the impact on the user experi-
ence and providing users with awareness of potential attacks.

Table 3 shows the summary of countermeasures proposed
for each security attack.

IV. STUDY TAXONOMY
Figure 2a presents a taxonomy of security attacks and cor-
responding countermeasures within the domain of graphical

passwords. This taxonomy is developed based on the findings
from research questions 1 and 2, which explore the landscape
of security attacks on graphical passwords and the strategies
employed to mitigate these threats.

In this study, we categorize security attacks into several
types:

• Physical observation attacks: shoulder-surfing attacks
and smudge attacks.

• Technical observation attacks: sonar attacks, video
recording attacks, eavesdropping attacks, image gallery
attacks, and computer vision attacks.

• Malware attacks: spyware attacks.
• Humanmanipulation attacks: social engineering attacks.
• Password attacks: brute-force attacks, guessing attacks,
and dictionary attacks.

• Statistical analysis attacks: frequency-of-occurrence
analysis attacks.

The first category, the physical observation attack, encom-
passes threats such as shoulder surfing attacks and smudge
attacks (see Figure 2e). Countermeasures against these
attacks focus on techniques like obfuscation, randomization,
and the utilization of different input methods to obscure the
user’s password input.

Moving on, the Technical Observation Attack category
involves attacks like video recording, image galleries, sonar,
eavesdropping, and computer vision attacks (see Figure 2b).
These attacks exploit various technical means to compro-
mise graphical passwords. Countermeasures here include
strategies like randomization, vision complexity, watermark-
ing, and pass-image location randomization to thwart these
attacks.

Malware attacks are the third category, where spyware
attacks fall. Countermeasures against spyware attacks involve
randomization, tests during authentication, and alternative
input methods to combat malicious software attempting to
record user information (see Figure 2g).

The Human Manipulation Attack category encompasses
social engineering attacks, which rely on manipulating
human psychology to acquire sensitive information (see
Figure 2d). Countermeasures emphasize user awareness, par-
ticularly regarding secure HTTPS connections and certificate
verification, to prevent phishing attacks.

Password attacks, the fifth category, comprise brute force,
guessing, and dictionary attacks (see Figure 2c). Counter-
measures for brute force attacks involve large password
spaces, additional authentication layers, and login attempt
limitations. Guessing attacks are mitigated through the ran-
domization of challenge images, while dictionary attacks
employ randomization of pass-image locations and larger
password spaces as safeguards.

Lastly, statistical analysis attacks encompass frequency of
occurrence analysis (FOA) attacks (see Figure 2f). Coun-
termeasures here involve the use of similar decoy images,
limiting login attempts, displaying dummy screens upon
failure, and employing algorithms to determine the final
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FIGURE 2. Taxonomy of security attacks and countermeasures on graphical passwords (a) Overview; (b) Technical observation attack; (c) Password
attack; (d) Human manipulation attack; (e) Physical observation attack; (f) Statistical analysis attack; (g) Malware attack.
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TABLE 3. Security attacks and their countermeasures.

pass-image, all aimed at thwarting statistical analysis-based
threats.

This taxonomy offers a structured framework to under-
stand the diverse array of security attacks facing graphical
passwords and the measures employed to safeguard against
them. By categorizing these threats and countermeasures,
it provides valuable insights for researchers, practitioners,
and developers working on enhancing the security of graphi-
cal password systems.

V. DISCUSSION
A physical observation attack refers to a method of obtain-
ing sensitive information or violating security by physically
observing a target or its surroundings. In this type of attack,
individuals or groups may employ direct observation to gain
unauthorized access to data or physical systems. This cat-
egory encompasses two security attacks: shoulder surfing
attacks and smudge attacks.

On the other hand, a technical observation attack involves
the use of various tools, techniques, and technologies to
collect data without direct physical interaction. It entails
monitoring or gathering information about a target system,
network, or data through technical means. Attacks falling

under this category encompass video recording attacks,
image gallery attacks, sonar attacks, eavesdropping attacks,
and computer vision attacks.

Malware attacks entail deploying harmful software with
the aim of compromising or disrupting a computer sys-
tem, network, or device, often to steal sensitive information.
Among malware attacks, spyware attacks are a prominent
category. Meanwhile, human manipulation attacks involve
manipulating individuals into revealing private information
by leveraging psychology, emotions, and behaviors. Notably,
social engineering attacks serve as an example of human
manipulation attacks.

In the context of a password attack, unauthorized individu-
als attempt to gain access to someone else’s account or system
by guessing or obtaining the password. This category com-
prises brute-force attacks, guessing attacks, and dictionary
attacks.

Furthermore, statistical analysis attacks employ analytical
techniques such as pattern analysis, anomaly detection, and
prediction to compromise systems or data. An example of
a statistical analysis attack is the Frequency of Occurrence
Analysis (FOA) attack.

Randomization stands out as a common and effective
countermeasure against various attacks, except for social
engineering attacks, image gallery attacks, and FOA attacks.
Meanwhile, large password spaces serve as a countermeasure
by increasing the variability of potential combinations, mak-
ing them useful against brute force and dictionary attacks.

Complexity, as a countermeasure, enhances the unpre-
dictability of passwords, making it challenging for attackers
to visually decipher or automate the recognition of com-
plex password patterns. This complexity is particularly
useful in tackling video recording and computer vision
attacks.

Different input methods prove effective in countering
smudge attacks and spyware attacks. These methods intro-
duce variability in how users interact with devices, disrupting
the consistency that attackers may rely on.

Additionally, specific countermeasures tailored for each
attack include advanced encryption, behavioral analysis, and
more.

Our research has faced certain challenges, including the
lack of standardization in graphical password systems, which
can complicate comparisons among studies and findings. Dif-
ferent implementations and variations of graphical passwords
may hinder the establishment of universal conclusions.

Moreover, our systematic literature review (SLR) only
includes articles published until September 6, 2023, poten-
tially excluding more recent research. Furthermore, our focus
exclusively on security attacks and countermeasures for
graphical passwords overlooks other password types, such as
PIN passwords.

Given the rapid evolution of technology and security
threats, it is crucial to acknowledge the time frame covered
by our SLR, as the identified countermeasures may become
outdated. The diverse methodologies employed in the studies
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included in this review to attack graphical passwords may
also pose challenges to comparability.

Despite these limitations, our review offers a valuable
overview of the current research landscape in this area and
identifies opportunities for future research to address the
identified limitations.

Moving forward, it is imperative to emphasize that security
attacks are evolving in increasingly advanced ways, warrant-
ing more attention and investigation to safeguard our privacy
and information security effectively.

A. LIMITATIONS OF PREVIOUS STUDIES AND
CONTRIBUTIONS OF THIS STUDY
While previous studies have significantly contributed to
understanding security attacks and countermeasures in
graphical password systems, several limitations have been
observed. Two such limitations are highlighted below:

1) NARROW SCOPE AND FOCUS
Some previous studies have suffered from a narrow scope,
focusing either on specific types of attacks or limited time-
frames. For example, the study by Asmat and Qasim [6]
presented a new graphical password approach called
Conundrum-Pass, but its evaluation was confined to a spe-
cific set of parameters and did not consider a comprehensive
range of security threats. Similarly, Higashikawa et al. [22]
proposed a shoulder-surfing-resistant authentication method
using a pass pattern of pattern lock, but it primarily focused on
one particular type of attack and did not explore the broader
landscape of security vulnerabilities.

2) LACK OF DEPTH IN COUNTERMEASURE EVALUATION
Another limitation observed in previous studies is the lack
of depth in evaluating countermeasures. While many studies
have identified potential countermeasures against specific
attacks, their effectiveness and practicality may not have
been thoroughly assessed. For instance, Cheng et al. [11]
introduced SonarSnoop, an active acoustic side-channel
attack, but did not provide a comprehensive evaluation of
existing countermeasures against such attacks. Similarly,
Nizamani et al. [32] proposed a divide and conquer approach
for solving security and usability conflicts in user authen-
tication but did not extensively analyze the efficacy of this
approach in real-world scenarios.

3) CONTRIBUTIONS OF THE STUDY
In contrast to previous studies, this study offers several
improvements and contributions:

• Comprehensive Analysis: This study conducts a system-
atic literature review covering a wide range of databases
and sources to gather a comprehensive collection of
security attacks and countermeasures in graphical pass-
word systems. By synthesizing findings from diverse
studies, it provides a holistic view of the security

landscape, encompassing both traditional and emerging
threats.

• Evaluation of Countermeasures: Unlike some previous
studies that lack depth in evaluating countermeasures,
this study critically assesses the effectiveness of various
mitigation strategies. Through rigorous analysis, it iden-
tifies gaps in existing approaches and proposes novel
strategies to enhance graphical password security. This
approach enables the study to offer practical insights and
recommendations for researchers and practitioners in the
field.

VI. CONCLUSION
The systematic literature review conducted here delves into
the current landscape of security attacks and threats against
graphical password schemes, along with their corresponding
countermeasures. The review encompassed a comprehensive
search across 13 databases, resulting in the retrieval of a
total of 13,291 articles using specific keywords. Following
a rigorous filtering and screening process, 59 studies were
identified as meeting all the inclusion and exclusion criteria
for this systematic literature review.

Within this study, we have meticulously identified a total
of 14 security attacks targeting graphical password schemes.
Notably, among these identified attacks, shoulder surfing,
spyware, and brute force attacks emerge as the most preva-
lent. Although various countermeasures have been proposed
in the studies, they often exhibit limitations in fullymitigating
all types of attacks. Furthermore, several prior studies exhibit
narrow scopes, focusing exclusively on specific attack types
or specific timeframes. Despite the existence of more sophis-
ticated and evolving attacks, we have endeavored to compile
a comprehensive collection of attacks and countermeasures
gleaned from our extensive research.

While previous studies have provided valuable insights
into graphical password security, they often suffer from
limitations. One common constraint is their narrow scope,
focusing on specific attack types or limited timeframes. This
narrow focus may overlook emerging threats, resulting in an
incomplete understanding of the security landscape.

Furthermore, some studies lack depth in evaluating coun-
termeasures, prioritizing attack identification over mitigation
strategies. This deficiency can impede the development of
effective defenses against evolving threats, leaving systems
vulnerable to exploitation.

In contrast, our study addresses these limitations by offer-
ing a broader perspective on graphical password security.
We meticulously compiled a comprehensive collection of
attacks and countermeasures, encompassing a wide range
of threats and mitigation strategies. By synthesizing find-
ings from diverse sources, we provide a holistic view of the
security landscape, covering both traditional and emerging
threats.

Moreover, our study goes beyond merely identifying
attacks by critically evaluating the effectiveness of counter-
measures. Through rigorous analysis, we identify gaps in
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existing approaches and propose novel strategies to enhance
graphical password security. This approach enables us to offer
practical insights and recommendations for researchers and
practitioners in the field.

This review offers two distinct contributions to the field.
Firstly, it consolidates existing knowledge by furnishing a
well-structured overview of the current state of research in
this domain. Secondly, it underscores gaps and limitations in
the literature, thereby charting a course for future research
and innovation.

Our in-depth examination of these articles has revealed a
broad spectrum of security risks that graphical password sys-
temsmust confront. These vulnerabilities range from intricate
challenges like smudge attacks to more conventional con-
cerns such as brute force attacks and shoulder surfing. This
spectrum of vulnerabilities underscores the pressing need for
ongoing research and the development of novel approaches
in the realm of graphical password security.

Turning our attention to the defensive aspect, out of the
14 attacks mentioned earlier, we have ascertained that 13 of
these attacks have corresponding countermeasures proposed
in previous studies. The use of randomization emerges as
the most prevalent and widely applied technique to enhance
the security of graphical password schemes. Randomization
facilitates the fragmentation and reshuffling of password
images, introducing complexity and making it significantly
more challenging for attackers to remember, guess, or capture
the correct pass image, even when aided by computer vision.

However, despite the advancements in countermeasures,
certain limitations persist in mitigating security attacks, par-
ticularly in light of evolving and increasingly sophisticated
technologies. The amalgamation of findings from numerous
studies underscores the importance of adopting a comprehen-
sive approach to graphical password security. As we advance,
it is imperative to address not only technical vulnerabilities
but also human aspects, usability, and the overall user expe-
rience. Achieving effective countermeasures necessitates
a multidisciplinary strategy that involves security special-
ists, psychologists, and designers, acknowledging the inter-
play of various facets in safeguarding graphical password
systems.
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