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ABSTRACT The integration of fog computing in vehicular networks has led to significant advancements in
road safety, traffic control, entertainment, and comfort services. Vehicular Fog Computing (VFC) emerges
as an optimistic solution, offering a pathway to responsive service requests. VFC uses either onboard vehicle
computers or vehicles as fog infrastructure between the underlying networks and the cloud, addressing the
limitations of centralized data processing in traditional cloud computing. However, VFC faces security
vulnerabilities due to the open nature of its deployment. In this survey, we explore the security threats
confronting VFC and review existing solutions related to their detection and mitigation capabilities. This
paper provides a comprehensive overview of the foundational concept of Fog Computing, VFC architectures,
and their critical role in various intelligent computing applications. Moreover, it spotlights the trust and
security concerns in deploying VFC and real-time big data analytics within the vehicular environment. This
survey identifies pressing issues and outlines potential research directions, offering insights for the research
community to address while designing secure VFC architectures.

INDEX TERMS Security, trust, vehicular cloud computing, vehicular fog computing.

I. INTRODUCTION
There is an increasing need for processing and communi-
cation resources due to the rapid development of vehicular
applications [1]. Therefore, building and deploying rapid
and effective solutions for heterogeneous environments
is crucial. Similarly, academic and industrial researchers
have focused on vehicular ad hoc networks (VANETs) to
enhance traffic flow, drastically reduce car accidents, and
ensure a safe trip. Dedicated Short-Range Communication
(DSRC) allows for single-hop and multi-hop communica-
tions between smart vehicles and roadside infrastructure
while allowing unrestricted movement on the road. The
three primary methods of connection among automobiles
in a Vehicular Ad-hoc Network (VANET) are vehicle-to-
vehicle (V2V), vehicle-to-infrastructure (V2I), and hybrid
communication [2]. These connection methods faced many
challenges, including Vehicle mobility, limited transmission
range, frequently shifting topology, and scalability.
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One of the effective solutions to these challenges was
the deployment of centralized platforms such as cloud com-
puting with VANET to ensure continuous communication
among vehicles while improving their QoS. Vehicular Cloud
Computing (VCC) platform helps vehicles communicate,
perform complex computations, and share information and
communication resources [3]. VCC helps drivers predict
traffic, plan the best routes, and improve traffic conditions
[4], [5].

Furthermore, it improves the autonomous and intelligent
control of vehicles. It reduces the driver’s workload to
the greatest extent possible while offering passengers a
more pleasant trip experience. However, being a centralized
paradigm, VCC has several drawbacks. During communi-
cation, a large amount of data is transferred to the cloud,
requiring a high transmission, processing, and response
time suitable for delay-sensitive and real-time applications,
especially in mobile environments [6], [7].

To overcome the shortcomings of the centralized plat-
form, opting for distributed solutions was necessary. Fog
Computing was proposed as a paradigm that will overcome
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central cloud computing issues [8], [9]. Indeed, the Open Fog
Consortium, which has lately issued a few white papers (e.g.,
[10]), is currently promoting it. A fog is a ‘‘cloud located
near the end devices.’’ It is a distinctive distributed design
that extends the network edge of the usual cloud computing
architecture. Fog can process some application components,
such as latency-sensitive, delay-tolerant, and computationally
intensive applications that can be processed on the network
edge and the cloud server. In this regard, a research paper
proposes utilizing reverse auctions for efficient resource
allocation in mobile cloud-edge. This approach optimizes
task offloading, directing computations to the most suitable
and cost-effective resources. It enhances edge computing
by reducing reliance on centralized servers, ensuring lower
latency, and efficiently utilizing vehicular resources. The
result is improved overall efficiency and responsiveness in
the computing ecosystem [11]. Fog computing provides a
reliable, safe, and valuable computing environment that has
the potential to transform our driving styles [12]. It enables
the efficient use of VANET performance and the support of
features required in various real-time applications, such as
low latency and high computational capability [13]. It extends
VCC features to the network’s edge while handling the
increasing need for storage, processing, and communication
resources [14].

The main goal of this paper is to provide an in-depth
overview of the VFC paradigm. It presents the main
architecture, possible scenarios, applications, and services.
Also, it explores the main challenges in terms of trust,
privacy, security, and cyber threats. The paper focuses on
existing and emerging concepts such as game theory and
artificial intelligence (AI) used to resolve some of the security
and privacy solutions. Also, it provides insights into future
directions and open challenges to improve VFC systems.

Abbreviations and acronyms for themain terms used in this
paper are illustrated in table 1.

A. RELATED SURVEYS
VFC interested several researchers from different fields, who
explored the main functionalities and characteristics of fog
computing and how their integration into vehicular networks
could improve its performance and services through extensive
literature reviews. Authors in [15] covered the operational
aspects of smart vehicles, vehicular communications, and
computational power, focusing less on security and privacy
concerns. However, authors in [16] offered an outline of
architecture, prospective VFC use cases, and security and
privacy issues without providing techniques for identifying
and preventing harmful behavior in a VFC. In addition, three
main aspects of VFC were emphasized in [17]: VFC design,
security, and privacy. Based on the authors’ study, there are
three categories of research focus: resource allocation, data
dissemination, and crowdsourcing. This study also evaluated
other metrics, such as latency, QoS, mobility, confidentiality,
integrity, non-repudiation, privacy, and location verification.
In contrast, there is no focus on solutions based on game

TABLE 1. List of abbreviations.

theory and emergent technology, such as AI, used to secure
the VFC systems.

Table 2 wraps up the existing related surveys discussed in
this section.

The surveys, as mentioned earlier, provide a general
summary of VFC. They primarily analyze the various
architectural approaches to creating a VFC network, the VFC
application domain, and associated technological difficulties.
On the other hand, the current study proposes a detailed
literature analysis that mainly focuses on trust, privacy, and
security in VFC networks. It also describes the various
methods and improvements suggested in the literature for
identifying and preventing harmful actions that damage
communication and computation.

B. THE SCOPE OF THIS SURVEY
This paper presents a systematic and comprehensive review
of the research studies interested in VFC, with a limited
focus on security threats in VFC systems. We investigated
the different application domains and possible deployment
scenarios. We also discussed the research effort proposed to
secure the VFC systems using AI and game theory solutions
and highlighted some open research directions.

The main contribution of this paper is summarized as
follows:

• Provide a deep study of VFC systems, including
VFC architecture, possible scenarios, applications, and
services.

• Shed spot on main challenges of VFC in terms of trust,
privacy, security, and cyber threats.

• Explore existing and emerging techniques such as game
theory and AI used to provide security solutions for
VFC.
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TABLE 2. Related surveys comparison.

• Highlights some open challenges.

The rest of the paper is organized as follows. The concepts
of VFC are introduced and described in Section II. Section III
highlights the major trust and security concerns in the context
of VFC. AI-based and Game theory approaches to secure
VFC are presented in Section IV. Finally, sectionV concludes
the paper by discussing open challenges and the future
direction of VFC.

II. FROM FOG COMPUTING TO VFC
VFC represents a transformative shift from traditional
cloud-centric approaches, extending Fog Computing prin-
ciples to the vehicular domain. In VFC, parked vehicles
serve as a static communication infrastructure, forming a

geo-distributed backbone, while moving vehicles engage in
dynamic communication models, facilitating both single-hop
and multi-hop communication. The hierarchical VFC archi-
tecture encompasses layers from Smart Things to Cloud,
optimizing resource utilization and supporting real-time
applications. By leveraging parked vehicles for connectivity
and computation clusters and utilizing moving vehicles
for dynamic communication scenarios, VFC addresses
challenges unique to vehicular environments, ushering in
a paradigm that enhances vehicular communication and
computation capabilities at the network’s edge [24]. Several
VFC assumptions have been proposed in the literature,
including vehicular cloudlets (cloudlets transported by mov-
ing vehicles) [25], [26], [27], [28], [29]. Hou et al. [30]
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provided an example of cloudlet deployment. The authors
propose combining the idle computational capacity of nearby
vehicles to form a small cloud known as a Jam-Cloud by
converting vehicles–particularly parked and slowly moving
ones–into cloudlets. In this method, vehicles are viewed
as fog users and nodes with underutilized assets that can
considerably boost fog resources and increase the probability
of processing tasks at the network’s edge.

This section highlights various VFC environment ele-
ments, including architecture, probable scenarios, applica-
tions, and services.

A. VFC ARCHITECTURE
A vast array of designs now illustrates the operations and
services of the VFC systems. Indeed, most of these systems
are based on the basic multi-layer Fog Computing framework
described in [16], with cars acting as fog nodes. VFC
extends cloud services to the network’s edge by introducing
a vehicular fog layer between end-user devices and the cloud
layer. Using a decentralized design, VFC can ensure that the
requested tasks are communicated with, controlled, stored,
and computed at the network’s edge. Figure 1 presents a
thorough illustration of VFC networks. Mainly as it is shown
in figure 2, we illustrate the VFC hierarchical architecture,
which is composed of the following four layers:

1) SMART THINGS LAYER
It is the layer that is nearest to the end devices. It mostly
consists of several smart things with different CPU types,
memory, and operating systems. For instance, sensors,
mobile phones, and vehicular smart sensing devices do not
participate in vehicular Fog. They will be responsible for
sensing and transmitting the gathered data to the upper layer
for more processing and computing free spaces [25].

2) MULTI-SERVICE EDGE LAYER
This layer is placed on the network’s edge, is multimodal,
and supports many protocols, such as DSRC Roadside,
Mobile WiFi Offload, Consumer Network, and Electrical
Charging Network. The multi-service edge comprises many
vehicles [31]: parked andmoving vehicles. These vehicles are
extensively dispersed between end devices and the cloud and
are deployed in different places in the physical environment,
such as shopping malls, streets, parks, etc. The end devices
are connected to vehicles, benefiting from fog applications
and services. These vehicles can accomplish real-time and
delay-sensitive applications to transmit and store the received
data. Furthermore, the vehicles are connected to the cloud via
a core network, where more powerful computing and storage
capabilities are achieved [32].

3) CORE NETWORK LAYER
The core network layer must be capable of processing,
controlling, and managing huge volumes of network traffic.
This layer is in charge of regulating end devices and keeping

track of their IP addresses to unify the integration of several
devices into a single cooperative network. Various technolo-
gies, including cable, wireless, and satellite, have aided this
phenomenon. The traffic profile and data types are the major
differences between vehicular Fog and conventional core
networks [33].

4) CLOUD LAYER
In contrast to conventional VCC architecture, not all
computing and storage tasks should be transmitted to the
cloud. This layer comprises several powerful computing
and storage servers used for heavy computation, analysis,
and long-term storage of huge amounts of data. The cloud
core modules are quickly planned and controlled based
on demand to use the cloud resources effectively. Vehicle
fog computing architecture consists of the combination of
various network technologies in which end-devices or smart
objects are connected to the fog vehicles using wireless
access technologies (mainly including WIFI, 3G, 4G, 5G,
ZigBee, Bluetooth, etc.) or wired connections [34]. However,
fog vehicles are connected using other technologies such as
DSRC Roadside, Mobile WIFI Offload, Consumer Network,
and Electrical Charging Network, and then linked to cloud
computing using an IP core network [35]. In a nutshell, this
architecture serves latency-sensitive and real-time applica-
tions. It provides better computational and communication
services in vehicular environments, such as enhanced route
navigation, traffic lights, and optimal scheduling toward a
safe road.

B. VFC POSSIBLE FORMATION SCENARIOS
In a VFC network, the vehicle can be mobile or static,
creating two main scenarios affecting VFC operations. In the
first scenario, the car moves from one place to a specific
location. While in the second scenario, the vehicle is not in
use and is parked somewhere. Both scenarios deploy specific
communication and computation infrastructures that consider
their requirements.

1) PARKED VEHICLES
In any urban area, a huge number of parked vehicles are
widely geo-distributed on the parking lots (mainly street
parking, underground parking, or garages). In this situation,
exchanging information between vehicles is not possible due
to the stable locations of vehicles over a long period [1].
However, using parked vehicles as a part of communication

infrastructure improves connectivity elsewhere. With their
features, parked vehicles can communicate with nearby
moving vehicles and serve as a static backbone for the
network. Integrating parked vehicles as a communication
infrastructure can compensate for moving vehicles’ dis-
advantages, such as changing positions and unbalanced
space and time distribution. By that, parked vehicles’ wide
geo-distribution and long-term staying in a specific location
can positively impact QoS in vehicular communications and
improve the computation of complex tasks [30].
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FIGURE 1. VFC global architecture.

FIGURE 2. The hierarchical architecture of VFC.

As an individual computing resource, vehicles have
a very limited computation capacity. VFC can provide
powerful computation resources to achieve high computation
tasks more efficiently and quickly so that the participating
parked vehicles in VFC create small computer clusters and
offer ample facilities for various complex computing tasks.
Moreover, many realistic scenarios and practical approaches
exploit parked vehicles as infrastructure [26], [36].

2) MOVING VEHICLES
Many research studies have been tuned to the VFC, focusing
on solving communication and computing problems in
a mobile environment where vehicles are deployed as
infrastructure. In a moving scenario, we can distinguish two
main communication models:

Single-hop communication refers to direct communication
between a vehicle and a fixed infrastructure point or
another vehicle within range. In an urban environment,

single-hop communication can occur through various means
such as WiFi, cellular networks, or DSRC systems. Single-
hop communication is often used for immediate and local
information exchange. For example, a vehicle may com-
municate with a nearby traffic light or a roadside unit to
obtain information about traffic conditions, signal changes,
or road hazards. Similarly, vehicles can directly communicate
with each other for purposes like cooperative collision
avoidance or sharing real-time traffic information [37], [38].
While multi-hop communication enables vehicles to relay
messages over longer distances, single-hop communication is
essential for immediate and localized information exchange.
Both approaches complement each other and contribute to
improving network connectivity in urban environments [39].
Authors in [30] take vehicles’ VFC multi-hop character-

istics and moving features to improve network connectivity.
The link between mobility and connectivity in-vehicle
networks may be differentiated using knowledge about
vehicular speed distribution in space and time domains;
this allows for a better awareness of urban communication
situations. Moving vehicles were presented as one of the
most essential message carriers to send information from
one location to another via VFC geo-distribution and local
decision-making. Vehicles can operate as communication
hubs, linking nearby vehicles and connecting with even more
mobile APs [40]. Communication hubs in VFC represent
the backbone for sending information to cloud servers; these
communication hubs are themain networking component that
forms Fog Computing power. It achieves its goal by utilizing
local computational and communication resources rather than
sending all information to the cloud servers. It involves local
decision-making and geo-distribution features, unlike the
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VCC system, which needs to transmit a huge amount of data
between mobile APs and remote servers. VFC shows higher
efficiency, lesser delay, and lower cost when utilizing geo-
related vehicles [40], [41]. Regarding computation, moving
vehicles, particularly slow-moving vehicles, are an important
solution to serve computation tasks in VFC temporarily.
Vehicles jammed around an intersection of streets can also
achieve tasks cooperatively by sharing their resources during
their travels. In the case of infrastructure damage, vehicles
can be connected through V2V communications [18], where
integrating a remote cloud is unnecessary. Vehicles rely on
their computing capabilities and create local mobile cloudlets
to carry out computational tasks and satisfy the computation
demands of individual vehicles. This paradigm turns the
congestion situation into valuable and useful computational
power. According to [3], the involving elements of the
architectural support of this kind of VFC infrastructure can
be processed in 3 steps, as follows:
1) Initially, a chosen vehicle will attempt to establish a

VFC environment by getting initial authorization from
the VFC trusted authority.

2) Following receipt of a successful authorization and
the presence of a sufficient number of vehicles, the
designated broker will ask the area-connected vehicles
to establish a VFC.

3) Finally, computing resources will be pooled to form
a vast VF computing entity resembling a conventional
fog server. In this sort of moving vehicle situation,
traffic lights must be rearranged across a wide area,
and vehicles must be motivated utilizing game-based
and AI-based incentive mechanisms to form numerous
VCs [42], [43].

C. APPLICATIONS AND SERVICES
Drivers can access various real-time applications through the
application and services layer, including fuel feedback, health
detection, and environmental monitoring [44]. It provides the
user with various services, including connectivity, informa-
tion, data processing and storage, and entertainment. The
several services that VFC offers are shown in figure 3.

1) NETWORK AS A SERVICE (NaaS)
The ability of vehicular fog nodes to connect to the cloud
is their most striking characteristic. The vast majority of
automobiles lack Internet access. Clients with Internet access
might offer this service to other clients in need. Many
underutilized resources, such as mobile device networks or
other fixed infrastructure, can be shared on the road to provide
Internet connectivity for interested individuals. Customers
who agree to share their resources must publicize such
information among existing nodes in nearby areas that can
serve as Internet access points [45].

2) STORAGE AS A SERVICE (STaaS)
Due to limited capacity and high storage charges, many
clients request additional storage resources. Vehicles with a

FIGURE 3. VFC applications and services.

significant storage capacity can offer storage as a service in
VFC [46]. As a result, users can run programs that demand a
significant amount of storage and use the additional terabytes
of storage as a short-term backup, boosting the availability
and dependability of data or peer-to-peer applications over
time [47], [48].

3) COMPUTING AS A SERVICE (CaaS)
Most automobiles are stored in garages, parking lots,
or driveways daily for several hours. The huge potential
processing capability of these parked cars is underutilized.
VFC allows clients who wish to improve the processing
power of their devices and conduct enormous computing
operations to gather the underused computing capabilities of
parked vehicles as a new service [49].

4) INFORMATION AS A SERVICE (INaaS) AND
ENTERTAINMENT AS A SERVICE (ENaaS)
A driver’s choice may be influenced by the state of the
roads, warning signs, and emergency information, to name
a few [50]. IaaS offers this information type, which is mostly
employed to guarantee safe automotive operation. To make
users’ days as delightful as possible, entertainment as a busi-
ness offers them advertisements, films, and commercials [51].

III. TRUST AND SECURITY IN VFC
In the multifaceted domain of VFC, security considera-
tions span various facets, from authentication and identity
management to access control, trust management, policy
integration, secure-service management, privacy, data pro-
tection, and organizational security management. Existing
research categorizes security and trust issues in VFC into
six fundamental requirements, providing a comprehen-
sive framework to address vulnerabilities. Notably, trust
emerges as a pivotal element in safeguarding VFC against
malicious nodes and security risks, prompting the explo-
ration of diverse trust models tailored to VFC’s unique
challenges.
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Indeed, the deployment of the VFC system must examine
various security challenges that it may meet to assure
high-quality communication while maintaining an atmo-
sphere of trust. This section will discuss the security issues
related to VFC implementation and highlight mitigation
solutions.

A. OVERVIEW OF THE EXISTING VFC WORKS
Computing technologies can be found in multi-domain
settings, where each domain has its security, privacy, and
trust requirements and the opportunity to use various
interfaces, processes, and semantics. Security risks might
be data-dependent, where malicious behavior is provided by
malfunctioning sensors, or context-aware, where the external
environment produces malicious behavior.

The current study’s main goal is to explore the various
security vulnerabilities in VFC domains while categorizing
them into six major entities:

We classify security and trust issues of these researches
into six requirements:

1) (R1): Authentication and Identity Management,
2) (R2): Access Control,
3) (R3): Trust Management and Policy Integration,
4) (R4): Secure-Service Management,
5) (R5): Privacy and Data Protection and
6) (R6): Organizational Security Management.

Many studies present strategies for securing VFC systems.
According to Soleymani et al. [52], trust is critical to
every security system. Thus, trust models can significantly
prevent VFC against malicious nodes and other security
risks. Furthermore, establishing trustworthiness in VANETs
is crucial because a fog vehicle is regarded as the most
important component. After all, it is responsible for main-
taining end-user secrecy and anonymity. The collection of
interactions between participants or nodes that make up trust
in VFC Building trust inside the VFC is a challenging prob-
lem, though, as many VFC applications include multi-hop
routing with several vehicles, RSUs, service providers, and
communication channels. Trust models in VFC can be
divided into three types [53]:

1) Vehicles or Entity-based trust models.
2) Data-based trust models.
3) Hybrid trust models that focus on analyzing both the

entity and the data.

Each model computes trust in VFC differently and has varied
properties that can be useful in various scenarios and with
various VFC applications. Data-based models may be more
accurate in assessing trust than entity-based ones. Entity-
based models, for example, can be an excellent solution
for dealing with sparse traffic. On the other hand, data-
based models would not perform efficiently and could be
affected depending on interactions because there is a limited
possibility for two cars to meet again (Wu et al., [54]).

B. TRUST MANAGEMENT IN VFC
In VFC systems, building trust between entities is made
possible through trust management. It highlights the methods
and best practices that help build confidence. Trust becomes
particularly important when dealing with sensitive data, such
as health-related data, because the information provided is so
personal.

Many trust models have demonstrated usefulness in
various fields, such as autonomous agents in multi-agent
systems [55]. Meanwhile, multiple traits, like dynamic
topology and vehicle scalability, which are crucial factors to
consider in VFC, can affect their effectiveness. Therefore,
creating the best trust model for VFC is vital.

In the VFC use case, three primary models can be used:
Trust-middleware, collusion deception, and region-based
trust models. The Trust middleware model solves distrust
problems by providing a standalone layer dedicated to
supporting security considerations [56]. It can also be used
as an intermediary between the Internet of Healthcare
Things (IoHT) devices and the cloud to ensure privacy
compliance [57]. It can also be used to assess and enforce
compliancewithOrganization for Economic Cooperation and
Development (OECD) privacy principles, which are widely
recognized guidelines for protecting personal data.

However, in the collusion deception model, If a witness
rates another vehicle several times or incorrectly, a malev-
olent node, for example, uses the same key K to encrypt
the message to the requesting vehicle, which ignores all
communications encrypted with that key. The rogue node
occasionally could take others’ keys [58]. The collusion trust
model addresses the issue of preserving privacy in a content-
based publish-subscribe scheme within fog computing. The
primary focus is protecting user privacy and preventing
potential collusion attacks, where multiple fog nodes could
combine their resources or data to violate privacy.

The last model is the region-based trust model, which con-
siders various physical devices located in multiple locations
with various communication unique types and connection
topologies in the Fog. Fog nodes can still offer customers
localized processing for a quicker response [59]. Figure 4
illustrates the three models used for managing trust in a VFC
environment [44].

C. SECURE-SERVICE MANAGEMENT IN VFC
In the dynamic landscape of VFC, a game-changing
reputation-based service provisioning system unfolds.
Authors in [60], introduce a thorough evaluation of
service providers, incorporating service history, performance
metrics, and user feedback. Beyond authentication measures,
the system enables secure service discovery, allowing users to
make informed choices based on reputation scores. It estab-
lishes stringent service-level security policies, ensuring
providers adhere to top-tier data privacy practices. Notably,
the system’s dynamic reputation-updating mechanisms
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FIGURE 4. Trust management models in VFC.

ensure real-time relevance, empowering users to confidently
navigate the Fog and choose reliable and trustworthy services
in this ever-evolving narrative.

Indeed, integrating Blockchain in VFC played a vital
role in efficiently securing services in VFC [61]. Thanks
to its decentralized nature, Blockchain helped to enhance
the system’s security, protecting data and transactions from
unauthorized access. Encrypted communication protocols
secure information exchange, and access controls permit
only authenticated entities to access computing resources,
reducing the risk of security breaches. Implementing secure
Service Level Agreements (SLAs) increases reliability while
enforcing security requirements. Smart contracts further opti-
mize resource allocation, ensuring efficient use of computing
resources and addressing security challenges in VFC [62].
Also, The authors in [63] propose a framework that

incorporates reputation-based prioritization and resource
allocation techniques in the context of vehicular fog comput-
ing. By considering the reputation of vehicles based on their
past behavior and performance, the framework prioritizes
resource allocation to more trustworthy and reliable vehicles.
It also leverages predictive analytics to estimate future
resource requirements, enabling proactive and optimized
resource allocation. The framework specifically focuses on
the unique challenges of vehicular networks and aims to
enhance resource management, reduce latency, and improve
overall system efficiency. The empirical evaluations and
results provided in the paper support the effectiveness of the
proposed techniques in the vehicular fog computing domain.

D. PRIVACY PRESERVATION IN VFC
Since vehicular fog nodes may acquire sensitive data
about end-user identities, smart grids, or positions, privacy
preservation in the VFC is far more difficult than in the
core network. An attacker can access the vehicular network
by exploiting a poorly protected VF node. Once within the
network, the attacker can mine and abuse the user’s private
data shared across entities [64].

1) LOCATION PRIVACY PRESERVATION
Guaranteeing vehicle privacy also entails ensuring vehicle
identity. Most of the time, the genuine identities of the
vehicles are replaced with pseudonyms. Vehicles regularly
change pseudonyms to avoid being traced indefinitely.

However, because of the significant growth in the number
of vehicles, pseudonym management, including pseudonym
formation, distribution, and revocation, has become a pri-
ority. First, pseudonyms have been managed in centralized
platforms, which requires high computational resources
and time. However, deploying a pseudonym management
system at the network edge (e.g., fog/edge computing)
helped produce, disseminate, and revoke pseudonyms faster,
improving the vehicle location privacy and decreasing the
communication overhead [65]. Also, the vehicles can change
their pseudonyms while keeping their location anonymous
from outsiders using the Cryptographic MIX-Zones (CMIX)
deployed at the crossroads level [66]. Every vehicle inside
a mixed zone is given a symmetric key by the Road Side
Unit (RSU), and when inside the zone, these vehicles use
this key to encrypt all messages. Furthermore, the vehicle can
dynamically manage their keys to protect their privacy, where
the users can use a pseudo-ID to conceal their real identities
while registering for a location-based service (LBS) [67]. The
service session key can be quickly and effectively updated
to achieve forward, backward, and collision prevention.
Also, the vehicles can improve their privacy by interrupting
the heartbeat message delivery when a speed threshold is
reached. This method is called ‘‘SLOW’’ which stands for
‘‘silence at low speeds’’), allowing a synced period for
vehicles to switch their pseudonyms [68].

2) OTHER DATA PRIVACY PRESERVATION
In the context of Fog Computing, Wang et al. present a
privacy-preserving content-based PS system with differential
privacy (PCP). The PCP can protect users’ privacy and the
PS system’s functioning and resist collusion threats [58].
Most privacy-preserving information-gathering techniques
only permit data aggregation for homogeneous IoT devices.
They cannot combine data from hybrid IoT devices into one
in some real-world IoT applications. Lu et al. provide LPDA,
a lightweight privacy-preserving data aggregation technique
for Fog Computing-enhanced IoT. The suggested LPDA
stands out for its use of homomorphic Parlier encryption,
the Chinese Remainder Theorem, and one-way hash chain
techniques to combine hybrid IoT device data into one,
as well as a filter intruding bogus data at the network’s
edge [69]. Another security model for protecting medical big
data privacy in a healthcare cloud using a fog computing
facility and pairing-based cryptography is proposed in [70].
Data theft incidences are thus acknowledged as one of the
riskiest breaches of security of data related to health care in
the cloud, particularly the electronic medical record (EMR),
whichmust be accommodated in enormous data storage in the
healthcare cloud, according to [70]. Also, the authors in [71]
offer a privacy-preserving protocol for improving security in
vehicle crowd sensing-based road surface condition moni-
toring systems employing Fog Computing-based certificate-
less aggregate sign-encryption (CLASC) to ensure privacy,
confidentiality, and integrity.Wang et al. provide a secure and
privacy-preserving navigation strategy based on fog-based
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VANETs that employ vehicular spatial crowdsourcing. Thus,
unlike models that use a trusted authority (TA), a trustworthy
and public agency (TPA) might identify the driver who
submits incorrect traffic information. Nobody, not even
TA, can connect a vehicle’s navigation inquiry with its
identity [72]. Lin et al. have also invented GSIS, a conditional
privacy-preserving protocol for VANETs. They employed
a brief collaborative signature for signing the messages
delivered by cars, ensuring signers’ anonymity and matching
the anonymity and traceability conditions of VANETs
deployment [73]. Weimerskirch and Westhoff presented a
protocol that permits nodes with no extra knowledge to
re-recognize themselves when they encounter them again.
Their method ensures the utmost privacy while maintaining
immutable and non-migrable identities [74].

In table 3, we illustrate all the proposed solutions for
privacy preservation in VFC.

E. ORGANIZATION SECURITY MANAGEMENT IN VFC
The primary contribution of a secure crowd-sensing protocol
for the fog-based vehicular cloud is establishing robust
organizational security management in VFC. It is achieved
by implementing secure data collection mechanisms, safe-
guarding against unauthorized access and tampering [71].
Privacy preservation measures, including anonymous com-
munication and data aggregation, protect individuals’ and
vehicles’ privacy. Access control mechanisms regulate data
and service management, ensuring only authorized entities
access resources. Secure Service Level Agreements (SLAs)
define and enforce security requirements for reliable services.
The protocol also ensures secure resource management,
optimizing allocation to prevent unauthorized usage and
resource wastage, thereby promoting efficient utilization of
computing resources in a VFC environment [34].

After establishing robust organizational security manage-
ment with a secure crowd-sensing protocol for the fog-based
vehicular cloud, another key contribution lies in enhancing
security, privacy, and fairness in vehicular crowd-sensing.
It involves implementing secure data collection, privacy
preservation, access control mechanisms, confidentiality,
and regulated data management. Additionally, the system
employs secure data aggregation techniques and promotes
fairness and accountability among participants [75].

F. ATTACKS IN VFC
Fog vehicles are frequently used in open environments like
VANETs, making them susceptible to attacks that could
damage the system [76]. Information such as the speed and
position of the cars is essential for data transfer in vehicular
networks because most applications in the vehicular system
depend on information about the current traffic situation,
emergency warnings, accidents, congestion avoidance, etc.
The location information in the vehicular network must be
validated using different devices such as radar, GPS, etc. The
algorithm eliminates the improbable spots if the vehicles do

not have such equipment [77]. The tamper-proof GPS device
is one of the most effective solutions for safeguarding vehicle
position. New threats in VFC have not previously occurred
and have had no substantial impact in other contexts, such
as vehicular clouds [78]. Thus, many security approaches
advocated for VCC have been difficult to implement in VFC
due to various flaws. Here is a summary of some of the attacks
that put VFC’s security at risk:

1) MAN IN THE MIDDLE ATTACKS
Most fog vehicles cannot establish secure communication
protocols due to insufficient resources. An eavesdropper can
sniff or intercept messages among fog vehicles in a man-in-
the-middle attack [79]. Indeed, the authors in [80] employ
traffic analysis to identify patterns and detect anomalies
that may indicate the presence of a Man-in-middle attack
(MITM). By monitoring network traffic and comparing it
against normal patterns, the system can identify suspicious
behaviors that suggest an attacker’s presence. In addition
to detection, the paper suggests a reactive prevention
mechanism to mitigate the impact of MITM attacks. When
an attack is detected, the system can block or divert malicious
traffic to prevent further damage or unauthorized access.

2) AUTHENTICATION-RELATED ATTACKS
Authentication is one of the main problems that VFC is
currently dealing with. Numerous approaches are offered
to deal with this problem, but none provide a complete
resolution. It is not advised to rely on a remote authentication
server for this activity, especially as the VFC paradigm
emphasizes the new capabilities rather than sending the data
to the remote servers [81], [82]. Indeed, the Authors in [83]
introduce a certificateless authentication scheme, where
vehicles and fog nodes can establish secure communication
without needing traditional public key infrastructure (PKI)
certificates. It eliminates the requirement for certificate man-
agement and associated overhead, making the authentication
process more efficient.

Also, in [84], the ANAA-Fog scheme has been suggested
as an anonymous authentication mechanism designed for
5G-enabled VFC. This approach enhances security and
privacy by allowing vehicles to authenticate themselves and
their data while maintaining anonymity. The scheme employs
symmetric and asymmetric encryption, secure hash func-
tions, anonymous credentials, and revocation mechanisms to
ensure vehicular communication’s integrity, confidentiality,
and anonymity in 5G-enabled fog computing systems.

3) AVAILABILITY-RELATED ATTACKS
One of the features of VFC is that consumers can use its
services at any time. When a fog vehicle sustains damage,
a related mechanism should promptly redirect consumers
to another nearby node. However, the huge number of
geographically dispersed vehicles presents a significant
challenge [85].In this regard, the authors, in [86], contribute

35162 VOLUME 12, 2024



O. Nazih et al.: Toward Secure and Trustworthy VFC: A Survey

TABLE 3. Privacy preservation in VFC.

by proposing an optimized VFC scheme to efficiently
process and disseminate emergency messages. The scheme
strategically selects fog nodes (vehicles with computing
resources) based on their proximity and availability to the
emergency scene, minimizing delays and enhancing the
overall effectiveness of emergency message dissemination.

4) DISTRIBUTED DENIAL OF SERVICE (DDoS) ATTACKS
A DDoS attack is one of the most difficult security concerns
since it is used to flood a target with bogus traffic. In the
context of vehicular Fog, deploying fog vehicles as bots to
launch many meaningless service requests simultaneously
causes more harm than traditional DDoS. As a result, vehic-
ular fog nodes cannot handle many queries simultaneously,
andMany services may become unavailable over an extended
period [87]. The authors in [88] leverage fog computing
to deploy an anomaly detection mechanism closer to IoT
devices and edge networks. By placing detection modules
at fog nodes, the framework identifies and mitigates attacks
near their source, reducing the impact on the IoT network
and improving response times. This approach enhances
the scalability and efficiency of DDoS prevention in IoT

environments. Indeed, utilizing fog computing to deploy
DDoS mitigation closer to IoT devices can enhance network
performance by filtering malicious traffic at the source and
reducing the impact of attacks on the IoT network [89].

In table 4, we illustrate the Existing attacks that may
threaten VF nodes and the whole VF network. We have
classified those attacks based on six security aspects:
Confidentiality, integrity, availability, authenticity, privacy,
and delivery time.

G. ACCESS CONTROL IN VFC
VFC raises several security and privacy problems, mostly
regarding resource and service access. In conventional
structures, subjects are assigned identities. These identities
are presented to the system during user identification
and validated during authentication. Thus, assigning and
confirming IDs for every VF node in an urban area with a
randomly shifting number of vehicles is impractical.

S. Salonikias presents an Attribute-Based Access Control
(ABAC) system, an access control (AC) method based
on attributes, defined as name-value pairs carrying infor-
mation on objects, subjects, and context. These context
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characteristics make ABAC implementations context-aware,
making them an ideal candidate for ITS applications where
context impacts the whole system behavior [99].

In traditional computer systems, the reference monitor
is frequently incorporated with the secured objects or
implemented in a centralized place that receives inquiries
for distributed objects, such as Cloud Computing [100].
However, both techniques are challenging in a dynamic and
dynamically distributed ITS system like Fog Computing,
where AC choices are made in real-time. However, both
approaches are impractical in a dynamic and distributed
ITS environment like Fog Computing, where access control
requires real time decisions.

C. Dsouza et al. propose a policy-based resource AC
in Fog Computing to promote secure cooperation and
interoperability among multiple user-requested resources.
They demonstrated the applicability and utility of their
technique by implementing a VFC idea in various use-
case scenarios [101]. They suggested a VFC environment,
a heterogeneous distributed architecture designed to enable
real-time communication between smart systems and com-
muters. They also actively track traffic behaviors to allow for
traffic preemption and safe commuter redirection.

H. SECURE COMMUNICATIONS IN VFC
Mainly, secure communications in VFC can be divided into
two types [64]: Inter and Intra constrained-IoT/VF nodes
communications. The attackers in the VFC can send bogus
messages, such as wrong information, to the network during
the communication process [52]. These components proved
the need for an effective and adaptable end-to-end security
technique for VFC communications, capable of dealing
with unstable network connections and achieving security
settings appropriate for various applications. To ensure the
confidentiality and integrity of data, Hu et al. [6] indicate the
use of lightweight encryption or masking algorithms during
communications from VFC to the cloud. When sending data
from the VANET to the cloud, the authors of [12] illustrate
that secure communication should be resilient and flexible
in a resource-constrained vehicular fog context. Fang et al.
create a lightweight, secure routing protocol AODV (SAL-
SAODV) in the VFC based on source anonymity to improve
security design and communication performance [102]. Also,
Wang et al. introduce the anonymous and secure aggregation
scheme (ASAS) in Fog Computing, which is a scheme
to assure data confidentiality when transporting data from
edge devices to the cloud using bilinear pairings and the
Castagnos-Laguillaumie cryptosystem approach [103].

I. OTHER TRUST AND SECURITY ISSUES IN VFC
Other trust and security issues, including service availability,
can appear in the VFC system. A denial of service (DOS)
can be produced when several VF nodes request the same
service simultaneously [104]. It requires the development of
new defense systems that protect VFC services from this kind
of attack while preserving resource consumption [105].

Securing data shared among many vehicular positions,
such as orchestration between parked fog vehicles and moved
fog vehicles, is also one of the major critical issues that
can occur in the VFC system [106]. New security service
provisioning models should also be suggested to correctly
recommend security services with a crowd-sensing-enabled
mechanism in the VFC system [107].

IV. AI AND GAME THEORETIC-BASED SOLUTIONS FOR
SECURITY AND PRIVACY IN VFC
Embark on a journey through the dynamic landscape
of VFC, where security and privacy challenges find
innovative solutions at the intersection of Game Theory
and Artificial Intelligence (AI). This exploration unravels
strategic game-based approaches and AI-powered solutions,
showcasing the synergy that fortifies VFC against cyber
threats. From pseudonym-changing games to decentralized
blockchain applications, this narrative provides a concise
yet comprehensive overview of the transformative power
of combining strategic games with intelligent algorithms.
However, various solutions have been proposed to address
these security threats and maintain VFC security, privacy, and
trust.

A. GAME THEORETIC-BASED APPROACHES FOR
SECURITY AND PRIVACY IN VFC
With the increase in cyber-security attacks, game theory has
become a useful tool for answering security and privacy
issues for reliable network communication [108], [109],
[110]. Game theory is the formal study of conflict and
cooperation among several stakeholders, and it is used when-
ever the actions of multiple individuals are interdependent.
Individuals, groups, businesses, or any combination of these
entities may act as agents. The notion of game theory
gives a vocabulary for developing, structuring, analyzing,
and comprehending strategic scenarios. Security games are
a type of game that investigates the interplay between
malicious attackers and defenders. Security game techniques
are commonly employed to forecast attacker behavior as a
foundation for formal decision-making.

One of the most important things in VFC implementation
is deploying an incentive mechanism to ensure efficient and
secure data transmission. Dealing with the selfishness prob-
lem by encouraging nodes to participate in data forwarding
and protecting the privacy of vehicle users is needed. Several
research projects have been carried out and tested to promote
cooperation and save the privacy of vehicle users.

A vehicle in VFC sends out safety and entertaining mes-
sages regularly, which can potentially expose the vehicle’s
position [111]. To solve this issue, the vehicles can hide their
identities using substituted pseudonyms [65], [67], [112].

Vehicles may play a pseudonym-changing game to decide
whether to alter their pseudonyms while meeting in social
hotspots [30].
The suggested approach allows vehicles to communi-

cate and maintain their privacy. Numerical findings reveal
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TABLE 4. Existing attacks in VFC.

that the proposed pseudonym method outperforms existing
pseudonym management schemes regarding vehicle location
privacy while communication overheads are decreased.
However, there was no consideration of vehicle mobility,
which makes the efficiency of the proposed solution in a
dynamic environment unknown [113].

Furthermore, authors in [114] have considered three types
of attacks, namely Sybil attacks, tampering message attacks,
and packet loss profits attacks [115], [116], and three aspects
of privacy, namely data, social attributes, and transaction
privacy. Indeed, the authors presented an incentive-based
data forwarding technique to increase message transmission
efficiency in IoVwhile protecting vehicle users’ private infor-
mation. It is divided into three modules: location prediction,
message processing, and node incentive protection. First,
a vehicle movement model for position prediction is created.
Following that, a trajectory dataset is extracted. A vehicle
similarity computation approach based on moving trajectory,
where vehicle groups with high similarity are discovered,
is also proposed [117].

The data privacy is then protected by a mechanism called
privacy-aware task allocation and data aggregation (PTAA),
which is based on a crowd-sensing model with the help of fog
nodes. In the IoV, a Robin Steiner bargaining game is used to
cope with the selfishness of the node.

As a result, the vehicles show competitiveness in defending
against attacks while guaranteeing a user’s privacy. However,
this study should be investigated and tested in different
scenarios, such as the parked scenario [30]. Similarly, authors
in [116] develop a bargaining-based approach to managing

a vehicle’s reputation (DREAMS). It considers reputation
query, reputation computation, reputation manifestation,
network monitoring, and information record [117], where
vehicle users with low reputation values are misbehaving
nodes, and the SPs cannot serve them.

V2X communication technology, which uses themm-wave
frequency spectrum, accelerates this technology with huge
bandwidth and beamforming. This approach decreases
mutual interference and enhances network performance.
However, content caching is difficult due to limited
local storage and high data transmission costs. The
authors in [118] proposed a route segmentation model for
mm-Wave V2X communication using evolutionary game
theory and developed centralized and distributed algorithms
for the evolutionary content cache game. In vehicular Fog,
the suggested evolution algorithm directs vehicles to use the
ESS for content storage.

Centralized computation offloading poses security threats.
A decentralized approach using blockchain technology
enables transparent, verifiable, and traceable network activ-
ities in computation offloading. Network entities are intro-
duced, and interactive smart contract operations are designed
to minimize user payments. The Stackelberg game frame-
work solves the optimal smart contract design problem,
demonstrating high security and efficiency guarantees [78].
Also, the authors in [119] look into VFC scenarios

where clients offload computation to nearby edge or fog
computing nodes, such as moving vehicles. The authors
emphasize decentralized multi-agent decision-making in an
unknown game, where each agent does not know the game’s
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composition or opponents. Using an uncoupled learning rule,
they generalize the decentralized decision-makingmethod for
multi-agent instances. The multi-agent approach detects and
reacts to unpredictable offloading cost variations.

Also, the authors in [120] likely aim to address issues
related to efficient computation offloading in dynamic vehicle
networks, considering both computational task allocation
and network resources. The research may provide a novel
strategy for maximizing the performance of such networks
in terms of computation offloading and resource allocation
by applying Contract-Stackelberg to motivate VF nodes with
idle resources for cooperation.

Similarly, the authors in [121] propose a game theory-
based approach that enables verifiable and fine-grained data
management in VFC. It addresses the challenge of managing
large-scale data generated by vehicles while maintaining data
privacy and integrity. Indeed, they design a game model
that captures the interaction between vehicles and fog nodes,
considering both the privacy concerns of the vehicles and the
resource limitations of the fog nodes.

B. AI-BASED APPROACHES FOR SECURITY AND PRIVACY
IN VFC
The authors in [122] introduce perception reaction time
(PRT), which indicates the time of safety-related applica-
tions and reflects road efficiency and security. Similarly,
a VFC platform called oneVFC, through the aggregation of
resources from nearby vehicle fog nodes and ITS infrastruc-
ture, is proposed [123]. In this sense, oneVFC uses oneM2M,
an IoT middleware standard for achieving interoperability
across heterogeneous machine-to-machine (M2M) and IoT
systems in areas such as smart health and smart farming. The
oneVFC platform is tested for AI/DL-based ITS applications
in AI-based model exploitation and training. Another hybrid
approach, fuzzy reinforcement learning (FRL), was proposed
in [124]. The approach combines fuzzy logic (FL) and
reinforcement learning (RL) to deal with task-offloading
problems in VFC. It was utilized in smart settlements located
near rural roads. Indeed, this combination of FL and RL has
been used to speed the identification of possible fog vehicles
with idle resources while lowering overall energy usage and
average reaction time while protecting fog vehicle privacy.

Furthermore, the authors in [125] develop a new V2V
partial computation offloading scheme based on deep
reinforcement learning (DRL) and evaluate the service
availability of surrounding vehicles regarding idle computer
resources and vehicle mobility. Based on the actor-critic
paradigm, they created an algorithm that determines service
vehicle selection, task segmentation, and computational
resource allocation in both the task vehicle and the service
vehicle.

The authors in [126] discuss major challenges when
providing intelligence and computation capabilities to vehic-
ular networks. These challenges arise due to the rapidly
changing network dynamics, high mobility, and high relia-
bility with rigorous security requirements that characterize

modern vehicular networks. They have studied vehicular fog
architecture implementation, considering the deployment of
resource allocation and task offloading using deep learning
algorithms.

Also, the authors in [127] treat the computational offload-
ing problem as a Markov decision process (MDP) while
accounting for the time-varying computing capacity of
a dynamic fog server and unpredictable communication
channel properties in the vehicular network. The proposed
solution is an RL-based approach called FedOVe for deter-
mining an optimal association among RSUs and fog servers
to optimize energy consumption for RSUs and load balancing
for fog servers formed with vehicles with idle computing
resources.

Also, the authors in [128] propose an online learning (real-
time learning) approach, described as an advice-based learn-
ing approach. In this approach, an RSU that has previously
learned about the performance of the cars in its coverage area
uses that knowledge to advise a neighboring RSU that lacks
the experience to make appropriate assignment selections.
This method was tested in a moving vehicle scenario to
compare it to the case where no advice is shared between
RSUs about the vehicles’ ability to offload idle resources.

Another contribution of multi-agent reinforcement learn-
ing for cooperative edge caching in the Internet of Vehi-
cles (IoV) is leveraging artificial intelligence to optimize
edge caching in vehicular fog computing. By employing
multi-agent reinforcement learning, vehicles collaboratively
make caching decisions based on local observations, enhanc-
ing the efficiency and effectiveness of edge caching in the
IoV [129]. This AI-based approach facilitates intelligent
decision-making, optimizing caching policies through learn-
ing from interactions with the environment and other vehi-
cles. It ensures efficient resource utilization by dynamically
adapting to traffic patterns, content popularity, and vehicle
movements, leading to reduced latency and improved data
availability. Furthermore, the approach exhibits scalability
and adaptability, enabling effective caching decisions as the
number of vehicles in the IoV increases [130].
In table 6, we summarize the AI-based research works for

assessing security and efficiency in a VFC environment.

V. OPEN CHALLENGES
This section introduces some major challenges and potential
future research directions in cybersecurity and trust in
VFC, such as trust and certificate revocation management,
Cryptography, malware, and intrusion detection [131], [132].
In terms of trustworthiness, Vehicles in VFC may

misbehave by sending faulty information, sharing it with
untrustworthy entities, or withholding it selfishly. Adopting a
trusted third-party model for secure communication between
VF nodes and end-users is crucial to address this issue.
Considering the regional nature of the vehicular environment
and users’ assigned roles is also important [59]. Region-
based trust management can handle join/leave requests,
and users can be selected based on assigned roles through
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TABLE 5. Summary of game theoretic-based approaches in VFC.

TABLE 6. Summary of research works of AI-based models in VFC.

verification and authorization strategies, and detecting any
policy violation. However, these solutions may not fully
protect against insiders, necessitating improvements in trust
management models. Currently, the research focuses on
developing Certificate Revocation List-based (CRL) solu-
tions to control the trust [133]. It relies on revoking, before
the estimated expiry date, a list of digital certificates that have

been issued by certificate authorities (CA). After revocation,
these certificates remain untrusted. This technique is still
under development and not widely deployed in VFC. Another
challenge for VFC security, privacy, and non-traceability
is Key distribution management. However, models for
periodically switching certificates, pseudonym distribution,
and short-duration keys are not yet defined [134]. Critical
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issues in the VFC system, such as key size, protocols, and
authentication delays, are still under study. Furthermore,
Developing efficient anti-malware frameworks or intrusion
detection systems (IDS) is a critical problem for VFC
systems, enhancing network security from malicious activity
or policy violations in different communication modes (V2V,
V2I, or both). Research is needed for responses to intrusions
based on cost-sensitive models, game theory, and proactive
tactics [135].

VI. CONCLUSION
VFC has emerged due to emphasizing better utilization of
vehicle resources and enhancing intelligent transportation
networks. This novel paradigm enables more efficient collab-
oration among vehicles, significantly reducing data transfer
time and network communication stress. This technology
additionally meets the requirements of new real-time or
latency-sensitive applications. The present research discussed
VFC in terms of hierarchical architecture, characteristics,
security risks, and countermeasures. The significant security
gaps that must be addressed in future research have been
identified. To summarize, vehicular fog benefits vehicular
networks more than vehicular clouds. Several concerns must
be addressed to guarantee that the security requirements are
met.
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