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ABSTRACT In the burgeoning landscape of blockchain technologies, the quest for a robust and com-
prehensive evaluation framework remains an exigent challenge. This study introduces an unprecedented
methodology that synergizes the common vulnerability scoring system (CVSS) and the weighting mech-
anism to evaluate blockchain platforms across the multiple dimensions of mainnet, fungible tokens, and
non-fungible tokens, using miscellaneous criteria such as legal compliance and proprietary technology.
CVSS is employed to perform a quantitative assessment of blockchain-specific vulnerabilities across various
sub-factors, thereby establishing an empirical foundation. Subsequently, the weighting mechanism is used to
effectively translating qualitative insights into quantifiable metrics. The introduction of this methodological
framework is particularly timely and necessary considering the rapidly evolving landscape of blockchain
technology. It promises to standardize the evaluation process, providing a robust foundation for future
research, policy-making, and technological advancements in the blockchain domain. Consequently, our
study not only fills a critical gap in the current literature but also paves the way for a more systematic
and informed approach to blockchain assessment. This dual-tiered approach not only ensures a balanced
evaluation, capturing both mechanistic intricacies and human subjectivity, but also renders a highly adapt-
able and scalable framework. The proposed methodology is anticipated to significantly contribute to the
standardization of blockchain evaluation, thereby fostering informed decision-making among stakeholders
and catalyzing advancements in the blockchain ecosystem.

INDEX TERMS Analytic process, blockchain assessment, blockchain CVSS, blockchain evaluation, CVSS,
decentralization, EthereumPoW, legal compliance, scalability, security, standards.

I. INTRODUCTION
Blockchain technology has attracted significant interest since
its inception, and extensive research has been conducted to
explore its disruptive potential across a myriad of sectors
ranging from finance [1], [2], [3] and healthcare [4] to supply
chain management [5] and beyond. As technology advances
into increasingly complex territories, the imperative for a
robust, holistic evaluation framework becomes ever more
acute. Existing methodologies typically offer a unidimen-
sional lens, either focusing on technical specifications or
relying heavily on expert opinion, thereby neglecting the
multifaceted complexities intrinsic to blockchain systems.

The associate editor coordinating the review of this manuscript and
approving it for publication was Catherine Fang.

Moreover, the absence of a standardized approach hampers
comparability and hinders the adoption of superior technolo-
gies. It is within this lacuna that the present research is
situated, aiming to ameliorate this discrepancy through an
innovative, interdisciplinary methodology.

In the swiftly evolving realm of digital assets, a robust,
comprehensive, and adaptable evaluation framework is nec-
essary. This need is not just academic conjecture but a practi-
cal imperative, as underscored by the International Monetary
Fund (IMF)’s recent report, ‘‘Assessing macrofinancial risks
from crypto assets’’ [6]. The IMF’s groundbreaking work
with its crypto-risk assessment matrix (C-RAM) marks a
crucial step in understanding the sector’s vulnerabilities and
shaping informed policy responses. However, this macro-
financial lens, predominantly focused on country-specific
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risks, reveals a significant gap in the systematic evaluation
of individual blockchain ecosystems, encompassingmainnets
and various token types.

Our study addresses this critical gap by introducing a
nuanced, multi-criteria evaluation framework that transcends
macro-financial considerations. This framework is not only
an academic contribution but also a necessary tool in the
current landscape of digital assets. By employing a blend of
common vulnerability scoring system (CVSS) metrics and a
hierarchical process, we provide a comprehensive evaluation
mechanism across four major categories: mainnet, fungi-
ble token, non-fungible token, and miscellaneous criteria.
The importance of this study is manifold. Firstly, it offers
regulatory bodies and blockchain developers a rigorous, data-
driven methodology for decision-making. In a field where
technological advancements occur at breakneck pace, our
framework provides a stable foundation for assessing and
adapting to new developments. Secondly, the framework’s
adaptability to different blockchain platforms and scenar-
ios is pivotal. From emerging DeFi projects to established
platforms such as Ethereum undergoing significant upgrades
(e.g., Ethereum 2.0), our methodology is versatile enough
to accommodate and evaluate these diverse contexts. This
adaptability is critical for stakeholders who must navigate the
complexities of this rapidly changing sector.

A dual-tiered framework is proposed for the compre-
hensive evaluation of blockchain platforms, amalgamating
blockchain CVSS and the hierarchy process. The former
provides a quantitative assessment matrix, enabling meticu-
lous scrutiny of blockchain-specific vulnerabilities across a
panoply of sub-factors. The empirical foundation of CVSS
imparts a level of objectivity, thereby mitigating the idiosyn-
crasies associated with qualitative assessments. However,
technology, by its very nature, is not solely a product of
mechanistic functions; human subjectivity and expert insight
invariably influence its interpretation and utility. To this end,
the hierarchy process is invoked as a complementary tool,
designed to collate and quantify expert opinions through pair-
wise comparisons. The harmonization of these two distinct
methodologies engenders a balanced, adaptable, and highly
scalable evaluation framework. The proposed framework was
evaluated on a case study of EthereumPoW, also known as
Ethereum 1.0. The decision to focus on EthereumPoW was
strategic, aimed at leveraging historical depth, operational
stability, and a rich dataset for a more comprehensive and
empirically grounded evaluation. While Ethereum 2.0 unde-
niably represents the future, its current state of flux and
partial implementation make EthereumPoW a more suitable
candidate for this study’s objectives. The overarching objec-
tive is twofold: (i) to provide a comprehensive evaluation
matrix that is both empirically rigorous and sensitive to the
nuanced perceptions of domain experts; (ii) to contribute to
the standardization of blockchain evaluation, thereby serving
as a catalyst for informed decision-making among stakehold-
ers and technological advancements within the blockchain
ecosystem. The remainder of this paper is structured as

follows. Section II elucidates the theoretical underpinnings of
both CVSS and the hierarchical process, expounding on their
individual merits and limitations. Section III delineates the
methodology, offering a step-by-step guide to the evaluative
process. Section IV presents a case study wherein the pro-
posedmethodology is applied to extant blockchain platforms,
subsequently facilitating a comparative analysis. Finally,
Sections V and VI conclude the paper, summarizing key find-
ings and describing the limitations of this study to indicate
avenues for future research.

In summary, this study endeavors to fill a conspicuous gap
in the extant literature by proposing a comprehensive, inter-
disciplinary approach to blockchain evaluation. Through the
integration of CVSS and weighting mechanisms, this study
introduces a methodology that captures both the quantitative
and qualitative aspects of blockchain technology, helping
advance the field toward a more standardized and robust
evaluative framework.

II. RELATED WORK
The key points of our research underscore the significance
of our methodological advancements. By integrating CVSS
metrics with a hierarchical process, we capture the dual nature
of blockchain technology, encompassing both its mechanistic
functions and the human subjectivity inherent in its use and
interpretation. This comprehensive methodology not only
helps the standardization of blockchain evaluation but also
serves as a catalyst for informed decision-making among
stakeholders, propelling technological advancements within
the blockchain ecosystem.

As blockchain technology grows in complexity and diverse
applications, there is a growing need for a clear and com-
prehensive evaluation approach [7]. Many current methods
of evaluation tend to focus excessively on either numbers
(quantitative) or expert opinions (qualitative). To address this,
we discuss the CVSS, a well-recognized system used to
measure how serious different technology problems (vulnera-
bilities) are. Originally used in cybersecurity, CVSS provides
a score to these problems based on potential severity, potential
exploitability, and ease of fixing. This scoring is helpful
because it is based on clear rules, making it a fair way
to compare different issues. However, CVSS is not perfect
as it is strongly focused on numbers without considering a
wider perspective, particularly in complex systems such as
blockchain. Additionally, only examining individual prob-
lems may not provide adequate understanding of how these
issues fit together in a bigger system.

Previously conducted studies related to the use of CVSS
in various fields are summarized in Table 1. Vilches et al.
explored the limitations of CVSS in the robotics domain,
proposing a robot vulnerability scoring system (RVSS) [8].
Although this seminal work adapted CVSS to specialized
systems, it did not directly apply this system to blockchain
technologies. Nevertheless, this methodology can offer valu-
able insights into tailoring CVSS for blockchain evaluation.
Similarly, Shahid and Debar introduced a natural language
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TABLE 1. CVSS related work analysis in various fields.

processing (NLP) approach to automate CVSS scoring [9].
Although their focus was on automation and explainability,
they did not delve into domain-specific adaptations of CVSS,
which is a central concern in the present study. Keramati
critiqued CVSS for its limited range of scores and proposed
a new scoring system that considers both intrinsic and tem-
poral features of vulnerabilities [10]. While such a critique
of CVSS is valuable, the proposed alternative system may
not align with the research objective of adapting CVSS for
blockchain evaluation. Finally, Le and Hoang introduced a
mathematical model based on Markov chains and CVSS
to compute the probability distribution of cloud security
threats [11]. Although they employed mathematical mod-
eling, the focus on cloud security makes their system less
applicable to blockchain technology. However, their method-
ology can be adopted for a more quantitative approach to
blockchain vulnerability assessments.

Although existing research offers valuable insights into the
applications and limitations of CVSS, its applicability and
adaptation to blockchain technologies has not been directly
addressed [7]. This gap in the literature underscores the nov-
elty and significance of the present study in tailoring CVSS
to the unique characteristics and requirements of blockchain
systems. In the context of blockchain technology evaluation,
Yang et al provided a focused exploration of security audits
in blockchain systems. This research emphasized the critical
role of security audits in identifying vulnerabilities within
blockchain networks, highlighting common security flaws
and proposing mitigation strategies. Although Yang et al.’s
work contributed significantly to understanding blockchain
security, it primarily concentrated on audit mechanisms and
tools.

In contrast, our study expands the scope of evaluation by
integrating a novel adaptation of CVSS specifically tailored
for blockchain technologies. Our approach transcends the

traditional audit focus, offering a multi-dimensional frame-
work that assesses various aspects of blockchain ecosystems,
including technical robustness, regulatory compliance, and
operational dynamics. This broader perspective is crucial in
comprehensively evaluating blockchain platforms, address-
ing not only security concerns but also the diverse ele-
ments that constitute the blockchain ecosystem. Therefore,
while Yang et al.’s research provides valuable insights into
blockchain security audits, our methodology represents a
significant advancement, offering a more holistic and versa-
tile tool for blockchain evaluation. The integration of CVSS
into our proposed methodology alleviates the individual
limitations of each frameworkwhile amplifying their comple-
mentary strengths. CVSS provides the empirical backbone,
offering an algorithmic, standardized evaluation that miti-
gates the subjective biases often associatedwith expert-driven
assessments.

In summary, the harmonious amalgamation of CVSS
engenders a more balanced, comprehensive evaluation mech-
anism. This hybrid framework aims to bridge the epistemo-
logical gap between quantitative rigor and qualitative insight,
thereby fostering a nuanced understanding of blockchain
ecosystems. In laying the theoretical groundwork [12], [13],
[14], [15], [16], [17], [18], [19], [20], [21], [22] through
an examination of these two methodologies, our research
responds to these challenges by introducing an innovative,
dual-tiered evaluation framework. This framework syner-
gistically combines the empirical rigor of CVSS with the
nuanced insights afforded by a hierarchical process. This
approach not only bridges the gap in existing methodolo-
gies but also aligns with the broader discourse initiated by
influential entities such as the IMF. The IMF’s recent focus
on macro-financial risks of digital assets, while pivotal, does
not address the intricacies of evaluating individual blockchain
platforms and ecosystems.
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FIGURE 1. Overview of the comprehensive blockchain assessment methodology.

III. METHODOLOGICAL FRAMEWORK FOR A
COMPREHENSIVE EVALUATION OF BLOCKCHAINS
The blockchain paradigm, with its expansive scope and
continually evolving landscape, presents a compelling yet
challenging topic for rigorous academic inquiry. Traditional
evaluation frameworks have often fallen short of capturing
themultifaceted complexities inherent in blockchain systems.
In light of this, the current study seeks to develop an inno-
vative, dual-tiered methodological framework that bridges
quantitative and qualitative approaches by integrating CVSS.
This section details the nuanced structure and executional
steps involved in this comprehensive methodology, elucidat-
ing the methods used to address the extant limitations in
blockchain assessment.

The methodology for evaluating blockchain platforms
is bifurcated into two distinct but interconnected phases:
Phase 1 focuses on a quantitative assessment using
blockchain CVSS, whereas Phase 2 adopts a qualitative
assessment framework augmented by a specialized weighting
mechanism (Figure 1). Our new interpretation of blockchain
CVSS is summarized in Table 2. The first phase employs a
five-step approach tailored to the unique challenges presented
by blockchain technology. The process begins with ‘‘initial
assessment and planning,’’ whereby the scope and method-
ology for the subsequent security audit are laid out. This is
followed by ‘‘vulnerability identification,’’ which entails a
comprehensive security audit aimed at identifying potential
risks and vulnerabilities in the system. The third step, ‘‘scor-
ing with blockchain CVSS,’’ quantifies these vulnerabilities
by assigning them scores ranging between 0 and 10, thus
indicating the severity of each risk within the blockchain
ecosystem. The fourth step, ‘‘severity classification,’’ catego-
rizes these vulnerabilities into severity levels—critical, high,

medium, and low—based on their blockchain CVSS scores.
This adds a qualitative layer to the quantitative metrics, offer-
ing a nuanced understanding of the risk landscape. Finally,
the fifth step, ‘‘risk prioritization,’’ ranks the identified vul-
nerabilities in order of their severity and potential impact,
thus providing a roadmap for targeted risk mitigation. The
initial phase of the proposed methodology employs CVSS,
an industry-standard tool that provides a robust, algorithmic
framework for quantitatively evaluating vulnerabilities. The
first step involves the meticulous identification of pertinent
sub-factors that encapsulate the multifarious characteristics
of blockchain platforms. These sub-factors span a range of
technical and non-technical aspects, including but not limited
to decentralization, scalability, token economy, and legal
compliance.

After the quantitative assessment, the methodology transi-
tions into the second phase, delving into qualitative analysis.
This phase leverages the scores and classifications obtained
from Phase 1 to weight different aspects of blockchain
technology, such as decentralization, scalability, resource
management, encryption technology, and smart contracts.
However, the variations in scale and impact of raw CVSS
scores may preclude direct comparisons across different
sub-factors. Consequently, normalization of these scores is
imperative to ensure a consistent comparative framework.
The proposed weighting mechanism typically involves scal-
ing the scores to a standardized range, commonly 0 to 10,
through mathematical transformations that preserve the rela-
tive distances between scores.

Blockchain CVSS scores function as weight coefficients,
influencing the relative significance of each evaluation cate-
gory in the comprehensive assessment. This approach enables
a balanced and empirically substantiated evaluation, allowing
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TABLE 2. Blockchain CVSS scoring according to different methodology components.

stakeholders—ranging from developers and policymakers to
investors—to focus their efforts on the most critical and perti-
nent areas. By integrating these two phases, our methodology
offers a holistic framework for the nuanced evaluation of
blockchain platforms, thereby paving the way for targeted
improvements and effective risk mitigation. This approach
should provide a robust and comprehensive methodology
suitable for inclusion in a scholarly journal, as it encapsulates
both quantitative and qualitative dimensions in the assess-
ment of blockchain platforms.

A. PHASE 1: QUANTITATIVE ASSESSMENT FOR
BLOCKCHAIN CVSS
For an effective quantification of the security vulnerabili-
ties in blockchain networks, existing vulnerability scoring
systems should be adapted to the nuanced complexities
of blockchain technology. Therefore, this study proposes
blockchain CVSS as a specialized version of the traditional
CVSS v3. In the blockchain CVSS system, the terminology
used in standard CVSS scoring is modified to better fit the
context of blockchain without altering the fundamental math-
ematical model. The blockchain CVSS is a pivotal element
in the proposed comprehensive methodology designed to
assess the security and performance metrics of blockchain
platforms. Based on the foundational principles of traditional
CVSS, blockchain CVSS has evolved its focus to address
the unique challenges and attributes inherent to blockchain
technology. Our new interpretation of blockchain CVSS can
be expressed in a formula as equation (1) follows. Blockchain
CVSS consists of two main components:

1. Blockchain impact metrics:
A. Confidentiality impact (BConfImpact)
B . Integrity impact (BIntegImpact)
C. Availability impact (BAvailImpact)

2. Blockchain exploitability metrics:
A. Attack vector (BAttackVector)
B. Attack complexity (BAttackComplexity)
C. Privileges (BPrivilegesRequired)
D. User interaction (BUserInteraction)

In contrast to CVSS, which offers a broad framework to
assess a variety of software vulnerabilities, blockchain CVSS

is specifically fine-tuned to evaluate vulnerabilities in key
blockchain components such as decentralization, scalabil-
ity, resource management, encryption technology, and smart
contracts. The base score is calculated using the following
formula:

Blockchain Base Score = Roundup (min(Blockchain Impact

+ Blockchain Exploitability, 10))
(1)

where:

Blockchain Impact

= 1 − [(1 − BConfImpact)

× (1 − BIntegImpact) × (1 − BAvailImpact)] , (2)

Blockchain Exploitability

= 8.22 × BAttackVector × BAttackComplexity

× BPrivilegesRequired × BUserInteraction (3)

Within the blockchain CVSS framework, each vulnerabil-
ity is assigned a numerical score ranging between 0 and 10.
This score serves as an indicator of the severity of the risk
within the blockchain ecosystem. A score of zero implies
minimal security risk, whereas a score of 10 represents
a critical vulnerability. This scoring mechanism facilitates
risk prioritization, thus enhancing the security profile of the
evaluated blockchain platform. Beyond numerical scoring,
the proposed approach incorporates severity classifications
adapted from CVSS version 3, adding a qualitative layer to
the quantitative assessment for a more nuanced interpretation
of the impact of each vulnerability.

In our blockchain evaluation methodology, blockchain
CVSS serves a dual role, not only quantifying the vulner-
ability levels associated with various facets of blockchain
technology but also functioning as a scaling factor in the
overall evaluation. Unlike traditional CVSS, which gener-
ally evaluates the security of software systems, blockchain
CVSS scores are repurposed to act as weight coefficients
for different evaluation criteria specific to blockchain. These
coefficients proportionately influence the significance of
each category in the comprehensive assessment. Conse-
quently, categories with higher blockchain CVSS scores are
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allocated greater weight, underscoring the importance of
addressing the higher risk posed by the more critical ele-
ments. By incorporating the blockchain CVSS scores into
the evaluation process as weighting factors, our methodol-
ogy offers an empirically validated framework for nuanced
evaluations. This approach empowers stakeholders—from
developers and policymakers to investors—to focus on areas
that warrant immediate attention, paving the way for targeted
improvements and risk mitigation.

B. PHASE 2: QUALITATIVE ASSESSMENT USING A
WEIGHTING MECHANISM
The second phase of the methodology integrates the weight-
ing mechanism using various equations. This mechanism is
a decision-making tool revered for its capacity to translate
qualitative evaluations into quantifiable metrics. Given the
subjective nature of some sub-factors, qualitative assessment
is indispensable for a holistic evaluation of blockchain plat-
forms. The first step in this phase entails assembling an
expert panel consisting of individuals with a high degree
of domain expertise in blockchain technologies and asso-
ciated fields. After structuring the expert panel, pairwise
comparisons are conducted using the weighting mechanism.
This involves presenting experts with pairs of sub-factors
and eliciting their judgments regarding the relative impor-
tance of each. These judgments are then quantified through a
structured mathematical process, the core of which involves
the calculation of eigenvalues and eigenvectors to derive the
weighting of each sub-factor. While the weighting mecha-
nism offers a robust framework for qualitative assessment,
it is not devoid of limitations. The process is susceptible to
the biases and subjectivities inherent in any expert-driven
evaluation. To mitigate this, a sensitivity analysis is gen-
erally conducted to assess the robustness and reliability of
the expert judgments, thereby enhancing the validity of the
qualitative assessment. The computed weights and priori-
ties provide a comprehensive framework for evaluating the
critical aspects of the blockchain mainnet. The proposed
methodology offers a balanced, empirically substantiated
framework conducive to a nuanced evaluation of blockchain
platforms. This weighted mechanism allows various stake-
holders to focus on critical areas of importance.

Following the individual quantitative and qualitative
assessments, the next step involves a weighted aggregation
of the scores. Each normalized blockchain CVSS score is
multiplied by the corresponding weight derived from the
weighting mechanism, and the results are summed to produce
a composite score for each blockchain platform. This com-
posite score serves as a comprehensive metric, capturing both
empirical vulnerabilities and expert-driven qualitative evalua-
tions. We delineate the specific evaluative dimensions within
each overarching category Cn, encompassing the mainnet,
fungible token, non-fungible token, and other miscellaneous
criteria, as outlined in our comprehensive assessment table.

Categories = {C1,C2, . . . ,Cn} (4)

Let C denote the initial matrix, known as the pairwise
comparison matrix. In this matrix, each element cij represents
the importance of criterion i relative to criterion j. The diag-
onal elements are always 1 because any criterion is equally
important to itself. The off-diagonal elements are deter-
mined based on expert judgments or other methods such that
cji = 1/

cij.

C =


1 C12 · · · C16
1
C12

1 . . . C26
...

...
. . .

...
1
C16

1
C26

· · · 1

 (5)

Then, blockchain CVSS is utilized to evaluate the vulner-
abilities in each category and assign a score.

CVSSBlockchain Scores = {S1, S2, . . . , Sn} (6)

Blockchain CVSS scores are then used to calculate the
weights. The next step is to normalize the columns of C in
equation (5). Each element in a column is divided by the sum
of that column. LetW denote this normalized matrix:

Wi =
Si∑n
j=1 Sj

, (7)

Wij =
C1j∑n
k=1 C1k

(8)

The rows in the normalized priority matrix are averaged
to obtain the principal eigenvector. A pairwise comparison
matrix can then be created using the calculated weights. The
resulting vectorW represents the weights of the criteria in (9).

W =


1
n

∑n
j=1

C1j∑n
k=1 C1k

1
n

∑n
j=1

C2j∑n
k=1 C2k

...
1
n

∑n
j=1

Cnj∑n
k=1 Cnk

 =


1
n

∑n
j=1W1j

1
n

∑n
j=1W2j
...

1
n

∑n
j=1Wnj

 (9)

The comprehensive analysis of the mainnet presented
in the study goes beyond a simple list of indicators and
deeply evaluates several aspects of the blockchain network
by quantifying the importance of each item and applying
weight to it. This approach determines the importance of
each item based on security analysis and other relevant in-
depth research, rather than simply subjective judgment. The
results obtained are detailed in Appendix C, and the data and
analysis presented here strongly support that the weights used
here reflect important factors in the operation and security
of real networks. The composite evaluation is subjected to a
sensitivity analysis to ensure the robustness of the scores and
gauge the framework’s resilience against potential biases or
data anomalies. This is crucial for ascertaining the method-
ological soundness of the evaluation and flagging any areas
that may require further scrutiny or revision. The computed
weights and priorities provide a comprehensive framework
for evaluating the critical aspects of blockchainmainnets. The
methodology was tested on EthereumPoW, yielding insight-
ful results.
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C. VALIDATION AND ITERATION
The final stage of the methodological framework calls for
validation. Given that the value of any theoretical model is
determined by its practical applicability, validation typically
involves empirical testing through case studies, simulations,
or othermethodologically appropriate techniques. The frame-
work is designed to be iterative and adaptable to allow a
continuum of refinements based on empirical outcomes and
evolving domain-specific knowledge.

In this section, we present a comprehensive method-
ological framework that combines quantitative rigor with
qualitative depth. Because our research does not simply dis-
cuss the level of evaluation indicators in each field, we present
a comprehensive analysis of blockchain technology by con-
ducting a security analysis with deviations in the weight
settings. These results shown in Appendix C demonstrate
that the importance of the weights we consider in this
study. By synergistically integrating blockchain CVSS and
the weighting mechanism, the proposed methodology offers
a balanced, scalable, and adaptable approach for the nuanced
evaluation of blockchain platforms, seeking to address the
exigencies of a rapidly evolving technological landscape,
thereby filling in the significant gap in the current aca-
demic discourse on blockchain assessment. The following
sections further elucidate the practical applications of this
methodological framework, providing empirical evidence to
substantiate the theoretical underpinnings of the proposed
system.

IV. CASE STUDY: EVALUATING ETHEREUMPoW USING
THE PROPOSED METHODOLOGICAL FRAMEWORK
The burgeoning landscape of blockchain technology encom-
passes a diverse array of architectures and frameworks, each
deserving nuanced scrutiny. EthereumPoW, the first itera-
tion of the Ethereum platform operating on a proof-of-work
(PoW) consensus mechanism, is particularly deserving of
evaluation. This section elaborates on the applied aspects of
the previously delineated dual-tiered methodological frame-
work, employing EthereumPoW as a case study, to empiri-
cally substantiate the model’s theoretical underpinnings.

A. JUSTIFICATION FOR SELECTING ETHEREUMPoW AS A
CASE STUDY
The selection of EthereumPoW for this case study is pred-
icated on a multitude of factors that collectively make it
a compelling subject for a comprehensive evaluation of
blockchain platforms. EthereumPoW enjoys seminal status
in the annals of blockchain technology, serving as one of
the first platforms to successfully implement smart contracts.
Its pioneering role offers a unique opportunity to examine
a platform that has profoundly influenced the trajectory of
blockchain innovations. Beyond its historical significance,
EthereumPoW is distinguished by its complexity and multi-
functionality. It is not merely a transactional platform but
supports a broad range of decentralized applications (dApps)
and even has its own native cryptocurrency, Ether. This

multi-functional nature serves as fertile ground for evalu-
ating the diverse aspects and sub-factors that constitute a
blockchain platform, thereby enriching the comprehensive-
ness of the study. Moreover, EthereumPoW’s decentralized
architecture, underpinned by its PoW consensus mecha-
nism, offers a robust framework for evaluating the impact
of decentralization on elements like security, scalability, and
governance. Its widespread adoption across various indus-
tries, from finance to supply chain management, also brings
an added layer of real-world relevance, enabling the study
to bridge the gap between academic theory and practical
utility. A further case bolstering its selection is the robust-
ness of the Ethereum community, characterized by active
development and high levels of engagement. This dynamism
not only ensures that the platform is continually evolving
but also provides a wealth of data for empirical evalua-
tion. Additionally, EthereumPoW has attracted significant
regulatory scrutiny, making it an ideal candidate for explor-
ing the interplay between blockchain platforms and legal
institutional frameworks. Finally, EthereumPoW’s role as a
benchmark for emerging blockchain platforms underscores
its value as a case study subject. A nuanced understanding of
its strengths and weaknesses can offer valuable comparative
insights, thereby elevating the broader blockchain discourse.
The selection of EthereumPoW serves to validate the pro-
posed methodology across a multiplicity of criteria and sets
a high standard for what a comprehensive blockchain evalu-
ation should encompass.

The decision to focus this study on EthereumPoW
among blockchain technologies, as opposed to Ethereum 2.0,
is driven by several strategic considerations. First and fore-
most is the issue of historical precedence and data availability.
EthereumPoW, the initial version of the Ethereum platform,
has had years of operational history, community engagement,
and scholarly attention. This extensive dataset offers a richer
empirical foundation for robust methodological assessment.
In contrast, Ethereum 2.0, although groundbreaking, is still in
its nascent stages, with various phases remaining to be fully
implemented and scrutinized. Another critical aspect is the
comparative simplicity and stability of EthereumPoW’s con-
sensus mechanism. Ethereum 2.0’s shift to a proof-of-stake
(PoS) mechanism introduces new variables and complexities
that are not yet fully understood. Focusing on EthereumPoW
allows for a more contained and stable environment in which
to evaluate the proposed framework, minimizing the poten-
tial for confounding variables that could arise from the
still-evolving PoS implementation. Moreover, EthereumPoW
provides a compelling study of scalability challenges and
platform evolution over time. It serves as a testament to
both the limitations and possibilities inherent in blockchain
technologies, making it an invaluable subject for a compre-
hensive evaluation. Ethereum 2.0, designed to address these
very challenges, has not yet been tested to the same extent in
real-world applications, thus making its evaluation somewhat
speculative at this juncture. Additionally, EthereumPoW
has been subject to a greater degree of regulatory scrutiny
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TABLE 3. Mainnet assessment criteria.

TABLE 4. Blockchain CVSS scoring of Mainnet assessment.

and has a longer track record of industry adoption. This
extended interaction with legal frameworks and industrial
applications offers a more multidimensional case study, pro-
viding nuanced insights into the broader socio-economic
implications of blockchain technology. Finally, focusing
on EthereumPoW qualifies the study to serve as a his-
torical benchmark, capturing the state of blockchain tech-
nology at a pivotal moment right before the transition to
Ethereum 2.0. This creates a snapshot of established practices
and challenges against which future developments can be
evaluated.

B. QUANTITATIVE ASSESSMENT FOR ETHEREUMPoW
1) MAINNET ASSESSMENT
The mainnet criteria in Table 3 represent the core blockchain
network of the cryptocurrency system. The network sup-
ports the transmission and verification of cryptocurrency
transactions and execution of smart contracts. The mainnet
network is evaluated based on its consensus mechanism, scal-
ability, security, governance, and other important features.
Consensus mechanisms determine the method of transaction
verification in a blockchain network, and scalabilitymeasures
the ability of a network to handle increasing transaction
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TABLE 5. Fungible token assessment criteria.

volumes. Security is critical in protecting the network from
external attacks, and governance relates to how decisions are
made and implemented in the network.

To empirically validate the proposed framework, block-
chain CVSS metrics were applied to critical aspects of the
EthereumPoW mainnet, each evaluated on multiple dimen-
sions ranging from access vector to final score.

In Table 4, decentralization, showing a final score of 5.1,
exhibits high attack complexity but a low impact on confiden-
tiality, integrity, and availability. This suggests that although
the network is relatively secure, improvements could enhance
its resilience. Scoring 8.3, scalability demonstrates a low
attack complexity but a high impact on availability. This indi-
cates that scalability remains a critical vulnerability that could
significantly affect network performance. Both resourceman-
agement and network architecture have similar scores (7.1),
suggesting comparable levels of vulnerability. The low attack
complexity indicates that they are relatively secure but still
require attention. Encryption technology, despite its high
impact on confidentiality, integrity, and availability, has a
score of 6.8 because of the local access vector and high attack
complexity. This suggests that while encryption technology is
robust, it is not entirely immune to vulnerabilities. Smart con-
tracts, with a score of 5.9, exhibit a high impact on availability
but require user interaction for exploitation. This underscores
the critical need for secure coding practices in smart contract
development.

The 6 × 6 pairwise comparison matrix CMainnet is as
follows:

CMainnet =


1.000 0.614 0.718 0.718 0.750 0.864
1.627 1.000 1.169 1.169 1.221 1.407
1.392 0.855 1.000 1.000 1.044 1.203
1.392 0.855 1.000 1.000 1.044 1.203
1.333 0.819 0.958 0.958 1.000 1.153
1.157 0.711 0.831 0.831 0.868 1.000


(10)

Each entry Cij in the matrix represents the ratio of the weight
of criterion i to the weight of criterion j. This matrix forms

the basis for further analysis of eigenvalue calculations and
consistency checking in the weighting mechanism as part of
our methodology. The calculated weights based on the given
blockchain CVSS scores are the corresponding normalized
eigenvectors, indicating the priorities of each aspect:

WMainnet =


0.127
0.206
0.176
0.176
0.169
0.146

 (11)

These values can be interpreted as the normalized
weights or priorities for each aspect in the evaluation of
a blockchain’s mainnet. The constructed pairwise compar-
ison matrix CMainnet is a 6 × 6 matrix with elements
representing the ratio of weights between each pair of
criteria. The matrix CMainnet is symmetric along the diag-
onal. Within the Ethereum mainnet category, the highest
weights are attributed to scalability (0.206) and resource
management (0.176), highlighting ongoing efforts to address
network congestion and improve efficiency, followed closely
by decentralization (0.127), signifying its paramount impor-
tance in maintaining Ethereum’s foundational principle of a
distributed ledger system. The weights assigned to encryption
technology (0.169) and smart contracts (0.146) emphasize
Ethereum’s commitment to security and programmability,
albeit with an acknowledgment of the need for further
enhancements.

Fungible tokens have the same value and are interchange-
able, similar to physical currencies. Fungible tokens are
evaluated based on several factors, including functionality,
security, scalability, and liquidity. Functionality measures
the token’s usefulness and role within the network, whereas
security measures the protection that the token provides
against attack. Scalability measures the ability of a token
to handle increasing transaction volumes, whereas liquid-
ity measures the ease of exchange with other currencies or
assets. In light of the expanding role of fungible tokens
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TABLE 6. Blockchain CVSS scoring of the fungible token assessment.

in blockchain ecosystems, a nuanced and targeted assess-
ment framework becomes indispensable. Table 5 enumerates
the critical criteria for such an evaluation, each elucidating
specific assessment points. These criteria were designed to
bridge the gap between macro-level risk assessment frame-
works, such as the IMF’s crypto risk assessment matrix, and
the micro-level intricacies unique to fungible tokens.

2) FUNGIBLE TOKEN ASSESSMENT
Central to our evaluation is the assessment of the token’s
intrinsic demand. We examined whether the token serves
as a medium for purchasing relevant goods or services and
whether a distinct source of demand has been explicitly
identified and secured for the fungible token in question
(Table 5). The mechanisms were scrutinized in place to
preserve the token’s stable value, particularly through the
lens of monetary policy. Comparative analyses with other
projects were conducted to understand the intricacies of token
supply adjustment methods, encompassing staking, minting,
and burning. We further assessed the vibrancy and dynamism
of the open-source development landscape for the token.
Key performance indicators included the current status of
repository commits and issues (both open and closed), as well
as pull requests and merge requests, to gauge contributor
engagement and project momentum. Finally, the quality and
accessibility of the project’s documentation were evaluated
to assess whether the project’s technical and conceptual
underpinnings were articulated in a language that is both
comprehensible and accessible to the user base. This includes
the scrutiny of version-controlled Git README files, as well
as whitepapers and yellowpapers. The criteria outlined in
this fungible token assessment table offer a comprehensive
yet focused approach to the evaluation of tokens’ economic
utility, issuance policies, development activity, and docu-
mentation quality. By systematically applying these criteria,
actionable insights that are both technically rigorous and
strategically aligned with broader risk assessment paradigms
can be derived.

To attain a more granular understanding of fungible
tokens’ risk and value proposition, each of the four principal
criteria—token economy, issue method, configuration man-
agement, and documentation—was subjected to blockchain
CVSS. Blockchain CVSS is a standardized method for
assessing vulnerabilities that has been adapted for the eval-
uation of specific characteristics of fungible tokens.

In Table 6, with a final blockchain CVSS score of 8.5,
token economy exhibits a low level of attack complexity and
requires user interaction. Despite this, it possesses a high
level of integrity and availability, suggesting that while user
engagement is necessary, the overall system (i.e., the configu-
ration management, which has a score of 8.1) remains robust.
The issue method and documentation categories scored
6.0 and 7.7, respectively, indicating similar risk profiles. Both
scores imply that in actively maintaining development and
documentation, user involvement is essential to ensure sys-
tem reliability. This CVSS-based evaluation complements the
broader assessment framework, thereby providing a multi-
faceted, in-depth analysis of fungible tokens. It is designed to
harmonize macro-level evaluation metrics, such as the IMF’s
C-RAM, resulting in a comprehensive, multi-layered evalua-
tion approach. In our quest for an objective and quantifiable
evaluation of fungible tokens, the blockchain CVSS scores
were leveraged as weights for the various criteria. This inno-
vative adaptation of blockchain CVSS scoring for blockchain
criteria assigns numerical weights to token economy, issue
method, configuration management, and documentation.

The matrix was constructed by normalizing the blockchain
CVSS scores, resulting in ratios that compare the relative
importance of one criterion over another. In this study, the
blockchain CVSS scores were first normalized and then used
to populate the matrix. The comparison matrix, rounded to
three decimal places, is as follows:

CFungible token =


1.000 1.417 1.049 1.104
0.706 1.000 0.741 0.779
0.953 1.350 1.000 1.052
0.906 1.238 0.951 1.000

 (12)
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TABLE 7. Non-fungible token assessment criteria.

TABLE 8. Blockchain CVSS scoring of the non-fungible token assessment.

TABLE 9. Other assessment criteria.

The eigenvector corresponding to themaximum eigenvalue
(λmax) was then normalized to obtain the weights for each
criterion. These weights indicate the relative importance of
each criterion in the evaluation process. After normalization,
the eigenvector weights were as follows:

WFungible token =


0.281
0.198
0.267
0.254

 (13)

Upon normalization, the weights for token economy, issue
method, configurationmanagement, and documentationwere
28.01, 19.58, 26.20, and 26.20%, respectively. These weights
serve as a representation of the relative importance of each
criterion, thereby offering a data-driven foundation for sub-
sequent analyses and policy considerations.

A non-fungible token implies a type of cryptocurrency that
represents a unique asset or item that cannot be duplicated.
Non-fungible tokens can be used to represent digital assets
such as works of art, music, or videos. Non-fungible tokens
are evaluated based on uniqueness, security, transferability,
and origin (Table 7). Uniqueness refers to the unique char-
acteristics of a token, while security evaluates the protection
offered against attack. Transferability measures the ease of

transferring from one party to another, whereas origin evalu-
ates the token’s history and reliability. In the realm of fungible
tokens, the token economy (0.281) emerges as the most criti-
cal aspect, underscoring its integral role in Ethereum’s utility
and value transfer mechanisms. Documentation (0.254) and
configuration management (0.267) are similarly weighted,
reflecting the emphasis on transparent information dissemi-
nation and adaptable network governance. The issue method
(0.198), while crucial, has a comparatively lower weight,
suggesting areas for potential refinement in token issuance
and stability.

3) NON-FUNGIBLE TOKEN ASSESSMENT
The suitability of a specific mainnet was evaluated by iden-
tifying vulnerabilities based on its characteristics. The token
issuance standards were also validated through the evaluation
of source code, particularly smart contracts.

Based on the findings shown in Table 8, the weighting
mechanism can be applied to evaluate the non-fungible token
based on blockchain CVSS scores. Below are the detailed
steps and results. The pairwise comparison matrix is based
on the normalized weights:

CNon−fungible token =

[
1.000 1.469
0.681 1.000

]
(14)
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TABLE 10. Blockchain CVSS scoring of other criteria assessment.

The normalized weights were obtained as [0.595, 0.405],
confirming the relative importance of each criterion based on
the blockchain CVSS scores. The assessment of non-fungible
tokens (NFTs) reveals a predominant focus on mainnet
(0.595), indicating the central role it plays in facilitating NFT
transactions and interactions. The protocol (0.405), while
significant, is weighted lower, suggesting that while standard-
ization is vital, the underlying blockchain infrastructure holds
greater importance in the NFT ecosystem.

WNon−fungible token =

[
0.595
0.405

]
(15)

Other criteria covered a variety of topics related to cryp-
tocurrencies and mainnet networks, including developer and
community reputation, regulatory compliance, and adop-
tion rates. The proposed evaluation methodology provides
a systematic and comprehensive evaluation of all aspects
of cryptocurrencies and mainnet networks, including other
categories.

4) OTHER ASSESSMENT CRITERIA
Table 9 outlines a comprehensive evaluation framework
focusing on ‘‘other criteria’’ that are integral to the assess-
ment of blockchain platforms, featuring three key categories:
original technology, law/institution, and legal compliance.
The original technology category delves into the technolog-
ical basis of the blockchain network, seeking to distinguish
between platforms developed as hard forks of existing net-
works and those based on new, self-developed technologies.
This aspect is crucial for assessing the network’s innova-
tion quotient and potential for unique value addition. The
law/institution focuses on the project’s adherence to legal
norms and its preparedness in terms of institutional respon-
siveness. An integral part of this assessment is to check
whether the project has more than two experts in law or sys-
tem to ensure that there is an adequate response mechanism
for project progress and risk management. Legal compliance
aims to identify the elements in the project plan that can
significantly harm the public interest. This includes, but is
not limited to, tokens issued for purposes such as gambling

or dark web trading. The emphasis here is on ethical con-
siderations and societal impact. By providing a multi-faceted
evaluation mechanism, this table enables a thorough assess-
ment of the viability and ethical standing of a blockchain
project, extending beyond conventional technological
metrics.

The CVSS scores for original technology in Table 10,
law/institution, and legal compliance are 8.0, 6.8, and 8.6,
respectively. These scores were first normalized to obtain the
weights for each criterion. The pairwise comparison matrix
is formed based on the normalized weights:

COther =

 1.000 1.176 0.930
0.850 1.000 0.791
1.075 1.265 1.000

 (16)

The eigenvector is the normalized weighted sum vector:

WOther =

 0.342
0.291
0.368

 (17)

In examining additional criteria, legal compliance (0.368)
receives the highest weight. Original technology (0.342)
reflecting Ethereum’s pioneering spirit and its continu-
ous push for innovation and law/institution responsiveness
(0.291) highlight the ongoing challenges and importance of
navigating the evolving legal landscape, emphasizing the
need for Ethereum to remain adaptable and responsive to
regulatory changes.

These five proposed methods weave a comprehensive fab-
ric of evaluation, encompassing technical, economic, and
operational aspects of cryptocurrency mainnets. Grounded
in empirical rigor and advanced analytical techniques, our
framework aims to transcend superficial metrics, enabling
a nuanced comprehension of these dynamic digital ecosys-
tems. A panel of experts proficient in blockchain tech-
nology was assembled. The experts were tasked with
performing pairwise comparisons for the primary criteria
of mainnet evaluation, fungible tokens, NFTs, and other
criteria.

VOLUME 12, 2024 35563



H. Kim, D. Kim: Methodological Advancements in Standardizing Blockchain Assessment

C. OVERALL APPRAISAL
EthereumPoW presents a complex and multifaceted land-
scape that requires a nuanced and comprehensive evaluation
approach. Our methodology, grounded in a detailed analy-
sis of various components, reveals both the strengths and
areas for improvement within the Ethereum ecosystem. This
appraisal is particularly significant as it underscores the rel-
ative importance of different aspects, providing insights that
could guide future development and optimization strategies.
From a technological standpoint, EthereumPoW remains
one of the pioneering platforms in the blockchain space,
with smart contract functionality that has set industry stan-
dards. However, the decentralization and scalability scores,
as assessed by the blockchain CVSS metrics, indicate that
there is room for improvement. Despite its robust smart con-
tract capabilities, the PoW algorithm raises concerns about
energy efficiency and throughput, which affects its scalabil-
ity score. Considering law/institution and legal compliance,
EthereumPoW has a decentralized structure that theoreti-
cally aligns with open-source legal paradigms. However, it is
essential to note that being a pioneer in the blockchain space
also places EthereumPoW under regulatory scrutiny, impact-
ing its law/institution score. Ethereum introduced the concept
of decentralized applications through smart contracts, making
it a leader in original technology. However, in the shift toward
Ethereum 2.0 and transitioning from PoW to PoS, there are
inherent limitations to recognize. The adapted blockchain
CVSS and analytic process methodologies indicate that while
EthereumPoW has robust security measures in place, it is not
entirely devoid of vulnerabilities, especially regarding smart
contracts, where a single error can lead to significant losses.
The CVSS scores suggest that this is an area requiring more
attention.

We next analyze Ethereum in more detail based on the
weights shown in Tables 15 and 16 in Appendix B and C.
The highest weighting of 52% demonstrates the centrality of
Ethereum to the platform’s overall performance and security.
This weighting is the foundation for the evaluation of all
other aspects of this system. The decentralization of main-
net (weighted at 0.127 within the mainnet category) is a
testament to Ethereum’s resilience and distributed nature,
which are pivotal in ensuring the network’s integrity and
resistance to central points of failure. Scalability (0.206) and
resource management (0.176) emerge as crucial elements
in addressing transaction throughput and operational effi-
ciency. The emphasis on encryption technology (0.169) and
smart contracts (0.146) highlights the platform’s commitment
to security and functionality, ensuring secure transactions
and versatile applications. These sub-components collec-
tively shape the robustness and adaptability of the Ethereum
mainnet system, making it a fundamental aspect of the plat-
form’s evaluation. The fungible token aspect of Ethereum,
while having lesser weighting (28%) than mainnet, is still
highly significant. It encompasses token economy (0.281),
issue method (0.198), configuration management (0.267),
and documentation (0.254). The token economy sub-category

underscores the importance of Ethereum’s role in value
transfer and utility within the blockchain ecosystem. Issue
methods are critical formaintaining token stability and liquid-
ity. Configuration management and documentation are vital
for transparency and governance, ensuring that the platform
remains accessible and comprehensible to users and devel-
opers alike. NFTs on Ethereum, weighted at 14%, reflect
the growing importance of this asset class in the blockchain
space. The evaluation of mainnet (0.595 within the NFT cate-
gory) and protocol (0.405) for NFTs focuses on the platform’s
ability to support diverse NFT transactions and interac-
tions. This category’s weighting signifies the burgeoning role
of NFTs in expanding Ethereum’s use cases and enhanc-
ing user engagement. Original technology, law/institution
response, and legal compliance, though weighted less, are
critical for Ethereum’s long-term sustainability and regula-
tory alignment. These aspects ensure that Ethereum continues
to innovate (original technology, 0.368), adheres to legal stan-
dards (legal compliance, 0.342), and responds effectively to
institutional requirements (law/institution, 0.291). They play
a vital role in maintaining Ethereum’s relevance and integrity
in an evolving regulatory landscape.

In summary, our comprehensive evaluation of Ethereum-
PoW highlights the platform’s robust mainnet infrastruc-
ture, innovative token mechanisms, and emerging NFT
capabilities. While mainnet forms the core of Ethereum’s
strength, the fungible and non-fungible token aspects bring
versatility and breadth to the platform. The other crite-
ria, though having lesser weights, are indispensable for
ensuring Ethereum’s continual growth and compliance with
evolving regulatory standards. This holistic appraisal not
only sheds light on Ethereum 1.0’s current standing but
also sets a clear direction for targeted enhancements and
strategic developments, underpinning its significance in the
broader blockchain ecosystem. As such, our study serves
as a crucial tool for stakeholders looking to optimize and
evolve the Ethereum platform, fostering a more secure,
efficient, and versatile blockchain environment. It scores
highly on original technology but needs to address issues
related to scalability, energy efficiency, and some aspects
of legal compliance. The weighted mechanism of the pro-
posed evaluation method allows stakeholders to understand
the areas that require immediate attention, offering a strate-
gic venue for targeted improvements and risk mitigation.
This appraisal synthesizes multiple layers of evaluation,
offering a nuanced perspective that could be invaluable for
various stakeholders, from developers and policymakers to
investors. This study presents an innovative methodology
to evaluate the energy consumption of blockchain networks
by leveraging real-time data. Rather than simply relying
on historical data, this is based on real-time data provided
by platforms like Glassnode to derive measurements that
reflect the current state of the network. This methodology
is an outstanding effort that deserves special attention in
the research field. It uses real-time data to evaluate mining
efficiency and energy consumption, allowing a more accurate
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understanding of the network’s energy profile as it changes in
real-time.

V. DISCUSSION
The endeavor to devise a rigorous, dual-tiered framework for
blockchain platform evaluation culminated in the application
of the developed methodology to EthereumPoW, allow-
ing the model’s theoretical underpinnings to be empirically
substantiated. The rationale for selecting EthereumPoW,
as elaborated in the preceding sections, reinforced the study’s
objectives of leveraging historical depth, operational stabil-
ity, and a rich dataset for a comprehensive evaluation. The
methodology presented in this study stands in contrast to
existing evaluative frameworks, which often display skewed
quantitative or qualitative results. By integrating blockchain
CVSS and the weighting mechanism, this study synthesizes
empirical vulnerability metrics with expert-driven qualitative
assessments, achieving a holistic evaluation. The success-
ful application of this methodology to EthereumPoW not
only validates its efficacy but also highlights its versatility
in evaluating platforms with varying degrees of complexity
and operational history. One of the salient strengths of this
study lies in its adaptability. The methodology is designed
to be both scalable and flexible, with the attributes vali-
dated through its application to EthereumPoW, a platform
characterized by both technical complexity and diverse socio-
economic implications.

However, it is important to acknowledge the limitations
inherent in any qualitative assessment, a challenge partially
mitigated through sensitivity analyses but never entirely elim-
inable. While this study serves as a foundational step, the
rapidly evolving nature of blockchain technology necessi-
tates continuous refinement and validation. Future research
could extend this framework to platforms operating under
different consensus mechanisms, such as proof of stake
(PoS), as in Ethereum 2.0. Comparative analyses would
further enrich the academic discourse and practical under-
standing of blockchain evaluation. This study provides a
robust, adaptable, and comprehensive framework for the
evaluation of blockchain platforms, empirically validated
through a case study on EthereumPoW. The methodology
and findings engender a deeper understanding of the intri-
cacies involved in blockchain platforms, which can serve as
an academic and practical resource for various stakehold-
ers involved in the development, regulation, and adoption
of blockchain technologies. To illustrate the practical appli-
cations of our framework, we consider its deployment in
evaluating a nascent blockchain platform, such as a newly
launched DeFi project.

The relevance of this framework extends to global financial
institutions such as the IMF. The IMF’s growing interest in
the implications of blockchain technology for global finan-
cial stability and its potential in fostering financial inclusion
makes this framework particularly pertinent. By applying our
methodology, the IMF and similar organizations can gain
a nuanced understanding of various blockchain platforms,

assessing their stability, security, and potential impact on the
international financial system. This aspect of the framework
is crucial given the IMF’s role in monitoring global economic
developments and providing policy advice. It could use the
framework to evaluate the risks and opportunities presented
by emerging blockchain platforms, especially in the context
of cross-border transactions and digital currencies. Such eval-
uations would be instrumental in guiding policy decisions
and regulatory frameworks, ensuring that the adoption of
blockchain technology aligns with global financial stabil-
ity objectives. The inclusion of considerations relevant to
international economic institutions such as the IMF not only
broadens the scope of the framework but also underscores its
significance in the current global financial landscape, where
blockchain technology is increasingly becoming a focal point
of discussion and analysis. The framework not only assesses
its technical robustness but also evaluates its compliance with
emerging regulatory standards and its potential for commu-
nity adoption. This holistic evaluation aids stakeholders in
making informed decisions regarding investment and engage-
ment. Another compelling application is seen in the context
of established platforms undergoing significant upgrades,
such as Ethereum’s transition to Ethereum 2.0. Here, our
framework can be applied to assess the implications of such
upgrades on security, performance, and decentralization. This
evaluation is crucial for developers and users alike as it
provides insights into the potential benefits and challenges
of the upgrade.

VI. CONCLUSION
Blockchain technology presents a complex tapestry of oppor-
tunities and challenges, necessitating rigorous evaluation
frameworks that can navigate its multifaceted dimensions.
This study aimed to address this gap by introducing a
dual-tiered methodological framework that synergistically
integrates the blockchain common vulnerability scoring sys-
tem, referred to as blockchain CVSS, and the weighting
mechanism. The resulting methodology offers a holistic
evaluation approach, harmonizing quantitative rigor with
qualitative depth. The empirical validation of this frame-
work was demonstrated through a comprehensive case study
focused on EthereumPoW, which was a strategic selection,
capitalizing on its historical significance, technical complex-
ity, and socio-economic relevance. The application of the
methodology to EthereumPoW yielded nuanced insights into
its strengths and vulnerabilities, offering a multidimensional
perspective that has broad implications for various stake-
holders, from developers and investors to policymakers and
regulators.

Our research demonstrates a thorough understanding of the
existing literature on blockchain assessment methodologies,
highlighting the current challenges and gaps in the field.
The prevailing methods often lack standardization, skewing
towards either technical specifications or expert opinions, and
fail to capture the multifaceted nature of blockchain systems.
Our methodology addresses these challenges by offering a
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standardized, balanced approach that considers both quan-
titative and qualitative aspects, thus filling a critical gap in
blockchain evaluation. One of the salient contributions of
this study is its adaptability and scalability. The methodol-
ogy is designed to be versatile, capable of accommodating
blockchain platforms with varying degrees of complexity and
operational history. However, as in any academic endeavor,
this study is not without limitations. Looking ahead, the
dynamism of blockchain technology necessitates the ongoing
refinement of evaluation frameworks. Future research could
explore the application of this methodology to blockchain
platforms operating under different consensus mechanisms
or distinct application domains. Comparative studies with
other major platforms could provide further validation and
enhancement of the framework. In summary, this study pro-
vides a robust, comprehensive, and adaptable framework for
the evaluation of blockchain platforms, thereby not only
advancing the academic discourse surrounding blockchain
evaluation but also offering practical tools and insights
for a range of stakeholders involved in the ever evolving
blockchain ecosystem. The methodology presented herein
serves as a foundational step toward a more nuanced under-
standing and adoption of blockchain technologies.

Additionally, our framework’s practical applications sig-
nificantly enhance its importance. For instance, in evaluating
a nascent blockchain platform, the framework assesses not
only technical robustness but also compliance with emerging
regulatory standards and potential for community adop-
tion. For established platforms, it provides insights into the
implications of major upgrades on aspects such as secu-
rity, performance, and decentralization. These evaluations are
indispensable for developers, investors, and users, providing
clarity and foresight in a sector often mired in uncertainty.

In conclusion, our study is not only an academic exercise
but also a necessary response to the urgent need for com-
prehensive, adaptable, and rigorous evaluation tools in the
blockchain sector. It fills a significant void left by existing
methodologies and contributes meaningfully to the broader
discourse initiated by entities such as the IMF. The frame-
work we present is more than a scholarly proposition; it
is an essential instrument for the ongoing governance and
risk assessment of digital assets in a rapidly evolving digital
world.

APPENDIX
APPENDIX A. SUB-CRITERIA PAIRWISE COMPARISON
TABLE
The questionnaire tables presented here are used for eval-
uating different aspects of a blockchain and provide a
structured, systematic, and transparent approach to multi-
criteria decision-making. Below are detailed descriptions
indicating why each table is reasonable for the intended
evaluation. Criteria such as decentralization, scalability,
cybersecurity, resources, network, encryption technology,
and smart contracts provide a well-rounded view of the
mainnet’s capabilities and limitations. Decentralization and

TABLE 11. Questionnaire table of mainnet.

cybersecurity criteria specifically address the core attributes
that make blockchain technology unique and secure. Scalabil-
ity, resources, and network criteria can serve as indicators for
how usable and adoptable the blockchain platform is for both
developers and end-users. Encryption technology and smart
contracts assess the extent of technical innovation and how
future-proof the platform might be in the rapidly evolving
blockchain ecosystem. Criteria such as token economy and
issuemethod evaluate how the fungible tokens are designed to
fit into a broader ecosystem and how easily they can be issued
or mined. Configuration management and documentation
assess the governance practices around token management
and how well these processes are documented, which is
crucial for both regulatory compliance and user trust. Given
that NFTs often serve specialized purposes, assessing the
mainnet’s suitability for NFTs can provide insights into how
well the platform can handle such unique assets. Evaluating
the protocol ensures that it adheres to, or improves upon,
established NFT standards such as ERC-721 or ERC-1155,
thereby facilitating easier adoption and interoperability. Orig-
inal technology gauges the technological advancements the
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TABLE 12. Questionnaire table of fungible tokens.

TABLE 13. Questionnaire table of non-fungible tokens.

TABLE 14. Questionnaire table of other criteria.

blockchain platform brings to the table. The law/institution
and legal compliance criteria are essential in assessing how
the blockchain navigates the often-complex legal landscape
of different jurisdictions. This is critical for broader adoption
and for minimizing the risk of legal setbacks.

Because there are only two sub-criteria for Non-Fungible
Tokens, the pairwise comparison table for this system is sim-
pler than the Tables 11 and 12. Experts would provide their
evaluations based on their understanding of the importance of
these sub-criteria within the NFT context. The results would
then be incorporated into the overall analysis for a holistic
evaluation of the blockchain ecosystem.

In summary, these tables offer a methodologically sound
and nuanced approach to evaluating the highly complex
and multi-dimensional field of blockchain technology. They
allow for both qualitative and quantitative assessments and
provide a way to systematize and compare what would oth-
erwise be a disparate set of evaluation metrics.

APPENDIX B. ASSESSMENT DATA OF MAINNET
As a real-world case study, this methodology assesses current
energy consumption using data that is up to date at the time
of writing. This reflects the real-time nature of blockchain
technology and rapidly changing industry trends, while also
providing a strong defense against potential criticism during
the paper review process. For example, if the network’s hash
rate fluctuates rapidly, this methodology can update energy
consumption estimates to reflect that change in real time. This
is a dynamic approach that ensures that research remains a
living document that reflects the current state of technology.

Table 15 comprehensively presents evaluation data on the
performance and functionality of the blockchain mainnet.
This describes in detail the performance and features of the
mainnet in various aspects such as degree of decentralization,
scalability, and security. Each item is assigned a weight for
its importance and results for that feature or performance
metric. The decentralization item indicates that the estimated
degree of decentralization of the mainnet consists of 7,580
nodes, and the proportion of participating nodes is approxi-
mately between 10 and 30%. Scalability is rated at an average
transaction processing time of 10 s and a transaction through-
put per second (TPS) of 13.28 TPS. In terms of security,
it presents an average transaction time of 12 s and a failure
rate of 5.3% in the entire network. Additionally, the resources
required to use the directed acyclic graph (DAG) structure
are 4 GB, and the energy consumption is 1.9 kW/h per ETH.
This energy consumption estimation method takes a unique
approach to assessing the power consumption efficiency
of the mainnet. While existing methods simply measure
the power consumption of mining equipment, this method
comprehensively considers various variables such as the net-
work’s hash rate, mining difficulty, block time, and power
efficiency per hash to mine one ETH. Calculate the total
energy consumption required. The key to this method is
to tie the overall energy efficiency of the network directly
to actual mining activity, more accurately reflecting power
usage in real-world operating environments. This provides
invaluable data for evaluating the sustainability of blockchain
networks and exploring ways to optimize energy consump-
tion. This calculation method can contribute to understanding
and improving the network’s energy use patterns by consid-
ering not only the efficiency of actual mining equipment, but
also external factors such as operating environment and elec-
tricity rates. The encryption technology section shows the use
of Ethash, KECCAK-256 algorithms and mnemonic codes.
Smart contracts are written in the Solidity language and are
stated to be Turing complete. Token economics focuses on
practical use, addressing distribution and service provision
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TABLE 15. Mainnet data in real-time.

TABLE 16. Sensitivity analysis table for blockchain evaluation metrics.

possibilities. The issuance method, including the existence
of liquidity pools and tradability, is also included, and there is
mention of a token burn algorithm that was deemed necessary
but was not implemented. The last part of the table provides
details concerning NFTs, mainnet protocol, original technol-
ogy, and legal matters. This table provides important metrics
for evaluating the various technical attributes of the mainnet
and their respective importance. This information can be used

as very important data in evaluating the efficiency, stability,
and applicability of blockchain networks.

APPENDIX C. SENSITIVITY ANALYSIS FOR BLOCKCHAIN
EVALUATION METRICS
The sensitivity analysis reveals that our initial weights sig-
nificantly influence the overall appraisal. Any shifts in these
weights could lead to different conclusions, underscoring
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the importance of clearly justifying the selected weights.
Therefore, it is essential to corroborate these weightings
through expert opinion, precedent studies, and further anal-
ysis to maintain the objectivity and validity of the evaluation.
In our initial setup, the mainnet evaluation had the high-
est weight of 52%. If this weight is decreased to 40%, for
example, it could significantly alter the overall appraisal of
Ethereum’s PoW. The relative importance of other criteria
such as fungible tokens, NFTs, and other criteria would
increase, potentially skewing the overall evaluation towards
those aspects. We recalculate the evaluation score, eigenval-
ues, eigenvectors, and any other metrics for each sensitivity
test. This involves calculating the evaluation score using the
original weights. We tested with small deviations from the
original weights, such as ±1, ±2, and ±5%, and larger
deviations for a more aggressive sensitivity analysis, such as
±10%. We can have the new results reviewed by experts in
the field to validate the sensitivity analysis.

1. Test Case #: Number of the test iteration.
2. Deviation from Original Weight: Percentage deviation

applied to the original weight for this test.
3. Mainnet Weight, Fungible Token Weight, etc.:

Adjusted weights for each criterion for this test.
4. New Eigenvalue (λ_max): New eigenvalue calculated

after weight adjustment.
5. New CR: New CR calculated after weight adjustment.
6. New CI: New CI calculated after weight adjustment.
7. Evaluation Score: New evaluation score based on the

modified weights.
8. Variability: Measure of how much the evaluation score

has changed compared to the original, e.g., percentage
change, standard deviation, etc.

This is a comprehensive way to display the sensitivity
analysis and can give you insights into how sensitive the eval-
uation score is to changes in the weights for each criterion.
The ‘‘Original (No Deviation) Case’’ usually involves using
the original, unaltered weights, offering a neutral ground
for comparison. If this case shows an evaluation score of,
say, 90, and other test cases deviate significantly from this
score, that indicates high sensitivity to the variables being
adjusted. Using a neutral, baseline case helps ensure that your
conclusions are not tailored too closely to specific conditions
that may not generalize well. If the ‘‘No Deviation Case’’ has
a high evaluation score, it might suggest that the model is
robust to various conditions. So, when choosing which test
case to use for your evaluation, the ‘‘No Deviation Case’’
serves as a reliable benchmark. It allows to discern how dif-
ferent weights and configurations could impact the system’s
overall performance. Given these considerations, using the
‘‘No Deviation Case’’ for our study is reasonable and offers
a solid foundation for our sensitivity analysis.
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