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ABSTRACT This article offers a comprehensive overview of recent literature on the HTTP/2 protocol
and conducts an analysis of the security threats and DDoS attack typologies associated with HTTP/2. The
investigation revealed that the introduction of new features in HTTP/2 has significantly improved the network
transmission speed and utilization. However, these advancements have also brought forth a series of emerging
network security risks. This study examines the current state of the art in DDoS attacks tailored for HTTP/2
and their detectionmethods, proposing future research directions in the field of attack detection. By analyzing
the distinctive features of HTTP/2 protocol, the study suggests extending DDoS attack detection techniques
established for HTTP/1 to the realm of HTTP/2. Furthermore, the research underscores the ease with which
adversaries can exploit the intrinsic multiplexing in HTTP/2 to launch a large number of malicious requests,
leading to severe depletion of network bandwidth and exhaustion of valuable server resources. Additionally,
it highlights the potential applicability of deep learning algorithms in the context of the HTTP/2 protocol.
Additionally, the article proposes strategies to address challenges associated with DDoS attacks and the
scarcity of adequate datasets for HTTP/2. This research contributes to a comprehensive understanding of the
security implications surrounding the HTTP/2 protocol and provides valuable insights for advancing DDoS
attack detection technologies.

INDEX TERMS HTTP, HTTP/2, DDoS, deep-learning, machine-learning.

I. INTRODUCTION
A. BACKGROUND
The widespread integration and advancement of infor-
mationization have resulted in a substantial dependence
of businesses, governments, and society on it to fulfill
their information retrieval requirements. Simultaneously, the
importance of network communications is steadily escalat-
ing. However, as the volume of network traffic continues
to surge, ensuring the availability of diverse communica-
tion standards becomes a challenging task. This underscores
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the necessity for continuous adaptation and enhancement
of network security and communication standards to meet
the escalating communication demands while upholding the
reliability and security of networks. This becomes especially
crucial for computer network security researchers who are
engaged in addressing evolving network threats and attacks.

The inception of the World Wide Web (WWW) in the
early 1990s aimed to facilitate users in accessing informa-
tion consistently and simply from any source [1]. With the
increasing richness and size of communication payload, the
concern of network access latency has become notably promi-
nent, particularly in mobile networks where data request
and response times may extend up to 30 milliseconds,
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despite the current capability of mobile devices to achieve
link speeds exceeding 1 Gbit/s [2]. The widely accepted
HTTP/1.1 protocol, which has served as the standard for the
WWW, is no longer capable of meeting the demands of the
present situation. In response to these challenges, significant
efforts have led to the emergence of the innovative HTTP/2
protocol.

HTTP/2 has gained widespread adoption as a protocol
on numerous servers across the Internet. However, subse-
quent to its release, a multitude of vulnerabilities associated
with this protocol have been disclosed by various security
researchers [2]. These vulnerabilities can be exploited to
execute diverse types of Denial of Service (DoS) attacks.
Consequently, to gain a deeper understanding of the secu-
rity risks inherent in the implementation of the new version
of the HTTP protocol, a systematic review of existing
research has been conducted. The objective of this article
is to underscore the necessity of addressing the imple-
mentation shortcomings of HTTP/2 and explore ways to
overcome them within the context of current technological
limitations.

This paper initially showcases the enhancements in the
HTTP/2 protocol by conducting a comparative analysis with
the HTTP/1 protocol. Subsequently, the compiled literature
identifies various DDoS attacks that have been validated,
utilizing the improvements introduced in the HTTP/2-based
protocol. The available detection methods for these HTTP/2-
based DDoS attacks are then delineated. Finally, the paper
summarizes the limitations of current DDoS attack detection
techniques for the HTTP/2 protocol and points towards future
research directions in this domain.

B. CONTRIBUTIONS
In initiating our literature review, searches were con-
ducted using the keywords ‘‘HTTP/2’’ and ‘‘DDoS’’
across well-established research databases. The selected
databases encompassed Google Scholar, IEEE Xplore, Sco-
pus, SpringerLink, ScienceDirect, and ACM Digital Library.
A comprehensive search yielded 104 results, from which
literature published before 2017 was excluded, resulting in a
refined count of 64 pertinent articles. finally, Focused on the
themes of DDoS attacks, the HTTP/2 protocol, and related
attack detection techniques, a meticulous filtering process led
to a curated collection of 28 articles for in-depth analysis.
These articles were carefully studied and analysed from three
main angles, i.e.
1). The DDoS attack methods targeting the HTTP/2 pro-

tocol were organized by their discovery time, and for
each attack, the protocol vulnerabilities that were being
exploited were categorized and the resulting impacts
were summarized. The aim is to understand the cur-
rently identified DDoS attacks based on HTTP/2.

2). Based on the collected literature, a summary was
provided for existing detection techniques for DDoS
attacks with reference to the HTTP/2 protocol. Addi-
tionally, through the utilization of a matrix, mapping

was conducted for DDoS attacks based on HTTP/2 and
the corresponding applicable detection techniques.

3). By identifying the gaps and the real underlying rea-
sons, this paper proposes future research directions for
enhancing existing attack detection techniques in the
context of HTTP/2.

It is worth emphasizing that although there exist numerous
studies and progress made based just on HTTP/1.1 attacks
and detection mechanisms, it is unable to fully cater to its
successor, HTTP/2. Due to the fact that HTTP/2 is a more
recent standard [2] with fundamentally different operations
compared to HTTP/1.1 [6], [7].

II. THE IMPROVEMENTS IN HTTP/2
HTTP/2, represents the next generation of the HTTP web
communication protocol. HTTP/2 was officially published
in 2015. The motivation behind the new version of the HTTP
protocol was primarily to address the various limitations and
shortcomings identified in HTTP/1 (including HTTP/1.1).

A. THE HTTP/1 DILEMMA
In the early days, HTTP/1.1 was widely adopted as the
communication protocol for almost all web content on
the Internet. Its full name is Hypertext Transfer Proto-
col (HTTP), with the version number (1.1) appended. This
protocol operates over the TCP protocol and follows a sim-
ple request-response-based mechanism. HTTP/1.1 defines
the types of messages that a client (web browser) can send
to a server and the format of the response data it can
receive. In the case of unencrypted communication, client
requests and server responses are transmitted in the form
of ASCII codes. However, as applications built on this pro-
tocol evolved and the demand for faster network responses
increased, this made the HTTP/1.1 outdated as it no longer
was able to meet the expectations of the current needs and
time. The most commonly known deficiency of HTTP/1
were:

• Toomany options in the protocol:HTTP/1.1 not only
contains a multitude of details but also includes numer-
ous options reserved for future scalability. As time
progressed, these seemingly superfluous functionali-
ties have been brought into use but presents interop-
erability issues between clients and servers, e.g. HTTP
Pipelining.

• TCPperformance is not fully utilized: HTTP/1.1 fails
to optimize the utilization of the TCP protocol, com-
pelling HTTP clients (browsers) to seek alternative
solutions for minimizing page load times. In essence,
the underutilization of the capabilities of TCP results in
interruptions during the transmission process. Improv-
ing this aspect by maximizing the potential of TCP
would directly translate to enhanced performance times
for both data sending and receiving. This optimization
aims to streamline the communication process, miti-
gating interruptions and fostering more efficient data
exchange between clients and servers.
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• Gradual increase in data size and resource count
in transmission: Through a meticulous examination
of the initiation process of leading websites, a con-
spicuous trend emerges [3]. Over recent years, there
has been a steady rise in the data volume required
to load website pages, with certain pages surpassing
the 2MB threshold. On average, each webpage man-
dates the download of over 110 individual resources
to facilitate proper rendering and display [3]. This
incremental surge in data consumption bears note-
worthy implications for network access latency and
the overall performance of the web. The growing
demand for resources during page loading contributes
to heightened latency and impacts the efficiency of web
interactions.

• The dreadful transmission latency: Despite the sub-
stantial expansion of network bandwidth in recent
years, there has not been a commensurate reduction
in network latency. The proliferation of media con-
tent underscores the critical importance of low-latency
communication to guarantee seamless and uninter-
rupted transmission. This is particularly crucial in the
context of video services, encompassing applications,
e.g. video conferencing, gaming, and services reliant on
real-time data streaming. The necessity for low latency
becomes increasingly apparent as the demand for swift
and responsive communication in these domains con-
tinues to grow.

• Unavoidable Head-of-line blocking:HTTP/1.1 intro-
duced Pipelining as a technique that is supposed to
improve the efficiency of the request-response trans-
mission process. It allows uninterrupted transmission
of requests while waiting for the response of the cur-
rent request. Pipelining was introduced to alleviate the
issue and improve server resource utilization. However,
it is prone to head-of-line blocking, increasing server
memory overhead and potentially causing duplicate
requests. It has also several other issues, often leading
to it being disabled by default for most users. For
instance, in the case of time-consuming requests, it is
possible to opt for establishing a new TCP connection
for subsequent requests.

B. THE HTTP/2 BENEFITS COMPARISON
In May 2015, the HTTP/2 specification was formally stan-
dardized as a response to Google’s SPDY protocol, with
the aim of ensuring compatibility with the HTTP protocol.
In contrast, HTTP/1 primarily manages requests through
two distinct approaches: serial processing, where a request
is processed before sending another, and concurrent pro-
cessing, wherein the return process of the request result
must follow a sequential order, necessitating the process-
ing of the first response before subsequent requests can be
handled. This procedural arrangement often leads to a phe-
nomenon known as blocking. In contrast, HTTP/2 exhibits
the capability for concurrency processing, allowing the

simultaneous handling of multiple requests. Once response
data is generated, it can promptly be returned without strict
adherence to a specific order. This advancement enhances
overall efficiency and furnishes the critical capability to man-
age multi-threaded and parallel requests more effectively.
The optimization process in HTTP/2 protocol is illustrated
in Figure 1.

FIGURE 1. The HTTP/2 process of data exchange.

Similar to HTTP/1, HTTP/2 also employs the standard
TCP three-way handshake during connection setup. Addi-
tionally, HTTP/2 introduces the concept of ‘‘stream’’, which
in essence represents a bidirectional sequence of binary
frames. Within a single message, back-and-forth frames are
assigned a unique stream ID. Conceptually, a ‘‘stream’’ can
be envisioned as a virtual ‘‘data flow’’ where ordered data
frames flow sequentially. The advantage is that when these
data frames are received, they are organized in sequence,
forming the request and response messages similar to those
in HTTP/1.

This ‘‘stream’’ is evidently a virtual concept and does not
have a physical existence. As a result, HTTP/2 can utilize
streams to simultaneously send multiple fragmented mes-
sages over a single TCP connection, a feature commonly
referred to as ‘‘multiplexing’’. This multiplexing capability
allows multiple round-trip communications to be handled
on the same connection, thereby mitigating the issue of
‘‘head-of-line blocking’’ and significantly reducing latency.
Consequently, the utilization of ‘‘streams’’ at the message
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level ensures an orderly sequence of frames, while at the
connection level, messages are received and sent in a non-
sequential manner, enhancing connection efficiency and
overall performance.

In summary, in comparison to the HTTP/1 protocol,
HTTP/2 has primarily achieved improvements and optimiza-
tions especially in the following ways:

• HTTP/2 employs a binary format for data transmis-
sion, diverging from the textual format employed by
HTTP/1.1. The adoption of binary format offers addi-
tional advantages and potentials in terms of protocol
parsing and optimization extension.

• HTTP/2 utilizes HPACK for header compression when
transmitting message headers. This greatly reduced the
network traffic load. In contrast, HTTP/1.1 includes
redundant header information in each request, resulting
in wastage of bandwidth resources.

• HTTP/2 uses multiplexing for data frame transmission,
that is, multiple requests are completed concurrently
through a TCP connection. AlthoughHTTP/1.1 applied
pipeline technology to achieve efficiency, it still suf-
fered from blocking. In this respect, HTTP/2 is much
more efficient as it supports true concurrent requests,
and at the same time, the streaming process supports
prioritization and flow control.

• HTTP/2 Server Push technology enables the server to
proactively push resources to the client, such as through
JavaScript (JS) and Cascading Style Sheets (CSS) files,
without waiting for the client to request for them. This
aspect optimizes the delivery of resources by eliminat-
ing the need for the client to parse HTML and then
send separate requests for these resources. By pushing
the resources to the client in advance, they are made
readily available when the client needs them. This not
only reduced the traffic load but also eliminate any
bottlenecks at the server.

• Simplify Web application development. In comparison
to HTTP/1, the adoption of HTTP/2 provides a sig-
nificant reduction in the workload for web developers
by eliminating a substantial portion of the optimization
efforts required to enhance data transfer.

• Romuald Corbel et al. [8] compared HTTP/1 and
HTTP/2 in terms of functionality and page download
time. By taking all precautions in terms of set up to
eliminate biasness, i.e. in terms of the hardware, soft-
ware, and the transmission conditions, they applied a
measurement by using multiple transmissions over a
single TCP connection per domain technique and found
that HTTP/2 consistently fared better than HTTP/1 in
terms of performance. More precisely, as the network
latency increases, the page download time (PDT) of
HTTP/2 remains 15 % less than that of HTTP/1. Fur-
thermore, they observed that the ratio of HTTP/2’s
page download time to HTTP/1’s page download
time decreases with increasing packet loss, suggesting
that HTTP/2 is more superior and resilient to packet

loss than HTTP/1. The results showed great promises
that HTTP/2 is much more ideal for data streaming
where current content tend to be heavier and sequen-
tially important, e.g. in the case of web-video data
transferring [9].

III. REVIEW OF EXISTING DDoS ATTACK ON HTTP/2
With the formal release of the HTTP/2 protocol, many soft-
ware vendors have upgraded their applications to support
HTTP/2 in recent years, resulting in significant performance
improvements. However, recent research has also revealed
certain vulnerabilities associated with the HTTP/2 protocol
that can be exploited by malicious cyber-attacks. Table 1 pro-
vided a summary of those research which present significant
insights into some of the most prominent and concerning
weaknesses found in the HTTP/2.

Despite the gain of improved web performance, HTTP/2
has been criticized for using lower overhead requests to force
servers to perform more computation and be more vulnerable
to DDoS attacks.

Praseed et al. [22] have shown that the multiplexing tech-
nique of HTTP/2 may be easily exploited by attackers to
launch DoS attack by initiating multiple requests for web
resources using a single TCP connection. This enables mali-
cious users to initiate DDoS attacks with ease. In their
research, a comprehensive analysis was conducted to assess
the performance of HTTP/2 servers and HTTP/1 servers
under asymmetric DDoS attacks, under the same workloads.
Under HTTP/2 protocol condition, they applied a new DDoS
attack vector calledmultiplexed asymmetric DDoS attack and
demonstrated that this type of attack can be initiated with
just a small number of clients and causes server crashes.
Additionally, it was demonstrated that asymmetric workloads
on servers with server push enabled could easily lead to a
flood attack at the network layer.

In fact, Beckett et al.’s [6] research validated the sus-
ceptibility of HTTP/2 to flood DDoS attacks. To better
illustrate this issue, they compared the effectiveness of
request flooding DDoS attacks using HTTP/2 with the previ-
ous HTTP/1.1 standard. The results indicated that, as HTTP/2
allowed multiple requests to be included in a single packet,
which provided a significant advantage to attackers, resulting
in an enhanced impact of the attack effectiveness.

In order to show the vulnerability and amplification
risks which HTTP/2 may be exposed to, Beckett et al. [7]
implemented an HTTP/2 testbed to measure bandwidth by
collecting traffic in a private cloud environment. They showed
how one may exploit HTTP/2’s header compression, HPACK
to generate an amplified packet payload to cause flooding at
the back-end data link.

As 5G is being rolled out globally, HTTP/2 protocol
is most likely to be used in all the Service Based Inter-
faces (SBI) of 5G [9]. Hu et al. [10] discussed several different
kinds of attacks based on HTTP/2 that may be implemented
in 5GS including stream reuse attack, flow control DoS,
dependency cycle DoS, HPACK Bomb, Man-in-the-Middle
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TABLE 1. Types of HTTP/2 DDoS attacks & its weaknesses.
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TABLE 1. (Continued.) Types of HTTP/2 DDoS attacks & its weaknesses.
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TABLE 2. Contemporary research in HTTP/2 DDoS detection methods.
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TABLE 2. (Continued.) Contemporary research in HTTP/2 DDoS detection methods.

Attack (MITM) and interconnect attacks. Based on the
research analysis, there is a medium to high level of risk in the
signaling security domain. It is paramount importance to be
aware of these issues in order to prevent unwanted malicious
attacks from being launched through them.

The HTTP/2 protocol has introduced flow control to reg-
ulate numerous streams within a single connection. This
allowed servers to reduce traffic on one stream, enabling
them to continue processing other streams within the same
connection. Flow control for the HTTP/2 protocol can
be accomplished through the WINDOW_UPDATE frame.
Changing the value of theWINDOW_UPDATE frame causes
the HTTP/2 device to spend a lot of time processing it,
which ultimately leads to very high CPU utilization on the
recipient machine. This problem is not present in HTTP/1
[11]. The attacker can exploit this vulnerability to launch an
attack.

In attempt to further test the security of HTTP/2,
Adi et al. [12] proposed an HTTP/2 stealth attack model by
intelligently distributing network traffic load associated with
a DoS attack that remain stealthy, and can be used for a long
period of time. This covert attack is able to bypass intru-
sion detection systems and even affect the performance of

the machine learning classifier, by resulting in an extremely
high percentage of False Alarms. Additionally, to illustrate
how covert attack traffic is classified from legitimate traffic,
the researchers proposed a legitimate traffic model based
on HTTP/2. This model is utilized to generate flash-crowd
traffic.

It is also because the request header is not mandatory to
be given, which allowed network intruders to generate the
forged headers as legitimate HTTP requests. Jaafar et al. [13]
also demonstrated this weaknesses by using used eight dif-
ferent types of attacks in which the results showed that,
there are similarities and differences in the fake request head-
ers in both internal and external networks, thus, this can
make HTTP requests appear authentic when launching HTTP
DDoS attacks. In fact, it was highlighted that the request
header needs a major improvement in terms of security to
prevent the request header from being easily manipulated by
malicious attackers.

In 2022, Tripathi et al. [14] measured the behavior of
slow-rate DoS attacks in the top 500K Alexa ranked web-
sites on the Internet which provided HTTP/2 services, and
observed that a large number of themwere vulnerable to these
attacks.
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Sicora et al. [15] conducted research revealing the sus-
ceptibility of HTTP/2 to slow Denial of Service (DoS)
attacks. Their study employed a comprehensive set of mali-
cious packets, encompassing eleven types of slow DoS,
targeting commonly used test targets, including Apache ver-
sions 2.4.17 and 2.4.29, Nginx version 1.14.0, Lighttpd
version 1.4.55, and MS-IIS version 10.0. The findings indi-
cated that HTTP/2 servers across these platforms encountered
difficulties in identifying underlying threats and attacks. This
investigation underscores the imperative need for continuous
enhancement and modification of web server configurations
to bolster security and mitigate the identified types of attacks.
The authors strongly advocate the implementation of sup-
plementary protection measures, such as intrusion prevention
systems, to fortify the overall security posture.

In a similar fashion, Zhang et al. [16] demonstrated how
a very slow DoS attack called zAttack, can causes the
HTTP/2 server to wait while continuously consumes the
server resources before ultimately leading to a DoS attack.
Again this research tested slow DoS attack based on popular
web servers. The test results demonstrated that mainstream
web servers that support the HTTP/2 protocol are extremely
vulnerable to this type of attack.

Manzoor et al. [18] compared the traffic-level charac-
teristics of HTTP/1 and HTTP/2 traffic using traffic-level
statistics, collected in a real operational network using Deep
Packet Inspection (DPI) technology. Apart from confirming
the rapid growth of HTTP/2 among top Internet companies,
their investigations also showed the new features introduced
in HTTP/2 lead to significant differences in the network fin-
gerprinting (The network fingerprinting is a technique used
in computer networking and cyber security to identify and
characterize network devices, services, or systems based on
their unique patterns of behavior or attributes.) of the HTTP/2
protocol.

Liu et al. [17] introduced two novel Content Delivery
Network (CDN) DoS attacks: HTTP/2 Traffic Amplifica-
tion (HTA) attack and HTTP/2 Slow Rate (HSR) attack. They
conducted HTA and HSR attack experiments on ten popular
CDNs to assess their feasibility and impact in the real world.
The results showed that HTA attack enables malicious users
to consume the source server’s bandwidth, while the HSR
attack can exhaust all available connections on the source
server. Under the worst-case scenario, attackers have the
capability to amplify network traffic by up to 403, 092 times,
presenting a considerably very serious DoS threat to CDN
services. As a result, it is recommended that mitigation mea-
sures are required to effectively counteract these attacks.

IV. RELATED WORK FOR HTTP/2 DDoS DETECTION
Firstly, HTTP/2, in comparison to HTTP/1.1, not only retains
the core functionalities of HTTP/1.1 but also introduces
new features such as HPACK header compression, request
multiplexing, server push, and header compression. As out-
lined, these additions made it challenging for eavesdroppers
to monitor or discern the operational state of activities

on HTTP/2 websites. Network flooding attacks can bypass
intrusion detection systems by utilizing a new network com-
munication protocol (HTTP/2).

Machine learning techniques can be applied and used
to categorize network traffic into attack traffic and normal
traffic. This creates an urgent need to understand HTTP/2
characteristics and design customized network attack detec-
tion schemes.

Adi et al. [19] proposed a technique to generate the set of
network traffic features for network intrusion detection. The
technique showed that the intrusion detection system is able
to categorize previously unseen network traffic samples with
fewer false alarms than the techniques used in the literature.

Manzoor et al. [18] made two contributions in his research.
First, the difference between HTTP/1 and HTTP/2 traffic was
characterized using passive measurement datasets collected
in operational networks and Deep Packet Inspection (DPI).

They noted that when comparing the same services on
HTTP/1 and HTTP/2, HTTP/2 flows are longer and consist
of smaller packets. This may be a result of the new protocol
functional features of HTTP/2 both happening at the server
and the client sides during communication.

Second, a lightweight method is proposed for categorizing
encrypted web traffic into corresponding HTTP versions.
To make the method practical, machine learning is used
in conjunction with basic information commonly found
in aggregated flow traces (e.g. NetFlow records). They
evaluate five classic machine learning performance met-
rics (F − measure = 2 × (Precision × Recall)/(Precision +

Recall) and demonstrate that the decision tree is most suitable
for solving this problem. The results showed that it can accu-
rately categorize several months of traffic without retraining.
The method is simple, scalable, and suitable for situations
where DPI is not possible.

Tripathi et al. [20] proposed a solution based on event
sequence analysis for detecting slow HTTP/2 DoS attacks
with high accuracy and lower computational overhead. They
found that some existing web servers are susceptible to
such slow DoS attacks, emphasizing the need for protection
against them. They transformed the continuous interactions
between clients and HTTP/2 servers into event sequences,
storing all possible normal event sequences in a database
with a normal pattern. This database is then used to detect
abnormal event sequences. This means that if the response
event sequence generated by an HTTP/2 request is not found
in the database, the event can be interpreted as an attack
request.

Adi et al. [12] introduced a DoS attack traffic model
specifically targeted at HTTP/2 web servers. Their research
builds upon previous studies involving DoS attack models for
HTTP/2 services, and by introducing and analyzing a novel
stealthy variant of DoS attack capable of covertly disrupting
regular web services in terms of higher rate of false alarms,
the researchers used four machine learning techniques,
namely Naive Bayes, Decision Tree, JRip, and Support Vec-
tor Machines to counter such attacks using the characteristics
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of false alarm rate. The simulation results exhibited promis-
ing outcomes, and provided valuable insights into potential
future advancements to counteract new variants of such
attacks.

In the case that recognized defenses against HTTP/1.1
attacks that do not work against HTTP/2 attacks,
Anand et al. [24] proposed a machine learning based DDoS
detection technique for slow rate attack. Themethod uses four
one-class techniques to achieve HTTP/2 DDoS attack detec-
tion: SVM (Support Vector Machine), IF(Isolation Forest),
MCD (Minimum Covariant Determinant), and LOF (Local
Outlier Factor). The model of detection result was very good
with accuracy being 0.99, sensitivity being 0.99. Further-
more, the experiment was carried out in a real operating
environment, hence, their method holds great potential for
being implemented in real-world applications.

From the research experiments based on HTTP/2 traffic
data, Brissaud et al. [25] made two important observa-
tions. First, it was observed that the traffic generated by
the same request may change over time. Secondly, the test-
ing model can only be validated with a large number of
different instances. Call their method the test-of-time and
test-of-space respectively. Finally, it is noted that the HTTP/2
classifier is specifically designed to monitor user activity in
HTTP/2-based services (HTTP/2 over TLS), but the designed
methodology and results can be useful for other encrypted
traffic classification or fingerprinting techniques that utilize
machine learning.

Tripathi et al. [26] proposed a solution based on event
sequence analysis for detecting slow HTTP/2 DoS attacks
with high accuracy and lower computational overhead. They
found that some existing web servers are susceptible to
such slow DoS attacks, emphasizing the need for protection
against them. They transformed the continuous interactions
between clients and HTTP/2 servers into event sequences,
storing all possible normal event sequences in a database
with a normal pattern. This database was then used to detect
abnormal event sequences. This means that if the response
event sequence generated by an HTTP/2 request is not found
in the database, the event can be interpreted as an attack
request.

In this work, Praseed et al. [23] proposed a method for
modeling HTTP/2 requests as fuzzy multiset. The proposed
method uses a combination of relative base and request load
to detect multiplexing based application layer DDoS attacks.
The detection method was tested on an open source dataset
and the results showed that the method is able to detect mul-
tiplexed AL-DDoS attacks with about 95% accuracy while
maintaining a low False Positives Rate (FPR) of about 3%.

V. HTTP/2 DDoS ATTACK AND DETECTION
TECHNIQUES MATRIX
To aid security professionals in more effectively detecting
potential HTTP/2 DDoS threats, this study, based on the
compilation and analysis of literature over the years, intro-
duces a matrix outlining HTTP/2 DDoS attack types and

detection techniques. This matrix aligns existing HTTP/2
DDoS attack types with their corresponding detection tech-
nologies, enabling the formulation of more comprehensive
and effective attack detection strategies. Table 3 provides
a detailed presentation of the matrix. It is noteworthy that,
due to space constraints, author names are used instead of
corresponding detection methods.

Utilizing this matrix, the current state of HTTP/2 DDoS
attack types and their corresponding detection techniques
is presented in the most concise and intuitive manner.
For instance, concerning attack types, the achievements in
detecting Slow HTTP/2 DDoS Attacks are more prominent,
whereas research on Multiplexing-Based DDoS Attacks is
relatively scarce. Additionally, research on detecting Stealthy
HTTP/2 DDoS Attacks of this nature came to a standstill as
early as 2017. From another perspective of the matrix, it is
also evident that from 2016 to 2023, only six researchers have
been engaged in the field of HTTP/2 DDoS attack detection.
This number is significantly lower compared to research in
the field of HTTP/1.

VI. FUTURE CHALLENGES ASSOCIATED
WITH HTTP/2 DDoS DETECTION
The effort made in this paper is to extensively review all
literature on HTTP/2 from 2015 to 2023. Through a thorough
analysis of these research papers, it becomes evident that the
HTTP/2 protocol has undergone significant optimizations,
resulting in notable improvements in network transmission
speed and efficiency, as well as a reduction in communication
latency. However, these advancements have also triggered a
new wave of attacks targeting HTTP/2. Indeed, attackers can
leverage the multiplexing feature of HTTP/2 to generate a
substantial volume of junk requests, leading to the consump-
tion of network bandwidth and server resources. Additionally,
slowloris attacks are also applicable in the context of HTTP/2
networks. Attackers operate under the fundamental princi-
ple of maximizing the impact and extent of their attacks
while minimizing costs. As a consequence, the repercussions
of these attacks far exceed those observed during the era
of HTTP/1.

Although the study of how the security risks can be devised
or initiated has been explained above, it is noted that during
the period from 2015 to 2023, from a quantitative perspective,
research on attack detection techniques specific to HTTP/2
remains notably less abundant compared to that concern-
ing HTTP/1. A considerable portion of detection techniques
still remains in the early stages of utilizing statistical or
machine learning-based approaches. There remain the need
of more research to devise a more superior methodology
which can detect a wide variety of DDoS attacks. Never-
theless, as shown in Table 2, scholars in the relevant field
have meticulously described their research work on HTTP/2
security risks and proposed corresponding countermeasures.
For instance, as may be noted from Table 2, they have
investigated and put forth various detection methods tai-
lored to tackle the DDoS of the HTTP/2 protocol. They can
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TABLE 3. The matrix of HTTP/2 DDoS attack detection techniques.

be used for providing a robust foundation platform for the
investigation, research of attack detection methodology and
countermeasures.

Considering the aforementioned issues, several recommen-
dations based on our analysis of current HTTP/2 attacks
and detection techniques have been proposed. These recom-
mendations aim to provide guidance for enhancing HTTP2
server security as well as to define future research direc-
tions in the field of attack detection within the context
of HTTP/2.

A. THE INHERITANCE AND RENEWAL OF KNOWLEDGE
When comparing literature related to HTTP/1 attack detec-
tion methods, it’s easy to find no fewer than 10,000 articles.
It is evident that existing HTTP/1 attack detection tech-
niques are more mature and abundant. The HTTP/2 protocol,
rather than being an entirely independent new standard, is an
extension and improvement of its predecessor HTTP/1. As a
result, it should be viewed as an enhancement and optimiza-
tion of the previous version as it was designed to maintain
compatibility with the semantics, patterns, and other aspects
of HTTP/1. The updates can be regarded as more of making
localized improvement.

As the overall technology has yet to mature, combining
and building upon existing research outcomes in the field of
HTTP/1 attack detection is crucial, with a focus on seamlessly
transitioning to HTTP/2 scenarios, as a key point and break-
through to consider.

Deep learning algorithm detectionmodel has demonstrated
remarkable successes in various diverse fields, as well as in
HTTP/1 disruptive DDoS attacks [27], [28]. Hence, progres-
sive development can leverage on some of the cutting-edge
HTTP/1-based deep learning algorithms, to develop network
attack detection techniques for the HTTP/2 protocol. This
could actually provide stronger motivations and alleviate
as well as to facilitate the transition of HTTP/1 servers to
become HTTP/2 servers due to the enhanced DDoS security
feature.

B. THE LIMITATIONS OF ENCRYPTED TRANSMISSION
FOR ATTACK DETECTION
Even though the design of HTTP/2 itself allows for non-
encrypted communication, and the protocol itself does not

require the use of encryption, however, the developers’ of all
major web browsers (e.g. Chrome, Safari, Firefox, Opera, IE,
Edge) currently stated that they will only implement HTTP/2
with TLS encryption as mandatory standard. As a result, due
to the dichotomous standard between the HTTP/2 servers
and the web browser clients, this present a challenge. This
implies that from the web browsers’ perspective, HTTP/2
based transmissions will be in an encrypted mode, which
poses a significant limitation to DDoS attack detection. How
to convert encrypted packets to plaintext in this case is a
problem that need to solve in the future. Berman et al. [28]
have assessed the security factor of HTTP/2. By using
packet capturing tools, they intercepted data packages and
showed how it is feasible to decrypt HTTP/2 encrypted
traffic using SSL-KEY-LOGGING. This is a serious secu-
rity issue as it may expose both sensitive and vital
information.

C. FOCUS ON HTTP/2 DDoS ATTACKS
BASED ON MULTIPLEXING
The proliferation of the Internet, in terms of service, data,
domain and application have made it into a daily life routine
of today. As DDoS attacks are a type of network attack that
aims to overwhelm or exhaust a target system by simulta-
neously sending a large volume of requests and data traffic,
this results in legitimate users being unable to access or use
the system normally. DDoS attacks pose a significant and
highly destructive network interruptions and threats. As the
Internet becomes increasingly prevalent in various domains,
the frequency and scale of DDoS attacks have been steadily
rising too. Therefore, safeguarding systems and networks
from DDoS attacks based on the HTTP/2 protocol is a crucial
aspect of network security. Effective research and develop-
ment of DDoS detection techniques based on the HTTP/2
protocol are essential to ensure network stability and enhance
user experience in today’s context.

In essence, the feature of multiplexing in HTTP/2 allows
obtaining multiple resources with just once request, enabling
DDoS attacks to more be able to effectively exploit this
feature to execute sophisticated and devastating attacks.

Requires focused attention in terms of security analysis and
protection against potential exploitation in HTTP/2 DDoS
attacks.
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D. THE LACK OF DATASETS
Many researchers currently utilize publicly accessible realis-
tic datasets to validate their proposed methods. They mainly
relied on KDD Cup 99 and CAIDA datasets to study DDoS
traffic in HTTP/2. However, these datasets are outdated, and
the proposed models may not efficiently identify the latest
DDoS attacks in the HTTP/2 scenarios of today. To effec-
tively model heterogeneous DDoS attack traffic, the use of
realistic or carefully crafted and up-to-date HTTP/2 datasets
is a significant requirement.

Simulating HTTP/2 traffic to generate dataset is an
effective method. Use tools to simulate both normal and
DDoS attack traffic, ensuring that the experiments cover
various scenarios. Through such simulated data, it helps
improve and validate your DDoS attack detection tech-
niques. It is crucial to ensure that the dataset is represen-
tative enough, including various attack types and normal
traffic, to enhance the reliability and applicability of the
experiments.

VII. CONCLUSION
The introduction of new features in the HTTP/2 protocol
offers significant benefits that should be acknowledged and
harnessed. However, it is equally important not to over-
look the potential network security risks associated with
these advancements. Various research works have shown that
DDoS attacks can exploit these new features by sending
carefully crafted HTTP/2 Request to web servers, resulting
in network service disruptions. There remain relatively low
number of research on providing good references in coun-
teracting HTTP/2 DDoS attacks. This article aims to take
cognizant of the more contemporary research findings, anal-
ysis and ideas from the past 8 years, to spur more focused
research in both the detection and countermeasures tech-
niques of DDoS on HTTP/2 servers. Additionally, it provides
relevant suggestions to guide future research in attack detec-
tion direction. It is crucial to highlight that the introduction
of multiplexing and server push technologies in HTTP/2
enables attackers to launch Denial of Service (DoS) or Dis-
tributed Denial of Service (DDoS) attacks on HTTP/2 servers
with low costs. Therefore, it is recommended that future
research focusesmore on the detection and prevention of such
DDoS attacks which based on multiplexing and server push
technologies.
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