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ABSTRACT In response to global efforts to deal with climate change, various renewable energy policies are
being implemented. Among these, renewable portfolio standards (RPS) and renewable energy 100 (RE100)
regulate the obligated supply of renewable energy to ensure compliance with set quotas by nations and
institutions. In this context, the renewable energy certificate (REC) system is employed to assist obligated
entities in meeting their renewable energy generation quotas. Obligated entities can purchase REC from
renewable energy generators to obtain recognition for their renewable energy allocation. However, the
current REC system is insufficient in addressing issues related to procedural complexity and cyber security.
This study aims to overcome its limitations by applying blockchain technology. Blockchain, a distributed
financial network, serves as a digital ledger, enabling peer-to-peer transactions in a simple, transparent, and
secure way. The proposed new REC system based on blockchain moves away from the complex structure of
the traditional REC system, simplifying the system into four processes: participation, issuance, transaction,
and authentication. Moreover, applying blockchain algorithms can address the cyber security issues of the
traditional system. The case study using Hyperledger Besu, or one of the blockchain platforms, demonstrates
that the aspects of procedural complexity and cyber security are improved in the proposed system.

INDEX TERMS Renewable energy generation, REC, RPS, RE100, blockchain, smart contract.

I. INTRODUCTION

The global shift towards renewable energy generation is a
pivotal response to the challenges posed by climate change.
With the advent of the Paris Agreement in 2015, a uni-
versal framework was established to enable participation
in climate action, considering the economic situation of
each country [1], [2]. As a result, governments and private
organizations in various countries have been implementing
renewable energy policies. Representative renewable energy
policies implemented by the government include renew-
able portfolio standards (RPS) and feed-in tariffs (FiT),

The associate editor coordinating the review of this manuscript and

approving it for publication was Pierluigi Siano

while renewable energy campaigns conducted by a private
organization include RE100.

RPS and RE100 are policies that obligate power genera-
tion companies and normal companies to achieve a certain
proportion of renewable energy generation [3]. The manda-
tory share of renewable energy supply in both policies has
increased every year. However, the construction of renewable
energy resources typically takes more than a year, limiting
companies’ ability to catch up with the policy target. Also,
the financial burden coming from the integration to com-
plement the intermittent nature of renewable energy sources
discourages companies from meeting the obligation [4].
Therefore, various institutions employ renewable energy cer-
tificate (REC) systems to fulfill the obligated amounts of
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renewable energy generation. RECs are tradable documents
that prove the production of electricity through renewable
energy sources. Companies required to meet the obligated
supply in the RPS or RE100 can assert their renewable energy
generation by purchasing RECs from renewable energy
generation companies.

However, the current REC system has limitations in terms
of procedural complexity and cyber security. Initially, the
system’s complexity is amplified by the involvement of mul-
tiple intermediaries, such as issuers, brokers, aggregators,
system operators (SOs), market operators (MOs), and power
exchanges (PXs), in the issuance and trading of RECs. As the
number of intermediary entities increases, the transaction
system becomes more complex, resulting in a considerable
amount of time being required for the issuance and trade of
RECs.

In addition, the current REC system lacks considerations
from the perspective of cyber security. For example, vari-
ous countries use weight schemes in the REC system, if an
offender manipulates the weight of the REC, unfair additional
benefits can be taken to the manipulator. In the existing
studies on REC systems, there has not been much research
on cyber security, such as the manipulation of REC contents.
Therefore, measures to reinforce the security of the REC
system should be prepared.

Meanwhile, blockchain refers to a mechanism for data
integrity and tamper-proofing based on distributed computing
technology Blockchain is essential for implementing decen-
tralized financial systems [5]. In an ideal blockchain system,
nodes with equal authority form a network, and transactions
are conducted in a peer-to-peer (P2P) manner. Transactions,
which are details of completed dealing, should all be recorded
in blocks that serve as books for safe trading. Completed
transactions construct blocks, and it is referred to as the
blockchain if blocks are connected in a chain-like structure.
Once recorded in the blockchain, the content cannot be mod-
ified by any participant in the network. The expected benefits
of applying blockchain technology to a conventional REC
system include strong security achieved through consensus
algorithms and hash functions without the need for a central
node. Also, the ability for anyone to access data by stor-
ing transaction data in a distributed storage environment is
another advantage.

Blockchain technology can be categorized into two types
based on the level of content visibility; public blockchain and
private blockchain [6]. Public blockchain allows anyone to
participate and form transactions on the network. All nodes
participating in the network can verify the content recorded
in transactions. On the other hand, in the private blockchain
system, only nodes authorized by an authority can participate
in the network.

Despite previous studies leveraging blockchain technol-
ogy to surmount REC system limitations, certain drawbacks
persist. Zuo utilized the blockchain simulation program
MultiChain to simulate a series of processes, including
REC issuance, transactions, and renewable energy generation
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confirmation [7]. Wang et al. applied the PBFT consen-
sus algorithm of blockchain to the REC trading system,
conducting simulations for REC purchases and sales [8].
Castellanos et al. implemented a certificate trading market
with MO on the Ethereum network using smart contracts [9].
However, these studies have some limitations. In Zuo’s
research, the simulation included only one node for REC
buyers and sellers in the scenario, making it impossible to
handle the issuance and transactions of various types of REC.
Wang et al.’s simulation assumed that all REC products are of
the same type, neglecting the consideration of REC charac-
teristics with different weights based on the type of renewable
energy. Castellanos et al.’s proposed blockchain REC market
primarily focuses on REC transactions and lacks adequate
consideration of issuance and renewable energy certification
aspects.

This study aims to address the procedural complexity and
cybersecurity issues plaguing the current REC system by
harnessing blockchain technology. Additionally, we seek to
incorporate the aspects that previous research overlooked.
The contributions of this study, based on improvements to the
existing REC system and prior research, are as follows:

o The limitations of existing REC systems are defined in

two aspects: procedural complexity and cyber security.

« A new system is proposed, which simplifies the com-
plex nature of the existing REC system by applying
blockchain technology, thereby reducing the involve-
ment of multiple intermediary entities.

« Itis shown that the cyber security of the REC system can
be relieved through the use of blockchain techniques.

o The simulation in the REC ecosystem with blockchain
technology is conducted, considering many REC sellers
and buyers, enabling transactions of diverse types of
REC.

o The REC system incorporates blockchain technology to
simulate the entire process, from issuance to transactions
and renewable energy generation certification, utilizing
the Hyperledger Besu program.

o We simulate the weighting system based on the power
source in the recognition process of renewable energy
generation for the new REC system incorporating
blockchain technology.

The paper is structured as follows. In Section II, we review
previous studies that have applied blockchain to renew-
able energy certificate systems and electricity trading.
Section III explains the limitations of the existing REC sys-
tem. Section IV provides an explanation of the new REC
system we propose, while Section V presents a detailed
case study. Section VI discusses the significance and pro-
vides a discussion of the paper. The results are presented in
Section VII.

Il. LITERATURE REVIEW

The application of blockchain technology to the power sys-
tem has been a widely discussed topic in previous research.
Cheng et al. identified the high costs and difficulties in
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data processing associated with the construction, manage-
ment, and maintenance of traditional centralized solutions
in the distribution market [10]. To address these issues,
they proposed a new transaction framework using blockchain
technology. Worner et al. discussed the advantages of dis-
tributed energy resources (DERs) in terms of their environ-
mental impact and resiliency, considering the growing trend
of DER integration. They further highlighted the limitations
of the centralized operation of DERs and emphasized the
application of distributed systems like blockchain [11].
various models applying blockchain technology to the
electricity market have been analyzed and proposed in [12],
[13], and [14]. Various mechanisms utilizing blockchain
technology have also been developed in studies related to
microgrid operation [15], [16], [17], [18], [19]. In these
studies, blockchain technology is employed to enhance the
security of microgrids and to modernize existing systems
by leveraging the unique features of blockchain, such as
transparency, security, and rapidity. Furthermore, concern-
ing the active discussions on flexibility market operations
in many countries, research is underway to explore ways
to activate P2P transactions among market participants by
applying blockchain technology [20], [21], [22], [23].

The aforementioned studies have explored the applica-
tion of blockchain technology to the power system but did
not specifically address the REC system associated with
it. Although there have been some studies on applying
blockchain technology to the REC system, they are limited
in number meaning that this topic is at the early stage.

Zuo conducted research on REC issued as non-fungible
tokens (NFTs) based on Ethereum private blockchain [7].
The blockchain-based REC ecosystem was established by
granting authorities to central nodes such as the Authority
and Registry. The ecosystem was modeled in a Multichain
environment, and simulations of issuance and transactions
between nodes were conducted. However, the model and
simulation only included one node for renewable energy
generators and one node for REC buyers, which limited the
consideration of diverse transactions. Furthermore, the con-
centration of authority in the central nodes, such as Authority
and Registry raises concerns about the true utilization of a
distributed ledger system.

Cali et al. present a structural framework for a system that
applies blockchain technology to the REC system [24]. The
system is structured in a multi-layered approach, with each
layer serving a specific role as follows:

o Layer 1: Autonomous DER Generation and Storage

o Layer 2: DER Energy Management

e Layer 3: DER Information and Communication
Technology

o Layer 4: DER Operation Analysis

o Layer 5: Transmission Operations

Cali et al. examine the security advantages of apply-
ing blockchain technology to the REC system using the
multi-layered system structure [24]. However, a limitation of
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FIGURE 1. Various transaction models utilized in the current REC system.

this study is the lack of consideration for transactions between
nodes using the proposed model.

Wang et al. and Castellanos et al. discussed REC systems
applying blockchain technology from a market perspective.
Wang et al. presented a model that mathematically repre-
sents decision-making by nodes and demonstrated through
transaction simulations that certificates are determined at
appropriate market prices [8]. Unlike previous research,
multiple buyers and sellers were included in the simula-
tions. However, this study focuses solely on the market
and transaction aspects, and lacks an examination of the
overall ecosystem of REC, from issuance to retirement.
Castellanos et al. researched implementing the role of a mar-
ket operator using smart contracts in the existing supply
certificate market [9]. The model included various market
participants in addition to multiple sellers and buyers, and
simulations were performed considering various consensus
algorithms. However, a limitation was the lack of considera-
tion for proof of authority, which could simplify transactions.

Ashley and Johnson [25], as well as Zhang et al. [26],
proposed renewable energy certificate systems incorporating
blockchain and conducted studies describing the advantages
of these systems. Ashley and Johnson highlighted the ineffi-
ciencies of the current system and emphasized the economic
and security benefits, in terms of time, cost, and enhanced
security, resulting from the application of blockchain tech-
nology [25]. Zhang et al. divided the system’s structure
into five layers: data layer, network layer, consensus layer,
incentive layer, and contract layer [26]. They described the
advantages of blockchain systems in terms of security aspects
such as immutability, traceability, and transparency. Further-
more, they provided a conceptual framework for the system’s
implementation. However, both studies lacked simulation
processes.

This study meets the needs of the limitations mentioned
in previous studies. First, the REC system with blockchain
should be designed following sufficient discussions on decen-
tralization and simplicity of the system. Second, simulations
should be conducted for the system model with an adequate
number of nodes. Lastly, the overall ecosystem of the REC
system should be comprehensively described, including its
components and interactions.
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FIGURE 2. The typical issuance and transaction process of the existing REC system.

lll. LIMITATIONS OF THE EXISTING REC SYSTEM

A. PROCEDURAL COMPLEXITY

The existing REC system exhibits procedural complexity in
three aspects: transaction formats, the number of participants,
and the lengthy transaction processes. Firstly, REC buyers
and sellers can engage in various transaction formats depend-
ing on the trading model and duration. Various models are
illustrated in Figure 1.

Secondly, besides buyers and sellers, diverse mediators
participate in REC transactions. Aggregators and brokers
assist buyers in REC purchases, while entities like the dis-
tribution system operator (DSO) manage grid congestion, the
balance responsible party (BRP) intervenes in grid balance,
and members of the market platform, such as the MO, PX, and
settlement parties, act as intermediaries in the transactions.
The involvement of multiple stakeholders in transactions may
result in higher fees that the trading parties have to bear,
leading to unnecessary costs.

Lastly, REC transactions entail long transaction processes
involving various stakeholders, leading to intricate settle-
ment procedures and extended transaction times. Globally,
a multitude of REC systems exists. Most of all, a simplified
representation of the typical process for REC issuance and
trading within the conventional REC system is illustrated in
Figure 2. In Figure 2, the content on the left side of the dotted
line represents the process of issuing RECs to the renewable
energy generation company (RE GenCo). On the right side,
the content describes the process of REC trading between the
seller and the buyer. RE GenCo can obtain REC by estab-
lishing a new renewable energy facility, subject to approval
from the central institution issuing the REC. Upon receiving
REC, RE GenCo becomes the REC seller and sells REC to
REC Buyers with the assistance of MO. When RE GenCo
and REC Buyer agree to a transaction, RE GenCo transfers
ownership of REC, and REC Buyer makes the corresponding
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payment. Participants in the transaction settle by paying fees
to MO.

Despite the outlined streamlining of procedures, the
issuance of REC certificates necessitates multiple verification
steps and interactions among participants. Moreover, since
each step is carried out individually, a considerable amount
of time is consumed. To manage these problems, institutions
seeking participation in the REC system should have a high
degree of expertise and human resources. Therefore, given
the protracted duration of issuance, there arises a need for
time-efficient REC procurement strategies.

The combination of these three factors contributing to
procedural complexity can raise entry barriers for potential
participants in REC transactions. Therefore, there is a need
for a new REC system with a simplified procedure.

B. CYBER SECURITY

Security issues in the existing system can be addressed in
terms of information omission by intermediaries and poten-
tial counterfeiting by transaction participants. Firstly, since
various entities participate in REC transactions, there is a risk
of missing information during the data transmission process.
When information is missing, it becomes difficult to identify
the exact point of manipulation or omission in the complex
intermediary processes. Moreover, the allocation of respon-
sibility for the issue becomes unclear, leading to complicated
procedures for punishment and compensation.

On the other side, there are security vulnerabilities where
transaction participants may engage in intentional miscon-
duct for personal gain. REC traders could create forged RECs
to gain unfair profits, and on a more sophisticated level, they
might manipulate the content of RECs. For instance, they
could modify the recorded type of renewable energy source in
the REC to receive greater weights than those deserved from
actual renewable energy generation. To establish a highly
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reliable REC system, security vulnerabilities in recording
electronic documents need to be addressed.

IV. STRUCTURE OF THE NEW REC SYSTEM USING
PRIVATE BLOCKCHAIN

A. BASIC STRUCTURE OF THE NEW REC SYSTEM

The proposed new REC system using private blockchain
adopts a significantly simplified structure for the current REC
system, utilizing blockchain technology and smart contracts.
A smart contract entails the programming of agreed-upon
conditions and content between contract parties, recorded
as electronic documents. Upon the fulfillment of condi-
tions specified within the smart contract, the agreed-upon
actions are executed automatically. Smart contracts enable the
blockchain system to possess diverse functionalities. Once
deployed within the blockchain system, a smart contract can-
not be altered by anyone. The process of REC issuance and
transaction is illustrated in Figure 3.

[ J
a
Authority

2. Call function that T 3. Issue
IN

1. Request REC

issuing REC token EC token -
token issuing
Smart Contract using Web3

AN

SAANAAN 4. Transfer
SN REC token
AN

[ B R J
a 5. Trade REC token a

REC Buyers REC Sellers

FIGURE 3. The approximate structure of REC issuance and transactions in
the proposed system, where blockchain and smart contract technologies
are applied to the existing REC system.

REC sellers represent renewable energy generators, while
REC buyers typically correspond to obligated entities. In the
first step, REC sellers generate renewable energy and com-
municate this information to the DSO. Subsequently, the
DSO verifies the generation details, and if they are authentic,
invokes the REC issuance function recorded in the smart
contract. Based on the information, REC is issued to the REC
seller, and transactions with REC buyers can be conducted.

The transaction process is illustrated in Figure 4. Ini-
tially, both REC buyers and sellers submit bids on the
Ethereum network, offering the quantity and price of REC
they desire. If the settlement price is reasonable for both
parties, the transaction proceeds. After settlement, the seller’s
REC is automatically transferred to the buyer, concluding the
transaction process.

After the transaction, a process of burning the purchased
REC is required for the buyer to receive recognition for
their renewable energy obligation. The buyer submits the
REC to the DSO for burning, and the DSO calculates the
weightage based on the REC’s content. The DSO multiplies
the weightage by the number of submitted RECs to determine
the amount of energy generated, recognized as MWh for the
corresponding obligation.
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FIGURE 4. The detailed process of REC transactions occurring in the
proposed system.

B. THE OPERATING METHOD OF THE NEW REC SYSTEM
The New REC system is a system that applies a private
blockchain to the existing REC framework. In the context of
a private blockchain, there exists an Authority node within
the system, and obtaining permission from the authority node
is important for participation in the network. In the New
REC system, the role of the Authority node is fulfilled by
the DSO. The DSO not only grants permission for other
participants to join the network but also provides and man-
ages the functionalities accessible to nodes participating in
the network. General participants, upon receiving permission
from the DSO, can participate in the network as regular nodes.
Regular nodes can be further categorized as REC seller nodes
and REC buyer nodes. REC seller nodes represent users who
possess renewable energy generation resources. By generat-
ing renewable energy, they can receive REC issuance and
subsequently sell them for profit. REC buyer nodes corre-
spond to entities such as energy companies or businesses.
They purchase RECs from REC seller nodes to fulfill their
renewable energy obligation quotas.

The interaction among DSO, REC seller nodes, and REC
buyer nodes can be divided into four aspects: participation,
issuance, transaction, and authentication. Detailed explana-
tions for each aspect can be found in the subsubsection
below.

1) PARTICIPATION

To establish the network’s configuration, a process of enti-
ties participating in the Ethereum network is necessary. The
process of participation is illustrated in Figure 5. Initially,
those seeking participation authority must transmit their node
information to the DSO. Then the DSO, upon verifying
the information of the node, needs to assess the suitability
of the aspiring participant. If the applicant intends to join
as a REC seller node, the DSO must examine whether it
includes eligible renewable energy sources for REC issuance.
Likewise, if the applicant wants to join as a REC buyer
node, the DSO should confirm the purpose of the REC pur-
chase and assess if the participant is not engaging in any
malicious activities. If the entity applying for participation
meets the DSO’s criteria for network entry, the DSO grants
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authorization for the node to participate in the network. Users
whose participation has been confirmed are assigned pub-
lic and private keys, enabling them to join the network as
either seller or buyer nodes. The public key functions as the
node’s account number and is visible to all network users.
The private key acts as the account’s password and is known
only to the owner, not disclosed to all nodes, including the
DSO.

SR}]E]C BREC
eller uyer
Node Noxie Dso

1. Apply for participation;in the ETH network \

i

!

| : o

! 12. Check quahflcatmn:
i

' of nodes

I
1
1
1
1
1
1
1
1
|
1
pad
-

( End )

FIGURE 5. The process by which regular nodes obtain permission from
the DSO to participate in the Ethereum network and receive their public
and private keys.

2) ISSUANCE

Once an appropriate number of nodes participate in the REC
network, a system of interactions between nodes utilizing
the system’s functionalities needs to be established. Within
the Ethereum network, the system’s functionalities can be
devised through smart contracts.

In the New REC system, the DSO generates and deploys
smart contracts onto the blockchain network. The smart con-
tract in this system includes three functionalities: Minting,
REC Token ID assignment, and REC Token information
recording. The Minting functionality utilizes ERC721, used
for issuing NFTs, to issue REC tokens. REC Token ID
assignment serves the purpose of distinguishing REC tokens
by allocating an incremental ID to each token in sequential
order of issuance. Thus, the ID of the most recently issued
REC token corresponds to the total number of REC tokens
issued up to that point. The functionality that records informa-
tion on the REC token facilitates the recording of necessary
information onto the REC token.

The process of issuing REC to users can be understood
from the Figure 6. Initially, the DSO drafts and deploys
a smart contract onto the network. This smart contract is
distributed throughout the network, and its contents can be
verified by all system users. Regular nodes seeking to utilize
functionalities recorded within the smart contract can invoke
functional actions through the DSO. Upon generating IMWh
of renewable energy, the REC seller node can request the
issuance of one REC from the DSO. The DSO assesses
the validity of the request received from the REC seller
node and can request the mint function within the smart
contract to issue REC. The issued REC is then conveyed
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FIGURE 6. The process where the DSO deploys a smart contract onto the
network, and REC Seller nodes receive REC tokens.

to the REC seller node, concluding the process of REC
issuance.

3) TRANSACTION

The issued RECs can be transferred to the respective REC
buyer nodes through transactions. The process of transaction
is illustrated in Figure 7. Both buyer and seller nodes have the
option to set a price and place bids for buying or selling REC.
If the proposed REC price is reasonable for both parties, the
settlement process is undertaken to determine the price. The
settlement price, inclusive of fees, is conveyed to both nodes
and if both nodes agree on this price, the transaction price is
established. Both the buyer and seller nodes pay fees to the
Ethereum network, and upon the buyer node transferring the
agreed-upon amount to the seller node, the ownership of
the REC is transferred to the buyer node. By utilizing the
purchased RECs, the REC buyer node becomes eligible for
recognizing renewable energy generation.

4) AUTHENTICATION

Lastly, a process is required for the REC buyer node to
validate renewable energy generation using the purchased
RECs. This process is illustrated in Figure 8. In the context
of the blockchain system, ““burning’ refers to sending tokens
to a single node with an unknown private key. Since no node
knows the private key of the burning node, tokens sent to that
node cannot be utilized by anyone.

In the process of recognizing renewable energy, a calcula-
tion of weights is also necessary. Presently, many countries
employ a weighted system for different types of renewable
energy sources. These sources vary in terms of efficiency,
environmental impact, and equipment costs. By utilizing the
weight system of RECs, it’s possible to encourage the utiliza-
tion of specific renewable energy sources, thereby promoting
effective facilities for combating climate change.

Within this system, the authority for burning and weight
calculation lies solely with the DSO. The first step of the
authentication process begins when a REC buyer node desir-
ing to burn their REC sends the REC to the DSO and requests
burning. The DSO verifies the renewable energy source of
the received REC and calculates the weight. The calculation
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FIGURE 7. The process of REC transactions between REC seller nodes and
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FIGURE 8. The process by which REC buyer nodes, who have purchased
RECs, undergo weight calculation and obtain recognition for renewable
energy generation, including weight calculation.

result is then communicated back to the REC buyer node,
and the REC is burned. Upon verification of the burnt REC,
the DSO recognizes the weight as the corresponding amount
of renewable energy generation achieved by the REC buyer
node.

V. CASE STUDY

In this section, following the qualitative analysis of overcom-
ing the limitations of the existing system in subsection IV.C,
a quantitative analysis using simulations is conducted. The
simulation environment was set up on Linux version 22.04,
and the blockchain simulator employed was Hyperledger
Besu. Hyperledger Besu supports both public and private
blockchains. For this simulation, a private blockchain was
utilized, employing the proof-of-authority (PoA) consensus
algorithm commonly used in private blockchain systems. The
reason for using PoA is that it allows for the differentiation
of roles between Distribution System Operator (DSO) nodes
and regular nodes.

Firstly, by simulating the streamlined processes of
participation, issuance, and transaction explained in
subsection IV-B, the improvement in the procedural com-
plexity is demonstrated by showing that the existing
procedure can be replaced by simplified steps. Next, the
implementation of scenarios involving fraudulent REC
issuance and manipulation of REC contents demonstrates
enhanced security compared to the conventional system.
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TABLE 1. The smart contract addresses responsible for issuing REC
tokens for each Seller node.

Contract Address
Sellerl 0xef963F8C31a801E0776b631Ce972A017cF3EAe31
Seller2 0x54CE388bBb81883af06bf4E4F05a64 1abF8dFf64
Seller3 0x8872955A58E9820159872185aA182FEC6Baaa6E3

A. SYSTEM SIMULATION FOR RESOLUTION OF
PROCEDURAL COMPLEXITY

Through simulating the configuration of the network, node
participation, issuance of REC tokens, and the process of
REC sale, it is possible to verify how much the procedures
have been streamlined in the existing system. The network
configuration starts with the creation of DSO nodes. Based on
the DSO node, regular nodes can be generated. In this simula-
tion, a total of 7 general nodes were created, including 3 REC
seller nodes, 3 REC buyer nodes, and 1 incineration node.
Once the generation of nodes constituting the Ethereum net-
work is completed, each node receives private and public
keys. Participating nodes can engage in financial activities on
the network using these keys.

Next, the process of issuing REC tokens was simulated.
The compiled smart contract is deployed to the Ethereum
network by the DSO node after which addresses are generated
for each deployed smart contract. These addresses are utilized
to invoke functions within the smart contract for usage. The
addresses of the deployed smart contracts can be found in
Table 1.

Information about what to input in the REC tokens using
the tokenURI function is available in JSON language. The
contents to be entered into the REC tokens issued by REC
sellers 1, 2, and 3 can be seen in Table 2. After the issuance
of REC tokens by the DSO node is completed, they are trans-
ferred to the respective REC sellers, concluding the process
of REC token issuance.

In this simulation, it is assumed that all seller nodes have
generated 3SMWh of electricity each. Upon receiving requests
from sellers, the DSO node calls smart contracts for each
seller, resulting in the issuance of three REC tokens per seller
node. Once issued by the DSO, the information of tokens
is verified for accuracy and then forwarded to the suitable
seller nodes. Each token can be distinguished based on the
renewable energy generator and its token ID.

Once a buyer interested in purchasing REC emerges, the
process of negotiation and transaction follows. Figure 9
illustrates the inter-node transactions within an Ethereum net-
work configured using the Hyperledger Besu program. Seller
1 trades REC tokens 1 and 3 with Buyer 1 and 2 respectively,
Seller 2 exchanges REC token 2 with Buyer 2, and Seller
3 transacts REC tokens 2 and 3 with Buyer 1 and 3 indi-
vidually. All transaction processes are documented within the
blockchain.

After the completion of transactions between buyers
and sellers, buyers can obtain renewable energy generation
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TABLE 2. The information recorded in each REC token issued by REC
seller nodes.

RE Owner Seller 1 Seller 2 Seller 3
Location Seoul Daegu Gwangju
Installation
2018 2018 2016
Year
RE type PV WT Hydroelectric
Installation Existing General Existing
Type Facility Site Facility
Facility
. 2000kW 3000kW 7000kW
Capacity
ESS
. No Yes No
Connection
Minter
DSO DSO DSO
Address
Blockchain
REC Sellers Platform REC Buyers
REC1
Seller 1 @ REC? & Buyer 1
‘ RECS \
REC 1 —~~—
Seller 2 o REC 2 z Buyer 2
& i
[ 4 [ 4
a a

FIGURE 9. The form in which REC tokens issued by each REC seller are
transferred to REC buyers in the simulation.

certification by using the REC tokens they hold. To obtain
renewable energy generation certification, buyers send their
REC tokens to the DSO, which then calculates the weigh-
tage based on the type of renewable energy generation and
transfers the tokens to the incineration node. All nodes in the
network, including the DSO, are unaware of the incineration
node’s private key. Therefore, once a REC token is trans-
ferred to the incineration node in the simulation, it cannot be
circulated within the network again. The process of transfer-
ring REC tokens from the DSO to the incineration node is
referred to as the ‘incineration of token.” Simultaneously with
token incineration, the buyer node that submitted the token
is notified of the amount of recognized renewable energy
generation, and the entire process is then concluded. The
weightage criteria used in this simulation are provided in
Table 3.

DSO calculates the renewable energy weightage according
to the criteria in Table 3 when all tokens within the system
have been incinerated. In this simulation, we verified the
incineration process for tokens as follows: token 1 purchased
by Buyer 1 from Seller 1, token 2 purchased by Buyer
2 from Seller 2, and token 3 purchased by Buyer 3 from
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TABLE 3. REC weight table.

RE Type Weight
Cap<100kW 1.2
Installed on
. 3000k W>Cap>100kW 1.0
General Site
Cap>3000kW 0.7
PV
Installed on Cap<3000kW 1.5
Existing Facility Cap>3000kW 1.0
Connected with ESS 5.0
Not Connected with ESS 1.0
WT
Connected with ESS 5.0
Hydr
A - 1.0
electric

Seller 3. Each buyer node sends its REC token to the DSO,
which calculates the weightage for the received tokens. REC
token issued to Seller 1 is based on building solar power
generation, not integrated with ESS, and has a capacity of
2000 kW, thus receiving a weightage 1.5 times the generation
amount. REC token issued to Seller 2 is based on onshore
wind power generation, integrated with ESS, thus receiving a
weightage 5 times the generation amount. REC token issued
to Seller 3 is based on hydroelectric power generation, receiv-
ing recognition of renewable energy generation at the same
amount without additional weightage. Once the weightage
calculation is completed, the DSO sends the REC tokens
to the incineration node and recognizes renewable energy
generation for the submitting node.

In this subsection, we have outlined the simulation proce-
dure from REC token issuance to obtaining renewable energy
generation certification in the new REC system using the
Hyperledger Besu program. It is evident that in the new REC
system, participant types have been simplified, procedures
streamlined, and time reduced due to blockchain automation,
thereby mitigating procedural complexity compared to the
existing system.

B. REINFORCEMENT OF CYBER SECURITY

Applying blockchain to the REC system offers significant
advantages in terms of cyber security. In this subsection,
we aim to illustrate through simulations how two potential
issues within the REC system can be addressed. Firstly,
we plan to address cases where the information recorded in
REC is manipulated by system users, and secondly, where
system users maliciously issue counterfeit RECs.

1) MANIPULATION OF REC CONTENT BY SYSTEM USER

In terms of cyber security, the first scenario that can pose
problems is when a user attempts to modify the content of
REC to gain additional profits. There are various methods
by which users can manipulate REC content to obtain unjus-
tified additional benefits, such as modifying the renewable
energy resource listed in the REC to a resource with a higher
weight or changing the ESS ownership status from ‘No’ to
‘Yes.” By altering REC information to deviate from the actual
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renewable energy generation environment, users can exploit
the weighting system to potentially gain up to a fivefold
increase in additional revenue.

In the conventional REC system, if a user manipulates the
contents of a certificate for unfair gain, it becomes challeng-
ing to identify the perpetrator due to the system’s procedural
complexity and the security vulnerabilities in the recorded
information. With the application of blockchain technology,
procedural complexity is simplified, and once recorded, the
information cannot be altered. This characteristic of REC
tokens in blockchain provides a rigid defense against content
manipulation.

In the simulation conducted in subsection V-A, Buyerl,
who purchased REC tokens from Sellerl, modified the
information recorded in the REC token to achieve greater
weighting in line with Seller3’s renewable energy generation
conditions to gain additional profit. If the content of the REC
token is altered, the fact that the REC token’s content is
recorded within the blockchain network allows the DSO to
identify manipulated content and confirm fraudulent activ-
ities. Therefore, someone attempting to manipulate tokens
must also modify the blocks containing the issuance history
to align with the intended content.

Even if the content manipulated within a block is altered,
blockchain’s characteristics can be leveraged to prevent illicit
activities. Each block contained within the blockchain pos-
sesses a unique hash value. This hash value represents the
result obtained by inputting the entire content of the block
into a hash function. Hash functions exhibit the property
that even a slight change in input results in a significantly
different output, ensuring that the hash value of a block,
which is part of the content issued in REC tokens, changes
substantially. Due to the nature of blockchain systems, where
the hash value of one block is included in the next block, any
change in one block leads to alterations in the hash values
of all subsequent blocks generated afterward. Consequently,
network users can identify when all hash values from the
point of misconduct onwards have changed, allowing them
to detect network malfeasance. The process is illustrated in
Figure 10.

2) ISSUANCE OF COUNTERFEITED REC BY SYSTEM USER
The second potential cybersecurity issue is the ability of
users to arbitrarily generate counterfeit REC tokens without
obtaining DSO approval. Official REC tokens are issued by
REC seller nodes only after appropriately generating IMWh
of renewable energy and applying it to DSO, which issues
them after verification. If REC tokens are issued directly from
a specific seller node without passing through DSO, they
cannot be considered legitimate REC tokens. If counterfeit
tokens circulate within the network without being detected,
forgers can gain significant unfair advantages, potentially
confusing the entire network.

The second issue can be addressed by recording the
issuer’s public key within the REC token. In the sim-
ulation conducted in this research, DSO’s public key is
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FIGURE 10. The process of identifying manipulated content when
information recorded in the blockchain is maliciously altered in the New
REC system.

0 x 7.8b46c0ecd1afb673a5db70d08ee78066589b65, and this
hexadecimal value is recorded in all valid REC tokens issued
within the network. The public key of DSO can be used to
construct a counterfeit REC token detection program. All
nodes within the network can utilize the counterfeit detection
program to identify instances of forgery.

To simulate the process of detecting counterfeit REC
tokens, Seller 2 node called a smart contract to issue an NFT.
The process of issuing counterfeit REC tokens is illustrated
in Figure 11 below. By comparing this process with the
issuance and transaction of legitimate REC tokens depicted
in Figure 3, differences can be identified. Seller 2 node issues
counterfeit REC tokens using the smart contract’s mint func-
tion without reporting to DSO. Subsequently, Seller 2 node
sells legitimate REC token 1 and counterfeit REC token 2 to
Buyer 2 node through the normal process.

Buyer 2 node executes a counterfeit detection program
to verify if the two tokens it purchased are legitimate REC
tokens. When running the program, if the token’s issuer is
identified as DSO, the REC token is recognized as legitimate.
Conversely, if the program results in identifying a token as
being issued by a node other than DSO, the REC token is
deemed counterfeit.

Suppose the Seller 2 node attempts to alter the issuer
information within the REC token to evade the counterfeit
detection program by replacing it with DSO’s public key.
In that case, the process specified in subsubsection IV-B.1
reveals the malpractice. The effective prevention of the two
potential malpractices demonstrates the superior security of
this system.

VI. DISCUSSION

A. RESOLUTION OF LIMITATIONS THROUGH NEW REC
SYSTEM STRUCTURE

In the existing REC system, issues have been raised concern-
ing procedural complexity and cyber security. The application
of blockchain technology can address both of these problems.
In the traditional REC system, limitations were observed in
terms of procedural complexity, transaction formats, the num-
ber of participants, and the length of transaction processes.
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FIGURE 11. The process of generating counterfeit REC tokens.

Firstly, the use of blockchain technology allows for the
reduction of various transaction formats into a single trans-
action mechanism. Standardizing the transaction mechanism
reduces the complexity for participants, as they no longer
need to choose among different options. Secondly, a private
blockchain can simplify transaction participants into three
entities: buyers, sellers, and the DSO. In the new REC system,
the tasks previously handled by REC Issuing Central Institu-
tion, DSO, MO, and PX in the existing system are all carried
out by the DSO. This eliminates intermediaries like Aggre-
gators and Brokers, facilitating direct transactions between
buyers and sellers, thus enhancing simplicity. Finally, the new
REC system departs from the verbosity of the old system. The
participation, issuance, transaction, and authentication pro-
cesses in the new system are automated through blockchain
technology and smart contracts. Additionally, the security
and integrity provided by blockchain technology reduce the
multiple authentication steps present in the existing REC
system to a single step, simplifying the process.

On the other side, the utilization of blockchain tech-
nology can help alleviate the cyber security deficiencies
in the system. Information recorded in a blockchain sys-
tem is immutable, and transaction histories are transparent
and accessible to all participants. The two simulations con-
ducted in subsection V-B demonstrated the use of blockchain
technology’s security features to address the previously men-
tioned issues of tampering with REC content and REC
forgery. Furthermore, the security and integrity offered
by blockchain can proactively prevent problems such as
double-spending and repudiation that could occur in the exist-
ing REC system [27]. Consequently, the adoption of the new
REC system enables the establishment of a straightforward
and secure REC framework.

B. ADDITIONAL ADVANTAGE OF THE NEW REC SYSTEM:
INSTITUTIONAL CONSISTENCY

Another advantage that can be gained by applying blockchain
technology to the REC system is institutional consistency.
The primary utilization of the existing REC was driven by
RPS policies and the RE100 campaign. The RPS system is
established at the national and state levels, leading to varia-
tions in recognized renewable energy sources among different
countries. As aresult, renewable energy resources that receive
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high weights in one country may receive low weights or even
be unrecognized in another country. The RE100 campaign,
being a bottom-up approach developed by the private sector,
lacks clear criteria. Consequently, renewable energy certifi-
cates used in RPS and RE100 are difficult to be universally
applicable worldwide.

By using blockchain technology, the rules of the system
can be recorded in electronic documents, and the recorded
content is uniformly applied to all users within the system.
Applying blockchain technology to the existing REC system
can move away from the varying criteria that individual
countries previously had and enable the establishment of
internationally standardized renewable energy standards. The
formulation of a transnational REC system not only encour-
ages global efforts toward climate change using a uniform
system but also facilitates REC trading and related negotia-
tions between countries. From the perspective of renewable
energy policies, the implementation of blockchain technol-
ogy ensures that REC markets, such as those for RPS and
RE100, operate within the same market rather than form-
ing distinct markets. Standardizing the REC market across
different jurisdictions offers advantages such as expanding
the market size, and providing a rational and stable REC
price in the market as REC quantities and market participants
increase.

VIi. CONCLUSION

This paper analyzes the limitations of the existing REC sys-
tem, particularly in terms of procedural complexity and cyber
security, and proposes a new REC system that can address
these issues. The new REC system incorporates blockchain
technology in the form of a private blockchain network con-
sisting of DSO, REC sellers, and REC buyers. DSO plays
a central role in permitting network participation, issuing
REC, facilitating REC transactions, and aiding in renewable
energy generation settlement. RE GenCo and REC holders
can participate in the network as REC Sellers, while entities
obligated to supply renewable energy can join as REC Buyers
within the network.

The previously complex structure of REC issuance and
trading systems is simplified in the new REC system, cen-
tered around DSO and comprising four stages: participation,
issuance, transaction, and authentication. Additionally, the
immutability of REC content and recorded information is
ensured through the technological features of blockchain. The
alleviation of procedural complexity and the enhancement of
cybersecurity were demonstrated using the blockchain sim-
ulator program, Hyperledger Besu. The simulation involved
one DSO node and various scenarios with three REC Seller
nodes, each issuing different types of REC and three REC
Buyer nodes.

Regarding future works related to the topic of this paper,
improvements to the weighted settlement system can be con-
sidered. In the new REC system, REC tokens are issued
as NFTs based on ERC721, which may have varying val-
ues based on their weights. To address this, a system can
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be developed using ERC20 smart contracts to exchange
Fungible Tokens (FT) corresponding to the value of REC
tokens. If various NFTs with different values are converted
into a single product called FT, it can simplify the market
structure and streamline the price formation process.
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