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ABSTRACT Blockchain networks provide a reliable and secure mode of communication due to their
decentralized and distributed nature. The emergence of amalgamated blockchain-based internet-of-things
(IoT) systems has generated a huge amount of data to be online. Though blockchains show potential for
ensuring transparency, traceability, and immutable records, the privacy of online data in blockchains becomes
a question. The privacy of blockchain transactions is at stake as various privacy breaching methods are used
by attackers such as linking the transactions, deanonymization, etc. However, the benefits of blockchain
make the technology a dominator in the present and future technological paradigms. The other side of the
coin deals with privacy information retrieval (PIR), which is necessary to retrieve private information from
servers without much revealing. However, the conjunction of blockchain privacy and PIR is very critical and
an important aspect of blockchain solutions. In this present survey, we pioneer in analyzing the privacy factors
of existing blockchain solutions. We discuss the privacy parameters and important privacy enhancement
techniques for blockchains comprehensively. We show the applicability of privacy in various domains
including e-commerce, supply chain, healthcare, and IoT. We also discuss PIR-related issues and solutions
in the existing literature. We highlight open research problems and discuss the benefits of collaborating with
PIR and blockchain systems to improve privacy in blockchains. Our survey is beneficial for academia and
industries to be aware of the present status of privacy solutions in blockchains and to address the identified
loopholes to make the systems better.

INDEX TERMS Blockchain, information, privacy, retrieval, security, survey.

I. INTRODUCTION
Currently, after the development of Bitcoin, the blockchain
is transforming the technology industry and trending in the
digital world [3]. It gained popularity in the financial market
(cryptocurrency) because of its unique traits such as dis-
tributed ledger, consensusmechanism, selection of public and
private participation of the nodes, and transaction immutabil-
ity.With the advancement in technology, blockchain keeps on
expanding its roots in different applications namely supply
chain, education, healthcare, IoT, and many more after the
invention of hyperledger and ethereum [4], [5].
With time the blockchain keeps on rising and ensures a

private and secure way of communication among peers in
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contrast to the centralized systems. For example, it makes
it more difficult for a malevolent user to steal data that is
publicly available and subsequently steal it from a private
central network. The primary goal of blockchain networks
is to create decentralization, which solves the centralized
system’s trust and failure problems. The development and
evolution of this revolutionary technology over time are
described below covering all five generations, each of which
brought new features and capabilities [97], [98] as shown in
Figure 1.

• Blockchain 1.0 (Bitcoin):
– Bitcoin, created by an anonymous entity known

as Santoshi Nakamoto, introduced the world to
blockchain technology in 2008.

– Blockchain 1.0 was primarily focused on digital
currency and peer-to-peer transactions. It utilized
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FIGURE 1. Privacy-oriented evolution of Blockchain.

a proof-of-work (PoW) consensus mechanism for
security.

– This generation established the concept of decen-
tralized and trustless transactions.

• Blockchain 2.0 (Ethereum):

– Ethereum, created by Vitalik Buterin and launched
in 2012, was a significant step forward in
blockchain technology.

– Blockchain 2.0 introduced the concept of smart
contracts, which are self-executing contracts with
predefined rules and conditions.

– It used the ethereum virtual machine (EVM) to run
decentralized applications (DApps).

– Ethereum popularized the use of initial coin
offerings (ICOs) to fund blockchain projects.

• Blockchain 3.0 (Scalability and Interoperability):

– This generation of blockchain technology aimed to
address the scalability and interoperability issues
faced by earlier blockchains.

– Projects like EOS, Cardano, and Polkadot emerged
to improve transaction throughput, reduce latency,
and enhance compatibility between different
blockchains.

– Proof-of-stake (PoS) and delegated PoS (DPoS)
consensus mechanisms gained popularity for their
energy efficiency and scalability.

• Blockchain 4.0 (Integration of Advanced Technologies):

– Blockchain 4.0 represents the integration of
advanced technologies such as artificial intelligence
(AI), IoT, and big data into the blockchain
ecosystem.

– It seeks to enable decentralized applications to
interact with real-world data and systems.

– Projects like IOTA (for IoT integration) and Chain-
link (for smart contract oracles) are examples of
Blockchain 4.0 initiatives.

• Blockchain 5.0 (The future):

– Blockchain 5.0 is a concept still in its infancy,
aiming to bring about the vision of Web 3.0,
a decentralized and user-centric internet.

– It seeks to integrate blockchain, decentralized
finance (DeFi), non-fungible tokens (NFTs), and
other technologies to create a more user-friendly
and functional internet.

– Concepts like decentralized autonomous orga-
nizations (DAOs), self-sovereign identity, and
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decentralized storage are key components of this
generation.

A. FUNDAMENTALS OF BLOCKCHAIN
A blockchain is a decentralized peer-to-peer network.
It enables any node to issue a block or transaction after
validating it in accordance with [2]. Transactions in the
blockchain are validated independently by peers, times-
tamped, and then added to the ledger. As a result, once data
is added, it cannot be easily changed. The blockchain nodes
are linked to one another and share basic attributes such as:

• Any kind of data can be stored.
• Assures integrity of data.
• Append-only
• A specific protocol is used for communication.
• Consensus mechanisms namely proof-of-work and
proof-of-stake are used to reduce the chance of
malicious nodes to enter.

The blockchain network can be classified into three
types: public blockchain, private blockchain, and consortium
blockchain [14].

• Public blockchain: It is available to all networks, and
anyone can join. There is no single authority in charge
of the peers. Because of this openness, it is sometimes
referred to as permissionless blockchain [15]. To get an
incentive to behave properly, any node that wishes to join
must adopt a consensus procedure such as proof-of-work
or proof-of-stake and possess digital money. The most
common examples of public blockchains are Bitcoin and
Ethereum.

• Private blockchain: It is governed by a single authority,
and joining the network requires permission. It is
permissible for a single authority to establish the
rules for network membership [16]. It can be used
by educational institutions or private organizations–for
example, multichain applications.

• Consortium blockchain: It combines private and public
blockchains. It enables a pre-selected group of nodes
to control the network and provide the consensus
mechanism for others to join. It is not open to all,
and each participant has equal rights. Without a doubt,
it is less decentralized than public blockchain but more
performant. Every participating node is pre-verified,
and if it is suspected of being harmful by other nodes,
it is removed from the network [15]. Consortium
blockchains include Hperledger, Corda, and Quorum.

B. BLOCKCHAIN PRIVACY ATTRIBUTES
The applications that require sharing of sensitive information;
data privacy, and user privacy need the utmost care.
Blockchain technology has revolutionized the industry by
ensuring the privacy of an individual. It facilitates various
privacy parameters in comparison to the centralized systems
as described below:

• Identifiability: A user who registers the network is
provided a set of unique keys through which he is
identified in case found malicious [18].

• Anonymity/Pseudonimty: A person’s real identity is
hidden from others on the network. A user uses his
alias/pseudonym such that other peers cannot track the
real identity of the user and are unable to fetch his
sensitive details. On the other side, this property can also
be misused by a malicious peer [18].

• Transparency: Blockchain serves as a transparent chan-
nel for all participants. Everyone on the network
has access to the ledger details. This privacy feature
can be abused by a malicious peer because sensitive
information is available to all, posing a risk [19].

• Immutable records: Records that have been written and
added to the blockchain cannot be changed or removed.
This aids in the auditing and verification of records
following a user denial [19].

The above-mentioned privacy parameters differentiate the
blockchain from other centralized systems. The centralized
systems do not provide a transparent medium for communi-
cation. Moreover, these systems are not good at guaranteeing
user and data privacy as any adversary can easily track the
user’s real identity and can use it maliciously, in case, the
trusted third party is compromised. Next, the blockchain
supports the immutability of records, thus, no one can deny
data generation and cannot alter the records. This helps in
easily verifying and auditing the source of information if
required.

Blockchain is primarily famous for financial applications
such as Bitcoin, and cryptocurrency as it saves time
and reduces the need for third-party dependency. Since
2016, after Ethereum came into the picture, blockchain
gained popularity in multiple domains such as healthcare,
IoT, supply chain, and many more. Later, another new
addition called Cross-chain [6] is added to the blockchain
development. Cross-chain provides interoperability of value
and information among blockchains [7], [8]. The standalone
blockchain is unable to provide the full feasibility or benefits
of blockchains. Cross-chain solves the above-mentioned
issues [9]. For example, Ripple which is a blockchain project
helps in cross-chain and cross-border banking services [10].
Polkadot is used to promote the transfer of smart contracts
through different blockchain [11]. Similarly, Blocknet is
trying to create a decentralized environment to enhance the
exchange of sensitive information [12]. Aion is another online
platform based on cross-chain that deals with interoperability
and scalability issues of blockchain [13].

C. MOTIVATION AND CONTRIBUTION
Blockchain-based frameworks are widely accepted and
deployed to address the challenges of centralized system
failure, privacy, reliability, and scalability that happen with
IoT ecosystems. Furthermore, blockchain promotes trans-
parency, openness, and immutable records, allowing users to
quickly trace data and give a reliable mechanism to detect
data leakage or manipulation if any exists. The existing IoT
models have less computational and storage capacity and
lack interoperability. For these reasons, blockchain-based
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IoTs have gained popularity and facilitate data integrity,
peer-to-peer trust, and many more [1].

In recent years, blockchain has achieved a milestone as it
provides a distributed and decentralized secure, transparent,
and open environment for communication. However, it is
vulnerable to various privacy challenges. For instance,
leakage of transaction privacy is a big issue in public
blockchain. This is proved in the recursive calling attack
on smart contracts in June 2016. During this attack by the
criminals approximately sixty million dollars were stolen.
Moreover, blockchain is vulnerable to privacy leakage even
though the user is using their asymmetric key pairs, i.e.,
public and private keys. This occurs because IoT networks
retain and upload sensitive user information. When such
a vast volume of IoT data is uploaded to a blockchain,
it becomes vulnerable to transaction linkage attacks and
traffic correlation problems [79] to some extent or totally
(depending on needs). Much existing research has proven that
blockchain transactions can be linked to retrieve the user’s
information. For example, in smart healthcare systems [80],
this type of attack can track patients’ and hospitals’ identities,
as well as users’ locations [81], [82].
Blockchain is adopted in a diversity of applications these

days but privacy is still an open question. Thus, we study
and analyze the existing privacy works in blockchain and
highlight the gap in them. In addition to blockchain, we also
discuss how PIR provides privacy to the user and its data.
Further, we will figure out whether PIR and blockchain
can be conjugated or not. If so, then we discuss how it
could enhance privacy in blockchain-based applications. This
survey is beneficial for researchers and academicians to get
a thorough idea of the existing challenges of blockchain in
different domains and the ways to handle these challenges.
Here, we mention the major contribution of our survey:

• Comprehensive review: Our study explores the privacy
challenges of blockchain-based systems in depth and
highlights gaps in the literature. This will aid in
assessing the privacy limitations that must be met while
developing blockchain applications.

• Prevention techniques: We identify different
privacy-preserving strategies used in blockchain-based
applications. This provides an excellent chance for
academicians to devise unsophisticated answers to
blockchain privacy challenges.

• Information retrieval: We analyze the Privacy Infor-
mation Retrieval (PIR) problems and solutions in
conjunctionwith blockchain. It opens a new direction for
the readers to construct the blockchain-based framework
ensuring privacy and PIR.

D. MATERIALS AND METHODS
Amethodical way to assess and measure the patterns, impact,
and influence of scholarly publications usually books, essays,
and other academic works is called bibliometric analysis.
In the subject of scientometrics, which measures the pro-
duction and impact of scientific research, it is an invaluable

instrument. Through the identification of terms and subjects
that are becoming more popular within an area, it might
highlight new research trends. Funding organizations, policy-
makers, and researchers can all benefit from this knowledge.
To study the versatility of blockchain and understand the
privacy concerns of blockchain in different applications we
explore various databases. We mainly searched the papers
from Science Direct, IEEE Xplore, Elsevier, Web of Science,
Springer, and ACM Digital Library. The keywords we use
for our research are blockchain in different domains such
as healthcare, IoT, SCM, and e-commerce. Next, we search
related to privacy threats, and privacy concerns in blockchain.
Further, we search for existing privacy-preserving techniques
for blockchain and the ways to conjugate PIR and blockchain
systems. Our research will open a gateway for academicians
and researchers to think about merging the blockchain and
PIR to improve the privacy of decentralized systems.

E. PAPER ORGANIZATION
The remainder of this work is structured as follows. The
section II discusses privacy concerns in the blockchain.
We present the literature work connected to the com-
bination of blockchain privacy and its accompanying
applications in Section III, alerting the discovered gaps
and scope of improvement. Section IV examines existing
privacy-preserving approaches for blockchain-based appli-
cations. Section V provides the survey related to the PIR
techniques and identifies the benefits of collaborating with
the blockchain. Further, section VII discusses some open
research gaps related to blockchain privacy identified in the
literature, and section VI compares the existing survey related
to privacy in blockchain. Finally, Section VIII concludes the
paper. We provide Figure 2 for the clarity of the information
flow in our presented survey.

II. PRIVACY CONCERNS IN BLOCKCHAIN
Privacy is defined as the right of an individual to draw a thin
line for others to protect their sensitive information not to
be disclosed [17]. Privacy is the key aspect of blockchain as
it provides the cryptography key for secure communication
between peers on the network. This key is formed by a
combination of random strings of numbers which is nearly
impossible for anyone to guess. However, the openness and
transparency of blockchain are concerning matters when
question comes to individual privacy. The data shared by
users on the blockchain network is easily accessible to all
peers and can be exploited maliciously by a dishonest peer.
Thus, it causes certain privacy attacks in blockchain-based
applications. These threats are discussed in the following
subsection.

A. PRIVACY THREATS IN BLOCKCHAIN
The blockchain provides a decentralized and distributed
environment to store, share, and access data without any
need for a trusted third party. However, the blockchain
stores the data in an open environment which could be
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FIGURE 2. Flowchart to represent information flow in our present survey.

disadvantageous for applications that involve the storage of
personal information such as banking, and e-health. Ensuring
privacy in such applications is a great urge. The blockchain
systemmust ensure two main properties to guarantee privacy.
To begin with, various transactions by a single user cannot be
linked in any way. Second, the data kept on the blockchain
should not be open to the public and freely accessible to
all [18], [19]. The failure of the above properties leads to
the following privacy attacks [21], [22], [23], [24], [25], [26],
[27], [28], [29]:

• Transaction privacy leakage: This type of attack is
caused by linking the transaction details/behavior to a
particular user and gathering his personal information.
It could be done in the following ways:

– Blockchain transactions are often pseudonymous,
which means that they are linked to cryptographic
addresses rather than real-world identities. How-
ever, if someone manages to link a real identity to
an address, they can trace all transactions associated
with it, compromising privacy.

– Reusing addresses in transactions can lead to
privacy risks.When an address is reused, it becomes
easier to trace the flow of funds, potentially
exposing transactional history.

– Amalicious node can track the same public address
used for multiple transactions by the user.

– When a user makes a Bitcoin payment, the service
provider can link the user’s true identity, which can
then be utilized for criminal purposes.

– Continuously observing the transaction graph pat-
tern makes it feasible for an intruder to relate the
different addresses to the same user to steal his real
identity.

• Identity privacy leakage: The blockchain allows the
use of pseudonyms to hide real identities to facilitate
user anonymity. However, it could be disadvantageous
because some malicious peers can join the network by
hiding their actual identities for fraudulent attacks.

• Malicious smart contracts: Smart contracts run auto-
matically whenever a node wants to join the network.
Smart contracts can be vulnerable as they may contain
any malicious code stored on the blockchain network.

We use Table 1 to summarize the blockchain elements, which
can be the target of the attackers for the above-mentioned
attacks.

B. SOLUTIONS TO IMPROVE THE PRIVACY OF DATA
To overcome the aforementioned privacy issues we suggest
certain solutions to enhance privacy in blockchain-based
applications [20]:

• To protect the user’s identity before uploading it to
the blockchain network, hard cryptographic techniques
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TABLE 1. Attack elements in blockchain transactions and its mitigation procedure.

such as ring signatures, homomorphic encryption, and
zero-knowledge proof can be used to protect the real
identity of the user. These techniques make it impossible
for malicious peers to link different wallets/IP addresses
to the same user. As users utilize pseudonyms to
join, each user’s identity should be confirmed and
authenticated ahead of time. Certain procedures, such as
know your customer (KYC) and anti-money laundering
(AML), can be implemented to accomplish this.

• The mechanism like public key encryption-based key-
word search (PEKS) can be used before uploading
the real data on the blockchain network. It helps in
hiding the actual data of the user by encrypting it and
creates secure searchable indexes on the blockchain to
be searched using keywords.

• The transactions executed by the peers on the blockchain
are visible to all keeping it a fair and transparent medium
for communication. However, it gives a bright opportu-
nity to the malicious nodes to observe the transaction
behavior (transaction graph) to link it to the particular
user and steal his details. It can be prevented by
using homomorphic encryption techniques like private
information retrieval (PIR). It allows the anonymous
user to query the blockchain without disclosing his real
identity and the data he is looking for to anyone on the
network.

III. LITERATURE ON BLOCKCHAIN PRIVACY
In 2008, the blockchain was initially used for deploying the
cryptocurrency named Bitcoin [30]. With the advancement in
the digital world over the years blockchain gained popularity

in different domains such as EHealth, IoT, education, and
many more by the end of 2015. During this period the biggest
achievement of blockchain was the Ethereum platform for
making distributed applications (dAPPs). Another milestone
in the same year is the launch of hyperledger fabric which is a
LINUX foundation [31]. Both these blockchain platforms are
very useful and provide different characteristics for construct-
ing decentralized architectures. Further, it helps increase
the reliability and performance of business transactions all
around the globe.

The blockchain keeps on rising with the technological
revolution and has established roots in a diversity of
application areas. For example, IoT, smart city, education,
supply chain, healthcare, and many more [32]. This section
studies the existing blockchain efforts in several sectors.
We do this by analyzing the privacy criteria provided by
various existing solutions and highlighting the shortcomings
in them. Furthermore, we discuss the privacy-preserving
approaches utilized to protect the user’s identity and data.
In the following subsections, we will look at how blockchain
is being used in various applications such as e-commerce,
supply chain management, IoT, and healthcare.

A. BLOCKCHAIN-BASED E-COMMERCE SYSTEMS
The study in [33] compares and contrasts the permissioned
blockchain framework (PBF) with the blockchains utilized
in Bitcoin e-commerce. According to the authors, after
assessing the benefits and drawbacks of both approaches,
the permissioned blockchain framework allows instant trans-
actions and variable block sizes in e-commerce. In terms

32094 VOLUME 12, 2024



A. Chhabra et al.: Navigating the Maze: Exploring Blockchain Privacy and Its Information Retrieval

TABLE 2. Blockchain privacy in E-commerce.

of throughput and latency, the suggested model is more
effective. Designated in [34] is another permissioned
trusted trading network (PTTN). Any dishonest node is
forbidden from entering the network. When a dishonest
peer attempts to join a network, this ensures the trans-
action’s high credibility by giving high credibility to the
transactions.

A blockchain network is made for the e-auction application
of online commerce [35]. It explicitly addresses the problems
with centralized systems’ lack of trust. It lowers the price
given to the trustworthy middleman who stands between
the customer and the supplier. The author of this work
developed a smart contract that specifies the guidelines
for placing a bid and that is not made public before the
deadline. The systems aid in keeping the bid private, non-
repudiable, and tamper-proof. Furthermore, the work in [36]
describes the construction of a three-layered NormaChain
sharding blockchain network. The blockchain network is
more effective and scalable because of this system. Addi-
tionally, to combat fraudulent transactions, the authors adopt
a PEKS mechanism to block unauthorized access to the
network. A blockchain-based online buying strategy that
protects anonymity is proposed in the study [37]. To shield
the user from any identity-based threats, such as those
based on address or phone number, the framework is built
using a private smart contract. When a transaction is being
completed, the system serves as a conduit between the buyer
and the seller while keeping the user’s personal information
hidden. To build shield tokens that users may use to prove
their ownership, the zk-snarks concept is used. The research
gaps related to blockchain in e-commerce are mentioned in
Table 2.

B. BLOCKCHAIN-BASED HEALTHCARE SYSTEMS
A healthcare data gateway (HDG) is suggested in [38]. With
the help of this blockchain-based architecture, patients may
safely grant ownership, control, and permission to share
their data without jeopardizing its privacy features. Two
protocols are used: secure multi-party computing (SMPC)
and indicator-centric schema (ICS). In addition to protecting
the patient’s private information from unauthorized outside

access, it assists patients in properly arranging their health
records with a minimum of complexity. The authors created
a mobile application of their concept, which makes it simple
for a person to download on their phone and access from any
location [39]. Further, a fresh permission-based blockchain
structure is suggested in [40]. It safeguards the user’s identity
by granting him the ability to control and share his data in the
cloud, as well as sync it with healthcare providers. To validate
network nodes and maintain end-user privacy, a mobile
application based on the hyperledger fabric blockchain is also
deployed.

The work in [41] has created a concept blockchain-based
healthcare ecosystem. It solves privacy problems in the
existing cryptography architecture for cloud-based healthcare
systems. The suggested work was significant and provided
numerous advantages. To begin with, it eliminates the
requirement for a third party to sign the agreement, protecting
the system from a single point of failure. Second, everyone
has access to and control over their personal information.
The medical records are then kept in a chain of blocks that
are distributed over the network in a consistent, accurate,
comprehensive, and timely manner. Finally, any changes to
the data are visible to all network nodes. A blockchain-based
BCHealth platform for IoT healthcare is also proposed [42].
It provides restricted access to network-stored user-sensitive
data. The concept is realized by the use of two distinct chains,
one for maintaining access controls and the other for data
transfers. As a result, patients can connect with healthcare
practitioners in secret. Another safe healthcare system
for remote patient monitoring, intended to detect chronic
conditions such as diabetes, is created [43]. The system
employs blockchain and proxy re-encryption techniques to
ensure the confidentiality and privacy of healthcare data.
cite49 also created a blockchain-based healthcare system
for IoT devices. It enables users to conceal their identities
while transmitting encrypted health-related data from their
devices. Furthermore, the proposed protocol is built on
zk-SNARK, the DHKE algorithm, and digital signatures to
enable anonymous authentication and secure data-sharing
communication channels between users and healthcare
service providers. A blockchain-based distributed application
(DA) framework that protects privacy is put forth [44].
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TABLE 3. Blockchain privacy in healthcare.

TABLE 4. Blockchain privacy in supply chain management.

Healthcare certificates can be created and maintained with
the help of this framework. To develop and issue medical
certifications, it connects the blockchain network to system
objects including medical facilities, verifiers, doctors, and
conventional authorities. Fraud and unauthorized access to
medical records are also prevented. Table 3 mentions the gap
in the blockchain-based healthcare systems.

C. BLOCKCHAIN-BASED SUPPLY CHAIN MANAGEMENT
SYSTEMS
The study in [45] proposed and designed a traceable
system for agri-food supply. It improves food safety and
quality control while lowering logistics losses. When it
comes to tracking and monitoring the quality and safety of
food from farm to fork, the system excels. AgriBlockIoT,
another agri-food supply architecture, is being implemented
in [46]. From manufacturing to consumption, it delivers
food transparency and auditable asset traceability along the
whole supply chain. Ethereum and hyperledger saw-tooth
blockchains are utilized for this purpose. The outcomes

of both systems are compared in terms of latency, CPU,
and network utilization. The authors discovered that the
hyperledger system outperforms Ethereum. A traceable and
privacy-preserving blockchain system architecture for supply
chain (TPPSUPPLY) is another project being worked on
in [47]. Blockchain-based smart contracts that are both
on-chain and off-chain enable privacy, traceability, and
transparency while promoting anonymity. The framework
enables anonymous users to submit requests for any type
of items, from food supply to pharmaceutical supply, and
securely track them without the need for a third-party
middleman.

The study in [48] explores the gaps in the current
global supply chain for airplane replacement components
and discusses the significance of SCM in the aviation
industry. The protocol handles the inventory of aircraft spare
parts and analyzes overall performance and utilization. The
architecture promotes transparency in the supply of various
items, reducing the possibility of black marketing. This style
of design helps SCM managers analyze the availability of
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TABLE 5. Blockchain privacy in IoT.

parts and their sources of supply, demand, and supply, while
also safeguarding them from unwanted access. Further, the
work in [49] suggests a blockchain solution for supply chain
management of logistical data that protects user privacy.
It employs the perceptive craving game search optimization
(PCGSO) technique to build the best key for data sanitization,
ensuring logistics data privacy. Table 4 describes the gaps in
blockchain-based SCM applications.

D. BLOCKCHAIN-BASED IOT SYSTEMS
The study in [50] provided a lightweight blockchain-based
architecture for IoT devices to enhance security and privacy in
IoT applications. This architecture works well with minimum
overhead and latency. The model is used to demonstrate the
performance of a smart house. The architecture is divided into
three layers to optimize resource utilization and scalability.
To improve security and privacy in IoT networks, [51]
suggests an additional modified lightweight scalable (LSB)
blockchain. The design tackles IoT applications’ drawbacks,
including limited resource consumption, centralization, and a
lack of privacy. It is utilized to satisfy all fundamental needs
for IoT-based systems. The lightweight consensus algorithm,
distributed trust, distributed throughput management, and
transaction traffic separation from data flow are all used.
The newly proposed design outperforms the old framework
in terms of latency, overhead, and scalability, the authors
found after running simulations and comparing the findings

to the old framework. Furthermore, an attribute-based
encryption (ABE) technique is utilized in [52] to increase
the privacy of IoT-based applications. This method ensures
both confidentiality and access control. It has proved to be a
successful data communication technology in decentralized
networks. Because only trustworthy miners can decode the
data, this technique ensures end-to-end anonymity.

A simple framework called ‘Beekeeper’ is used in [53].
To increase the security and privacy of IoT-based applica-
tions, it makes use of threshold servers and homomorphic
computation. The server’s data is processed using the
Ethereum blockchain and the threshold secure multi-party
protocol (TSMPC). It enables any node that satisfies the
requirements to take the lead in the network. Furthermore,
a homomorphic technique allows the user to conceal his
data from unauthorized access. It prevents any rogue
node from joining the network since the TSMPC protocol
verifies the number of server answers active at the time.
Thus, the proposed model guarantees the decentraliza-
tion, confidentiality, anonymity, homomorphic threshold,
and reliability of the transaction. The work in [54] also
suggests an MEC infrastructure for IoT systems based on
blockchain technology. It addresses themajor issue of sharing
economic services in smart cities and provides a secure
environment. It manages each stakeholder’s identification
verification anonymously. As a result, it supports decen-
tralization, on-chain and off-chain data storage, identity
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management, and smart contract services to facilitate secure
transactions. Furthermore, the suggested IoT solution [55]
employs Ethereum smart contracts to ensure the following
features, namely accountability, integrity, and traceability
with tamper-proofing of records.

The study in [56] proposed an improved model based on
blockchain. It employs Ethereum smart contracts to address
the shortcomings of conventional cloud-based data storage
in IoT applications. It ensures network access control and
audit operations. The concept has been implemented for
smart city IoT applications and is well-suited for other
domains. The study emphasizes a heterogeneous approach
to smart city infrastructure to handle the issue of access
control, permission, and delegation of IoT-cloud resources.
A blockchain-based privacy-preserving technique for remote
data integrity checks in IoT devices is also introduced
in [57]. Since the paradigm does not rely on a third
party for data integrity checks, it is suitable for database
management application systems. The suggested approach
gives users complete authority to track unauthorized auditing
transactions. Moreover, a privacy-preserving and rewarding
private data-sharing method based on blockchain technology
is presented and implemented in [58] for IoT-based applica-
tions. It employs a ring signature to protect the user’s true
identity from other network users. The technology permits
the development of anonymous tokens for the exchange of
data among users. Table 5 mentions the research gap in
blockchain-based IoT applications.

IV. PRIVACY PRESERVING TECHNIQUES IN BLOCKCHAIN
In this section, we go over the approaches and privacy pro-
tection strategies utilized to improve privacy in blockchain-
based apps. We study various existing techniques and
categorize them according to the protection of data privacy,
transaction, or identity privacy, and key-based or data storage
protection mechanisms [96]. The taxonomical diagram of
these strategies is shown in Figure 3.

A. PRIVATE BLOCKCHAIN
The work in [59] presents a simplistic blockchain-based
framework called blockchain-assisted privacy-preserving
authentication system (BPAS) for vehicular ad-hoc networks
(VANETs) to solve the drawbacks of earlier centralized
VANETs. It aids with the auto-authentication of automobiles
while also providing privacy. A hyperledger fabric is utilized
to design the architecture, and the results are assessed to
ensure the system’s performance. It permits the car owner to
conceal his or her true identity and can be traced if necessary.
To accomplish this, many algorithms are utilized, such as
fuzzy extractor to improve security when authenticating
the car, ABE to secure user privacy, and smart contracts
to ensure data access control. Furthermore, application
binary interfaces (ABIs) are employed to make it easier
to insert, upload, and revoke public keys associated with
automobiles. Another blockchain-based conditional privacy-
preserving authentication (BCPPA) mechanism is described

in [63]. It shows the shortcomings of current blockchain-
based, PKI-based, or ID-based protocol-based solutions.
It mentions that these protocols run into privacy problems
because of frequent interactions in VANETs, in-trackability,
and key/certificate preloading and revocation. The suggested
approach combines the PKI protocol with blockchain to
address the aforementioned problems. The technology also
resolves the escrow issue and provides private information
that is frequently updated, suggesting that it works well
with realistic on-board units (OBUs). A blockchain-based
recommendation system has also been developed by the
authors in [67] to protect user privacy when storing and
disseminating massive amounts of data online. Three major
processes are used to construct the system. The first step
is to use local sensitive hashing (LSH) to cluster the data.
Following that, a local differential to privacy technique is
used to safeguard the user’s identity and data, which is done
at the user level. Finally, interplanetary file system (IPFS)
storage is used to store vast amounts of data. It assigns each
user a unique hash key to access the stored data.

B. PUBLIC BLOCKCHAIN
A significant obstacle to the use of IoT for crowd sensing
is task matching. Reference [62] suggests a blockchain-
based privacy-preserving task matching (BPTM) system as
a result. It helps to resolve the privacy and dependability
problems with the earlier options. Identity anonymity is
another key issue with these systems. As a result, there is
cause for concern since if personal information is released,
it could be used maliciously. Instead, the authors propose a
task-matching searchable encryption system. The encrypted
index is also stored on a blockchain-based platform to offer
matching services. A combination of smart contracts and
searchable encryption is used to protect user privacy and
boost system performance. The work in [64] also uses a
basic voting system based on a blockchain. It provides a
technique to stop cheating through the use of detectabil-
ity and correctability procedures and ensures end-to-end
privacy in the system. The authors identified loopholes in
existing systems that compromise secrecy and privacy and
developed a novel peer-voting protocol that is receipt-free,
easily verifiable, and privacy-preserving. It enables network
nodes to vote without interference from outside parties in
identifying voters or tallying ballots. The work in [65] covers
the numerous privacy issues in public key infrastructure
(PKI)-based IoT applications. It also examines existing
blockchain-based PKI schemes and concludes that they are
not suitable for thin clients. Because of limited storage, thin
clients cannot download the complete blockchain data. As a
result, a naive privacy-preserving thin-client authentication
scheme (PTAS) is proposed and built, which is based on
blockchain and PKI in conjunction with PIR. It allows
thin clients to function like complete nodes while keeping
the identity of the user authenticating with the thin client
concealed. Furthermore, the authors proposed the (m − 1)
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FIGURE 3. Taxonomical view of privacy-preserving methods.

private PTAS concept, which indicates that even if (m − 1)
full node users colluded, they did not receive any benefit.
Under [100], a naive federated learning strategy is proposed
to address privacy leaks and trust concerns. A Privacy-
Preserving Trust Management Architecture (PPTMA) based
on blockchain was implemented by the authors. PPTMA
uses federated learning to develop a trust model tailored to
the specifics of each collaborative task. Device privacy is
protected throughout the trust assessment process by utilizing
a method similar to Differential Privacy (DP). Further,
to improve the accuracy of trust computing, a game theory-
based incentive mechanism is also suggested to incentivize
the IOT device to proactively and truthfully transmit the trust
data to the blockchain. At last, a parallel consensus protocol
accelerates the consensus process by realizing an assembly
line.

C. CONSORTIUM BLOCKCHAIN
In the study [60], existing EHR issues are recognized,
and blockchain options for patient data protection are
investigated. A new framework is created by combining
two blockchains: private and consortium. Personal health
information (PHI) is encrypted and stored on a private
chain, while indexes of this data are saved on a consortium
blockchain. The architecture’s performance is examined in
terms of privacy and security, yielding superior results than
the techniques. Furthermore, in [61] a survey is carried out
in one of the IoT-based applications known as crowdsensing.
It notes that the current system has a problem with privacy
invasion and hence proposes a new approach. The framework
is designed to handle the problem of related transactions,
and by linking to the user’s financial transaction history,
the system makes sure that the user’s genuine identity
is kept a secret. The crowdsensing system also enhances
the location privacy of the employees. Another simplistic
technique based on the idea of a modified blockchain is
proposed in the paper in [66]. Instead of PoW consensus,
this uses a combination of lightweight digital signatures.

It protects documents from tampering. The ring signature
is then used, which enables an anonymous signer to sign a
message. Because of this, a malicious node can’t ascertain
and identify the message’s signer, save for the actual signer.
Furthermore, it encrypts the data twice utilizing public and
lightweight encryption methods to enhance user privacy and
anonymity in EHealth. The authors in [68] have created a
Privchain concept based on blockchain and AI for supply
chain components. Moreover, it permits dealing with data
storage offline, minimizing processing overhead. A naive
privacy-preserving framework is deployed for secure data
exchange in intelligent transportation systems (ITS) in [69].
It introduces the concept of bloom filters to select the
low-frequency data from multiple keywords given as input to
search the database. It reduces the computational cost of the
entire system. Another cutting-edge blockchain technology
that provides integrity to medical records and helps to
ensure authentication is used to securely store health data in
the cloud. Here, an enhanced blowfish model that ensures
authentication features is used to install blockchain with the
best encryption possible. Additionally, a novel method known
as Elephant Herding Optimization with Opposition-based
Learning (EHO-OBL) generates keys in the best possible
way. Thus, the created approach preserves the integrity
of the data, and finally, the superiority of the presented
approach is demonstrated concerning multiple metrics [99].
Table 6 mentions the various techniques to enhance privacy
in blockchain networks.
Cryptograhic analysis: From Figure 3, we observe that

several cryptographic techniques are used in blockchain
components such as smart contracts, transaction identities,
and on-chain data protection. We all know that blockchain
transactions are too complex and create computational
overhead by default. Therefore, it is necessary to analyze
how the mentioned cryptographic solutions are feasible in
blockchain transactions with complexities in the threshold.

• Secure MPC in blockchains allows confidential com-
putations without revealing individual data, ensuring
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privacy and shared private keys for resilience against
single points of failure. It guarantees Byzantine fault
tolerance, even in the presence of malicious actors.
However, challenges include computational and com-
munication overhead, potentially slowing transactions.
The complexity of cryptographic protocols makes
implementation and auditing challenging, and larger
transaction sizes may impact storage and bandwidth
requirements.

• Zero-knowledge proofs (ZKPs) enhance privacy in
blockchain transactions by allowing one party to prove
knowledge of certain information without revealing
the information itself. ZKPs ensure confidentiality
while validating transactions, offering robust privacy
protection. Implementing ZKPs in blockchain transac-
tions can introduce computational overhead, potentially
impacting transaction processing times. Transaction
verification using ZKPs can be resource-intensive,
affecting scalability in large-scale blockchain networks.

• Homomorphic encryption enhances blockchain privacy
by allowing computations on encrypted data without
decryption. It enables confidential transactions, securing
sensitive information from exposure. Key manage-
ment and the complexity of homomorphic encryption
methods may pose implementation challenges. The
resource-intensive nature of homomorphic encryption
could impact scalability in large-scale blockchain
networks.

• Ring signatures enhance blockchain privacy by allowing
a user to sign a transaction on behalf of a group, obfus-
cating the actual signer. This ensures transaction unlink-
ability and enhances confidentiality on the blockchain.
Ring signatures may introduce larger transaction sizes,
impacting storage and bandwidth requirements. While
offering privacy, they do not provide sender or receiver
anonymity within the ring, and the level of privacy
achieved depends on the size and composition of the
ring.

• Differential privacy in blockchain safeguards individ-
ual user data, bolstering privacy. It allows statistical
analysis without revealing specific contributions, bal-
ancing transparency and confidentiality. Implementing
differential privacy introduces complexity and potential
trade-offs in accuracy. Achieving optimal privacy levels
may require careful parameter tuning, and improper
configuration could impact the quality of analytics and
overall system performance.

• Mixing methods enhance privacy in blockchain by
obfuscating transaction traces. Mixing may face scal-
ability challenges, and the effectiveness relies on the
adoption rate. It doesn’t offer complete anonymity, and
the mixing process may introduce delays in transaction
confirmation.

• Even though asymmetric encryption methods are
superior in terms of security parameters, such meth-
ods may introduce computational overhead, impacting

transaction processing times. Besides, key manage-
ment complexities and potential vulnerabilities in key
exchange processes can pose security challenges.

• In the case of attribute-based encryption, complexity
in managing attributes and keys may pose challenges.
Additionally, the system’s scalability and the poten-
tial for misuse or misconfiguration can impact its
effectiveness in certain scenarios.

• Secret sharing threshold in blockchain enhances security
by distributing sensitive information among partici-
pants, preventing single points of failure. However,
implementation complexity and the need for secure
key management may present challenges. The over-
head in communication and computation could affect
transaction efficiency in certain scenarios.

Cryptographic methods enhance blockchain privacy
enabling confidential transactions. However, challenges arise
from computational overhead, communication complexity,
and implementation intricacies. Therefore, a balance between
robust privacy measures and transaction efficiency remains
crucial in optimizing the synergy between cryptographic
techniques and blockchain for enhanced privacy preservation.

V. PRIVACY INFORMATION RETRIEVAL AND
BLOCKCHAIN
PIR is a technique that guarantees privacy to the user
and the data accessed by him. It allows a user to search
a bit of information stored in multiple database servers
without revealing his identity and not disclosing the data
he is looking for. PIR is applicable in different domains
like finance, healthcare, and trade to fetch data without
leaking any information during retrieval [70]. For instance,
a person who wishes to invest in the stock market has to
download the relevant database to gather the facts without
disclosing his piece of information to anyone so that potential
investment can be made. The PIR is broadly classified as
information-theoretic PIR (ITPIR) and computational PIR
(CPIR). ITPIR consists of multiple database servers. Each
server contains a replica of information that can be accessed
by a user. The user gets a separate response to his query
from each server without losing his credentials and identifies
the correct response on his own. On the other side, CPIR
is a single server database model based on cryptographic
algorithms. It guarantees user and data privacy but puts
additional computation overhead in contrast to ITPIR where
the database server may collude [71]. Therefore, in this
section, we emphasize light on how PIR is beneficial in
blockchain scenarios by discussing some of the existing
works.

A framework is designed by the authors in [72] to provide a
double layer of protection for large content-based information
systems. The first layer uses robust hash values to put the
query and prevent the original data to disclosed. The second
layer enables the client to further lower some bits to raise
ambiguity in the server, making it difficult for a malicious
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TABLE 6. Privacy-preserving techniques for blockchain.

server to comprehend what kind of information the client
is seeking. Further, to maintain the privacy of lightweight
Bitcoin transactions large bandwidth is required using a
simple payment verification (SPV) protocol. Moreover, the
existing studies prove that the usage of bloom filters does
not guarantee transaction privacy. Thus, the work in [73]
proposes a naive solution that conjugates SPV and PIR
techniques. It not only cuts bandwidth, but it also mini-
mizes latency and protects the user’s privacy. Furthermore,
according to the work in [74], traffic congestion is one of
the key concerns with smart parking systems for vehicles
in congested locations. Therefore, a new system is deployed
by collaborating consortium blockchain and PIR. The drivers
can easily search for the nearest available parking lot without
sharing their location with anyone. The system behaves
efficiently in terms of hiding the location details of the
drivers. Another blockchain-based smart parking systemwith
privacy protection and reputation management is suggested
in study [75]. During information retrieval, a PIR approach
is also used to offer the driver location privacy. The authors
employ a commitment strategy to ensure fair parking charges
and to prevent parking lot owners from inappropriately
manipulating their rates. Further, in [76] an architecture based
on consortium blockchain and PIR using ring signature is
deployed. This scheme improves the multiple transaction
modes and ensures privacy for the smart parking system.
Based on these research solutions we can say that PIR

and blockchain together can do wonders to enhance privacy
in different domains as both techniques complement each
other.

A. SYNERGY BETWEEN PIR AND BLOCKCHAIN
The efficiency and application of PIR in blockchain
within distribution environments hold significant promise for
enhancing data privacy and security. PIR, a cryptographic
technique, enables a user to retrieve specific information
from a database without disclosing the queried data to the
database owner. In the context of blockchain in distribution
environments, PIR can be instrumental in preserving con-
fidentiality while facilitating secure and decentralized data
access. This technology finds application in scenarios where
sensitive information needs to be accessed or verified within
a distributed network without compromising the integrity
of the underlying blockchain [77], [78]. By integrating
PIR into blockchain systems, organizations can achieve a
balance between data privacy and transparency, fostering a
more secure and efficient distributed environment for diverse
applications such as supply chain management, logistics,
and decentralized finance (DeFi). The implementation of
PIR in blockchain contributes to a robust framework that
safeguards sensitive information, thereby advancing the
overall security and trustworthiness of distributed systems
in various industries. Thus, PIR and blockchain complement
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each other and provide the following benefits for distributed
and decentralized networks.

• Enhanced Privacy: Distributed applications may benefit
from increased privacy when PIR and a blockchain are
combined. Enhancing data privacy, users can retrieve
data from a distributed blockchain-based database while
hiding their unique search terms.

• Immutable records: A blockchain can be used to store
the PIR-retrieved data, guaranteeing its integrity and
immutability. Applications that need a history of data
access that is auditable and unchangeable will find this
to be extremely helpful.

• Secure data sharing: When PIR and blockchain are
combined, safe data exchange can be made possible
in ations where several parties need to view and update
data while protecting confidential information.

B. TECHNIQUES FOR PIR EFFICIENCY
As we know blockchain is transparent and PIR ensures the
privacy of retrieved information. Thus, PIR in blockchain
for distributed environments requires a synergical balance
between preserving user privacy and ensuring the efficiency
and scalability of information retrieval operations. We list the
available techniques, which are employable in PIR to enhance
its efficiency in the context of blockchain in distributed
environments.

• Optimized PIR protocols: Researchers and developers
can design and implement PIR protocols that are
optimized for the specific characteristics of blockchain
networks. These protocols should minimize computa-
tional and communication overhead while providing
strong privacy guarantees.

• Parallelization: Leveraging parallel processing can
significantly improve the efficiency of PIR operations
in a distributed environment. This involves dividing
tasks into smaller sub-tasks that can be processed
simultaneously by different nodes in the network.

• Caching mechanisms: Implementing caching mecha-
nisms can reduce redundant PIR queries by storing and
reusing previously retrieved information. This can be
particularly useful in scenarios where multiple users
query similar or identical data.

• Batch processing: Aggregating multiple PIR requests
into batches can reduce the overall communication
overhead. This approach allows nodes to process mul-
tiple requests in a single round, improving efficiency,
especially in networks with latency constraints.

• Homomorphic encryption: Homomorphic encryption
allows computations to be performed on encrypted
data without decrypting it. Applying homomorphic
encryption to PIR operations can enhance privacy
without sacrificing efficiency, as computations can be
conducted on encrypted data directly.

• Privacy-focused blockchain: Integrating privacy fea-
tures directly into the design of the blockchain
enhances the efficiency of PIR. Such features include

privacy-focused consensus algorithms and/or crypto-
graphic techniques reducing the need for extensive
privacy-preserving computations.

• Selective disclosure: Implementing selective disclosure
mechanisms allows users to reveal only the necessary
information, reducing the amount of data transferred
and processed during PIR operations. Besides, selective
disclosure can be connected with granular control
(exercising precise and detailed control over the sharing
and disclosure of personal information), and contex-
tual relevance (context-based information sharing) to
enhance the functions of PIR.

• Off-chain solutions: Off-chain solutions, such as
sidechains or layer-2 scaling solutions, can be employed
to move certain PIR operations off the main blockchain,
reducing congestion and improving overall efficiency.

Efficiency in PIR within blockchain’s distributed environ-
ments is a challenge that requires careful consideration of
trade-offs between privacy, computational complexity, and
network overhead. The selection of techniques depends on a
use case, desired privacy levels, and the unique characteristics
of the distributed environment. Researchers and practitioners
employ rigorous experimental evaluations and simulations
to identify the optimal combination of privacy-preserving
methods for specific contexts.

VI. COMPARATIVE DISCUSSION
In this section, we first make a comparative discussion
of the available privacy-preserving architectures, which
are in real-time use and we identify the pros and cons.
Further, we move ahead with the existing surveys of
privacy-preserving blockchains to make our present survey
stand out from all.

A. REAL-TIME PRIVACY-PRESERVING BLOCKCHAIN
ARCHITECTURES
Zcash’s architecture relies on zero-knowledge succinct non-
interactive arguments of knowledge (zk-SNARKs) [83].
When users transact, this protocol enables the verification of
the transaction’s validity without revealing details. Zcash uti-
lizes two types of addresses: transparent (similar to Bitcoin)
and shielded (leveraging zk-SNARKs for enhanced privacy).
Monero’s blockchain architecture employs ring signatures for
transaction privacy, ensuring unlinkability and untraceabil-
ity [84]. Ring Confidential Transactions (RingCT) further
obscures transaction amounts. Stealth addresses enhance
recipient anonymity, generating unique addresses for each
transaction. Monero’s dynamic block size and regular hard
forks optimize scalability and resist centralization. Enigma’s
blockchain architecture integrates a second-layer protocol for
privacy, using secure multi-party computation (SMPC) [85].
The protocol enables decentralized applications (DApps) to
process private data without exposing it on the blockchain.
Enigma’s ‘‘secret contracts’’ execute computations off-chain,
preserving confidentiality. The network relies on a dual-
token system, with ENG tokens for governance and fees
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and secret (SCRT) tokens for privacy-preserving computa-
tions. Bulletproofs is a cryptographic construction used in
blockchain architectures to provide efficient and compact
zero-knowledge proofs [86]. It enables confidential transac-
tions with reduced computational and storage requirements.
By verifying the validity of a transaction without exposing
details, Bulletproofs enhances privacy on the blockchain.
Notably, it mitigates the size scalability issues associated
with traditional cryptographic constructions, making it a
valuable tool for blockchain projects aiming to implement
confidential and efficient transactions without compromising
on security. Mimblewimble is a privacy-focused blockchain
architecture that enhances confidentiality and scalability [87].
It achieves this by employing transaction aggregation and cut-
through, reducing data size. Mimblewimble eliminates the
need to store the entire transaction history on the blockchain,
enhancing privacy. The protocol incorporates confidential
transactions, obscuring amounts and ensuring unlinkability.
Mimblewimble’s lightweight design and emphasis on privacy
make it an attractive solution for users seeking confidential
and scalable transactions on the blockchain. Quorum is a
permissioned blockchain platform developed by JPMorgan
Chase [88]. It incorporates a privacy-focused consensus
algorithm called Constellation, ensuring confidential trans-
actions within a network. Quorum employs private smart
contracts (Quorum Chaincode) to enable secure and selective
sharing of transaction details. The platform allows for
controlled transparency, enhancing privacy for enterprise
applications. While offering decentralized features, Quorum
maintains a focus on meeting the specific privacy and scala-
bility requirements of financial institutions and enterprises,
making it a suitable choice for permissioned blockchain
networks with confidential transaction needs. R3 Corda is a
distributed ledger platform designed for enterprise use [89].
Its architecture prioritizes privacy by adopting a ‘‘need-to-
know’’ approach, sharing transaction data only with relevant
parties. Corda’s unique design allows for the creation of
interoperable and secure smart contracts. With a focus on
financial services, Corda enables direct transactions between
parties, enhancing efficiency and reducing reconciliation
efforts. Its permissioned network structure and emphasis
on privacy make Corda suitable for diverse applications in
industries where secure and confidential transactions are
crucial, particularly within the context of financial services
and business-to-business interactions.

B. COMPARISON OF SURVEYS
In [90], the authors provide a survey regarding the impor-
tance of security and privacy measures in the blockchain.
It demonstrates numerous approaches that can be used for
architectures built on blockchains, including mixing, anony-
mous signatures, encryption, non-interactive zero-knowledge
proof, and more. In essence, it gives a general notion of the
role that security and privacy play in the blockchain. The
authors in [91] also discuss several privacy concerns and

privacy-related blockchain challenges. It also draws attention
to the cryptographic defenses that are already in place, such
as transaction preservation and anonymity. Various privacy
protection major techniques such as rind signature, mixing,
homomorphic encryption, and son are discussed in [92].
It also provides a comparative analysis of privacy protection
from the aspect of technical characteristics and anonymity.
The survey in [93] focuses on different shortcomings in
the blockchain network about the algorithms used. It also
demonstrates various use cases for blockchain which study
data provenance and ownership in conjunction with security.

The authors explore various security and privacy vul-
nerabilities in blockchain in [94]. It also focuses on the
current methods for securing the system’s privacy and
makes fresh recommendations for enhancing blockchain
privacy. Moreover, the work in [95] presents various
privacy issues in blockchain-based frameworks such as
transaction linkability, and user identity. It covers current
privacy-preserving blockchain systems for use in e-health,
cryptocurrencies, smart cities, and cooperative ITS. A recent
study [96] on privacy-preserving discusses the existing
privacy-preserving strategies thoroughly and mentions the
gaps related to interoperability in blockchain-based applica-
tions. It suggests different ways to improve interoperability
like hash-locking, sidechains/relays, and notary schemes.
Our study examines the privacy viewpoints, parameters,
and issues in comparison to the existing surveys. It also
examines alternative privacy-preserving strategies for these
applications and highlights the significance of blockchain
in diverse applications. It also emphasizes the function of a
PIR-based system in protecting user and data privacy. Further,
it sheds light on how blockchain and PIR work together
to enhance the privacy of blockchain-based systems. The
existing survey is compared in Table 8, which also explains
how our study differs from theirs.

VII. OPEN RESEARCH PROBLEMS
Our research’s main objective is to draw attention to the
privacy challenges currently faced by blockchain applications
as well as the solutions used to get around these problems.
Our survey explores several existing works related to
privacy of the blockchain-based systems and highlights the
existing privacy challenges. We also study the existing
privacy-preserving strategies for guaranteeing privacy in
blockchain applications. Our survey also studies the role of
PIR in achieving privacy.Moreover, it calls into consideration
whether blockchain and PIR ought to be coupled to enhance
user and data privacy in blockchain-based systems. As a
result, we present some research questions that shed light on
the future of blockchain and PIR collaboration.

• RQ-1: How can PIR be effectively integrated into
blockchain to enhance privacy in decentralized
applications?
To integrate PIR into blockchain for enhanced privacy
in decentralized applications, smart contracts must be
adapted to incorporate PIR protocols like Homomorphic
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TABLE 7. Blockchain-based privacy-preserving architectures.

TABLE 8. Comparative analysis of the survey.

Encryption or Oblivious Transfer. Decentralized stor-
age solutions such as IPFS should be utilized to
store sensitive data off-chain, with on-chain refer-
ences maintained through secure mappings. Access
control mechanisms within smart contracts must reg-
ulate user permissions for querying and retrieving
specific data. Techniques like confidential transactions
and zero-knowledge proofs should be implemented to
obfuscate transaction details and enable secure data
proofs.

• RQ-2: Is anonymity advantageous for the integration
of blockchains and PIR?
Anonymity is advantageous for integrating blockchains
and PIR as it enhances user privacy through tech-
niques like ring signatures and stealth addresses. These
measures obfuscate transaction details, dissociating
identities from blockchain activities. While providing
increased confidentiality, it is crucial to strike a bal-
ance between anonymity and regulatory compliance,

necessitating continuous research in privacy-preserving
technologies for blockchain systems. Quantum-resistant
cryptographic techniques might become essential to
thwart potential threats posed by quantum computing to
the privacy and security of blockchain and PIR systems.
Moreover, AI-driven privacy-preserving algorithmsmay
be leveraged to dynamically adapt privacy measures
based on user preferences and evolving regulatory land-
scapes, ensuring a cutting-edge and adaptive approach
to privacy in decentralized environments.

• RQ-3: Can blockchain transactions be protected
from linking attacks?
The literature work shows that the existing
blockchain-based framework uses cryptographic mech-
anisms like zero-knowledge proofs, privacy wallets,
and mixing techniques to protect the system from
privacy leakage. Though these strategies can enhance
privacy and make it more difficult to link transactions,
the strategies do not provide an absolute solution to
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provide transaction anonymity. Determined adversaries
with sufficient resources may still find ways to link
the transactions to reveal their identities based on
time-based analysis of the transaction graphs and infer
knowledge about value transfers. Users should consider
their threat model and the specific blockchain they
are using when deciding which privacy-enhancing
techniques to employ. Thus, a model that provides
non-linkable transactions in a blockchain environment
to protect the data from a dishonest peer is suggested.

• RQ-4: How to hide transactional data from
unwanted disclosure in blockchain?
The existing blockchain solutions describe certain ways
to protect transactional data like avoiding sharing
personal information in transaction metadata and
using strong passwords, two-factor authentication, and
secure storage solutions for the protection of private
keys. However, complete transactional data privacy is
difficult to achieve specifically in public/permissionless
blockchains due to their design principles of trans-
parency and immutability. Determined adversaries with
sufficient resources can de-anonymize users.

• RQ-5: How to reduce the bandwidth in blockchain
systems while applying PIR for data access?
In this regard, employing CPIR while committing
transactions can be helpful because it eliminates the need
to download the entire database. Leveraging efficient
compression algorithms can further decrease the size
of data payloads without compromising information
integrity. The use of selective data retrieval mecha-
nisms in PIR ensures that only relevant information
is transmitted, reducing unnecessary data transfer. Off-
chain storage solutions like IPFS can be employed to
store large datasets, reducing the on-chain data foot-
print and associated bandwidth demands. Continuous
research into lightweight PIR techniques and network
optimization strategies contributes to further bandwidth
reduction in blockchain systems.

• RQ-6: What are the potential privacy challenges in
the convergence of PIR and blockchain, and how can
they be mitigated?
Privacy challenges in merging PIR and blockchain
include potential scalability issues, as cryptographic
computations in PIR can be resource-intensive. To mit-
igate this, optimizations such as parallelization and
off-chain computation can enhance scalability. Another
challenge is ensuring user anonymity, which can be
addressed through the use of privacy-focused consen-
sus mechanisms like privacy-preserving proof-of-stake.
Balancing transparency with privacy poses a challenge,
and the integration of confidential transactions and
zero-knowledge proofs can strike this balance effec-
tively. Lastly, robust security audits and continuous
monitoring are critical to identifying and address-
ing vulnerabilities, ensuring a resilient and private
PIR-blockchain convergence.

• RQ-7: How to deal with deanonymization attack in
blockchain?
To mitigate deanonymization attacks in blockchain
and PIR-based data access, privacy-centric techniques
like ring signatures and confidential transactions
can be employed to obfuscate transaction details
and sender/receiver identities. Implementing advanced
cryptographic primitives, such as zero-knowledge
proofs, enhances the unlinkability of user activities
on the blockchain. Implementing decoy transactions
and mixing services further complicates attempts to
deanonymize users by introducing uncertainty about
the true origin of transactions. Regularly updating
privacy protocols and staying abreast of emerging
cryptographic advancements can fortify defense against
deanonymization attacks, ensuring a resilient and
privacy-preserving blockchain ecosystem.

• RQ-8: How can the decentralized nature of
blockchain be leveraged to enhance the privacy
guarantees provided by PIR?
Leveraging the decentralized nature of blockchain to
enhance privacy guarantees in PIR involves distributing
data across nodes, minimizing the risk of a single
point of failure. PIR queries can be processed across
the network, ensuring that no single node pos-
sesses complete information. Decentralized consensus
mechanisms, such as proof-of-stake or sharding, can
further disperse the responsibility of PIR processing,
enhancing overall privacy. Smart contracts can facilitate
secure and privacy-preserving data sharing, and the
immutability of the blockchain ensures that once data
is stored, it remains tamper-resistant, contributing to
the integrity of PIR processes. Continuous improvement
in decentralized architectures can optimize PIR for
enhanced privacy in blockchain environments.

• RQ-9: What impact does the integration of PIR and
blockchain have on the performance and latency of
data retrieval in decentralized applications?
The integration of PIR and blockchain can impact
the performance and latency of data retrieval in
decentralized applications. PIR protocols, while enhanc-
ing privacy, may introduce computational overhead.
Optimizations, such as parallelization and off-chain
computation, can mitigate these issues. Further-
more, leveraging efficient consensus mechanisms
and decentralized storage solutions, like IPFS, can
contribute to improved performance. Consideration
of factors like network latency and transaction
throughput is crucial in designing PIR-blockchain
integration that strikes a balance between enhanced
privacy and acceptable performance levels. Continuous
testing and optimization are essential to fine-tune
the system for optimal decentralized application
performance.

• RQ-10: How can PIR and blockchain be applied
to secure identity management in decentralized
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systems?
The integration of PIR and blockchain in decentralized
systems offers a robust solution for secure identity
management. Blockchain’s decentralized ledger ensures
tamper-resistant storage of identity data, reducing the
risk of unauthorized alterations. PIR protocols enable
users to selectively disclose identity attributes during
verification, enhancing privacy. Smart contracts can be
employed to manage decentralized identity issuance
and verification, ensuring transparency and security.
Zero-knowledge proofs, when integrated, allow users to
prove possession of certain identity attributes without
revealing sensitive information. Decentralized identi-
fiers (DIDs) can be linked to off-chain identity data, fos-
tering a secure and privacy-centric identity management
system. Continuous advancements in cryptographic
techniques and blockchain governance contribute to the
ongoing enhancement of secure identity management in
decentralized ecosystems

• RQ-11: What role can zero-knowledge proofs play
in combining PIR and blockchain for improved
privacy?
Zero-knowledge proofs play a crucial role in combining
PIR and blockchain, enhancing privacy by allowing
one party to prove knowledge of certain information to
another without revealing the information itself. In the
context of PIR, zero-knowledge proofs enable a user
to prove the validity of their query response without
disclosing the specific data queried. This ensures data
confidentiality while allowing verifiable transactions on
the blockchain. The implementation of techniques like
zk-SNARKs (zero-knowledge succinct non-interactive
arguments of knowledge) in smart contracts facilitates
efficient and succinct proofs, minimizing computational
overhead. The integration of zero-knowledge proofs
in blockchain-PIR systems provides a powerful tool
for privacy-preserving transactions, identity verifica-
tion, and confidential data sharing in decentralized
applications. Continuous research and refinement of
zero-knowledge proof techniques contribute to the
ongoing evolution of privacy-enhanced blockchain
ecosystems.

• RQ-12: In what ways can PIR and blockchain be
utilized for confidential and auditable transactions in
decentralized financial systems?
In decentralized financial systems, PIR and blockchain
can be employed for confidential and auditable trans-
actions. Smart contracts can utilize PIR to selectively
retrieve and process financial transaction details while
maintaining user privacy. Blockchain’s transparency
ensures auditable transactions, and the integration
of privacy-preserving techniques, such as confiden-
tial transactions, enables secure financial interactions
without exposing sensitive information. This approach
combines the benefits of privacy and auditability, crucial
for fostering trust in decentralized financial ecosystems.

• RQ-13: What are the potential trade-offs between
privacy and transparencywhen implementing PIR in
a decentralized blockchain setting?
Implementing PIR in a decentralized blockchain set-
ting involves navigating potential trade-offs between
privacy and transparency. While PIR enhances privacy
by allowing users to retrieve specific information
without revealing the queried data, it may introduce
computational overhead, impacting transaction speed.
Striking a balance requires optimizing PIR protocols
to mitigate latency concerns without compromising
privacy. The choice of cryptographic primitives, such
as zero-knowledge proofs, can influence the trade-
off, as they enable verifiability without full disclosure.
Decentralized systems must carefully design access
controls and user permissions to manage the tension
between data confidentiality and blockchain’s inherent
transparency. Continuous research and development
in PIR techniques aim to minimize these trade-offs,
advancing privacy in decentralized blockchain environ-
ments.

• RQ-14: How can the combination of PIR and
blockchain be extended to secure data sharing
and collaboration in decentralized networks and
federated or collaborative environments?
The combination of PIR and blockchain can be extended
to secure data sharing and collaboration in decentralized
networks and collaborative environments. Smart con-
tracts can facilitate PIR-based access controls, allowing
selective data retrieval and sharing while preserving pri-
vacy. Utilizing DIDs and verifiable credentials ensures
secure and privacy-preserving user authenticationwithin
collaborative environments. Off-chain storage solutions,
such as interplanetary file systems (IPFS), enhance
data scalability and accessibility while maintaining
the integrity of shared information on the blockchain.
Employing zero-knowledge proofs enables users to
prove ownership or knowledge of certain data without
disclosing the actual content, fostering secure collabora-
tion in federated settings. Continuous advancements in
cryptographic techniques and decentralized governance
models contribute to the ongoing improvement of secure
data sharing and collaboration in decentralized and
federated environments.

• RQ-16: How can the integration of PIR and
blockchain enhance user privacy by mitigating the
risks associated with on-chain data leakage?
The integration of PIR and blockchain enhances user
privacy by mitigating risks associated with on-chain
data leakage. PIR protocols allow users to query
data without revealing the specific information being
accessed, preventing the exposure of sensitive details
on the blockchain. Off-chain storage solutions, such as
IPFS, can be employed to store confidential information,
reducing the reliance on on-chain data storage. Smart
contracts can manage access controls, ensuring that
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only authorized parties can retrieve specific information,
thus minimizing the risk of unauthorized on-chain data
access. Continuous advancements in cryptographic tech-
niques and decentralized governance models contribute
to the ongoing improvement of user privacy and the
prevention of on-chain data leakage.

• RQ-17: How can the transparency of blockchain
be maintained while still preserving the privacy of
sensitive transaction details using PIR?
Maintaining the transparency of blockchain while
preserving the privacy of sensitive transaction details
using PIR involves employing cryptographic techniques
such as zero-knowledge proofs. Zero-knowledge proofs
enable a prover to demonstrate the validity of a
statement without revealing specific details, allowing
for transparent verification without exposing sensi-
tive information. PIR protocols, integrated into smart
contracts, enable users to selectively retrieve transac-
tion details without disclosing the entire transaction
history. Confidential transactions, a cryptographic tech-
nique, further enhances privacy by obfuscating the
transaction amounts while preserving the integrity of
the blockchain. This combination ensures that while
the blockchain remains transparent, the privacy of
sensitive transaction details is maintained, striking a
balance between openness and confidentiality. Con-
tinuous refinement of cryptographic protocols and
governance models contributes to the ongoing evolution
of this transparent yet privacy-preserving approach in
blockchain systems.

• RQ-18: How can PIR and blockchain collabora-
tively contribute to data minimization strategies
in decentralized systems, reducing the exposure of
unnecessary information?
PIR and blockchain collaboratively contribute to data
minimization by using selective or minimal disclosure.
PIR protocols enable users to query specific data
points without revealing the entire dataset, ensuring
minimal exposure. Smart contracts enforce access
controls leading to the least privilege. The decentralized
and transparent nature of blockchain ensures that only
authorized entities have access to the required data,
reducing exposure to unnecessary information.

• RQ-19: What cryptographic techniques can be
employed to secure PIR within a blockchain, ensur-
ing that user data remains confidential in a decen-
tralized setting?
To secure PIR within a blockchain and ensure user
data confidentiality in a decentralized setting, crypto-
graphic techniques such as Homomorphic Encryption
and Oblivious Transfer can be employed. Homomorphic
Encryption allows computations on encrypted data,
ensuring the privacy of user queries during PIR oper-
ations. Oblivious Transfer enables users to retrieve
information without revealing their specific choice,

contributing to confidential data access in decentralized
applications.

The blockchain and PIR both provide privacy in their
own way but have certain drawbacks. We observe that
both techniques have many common characteristics such
as distributed database, security, and privacy. Furthermore,
the cross-chain solutions in blockchain give rise to privacy
challenges on the other hand provide interoperability. For
instance, if a blockchain application is to be deployed to
manage and track the supply of vaccinations all around the
globe and another blockchain keeps the record of the COVID
patients with their vaccination check. If we connect these
two chains, then privacy has to be taken care of at various
levels. This can be achieved with the help of PIR. Our study
analyzes several privacy issues and clarifies how blockchain
and PIR can be used to ensure privacy and security in several
applications including including IoT, SCM, healthcare,
finance, e-commerce, and others. our review of the existing
investigations applies to all decentralized and distributed
system-based applications. PIR schemes and blockchain both
undoubtedly have benefits and drawbacks, but combining
both strategies could be advantageous andmark a new turning
point in the history of the technological revolution. This
partnership enables the creation of a system that encourages
non-anonymous users to broadcast anonymous transactions
to the blockchain network.

Another important fact to notice is that, in all the prob-
able solutions suggested in the above-mentioned research
problems, cryptographic methods are important. However,
as we have discussed earlier in Section IV, cryptographic
methods can pose challenges to blockchain transactions
with increased complexity, reduced throughput, reduced
scalability, and increased transaction finality time. Thus,
we need a careful balance between the two contradictory
parameters of cryptography for privacy preservation and
the performance of blockchains. Employing lightweight
cryptographic algorithms, optimizing key management, and
exploring innovations like post-quantum cryptography can
enhance transaction speed. Batch processing, where multiple
transactions are grouped for simultaneous cryptographic
operations, reduces overhead. Implementing parallelization
for cryptographic tasks and leveraging hardware acceleration,
such as secure enclaves, further boosts efficiency. Continuous
research and development are essential to identify new
cryptographic techniques that can enhance security without
compromising the scalability and speed of blockchain
networks.

VIII. CONCLUSION
Our survey mentions the existing privacy concerns in
blockchain applications. It also examines the practices now
in use to improve privacy in blockchain-based systems. Our
review’s main objective is to identify privacy needs that
have not been fully satisfied by state-of-the-art blockchain
technologies and notify the future designs and developments
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of privacy-ensured decentralized applications. We also talk
about the PIR concept and go over the available literature
on it. This will help researchers and academicians figure out
the loopholes in the existing techniques and come up with
new solutions to improve privacy in blockchain applications.
Further, we discuss how the collaboration of blockchain and
PIR could be beneficial as both are completely different
from each other. The open research problems highlight how
both techniques could be clubbed to achieve the required
privacy parameters namely, user and transaction anonymity
and unlinkability of transactions in blockchain applications.
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