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ABSTRACT In distribution networks with a high proportion of inverter-interfaced distributed generators
(IIDGs), the fault ride-through control strategy of the inverter affects the output current of IIDGs, causing
limited amplitude and time-varying phase. This hinders the effectiveness of traditional protection schemes
in safeguarding active distribution networks. To address this issue, a fault protection concept involving
‘‘active harmonic injection of IIDGs, harmonic layer establishment of the distribution network, and feature
difference construction of internal and external faults’’ is proposed in this paper. Based on this concept,
initially, the amplitude characteristics of actively injected harmonics are examined for both active lines
equipped with IIDG interfaces and passive lines lacking interfaced IIDG. Following this analysis, protection
criteria are established, taking into account the discrepancies between the two types of branches during
fault occurrences. To boost system security and complete the protection strategy, the impedance at various
frequencies is used for backup protection, making protection process more reliable. Especially, the designed
main protection scheme exploits harmonic current differences between adjacent lines, enabling protection
with minimal communication bandwidth, balancing efficiency and effectiveness. The proposed protection
scheme is validated throughMATLAB/Simulink simulations, considering various scenarios such as different
fault resistances, fault locations, connection of nonlinear loads, failure of main protection and disconnection
of some IIDGs. These simulation results demonstrate the effectiveness of the proposed protection scheme.

INDEX TERMS Harmonic injection, harmonic frequency-amplitude protection criteria, active distribution
network, inverter interfaced distributed generators.

I. INTRODUCTION
As the proportion of distributed energy resources integrated
into the power system continues to increase, the traditional
distribution network is transitioning from a single-source
radial power supply structure to a complex power sup-
ply structure with decentralized distribution from multi-
ple sources. Active distribution networks, compared to
traditional networks, exhibit the following characteristics:
1) Flexible and changeable network topology, with dynamic
and bidirectional power flow in the distribution network;
2) Inverter-interfaced distributed generators (IIDGs) with
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weak over-current capability and fast fault ride-through con-
trol response; 3) The amplitude and phase of fault currents
outputted by IIDGs are limited and time-varying due to
inverter control strategies and mode switching [1], [2], [3].
These characteristics, induced by a high proportion of IIDGs,
pose challenges to the design of protection systems and can
lead to maloperation of traditional over-current relays and
differential protection. Consequently, protection has become
a major challenge for active distribution networks with a high
proportion of IIDGs.

To address this challenge, various methods have been
studied to passively mitigate the impacts of IIDGs on active
distribution networks, relying on the fault features of the
system itself. Adaptive over-current protection, as mentioned
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in [4] and [5], updates itself to protect networks but requires
expensive communication and detailed system knowledge.
The dual-setting directional over-current protection discussed
in [6] sets different time-current characteristics for faults
but doesn’t adapt to network changes. Group-based over-
current protection, from [1] and [7], clusters scenarios for
optimal settings to reduce relay times. Distance protection,
confirmed in [8], is essential but can be affected by IIDG
output variability. References [9], [10], and [11] have looked
into using high-frequency impedance for better distance pro-
tection. Differential protection, known for its selectivity from
[12], [13], and [14], needs extensive communication and
accurate data timing. Methods in [15], [16], [17], and [18]
suggest using current and impedance variations for fault iden-
tification. Various protection strategies have been formulated
and refined for active distribution networks to enhance reli-
ability and fault management. Reference [19] introduces an
adaptive protection strategy for active distribution networks
with integrated DERs, enhancing fault detection and relay
coordination without communication links by using local
measurements to estimate network parameters across vari-
ous operating modes. A new protection scheme for active
distribution networks is proposed in [20], using power mea-
surements to detect asymmetrical faults, ensuring quick and
reliable backup protection. Orozco-Álvarez et al. presents a
study on improving distance relay accuracy in active distribu-
tion networks with distributed energy resources, proposing a
new strategy that compensates for fault resistance and current
variations without needing communication [21].
Nevertheless, traditional protection schemes in active dis-

tribution networks take time to gather and analyze data before
acting, and they rely on specific system details, making it
hard to deal with unclear fault signs and complex network
operations. IIDGs can quickly adjust and actively help during
faults, providing new protection options. They act like extra
sensors on the line, helping to spot and pinpoint faults. Even
though one IIDG has a limited effect, many IIDGs working
together can greatly improve fault detection and analysis,
especially for upstream faults or when the network is isolated.
As distributed generation tech improves and IIDGs become
more common, they should shift from a passive role to a
proactive one, using their control abilities to aid during faults.

While the active protection method of harmonic injection
based on IIDG has not yet seen widespread application in
active distribution networks, it has garnered considerable
attention from researchers within the context of microgrids.
To completely mitigate the adverse influence of conventional
control and fault ride-through control strategies of IIDGs
on protection design, injected harmonic-based methods have
been proposed to actively construct harmonic fault features
that are independent of the fundamental fault features of
the distribution network [22], [23], [24], [25]. The mea-
sured impedance and injected harmonic current are used
as fault indicators. Moreover, the harmonic current versus
fault impedance droop control of IIDGs, combined with the

inverse-time principle, is adopted to achieve selective coordi-
nation of protection devices. However, the over-current relays
in [22] and [23] may have difficulty adapting to the flexible
topology of the system. The coordination time of harmonic
directional over-current relays based on the inverse-time prin-
ciple may result in a prolonged fault clearing time for high
impedance faults [24], [25]. Reference [24] introduced a
specific percentage of the fifth harmonic into the fault current,
utilizing the distinctive properties of the harmonic current to
differentiate between the fault current and variations in load
current.

From the perspective of communication requirements,
the above-mentioned research can be categorized into
double-ended protection and single-ended protection sys-
tems. Single-ended protection systems are cost-effective and
structurally straightforward, but they are limited in terms of
accuracy and selectivity. This type of protection method may
be suitable for shorter distances or lines that are not critical to
the overall system. On the other hand, dual-ended protection
systems, while more expensive and complex, provide higher
accuracy and selectivity in fault detection, which is why they
are usually preferred for long-distance or critical lines within
the system.

Therefore, employing dual-ended protection as the primary
protection method and single-ended protection as the backup
is considered a high-quality solution. This approach ensures
that the most critical parts of the system are guarded by the
most reliable protection while still providing a cost-effective
and simpler protection method for less critical areas.

In this paper, the harmonic feature difference between
external and internal faults of active distribution network
with a high proportion of IIDGs is analyzed, utilizing the
flexible controllability of IIDGs. Based on this analysis,
a scheme is proposed that includes harmonic injection and
the design of protection criteria. This scheme comprises both
main protection and backup protection mechanisms based on
current and impedance characteristics, respectively. In this
scheme, fixed harmonics are generated during faults by con-
trolling IIDGs to inject the required harmonics. Additionally,
a harmonic frequency-amplitude cooperative protection cri-
teria is constructed. This scheme inherently performs fault
phase selection by capitalizing on the distinct characteristics
of harmonic currents produced by various fault types. It is
worth noting that the proposed scheme of main protection
only requires current measurement and low bandwidth com-
munication, while the protection performance of both main
and backup protection is not affected by fault conditions,
the permeability, the connection of nonlinear loads, and dis-
connection of IIDGs. The comprehensive comparison of the
different protection methods discussed in this paper is pre-
sented in Table 1. The method proposed enhances protection
in active distribution networks by balancing communication
efficiency, fault resistance sensitivity, and a broad acceptance
angle, while also incorporating backup protection and phase
selection capabilities for precise fault localization.
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TABLE 1. Comparison between the proposed protection scheme and existing protection ones.

FIGURE 1. Typical topology of active distribution network with high proportion IIDGs.

The remaining sections of this paper are organized as
follows: Section II presents the harmonic layer fault analysis
of a typical active distribution network. Section III introduces
the proposed protection scheme based on the injected har-
monic features. The performance evaluation of the proposed
scheme is presented in Sections IV. Finally, the conclusions
are provided in Section V.

II. HARMONIC LAYER FAULT ANALYSIS OF ACTIVE
DISTRIBUTION NETWORK
Figure 1 illustrates the typical topology of an active dis-
tribution network with a high proportion of IIDGs. In this

topology, branches are connected on buses and two adjacent
buses are connected by line. Among them, intelligent elec-
tronic device (IED), current transformers, and circuit breakers
are installed at the head-end of each line, the IED at the
head-end of the adjacent down-stream line is noted as the
remote-end IED of this line in this paper. The branches that
connected to IIDGs are referred to as active branches, while
the branches without IIDGs connected are called as passive
branches. Accordingly, Faults F1 to F3 occur on the active
branches, while faults F4 to F6 occur on the passive branches.

Generally, the active distribution network with a high pro-
portion of IIDGs is a small current grounding system, which
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FIGURE 2. Harmonic injection control structure.

can adopt neutral ungrounding, neutral resonant grounding,
or neutral high-resistance grounding modes. In the event
of a single-phase ground fault in a small current ground-
ing system, the fault phase voltage decreases, while the
non-fault phase voltage can rise up to

√
3 times the rated

value. However, the phase-to-phase voltage remains rela-
tively unchanged. As a result, the single-phase to ground fault
current is very weak, and the distribution network can con-
tinue to supply power for a certain period of time. Therefore,
in this paper, the protection of distribution networks with
high proportions of IIDGs against three-phase short-circuit
faults, phase-to-phase faults, and two-phase to ground faults
is primarily focused on.

A. HARMONIC LAYER ESTABLISHMENT OF ACTIVE
DISTRIBUTION NETWORK
In order to preserve the stability and power quality of the
distribution network, the injection of harmonics is not contin-
uous but triggered only after a disturbance is detected. Each
IIDG in the network independently determines whether to
inject harmonics.When a fault is detected, harmonic injection
is triggered without the need for additional per-processing
steps. To establish the difference in harmonic characteristics
between internal and external fault currents, all IIDGs in
the distribution network inject harmonic currents of different
frequencies.

The harmonic current injection control of IIDGs is shown
in Figure 2. Among this, the voltage control loop and current
control loop are implemented to ensure stable regulation of
voltage and current [26], [27]. A fixed amplitude and fre-
quency harmonic voltage is added to the modulation voltage
outputted by the conventional control loop.

It is important to ensure that all harmonic frequencies are
lower than the cutoff frequency of the output filter of the IIDG
inverter to prevent the injected harmonic current from being
filtered out. As the injected harmonic current is proportional

to the harmonic voltage generated by IIDGs, the amplitude
Vmh of the harmonic voltage must satisfy Equation (1) to
prevent the IIDG output fault current from exceeding its max-
imum allowable value Ith. Here, Ilim represents the limited
value of the fundamental current amplitude.

Vmh ≤ (Ith − Ilim)ZDG (1)

Furthermore, the activation of harmonic injection control
is determined by the fault detection module, which follows
the current-set and voltage-reset strategy depicted in Figure 2.
When the instantaneous current iLabc outputted by IIDGs
exceeds its maximum allowable value Ith =2 p.u. in at least
one phase, the ‘‘fault’’ signal is set to 1. After the fault is
cleared, the inverter returns to normal operation when the
amplitudes Voabc of the three-phase output voltage are all
greater than the threshold Vth.

B. HARMONIC CURRENT FEATURE DIFFERENCE
BETWEEN INTERNAL AND EXTERNAL FAULTS
1) HARMONIC CURRENT CHARACTERISTICS
OF ACTIVE BRANCHES
In this paper, the analysis considers five IIDGs denoted as
IIDGi, (i = 1,2,. . . ,5) and fault resistances RFj, (j = 1,2,. . . ,6)
corresponding to faults F1 to F6 as shown in Figure 1. Accord-
ingly, the orders of injected harmonics are hi, (i = 1,2,. . . ,5).
ZLk is the load impedance of Loadk , (k = 1,2,3,4). V̇ hi

DG
and ZhiDG are the hi-th harmonic voltage source and output
impedance of IIDGi.The fault analysis is conducted using the
superposition theorem, where only IIDGi injects harmonics
into the distribution network while the other IIDGs are treated
as short circuits.

a: THE LINE ON WHICH ONLY ONE SIDE IS
CONNECTED WITH IIDG
Thus, under a three-phase to ground fault at F1, the simpli-
fied fault phase equivalent circuits of distribution network at
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FIGURE 3. After a fault occurs at F1, the simplified equivalent circuit of distribution network at different harmonic layers. (a) at h1-th
harmonic layer; (b) at h2-th harmonic layer.

h1-th, h2-th and h3-th harmonics are shown in Figure 3(a), (b)
and (c), respectively.
The direction of the outflow bus is the reference positive

direction. V̇ hi
A , V̇ hi

B1, and V̇
hi
B2 are the hi-th harmonic voltages

at BusA, BusB1, and BusB2, respectively. İhiAB1, İ
hi
AB2, and İ

hi
A

are the hi-th harmonic currents flowing from BusA. ZhiAB1,
ZhiAB2, Z

hi
AB3, and Z

hi
BC are the equivalent line impedances under

the hi-th harmonic. ZhiEq1 is the corresponding equivalent

impedance of other passive branches. Likely, ZhieqB is the
equivalent impedance at BusB2.

According to Figure 3 (a), the fault line current when only
IIDG1 is considered is,

İh1AB1

=

V̇ h1
DG1

[
Zh1M1//Z

h1
Eq1//Z

h1
G //

(
Zh1AB3 + Zh1DG//Zh1eqB

)]
Zh1M1

[
Zh1M1//Z

h1
Eq1//Z

h1
G //

(
Zh1AB3 + Zh1DG//Zh1eqB

)
+ Zh1DG

]
(2)

where, Zh1M1 =

(
Zh1AB2 + Zh1L1 //Zh1DG

)
//RF1 + Zh1AB1

The harmonic current İh1A is flowing from IIDG1 into
BusA, which has opposite direction.

İh1A = −
V̇ h1
DG1

Zh1M1//Z
h1
Eq1//Z

h1
G //

(
Zh1AB3 + Zh1DG//Zh1eqB

)
+ Zh1DG

(3)

The harmonic current İh1AB2 can be described as (4), shown
at the bottom of the page.

In Equations (1)-(4), when RF1 =0, |İh1A | > |İh1AB1| > |İh1AB2|
is satisfied. The maximum value of h1-th harmonics appears
only in the branch connected to IIDG1 and the harmonic
current direction is negative, which is also effective for the
fault scenario of RF1 ̸=0.
For the phase-to-phase faults and two phase to ground

faults, the harmonic currents can be obtained by substituting
İh1AB1 = İh1AB1φ1 − İh1AB1φ2 into (4), whose expressions are the
same as that that of three-phase faults. The subscripts φ1 and
φ2 represent two fault phases. Therefore, the analysis focuses
on the harmonic current characteristics of active distribution
networks using a three-phase to ground fault as an example.

According to Figure 3(b), when only IIDG2 is considered,
the harmonic current İh2AB1 of fault line is described as shown
in Equation (5), which has the positive direction.

İh2AB1 =

−V̇ h2
DGRF1

(
Zh2M2 − Zh2DG

)
Zh2M3

[(
Zh2M2//RF1

)
+ Zh2AB2

] [
RF1//

(
Zh2M2 + Zh2AB1

)]
(5)

where, Zh2M2 = Zh2Eq1//Z
h2
G //Zh2DG

(
Zh2AB3 + Zh2DG//Zh2eqB

)
,

Zh2M3 = Zh2M2//Z
h2
M1.

The harmonic currents İh2A and İh2AB2 are described as Equa-
tions (6) and (7), as shown at the bottom of the next page,
respectively.

İh1AB2 =

V̇ h1
DG1

[
Zh1M1//Z

h1
Eq1//Z

h1
G //

(
Zh1AB3 + Zh1DG//Zh1eqB

)]
(
Zh1AB3 + Zh1DG//Zh1eqB

) [
Zh1M1//Z

h1
Eq1//Z

h1
G //

(
Zh1AB3 + Zh1DG//Zh1eqB

)
+ Zh1DG

] (4)
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From (5)-(7), when RF1 =0, İh2A = İh2AB1 = İh2AB2 = 0 is
satisfied, i.e., the harmonic currents cannot pass through the
fault point. When RF1 ̸=0, the amplitude relationship of İh2A ,
İh2AB1 and İ

h2
AB2 are positively correlated to the fault resistance.

Moreover, since the fault resistance is usually much
smaller than the load impedance and the equivalent
impedance of IIDG, the amplitude of İh2AB1 is much smaller
than that of İh2B1A, i.e., |İh2AB1| ≪ |İh2BA1| is satisfied. The
harmonic current on one side of the fault line connected to
IIDG will be much greater than that of the other side.

According to Figure 4, when only IIDG3 is considered, the
harmonic current of fault line is İh1AB1,

İh3AB1 =

V̇ h3
DG

(
Zh3M3 − Zh3DG

) (
Zh3G //Zh3Eq1//Z

h3
DG//Zh3M1

)
Zh3AB3Z

h3
M3Z

h3
M1

(8)

The harmonic currents İh3A and İh3AB2 can be described as,

İh3A =

V̇ h3
DG

(
Zh3M3 − Zh3DG

) (
Zh3G //Zh3Eq1//Z

h3
DG//Zh3M1

)
Zh3AB3Z

h3
M3Z

h3
DG

(9)

İh3AB2 = −

V̇ h3
DG

(
Zh3M3 − Zh3DG

)
Zh3AB3Z

h3
M3

(10)

Similarly, according to (8)-(10), |İh3AB2| > |İh3AB1| > |İh3A |

is satisfied. The maximum value of h3-th harmonics appears
only in the branch connected to IIDG3 and the harmonic
current direction is negative.

In Figure 5, the blue arrow represents the harmonic current
distribution injected by IIDG1 to IIDG3. For the fault line
AB1, the harmonic currents at the head-end of fault line
have positive directions, i.e., the fault direction is forward.
The harmonic currents at the remote-end of fault line have
negative directions, i.e., the fault direction is backward. For
the non-fault section AB2, the harmonic currents measured
by the IED at the head and end of fault line have negative
directions.

b: THE LINE ON WHICH BOTH SIDES ARE CONNECTED
WITH IIDGS
Figure 6 illustrates the distribution of h3-th and h4-th har-
monic currents when a fault occurs at F2. The equivalent
impedance of the other passive branches is represented by
Zh34Eq . The blue arrows indicate the direction of the harmonic
currents. Based on the direction of the harmonic currents

FIGURE 4. After a fault occurs at F1, the simplified equivalent circuit of
distribution network at h3-th harmonic layer.

FIGURE 5. After a fault occurs at F1, the simplified equivalent circuit of
distribution network at h1-th to h3-th harmonics layer.

shown by the blue arrows, it can be observed that the har-
monic current characteristics of the active branches, where
both sides are connected with IIDGs, are the same as the
active branch where only one side is connected with IIDG.

Specially, according to Figures 6 and 7, F3 and F2 are two
fault points in the upstream and downstream section on the
same branch. When a fault occurs at F3, for the fault Line
C1D, the harmonic currents at the head-end of fault line have
positive directions, i.e., the fault direction is forward. The
harmonic currents at the remote-end of fault line have neg-
ative directions, i.e., the fault direction is backward. For the

İh2A =

V̇ h2
DGRF1Z

h2
M2

(
Zh2M2 − Zh2DG

)
Zh2M3Z

h2
DG

[(
Zh2M2//RF1

)
+ Zh2AB2

] [
RF1//

(
Zh2M2 + Zh2AB1

)] (6)

İh2AB2 =

V̇ h2
DGRF1Z

h2
M2

(
Zh2M2 − Zh2DG

)
Zh2M3

(
Zh2AB3 + Zh2DG//Zh2eqB

) [(
Zh2M2//RF1

)
+ Zh2AB2

] [
RF1//

(
Zh2M2 + Zh2AB1

)] (7)
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FIGURE 6. After a fault occurs at F2, the simplified equivalent circuit of distribution network at h3-th
and h4-th harmonic layers.

FIGURE 7. The harmonic current direction and fault direction when a fault occurs on the downstream section of
the active branch on which both sides are connected with IIDGs.

FIGURE 8. After a fault occurs at F4-F6, the simplified equivalent circuit of distribution network at harmonic layers. (a) A fault occurs at F4; (b) A fault
occurs at F5; (c) A fault occurs at F6.

upstream non-fault LineB2C1, the harmonic currents at the
head and remote-ends of fault line have positive directions.

2) HARMONIC CURRENT CHARACTERISTICS
OF PASSIVE BRANCHES
Figure 8 (a)-(c) depicts the distribution of harmonic currents
when a fault occurs at F4-F6. To simplify the circuit and
enhance the clarity of harmonic direction, all impedances in
the branch where IIDG2, IIDG3, and IIDG4 are located are
equivalently represented by ZS1 and ZS2, respectively. It is
evident that the fault direction, as measured by the IEDs
on both sides of the non-fault line, is backward. However,
the fault directions, as measured by the IEDs on both sides
of the fault line, are forward and backward, respectively.

In cases where the passive branch consists of upstream and
downstream sections, the fault direction measured by the IED
at the head of the fault line aligns with that measured by the
IED at the head of the upstream non-fault line.

In Figure 8(c), İh12345B4C3 is the harmonic currents flowing into

fault point F4. İ
h′

12345
B4C3 is the harmonic currents flowing from

fault point into BusC2. The relationship between İh12345B4C3 and

İ
h′

12345
B4C3 is described as,

İ
h′

12345
B4C3 = İh12345B4C3

RF6

RF6//
(
Zh12345BC6 + Zh12345L4

) (11)

When RF6 =0, İ
h′

12345
B4C3 = 0 is satisfied, i.e., the harmonic

current cannot pass through the fault point. For case where
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FIGURE 9. Network impedance variation due to injection of h1-th
harmonic before and after fault fault occurs at F1.

RF6 ̸=0, since the load impedance ZL4 is usually much larger
than line impedance ZBC6 and fault resistance RF6, the ampli-

tude of İ
h′

12345
B4C3 is usually much smaller than that of İh12345B4C3 , and

|İ
h′

12345
B4C3 | ≪ |İh12345B4C3 | are satisfied. That is, the harmonic current

on one side of fault line will be much greater than that of the
other side.

C. IMPEDANCE FEATURE DIFFERENCE BETWEEN
INTERNAL AND EXTERNAL FAULTS
Figure 9 depicts the variations in network impedance
before and after the fault F1, influenced by the h1-th har-
monic injected by IIDG1. Similarly, the changes in system
impedance before and after the occurrence of fault F1, with
the application of IIDG2, are shown in Figure 10. Following
the fault, the impedance of Line 2 is equivalent to a parallel
connection with the fault resistor RF1, while the impedance
of Line 1 remains the same. ZhiLine1 (i = 1, 2) represents the

impedance of Line 1 before the fault, and Z
h′
i

Line1 represents
the impedance of Line1 after the fault has occurred, with
both impedance values being ZhiDG, as indicated in Equa-
tions 12. Note that Zhi∗ is the impedance of Line ∗ before the

fault, then Z
h′
i

∗ represents the impedance after the fault has
occurred, the equivalent impedances of Line 2, LineAB1, and
Line 3 before and after the fault occurrence are presented in
Equations (12)-(14).

ZhiLine1 = ZhiDG,Z
h′
i

Line1 = ZhiDG (12)

ZhiLine2 = ZhiAB1 + ZhiAB2 + ZhiL1//Z
hi
DG

ZhiLineAB1 = ZhiAB1 + ZhiAB2
ZhiLine3 = ZhiDG (13)

Z
h′
i

Line2 = ZhiAB1 + RF1//
(
ZhiAB2 + ZhiL1//Z

hi
DG

)
Z
h′
i

LineAB1 = ZhiAB1 + RF1//Z
hi
AB2

Z
h′
i

Line3 = ZhiDG (14)

FIGURE 10. Network impedance variation due to injection of h2-th
harmonic before and after fault fault occurs at F1.

It is known that the fault resistance is typically much lower
than both the load impedance and the equivalent impedance
of the IIDG. Therefore, it can be inferred that a considerable
change in the equivalent impedance will occur on Line 2
where the fault happened, and the equivalent impedance of
Line AB1 will also experience a notable shift. However, the
equivalent impedance of Line 3, despite being in the vicin-
ity of Line 2, will remain unchanged. Therefore, it can be
inferred that within an active branch containing both passive
and active lines with an upstream and downstream relation-
ship, a fault occurring on a particular line level will not
impact the impedance of the lines upstream and downstream
of it.

In addition to the expressions shown in Equations (12)-(14),
the impedance of the line can also be expressed as

Z = R+ ω (L + C) (15)

It is clear that the magnitude of the imaginary part of
the impedance in the line is closely related to the frequency
that is injected. In Figures 9 and 10, the impedances pro-
duced by IIDG1 and IIDG2 can be analyzed for IED1 at
the head-end of Line 1, with the effective value of their
imaginary parts expressed as |Im(ZhiLine1)|(i =1,2). Similarly,
analyses for IED2 and IED4 yield values |Im(ZhiLineAB1)| and
|Im(ZhiLine3)|, respectively. According to Equations (12)-(14),
it can be observed that after a fault occurs, |Im(Zh1Line1)| will

not change, while
∣∣∣Im (

Z
h′

1
LineAB1

)∣∣∣ <

∣∣∣Im (
Zh1LineAB1

)∣∣∣. The
impedance generated by IIDG2, corresponding to the branch
where Line AB1 is located, approaches zero. For Line 3,

the value of |Im(Z
h′

1
Line3)| approaches zero while |Im(Z

h′

2
Line3)|

remains unchanged.
Figure 11 illustrates the variations in impedance of

an active branch with established upstream and down-
stream relationships when a fault transpires. Mirroring
the methodology of the preceding analysis, it can be
deduced that subsequent to the fault occurrence, the value

of |Im(Z
h′

3
Line1B2C1)| remains unaffected, and the impedance
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FIGURE 11. Network impedance variation due to injection of h3-th and h4-th harmonics before and after fault
occurs at F3.

TABLE 2. The injected harmonic current characteristics on the active and passive branches (lines).

FIGURE 12. Network impedance variation due to injection of harmonics
before and after a fault occurs at F5 and F6.

denoted as |Im(Z
h′

4
LineB2C1)|, which is generated by IIDG4 in

association with the branch where Line B2C1 is situated,
tends towards zero.

Figure 12 demonstrates the impedance variation in a pas-
sive branch during a fault. It is evident that the impedance
generated by the upstream line remains unchanged before
and after the fault, regardless of the influence of dif-
ferent harmonics. However, the impedance of the down-
stream line approaches zero after the fault. Additionally,
the impedance at the fault location experiences a signifi-
cant decrease when affected by various harmonics after the
fault.

D. SUMMARY OF HARMONIC CHARACTERISTICS
Overall, for the active distribution networks with high pro-
portion IIDGs, the injected harmonic current characteristics
on the active and passive branches(lines) can be summarized
in Table 2.

In this paper, it is assumed that specific harmonics are
injected by each IIDG before the network becomes opera-
tional, and the initial impedance values of the corresponding
branches (lines) are recorded by IED at the head-end of each
line. Correspondingly, the harmonic characteristics observed
on both the passive and active branches (lines) during har-
monic injection are summarized in Table 3.

III. PROPOSED PROTECTION SCHEME
A. PROTECTION CRITERIA
According to the analysis in Section II-B, the following
protection criteria of main protection can be concluded. For
active branches, the fault features of internal faults are charac-
terized by opposite fault directions detected by two adjacent
IEDs. Specifically, the IED at the head-end of the line detects
a positive fault direction, while the IED at the end of the line
detects a negative fault direction. On the other hand, the fault
features of external faults are identified by a negative fault
direction detected by the IED at the head-end of the line.
For passive branches, the fault feature of internal faults is
indicated by significantly smaller amplitudes of all harmonic
currents detected by the IED at the remote-end compared to
those detected by the IED at the head-end of the line. Con-
versely, the fault features of external faults are characterized
by equal harmonic current amplitudes at both the head-end
and the remote-end of the line.
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TABLE 3. The impedance characteristics on the active and passive branches(lines) when injecting harmonics.

Based on these fault features, the frequency and corre-
sponding amplitude of all harmonic currents injected by
IIDGs can be utlilized to establish main protection criteria
for active and passive branch line identification as shown
in Equations (15) and (16), respectively. Among them, İhmhi
is the current measurement value of the line head-end, İ rmhi
represents the current measurement value of the line remote-
end, and N is the number of IIDGs connected to the active
distribution network.

Internal fault of active branch(line) for main protection:{
|İhmhn | > |İhmhi |, (i ̸= n, i = 1, 2, . . . ,N ; n = 1, 2, . . . ,N )
|İ rmhn | < |İ rmhi |, (i ̸= n, i=1, 2, . . . ,N ; n = 1, 2, . . . ,N )

(16)

Internal fault of passive branch(line) for main protection:

|İhmhi | ≫ |İ rmhn |, (i = 1, 2, . . . ,N ) (17)

Analyzing the current and impedance characteristics at
the time of fault occurrence allows for the establishment
of a protection criterion for backup protection. This backup
protection is a single-ended approach that operates indepen-
dently of communication, providing a safeguard in the event
that the main protection fails.

For active branches with internal faults, the imaginary
part of the impedance generated from the IIDG on this line
approaches zero, while the ones from other IIDGs signif-
icantly decreases. In the case of external faults on active
branches, there are two sufficient conditions to distinguish.
One is the imaginary part of the impedance generated from
the IIDG on this line approaches zero, while the ones from
other IIDGs remain unchanged. The second condition is that
the imaginary part of the impedance generated from the
IED on this line remains constant, while the imaginary parts
generated from the other IIDGs approach zero. For passive
branches, internal faults are marked by notable shifts in all
impedance values. Similar to active branch, there are two
scenarios indicating external faults: either the effective values
of the imaginary part of the impedance produced by all IIDGs
on this line tend to approach zero, or they remain unchanged

Utilizing these fault characteristics, the frequencies and
corresponding amplitudes of all harmonic currents injected
by IIDGs can be leveraged to formulate backup protec-
tion criteria. These criteria are used for identifying faults
in active and passive branches(lines), and are outlined
in Equations (18) and (19), respectively. Among them,
|Im(ZhiLine∗)| is the effective value of the imaginary part of
the impedance generated by the IIDGi on Line∗before fault

occurs, |Im(Z
h′
i

Line∗)| represents the one after fault.
Internal fault of active branch(line) for backup protection:
∣∣∣Im (

ZhiLine∗
)∣∣∣ ≈ 0, (i = 1, 2, . . . ,N )∣∣∣Im (

ZhnLine∗
)∣∣∣ >

∣∣∣Im (
Z
h′
n

Line∗

)∣∣∣ , (n ̸= i, n = 1, 2, . . . ,N )

(18)

Internal fault of passive branch(line) for backup protection:∣∣∣Im (
ZhiLine∗

)∣∣∣ >

∣∣∣Im (
Z
h′
i

Line∗

)∣∣∣ , (i = 1, 2, . . . ,N ) (19)

B. PROTECTION FLOWCHART
The flowchart of the injected harmonic feature based pro-
tection scheme for the active distribution networks with
high proportion IIDGs is shown in Figure 13. The hardware
requirements for the implementation of proposed protection
scheme include: 1) The IED installed at each line records that
whether the protected branch is a active branch, and collect
the three-phase current from all CTs (current transformers)
installed at head of the line, as well as collecting voltage
from all PTs (potential transformers); 2) The communication
channels are available between adjacent IEDs; 3) |ZhiLine∗| are
recorded before the network is operational.

Once the protection program is activated, the system initi-
ates a timing sequence. First, the currents at head of all the
lines are measured, and the amplitudes of all harmonic cur-
rents İmhi injected by IIDGs are extracted. During the timing
phase of the protection process, the IED on the current line
is responsible for transmitting current information to the IED
on the up-stream line. Simultaneously, it awaits the receipt of
information from the IED on the down-stream line.
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FIGURE 13. Protection flowchart.

Considering that an IIDG can output a fault current up to
twice its rated value within a quarter cycle of the fundamental
frequency [28], the required fault detection time to activate
IIDG harmonic injection control is under 5ms. Moreover, the
intrinsic response time for a circuit breaker is approximately
30ms s [23]. FFT analysis reveals that it takes around 20ms
to calculate the current amplitude at each frequency. The
communication delay between adjacent IEDs is about 2ms.
Consequently, the delay 1T that assists the main protection
criterion is set to 60 milliseconds.

If this exchange of information takes longer than 1T, the
delay is interpreted as a communication fault. In response
to such a fault, the system is designed to activate backup
protection measures to ensure continued system protection
and reliability despite the communication issue.

In main protection, for the active branch(line), when the
minimum amplitude of the harmonic current measured by

the IED at head of the protected line is injected by the
connected IIDGi, and the the maximum amplitude of the
harmonic current measured by the IED at remote-end of
the protected line is injected by the connected IIDGi, this
line is identified as the fault section. For the passive branch,
when the amplitudes of all harmonic currents measured
by the IED at head of the protected line is much larger
than those measured by the IED at remote-end, this branch
can be also identified as the fault section. Otherwise, the
fault is identified as an external fault, and the protection is
restored.

In backup protection for an active branch(line), the line
is deemed to be the faulted section if the imaginary part of
the impedance from the connected IIDGi nears zero, while
simultaneously, there is a notable decrease in the imaginary
parts from other IIDGs. For a passive line, an internal fault is
suggested by a substantial reduction in the effective values of
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FIGURE 14. The tested active distribution network with high proportion IIDGs.

the imaginary parts of the impedance from all IIDGs on that
line.

In particular, it is important to consider the possibility of
IIDG disconnection faults. If an active branch(line) fails to
detect the presence of corresponding harmonics, it indicates
a potential disconnection fault with the IIDG. In such cases,
the protection criterion for passive branches(lines) will be
automatically activated to ensure the safety and reliability of
the network.

IV. CASE STUDY
To validate the effectiveness of the proposed protection
scheme, a 10.5kV active distribution network with a fre-
quency of 50Hz is constructed in MATLAB/Simulink,
as depicted in Figure 14. The network comprises a signif-
icant proportion of IIDGs, with a benchmark capacity of
100MVA and sampling frequency at 2.5kHz [27]. IIDG1-
IIDG5 employ a droop control strategy, each with a rated
capacity of 1MW. These IIDGs generate a harmonic voltage
of one frequency with an amplitude of 0.1 p.u., which is
superimposed on the fundamental modulation voltage pro-
duced by the conventional control loop.

When a nonlinear load is connected to a distribution net-
work system with Integrated and Interconnected Distributed
Generators (IIDG), the current flowing through the relay
protection devices comprises not only the harmonic cur-
rents injected by the IIDG but also those introduced by
the nonlinear load. Currently, typical nonlinear loads can
be categorized into three types: ferromagnetic saturation,
power electronic switching, and arc discharge. These loads
primarily contribute to the generation of odd harmonics,
including the 3rd, 5th, 7th, 9th, and 11th, as noted in [23]
and [29]. To mitigate the impact of harmonics introduced by

TABLE 4. Fault scenarios.

nonlinear loads, IIDG is configured to inject even harmonic
currents.

The harmonic frequencies for IIDG1-IIDG5 are 600Hz,
300Hz, 400Hz, 700Hz, and 500Hz, respectively. Loads 1 to
4 have a rated capacity of (0.6+j0.03) MVA. The length of all
transmission lines is 2km, with the per unit values of positive
sequence and zero sequence lines are (0.193+j0.107) �/km
and (0.7+j1.221) �/km, respectively. The impedance of the
grid-side line is set to 10 �.

A. INFLUENCE OF FAULT TYPE, LOCATION
AND FAULT RESISTANCE
In this paper, six fault scenarios as shown in Table 4 are
set up to test the performance of the proposed protection
criteria under different fault types, locations, and fault resis-
tance. These scenarios will also be continued in the following
sections.

When a fault occurs, IIDGs inject harmonics, and the
IED at the beginning of the line can analyze the harmonic
current to obtain the amplitude information of each harmonic.
Figure 15 shows the current and harmonic in l2 under fault
scenario S1. Among them, Figure 15(a) represents the cur-
rent waveform after injecting harmonics, clearly exhibiting
distinct harmonic characteristics. Figure 15(b) presents the
analysis results from IED5, indicating the amplitude values
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FIGURE 15. Current and harmonic in line l2 under fault scenario S1. (a) Waveform of current; (b) Harmonic analysis results.

TABLE 5. Analysis of IED7, IED8, and IED10 under different fault conditions and the corresponding protection results.

for each harmonic in l2. Due to the connection of IIDG3 and
IIDG4 at the end of this branch, the harmonic amplitudes of
400Hz and 700Hz are obliviously larger than the other ones.

With different fault types, locations, and fault resistances,
the protection results of the proposed protection scheme in
active distribution networks with high proportion IIDGs are
presented in Tables 5 and 6, respectively. IED7, IED8, and
IED10 are located in the active branch. As shown in Table 5,
when a three-phase short circuit fault occurs in l3 with a fault
resistance (RF) of 0.1 �, IED7 indicates that the maximum
amplitude harmonic frequency is 400Hz, and the minimum
amplitude harmonic frequency is 700Hz. IED8 at the end
of the l3 reveals that the maximum amplitude harmonic
frequency is 700Hz, and the minimum amplitude harmonic
frequency is 600Hz. Considering the system configuration,
the harmonic of 700Hz is introduced by IIDG4 of the active
branch where IED7 and IED8 are located. Therefore, based
on the provided data, the internal fault criteria for the active
branch are satisfied, allowing for an accurate determination
that the fault is located in l3. For the transmission line l4,
IED8 serves as the head-end device, while IED10 operates
as the remote-end one. The observed frequencies with the

maximum and minimum amplitudes at both IED8 and IED10
are consistent with the fault signature expected within the l4
segment.

Similarly, the data and corresponding protection results
of IED16 and IED17 on passive branch under different fault
scenarios are listed in Table 6. When a two-phase grounding
short circuit fault occurs in the l8 with RF of 100 �, the mean
amplitude of harmonics (p.u.) obtained by IED16 is 2.102,
which is much greater than the 0.011 given by IED17 at the
end of the branch. Satisfying the criteria for internal fault of
passive branch can correctly determine that the accident is
within the l8 branch.

Based on the above analysis, it can be found that the
protection scheme proposed in this paper is not affected by
fault type, location, and fault resistance as it is based on the
difference in features of harmonics at the beginning and end
of the line.

B. INFLUENCE OF THE DISCONNECTION OF IIDGS
To analyze the influence of IIDG disconnection during a
fault on the protection performance of the proposed method,
IIDG4 is disconnected, resulting in the branch where IIDG4
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TABLE 6. Analysis of IED16 and IED17 under different fault conditions and the corresponding protection results.

TABLE 7. Analysis of IED7, IED8, and IED10 under different fault conditions after disconnection of IIDG4 and the protection results.

is originally located becoming a passive branch. Only the
remaining four IIDGs inject harmonic current in this scenario.
The protection results of the proposed protection scheme
are shown in Table 7. After IIDG4 is disconnected from the
network, the relay protection devices of l3 and l4 activate
the passive branch protection criterion. According to Table 7,
under fault scenario S2, IED7 at the head-end of l3 and IED8
at the head-end of l4 provide data that satisfies the internal
fault criteria for passive branch, while data displayed by
IED8 and IED10 also satisfies the internal fault criteria for
passive branch when fault scenario S3 occurs. These indi-
cate the disconnection of IIDGs will not affect the accuracy
of our proposed protection criteria. Therefore, the proposed
protection scheme is robust and can accurately determine
fault locations even when IIDGs are disconnected from the
network during a fault.

C. INFLUENCE OF THE PERMEABILITY OF IIDGS
Consideration should also be given to the permeability of
IIDGs when protecting active distribution networks with high
proportion of IIDGs, along with the disconnection of IIDGs.

In this paper, the influence of adjusting the permeability
of renewable energy sources is explored by modifying the
impedance of the grid-side line. The proposed protection
scheme is evaluated by adjusting the grid-side impedance to
30 �. The protection results are presented in Tables 8 and 9.
It is evident that the proposed protection criterion effectively
differentiates between internal and external faults. Moreover,
the variations in the permeability of IIDGs have no influence
on the effectiveness of the proposed protection scheme.

D. INFLUENCE OF NON-LINEAR LOAD CONNECTION
The widespread adoption of electronic devices, the incor-
poration of renewable energy sources, the growing demand
for electric vehicle charging infrastructure, and the need for
sophisticated energy management systems have collectively
contributed to a significant shift in the load composition of
active distribution networks. Nonlinear loads are increasingly
becoming a prominent element within these networks. Con-
sequently, it is imperative to examine the repercussions that
the integration of nonlinear loads may have on the protection
efficacy of the network. To this end, a simulation is conducted
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TABLE 8. Analysis of Analysis of IED7, IED8, and IED10 under different fault conditions after permeability of IIDGs and the protection results.

TABLE 9. Analysis of IED16 and IED17 under different fault conditions after permeability of IIDGs and the corresponding protection results.

TABLE 10. Analysis of Analysis of IED7, IED8, and IED10 under different fault conditions with a nonlinear load connection and the corresponding
protection results.

to validate the operational conditions: a diode uncontrolled
rectifier, equipped with DC side capacitance, resistance, and
inductance parameters denoted as Cdc =0.1mF, Rdc =5�

and Ldc =5mH, respectively, is connected to bus D through
an interface transformer. The protection results of the pro-
posed scheme are presented in Tables 10 and 11. Through
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TABLE 11. Analysis of IED16 and IED17 under different fault conditions with a nonlinear load connection and the protection results.

TABLE 12. Analysis of IED7 and IED8 under different fault conditions during the activation of backup protection and the protection results.

TABLE 13. Analysis of IED16 and IED17 under different fault conditions during the activation of backup protection and the protection results.

the analysis of simulation data, it is evident that the char-
acteristics of faults, whether occurring inside or outside
the designated area, still conform to the criteria established
by the proposed method. This confirmation demonstrates
that the proposed method retains its capability to correctly

identify the locations of faults even when nonlinear loads are
connected to the system. These results highlight the reliability
and effectiveness of the proposed fault location approach
in active distribution networks that are characterized by a
substantial integration of nonlinear loads.

VOLUME 12, 2024 35297



H. Yu et al.: Injected Harmonic Feature Based Protection Scheme for Active Distribution Networks

E. INFLUENCE OF COMMUNICATION FAILURE
BETWEEN ADJACENT IEDS
In active distribution networks, communication failures
among adjacent IEDs can arise due to physical connection
issues, electromagnetic interference, configuration mistakes,
network bottlenecks, or equipment malfunctions. When such
disruptions occur, main protection becomes inoperative,
prompting the activation of backup protection measures. The
performance of backup protection under these adverse condi-
tions is assessed, with Tables 12 and 13 illustrating the data
analysis for IEDs 7, 8, 16, and 17 in the absence of faults.
Specifically, IED7, which is on an active branch, exhibits
the lowest impedance reading at 700Hz, and the current
induced by the corresponding IIDG is decreased, satisfying
the backup protection criteria for active branch faults. This
finding is consistent with fault scenario S2, validating the
reliability of the backup protection for active branches. For
IED16 on the passive branch, the impedance change generated
by S6 on the l8 confirms the correctness of the backup protec-
tion criteria for the passive branch. It is worth noting that the
IED17 located down-stream of l8 also fully meets the exter-
nal fault characteristics of the passive branch area, proving
capability of the backup protection to distinctly differentiate
between faults occurring upstream and downstream. In con-
clusion, the data provided verifies the effectiveness of the
backup protection outlined in this paper for active distribution
networks.

V. CONCLUSION
An injected harmonic feature based protection scheme for
active distribution network with high proportion IIDGs is
addressed in this paper, taking into account the flexible
controllability of IIDGs. This scheme consists of a main
protection mechanism utilizing current features and a backup
protection mechanism utilizing impedance features. The
main conclusions are as follows:

1) The required harmonics with different orders are gen-
erated and injected by controlling IIDGs during a fault.
When the main protection is operational, for active
branches, the connected IIDG injects the minimum
amplitude of the corresponding harmonic at the fault
line, while its maximum amplitude can be found at
the non-fault line. For passive branches, the harmonic
current amplitudes at the head-end are much larger
than those at the remote-end. Backup protection is
activated to supplement the system when the main pro-
tection fails. For active branches experiencing internal
faults, two main indicators are observed: a significant
impedance change at the resonant frequency of the line
from the injected harmonics and the impedance caused
by the connected IIDG on this line approaches zero.

2) The proposed criterion of main protection is con-
structed using all harmonic current frequencies and
amplitudes injected by different IIDGs to represent the
fault direction. Only the head-end currents of the line

connected to bus are measured and collected by IED
installed at that line. The main protection only needs to
interface with the adjacent level. This streamlined com-
munication protocol results in a reduced data transfer
volume and minimal bandwidth requirements. Conse-
quently, this approach enhances protection efficiency
and reduces communication costs, offering amore opti-
mized and cost-effective solution for fault management
in active distribution networks

3) The distinct harmonic current profiles associated with
various fault types enable this method to inherently
select the faulted phase, leveraging the unique har-
monic signatures for accurate fault identification. Thus,
it is effective for different fault types, fault locations,
and fault resistances. When the main protection fails,
the backup protection can also achieve fault localiza-
tion. It is not affected by the disconnection of any IIDG
or changes in the proportion of IIDGs connected to
the distribution networks, as well as the connection of
nonlinear loads.

For the proposed scheme, in case where the scale of the
active distribution network is extensive, there may be restric-
tions on the number of available frequencies for injected
harmonics, leading to the scenarios where different active
branches(lines) inject harmonics at the same frequency.
Under such circumstances, the proposed scheme may fail to
detect and localize faults effectively. Future research will be
dedicated to addressing this issue more comprehensively.
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