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ABSTRACT Healthcare monitoring systems in hospitals and other health facilities have grown significantly,
and portable healthcare monitoring systems using emerging technologies such as Internet of Things (IoT)
technologies have aided the advancement of healthcare monitoring systems. Many studies have focused on
intelligent healthcare systems in an IoT context to improve components, including wearable sensors and
hardware devices, intelligent data collecting and processing, and network connections. Even while these
applications are necessary and helpful for enhancing wireless healthcare settings related to monitoring,
detection, and diagnostics, it might be challenging to fully understand how IoT characteristics are currently
intertwined with its architecture. Accordingly, this work adds to the academic literature by thoroughly
reviewing all significant areas of wireless healthcare monitoring system advancements. This research also
examines a state-of-the-art healthcaremonitoring system component under IoT. One hundred and ninety-four
related articles were collected and filtered based on the system components defined. This study includes
a thorough review and a list of genuine concerns with novel critical solutions. The study can facilitate
academics and practitioners by giving them direction and vital information for future research.

INDEX TERMS Internet of Things, healthcare monitoring, fall detection, sensors technology.

I. INTRODUCTION
In 2020, there were 727 million people aged 65, and the
number of older adults worldwide is expected to double over
the next three decades, reaching over 1.5 billion in 2050 [1].
The global population aged 65 and up is predicted to rise
from 9.3% in 2020 to roughly 16.0% in 2050 [1]. People
are now motivated by health awareness and are eager to
self-monitor their fundamental health problems. Wearable
gadgets are becoming more popular not just in health but
also in sports [2]. Therefore, biomedical engineering research
is now focusing on creating cost-effective and conveniently
accessible solutions for healthcare services aimed at improv-
ing both the convenience of use and the comfort of users as
life expectancy rises and health expenses rise [3].
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The advances in wireless communication technology, the
convenience of deployment, the ubiquity of information,
and the low installation cost for healthcare monitoring
applications have brought more significant advantages for
healthcare monitoring technology systems. In the last decade,
a new architecture has arisen in wireless sensor networks
(WSNs) by merging two modern technology fields: embed-
ded systems and wireless communications and have been
successfully implemented in real-time applications [4]. Dif-
ferent scenarios in WSN-based e-healthcare are summarized
below [5]:

1) Daily life supervision - A properly configured WSN
can detect the patient’s activity and provide valuable
feedback, allowing them to better organize their daily
lives [6].

2) In-hospital monitoring – The use of WSN technology
and the establishment of a wireless body area network

35008


 2024 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.
For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/

VOLUME 12, 2024

https://orcid.org/0000-0001-5915-2875
https://orcid.org/0000-0003-3761-0630
https://orcid.org/0000-0001-9374-3329
https://orcid.org/0000-0001-6461-9564
https://orcid.org/0000-0002-3195-3168


H. M. Kaidi. et al.: Comprehensive Review on Wireless Healthcare Monitoring: System Components

(WBAN) allows for comprehensive care and observa-
tion for patients who previously must be kept in the
hospital for longer period but instead can be recorded
and evaluated regularly by specialists [7]. In such cases,
hospitals set up a static node so patients wearing the
WSN appliance can stay linked to themonitoring centre
while wandering around [8].

3) In-home recovery monitoring following surgery: The
WSN technology can provide normal readings of sev-
eral biological parameters after the patient is sent home,
allows for a faster and more accurate diagnosis of heart
diseases, and raises the alarm if necessary [9].

4) Sports training: Using wearable devices, the records of
athletes’ continual observation analyzed, and training
is then scheduled accordingly to improve their perfor-
mance [2].

Falls are unusual activity events that can cause signifi-
cant health concerns in the elderly and extensive research
was done to reduce significant repercussions and harmful
effects [10]. Pang et al. [11] discussed a systematic review
on the detection of near falls using wearable devices, includ-
ing accelerometers, gyroscopes, and insole force inducers.
Radar and RGB-Depth were utilized due to their contactless
and non-intrusive monitoring capabilities [12]. Most studies
analyzed a single or few near-fall types by younger adults
in controlled laboratory environments and hardly naturally
occurring near falls from actual falls or other activities of
daily living in older people.

According to [13], assisted living technologies may
broadly be classified into three generations. The first-
generation technologies consisted of systems and gadgets
such as a wearable device with a panic or help button that
was assistive only when they received a request or response
from the user for help. The second-generation technologies
were characterized by their ability to sense when the user
needed assistance by tracking health-related, user behaviour-
related, and user interaction-related data to trigger alarms to
alert caregivers or medical personnel. The third-generation
technologies refer to intelligent assistive systems that use
a myriad of technologies such as artificial intelligence,
machine learning, sensor networks, and their related appli-
cations to detect and predict any assistive needs, for instance,
in a fall.

The positive influence of the Internet of Things (IoT) in
healthcare alters the patient experience while also boosting
the quality of care and providing extra health-tracking and
security benefits to both patients and healthcare practition-
ers. The IoT-enabled remote healthcare monitoring (RHM)
system connects IoT devices and integrates their data into
the patient record system, streamlining data management for
enhanced efficiency [14]. The healthcare monitoring system
using Healthcare Processing with IoT Surveillance (HPI-
oTS) was proposed [15] with a reasonable accuracy level of
97% and provided proper graphical outcomes, it is a robust
IoT system with advanced capabilities. De Fazio et al. [16]
provide a comprehensive overview of innovative IoT

sensing systems for monitoring biophysical and psychophys-
ical parameters, all suitable for integration with wearable or
portable accessories.

The main contributions of this paper are summarized as
follows:

1. The components of the wireless health monitoring sys-
tem are reviewed and translated to see trends in the
study

2. Different types of sensors and wireless communication
technology used forwireless healthmonitoring systems
were investigated, and the technology with efficient
and low-cost sensors and communication methods was
identified.

3. Various fall detection systems were assessed and
contrasted in terms of sensor components and their
effectiveness.

4. A comparative analysis was highlighted of the current
wireless health monitoring system and fall detection
system, considering their respective solutions, applica-
bility, and constraints

A. ARCHITECTURE OF THE WIRELESS HEALTHCARE
MONITORING SYSTEM
The healthcare monitoring system works according to several
stages, as illustrated in Fig 1:

1. Sensor: By using the combination of electronic sensors,
the physiological signals of the human body could be
converted to electrical signals in the form of quantita-
tive analysis to evaluate the body’s health state [17].

2. Data collection and processing: As an interface
between all the sensors; to receive the input and provide
an appropriate output through microcontroller units
(MCU) which are MCU 1 and MCU 2. Both are
integrated circuitry designed for embedded systems,
combining CPU, memory, and I/O peripherals.

3. Communication: The information was not meant to be
kept, so this is where the networking needs to ensure
that it will be sent to the doctor in charge.

II. PHYSIOLOGICAL MEASUREMENT AND SENSOR
The human body consists of a natural signal which car-
ries specific information about the physiological system.
Physiological vital signs can measure the body’s most basic
function. Fig 2 represents the trends for types while Fig 3
shows examples of physiological measurement.

Based on the analysis of several previous research, the
direction is much more focused on measuring heart rate,
with a total of 24 out of 35 articles. The second highest is
the temperature measurement with 15 articles, where blood
pressure (13 articles), blood oxygen Sp02 (10 articles) and
Electrocardiogram (ECG)measurement is about nine articles.
ECG is a medical test that records the electrical activity of
the heart over time. The rest of the measurements did not get
much attention from most of the researchers.

The early development of conventional sensors is rigid,
which was not practical to be used for healthcare purposes.
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FIGURE 1. Architecture of the healthcare monitoring system.

FIGURE 2. Trends for the type of physiological measurement.

At present, an emerging era of sensor technology is swiftly
evolving the substrate, resulting in improved control and
suitability for healthcare applications. The characteristics of
the sensor, which is the advancement of flexible properties,
have made the sensor more comfortable and biocompatible
to be used in health monitoring applications, as elaborated in
the following subsections.

A. BODY TEMPERATURE SENSOR
Body temperature is an indicator of the human wellness
body with a temperature of each person varies depending
on gender, age, and health status, and somehow following
their daily activity. The average normal body temperature can
range from 97.6◦F (36.4◦C) up to 99.6◦F (37.3◦C). There are
various ways to measure the temperature, such as from the
mouth, ear, rectum, or forehead [18]. A standard device for
measuring body temperature is a thermometer, as shown in
Fig 3(a).

Different types of temperature sensors have their appli-
cations. The widely used sensor is LM35 [19], [20], [21],
[22], [23], [24] due to its low cost and easy setup. A new
type of flexible temperature sensor that can be easily attached
to the skin was designed [25]. A contactless infrared body
temperature sensor MLX-90614 is used in [26]. Fig 4 shows
an example of the sensor used for temperature.

B. BLOOD PRESSURE SENSOR
Blood pressure is one of the critical vital signs that can be
monitored, as shown in Fig 3(b). The blood pressure sensor
measures two specific readings, systolic and diastolic, and
measured in millimetres of mercury (mmHg). When assess-
ing blood pressure, several factors might affect the readings,
such as age, activity, medications, and the autonomic ner-
vous system [27]. There are different methods for pressure
measurement, and one of them is the oscillometric method
and the auscultatory method [28], where the detection is
based on Korotkoff sound, which comes from the acoustic
transducer signal. Another blood pressure sensor is the BP300
sensor, a sensitive, accurate, precise pressure sensor [29].
Another type used for oscillometric is MEMS (micro-electro-
mechanical system) sensor. It is a Miniature devices that
combine mechanical and electrical components. Fig 5 shows
the type of measurement tools for measuring blood pressure.

Recently, smartwatches which use an optical sensor can
read blood pressure measurements by detecting the changes
in blood volume in the tissue and the blood pressure estima-
tion is sent to specific apps for further interpretation [30].
Another design comes with an inflatable strap wristband that
will inflate to measure the blood pressure on the wrist [31].
However, these type of smartwatches are not meant to be used
as a medical devices or to replace one. Fig 6 shows some of
the smartwatches available in the market.

C. PULSE RATE AND OXYGEN SENSOR
Pulse rate is the number of times that the heart beats per i
minute (bpm) that can be measured during the contraction
of the ventricle of the heart. The average rate for an adult
is between 60 to 100 beats per minute and a bit fast, which
ranges from 100 to 160 beats per minute for an infant. The
average pulse rate decreases as the person get older [32].
Fig 3(c) shows that the pulse rate can easily be measured
using hands. The light-dependent resistor (LDR) and piezo-
electric sensor are used to monitor the heart rate [33], and
it concluded that both sensors are the most suitable and less
expensive. Usually, pulse rate and blood oxygen aremeasured
using the same device, the pulse oximeter sensor. Several
articles used MAX30100 and MAX30102 for pulse oximetry
and heart rate monitor sensors [20], [34] and showed readings
in the range of 95%, which is within the acceptable clinical
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FIGURE 3. Physiological measurement.

FIGURE 4. Example of temperature sensor.

FIGURE 5. Blood pressure measurement.

range. The light absorption of red and infrared light of a pulse
oximeter measures the oxygen saturation of the haemoglobin
in the blood [35]. Most pulse oximeters need to be wearable,
usually on a fingertip, to measure the blood oxygen level [36],
[37], [38]. Fig 7 represents the type of pulse rate and blood
oxygen sensor.

D. ELECTROCARDIOGRAM (ECG)
Healthcare professionals have used different types of ECG
lead positioning, ranging from 3 lead up to 12 lead electrode
placements. Fig 3(d) shows the example of an electrode lead

positioning for three leads. Electrodes are small patches of
plastic material used to detect the electrical changes in the
cardiac and are placed at a specific point on the chest, arms,
or legs [39]. A conventionally wet electrode is generallymade
of silver/silver chloride (Ag/AgCl) material and must be used
with an electrolytic gel as a conductor between the skin and
electrode [40], [41]. The dry electrode is a silver-coated plate
that can be operated without the electrolytic gel, and Wang
and Fang [42] used dry electrodes to measure real-time ECG
placed on a smartphone case. Fatih [43] used three positive,
negative, and neutral leads designed to be used with the
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FIGURE 6. Examples of smartwatch.

FIGURE 7. Pulse rate and blood oxygen sensor.

FIGURE 8. ECG monitoring sensor.

e-Health Sensor Platform. Fig 8 shows the traditional and
modern monitoring of ECG measurements.

E. BLOOD OXYGEN (SP02) FALL DETECTION
The normal range of the oxygen-saturated blood of healthy
persons should be 96% up to 100% [44], and those lower
than that range will show signs such as shortness of breath
or chest pain. Blood oxygen can be measured using the pulse
oximeter, which is usually reported as Sp02 (saturation of

FIGURE 9. Fall detection sensor [62].

peripheral oxygen). Fig 3(e) shows the pulse oximeter used
to measure blood oxygen saturation.

F. FALL DETECTION
Fall detection is one of the technologies important as a med-
ical alert system that can alert other parties when someone
has an emergency. Fall detection works in an instant, where
when the detection is triggered, it will automatically send
the signal to request help [45]. The fall detection sensor, the
accelerometer, measures the acceleration by calculating the
changes in motion and body position in three perpendicular
data (x, y and z axes) and determining whether it is a fall
or not. Janat and Haque [46] added a particular checkpoint
that must all be satisfied and evaluated as fall. Most fall
detection sensor is wearable and designed according to [45],
the steadiest position to reflect the motion of the human body
is at the waist. It is also found that the sensor position at
the waist and wrist has the highest accuracy compared to the
calf, chest, and thigh sensor positions [47]. Fig 3(f) shows
an example of fall detection devices. Fig 9 represents the
example of sensors positioning for fall detection.

Thirty-five papers have been selected for further review
on wireless healthcare monitoring systems and classified in
Table 1 according to the measurement, sensor, and commu-
nication types used. The last column of the table highlights
the findings of each paper. Table 1 serves as a prelim-
inary categorization based on measurement, sensor, and
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FIGURE 10. Types of communication used by researchers in Table 1.

FIGURE 11. Types of communication used by researchers in Table 2.

communication types. The subsequent focus on fall detection
is explicitly mentioned in Table 2, where a detailed exami-
nation of measurement techniques, patterns, and sensor types
related to fall detection is presented. Both tables interpret the
pattern trends for the measurement sensor and the types of
sensors as well as the communication types used. In addition,
Table 2 is on reviewing fall detection aspects within wireless
healthcare monitoring systems.

Fig 10 summarizes the type of communication technolo-
gies used by researchers on papers summarized in Table 1
while Fig 11 summarises papers summarized in Table 2.

1) FALL DETECTION: SINGLE SENSOR
Researchers in [45] deploy a single accelerometer sensor
in their work. They emphasize resource usage; thus, a sim-
ple and reliable threshold detection algorithm is deployed
in their works designed adequately for outdoor applica-
tions. The algorithm developed does not require the axes of
the accelerometer to be in a specific mounting orientation.
A study in [97] works on improving the noise from the
sole sensor’s data using confidence intervals and techniques
of Leaving-One-Out before applying k-Nearest Neighbors
(KNN) is a machine learning algorithm for classification and
regression tasks. Wi-Fi network is used as a transmission
medium alert for messages. Work in [84] opted to test their
fall detector by deploying a threshold based Kalman filter
method using non-linear metric features, which achieved up

to 99.4% accuracy on the largest dataset freely available in
the literature (SisFall) which is the Fall Detection Dataset
- Collection of sensor data for studying fall detection algo-
rithms. A real-life test leaves an excellent option for future
enhancement of the device and research such that the false
positive could be reduced to differentiate better fall and
high-acceleration activity of daily living (ADLs). ADLs are
the basic tasks people do every day, like eating, dressing, and
bathing. They are important for independence and are used
to check a person’s ability to care for themselves. They are
often used in healthcare and rehabilitation settings to assess
an individual’s physical and cognitive abilities and determine
their need for assistance or support. The authors also claimed
that their device satisfies the single-charged full-day use
concerning a simple classification method, less active-time
sampling rate of 25 Hz, and single-use sensor. In a slightly
different approach, researchers in [98] use gyroscopes instead
of accelerometers in their recognition of fall events. Nev-
ertheless, they opted for the application of low complexity
but advanced detection algorithm of machine learning and
meticulous pre-processing of data, resulting in the proposed
method effectively distinguishing fall events from other daily
life activities with credible performance parameters: Accu-
racy of 99.52%, Precision of 0.993, Recall of 0.995, and
F1-score of 0.994.

Researchers in [47] proposed a framework for edge com-
puting to process data for real-time analysis. They even
deploy high-end deep learning of fall classification and public
datasets for training, while validation is by experiment using
the proposed sensor device, which includes optimum sam-
pling frequency and ideal sensor placements on the subject.
Another IoT-based example [92] works on a highly versatile
fall detection system by allowing any Wi-Fi-enabled devices
embedded with accelerometers and specific modules to act as
fall monitors. Data from these devices are sent to the multi-
threaded server, which hosts a pre-trained machine learning
model to analyze data and notifies devices of the results,
user’s location, and alert for fall detection. To better the accu-
racy performance, [95] presents a personalized fall detection
system with a deep neural network combined with ensemble
techniques as a detection algorithm. Based on the real-world
experiment, the model significantly outperformed the generic
fall detection model, especially regarding precision. In a
study by [84], researchers focused on acquiring data from a
single type. However, they conducted multiple experiments
on this framework and demonstrated that multi-sensor fusion
leads to better performance of detection systems.

2) FALL DETECTION: MULTI-SENSOR
In the early stage of multi-sensors data acquisition, the
focus of [23] is on the wireless transmission feasibility of
the data to a personal computer or workstation. In this
case, a comparison between ZigBee and Bluetooth mod-
ules is discussed, eventually ending with ZigBee for lower
power consumption. Utilizing sensors fusion advantages,
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TABLE 1. Review of measurement of the sensors.
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TABLE 1. (Continued.) Review of measurement of the sensors.
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TABLE 1. (Continued.) Review of measurement of the sensors.
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TABLE 1. (Continued.) Review of measurement of the sensors.

[99] claims single-use accelerometers tend to mistake some
ADLs as falls. Regarding this, the Euler angle is per-
formed with their threshold-based detection to enhance
their detection accuracy further. The work also verifies
the best body location to place the sensors and obtains
the best acceleration threshold for accurate fall detection.
Data transmission to the android app on a smartphone
using Bluetooth communication, the app will emit an alarm
sound and issue a call to the emergency contact upon fall
detection.

Regarding user acceptability issues, work by [100] comes
out with smart shoes equipped with force sensors and
accelerometers. Fall detection works independently for each

shoe, and by combining both sensors’ data, features are cal-
culated to achieve the final output. The detailed construction
of the hardware is meant for user comfort without noticing
the presence of the system module. Interestingly the module
is even equipped with a Bluetooth transmission module to
transmit the data to the microcontroller Raspberry pi 3 for
data processing. The health parameters are transferred using
aRRFID Technology for tracking and identifying objects
using radio waves signal to a data acquisition spot for both
health and fall data to be analyzed before transmitting the
results to the server via Bluetooth. In [46], thresholds are
used as a detection algorithm with several sensors as input
parameters.
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TABLE 2. Review of fall detection.
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TABLE 2. (Continued.) Review of fall detection.
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TABLE 2. (Continued.) Review of fall detection.
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TABLE 2. (Continued.) Review of fall detection.

Furthermore, to complement the threshold method, the
work added a series of checkpoints to be satisfied by the
analyzed data before deciding on the output. In an emergency,
an email and a ShortMessage Service (SMS) Text are used for
sending brief messages electronically, which are prompted by
Global System for Mobile Communications (GSM) Standard
for cellular communication networks to the receiving device.
The prominent attribute of the work is the printed stretchable
metal-interconnects circuit board that benefitted others in
terms of budget and feasibility. Different from [45], this work
underlines the importance of the orientation of the 3-axis
accelerometer placement on the subject.

IoT with multi-sensor fusion in [93] carry out scalabil-
ity test of system architecture for computing and storage
resources relative to the growing number of monitored user.
Several machine learning validations were also performed
in their work and tested the detection of falls inside a
Cloud-based data centre and on an Edge IoT device. The
device-to-cloud data transmission confirmed that a signifi-
cant size reduction of stored and transmitted data could be
achieved while performing fall detection on the Edge.

In another multi-sensor fusion utilising IoT, in [94] sensor
is embedded in the eyeglasses, thus addressing the point of
detection on the head area. Threshold algorithm with com-
plementary filter as a method of fall detection, Wi-Fi network
is utilised for sending messages tan o emergency contact
when fall occurrence is detected. Exploiting readily available
sensor devices, work in [90] explore the device performance
with different data acquisition scenarios, proposing compre-
hensive sensing (CS) for data and running several machine
learning algorithms for best outcome identification.

The system in [83] consists of several microcontrollers
interfacing with specific sensors. The temperature sensor is
connected to Arduino pro mini microcontroller, transferring
the data via an integrated Wi-Fi module to a cloud server
(ThingSpeak) for monitoring. In contrast, ECG sensor data,
blood pressure, and oxygen saturation level are measured
using Photoplethysmogram (PPG) which is optical measure-
ment of blood volume changes to assess heart rate and other
parameters signal probe and transferred via Bluetooth to
integrated development environment (IDE) software, (Lab-
VIEW). Fall detection through acceleration data reading will

only trigger the GSMandGPSmodule to send an alert and the
subject’s location to authorities upon exceeding the threshold
value.

Work by [88] came out with special measures for detecting
the possible fall by analyzing the unusual human gait change
that can indicate a forthcoming fall. The methods proposed
six force sensors installed in the shoe linings, three on each
shoe. The proposed method and equipment setup is universal
and adjustable according to the individual case. The accu-
racy of abnormality gait detection reached up to 94%. While
in [87] proposing head-mounted device fall detection. The
detection method was applied on the threshold with several
pre-processing for each input reading and Madgwick’s filter
to improve the accuracy of the estimation of orientation,
which is inflexible in new input data detection. The sampling
frequency for the subject’s posture reading is every 50 mil-
liseconds. When the reading exceeds the threshold limit, the
system will only prompt the Wi-Fi module when a fall is
detected to notify the emergency contact of the user’s con-
dition. Work in [85] focuses on the feasibility of applicating
smartwatches to fall detection. The choice of sensor location
is due to wide acceptance, ergonomic value, and low cost of
the device.

3) FALL DETECTION: AMBIENT/ ENVIRONMENT-BASED
The camera-based approach is common in fall detection
systems in the ambient-based method. As in [101], the
work initiates data augmentation to reduce the time spent
collecting enough data and overcome the overfitting issue.
Moreover, with a high-end detection algorithm, the system
achieves excellent results. A significant contribution by [102]
exploits the phase and amplitude of the fine-grained Chan-
nel State Information (CSI) accessible in commodity Wi-Fi
devices for activity segmentation and fall detection. Further,
control characteristics of falls in the time and frequency
domain for accurate fall segmentation/detection and find
the fall’s sharp power profile decline pattern in the time-
frequency domain.

The system consistently outperforms state-of-the-art fall
detector WiFall [103]. Another work deploying commod-
ity W-Fi framework is [91] by collecting disturbance signs
induced by human motions and applying the discrete wavelet

VOLUME 12, 2024 35021



H. M. Kaidi. et al.: Comprehensive Review on Wireless Healthcare Monitoring: System Components

FIGURE 12. Location of sensor.

transform (DWT) method to eliminate random noise in the
data. Next, a deep learning model is utilized, and data are
uploaded to the proxy server fromwhich the client application
obtains the corresponding fall information.

Force sensor acts less precisely in differentiating between
lying on the floor and falling; nevertheless, an accelerometer
makes a good high-jolt detector an additional source for fall
detection. Instead of attaching the sensor to the user, work in
[97] install sensors under floor tiles and analyze both sensors’
data reading for fall detection. Meanwhile, [104] captures
the intricate properties of the radar returns and demonstrates
profound learning detection superiority over conventional
and Principal Component Analysis (PCA) which is statisti-
cal technique for data dimensionality reduction and pattern
recognition based methods. A unique approach by [86]
extracts Doppler signatures from Doppler spectrum signal
measurement to identify falling events. The work analyses
classification performance relating to the antenna orientation,
polarisation effects, and radiation pattern. They also address
mitigating limitations in a fall detection system based on a
single sensor by considering the impact of antenna orientation
in the signal model.

Most fall detection examples above use accelerometers
except for the ambient-basedmethod, which utilised cameras,
radio frequency or sensors attached to the surrounding, each
with advantages and disadvantages. More importantly, the
purpose is for the patient / elderly to get timely assistance.
The sensor’s location for fall detection can be summarized in
Fig 12.

III. DATA COLLECTION
Raw data from the sensors usually need an easily readable
interface. As in several articles, the detection of all sensors
have been interface with Arduino [19], [21], [33], [34], [42].
Generally, the Arduino (Fig 13) has a Wi-Fi connection
using the external module and the specification of Ardunio
is in Table 3. Alternatively, an ESP32 is also used as the
interface to read the data. ESP32 microcontroller (Fig 14)
has integrated Wi-Fi and dual-mode Bluetooth, a wire-
less communication technology that combines both Classic
Bluetooth and Bluetooth Low Energy (BLE) which is Wire-
less communication technology for short-range connections

TABLE 3. Arduino specification.

TABLE 4. Esp 32 specification.

TABLE 5. Pic microcontroller specification.

into a single device [22]. Besides, the ESP32 has more
memory capacity than the Arduino itself [19]. The ESP
32 specification is shown in Table 4. Another article used
a PIC microcontroller (Fig 15) in their research to provide
continuous health monitoring focusing on temperature and
heartbeat. PIC microcontroller offers high performance and
low power consumption [63]. The PIC microcontroller spec-
ification is shown in Table 5.

There are many differences between Arduino, Wi-Fi
and Bluetooth Module (ESP32) and Peripheral Interface
Controller (PIC) microcontrollers.One thing to consider in
choosing the best interfacing module is probably in terms
of cost. ESP 32 and PIC microcontrollers are cheaper com-
pared to an Arduino. In terms of simplicity, Arduino is more
user-friendly because it comes with open-source hardware,
and the programming environment is straightforward, even
for the beginner. In terms of features, ESP32 has an advantage
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FIGURE 13. Arduino and Its specification [105].

FIGURE 14. ESP 32 AND ITS SPECIFICATION [106].

FIGURE 15. PIC microcontroller and Its specification [107].

when it already has built-in an integratedWi-Fi and Bluetooth
module. Compared to Arduino, it requires an external module
to connect to wireless communication.

IV. COMMUNICATIONS
In a wireless health monitoring system, the wireless com-
munication modules are vital to receive or send adequate
data to the intended location. Wireless health monitor-
ing systems have been developed utilizing a variety of
communication technologies. It has evolved rapidly from
various communication modes to fulfil the target applica-
tion’s requirements. Essentially, there are two main types of
wireless communication, namely short-range wireless com-
munication and long-range wireless communication. The
former is usually used to communicate amongst devices

TABLE 6. Comparison of short-range communication technologies.

within the WBAN, whilst the latter establishes a connection
between the WBAN’s central node and a base station or a
satellite so that the data can be forwarded to the healthcare
system. In this section, we will also discuss the communi-
cation protocols at the application layer which often hold
substantial importance due to their critical role in addressing
the unique challenges of IoT particularly for wireless health
monitoring.

A. SHORT-RANGE WIRELESS COMMUNICATIONS
Short-range wireless communication often refers to wire-
less communication with a range of less than a hundred
meters. Short-range wireless communication is frequently
employed between wireless health monitoring system nodes,
most notably between sensor nodes and the central node
that does data processing. While short-range communication
standards can be utilized for other purposes, this survey is
focused on developing a small WBAN with only a few sen-
sors and single or multiple central nodes (i.e. MCUs) and in
cases where a Local Area Network (LAN) is a network of
interconnected devices within a limited geographical area to
connect the central node/MCU to an access point. There are
numerous short-range communication technologies, but the
most frequently used health monitoring are Bluetooth, Wi-fi,
ZigBee, and Near Field Communication (NFC) Short-range
wireless technology for contactless data exchange. A compar-
ison of significant short-range communication technologies
is shown in Table 6, together with the list of references that
employ the associated communication technologies.

Bluetooth is one of the most widely used communications
technologies for personal area networks since it provides
reasonably high bandwidth and is commonly implemented in
commercial devices like smartphones or laptops. Bluetooth
4.0 communication provides data within the transmission
range of up to 10 meters and a data rate of up to 1 Mbit/s.
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In [3], [42], and [64], a low-energy version of Bluetooth 4.0,
which is known as Bluetooth low energy (BLE), is employed
in their health monitoring systems. BLE is advantageous in
terms of its low power consumption. In 2016, Bluetooth 5was
released, enabling BLE to twice its speed (2 Mbit/s) at the
expense of range or to double its capacity up to fourfold at
the data rate cost [144]. The increase in transmissions may be
critical for IoT devices, which connect several nodes through-
out a particular area. In general, Bluetooth is an excellent
fit for healthcare applications. It is secure and has a good
range for WBANs, low latency, low power consumption,
and robustness to interference [145]. Bluetooth has been
frequently used in wireless healthcare monitoring systems
enabling patients to transmit vital signals such as ECG,
blood pressure, and oxygen saturation levels to healthcare
practitioners [143].
Besides focuses, ZigBee is an open global standard

for wireless technology that enables low-power and low-
bandwidth transmissions suitable for remote monitoring,
control, and sensor network applications [146]. Besides Blue-
tooth, ZigBee is another widely used wireless technology in
WBANs since it focuses on applications that demand a low
data rate and long battery life. A ZigBee network is much
easier to manage and less expensive than another wireless
personal area network [24]. Additionally, ZigBee networks
have a low transmission delay, making them ideal for medical
system requirements [23], [66], [122]. ZigBee is expected
to play a significant role in wireless healthcare monitor-
ing systems by transmitting physical parameters between
patients and healthcare providers. The primary disadvantage
of ZigBee is that key exchange can be compromised unless
the manufacturer implements it extremely well [145]. Addi-
tionally, ZigBee is not frequently used in mobile devices
such as smartphones, whereas BLE is. As a result of this,
it is suggested that ZigBee would be better suited to fixed-
location, standalone applications such as home automation
than wearable healthcare systems [145].

Another popular mode of communication is theWi-Fi con-
nection. Wi-Fi includes the IEEE 802.11a/b/g/ac standards
for wireless local area networks. Connecting to an access
point (AP) or operating in ad hoc mode enables users to
surf the Internet at broadband speeds. Additionally, Wi-Fi
gives the high-speed connectivity of Ethernet without the
need for a connection. When near an AP, a person can con-
nect to the Internet using a Wi-Fi-enabled device such as a
computer, smartphone, or handheld device. Nowadays, Wi-Fi
has played an essential role in modern society due to its
unique properties, such as extended transmission distance,
rapid transmission speed, interoperability with other ser-
vices, and security. In telemedicine devices, Wi-Fi has been
employed to send data to the intended location [33], [36],
[37], [87], [88]. Asmentioned in [22], using amicrocontroller
equipped with a built-in Wi-Fi module simplifies collecting
data and wirelessly transmitting it to IoT websites.

Near-field communication (NFC) technology enables non-
contact point-to-point data exchange between electronic

TABLE 7. Comparison of long-range communication technologies.

devices within a range of about 20 cm [145], [147]. This
technology is based on RFID and connectivity technologies
investigated and developed by Philips, Nokia, and Sony.
NFC operates at a frequency of 13.56 MHz and transmits
data at a rate of up to 424 Kbit/s. NFC technology has
gained widespread popularity among mobile phone ven-
dors and related fields owing to its compatibility with
already-established technologies such as RFID, smart cards,
and contactless cards. NFC applications in telemedicine
monitoring have recently received increased attention [142],
[143]. It is anticipated that the rapid advancement of infor-
mation technology will inevitably influence the healthcare
system soon.

B. LONG-RANGE WIRELESS COMMUNICATIONS
Short-range wireless communication provides communica-
tion between the sensors and devices within the WBAN. The
information from the sensors or MCUs was not meant to
be kept and needs to be forwarded to the hospital/medical
information system or the doctor in charge, which may be
located hundreds of miles away from the patients. This can
be accomplished using long-range backhaul communications
through a wide-area network (WAN). A comparison of sig-
nificant long-range communication technologies is shown in
Table 7, together with the list of references that employ the
associated communication technologies.

In smart healthcare, various wireless communication tech-
nologies can be used to transfer data over a long distance
between a central node to a base station/satellite. Low-
Power Wide-Area Networks (LPWANs) are a subset of
long-range communication standards that are well-suited
for IoT applications. An LPWAN typically has a range of
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several kilometres, even in an urban environment. This is
significantly longer than the range of traditional IoT commu-
nications technologies such as Wi-Fi or Bluetooth. LPWANs
are suitable for a variety of healthcare applications, including
general and critical health monitoring, receiving emergency
calls, and rehabilitation. Additionally, this design princi-
ple enables low-power device design, extending the time
between human involvement to recharge or swap batteries.
Among the most prominent standards for LPWANs are Sig-
fox, long-range radio WAN (LoRaWAN), and narrowband
IoT (NB-IoT).

Sigfox is an ultra-tight band radio technology with a
comprehensive star-based framework that creates a highly
adaptable worldwide network for innovative healthcare appli-
cations with extremely low power consumption [148].
In urban areas, Sigfox has amaximum range of 9.5 kilometres
with a low data rate of 100b/s, while in rural areas, Sigfox
has a range of up to 50 kilometres with a data rate of 300b/s.
Sigfox is well suited for non-critical applications in which
message delivery speed and reception acknowledgements are
not vital. However, in healthcare, it is critical to transfer mes-
sages at a reasonable rate successfully. Any security breach
could harm an individual’s health or the integrity of medical
databases. As a result, it is recommended in [145] that Sigfox
not be used in mission-critical healthcare applications.

LoRaWAN is a network layer protocol built on top of
the LoRa specification [186]. It has a star architecture, and
nodes connect only when necessary, such as after an event
or scheduled measurement. Additionally, LoRaWAN has a
high network capacity, which enables the transmission of
many messages simultaneously over the network. Due to its
range, latency, and network capacity, LoRaWAN is generally
well-suited for healthcare applications. Similar to Sigfox,
LoRaWAN works in unlicensed bands, so security and inter-
ference may be a concern.

NB-IoT, which was just standardized in 3GPP Release 13,
works in permitting the global system for mobile com-
munications (GSM) or long-term evolution (LTE) channels
and enables long-range, low-power communications [162].
Because NB-IoT is based on LTE, most of the existing LTE
hardware may be utilized to deploy it quickly and effectively.
The primary advantage of operating inside licensed bands
is the lower chance of interference. However, one potential
downside is that NB-IoT costs will almost certainly be higher
than unlicensed bands. NB-IoT has a range of up to 35 kilo-
metres due to its high receiver sensitivity of 164 dB and
can achieve the highest uplink data rate of 250 kbit/s [145].
The high data rate and extensive range make it excellent
for healthcare applications, as messages can reach a rea-
sonable distance quickly for even the most crucial health
situations. NB-IoT is well-suited for medical applications.
It is secure, allows long-range communications, is energy
efficient, and can accommodate many devices. The primary
disadvantages are the current lack of deployment and higher
power usage compared to other Low-Power Wide-Area Net-
works (LPWANS) which are wireless networks designed

for long-range communication with low power consumption
such as Sigfox and LoRaWAN.

Another mode of long-range communication is cellular
communication technologies, for example, GSM, GPRS,
3G Universal Mobile Telecommunications System (UMTS),
4G LTE which is standard for high-speed wireless communi-
cation for mobile devices, and 5G LTE-Advanced. Cellular
communication technologies, particularly 4G and 5G, can
deliver extremely high data rates with ultra-low latency, mak-
ing them ideal for critical healthcare applications that require
real-time multimedia content transfer [149]. Furthermore, the
cellular network is widely deployed in most places. However,
because cellular communication technologies are designed
for mobile phone applications, they have a significant power
consumption and are, therefore, unsuitable for IoT applica-
tions. Extended Coverage—GSM (EC-GSM) was introduced
to improve GSM for IoT usage, exploiting the existing GSM
network. Enabling EC-GSM requires updating the software
on current GSM gateways. EC-GSM improves coverage by
up to 20 dB, supports up to 50,000 devices per gateway,
and offers a data rate of less than 140 kbit/s for both uplink
and downlink, which is slower than NB-IoT [187]. The
power-saving version of LTE for IoT applications, known
as the LTE Machine Type Communications Category M1
(LTE-M), also has been developed to utilize the capacity of
an LTE carrier while improving the battery life of IoT devices
and expanding the coverage of the network. LTE-M, with
a maximum data rate of 1 Mbit/s, enables more advanced
IoT applications. However, it has a limited range and can
accommodate only about 20,000 nodes per gateway [145].
LTE-M is unquestionably an ideal solution for a system that
requires fast speed, enormous amounts of data, and advanced
functionality. This may not be the case for many health-
care applications that transmit small amounts of essential
data intermittently and would benefit from long-range, high-
capacity gateways, such as those found in NB-IoT [145].

The satellite is one of the communication systems that
provide global coverage. Satellite communications enable the
provision of various wireless services, including the GPS.
Generally, GPS has been used to determine position and
timing and to direct the user to a specific location. In this
scenario, some researchers have used GPS to determine the
user’s location for fall detection applications [45], [83], [85].

C. COMMUNICATION PROTOCOLS
Data exchange is crucial in IoT, and the application layer
provides the messaging functionality needed to make IoT
services work. The choice of the application layer com-
munication protocol plays a pivotal role in determining
the efficiency, reliability, and real-time responsiveness of
wireless healthcare monitoring systems. By selecting the
most suitable protocol based on the specific requirements
of the application, healthcare providers can ensure seamless
data exchange, timely interventions, and improved patient
outcomes. Among the key application layer communication
protocols that cater to different aspects of healthcare moni-
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toring are Message Queuing Telemetry Transport (MQTT),
Constrained Application Protocol (CoAP), Extensible Mes-
saging and Presence Protocol (XMPP), and Advanced
Message Queuing Protocol (AMQP).

MQTT is a messaging transport protocol that is based on
publish-subscribe architecture and it was first introduced in
1999 [188]. MQTT has gained prominence as a robust and
efficient communication protocol within wireless healthcare
monitoring applications [189], [190], [191]. Operating on the
publish-subscribe model, MQTT enables medical devices to
publish health data to specific topics, which are then sub-
scribed to by authorized healthcare providers or monitoring
systems. This real-time data exchange mechanism proves
invaluable in scenarios requiring prompt medical interven-
tions or remote patient care. MQTT’s lightweight nature
ensures minimal overhead on devices, making it well-suited
for resource-constrained wearable devices and sensors.

Considering that many IoT devices possess constrained
power and storage capabilities, the CoAP protocol serves to
extend the functionalities of the Hypertext Transfer Protocol
(HTTP), which tends to be relatively complex, by catering
to the specific requirements of IoT devices [192]. CoAP’sl
architecture makes it ideal for interfacing with web ser-
vices, allowing healthcare data to be easily integrated into
existing medical systems. CoAP’s design aligns with the
requirements of wearable health trackers and remote patient
monitoring, where energy efficiency is crucial [193]. With
its low overhead and efficient message serialization, CoAP
ensures effective communication over wireless links with
minimal energy consumption.

In wireless healthcare monitoring, real-time communi-
cation and presence tracking are often essential. XMPP,
originally designed for instant messaging, has been adapted
for healthcare applications to provide timely alerts and
seamless communication between patients, caregivers, and
medical professionals [194], [195]. XMPP’s support for pres-
ence management aids in tracking patients’ status, making it
suitable for emergency scenarios and timely interventions.

AMQP is an open standard designed for facilitating
business communication between applications, functioning
asynchronously across diverse entities and platforms to pro-
vide message services such as privacy, queuing, durability,
and routing [196], [197]. It operates as a wire-level proto-
col, enabling the reliable exchange of business messages.
AMQP’s focus on reliable message queuing finds applicabil-
ity in healthcare monitoring systems that demand stringent
data integrity and guaranteed delivery [198]. Its sophisti-
cated message broker architecture ensures that health data
is transmitted and processed reliably, making it suitable for
critical healthcare applications that involve data analysis and
processing pipelines.

V. CONCLUSION
A total of thirty-five papers have been selected for review.
The summarization of the research findings has been noted in
Table 1 above. Based on Fig 2, it can be said that most of the

papers reviewed focus on measuring the heart rate followed
by measuring the body temperature. The table shows that
the sensor used for measuring the heart rate mainly uses a
piezoelectric sensor or MAX30100, a type of built-in pulse
oximetry (for measuring blood oxygen) and a heart rate sen-
sor. A typical sensor for body temperature, which is LM35,
has been selected by most researchers due to its suitability
and ease of setup. However, as this type of sensor is used for
measuring body temperature, it needs to be attached to the
skin compared to other sensing materials. The usual device
will be equipped with a pressure sensor and a cuff to measure
blood pressure. This type of measurement is more accurate
compared to the available market smartwatch. The same goes
for ECGmeasurement. ECGmeasurement is also available in
a variety of smartwatches. However, in case of accuracy, the
user needs to consult the doctor for further examination.

For the fall detection sensor, 18 papers have been reviewed,
as shown in Table 2, where the most common sensor used is
the accelerometer sensor. By referring to the table, waist and
wrist are the selected places to wear for the fall detection sen-
sor. Theoretically, when comparing the wrist and the waist,
it is better to put the sensor at the waist because the wrist will
make a lot of movement compared to the waist position. Fur-
thermore, fall detection usually happens instantly, requiring
instant feedback. Based on the review, most of the features of
the fall detection sensor will make it end up sending an alert
message to any emergency contact.

Furthermore, the communication part must be appropri-
ately determined to make a system work wirelessly. Many
types of communication can be used to transfer the data to
the receiver. Usually, in a perfect system, various kinds of
communication have been used, for example, GPS to track
location and Wi-Fi to transmit the data to the cloud.

Many existing healthcare monitoring systems rely on
Wi-Fi for short-range communication due to its availability
and ease of use/setup. Wi-Fi can provide a high data rate but
at the expense of significant power consumption. Due to this,
Wi-Fi is typically utilized to connect the central node/MCU to
the AP and is not ideal for WBAN. Meanwhile, Bluetooth or
BLE is an excellent fit for healthcare applications, especially
to provide communication links for WBANs. It is secure and
has a good range for WBANs, low latency and low power
consumption.

Meanwhile, ZigBee is also a good alternative for short-
range communication, particularly for WBANs, as the Zig-
Bee network is much easier to manage and less expensive
than other wireless personal area networks. However, ZigBee
is not frequently used in mobile devices such as smartphones,
whereas BLE is. As a result, it is suggested that ZigBee would
be better suited to fixed-location, standalone applications
than wearable healthcare systems.

Many systems rely on GSM messaging services for
long-range communications to offer simple updates from
sensor readings and to transmit an alert message over a long
distance. However, GSM’s power consumption is high and
unsuitable for IoT applications. Meanwhile, an LPWAN is
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a subset of wireless technologies well-suited to the unique
requirements of machine-to-machine and IoT devices. The
long-range and low-power design features of LPWANs are
suitable for various healthcare applications, including general
and critical health monitoring, emergency calls, and rehabil-
itation. Among the most prominent standards for LPWANs
are Sigfox, LoRaWAN, and NB-IoT. Sigfox and LoRaWAN
work in unlicensed bands, so security and interference may
be a concern as opposed to NB-IoT, which operates in
licensed bands. However, NB-IoT is more expensive and
consumes more power than Sigfox and LoRaWAN. Cellu-
lar communication technologies, notably 4G and 5G, can
deliver extremely high data rates with extremely low latency,
making them perfect for mission-critical healthcare applica-
tions requiring real-time multi-media content transfer. The
main drawback of cellular communication technologies is
the high-power consumption as they were developed for
mobile phone applications. Alternative technologies have
been developed for IoT applications based on cellular com-
munication technologies such as EC-GSM and LTE-M
providing a more extended range and lower power consump-
tion than conventional cellular technologies. Besides, the
satellite service GPS also has been used to determine users’
location, especially for fall detection applications. Eachmode
of communication has several benefits and drawbacks. The
type of communication to be used must be appropriately
selected and meet the system’s specifications.
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