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ABSTRACT Multiple-valued logics (MVL) have abundant operation functions which can be used for
encryption. A reconfigurableMVL operator can perform all MVL functions with a universal circuit structure
at fast operation speed, based onwhich a one-time-pad cryptosystem is expected to be built. However, we find
that when the existing MVL encryption method is applied to video data encryption, the color edges in the
plaintext image will remain in the ciphertext image, resulting in partial leakage of information. To solve
this problem, we propose byte reorganization and random mask strategies, forming an improved MVL
encryption method for video streaming. For verifying the effectiveness of the method, we implement an
FPGA-based experimental system to encrypt and decrypt real-time video streaming data. In this system,
16-quit reconfigurable quaternary logic operators are implemented to encrypt, decrypt and derive keys.
The process of either encryption or decryption only takes 34 clock cycles. The encryption and decryption
modules are capable of processing streaming data at a speed of 6.21 Gbit/s, showing that the system has
real-time processing capability. For proving that our method is secure, we compare our improved MVL
encryption method with existing image encryption methods in terms of common security evaluation metrics.
Experimental results show that our method solves the problem of remained color edge and the ciphertext
exhibits good statistical properties.

INDEX TERMS Video and image encryption, multiple-valued logic, reconfigurable quaternary logic
operator, field programmable gate array.

I. INTRODUCTION
In numerous real-world application situations, including
mobile devices, web applications and sensor monitoring,
large amounts of streaming data containing private informa-
tion are generated and transmitted among multiple devices at
all times. These streaming data need to be processed in real
time on sending and receiving devices, where most of the data
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are processed without being saved and processed again. Due
to these features of streaming data, traditional data encryption
algorithms often fail to achieve the satisfactory performance.
For example, the commonly used symmetric encryption
AES [1] is a block cipher algorithm whose processing
speed is often unable to meet the real-time encryption and
decryption requirements of streaming data. The stream cipher
algorithm in symmetric encryption has faster processing
speed, but its security depends on the strength of the key
stream generation algorithm, such as the ZUC algorithm [2].
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The asymmetric encryption algorithms are much slower and
also not suitable for high-speed real-time encryption and
decryption application scenarios. Therefore, it is necessary
to develop a secure and robust data encryption technique with
fast processing speed to protect streaming data.

One-time-pad (OTP) encryption method [3] is considered
as an absolutely secure encryption method which enables
each plaintext character to be replaced with a ciphertext
character with equal probability. Shannon demonstrated that
this encryption method is indecipherable when the used
keys satisfy the three conditions of 1) being completely
random, 2) having the same length as the plaintext, 3) being
used only once [4]. In this case, the strict restrictions on
the keys make it difficult to implement OTP encryption.
Although some encryption methods with faster processing
speed have emerged [5], [6], [7], [8], none of these achieve the
security level of OTP. However, MVL operations can provide
a large variety of symbol replacement rules that meet the
key requirements of OTP encryption to achieve high-security
streaming data encryption.

In 2021, Wang et al. proposed an OTP block encryp-
tion method based on reconfigurable MVL operators for
encryption and decryption [9]. This method is abbreviated
as the MVL encryption method in the following. In this
paper, we found that the edge information of images still
existed in the ciphertext after the method was directly
applied to encrypt video streaming. Through theoretical and
experimental analyses of MVL encryption method, we have
found the root cause of this defect. When encrypting the same
symbols in the long plaintext strings, the frequency of derived
key changes gradually decreases, which we call the derived
key convergence problem.

To solve this problem, we propose an improved MVL
encryption method for the characteristics of video data and
use FPGA to implement an experimental system based on
reconfigurable quaternary logic operators. We show that the
improved MVL encryption method generates good-quality
ciphertexts at real-time processing speed when applied to
video streaming data encryption.

The contributions of this paper are summarized as follows:
(1) We add byte reorganization strategy before the MVL
encryption. Rearranging multiple adjacent grouped plaintext
data achieves visual diffusion in a larger span. (2) In order to
achieve a better information confusion effect, we introduce
random mask strategy based on linear feedback shift register
(LFSR) for disrupting the regular data before the MVL
encryption. (3) Based on 16-quit reconfigurable quaternary
logic operators, we implement a video streaming encryp-
tion/decryption experimental system on FPGA. We combine
the two above-mentioned strategies and successfully apply
the improved MVL encryption method to real-time video
streaming encrypting scenarios, showing that the method is
fast. (4) We perform comparative experiments and security
analyses, where we compare our improved MVL encryption
method with existing image encryption methods in terms of

common security evaluation metrics including peak signal-
to-noise ratio (PSNR), correlation coefficient, number of
pixels change rate (NPCR) and uniform average change
intensity (UACI), showing that the method is secure.

The rest of the paper is organized as follows. Section II
summarizes the related research work about MVL, its cryp-
tological applications and image encryption methods which
are relevant to the proposedmethod. Section III introduces the
basis of this paper and the theory ofMVL encryption method.
Section IV discusses the derived key convergence problem
and analyzes its causes when the original MVL encryption
method is directly applied to video data encryption, then
proposes the improved method by adding byte reorganization
and random mask to address the problem. Section V designs
and implements the FPGA-based real-time video streaming
encryption/decryption experimental system to verify the
proposed method. Section VI analyzes the encryption perfor-
mance of the improved MVL encryption method on FPGA
experimental system. Section VII proves the security of the
proposed method by analyzing its key space and comparing
it with existing image encryption methods. Section VIII
discusses the efficiency of the proposed schema. Section IX
concludes the work of this paper.

II. RELATED WORK
A. MVL
The cryptographic theory and related implementation tech-
niques in this paper are based on MVL operations and
reconfigurable MVL operators. Compared with classical
binary logic, MVL is able to represent more information
states and has richer logical operations. MVL has a long
history of research [10]. Researchers have made many explo-
rations in the fields of MVL components [11], [12], [13],
MVL computers [14], [15] and so on. Zarin et al. summarized
the ternary logic construction methods for ten electronic
components such as metal-oxide-semiconductor field-effect
transistor (MOSFET), resonant tunneling diode (RDT) and
single electron transistor [11]. Based on a dedicated hardware
description language ARITH [12], Yuki et al. proposed
a high-level design method for MVL circuits [13]. MVL
computers have also been invented, such as the ternary
electronic computer SETUN [14] and the ternary optical
computer SD16 [15] based on the optical polarization state.

However, all of the above methods are based on some
specificMVL (e.g. ternary) and they need dedicated hardware
to implement corresponding components, which hinders the
popularization of these technologies. In 2018, Jin et al.
proposed a method and technique for constructing recon-
figurable MVL electronic operators using traditional binary
logic electronic components [16]. This technology provides
a universal hardware structure for different MVL operators
(ternary, quaternary and etc.) and takes full advantage of
mature integrated circuit technology for implementation.
Therefore, we use this technique in this paper to implement
reconfigurable quaternary logic operators on FPGA and build
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a quaternary logic encryption experimental system based on
reconfigurable quaternary logic operators.

B. MVL ENCRYPTION
MVL has been applied in the field of cryptography. For
example, Han proposed an encryption method based on
MVL array transformation [17], which can replace plaintext
into ciphertext with different orders of arrangement. Since
then, some studies using several simple MVL operators to
complete complex array transformation algorithms, which in
turn can achieve encryption and decryption [18] or generate
pseudo-random numbers [19], [20], have been proposed one
after another. These studies try to use MVL for cryptography
but did not take advantage of the large quantity of MVL
operator types. Also, the security of their encryption schemes
needs to be further investigated. For example, Dai et al.
demonstrated that the encryption systems based on MVL
array transformation can be broken by known-plaintext
attacks [21].
In order to leverage the large number of MVL operational

rules to further improve the security of MVL cryptosys-
tems, Singh et al. used a Latin square design instead of
heterogeneous operations in Vernam ciphers as an attempt
to combine MVL with OTP encryption [22]. However, the
conditions of Latin square limit its number and, in fact, some
MVL operators can be used as encryptors/decryptors even
they are not Latin squares. In 2021, Wang et al. proposed a
practical MVL encryption method [9], where the variety of
MVL operations is much richer than the Latin squares. They
used the above mentioned reconfigurable MVL electronic
operators [16] to implement their method, which can pre-
store enough randomly selected generalized keys including
encryption/decryption operations, key derivation operations
and seed keys for both encryption and decryption parties
with few hardware resources. Through the reservation code,
the generalized keys of both encryption and decryption are
automatically negotiated and synchronized to ensure that the
security of encryption reaches the level of OTP encryption.

We found that the method proposed by Wang et al. [9] has
a weakness: when applied to video streaming encryption,
it has the problem of derived key convergence, which leads to
partial information leakage from the ciphertext. In this paper,
we propose tow strategies, namely byte reorganization and
random mask strategies, to solve the problem and improve
the MVL encryption method.

C. IMAGE ENCRYPTION
Images including highly correlated and redundant data
are difficult to encrypt in such a way that an adversary
cannot obtain any meaningful information from encrypted
images. Substitution boxes (S-boxes) and random numbers
are often used to form substitution-diffusion framework that
causes confusion in image encryption [23], [24], [25], [26],
[27], [28], [29]. Existing S-boxes schemes all suffer from
the drawback that the cryptographic properties, such as

nonlinearity and differential approximation probability, of the
S-box generator are not guaranteed. Hence, such schemes do
not have provable security against modern attacks.

Although many researches have paid a lot of attention
to improve the cryptographic strength by various methods,
they may not be concerned with the efficiency of encryption.
For example, Hayat and Azam proposed the substitution-
diffusion image encryption scheme based on elliptic curves
for generating dynamic S-boxes and random numbers [23].
But their method can be computationally costly if the
underlying elliptic curves are large for pixel-level encryption.
Hua et al. constructed S-boxes using the complete Latin
squares and chaotic systems [24] but the matrix operations
on Latin squares can be time-consuming.

Notably, combining the efficiency and desirable statistical
properties of Henon map with dynamic S-Boxes and elliptic
curve cryptography, the scheme proposed by Ibrahim et al.
is computationally efficient with an encryption throughput
close to 60 MB/s [25]. This computational efficiency may
still not be applicable to real-time encryption scenarios, such
as video streaming encryption scenarios consisting of live
images.

Comparing with some of the above encryption methods,
the method proposed in this paper not only performs well
in important security metrics including histogram, PSNR,
correlation coefficient, NPCR and UACI, but also achieves an
efficiency of 6.21 Gbit/s on our FPGA experimental system.

III. MVL ENCRYPTION METHOD
This section introduces the MVL encryption method and
mode. For the convenience of the discussion, the following
MVL operations and MVL inverse operations are defined
first.

A. MVL OPERATIONS
Definition 1: A two-input MVL operation is a binary

function and satisfies the following conditions. Suppose the
set Z = {0, 1, 2, · · · , n − 1}, if ∀a ∈ Z and ∀b ∈ Z ,
f (a, b) = c ⇒ ∀c ∈ Z , then the binary function f is a
two-input n-valued logical operation (hereafter abbreviated
as n-valued logical operation).

An n-valued logical operation is the process of taking
two n-valued inputs and mapping them by a function to
get an n-valued output. The function mapping rules of any
n-valued logical operation can be represented by an n-rows
and n-columns truth table. Filling n-valued logic results to
n rows and n columns of the table, the n-valued logic truth
table for a particular n-valued logical operation is formed.
For example, Table 1 gives an example of a quaternary logic
truth table. When filling in the n×n spaces of the n-valued
logic truth table, there are n choices for each space so the
total number of different n-valued logic truth tables is n(n×n).

B. MVL INVERSE OPERATIONS
Definition 2: For some two-input n-valued logical oper-

ations f satisfying the conditions in Definition 1, if there
exists a binary function f −1 that ∀a ∈ Z and ∀b ∈ Z ,
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TABLE 1. Example of quaternary logic truth table, inverse operation truth
table, 2-bit symbolic representation.

f (a, b) = c ⇔ f −1(c, b) = a, then this binary function f −1

is the inverse n-valued logical operation of the f .
Theorem 1: The inverse n-valued logical operations are

also two-input n-valued logical operations.
Theorem 2: Suppose the n-valued logical operation

f (a, b) = c. All inputs a form the set A and all outputs c
form the set C . The condition for the existence of the inverse
operation f −1 of f is that when fixing b, f satisfies bijection
when mapping from the set A to the set C .
Proof: It is known that f (a, b) = c. In order to let the result

obtained by the inverse operation f −1(c, b) be the unique a,
when the setA is mapped to the setC through f , it is necessary
to ensure that a corresponds to c one-to-one. According to
Definition 1, A = C = {0, 1, 2, · · · , n− 1}, so f satisfies the
bijection.
Theorem 3: The total number of n-valued logical opera-

tions with inverse operation is (n!)n.
Proof:According to Theorem 2, the truth table of n-valued

logical operations with inverse operation has the following
characteristics, c is not repeated in each row. There are Ann =

n! ways to fill c in each row. Because n-valued logic truth
tables have n rows, there are a total of (n!)n truth tables in
which c is not repeated in each row.
In order to distinguish n-valued logical operation with

inverse operation from general n-valued logical operation, the
n-valued logical operation with inverse operation is denoted
as fe and its inverse operation is denoted as fd . According to
Theorem 1, fd is also an n-valued logical operation that can be
represented by an n-valued logic truth table. The truth table
of fe can be transformed into the truth table of fd .
Suppose fe(a, b) = fe(zi, zj) = zk . Then in the truth table

fe, the value of the zj row zi column is zk . At the same time,
fd (c, b) = fd (zk , zj) = zi, the value of the zj row zk column in
truth table fd is zi. When transforming from the truth table fe
to the truth table fd , fill the zi into the position of the zj row
zk column in the truth table fd . The transformation process

is shown in Fig. 1. Table 1 gives an example of a quaternary
logic truth table and its inverse truth table.

FIGURE 1. MVL truth table transformation.

C. REPRESENTATION OF MVL VALUES
There are various ways to represent n-valued logic val-
ues [16]. One single symbol can represent an n-valued
logic value. For example, {0,1,2,3} with a total of four
single symbols are used above to represent four quaternary
logic values. It is also possible to use several symbols
to represent an n-valued logic value. For example, the
quaternary logic values can be represented by {00,01,10,11}.
This representation is shown in Table 1.

With this multi-bit symbol representation, conventional
binary high-low signals are also capable of representing
arbitrary MVL values. Such as 2 bits data can represent
a quaternary logic value and 3 bits data can represent an
octonary valued logic value.

D. MVL ENCRYPTION AND DECRYPTION OPERATIONS
The method of encryption using MVL operations is a
substitution encryption. For encryption, the plaintext p and
the key k are two inputs to the n-valued logical operation
f . After the n-valued logical operation f (p, k) = c, the
plaintext p is encrypted into the ciphertext c. For decryption,
the ciphertext is decrypted to get the plaintext by the
corresponding inverse operation f −1(c, k) = p.
The n-valued logical operations that can be used for

encryption must have an inverse operation, so the encryption
operation must be fe and the decryption operation is the
corresponding inverse operation fd . According to Theorem 3,
there are (n!)n operations in n-valued logical operations that
can be used as encryption operations. Taking quaternary
logical operations as an example, there are 331776 kinds of
operations that can be used for encryption. The huge space of
MVL operations provides safety guarantee.

E. MVL BLOCK ENCRYPTION METHOD
In 2021, Wang et al. invented MVL-based block encryption
method [9]. This encryption method is not only based on
MVL operations, but also improves the traditional block
encryption mode. It replaces the generalized key for each
encryption according to the large MVL operation space to
achieve OTP encryption.

The encryption schema is shown in Fig. 2. Both the
plaintext and the key are n-valued data in group of m.
Encryption is achieved by n-valued logical operations Fe
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FIGURE 2. MVL encryption mode.

and key derivation is achieved by n-valued logical operations
F ′, where Fe consists of m different n-valued logical
operations fe and F ′ consists of m general n-valued logical
operations. The first n-valued plaintext group P1 and seed
key K1 are encrypted by Fe(P1,K1) to generate the first n-
valued ciphertext group C1, while P1 and K1 are derived
by F ′(P1,K1) to generate K2, which is used as the key
of the second group. The encryption and key derivation of
subsequent groups are completed sequentially according to
the above process.

FIGURE 3. MVL decryption mode.

The decryption schema is shown in Fig. 3. In decryption,
seed keyK1 and derivation operation F ′ are the same as those
in encryption. Each fd composing Fd is the inverse operation
of fe composing Fe. The first ciphertext group C1 and seed
key K1 are decrypted by Fd (C1,K1) to get the first plaintext
group P1. P1 and K1 are derived by F ′(P1,K1) to get the
second round of key K2. The later ciphertext groups are also
decrypted in this way.

In the block encryption and decryption mode with m
n-valued logical operations, changing the encryption opera-
tion Fe directly changes the ciphertext result, while changing
the seed key K1 or derivation operation F ′ causes the derived
key to change, which eventually changes the ciphertext
result. The seed key, the encryption operational rules and the
derivation operational rules all affect the ciphertext, so these
are collectively called generalized keys [9], which together
form a huge encryption space.

IV. IMPROVED MVL ENCRYPTION METHOD FOR VIDEO
STREAMING
The MVL encryption method is able to obtain good results
for encrypting text data. However, when trying to apply to the

encryption of video streaming, it is found that this encryption
mode suffers from the derived key convergence problem,
which leads to the image edge information being exposed
in the ciphertext. This section first analyzes the derived key
convergence problem and then introduces byte reorganization
and random mask improvement strategies to improve the
encryption results.

A. DERIVED KEY CONVERGENCE PROBLEM
Consider the following case to analyze the problem of MVL
encryption mode. It is assumed that the plaintext grouping
P and the encryption operation Fe as well as the derivation
operation F ′ remain unchanged during the whole encryption
process.

Using the quaternary logical operation F ′ for a certain key
K derivation, the ith quit (denoted Ki) pass through F ′ to
produce the ith quit of K ′. In this way it may be possible
to make exactly K ′

i = F ′
i (Pi,Ki) = Ki. When generating

the next derived key K ′′, since P, K ′
i and F

′ are unchanged,
K ′′
i = F ′

i (Pi,K
′
i ) is still equal to Ki. This leads to the fact

that if the values of some bits in the K ′ are the same as
those in previous K , then those values of the bits remain
the same in subsequent derivations. After several derivations,
the derived key converges to the same key. Eventually, the
whole derived key remains unchanged. Once the derived key
remains unchanged, the same plaintext P produces the same
ciphertext C through the same Fe. Other n-valued logical
operations for encryption are the same.

The specific consequence of the derived key convergence
problem in video streaming encryption is as follows. The
same plaintext pixel values are replaced with the same
ciphertext pixel values, resulting in an encrypted video image
where the color is changed but the boundaries between
the different colors are still clear. The encryption effect is
shown in Fig. 4. Retaining color boundaries means retaining
semantic information. One can still distinguish different
objects and obtain other information from the encrypted
video images by relying on large color blocks, which is a fatal
shortcoming for video encryption.

FIGURE 4. Original video and encryption video with derived key
convergence.

After analysis, there are a large number of the same video
data in video streaming to ensure the smoothness of the
video. It is these same video data that cause the derived
key convergence problem. Based on the MVL encryption
and decryption mode, we introduce byte reorganization and
random mask techniques to propose an improved MVL
encryption method. Firstly, we reorder the plaintext data
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through byte reorganization module among a certain number
of plaintext groups. Then, we perform xor operation on the
reorganized groups and the pseudo-random sequence. The
result of these two steps is sent to the Fe and F ′. In the
decryption mode, the ciphertext data firstly goes through the
Fd . Then we perform xor operation on the pseudo-random
sequence which is the same as encryption. The final step is
reset the byte reorganization. The improved encryption and
decryption mode is shown in Fig. 5.

FIGURE 5. Improved encryption and decryption mode with the byte
reorganization and random mask.

B. BYTE REORGANIZATION
Byte reorganization is to recombine the data of multiple
plaintext groups to destroy the original byte structure and
form more chaotic data groups. A byte contains 8 bits of
data. In order to get a better chaotic effect, the number of
groups l should meet the requirement of l mod 8 ̸= 0.
Obviously, the larger of l, the larger span of data covered
by one byte reorganization process and the better effect
should be. However, taking too large value for l also brings
disadvantages. The more data is cached during one byte
reorganization process, the higher latency causes.

Considering the compromise between chaotic effect and
delay, this paper adopts 32 bits as one plaintext group and
implements byte reorganization every 33 plaintext groups.
The reorganization schematic is shown in Fig. 6. Each byte
reorganization process requires caching 32 × 33 bits data.
The data are arranged into 32 rows and 33 columns. The
32 bits data for each plaintext group are arranged sequentially
in rows, then the 32 bits data in each column are combined to
form a new reorganized group.

FIGURE 6. Reorganization grouping schematic.

C. RANDOM MASK
In this paper, the reorganized groups are performed xor
operation on the pseudo-random sequence to apply the

random mask. Theoretically, any random number generator
is applicable to the schema proposed in this paper. Since
the random mask in this paper serves to mask the regular
color block information in the plaintext and thus eliminate
the remaining color edges. The security of the ciphertext is
guaranteed by the MVL encryption process so the random
mask does not require cryptographic security. Considering
the easily hardware implementation, LFSR is used to generate
pseudo-random sequence as random mask [30]. The LFSR
details are described in Section V-D.

V. VIDEO STREAMING ENCRYPTION EXPERIMENTAL
SYSTEM
The quaternary logic video streaming system is implemented
on Xilinx AXU2CGB to verify the encryption performance
and processing speed of the improved MVL encryption
method. In experiment, we select 32 bits data as a data group,
while implement encryption, decryption and key derivation
by 16 quaternary logic operations. The experimental system
focuses on analyzing whether the key derivation convergence
problem is solved and whether it is suitable for real-time
processing, rather than analyzing whether the security level
reaches OTP. So only two sets of Fe and Fd for encryption
and decryption are preset, while the seed key K1 and the F ′

for key derivation are fixed.

A. RECONFIGURABLE QUATERNARY LOGIC OPERATOR
The reconfigurable MVL electronic operator hardware
structure invented by Jin et al. [16] is used to implement
quaternary logic operations in this paper. The structure of
reconfigurable quaternary logic operator is shown in Fig. 7.
The 1-quit reconfigurable quaternary logic operator has four
reconfiguration registers, RG0, RG1, RG2 and RG3. Writing
reconstruction instructions to the registers determines the
quaternary logic operational rule for this 1-quit operator.
By rewriting different reconstruction instructions, different
quaternary logic operational rules can be reconfigured. Thus,
the 1-quit reconfigurable quaternary logic operator can
become any one of the 416 quaternary logic operators with
different reconfiguration instructions.

FIGURE 7. 1-quit reconfigurable quaternary logic operator circuit.
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By combining 16 1-quit reconfigurable quaternary logic
operators together, a 16-quit reconfigurable quaternary logic
operator for parallel calculating is formed. We can use the
16-quit quaternary logic operator by following two steps.
Firstly, the required reconfiguration instructions were written
to each quaternary operator. Then two 32-bit data as inputs
for the 16-quit quaternary logic operator in the manner of
one quaternary data per 2 bits. The 16 1-quit quaternary
logic operators process in parallel based on each respective
reconfiguration instruction to obtain a 32-bit quaternary
result. Each reconfigurable 1-quit quaternary logic operator is
independent of each other, which provides the basis for high-
speed processing of streaming data.

B. ENCRYPTION AND DECRYPTION COMPONENTS
The experimental system is built based on the MVL
encryption and decryption component structure invented by
Wang et al. [9]. As shown in Fig. 8, the encryption compo-
nent consists of an encryptor and a key derivation operator,
while the decryption component consists of a decryptor and
a key derivation operator. The encryptor, decryptor and key
derivation operator are all 16-quit reconfigurable quaternary
logic operators with identical hardware structures.

Write all the reconstruction instructions of the 16-quit
quaternary logic operator to the encryptor, decryptor and
key derivation operator. The reconstruction instructions
ensure encryptor process Fe, decryptor process Fd and key
derivation operator process F ′.

FIGURE 8. MVL encryption and decryption component structure.

C. OVERALL DESIGN OF EXPERIMENTAL SYSTEM
Experimental system is developed on Xilinx AXU2CGB
development board. The Xilinx AXU2CGB is a system on
chip (Soc) with an integrated FPGA and ARM microproces-
sor. Thus, the development board can be roughly divided into
two parts: programmable logic (PL) and processing system
(PS). Based on this structure of the development board, this
paper designs and develops an experimental system using
both AN5641 MIPI camera and AN970 LCD touch screen
as external devices of the development board. Overall design
is shown in Fig. 9.
The original video data is captured by the camera and

transformed into encrypted video and decrypted video after
the improved encryption and decryption processes. By click-
ing the buttons on the touch screen, users can select the
quaternary logic operations used for encryption/decryption
and change the video being displayed which could be original
video, encrypted video or decrypted video.

The system specifically implements two major groups
of functions. The first group includes video streaming

FIGURE 9. Video streaming data system architecture.

processing functions such as format conversion, gamma
correction, encryption, decryption and video display. The
second group includes several system control functions,
which control the encryptor/decryptor to set the quaternary
operational rules and control the display selector to show the
original, encrypted or decrypted video. The video streaming
processing function module is shown in Section V-D and the
system control function module is shown in Section V-E.

D. VIDEO STREAMING PROCESSING
The video streaming processing function module is shown
in Fig. 10. The AN5641 MIPI camera is accessed from the
PL of the development board. The video is stored in the
video register on PL side after format conversion module,
gamma correction module, encryption module, decryption
module and selection module. The PS reads the video from
the register and passes the video data from the mini dp
interface according to the DisplayPort protocol. The format
conversion module converts the MIPI RAW10 format to
RGB format. The format conversion and gamma correction
modules are implemented by means of the video processing
module provided by Vivado software [31], [32], [33].

In the experiment, we reorganize 33 plaintext groups
through a double-buffer pipeline hardware structure. Two
buffers of size 1056 bits were created. The plaintext group
of 32 bits per clock cycle is deposited into the first buffer
sequentially. After 33 clock cycles of caching, the plaintext
groups fill the first buffer. At the 34th clock cycle, all the
data in the first buffer is deposited into the second buffer. The
second buffer outputs the first column of reorganized group
according to the scheme in Fig. 6. Meanwhile, the plaintext
group of the 34th clock cycle overwrites the data in the first
buffer from the beginning. Every clock cycle thereafter, the
first buffer deposits a plaintext group and the second buffer
outputs a reorganized group. The data from the first buffer is
deposited into the second buffer every 33 clock cycles.

The random masks needed for the encryption process and
the decryption process are generated by the same LFSR
structure. The LFSR consists of 32 registers with 5 taps set
shown in Fig. 11. The LFSR is seeded with a preset set of
32-bit random sequences. The seed is written to the registers
when the development board is powered on.

E. SYSTEM CONTROL
The system control function module is shown in Fig. 12. The
AN970 LCD touch screen is accessed from the PL side of
the development board. The display interface of the touch
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FIGURE 10. Video streaming processing module.

FIGURE 11. Linear feedback shift register structure.

FIGURE 12. System control module.

screen is developed in PS. The interface data is passed to
PL and stored in the register, then passed out from the pins
of the touch panel to complete the touch panel interface
display. By clicking buttons in the touch screen interface,

the touch screen generates a signal. When signal is passed
to the PL side, PL requests an interrupt. After receiving
the interrupt, the PS side triggers two function modules:
one is used to modify the value of the parameter register
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and the other is used to modify the button style in the
interface.

VI. EXPERIMENTAL VERIFICATION
The video streaming encryption experimental system is
shown in Fig. 13. In the first row on the touch screen, there are
four buttons E_G0, E_G1, D_G0 and D_G1, which control
the quaternary operational rules written to the encryptor
(E_G0 and E_G1) and decryptor (D_G0 and D_G1). In the
last row on the touch screen, there are three buttons P, E and
D, which control the system to display original video (P),
encrypted video (E) and decrypted video (D), respectively.
By this way, the experimental system can output the original
video, encrypted video, successful decrypted video with
matching rules and failed decrypted video with mismatching
rules. The results are shown in Fig. 14.

FIGURE 13. Video streaming encryption experimental system.

FIGURE 14. Original video, encrypted video and failed decryption video.

To further verify the encryption effectiveness and security
of the encryption mode, three illegal decryption operations
are performed according to Fig. 15. Experimental results
show that none of the three approaches can reveal color
edges or any other recognizable information. The inability to
recover the color edges again after adding byte reorganization

FIGURE 15. Three illegal decryption methods.

TABLE 2. Five encryption and decryption modes.

FIGURE 16. Encryption and decryption mode with random mask added to
quaternary logic.

FIGURE 17. Encryption and decryption mode with byte reorganization
added to quaternary logic.

and random masks proves that it is safe to solve the derived
key convergence problem in this way.

The byte reorganization module and the random mask
module each enhance the degree of obfuscation from a dif-
ferent perspective. The following experiments are conducted
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FIGURE 18. Comparison of the encryption and decryption results of five modes.

for the five modes shown in Table 2 to verify the effectiveness
of each module.

Five modes are implemented and compared for encryption
effect and failed decryption effect. The pseudo-random
sequence in Mode 1, Mode 3 and Mode 5 are generated by
the LFSR as shown in Fig. 11. Mode 1, Mode 2, Mode 3 and
Mode 4 all use 32 bits as a plaintext group and use 16-quit
quaternary logical operations for encryption, decryption and
key derivation. Mode 1 to Mode 4 demonstrate the effect
of failed decryption when the encrypted quaternary logic
and the decrypted quaternary logic do not match. Mode
5 sets different seeds for encrypting and decrypting LFSR to
generate different pseudo-random sequences to demonstrate
the failed decryption effect. The effects are shown in Fig. 18.

Color edges are present in the effect of both encryption
and failed decryption in Mode 2. Encryption effect of Mode
3 is fine, but the color block is revealed again after failed
decryption. Color edges are still present in the encryption
result in Mode 4. In addition, the encryption and failed
decryption effects obtained by using only LFSR with random
masks are similar to those of Mode 1, but due to the strong
periodicity of the LFSR pseudo-random sequence, the use of
LFSR in stream ciphers is not secure. Its security is also lower
than that of theMVL encryptionmethodwithOTP encryption
effect.

VII. SECURITY ANALYSIS
A. KEY SPACE
The seed key K1, the encryption operation Fe and the key
derivation operation F ′ together form the generalized key

(K1, Fe, F ′) for the MVL encryption method. Thus, the size
of the key space is equal to the multiplication of the space
sizes of the three generalized key components. When the
quaternary logic block encryption with quaternary data in
group of 16 (32 bits data as a group), as experimentally
implemented in this paper, the K1 space size = 232 ≈ 4.29×

109, the Fe space size = (4!)4×16
≈ 2.15 × 1088 and the

F ′ space size = 44×4×16
≈ 1.34 × 10154. Thus, the key

space K = 4.29 × 109 × 2.15 × 1088 × 1.34 × 10154 ≈

1.23 × 10251. This huge key space can resist brute-force
attacks and provide conditions for practical OTP technology
based on MVL operators.

B. HISTOGRAM ANALYSIS
A histogram plots the number of pixels at each grayscale
intensity level to show the pixel distribution. It is widely used
to evaluate the quality of encryption. The histograms of gray
images, color images and their encrypted images through
improved MVL encryption are shown in Fig. 19. Both the
original image and its histogram show that the original image
has a very distinct pattern. But after the improved MVL
encryption, the histograms of the encrypted images show
that the encrypted images are uniformly distributed and one
cannot get any useful information from their histograms.

C. PSNR ANALYSIS
PSNR is used to measure the difference between two images.
When using PSNR to assess the degree of loss in the
decrypted image, the smaller the PSNR is the greater the
difference between the original image and encrypted image
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FIGURE 19. Histograms of images and their encrypted images.
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is, indicating that the encryption method is more secure.
PSNR is defined as:

MSE =
1
MN

M∑
i=1

N∑
j=1

(P1(i, j) − P2(i, j))2 (1)

PSNR = 10 × log10
(2n − 1)2

MSE
(2)

where P1 and P2 represent two images; M and N are the
width and height of the image; i and j correspond to the pixel’s
position in the image; n indicates the number of bits per pixel.
We analyzed PSNR on the standard USC-SIPI image

database [34] and Lena image. The results of the PSNR
experiments are shown in Table 3.

TABLE 3. The PSNR between original image and encrypted image.

In our method, more than half of the PSNR values
between original images and encrypted images are lower than
the values from [35]. Thus, the encryption quality of our
proposed method is similar or even slightly higher.

D. CORRELATION ANALYSIS
Images containing information are usually highly redundant,
so adjacent pixels are usually highly correlated. An effective
encryption method should have the ability to break these
correlations. The correlation coefficient is defined to measure
correlation. Correlation coefficient increases as the correla-
tion increases so that the secure encryption method will result
in the correlation coefficient of the encrypted image being
closer to 0. The correlation coefficient is defined as:

rxy =
cov(x, y)

√
D(x)D(y)

(3)

cov(x, y) = E{[x − E(x)][y− E(y)]} (4)

where E() represents the average and D() represents the
standard deviation value of image pixels.

In this paper, horizontally, vertically and diagonally
adjacent coefficients are chosen to map the correlation
distribution for gray and color Lena images in Fig. 20.
Our proposed method breaks the positive correlation of the
original image pixels and presents random distribution in the
encrypted image.

We compare the correlation coefficient of the encrypted
Lena images obtained by our proposed method and other
methods in Table 4. Our method can generate encrypted Lena
images which have considerably lower correlation coefficient
compared to that of the images encrypted by the methods
in [24], [25], [35], [36], [37], [40], [41], [43], [46].

TABLE 4. Comparison of the correlation of the encrypted images for gray
and color Lena images with dimension 5122.

To further analyze the correlation, we perform more exper-
iments on other images including USC-SIPI database [34]
and compare our proposed method with [38], which
has low correlation coefficient in both gray and color
encrypted Lena image. The averages of absolute val-
ues of correlation coefficients for 27 gray encrypted
images and 10 color encrypted images are shown in
Table 5. The method we proposed has 50.29% (86/171)
correlation coefficient better than that in [38] as shown
in Table 6.

TABLE 5. Averages of absolute values of correlation coefficients for
27 gray and 10 color encrypted images from USC-SIPI database.
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FIGURE 20. Horizontally, vertically and diagonally adjacent coefficient distribution for original gray Lena image (the first row), original color Lena image
(the last three rows) and their encrypted images.

E. DIFFERENTIAL ATTACK ANALYSIS
Differential attacks analyze pixel changes in ciphertext by
changing specific pixels in the plaintext. If an encryption
algorithm has sufficient diffusion such that a significantly
different cipher image will be generated with only one
pixel change in the original image, then this algorithm can
effectively resist differential attacks. The NPCR and UACI
are utilized to assess the diffusion of the encryption method.
The mathematical expressions for NPCR and UACI are

NPCR =
1
MN

M∑
i=1

N∑
j=1

P(i, j) × 100% (5)

UACI =
1
MN

M∑
i=1

N∑
j=1

|C1(i, j) − C2(i, j)|
2n − 1

× 100% (6)

where C1 and C2 represent two encrypted images; M and N
are the width and height of the image; i and j correspond to
the pixel’s position in the image; n indicates the number of
bits per pixel.

To increase the obfuscation of the encryption method
proposed in this paper, we add an additional module after
the random mask step. In this module, the number of bits

with value one in the input group is first accumulated. Then
the accumulated value performs modulus on the group size
to get a number s. Eventually, the first s bits of data in
the input group, keeping the same order, are moved to the
last s bits.

To accurately calculate NPCR and UACI, we refer to [35].
Firstly, the original image P is encrypted to image C.
Then three bits at the beginning, middle and end of P
are changed to get Pb, Pm and Pe, respectively. Encrypt
these three images to acquire encrypted images Cb, Cm

and Ce. Finally, the averages of the NPCR and UACI
between C and Cb, Cm, Ce are calculated. We passed all
the NPCR and UACI tests on USC-SIPI database [34],
as shown in Table 7 and Table 8. Thus, the method
we proposed possesses excellent diffusion to resist the
differential attack.

VIII. REAL-TIME SPEED ANALYSIS
This section demonstrates the real-time performance of the
improved encryption method in terms of the streaming data
latency and themaximumdata volume that the encryption and
decryption components can handle.
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TABLE 6. Detailed results of correlation for original images and their encrypted images.
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TABLE 7. Results of NPCR and UACI tests for gray images.

TABLE 8. Results of NPCR and UACI tests for color images.

According to the reorganization scheme, after spending
33 clock cycles on caching, the reorganization groups are

sequentially sent to the encryption component by pipelining.
The 16-quit quaternary logic operator process in parallel,
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so the encryption part takes only 1 clock cycle. The
entire video streaming encryption process is completed
with only 34 clock cycles of latency. Similarly, decrypting
the ciphertext takes 34 clock cycles. The video streaming
encryption and decryption process has a total delay of
68 clock cycles.

By reporting implementation timing summary in Vivado
software, it can be found that the path delay from the plaintext
input to the ciphertext output is 4.793 ns, as show in Fig. 21.
The minimum latency for 68 clock cycles is 68 × 4.793 ×

10−9s ≈ 3.25 × 10−7s. The maximum amount of data that
can be processed by a 16-quit quaternary logic operator is
32 ÷ (4.793 × 10−9)bit/s ≈ 6.676 × 109bit/s>6.21Gbit/s.
The experimental system works properly if we set the clock
period to 5 ns, which is a frequency of 200 MHz.

FIGURE 21. Reporting timing summary for encryption.

The improved encryption method latency and processing
capability can meet the requirements of most real-time
encryption and decryption scenarios. Let’s take the camera
AN5641 [48] of the experimental system in this paper as an
example, which has a built-in OV5640 CMOS image sensor.
According to the OV5640 parameter documentation [49],
we can calculate that the OV5640 captures 1920 × 1080 ×

30pixel/s ≈ 6.221 × 107pixel/s at 1080p resolution. The
experimental system configured the camera AN5641 for
RAW10 output, which uses 10-bit data to represent each
pixel. As a result, the amount of data captured by the
experimental system’s camera was calculated to be 6.221 ×

108bit/s, which is an order of magnitude less than the
processing capacity of the 16-quit quaternary logic operator.

IX. CONCLUSION
In this paper, we have addressed the problem of key derivation
convergence when the original MVL encryption method is
applied to video streaming encryption/decryption scenarios.
With the goal of improving video and image ciphertext
quality, we have combined two improvement strategies,
namely byte reorganization and random mask, so that the
improved MVL encryption method can be well applied to
real-time video streaming data.

To test the proposed method, we have implemented a
16-quit reconfigurable quaternary logic operator on FPGA,
based on which we have designed and implemented a

real-time video streaming encryption experimental system.
Either the encryption or decryption process only takes
34 clock cycles, while the system is capable of processing
video streaming data at a speed of 6.21 Gbit/s, showing
that MVL operators with parallel computing feature can
meet the real-time processing requirements when encrypting
video stream data. The experimental results demonstrate the
elimination of image edges in the ciphertext, meanwhile show
the superiority of the proposed method over other image
encryption methods.

The MVL encryption method introduced in this paper
focuses on video streaming data encryption scenarios with
the aim of increasing the degree of chaos. Theoretically,
various obfuscation and diffusion techniques that currently
exist in block ciphers can be superimposed on the MVL
encryption method. The necessity and feasibility of adding
more obfuscation and diffusion techniques to the MVL
encryption method will be investigated for future work.
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