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ABSTRACT The Internet of Medical Things (IoMT) is the subset of the Internet of Things (IoT) that
connects multiple medical devices, collect information/data from devices, and transmits and process data in
real-time. IoMT is crucial for increasing electronic device accuracy, reliability, and productivity in the health-
care industry. IoMT has emerged as a next-generation bio-analytical tool that converges network-linked
biomedical devices with relevant software applications for advancing human health. Adapting IoMT and
associated technologies has fixed several problems using telemedicine, remote monitoring, sensors, robotics,
etc. However, adopting IoMT technologies for a large population is challenging due to extensive data
management, privacy, security, upgradation, scalability, etc. Although significant research has been carried
out in this domain, identifying emerging trends and highlighting the technological advancement and
challenges within IoMT is required for its success. Moreover, it will aid policymakers, scientists, healthcare
practitioners, and researchers to measure the pertinence of IoMT in healthcare sectors more efficiently.
This review discusses the evolution of IoMT, Machine Learning Integration, Security, and interoperability
challenges of IoMT devices.

INDEX TERMS Internet of Medical Things, Internet of Things.

I. INTRODUCTION
The Internet of Medical Things (IoMT) is a revolutionary
technology that connects multiple medical devices, collects
information/data from the devices, and transmits and pro-
cesses the data in real-time. This merges the healthcare
workflow and the power of the Internet of Things (IoT) to
create an ecosystem that enhances the workflow. A typical
conceptual IoMT-based framework is shown in FIGURE 1.
The figure shows IoMT, which can handle data from various
devices ranging from simple sensors to sophisticated devices.
The collected medical data consists of patient details; hence,

The associate editor coordinating the review of this manuscript and

approving it for publication was Congduan Li .

data security is crucial in IoMT. Furthermore, the data are
processed and analyzed in real-time, enabling continuous
monitoring. Therefore, IoMT plays a prominent role in the
healthcare industry.

Integrating medical devices, data collection, and connec-
tivity offers healthcare systems a wide range of benefits.
It enables remote patient monitoring, allows personalized
treatment plans and care, allows large amounts of data collec-
tion, improves decision-making, and facilitates telemedicine
and remote consultation. Thus, IoMT leverages the power
of connected devices and data-driven technologies to revolu-
tionize patient care and healthcare management. By enabling
the real-time monitoring of patients’ vital signs, chronic
conditions, and medication adherence, IoMT empowers
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FIGURE 1. A typical IoMT-based smart healthcare system.

healthcare providers with timely and accurate insights. This
leads to quicker diagnoses andmore effective treatment plans,
reducing hospital readmission.

Moreover, IoMT facilitates remote patient monitoring and
extends care beyond hospitals. With the potential to enhance
preventive care, IoMT can help identify health risks early
and encourage proactive intervention. Additionally, the large
amount and variety of data generated by IoMT devices can
improve medical research, leading to innovations.

IoMT applications cover many healthcare domains, includ-
ing telehealth, remote patient monitoring, hospital manage-
ment, elderly care, patient medication management, and
emergency care. Alshehri and Muhammad [1] highlighted
aspects such as the IoT, IoMT, edge computing, cloud
computing, medical signal fusion, security and AI by cov-
ering journal articles published between 2014 and 2020.
As technology advances, IoMT promises healthcare inno-
vation, improves patient outcomes, and makes healthcare
more accessible and efficient for individuals and providers.
IoMT benefits various entities, including patients, hospitals,
doctors, and health insurance companies. Patients benefit
from personalized care and directly connect with doc-
tors via cloud storage. For instance, elderly patients with
chronic vital signs (heartbeats, blood pressure, oxygen sat-
uration, etc.) can be monitored using wearables. Doctors can
access data from home-monitoring devices and wearables
(cloud-connected), including patient history, and recommend
medications or further treatment. This vital information helps
with patient health tracking, access to diagnostic reports,
and informed decision-making. Simultaneously, hospitals
can track patients’ data in real-time via embedded IoT devices
connected to patients’ homes, which helps diagnose infec-
tious diseases. This is achieved via imaging devices (X-ray,
MRI, CT scan, etc) and efficient management of inventory
and monitoring devices, thus reducing costs. In addition, the
IoMT framework helps manage the hospital protocols. Health
insurance companies can significantly benefit from using
Artificial Intelligence (AI) technology to capture patient case

histories and store medical documents for investigation and
fraud detection. It also helps promote transparency among
patients, hospitals, and customers.

Similar to IoT, IoMT devices consist of perception and
architecture layers. The perception layer signifies a variety of
numerous smart medical devices collecting health data, and
the connectivity layer is accountable for data transmission
(perception layer to the cloud and vice versa). The processing
layer stores and manages data using connectivity, gateway
technologies, and with the help of cloud middleware or IoT
platforms. Similarly, using software, the application layer
provides end users with opportunities for device control, data
analytics, and reporting.

Motivation
The IoMT is a rapidly evolving field with significant

research and innovation. Reviewing articles in such a field
allows us to integrate and consolidate existing knowledge,
making it easier for researchers to obtain an overview of
state of the art. Identifying emerging trends and highlighting
the technological advancements and challenges within IoMT
can be helpful for researchers planning future work. Many
review articles addressing the issues and challenges in the
IoMT framework can be found in the literature. However,
most of these reviews only cover security, network concepts,
and software designs. Moreover, the recent development of
more complex and heterogeneous low-cost IoMT devices
are resulted in numerous security and privacy issues. Hence,
the primary motivation of this review is to provide in depth
overview of recent advances in IoMT and an informative
resource that summarizes various aspects of IoMT, such as
the role of ML, data security and privacy issues, major chal-
lenges, and future directions. This would help researchers to
identify the current requirements that lead to innovation.

II. IoT TO IoMT EVOLUTION
The evolution from IoT to IoMT represents a specialized
branch that focuses on the integration of smart devices,
sensors, and medical technology to revolutionize healthcare
sector. Recognizing the unique requirements and opportuni-
ties within the healthcare sector drives the evolution of the
IoT to IoMT. IoMT focuses on leveraging IoT technologies
and principles to enhance healthcare delivery, improve patient
outcomes, and provide patient-centric care while addressing
the healthcare industry’s specific challenges and regulatory
considerations.

The transition from the IoT to the IoMT is not just a
semantic shift. Still, it represents a significant adaptation of
technology to meet the specific needs of healthcare, as shown
in FIGURES 2 and 3.

The increasing demand for mobile, multisensor, and intel-
ligent healthcare solutions has fueled this adaptation.

Furthermore, the design of IoMT devices mandates spe-
cific attributes, such as cost efficiency, low computational
overhead, energy conservation, and wireless networking
capabilities, to make them both practical and effective [2].
The core aim is to enhance healthcare delivery, improve
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FIGURE 2. IoT to IoMT evolution.

FIGURE 3. The transition from manual to digital and to cloud.

patient outcomes, and provide patient-centric care while nav-
igating the complex landscape of regulatory considerations
and industry-specific requirements [3]. This technological
transformation has enabled ubiquitous access to medical
services. IoMT encompasses medical devices, wearables,
software, and systems that gather and transmit patient health
data in real-time as shown in FIGURE 2. These devices
includewearable fitness trackers, remotemonitoring systems,
smart implants, and more. However, there is a slow transition
of the system from manual workflow to automated workflow
as indicated in FIGURE 3. Challenge is to match automated
workflow to that of manual.

The capabilities of IoMT extend beyond mere device inter-
connectivity; they pave the way for democratized access
to healthcare. This accessibility can significantly enhance
patient care and remote monitoring and improve health out-
comes [3], [4]. In this evolving landscape, wearables are a
vital subcategory within the IoMT ecosystem. They facili-
tate real-time data transfer between healthcare providers and
patients. This is crucial in time-sensitive conditions, such as
medical emergencies and disaster responses, and provides
continuous health monitoring data valuable for preventive

care and long-term treatment plans [5]. However, the inter-
connected architecture of IoMT presents a range of security
challenges, including risks to data integrity and patient safety.
Regulatory bodies and healthcare providers often find them-
selves in gray areas concerning compliance standards and
security protocols expected from IoMT device manufactur-
ers [6]. Researchers are developing novel security algorithms
and protocols to safeguard IoMT edge networks and ensure
data confidentiality and integrity [7].

Blockchain technology has emerged as a promising avenue
for enhancing IoMT security. Its decentralized architecture
provides robust mechanisms for data integrity and account-
ability while eliminating single points of failure. Given the
resource-constrained nature of IoMT devices, lightweight
blockchain architectures are being developed to balance secu-
rity needs with storage and computational efficiencies [3],
[8], [9].
Beyond the technical aspects, societal acceptance and

long-term sustainability are key factors influencing the IoMT
landscape. Sociotechnical studies have shown that the inter-
play between the social and technological dimensions is
intricate and co-evolutionary. This understanding is criti-
cal when considering the broader implications of deploying
next-generation IoMT networks [10].

The transition from IoT to IoMT represents a transforma-
tive shift with unprecedented opportunities and formidable
challenges. Practical solutions, such as blockchain technol-
ogy, can mitigate many security risks, while a nuanced
understanding of the sociotechnical landscape can guide the
successful deployment and acceptance of IoMT [11].

III. DATA HANDLING AND MACHINE LEARNING
INTEGRATION IN IoMT
Integrating ML into IoMT for data handling has significantly
advanced healthcare technology. IoMT devices generate
enormous amounts of patient data, from vital signs to
medication adherence records, stored as electronic health
records (EHR). ML algorithms can analyze, interpret, and
extract valuable insights from IoMT data, aiding in early
disease detection, suitable treatment plans, and predictive
healthcare. Thus, ML models enable healthcare providers to
address individual patient needs. Moreover, integrating ML
into IoMT enhances decision support systems, streamlines
diagnosis, and continuously improves health care protocols.
However, this integration also places significant importance
on data security and privacy as sensitive medical information
becomes the basis for informed medical decisions and per-
sonalized care plans. Integrating data handling andMLwithin
the IoMT can revolutionize the healthcare system by enabling
accurate, timely, and patient-centric medical interventions.

This section highlights the role of different ML algo-
rithms in various aspects of IoMT systems. ML algorithms
can be broadly classified into supervised, unsupervised, and
reinforcement learning techniques, as shown in FIGURE 4.
Each type has a role in IoMT that revolutionizes healthcare
by enabling advanced data analysis and decision-making
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FIGURE 4. Types of ML algorithms and commonly used algorithms under
each type.

processes. Supervised learning involves training algorithms
on labeled data to make accurate predictions or classifi-
cations. These algorithms can aid in diagnosing medical
conditions, monitoring patient health, and predicting dis-
ease progression. However, these algorithms require a large
amount of training data. Unsupervised learning techniques
can be employed in IoMT to uncover hidden patterns and
structures within the unlabeled data. These methods enable
clustering, anomaly detection, and data exploration, pro-
viding insights into patient trends, population health, and
potential outbreaks. Reinforcement learning within IoMT
pertains to training algorithms tomake sequences of decisions
based on trial and error and optimize actions over time.

This approach finds applications in personalized treatment
plans, adaptive therapies, and optimizing medical interven-
tions. Hence, incorporating these ML techniques into IoMT
promises to improve patient outcomes, enhance medical
research, and drive innovation in healthcare.

A. SIMULATION-BASED MONITORING AND PREDICTIVE
ANALYSIS IN IoMT
In the healthcare sector, IoMT constitutes a network of inter-
connected medical devices and software designed to gather,
process, and analyze medical information. AI and ML play a
vital role by enabling advanced data analysis, automated pre-
diction, and improved decision-making capabilities, which
can significantly improve the speed and accuracy of diagno-
sis [12].ML algorithms can process and analyze vast amounts
of medical data generated from IoMT devices such as wear-
able sensors, remote monitoring tools, and medical imaging
equipment. They can quickly identify patterns, trends, and
anomalies in the data fed to them, enabling healthcare pro-
fessionals to gain deeper insight into patient conditions,
disease progression, and treatment efficacy. On the other
hand, ML models can be trained to predict health condi-
tions based on historical data, allowing healthcare providers
to make early diagnoses and personalized care [13]. This
enables timely interventions and reduces the need for frequent
in-person visits to healthcare facilities, thereby allowing
remote patient monitoring. These aspects were emphasized

in a comprehensive study by Manickam et al. [14]. ML algo-
rithms can also provide personalized recommendations that
help improve treatment outcomes and reduce adverse effects.
Hence,ML has revolutionizedmedical imaging and signaling
analysis, enabling the automated detection and diagnosis of
diseases. ML algorithms can accurately identify patterns that
may be challenging for human experts to detect, leading to
faster and more accurate diagnosis.

Compared with other predictive and diagnostic analysis
types, extensive applications of supervisedML algorithms are
commonly found in the literature. An experimental study by
Nigar et al. [15] employed multiple supervised ML models
to detect and monitor chronic diseases using IoMT data and
obtained promising results. DL architectures, namely ResNet
18 and googleNet, were employed by Dahan et al. [16]
for predicting abnormal data. Yildirim, et al. [17] analyzed
IoMT-based verbal data for the COVID-19 early diagno-
sis by employing RF and Gradient Boosted Tree (GBT) in
real-time scenarios and obtained an accuracy of approxi-
mately 95%. Thandapani et al. [18] attempted to classify
X-ray/CT images to rank the severity of COVID-19whenever
a person uploaded the images. To accomplish this, experi-
ments utilizing various deep CNN architectures, including
ResNet-50, ResNet-100, ResNet-101, VGG-16, and VGG-
19, were conducted, and the highest accuracy of 97% was
achieved through the ResNet-101 architecture. A novel idea
proposed by Jaba Deva Krupa et al. [19] demonstrated the
potential of DL in the non-invasive remote monitoring of
fetal health. The study detected the fetal QRS complex
without removing maternal signals in the abdominal ECG.
Using sensor data and ML algorithms, Dutta et al. [20]
processed IoMT traffic and predicted a patient’s health con-
dition. This study demonstrated that ML can transform raw
IoMT traffic data into understandable patterns, enabling bet-
ter decision-making. A survey by Bibi et al. [21] provided
an IoMT-based framework for leukemia detection by linking
cloud computing and clinical gadgets. A simulation-based
method employing deep belief networks with a CNN (DBN-
CNN) predicted diabetes in patients with cardiac issues.
Sampathkumar et al. [22] provided promising results when
the gravitational search optimization (GSO) algorithm was
adapted in the data pre-processing step. The effectiveness
of supervised ML algorithms, such as SVM, k-NN, and
DT, was analyzed by Khan et al. [23] for monitoring older
adults. This study utilized IoMT datasets to evaluate the
performance of the algorithms. Recently, Jarrah et al. [24]
investigated the usability of DL algorithms for monitoring
older adults using IoMT data and achieved an average accu-
racy of approximately 93%. An extensive study by Al-Hajjar
and Al-Qurabat [25] elaborated on how ML algorithms can
enhance seizure detection using an IoMT-based EEG signal
analysis. The current lifestyle affects stress levels, requiring
early detection and continuous monitoring to maintain men-
tal health. Rachakonda, et al. [26] proposed a smart mirror
to detect stress in an IoMT framework, obtaining an accu-
racy of approximately 97%. The same research group also
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proposed an intelligent device for monitoring food intake and
stress levels and achieved an accuracy of approximately 98%
using this approach. Proper food intake and diet are essen-
tial for maintaining good health. It also plays a significant
role in the speedy recovery of patients on medication. Usu-
ally, nutritionists suggest diet plans based on patient health
records. Iwendi et al. [27] automated this workflow, devel-
oped an assisted diet recommendation system, and obtained
the highest accuracy (approximately 97%) using the DL
approach.

Accurate ground truth or data labels are essential for
supervised ML algorithms. However, obtaining these labels
for medical data is challenging. Consequently, the adop-
tion of unsupervised learning methods has become popular.
Elbasi and Zreikat [28] compared the performances of both
supervised and unsupervised ML algorithms to predict heart
diseases using IoMT data and yielded comparable results
regarding their outcomes. This suggests unsupervised ML
methods can be adopted in IoMT systems without labelled
data. IoMT architectures involve integrating multiple edge
devices; hence, data in various formats are continuously sent
to the cloud or storage devices for further processing. This
can lead to data traffic, making data management and analysis
challenging. The utilization of unsupervised ML algorithms,
such as fuzzy c-means, to manage data traffic can be found
in the literature [29]. This method demonstrated clustering
techniques for numerosity reduction, which can facilitate a
fast analysis. IoMT-based emerging healthcare offers many
services, including cyborgs, a combination of AI robots, and
doctors performing surgeries remotely. Tiwari et al. [30]
introduced a federated reinforcement learning policy for
robot-based knee replacement procedures, reducing the pro-
cessing time by 50% compared to the conventional ML
approach.

Understanding the dynamic interaction between these
technologies is essential to explain the monitoring capabil-
ities facilitated by deep learning within the IoMT framework.
IoMT devices, such as wearable sensors and remote monitor-
ing tools, continuously collect health-related data like vital
signs, imaging data, and other physiological parameters. This
data is then fed into DL algorithms, trained on extensive
datasets to recognize patterns, anomalies, and trends indica-
tive of health status changes. For instance, DL algorithms
can analyze data from wearable electrocardiogram (ECG)
sensors in cardiac health monitoring to detect arrhythmic
events or other cardiac anomalies [19]. A specific case study
worth noting involves the application of convolutional neural
networks (CNNs) for real-time analysis of ECG data to pre-
dict potential cardiac events. This approach allows for timely
interventions, reducing the need for frequent hospital visits
and enabling proactive management of cardiac conditions.
By continuously learning from new data, these DL models
adapt and improve their predictive accuracy, thereby enhanc-
ing the efficacy of health monitoring in the IoMT ecosystem.
This dynamic, data-driven approach exemplifies how DL
transforms raw IoMT data into actionable insights, leading

to improved patient outcomes and more efficient healthcare
delivery.

B. REAL-TIME MONITORING AND PREDICTIVE
ANALYTICS IN IoMT
Most of the studies mentioned above were conducted using
stored data. However, in IoMT, the uninterrupted connec-
tivity of medical devices to the network enables real-time
monitoring of patients. Thus, the system involves seam-
less data acquisition, transmission, and analysis. In such
applications, the major challenges are data privacy, data secu-
rity, and obtaining quick responses from automated systems.
These aspects were highlighted in a comprehensive study by
Wagan et al. [31].

Along with physical well-being, mental health is essen-
tial for an individual’s overall health and wellness. Many
researchers have addressed this issue by proposing real-time
systems using IoMT data, which can be found in a study by
Gupta et al. [32]. This review highlighted the overview and
challenges in real-time mental health analysis on two primary
datasets: IoMT and social media. Raj et al. [33] explored
real-time medical data analysis by introducing edge comput-
ing to reduce the burden on the cloud servers. In addition, the
authors discussed the challenges of edge computing. In recent
years, a real-time IoMT framework has been developed for
the early detection of COVID-19 [17] and for monitoring
elderly patients [34]. Social distancing was a crucial mea-
sure to prevent the rapid spread of Covid-19. Technologies
played a vital role in this period, particularly in the remote
monitoring of patients, andAljabr andKumar [35] introduced
one such technology. Nowadays, patient monitoring is not
limited to physical parameters but is extended to monitor
brain activities to provide timely treatment, especially for
stroke-related cases. This is evident from the proposal of a
wearable device by [36] to enable remote monitoring and
analysis of brain signals in real-time scenarios.

The complexity of ML algorithms increases in real-time
applications. This is because, in the IoMT framework, med-
ical devices and sensors are integrated into the network,
generating various types of vast amounts of data. Extract-
ing useful information and insights from data is crucial
for making predictions and deciding on further necessary
actions in real-time scenarios. This involves several steps:
data pre-processing, handling imbalanced data, predictive
and diagnostic analysis, and real-time analysis, enabling con-
tinuous monitoring. In addition, it is necessary to address the
energy efficiency of IoMT devices, resource availability, and
network scalability.

1) DATA PRE-PROCESSING AND FEATURE ENGINEERING
FOR IoMT DATA
In healthcare, data come in diverse formats: text, speech or
audio, signal or time series, and images from different modal-
ities. Each provides unique insights into patients’ health
and medical conditions. Hence, efficient data handling and
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FIGURE 5. Data pre-processing steps.

processing techniques are required to unlock the complexi-
ties of healthcare data. In ML, these are referred to as data
pre-processing and feature engineering. Data pre-processing
involves several steps, as shown in FIGURE 5. Implement-
ing these steps improves the effectiveness of ML algorithms
when training them with pre-processed data. In IoMT, medi-
cal devices communicate and share sensitive data through the
network; hence, detecting intruders in the architecture that
the attackers would otherwise change is crucial. Therefore,
data pre-processing in the present article includes identifying
intruders. However, it is not included in FIGURE 5 because
this step applies to handling IoMT data and does not apply to
the general pipeline.

Nickolas and Shobha [37] experimentally demonstrated
the importance of data pre-processing for achieving high
performance using ML algorithms. Details of several
pre-processing techniques can be found in a review article by
Fan et al. [38].
IoMT devices generate vast volumes of data from vari-

ous sensors, wearables, and medical instruments, making it
imperative to identify and prioritize the most relevant features
for analysis. By selecting the correct set of features, the com-
putational complexity can be reduced, model performance
can be improved, and quicker decision-making can be facil-
itated. A study by Islam et al. [39] highlighted five feature
selection methods suitable for IoMT analysis, which include:
i) RandomForest, ii) NormalizedMutual Information Feature
Selection (NMIFS), iii) Minimum Redundancy - Maximum
Relevance (mRMR), iv) F-Test, and v) Chi-Square test.

Healthcare data are sensitive, and it is necessary to develop
an automated system to avoid potential risks associated
with unauthorized access or tampering with sensitive data.
Thus, tampering may affect the diagnostic results. Hence,
it becomes crucial to detect intrusion before data analysis and
after analysis at the receiving end. Several intrusion detec-
tion studies have been proposed based on the ML approach
in recent years. Many supervised and unsupervised ML

algorithms have been proposed for identifying and classifying
anomalies. A review article by Hernandez-Jaimes et al. [40]
provided a taxonomy of intrusion detection systems, dis-
cussing AI-based methods and legal and ethical security
aspects. Rbah et al. [41] compared and analyzed the perfor-
mances of different ML and DL methods for detecting and
preventing network attacks, emphasizing the performance
and limitations of these methods. Experimental evidence con-
firmed that data pre-processing steps, especially data cleaning
and reduction, were essential for intrusion detection [42].
An intrusion detection system using the DL approach [43],
[44] and DL and ML approaches [45] adapted feature selec-
tion and data pre-processing to increase efficiency. These
studies implied that data pre-processing was mandatory in
the ML-based IoMT framework. A comparison of supervised
ML algorithms, namely k_NN, NB, SVM, ANN, and DT, for
intrusion detection using the Bot IoT dataset was performed
by Binbusayyis et al. [46], providing a promising path to
discover a suitable algorithm. The essential aspects of the
clustering technique, an unsupervised ML algorithm, were
highlighted by Guan et al. [47] and reinforcement learning
by Guan et al. [48] for achieving data privacy in IoMT
systems. The reinforcement learning approach improved the
network performance even in the presence of traffic volume
differences.

2) HANDLING IMBALANCED DATA TO IMPROVE IoMT
MODEL PERFORMANCE
Imbalanced data are cases in which one class significantly
outnumbers the other, which can lead to biased and inaccu-
rate predictions. In IoMT, this can result in misdiagnosis or
ineffective medical intervention. Several strategies have been
employed to address this challenge and ensure reliable model
outcomes, such as resampling, synthetic data generation,
ensemble methods, and cost-sensitive learning. Hence, data
analytics and understanding these insights are major tasks
that need to be addressed in the IoMT system. Soleimani and
Mirsha Zadeh [49] emphasized various methods for handling
imbalanced data for multiclass problems. However, this was
a general study using an imbalanced dataset. Toor et al. [50]
addressed a specific application to manage imbalanced IoMT
data. A feasibility study by Ha et al. [50] addressed data
security and imbalance considering the COVID-19, X-ray,
and cholesterol datasets.

Addressing imbalanced datasets in the IoMT framework
is essential for identifying patterns from sensitive health-
care data. Employing techniques such as data resampling,
algorithm selection, and evaluation metrics can help develop
effective and reliable systems that can provide quick and
accurate decisions.

3) ENSURING NETWORK SCALABILITY AND BANDWIDTH
REQUIREMENTS
In healthcare, the demand for real-time data exchange and
remote monitoring has rapidly increased, putting pressure
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on the network infrastructure. Scalability involves designing
networks that can easily accommodate the growing number
of IoMT devices and the data they generate. This scalabil-
ity ensures that healthcare facilities can expand their IoMT
ecosystems without suffering network congestion or per-
formance degradation. Meeting bandwidth requirements is
equally essential, as medical data, such as high-resolution
images, video feeds, and patient records, can be data-
intensive. Adequate bandwidth ensures quick data transmis-
sion, thus enabling timely diagnosis. To achieve scalability
and higher bandwidth, IoMT frameworks employ advanced
networking technologies, including edge computing, load
balancing, QoS policies, and robust network architecture
planning. By ensuring network scalability and meeting band-
width demands, IoMT not only improves the efficiency of
healthcare delivery but also paves the way for innovative
medical applications that rely on seamless, high-speed data
connectivity.

4) RESOURCE OPTIMIZATION AND ENERGY EFFICIENCY FOR
IoMT DEVICES
Patient monitoring, diagnostics, and data collection in the
healthcare sector rely on connected devices. Hence, manag-
ing resources and energy consumption effectively has several
critical implications. First, optimizing resource usage ensures
that IoMT devices function efficiently and provide unin-
terrupted healthcare services. This includes optimizing the
memory, processing power, and communication bandwidth
to meet the demands of real-time data processing and trans-
mission. Second, energy efficiency is essential for extending
the battery life of wearable devices, reducing the need for fre-
quent recharging or battery replacement. Prolonged battery
life enhances user convenience and reduces the maintenance
burden for healthcare providers.

Moreover, for IoMT wearable devices, energy efficiency is
vital because frequent discharge or battery replacement may
pose risks and inconveniences. Intelligent power manage-
ment, data compression, and energy-efficient communication
protocols can be adapted to achieve these goals. IoMT devices
can provide reliable, durable, and sustainable healthcare
solutions by prioritizing resource optimization and energy
efficiency and improving patient care quality.

ML algorithms can help optimize healthcare resource
allocation, enabling healthcare organizations to allocate
resources more efficiently and provide timely care. Real-
time systems allow both patients and professionals to access
and respond appropriately. However, this leads to ineffi-
cient network utilization. An unsupervised ML algorithm
proposed by Sugadev et al. [51] balanced the network
demand based on several nodes and predictive rates, thereby
enhancing the network speed. An experimental investiga-
tion by Ali et al. [52] found that a feed-forward bidirec-
tional LSTM algorithm improved the quality of service
(QoS) in a 5G network for predicting heart diseases.
An unsupervisedML-based software-defined network (SDN)

architecture Haseeb et al. [53] indicated that network resource
consumption would improve data delivery and decrease
communication overhead. A crucial step in the real-time
IoMT framework is establishing reliable communication
among devices connected to the patient, the cloud comput-
ing environment, and healthcare professionals. Utilization
of reinforcement learning by Nazari et al. [54] provided
an optimal path between the nodes, increasing QoS and
energy efficiency. Priya and Malhotra [55] employed a
double-reinforcement learning technique to obtain an optimal
network selection policy. The simulation results demon-
strated an improvement in system utility. A summary of
the data handling and processing in IoMT is presented in
TABLE 1.

IV. SECURITY AND PRIVACY IN IoMT
The need for security and privacy in IoMT is vital due to
the sensitive nature of healthcare data. Security measures
are essential to protect against cyberattacks, unauthorized
access, and data breaches that could interfere with patient
privacy-ensuring data encryption, robust access controls,
and device security safeguards against hostile individuals,
taking advantage of weaknesses in IoMT systems. Further-
more, compliance with healthcare regulations is mandatory
to uphold patient rights and maintain the trust of both patients
and healthcare providers. Ethical considerations, such as
obtaining informed consent and transparent data practices,
are fundamental to respecting individual autonomy and pre-
serving the integrity of health care data. In IoMT, security
and privacy are not only regulatory requirements but also
the foundations for safe and effective healthcare delivery.
Sun, et al. [58] highlighted the importance of data security,
patient security, access control, and cyber threats by review-
ing the state-of-the-art methods. In addition, Alhaj et al. [59]
justified the need to investigate and address security issues
in the IoMT framework. The present review includes litera-
ture on four data security and privacy aspects, as shown in
FIGURE 6.

FIGURE 6. Critical aspects of security and privacy in IoMT.
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TABLE 1. Summary of data handling and processing in IoMT.
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TABLE 1. (Continued.) Summary of data handling and processing in IoMT.
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TABLE 1. (Continued.) Summary of data handling and processing in IoMT.
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TABLE 1. (Continued.) Summary of data handling and processing in IoMT.

A. DATA SECURITY AND ENCRYPTION IN IoMT
DEVICES AND NETWORKS
Encryption and data security are essential for guaranteeing
the integrity and privacy of data in IoMT networks and
devices. Medical devices collect and handle private health
information, so strong security measures must be imple-
mented to safeguard user privacy. However, miniaturized
IoMT devices often have limited computational power, which
poses challenges in implementing strong security schemes.
Researchers have proposed various data security and encryp-
tion approaches in the IoMT to address these challenges.

Sun et al. [58] surveyed the state-of-the-art security and
privacy approaches for IoMT-enabled healthcare systems.
The survey highlighted the importance of encryption in
protecting sensitive data in IoMT devices and networks.
Masud et al. [60] proposed a lightweight and robust secure
key establishment protocol for IoMT in COVID-19 patient
care. Their research protocol utilized encryption techniques
to ensure the confidentiality and integrity of the data
exchanged between IoT nodes in medical networks. Another
literature review by Hamza et al. [61] investigated IoT secu-
rity and privacy risks and the limitations of IoT devices in
applying data security and privacy algorithms. The study
highlighted the challenges of confidentiality and integrity in
IoT and discussed different schemes, such as the Key Man-
agement Scheme (KMS) and the Public Key Infrastructure
algorithm, used to address these challenges.

Atamli and Martin [62] presented a threat-based security
analysis for the IoT, discussing various technologies, security
requirements, and the implications of centralized and dis-
tributed architectures on security aspects. The lack of holistic
analysis and risk assessment in addressing security and pri-
vacy issues in IoT has also been highlighted. Data security
and encryption in IoMT devices and networks are crucial
for maintaining the privacy and integrity of sensitive medi-
cal data. Several studies have addressed security challenges

and proposed solutions in this area. Li et al. [63] surveyed
the security of blockchain systems, which are increasingly
used in IoMT applications. The survey examined the security
threats to blockchain and reviewed real blockchain security
threats and actual attacks on popular blockchain systems.

Additionally, it covered ways to improve blockchain secu-
rity and made recommendations for future research areas
in this field. Sadeghi et al. [64] addressed the security and
privacy challenges in industrial IoT systems, which are also
relevant to IoMT. They highlighted the potential impact of
cyberattacks on IoT systems and the need for a holistic
security framework to address these challenges. This study
provided an overview of the security and privacy challenges
in the industrial IoT and discussed possible solutions.

B. AUTHENTICATION AND ACCESS CONTROL
FOR IoMT SYSTEMS
Mechanisms for access control and authentication are essen-
tial to guaranteeing the security of IoMT systems. The
increasing prevalence of IoMT devices has made it more
challenging to manage and maintain the security of these
systems. Adversaries can carry out cyberattacks by taking
advantage of vulnerabilities in systems and networks. There-
fore, robust mutual authentication and access control schemes
are required to protect IoMT networks from adversarial
threats. In this regard, Masud et al. [60] highlighted the
absence of robust mutual authentication and key establish-
ment schemes as key factors attracting adversaries to IoMT
networks. Existing mutual authentication schemes are often
computationally and communication-expensive, which can
drain the energy reserves of IoT sensor nodes. To overcome
these problems, the authors suggested amutual authentication
and secret key establishment technique for IoMT networks
that is both lightweight and physically secure. The protocol
utilised Physical Unclonable Functions (PUF) to verify the
legitimacy of doctors and sensor nodes before establishing a
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session key. This approach ensured authentication, confiden-
tiality, integrity, and anonymity in IoMT networks. Various
methods before 2021 can be found in a review article by
Hasan et al. [65], including security threats, data vulner-
abilities, and countermeasures for 5G-enabled IoMT. This
review has underlined the importance of encryption tech-
niques, including access control, identity verification, and
data encryption, in improving IoM device security and reli-
ability. The lack of reliable authentication mechanisms and
network access controls in IoMT devices has been identified
as a major vulnerability. Gupta et al. [66] addressed privacy
and security issues, such as confidentiality, entity authenti-
cation, and integrity using lattice-based data authentication
and access control protocols that provide applicability in
resource-constrained quantum environments.

C. ENSURING PATIENT PRIVACY IN IoMT ENVIRONMENTS
Ensuring patient privacy is a critical concern in IoMT.
The sensitive nature of personal health data requires robust
privacy-preservation mechanisms to protect patient infor-
mation. Sun et al. [58] conducted a review that focused
on the security and privacy requirements regarding data
flow in different layers of IoMT systems. This study high-
lighted the importance of privacy preservation in e-healthcare
environments.

Various approaches have been proposed to address privacy-
preservation issues. Sahi et al. discussed privacy preservation
issues in e-healthcare environments. They emphasized the
need for privacy-preserving techniques to protect patient data
in IoMT systems. In addition, they highlighted the impor-
tance of secure sessions in protecting virtual medical facilities
from adversarial threats. Secure sessions ensure that sensitive
information exchanged between IoT nodes over vulnerable
wireless media remains protected [60].

D. CYBERSECURITY THREATS AND
VULNERABILITIES IN IoMT
Cybersecurity threats and vulnerabilities pose significant
risks to the IoMT systems. Interconnected medical devices
in IoMT environments are susceptible to attacks and threats,
as shown in FIGURE 7. Weak or default passwords lead
to unauthorized access, allowing hackers to breach sensitive
data and manipulate the devices. Additionally, inadequate
data encryption and poor storage practices enable unautho-
rized users to use sensitive data and devices. The IoMT
framework requires regular updates of software and secu-
rity algorithms, which would otherwise lead to an attack of
malware or ransomware that can disrupt device functionality,
resulting in data loss. Sometimes, security is disrupted due
to inadequate hospital staff training or misuse of facilities.
Nowadays, Denial of Service (DoS) attacks are common
because of the limited bandwidth or available processing
power. Attackers use these limitations by overloading IoMT
systems with traffic, disrupting their functionality, and poten-
tially delaying patient care.

FIGURE 7. Common cybersecurity threats and vulnerabilities in IoMT.

Williams and McCauley [67] reviewed the vulnerabilities
of interconnected medical devices in an IoMT environment.
They highlighted the need for robust security measures
to mitigate these vulnerabilities. Researchers have pro-
posed comprehensive security frameworks for addressing
cybersecurity threats and vulnerabilities. Sun, et al. [58]
surveyed and reviewed security and privacy challenges,
requirements, and threats in the IoMT domain. The survey
provided insights into state-of-the-art approaches to address-
ing IoMT systems’ cybersecurity threats. Alsubaei et al. [6]
published a review that provided a taxonomy of IoMT secu-
rity and privacy issues. Taxonomy helps to identify and
understand the threats and vulnerabilities in IoMT envi-
ronments. Mahmood et al. [68] proposed a comprehensive
security model to overcome security threats and attacks in
IoMT devices. The developed module identified and prior-
itized the risks, automatically controlling different levels of
threats.

1) BLOCKCHAIN AND DECENTRALISED TECHNOLOGIES IN
IoMT SECURITY
Blockchain and decentralized technologies have gained atten-
tion as potential solutions for enhancing the security of
IoMT systems. These technologies offer immutability, trans-
parency, and decentralized consensus, which can address the
security and privacy concerns in IoMT [58]. However, the
application of blockchain technology in IoMT security is still
an emerging area of research.

Blockchain and decentralized technologies have emerged
as potential solutions for enhancing security in IoMT sys-
tems. These technologies offer immutability, transparency,
and decentralized consensus, which can address security and
privacy concerns in IoMT. By leveraging the blockchain,
IoMT systems can ensure data integrity, traceability, and
secure transactions. Blockchain-enabled IoMT can provide
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a tamper-resistant and transparent platform for storing and
sharing medical data, guaranteeing patient information’s
authenticity and privacy [69].

In the study by Ktari et al. [70], a platform based on the
Internet of Medical Things (IoMT) was proposed for e-health
monitoring. The platform utilised smart sensors, such as those
that measured blood pressure, Oxygen desatuation, and EEG
signals, to collect patient health data. A Blockchain system
was employed to ensure the security and confidentiality of
information. The collected data were encrypted and relayed
through an embedded Raspberry PI4 platform before being
processed and stored in an embedded Blockchain node. Pre-
liminary results demonstrated the platform’s effectiveness as
a low-cost example of a secure Electronic Health Record
(EHR) system. This study highlighted the potential of IoMT
and Blockchain in revolutionizing healthcare monitoring and
data management.

2) ZERO-TRUST FRAMEWORKS FOR SECURING IoMT
INFRASTRUCTURE
Zero-trust frameworks have emerged as a promising approach
for securing the IoMT infrastructure. These frameworks oper-
ate on the principle of not trusting any entity within the
network by default, requiring continuous trustworthiness ver-
ification [58]. Zero-trust frameworks can help mitigate the
risks associated with unauthorized access and lateral move-
ment within IoMT networks.

Zero-trust frameworks can provide granular access control
and authenticationmechanisms to ensure that only authorized
entities can access sensitive medical data. These frameworks
can also monitor and analyze network traffic in real-time to
detect and respond to potential security threats. IoMT systems
can enhance their security posture and protect themselves
against internal and external threats by adopting a zero-trust
approach.

3) SECURE BOOTSTRAPPING AND FIRMWARE
VERIFICATION FOR IoMT DEVICES
Secure bootstrapping and firmware verification are essen-
tial to ensure the integrity and security of IoMT devices.
Secure bootstrapping involves establishing a trusted initial
state for devices, whereas firmware verification ensures that
the firmware of the device has not been tampered with [58].
These mechanisms help to prevent unauthorized access and
ensure the authenticity of IoMT devices.

During manufacturing, secure bootstrapping involves
securely provisioning cryptographic keys and certificates to
the IoMT devices. This ensures that only trusted entities
can communicate with the devices and that the devices
can verify the authenticity of incoming data. Firmware
verification involves verifying the integrity and authen-
ticity of the firmware of a device before loading and
executing it. This prevents malicious actors from tamper-
ing with the firmware and compromises the security of the
device.

4) METHODS FOR ANONYMIZING PATIENT DATA IN IoMT
Anonymizing patient data is crucial for protecting the privacy
of IoMT systems. Various methods have been proposed for
anonymizing patient data while preserving their utility. How-
ever, balancing privacy protection and data utility remains
challenging [58]. Further research is required to develop
effective methods for anonymizing patient data in IoMT envi-
ronments. Zhao et al. [71] proposed a lightweight privacy-
preserving data-sharing scheme for IoMT that ensured patient
anonymity and access control. Rajasekaran et al. [72] pre-
sented an anonymous authentication protocol based on IoT
for secure communication in medical care applications.
Wang et al. [73] introduced a cloud-based IoMT data-sharing
scheme with conditional anonymous source authentication,
which allows patients to share their data with multiple physi-
cians while protecting their identities. A summary of the
security and privacy-related work done in IoMT-related areas
is presented in TABLE 2.

V. CHALLENGES AND FUTURE DIRECTIONS IN IoMT
This section highlights the major challenges faced during the
several stages of the IoMT framework. In addition, potential
future directions are recommended for consideration while
working on IoMT.

A. CHALLENGES AND OPPORTUNITIES OF
IMPLEMENTING ML IN IoMT
The implementation ofML in IoMT can transform healthcare
by enhancing diagnostics, treatment, and patient outcomes.
However, it must address challenges related to data privacy,
quality, diversity, security, processing speed, and ethical con-
siderations, as shown in FIGURE 8, to ensure responsible
and effective integration within the healthcare ecosystem.
Balancing these challenges with opportunities for improved
healthcare delivery and innovation is crucial in shaping the
future of IoMT.

FIGURE 8. Challenges implementing ML in IoMT framework.

ML algorithms require large volumes of patient data
for training and prediction. However, healthcare data are
sensitive and privacy must be ensured to protect against unau-
thorized access. Furthermore, irregular data quality, including
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TABLE 2. Summary of security and privacy related work in IoMT.
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TABLE 2. (Continued.) Summary of security and privacy related work in IoMT.

noisy data, missing values, and imbalanced data, can hin-
der the performance of ML algorithms. Hence, ensuring an
accurate and reliable approach is a challenge for researchers.
In addition, the IoMT framework involves multiple devices
and data formats. Amajor challenge lies in achieving interop-
erability [88] usingMLmodels that operate seamlessly across
the IoMT network.

Further, following regulatory frameworks while imple-
menting ML algorithms using medical data adds complexity,
making it challenging for researchers. ML models can rein-
force biases in healthcare data, leading to disparities between
diagnosis and treatment. Ethical considerations of algorith-
mic fairness and bias mitigation are essential. Healthcare
often requires low-latency responses, particularly for critical
applications such as remote monitoring, telemedicine, and
surgical robotics. Meeting strict latency requirements is chal-
lenging because data processing and transmission delays can
have life-threatening consequences. Also, achieving robust-
ness in real-time processing is a great challenge because
it involves integrating and incorporating all the challenges
shown in FIGURE 8.
As the healthcare industry continues to adopt IoMT, the

integration of ML technologies holds immense potential.
Researchers can explore and optimize ML algorithms that

leverage the vast and complex data generated by IoMT
devices to provide more accurate diagnoses, predict dis-
ease outcomes, and optimize treatment plans. Personalized
medicine, driven by ML algorithms trained on patient-
specific data, is likely to become a standard in healthcare,
leading to more effective and efficient delivery. Additionally,
researchers can enhance the security and privacy aspects of
IoMT by developing ML-driven robust methods for protect-
ing sensitive medical data while enabling the seamless flow
of information. The ethical implications of ML in IoMT also
require attention, necessitating studies on transparency and
bias mitigation in ML-driven healthcare systems. However,
this involves collaboration between engineers, healthcare
experts, and ethicists, shaping a future in which ML-driven
IoMT frameworks revolutionize healthcare delivery, making
it more precise, accessible, and secure.

B. CHALLENGES AND OPPORTUNITIES OF SECURITY AND
PRIVACY IN IoMT
Implementing security and privacy in IoMT remains a com-
plex and evolving challenge, owing to several practical
aspects, as shown in FIGURE 9. The IoMT framework
consists of a wide range of medical devices with vary-
ing levels of complexity, ranging from simple wearables to
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FIGURE 9. Current challenges of security and privacy in IoMT.

advancedmedical instruments leading to device diversity. It is
wide array of interconnected medical devices utilized within
healthcare systems. These devices form a broad spectrum,
including but not limited to wearable health trackers, smart
implants, monitoring equipment, diagnostic tools, infusion
pumps, and various sensors. Each device serves specific pur-
poses, collects different types of data, and often operates on
unique communication protocols. Hence, ensuring consistent
security measures across diverse landscapes is a challenge.
The challenge arises from integrating these diverse devices
seamlessly into a IoMT network. Ensuring interoperability
among these devices, allowing them to communicate, share
data, and work together efficiently while maintaining data
security, privacy, and accuracy poses a significant hurdle
in IoMT implementations. Managing this device diversity
requires strategies to address compatibility issues, standard-
ize communication protocols, and streamline data integration
across various devices to ensure effective and secure opera-
tion within the healthcare ecosystem.

In addition, ensuring secure communication between dif-
ferent IoMT devices is essential, but it is a great challenge
to achieve with the existing healthcare infrastructure. Addi-
tionally, many healthcare facilities still use legacy medical
devices that are not designed with modern security, and mod-
ernizing the security of these devices can be difficult and
costly.

Furthermore, many existing IoMT devices have limited
resources and may not support regular security updates, ren-
dering them vulnerable to emerging threats. Patient health
data are highly sensitive and are subject to strict privacy reg-
ulations. Protecting this data from breaches and unauthorized
access is a constant challenge and remains unsatisfactory in
real-time scenarios. A great challenge is when healthcare
professionals and patients fail to follow the best security
practices, leading to vulnerabilities because of a lack of train-
ing and awareness. Another issue is ensuring the security of
IoMT devices throughout their lifecycle, frommanufacturing
to disposal. Supply chain attacks can compromise device

FIGURE 10. Benefits of IoMT.

security. However, these challenges open new avenues for
researchers to create opportunities in the future, such as devel-
oping robust cutting-edge data protection algorithms, novel
encryption methods, secure communication protocols, and
intrusion detection systems tailored to the unique challenges
IoMT devices and healthcare networks pose. The interdisci-
plinary nature of IoMT security and privacy allows experts
from diverse fields, including computer science, healthcare,
and ethics, to collaborate and address complex challenges.
This promotes cross-disciplinary research, encouraging fresh
perspectives and creative solutions. As IoMT technology
continues to evolve, researchers can explore and develop
groundbreaking approaches to protect sensitive medical data
and foster trust in these systems, ultimately shaping the future
of health care security and privacy.

Despite all these challenges, IoMT offers several bene-
fits, as shown in FIGURE 10, which have the potential to
transform healthcare on multiple fronts. It enhances patient
care by providing real-time monitoring, enabling healthcare
providers to remotely track patients’ vital signs and health
metrics. This continuous data flow allows for early detection
of anomalies, enabling timely interventions and improving
patient outcomes. IoMT supports telemedicine, bridges geo-
graphical gaps, and provides remote access to healthcare
services. This is especially crucial in remote areas with lim-
ited access to tertiary health centers.

Additionally, IoMT can reduce healthcare costs by prevent-
ing hospital readmissions through proactive monitoring and
ensuring a more efficient utilization of healthcare resources.
Finally, IoMT can support the diseased by giving them supe-
rior control over their health and promoting a proactive
approach to wellness and self-care. Overall, the benefits of
IoMT hold promise for a more patient-centric, efficient, and
accessible healthcare system.

Market segmentation is crucial for understanding the
diverse landscapes and benefits of IoMT devices. This mar-
ket can be segmented into various categories based on the
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FIGURE 11. IoMT devices market segmentation [91].

TABLE 3. Types of IoMT segments.

types of devices, applications, end users, and geographic
regions, as shown in FIGURE 11. The Common device cat-
egories include wearable health trackers, medical sensors,
implantable devices, and telehealth equipment. Applications
include remote patient monitoring, telemedicine, healthcare
data analytics, and medication adherence tracking. End users
can be categorized as healthcare providers, patients, and
healthcare institutions. The end-user segment was catego-
rized into clinics, home care, hospitals, research institutes,
academics, and others. In 2022, the hospital segment dom-
inated the market with US$ 17.95 billion revenue (29.16%
market share) [89], [90]. This growth is credited to the
ever-increasing adoption of remote patient-monitoring sys-
tems and EHRs. Geographically, the IoMT market varies in
adoption and growth rates across regions and is influenced
by factors such as healthcare infrastructure and regulatory
environments. Another segmentation is based on connectivity
technologies: Bluetooth, Wi-Fi, and Zigbee. Understanding
these segments allows researchers to tailor their strategies,
target specific markets, and meet the evolving demands of
the IoMT framework.

Based on the end-user segment, IoMT can be classified into
four types, as listed in TABLE 3. This segmentation helps
researchers to develop and optimize algorithms specific to the
type to improve efficiency. Each kind demands technological
improvements; thus, it becomes less complex than all the
segments in one frame. However, security and privacy issues
remain unresolved for all types.

FIGURE 12. Overview of challenges in IoMT.

A demanding network requires various communication
protocols to facilitate data exchange between medical
devices, sensors, and healthcare systems. These protocols
ensure data reliability, security, and interoperability within
the health care ecosystem. Some of the different communica-
tion IoMT communication standards are outlined in Table 4.
researchers who intend to develop or optimize existing pro-
tocols can explore the usability and suitability of these
protocols in the IoMT framework. However, the choice of
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TABLE 4. Different communication protocols in IoMT [74].

communication protocol in IoMT depends on factors such as
device capabilities, range requirements, power consumption
constraints, and specific healthcare applications involved.
Selecting an appropriate protocol is essential to ensure a
seamless and secure exchange of medical data in IoMT
ecosystems.

IoMT has revolutionized healthcare, offering tremendous
potential for improved patient care, remote monitoring, and
personalized medicine. However, this transformative tech-
nology also presents substantial challenges that must be
addressed to ensure its successful and secure integration into
healthcare systems. The challenges in IoMT are shown in
FIGURE 12. based on observations drawn from state-of-
the-art methods. These challenges open various avenues for
researchers to improve existing systems or invent novel meth-
ods to overcome these challenges. Reducing the cost of the
entire system is a major challenge; hence, this aspect requires
experts to design a cost-efficient framework. This requires the
joint effort of researchers from various domains to develop an
efficient real-time IoT framework.

VI. CONCLUSION
This research paper reviewed emerging trends, highlighted
the technological advancements and challenges within IoMT,
and emphasized diverse technological advancements under-
pinning Smart Healthcare Systems (SHS). This review dis-
cussed the evolution of IoMT, Machine Learning Integration,
Security, Ethical issues, and the interoperability challenges
of IoMT devices. This study reveals that numerous strategies
for securing IoMT devices have been published. In addition
to security, privacy, and trust, IoMT devices face several
challenges. This technology requires an efficient new solution
that addresses all security requirements while extending the
scope of cyber design. Building a sustainable and power-
efficient IoMT-enabled SHS as future healthcare devices is
also imperative. Hence, further research studies are needed
to concentrate on creating efficient, lightweight intrusion
detection systems to protect IoMT-enabled devices.
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