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ABSTRACT Cognitive radio (CR) and non-orthogonal multiple access (NOMA) are two technologies
witnessed to offer tremendous possibilities for the next generation wireless networks to maximise their
usage of available spectrum. In this work, we evaluate the performance of a downlink overlay secure
CR-NOMA system while the secondary transmitter (ST) is used as a decode-and-forward (DF) relay to
assist the primary transmitter (PT) to transmit information to the destination i.e., primary user (PU), while
covertly transmitting its own information to the secondary user (SU) against the eavesdropper (Eve) of PT.
The secrecy performance comparison between two users i.e., PU and SU are obtained under perfect and
imperfect successive interference cancellation (SIC), respectively. Furthermore, this paper investigates the
secrecy performance comparison between the proposed overlay downlink CR-NOMA system comprising
of single antenna (SA) and multiple antennas (MA) in terms of various performance metrics such as
secrecy sum rate (SSR), the average secrecy rate (ASR), the average secrecy sum rate (ASSR), strictly
positive secrecy rate (SPSC) and secrecy outage probability (SOP). It is to be noted that in our proposed
system, MAs are equipped at both PT and ST with the main purpose to provide cooperative diversity and
we employ both maximal ratio combining (MRC) and selection combining (SC) diversity techniques for
processing the received signals at the PU/Eve which further improves the system’s capacity and enhances
the secrecy performance. In addition, for characterizing the secrecy performance of the proposed overlay
CR-NOMA network, we present thoroughly the derivations of novel closed-form analytical expressions of
the performance metrics such as SOP, SPSC and the ASR by taking into account both perfect SIC (pSIC) and
imperfect SIC (ipSIC) scenarios. Based on the analytical frameworks, the numerical and simulation results
are obtained under different network parameters. Towards this end, the outcomes of the simulation are shown
to prove both the reliability of the mathematical analysis and the accuracy of the suggested technique.

INDEX TERMS Non-orthogonal multiple access, physical layer security, overlay cognitive radio, secrecy
rate, average secrecy rate, strictly positive secrecy rate.

I. INTRODUCTION
The rapid emergence of a diverse variety of applications such
as the internet of things (IoT), virtual reality (VR), augmented
reality (AI), unmanned aerial vehicles (UAV), autonomous
driving, live video streaming, online gaming, video confer-
ences, etc., is posing an unprecedented ultimatum for the fifth
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generation (5G) and future generations of wireless networks
to cater the needs of the end users. More particularly,
the 5G and beyond 5G (B5G) wireless networks suffer
from spectrum limitations due to this explosive increase in
mobile traffic and high-rate data transmission capabilities.
In a limited bandwidth, it is of utmost necessity for
the network providers to take into consideration several
aspects such as massive connectedness, ultra-low latency,
extremely high throughput, improved user fairness, etc.
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Thus, in this context, with the major motive to address
the aforementioned demands, rapid advancements in the
utilization of multiple access techniques among all the
generations of cellular communication systems starting from
first generation i.e., (1G) through 4G such as the frequency
division multiple access (FDMA), time division multiple
access (TDMA), code division multiple access (CDMA), and
orthogonal frequency division multiple access (OFDMA) can
be witnessed. However, these multiple access techniques rely
on the same concept called orthogonality which implies that
users share the resources in an orthogonal manner i.e., each
of the users is allowed to utilize exclusively an orthogonal
resource block i.e., either a frequency channel, time slot,
spreading code, etc. The major drawback associated with the
utilization of these schemes is that they lead to significant
limitations on the total number of users that can access the
spectrum thus curtailing the spectral efficiency.

Eventually, non-orthogonal multiple access (NOMA) has
gained a substantial amount of recognition to facilitate effec-
tive utilization of spectral resources. Particularly, NOMA
circumvents the drawback of the aforementioned OMA
techniques by serving an arbitrary number of users con-
temporaneously within the same frequency band. Generally,
NOMA employs the phenomena of power domain mul-
tiplexing for superimposing multiple user signals within
the same time-frequency resource blocks. A list of earlier
studies affirms that NOMA exhibits the potential to be easily
integrated with other existing communication technologies.
Hence, it has been included in 3rd generation partnership
project (3GPP) where NOMA is ably known as multi-user
superposition transmission (MUST). Apart from this, NOMA
has been incorporated in the digital TV standard ATSC
3.0 where it is specified as layered division multiplexing
(LDM). Notably, upon using the principle mechanism of
NOMA, where multiple data streams are superimposed, the
spectral efficiency of TV broadcasting can be enhanced.
Thus, these examples clearly manifest the enormous caliber
of NOMAwhich confirms its incorporation in future wireless
communication systems.

Besides, cognitive radio (CR) also offers a platform for
effective utilization of the wireless spectrum where the
secondary users (SUs) also known as CR users are allowed
to opportunistically access the band of spectrum occupied by
the primary users (PUs) by adopting three different paradigms
such as the interweave, underlay and overlay. The spectrum
sharing strategy which we focus in this paper is overlay.
In all of these three mechanisms, SUs are allowed to occupy
the spectrum of PUs only upon ensuring that they do not
hinder the quality of service (QoS) of the primary user.
Apparently, in order to facilitate the sharing of the spectrum
in an intriguing manner, one simple solution is to integrate
the prospects of NOMA with CR. More specifically the
prevailing research articles demonstrate that the amalgama-
tion of NOMA with CR satisfies several necessities of the
future wireless networks such as the assurance of low latency,
massive connectivity, high data transfer, etc. In this work we

integrate the concepts of NOMA to the overlay CR system.
Recently published studies have shown that CR-NOMA
systems can meet 5G/B5G network requirements such as
huge connection, low latency, and high throughput [1], [2],
[3], [4], [5]. In the overlay spectrum sharing mechanism,
the secondary transmitter is allowed to cooperate with the
primary transmitter and aids in relaying the information of
the primary user in contemplation of sharing the licensed
primary user’s spectrum and it is given a privilege to
transmit its own signal as well. While developing any
wireless communication systems, it is of utmost necessary to
assure adequate amount of security. However, the broadcast
nature of the wireless communication channel is resulting
the wireless system to become susceptible to the adverse
effects of eavesdropping. This threat is more pronounced
in a CR system due to the fact that there is a lot more
chance for such systems to get wiretapped when facilitating
the unlicensed users especially the malignant users to access
the spectrum occupied by the primary or licensed users.
To circumvent such threats, several cryptographic algorithms
and secret keys have been proposed to enhance the security
of the transmitted information. Nonetheless, these encryption
and decryption algorithms involve a lot of computational
complexity. Thus, physical layer security (PLS) has emerged
out as an excellent counterpart to guarantee with substantial
amount of security at the physical layer. In addition, PLS
which has been the subject of intense research to improve
wireless system security, and it can also be used to secure
NOMA [6], [7]. In this work, we address the PLS aspects of
overlay CR-NOMA system by taking into consideration both
perfect and imperfect successive interference cancellation
(SIC) scenarios. In [8], the PLS aspects of an underlay
CRN is evaluated with respect to secrecy outage probability
(SOP), average secrecy rate (ASR), and quantity of secrecy
loss (ASL). From this work, it can be affirmed that the
authors derived closed-form expressions of SOP, ASR,
and ASL over imperfect channel state information (CSI)
with Rayleigh fading, where the wiretap channels and the
legitimate channels are correlated.

A. RELATED WORKS
Two uplink NOMA systems, one is the random jammer selec-
tion based uplink NOMA transmission (RJS-UNT) method
that does not require knowledge of the eavesdropper’s CSI,
and the other one is optimal jammer selection based uplink
NOMA transmission (OJS-UNT) method that makes use of
the eavesdropper’s CSI when it is available, are proposed
in the work discussed in [9]. In addition, we compare this
approach with another scheme called a non-jammer selection
based uplink NOMA transmission (NJS-UNT) method that
doesn’t rely on jammer selection to function. In order to
measure how well these systems keep secrets, we create
analytical formulations for the SOP. The results demonstrate
that the schemes get closer to SOP levels as the signal-
to-noise ratio (SNR) improves. When compared to the
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NJS-UNT scheme, the SOP floors achieved by the RJS-UNT
andOJS-UNT are substantially lower. This is indicative of the
system’s superiority in terms of security. While the authors
in [10] are mainly concerned to enhance the security of
confidential information transmission between a source, two
destinations, a friendly jammer (FJ), and an eavesdropper
(Eve). To thwart Eve’s attempts to intercept data, the FJ
sends a jamming signal concurrently with the source sending
a superimposed signal across both receivers that through
NOMA. Both users are aware of the jamming signal and
subtract it from the received signal before decoding the
information using the NOMA technique. Further, the authors
in this work focus on the analysis of SOP, which varies based
on the different target secrecy rates of the two users.

The research work in [11] explores the application of
NOMA in large-scale underlay CR networks with randomly
deployed users. Predominantly, underlay CR networks oper-
ate on the principle that SUs can utilize the PU’s spectrum,
provided they adhere to a predefined interference threshold
within the primary network (PN). This concept allows SUs
to access PU spectrum resources without causing significant
disruption to the primary users. The authors in [11] focuses
on characterizing network performance by deriving new
closed-form expressions for outage probability (OP) through
stochastic geometry. The study distinguishes between two
power constraint cases: 1) fixed transmit power for primary
transmitters (PTs) and 2) PT’s transmit power proportional
to that of the secondary base station (SBS). In case-1,
NOMA users experience a diversity order of ‘m’ at the
mth-ordered user, suggesting improved performance. How-
ever, in case-2, an asymptotic error level is observed for the
OP, indicating limitations. The authors of the article quoted
in [12] investigated a cooperative underlay CR-NOMA
framework with a single relay. This system enables multiple
SUs to send and receive signals concurrently while still
adhering to primary interference power limitations. The work
in [13] explores the performance of a NOMA based underlay
CR framework with partial relay selection (PRS). In this
setup, the secondary network employs NOMA, utilizing K
half-duplex (HD), decode-and-forward (DF) relays to assist
the SBS in serving SUs. This study presents closed-form
solutions for OPs obtained by SUs under erroneous SIC
conditions, while also considering interference thresholds for
primary receivers and maximum transmit power constraints
for secondary nodes.

An overlay CR-NOMA framework with a single relay was
taken into consideration by the authors in [14]. This research
article examines an overlay CR-NOMA framework that
operates under the secrecy constraint imposed by PUs. In this
network, secondary transmitters assist in relaying primary
users’ messages in exchange for access to the primary user’s
spectrum. The major focus of the work as stated in [14] is to
assess the secrecy performance of primary users while treat-
ing secondary users as potential eavesdroppers. It highlights
the need to adjust the power allocation between primary and
secondary users to enhance security. Notably, the proposed

scheme involves the consideration of multiple primary users
who are paired based on their channel gains. This pairing
enables the implementation of NOMA protocols to enhance
the overall system performance. The work in [15] focuses
on the relay selection issue in cognitive radio networks that
operate within a spectrum-sharing framework. The SUs in
the CR-NOMA framework opportunistically tap into licensed
spectral gaps to increase the number of accessible SUs, which
is vital given the limited and dynamic nature of available
spectrum. To enhance the effectiveness of distant users,
a PRS architecture is employed for both full-duplex (FD)
and HD relays in both uplink and downlink communications.
Furthermore, this work provides analytical expressions for
OPs in FD and HD relay-aided CR-NOMA frameworks.
Additionally, analytical expressions for asymptotic OPs
and ergodic capacity (EC) are derived, shedding light on
key factors influencing CR-NOMA network performance.
Extensive simulations validate the effectiveness of these
closed-form solutions, demonstrating their applicability to
FD and HD relay-aided CR-NOMA frameworks.

B. MOTIVATIONS AND CONTRIBUTIONS
In [16], the authors examined a multi-user cooperating
overlay CR-NOMA systemwith imperfect SIC and imperfect
CSI. By taking into consideration both imperfect SIC/CSI
scenarios, the authors computed the end-to-end OP and
capacities of both the primary and secondary networks.
In [17], the closed-form equations for the end-to-end
OP of the cooperative underlay CR-NOMA DF relaying
networks across Rayleigh fading with the PU interference
and incomplete CSI were developed. However, the work
in [18] is similar to that of [17] where they were investigated
OP of cooperative CR-NOMA system with imperfect SIC.
In [19], the OPs and ECs for every pair of signals under
the assumption of erroneous SIC and co-channel interference
(CCI) were obtained as closed-form solutions in conjunction
with the basic functions. Above all research works have
not discussed any security methods and this motives us to
incorporate PLS to improve system’s secrecy performance
under the presence of external or passive eavesdropper node
in our proposed work. In [4], the authors have examined
the OP and throughput of overlay cognitive NOMA system
with imperfect SIC (ipSIC). In their work, the authors have
performed asymptotic analysis and attained the closed-form
OP expressions of PU and SU when their transmit SNRs
approaches infinity. Furthermore, the simulation results of
this work demonstrated that overlay CR-NOMA system
outperforms overlay CR-orthogonal multiple access (OMA)
and underlay CR systems via SU’s OP performance and
system throughput. However, the authors have not considered
PLS aspects and this motivates us to do the necessity.

In [21], the researchers explored PLS based cooperative
downlink NOMA system employing a HD relay in the
context of an external eavesdropper (Eve). To ensure secured
communication, a two-stage jammer approach was offered.
In addition, they have evaluated the secrecy of the system in

VOLUME 12, 2024 18053



K. K. Godugu, S. Vappangi: Investigations on Secrecy Performance of Downlink Overlay CR-NOMA System

terms of the closed-form solutions of SOP for two trusted
users. To improve transmission and achieve diversity gain,
multi-antenna relays have been extensively deployed. The
ability of Rician fading channels to conceal information is
studied in [24]. In specifically, the probability of having a
strictly positive secrecy capacity (SPSC) is obtained in a
closed-form expression. In [25], the authors have studied
how well an uplink NOMA preserved information private for
both single antenna (SA) and multiple antenna (MA) users.
Also, the authors have analyzed the PLS performance in
terms of SOP and SPSC. However, all these aforementioned
research works are confined to analyzing the performance of
cooperative NOMA system under imperfect SIC assumptions
but they have not considered CR-NOMA systems.

In order to study the effect of SIC on real-world
detectors, the authors in [30] present a new generalized
residual interference (RI) approach. They used the proposed
method to analyze RI at receivers in a two-user untrusted
NOMA network and found the analytical and asymptotic
formulations of SOP for both users. According to the authors
in [31], the SOP performance of CR-NOMA system is
investigated using a hybrid SIC and power control (HSIC-PC)
approach. The exact and asymptotic SOP of SU were found
using mathematical calculations. To further improve the SU’s
SOP, the HSIC-PC-artificial-noise (HSIC-PC-AN) method
was also suggested. According to the research work as shown
in [32] investigates the PLS of an OCRN with a strong
PT operating under a peak interference power limitation.
The capacity for outages, intercept probability, and SOP in
passive eavesdropping are all expressed mathematically. New
expressions for the exact and approximate average secrecy
capacity (ASC) for active eavesdropping have been found
after extensive research on the ASC. In order to enhance SR
and examine IRS-aided NOMA PLS, the researchers of [33]
suggested a realistic situation with IRS-assisted NOMA
which involves barriers that hinder direct transmission among
the base station (BS), users, and an eavesdropper. They derive
a closed form expression for the ergodic secrecy rate, and the
numerical data indicate that the system’s performance can be
enhanced by incorporating IRS elements.

The subject of secret communications among RIS-NOMA
frameworks was investigated in [34] using on-off controls.
For the k th legitimate user (LU) in RIS-NOMA networks,
novel approximative and asymptotic SOP formulations were
generated utilizing ipSIC/pSIC. As compared to RIS-OMA,
AF relaying, and HD/FD DF relaying, these equations are
far better. On top of it, the authors have come up with
solutions for the secrecy system throughput in delay-limited
transmission mode. The PLS has been mentioned about in
context of a big NOMA framework that uses both FD and
AN techniques in [35]. It was also possible to make a safe
joint communication approach. In this system, NOMA users
that are nearby and working in FD state mess up other
signals and boost the PLS of the LU signal by making fake
noise. For a certain set of users, one learns a closed-form
answer based on the SOP. In [36], the authors explained

how to set up a new DF-aided joint NOMA structure with
two people which functions in both HD and FD states.
Different types of SOP closed-form expressions have been
made using the HD and FD methods. Two different ways
of sending information have been suggested in [37] as
ways to make the two-way relay (TWR) method with the
listener more private. The analytical expressions of OP and
intercept probability (IP) have been found. A numerical
simulation was used to make sure that the mathematical
findings were correct. The PLS of the simultaneously sending
and reflecting (STAR)-RIS-NOMA was analyzed in [38].
The randomized geometry-based technique was employed
for modeling random locations of the Eves and NOMA
legitimate users (LUs). The authors in [38] have derived
the mathematical forms of the SOP and the ASC for the
time-splitting (TS) and energy-splitting (ES) protocols when
the SIC order of the NOMA LUs is based on the channel
gains.

In a millimeter wave (mmWave) beamspace MIMO
system, the employment of UAVs equipped with lens antenna
arrays (LAAs) is contemplated in [39] as a means to facilitate
multi-user transmission. In order to minimize the number
of RF chains, a UAV-enabled multiuser MIMO system that
combines the UAV’s altitude design with hybrid beamspace
precoding is suggested. A minimum weighted mean squared
error (MWMSE) approach is used to construct the optimiza-
tion issue in the suggested approach. To achieve efficient
and flexible coverage in mmWave UAV telecommunications,
the contributors of [40] suggested a three-dimensional (3D)
beamforming method. They achieve a smallest rectangular
that will encompass the target area by taking the coordinate
transformation of the target region. Then, they have achieved
an extensible coverage. Afterwards, a broad beam is designed
to span the rectangular using the sub-array approach.

Inspired by the previously mentioned concerns, we intro-
duce a PLS based overlay CR-NOMA downlink system
which is equipped with SA as well as MA at the
primary/secondary transmitters to perform a reliable trans-
mission for two users under perfect and imperfect SIC
assumptions. The following is a brief overview of our main
contributions:

1) The proposed PLS based overlay CR inspired down-
link NOMA (CR-NOMA) system with two pri-
mary/secondary transceivers, and one eavesdropper is
configured along with artificial noise aided jamming
signals to improve the security of the system, where,
the eavesdropper is having the ability to detect both
NOMA users simultaneously.

2) For the proposed overlay CR-NOMA system, the sys-
tem diversity has been improved by incorporating both
maximal ratio combining (MRC)/selection combining
(SC) techniques for processing the received signal, and
this work also derives the novel closed-form solutions
for the average secrecy rate (ASR), strictly positive
secrecy rate (SPSC) and SOP under both perfect SIC
(pSIC) and ipSIC scenarios.
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FIGURE 1. Proposed network model: Overlay secure CR-NOMA network.

3) By taking into consideration different network param-
eters such as transmit SNR, user target rates, and
residual interference due to ipSIC, this work provides
a secrecy performance comparison between both
primary/secondary users (PU/SU).

4) Further, the secrecy performance of the proposed
overlay secure CR-NOMA network is improved by
exploiting the multiple antennas (MA) at the pri-
mary/secondary transmitters and also analyzes the
performance of PU for both exact/asymptotic behaviors
for different network parameters.

C. ORGANIZATION OF PAPER
Followed up by the introduction section, the rest part of
this paper is organized as follows: Section II introduces the
PLS aspects in the two user overlay downlink CR-NOMA
system which is making use of SA. In Section III, we present
a detailed analytical derivations of SOP/SPSC, ASR, and
ASSR, respectively. Section IV elaborates the overlay
CR-NOMA system in which the Pt/ST transmitters are
making use of multiple antennas along with its extended
secrecy performance analysis. Section V illustrates the
simulation outcomes and observations. In Section V, wewrap
up our study and draw conclusions.

II. PROPOSED NETWORK MODEL WITH SINGLE
TRANSMIT ANTENNAS
The suggested network model for an overlay downlink
CR-NOMA network which is equipped with single trasn-
mit/receive antennas at all the nodes is illustrated in Fig 1,.
The above framework utilizes the NOMA techniques for
the downlink communication and has a primary transmitter
(PT), a primary user (PU), a secondary transmitter (ST),
a secondary user (SU), and an outside listener (Eve). Since
the PU is nearest to the PT and the SU is more distant,
everyone of the nodes have a single transmitter which
operates in half-duplex (HD) manner. Obviously, we expect
that each channel will be exhibiting Rayleigh distributions.
Additionally, we presume all of the channels will have

additive white Gaussian noise (AWGN) having a mean of
zero and a variance of σ 2. Where, hij represents the channel’s
fading parameter. For each i that is in the set {s, p}, The
complex Gaussian random variable j ∈ {s, p,E} has a mean
of zero and a variance of λij. The channel gain

∣∣hij∣∣2 follows
an exponential distribution with parameter 1

λij
.

Although thinking about privacy, remain in the fact that an
eavesdropper can listen in on U1, U2, and ST’s interactions.
When receiving signals, there exist two primary phases.
In this HD communication, we shall pretend that every node
utilizes one antenna for trasnmission as well as reception.
The xp and xs indicates the information signals of the PU
and SU, accordingly. The sum of the values at PT and ST
is the transmit power, denoted as P. The role of ST as a
DF relay ensures that xp can reach PU in an overlay secure
CR-NOMA system. Because of the NOMA technique, ST is
able to transmit its own signal xs simultaneously, which is a
major advantage. There are two equal stages that occur during
communication as follows:

A. TRANSMISSION PHASE-I
In the first transmission phase i.e., Ph-I, xp is transmitted
by PT and at the same time SU sends jamming signal to
confound Eve, since the distance between PU and Eve is
greater than the distance between SU and Eve. The received
signal at PU, ST, and Eve is given as [4], [5], [6], [7], [8], [9],
[10], [11], [12], [13], [14], [15], [16], [17], [18], [19], [20],
[21]:

y(1)PU = hpp
√
Pxp + n(1)PU (1)

y(1)ST = hps
√
Pxp + n(1)ST (2)

y(1)E = hpe
√
Pxp + hsue

√
Pjw+ n(1)E (3)

where hpp, hps, hpe, and hsue are the channel gains between
the PT to PU, PT to ST, PT to Eve, and SU to Eve,
respectively. n(1)PU , n

(1)
ST , n

(1)
E are the noises during TS-1 at

PU, ST, Eve, respectively. The signal-to-interference-plus-
noise ratio (SINR) at the ST/PU to receive signal from PT,
respectively, given as [4], [5], [6], [7], [8], [9], [10], [11], [12],
[13], [14], [15], [16], [17], [18], [19], [20], [21]:

γ
(1)xp
PU = ρ

∣∣hpp∣∣2 (4)

γ
(1)xp
ST = ρ

∣∣hps∣∣2 (5)

where ρ (= P
σ 2 ) is the transmit SNR. We assume the

wiretap is capable of tracking multiple users simultaneously
(MUD). In specifically, the Eve uses a parallel interference
cancellation (PIC) approach to decipher the combined Ui
signal. Therefore, the Eve’s SINR for decoding Ui’s signal
can be expressed as [4], [5], [6], [7], [8], [9], [10], [11], [12],
[13], [14], [15], [16], [17], [18], [19], [20], [21]:

∗20cγ
(1)xp
E =

ρE
∣∣hpe∣∣2

1 + ρj|hsue|2
(6)

where ρE (= P
σ 2
E
) is SNR at the Eve and ρj (= Pj/σ 2) is the

transmit SNR of jamming signal.
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TABLE 1. The various symbols and their notations.

B. TRANSMISSION PHASE-II
During second transmission phase i.e., Ph-II, ST after
successfully decoding xp, it combines xp with its own
message xs using the NOMA approach. Then ST forwards
the superimposed mixer i.e.,

√
a1Pxp +

√
a2Pxs to PU, and

SU simultaneously. In NOMA theory, as the weak users (here
SU) are given a greater share of the available power, i.e.,
a2 > a1 (a1 & a1 are the power allocation (PA) factors) with
a2 + a1 = 1. The received signal at PU/SU during phase-II is
given as,

y(2)PU = hsp
(√

a1Pxp +

√
a2Pxs

)
+ n(2)PU (7)

y(2)SU = hss
(√

a1Pxp +

√
a2Pxs

)
+ n(2)SU (8)

For the eavesdropper, during TS-2 the BS transmits a jam-
ming signal with powerPj. It eavesdrops on the superimposed
signal of PU and SU, and these can be characterised as,

y(2)E = hse
(√

a1Pxp +

√
a2Pxs

)
+ hpe

√
Pjw+ n(2)E (9)

where n(2)PU , n
(2)
SU , n

(2)
E are the noises during TS-2 at SU, PU,

Eve respectively. The SINR at the SU/PU/Eve to receive
signal from ST, respectively, given as [4], [5], [6], [7], [8],
[9], [10], [11], [12], [13], [14], [15], [16], [17], [18], [19],
[20], [21]:

γ
(2)xs
SU =

a2ρ|hss|2

1 + a1ρ|hss|2
(10)

γ
(2)xs
PU =

a2ρ
∣∣hsp∣∣2

1 + a1ρ
∣∣hsp∣∣2 (11)

γ
(2)xp
PU =

a1ρ
∣∣hsp∣∣2

1 + βa2ρ
∣∣hsp∣∣2 (12)

γ
(2)xs
E =

a2ρ|hse|2

1 + ρj
∣∣hpe∣∣2 (13)

γ
(2)xp
E =

a1ρ|hse|2

1 + ρj
∣∣hpe∣∣2 (14)

where β (0 ≤ β ≤ 1) is the ipSIC parameter, |hss|2,
∣∣hsp∣∣2,

|hse|2, and
∣∣hpe∣∣2 are the channel gains between ST to SU,

ST to PU, ST to Eve, and PT to Eve, respectively. The PU
and Eve uses both SC/MRC techniques for processing the
received signal, and then choose the data with the highest
SNR from the two stages to demodulate. The PU and Eve
rates corresponding to the two stages towards xp and xs can
be denoted as [4], [5], [6], [7], [8], [9], [10], [11], [12], [13],
[14], [15], [16], [17], [18], [19], [20], [21]:

γ scPU = max(γ
(1)xp
PU , γ

(2)xp
PU ) (15)

γmrcPU = γ
(1)xp
PU + γ

(2)xp
PU (16)

γ scE = max
(
γ
(1)xp
E , γ

(2)xp
E

)
(17)

γmrcE = γ
(1)xp
E + γ

(2)xp
E (18)

III. SECRECY PERFORMANCE ANALYSIS
A. SECRECY SUM RATE (SSR)
The secrecy sum rate (SSR) is obtained under two diversity
techniques such as SC and MRC respectively, as follows:

Rχ
sum = RPU (χ )

s + RSUs (19)

where χ ∈ {sc,mrc}.

RPU (sc)
s =

1
2
log2

[
1 + γ scPU

1 + γ scE

]+

(20)

RPU (mrc)
s =

1
2
log2

[
1 + γmrcPU

1 + γmrcE

]+

(21)

RSUs =
1
2
log2

[
1 + γ (2)xs

SU

1 + γ
(2)xs
E

]+

(22)

where [x]+ = max(x, 0).

B. SECRECY OUTAGE PROBABILITY (SOPSA)
This part aims at how well the suggested overlay downlink
CR-NOMA system using a single antenna works for SOP
at two users, called PU and SU, in this way: The user’s
instantaneous SINR is less than a certain threshold, and the
PU and SU signals (xp and xs) are sent at acceptable rates
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(Rp and Rs). This leads to the outage. The proposed
technique’s SOP is stated as

1) SOP OF SECONDARY USER (PSA
XS

)

The secondary user’s SOP, i.e., PSAxs , constitutes what
preserves the secondary user through falling down if it
correctly decodes the transmitted signal xs that it received
from xsc. This is how the SOP of SU is described. and it is
given by [21], [22], [23], [24], [25], and [26],

PSAxs = Pr(RSUs < Rs) (23)

PSAxs = Pr

(
1 + γ

xs(2)
SU

1 + γ
xs(2)
E

< 22Rs
)

︸ ︷︷ ︸
P1

(24)

where Rs is the target rate of symbol xs and the secrecy outage
of SU i.e., P1 can be evaluated as follows:

P1 = Pr
(
γ
xs(2)
SU < 22Rsγ xs(2)E + 22Rs − 1

)
=

∞∫
0

F
γ
xs(2)
SU

(
22Rsγ + 22Rs − 1

)
f
γ
xs(2)
E

(γ ) dγ (25)

P1 = Pr
(
γ
xs(2)
SU < 22Rsγ xs(2)E + 22Rs − 1

)
=

∞∫
0

F
γ
xs(2)
SU

(
22Rsγ + 22Rs − 1

)
f
γ
xs(2)
E

(γ ) dγ

=

∞∫
0

F
γ
xs(2)
SU

(χs (γ )) f
γ
xs(2)
E

(γ ) dγ (26)

where χs (γ ) = 22Rsγ + 22Rs − 1, the cumulative distri-
bution function (CDF) and the probability density func-
tion (PDF) of SU and Eve during second transmission
phase is F

γ
xs(2)
SU

(χs (γ )) = Pr
(
γ
xs(2)
SU < χs (γ )

)
, f

γ
xs(2)
E

(γ ) =

d
dγ
F

γ
xs(2)
E

(γ ) and they can be derived as,

Fxs(2)γSU
(χs (γ )) = Pr

(
|hss|2 <

χs (γ )

(a2 − a1χs (γ )) ρ

)
= 1 − exp

{
−

χs (γ )

(a2 − a1χs (γ )) λssρ

}
= 1 − g1(χs (γ )) (27)

Fxs(2)γE
(γ ) = Pr

|hse|2 <
γ
(
1 + ρj

∣∣hpe∣∣2)
a2ρE


=

∞∫
0

(
1−F

|hse|2

(
γ
(
1+ρjx

)
a2ρE

))
f
|hpe|

2 (x) dx

= 1 −
A exp {−Kγ }

(A+ γ )
(28)

where A =
a2ρEλse
ρjλpe

, and K =
1

a2ρEλse
. The PDF f xs(2)γE (γ ) is

obtained after applying derivative to the (28) as,

f xs(2)γE
(γ ) = Ae−γK

[
K

(A+ γ )
+

1

(A+ γ )2

]
(29)

Hence, (26) can be rewritten using (27) and (29) as,

P1 =

∞∫
0

(1 − g1 (χs (γ )))f
γ
xs(2)
E

(γ ) dγ

= 1 −

∞∫
0

f (γ )dγ (30)

where f (γ ) = g1(χs (γ ))f
γ
xs(2)
E

(γ ).
It’s challenging to determine the integral in P1. Gauss-

Chebyshev quadrature is a way to compute that can be
employed to find the proper results. After that, we can rewrite
P1 as [4], [21]:

P1 = 1 −
aπ
2n

n−1∑
k=0

√
1 − θ2k f

(a
2
θk +

a
2

)
(31)

where θk = cos
(
2k−1
2n π

)
, a is sufficiently big number, the

total number of Gauss-Chebyshev terminals is denoted as n.

2) SOP OF PRIMARY USER (PSA
XP

)
The SOP of PU could have been written in such way that it
is provided in [21], [22], [23], [24], [25], and [26], it is an
outage event of PU that has not occurred once it is able to
decode the signals xs and xp which were correctly received
through PT/ST, respectively.

PSAxp = Pr(RSUs < Rs,RPUs < Rp)

+ Pr(RSUs > Rs,RPUs < Rp) (32)

where the SOP of PU can be classified under two cases: 1)
SC case, 2) MRC case as follows:

PSAxp = Pr

(
1 + γ

xs(2)
SU

1 + γ
xs(2)
E

< 22Rs
)

︸ ︷︷ ︸
P1

Pr

(
1 + γ XPU

1 + γ
χ
Ep

< 22Rp
)

︸ ︷︷ ︸
Pχ
2

+

1 − Pr

(
1 + γ

xs(2)
SU

1 + γ
xs(2)
E

< 22Rs
)

︸ ︷︷ ︸
P1


Pr

(
1 + γ

χ
PU

1 + γ
χ
E

< 22Rp
)

︸ ︷︷ ︸
Pχ
2

(33)

where χ ∈ {sc,mrc}, Rp is the target rate of symbol xp, and
the secrecy outages P1 (already evaluated and solution given
in (31), and now Psc2 & Pmrc2 can be derived as follows:
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Case-1: SC Diversity

Psc2 = Pr
(
1 + γ scPU

1 + γ scE
< 22Rp

)
= Pr

(
γ scPU < 22Rpγ scE + 22Rp − 1

)
=

∞∫
0

Fγ scPU

(
22Rpγ + 22Rp − 1

)
fγ scE (γ ) dγ

=

∞∫
0

Fγ scPU

(
χp (γ )

)
fγ scE (γ ) dγ (34)

where χp (γ ) = 22Rpγ + 22Rp − 1, the above CDF is function
of χp (γ ). According to the network model, the channel gains∣∣hpp∣∣2, ∣∣hps∣∣2, and ∣∣hsp∣∣2 follows exponential distribution then
their CDFs can be respectively, derived as,

Fγ scPU

(
χp (γ )

)
= Pr

(
max

(
γ
(1)xp
PU , γ

(2)xp
PU

)
< χp (γ )

)
Fγ scPU

(
χp (γ )

)
= 1 − Pr

(
max

(
γ
(1)xp
PU , γ

(2)xp
PU

)
> χp (γ )

)
Fγ scPU

(
χp (γ )

)
= 1 − e−

(
χp(γ )

λppρ

)
e
−

(
χp(γ )

(a1−a2γ )λspρ

)
Fγ scPU

(
χp (γ )

)
= 1 − g2

(
χp (γ )

)
(35)

where the diversity PDF of Eve i.e., γ scE during both first and
second phases is a function of γ and it can be derived in
proposition 1 & 2 (see the Appendix. A). Hence, (34) can
be rewritten using (35) and (117) as,

Psc2 =

∞∫
0

(
1 − g2

(
χp (γ )

))
fγ scE (γ ) dγ

= 1 −

∞∫
0

f (γ )dγ (36)

where f (γ ) = g2
(
χp (γ )

)
fγ scE (γ ).

Case-2: MRC Diversity

Pmrc2 = Pr
(
1 + γmrcPU

1 + γmrcE
< 22Rp

)
= Pr

(
γmrcPU < 22RpγmrcE + 22Rp − 1

)
=

∞∫
0

FγmrcPU

(
22Rpγ + 22Rp − 1

)
fγmrcE

(γ ) dγ

=

∞∫
0

FγmrcPU

(
χp (γ )

)
fγmrcE

(γ ) dγ (37)

Let y =
a1ρ|hsp|

2

1+βa2ρ|hsp|
2 , where y ∈ {0, ω} with ω =

{
(
χp (γ )

)
, a1

βa2
}. Similar to (35) the CDF under MRC

diversity can be respectively, derived as [4],

FγmrcPU

(
χp (γ )

)
= Pr

(
γ
(1)xp
PU + γ

(2)xp
PU < χp (γ )

)
=

ω∫
0

Pr
(∣∣hpp∣∣2 <

χp (γ ) − y
ρ

)
fY (y) dy

=

ω∫
0

(
1 − exp

{
−

χp (γ ) − y
ρλpp

})
fY (γ ) dy

= FY (ω) −

ω∫
0

exp
{
−

χp (γ ) − y
ρλpp

}
fY (γ ) dy

︸ ︷︷ ︸
PA

(38)

where fY (y) is the PDF of y. According to the probability
theory [22], we can obtain fY (y) and FY (ω) as,

fY (y) =
a1

ρλsp (a1 − βa2y)2
e

{
−

y
ρλsp(a1−βa2y)

}
(39)

FY (ω) =


1 − e

{
−

χp(γ )

ρλsp(a1−βa2χp(γ ))

}
a1
βa2

≥ χp (γ )

1,
a1
βa2

< χp (γ )

(40)

To obtain an expression of PA, we can substitute fY (y) into the
second term of (38). The closed form of PA can be difficult to
derive from immediate integration, though. By changing the
value of x = a1 −βa2y and substituting fY (y) into the second
term of (38) we could rewrite PA as,

PA = 31

a1∫
a1−βa2ω

f (x) dx

︸ ︷︷ ︸
PB

(41)

where f (x) =
1
x2

exp
{
−

x
βa2ρλpp

−
a1

βa2ρλppx

}
, and

31 =
a1

βa2ρλpp
e

1
βa2ρλpp

+
a1

βa2ρλpp
−

χp(γ )

ρλpp .
Here, we’re going to show the closed-form equation of PB

applying the Gauss-Chebyshev quadrature technique [23].

PB =
βa2ωπ

2n

n∑
k=1

√
1 − θ2k f

(
βa2ω
2

θk +
βa2ω
2

)
(42)

where the diversity PDF of Eve i.e., γmrcE during both first
and second phases is a function of γ and it can be derived in
proposition 3 (see the Appendix. A).

Hence, (37) can be rewritten using (38), and (120) as,

Pmrc2 =

∞∫
0

(
1 − g3

(
χp (γ )

))
fγmrcE

(γ ) dγ

= 1 −

∞∫
0

f (γ )dγ (43)
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where f (γ ) = g3
(
χp (γ )

)
fγmrcE

(γ ), and g3
(
χp (γ )

)
=

FY (ω) − PA.
It’s challenging to determine the integral in (36) & (44).

Gauss-Chebyshev quadrature is a way to compute that can
be employed to find the proper results. After that, we can
rewrite (36) & (44) as [4], [21]:

Pχ
2 = 1 −

aπ
2n

n−1∑
k=0

√
1 − θ2k f

(a
2
θk +

a
2

)
(44)

where χ ∈ {sc,mrc}.
Let X 1

=
a2ρ|hss|2

1+a1ρ|hss|2
1
=

b|hss|2

1+a|hss|2
, where a = a1ρ, b =

a2ρ, and similarly, let Y 1
=

a2ρ|hse|2

1+ρj|hpe|
2 and these two random

variables X & Y follows exponential distribution, its PDF &
CDFs can be respectively, given as,

f
|hss|2 (x) =

1
λss

e−
x

λss (45)

FY (y) = 1 −

(
k3

k3 + y

)
e
−

y
ρE λpe (46)

where k3 =
ρ2λse
ρjλpe

.

C. STRICTLY POSITIVE SECRECY CAPACITY (SPSCSA)
SPSC is one of the most important performance measures for
PLS. It shows the probability that exists information can be
kept. So, it is easy to figure out the SPSC of our proposed
overlay downlink CR-NOMA system as [24],

1) SPSC OF SECONDARY USER (SPSCSA
XS

)
SPSC of SU can be expressed as,

SPSCSA
xs = Pr(RSU

SA

s > 0) = Pr
(
γ
xs(2)
SU > γ

xs(2)
E

)
= 1 − Pr

(
γ
xs(2)
SU < γ

xs(2)
E

)
︸ ︷︷ ︸

P3

(47)

where IP of SU i.e., P3 can be evaluated as follows:

P3 =

∞∫
0

F
γ
xs(2)
SU

(γ )f
γ
xs(2)
E

(γ ) dγ (48)

where F
γ
xs(2)
SU

(γ ) = Pr
(
γ
xs(2)
SU < γ

)
, f

γ
xs(2)
E

(γ ) =
d
dγ

F
γ
xs(2)
E

(γ ) and they were already calculated and provided
from (27) and (29) (for better understanding simply replace
χs (γ ) by γ ), respectively.

Hence, (48) can be rewritten as,

P3 =

∞∫
0

(1 − g1 (γ ))f
γ
xs(2)
E

(γ ) dγ

= 1 −

∞∫
0

g (γ )dγ (49)

where g (γ ) = g1(γ )f
γ
xs(2)
E

(γ ).

It’s challenging to determine the integral in P3. Gauss-
Chebyshev quadrature is a way to compute that can be
employed to find the proper results. After that, we can rewrite
P3 as [4], [21]:

P3 = 1 −
aπ
2n

n−1∑
i=0

√
1 − θ2i g

(a
2
θi +

a
2

)
(50)

where θi = cos
(
2i−1
2n π

)
, a is sufficiently big number, the

total number of Gauss-Chebyshev terminals is denoted as n.

2) SPSC OF PRIMARY USER (SPSCSA
XP

)
SPSC of PU can be expressed as,

SPSCSA
xp = Pr(RPU

SA

s < 0,RSU
SA

s < 0)

+ Pr(RPU
SA

s < 0,RSU
SA

s > 0) (51)

where the SPSC of PU can be classified under two cases: 1)
SC case, 2) MRC case as follows:

SPSCSA
xp = Pr

(
γ

χ
PU < γ

χ
E

)︸ ︷︷ ︸
Pχ
4

Pr
(
γ
xs(2)
SU < γ

xs(2)
E

)
︸ ︷︷ ︸

P3

+ Pr
(
γ

χ
PU < γ XE

)
︸ ︷︷ ︸

Pχ
4

1 − Pr
(
γ
xs(2)
SU < γ

xs(2)
E

)
︸ ︷︷ ︸

P3


(52)

where χ ∈ {sc,mrc}, SPSC of SU i.e., P3 (already evaluated
and solution given in (50), and now SPSC of PU under
SC/MRC cases i.e., Psc4 /P

mrc
4 can be evaluated as follows:

Case-1: SC Diversity

Psc4 = Pr
(
γ scPU < γ scE

)
=

∞∫
0

Fγ scPU
(γ )fγ scE (γ ) dγ (53)

where Fγ scPU
(γ ) = Pr

{
max

(
γ
(1)xp
PU , γ

(2)xp
PU

)
< γ

}
, fγ scE (γ ) =

d
dγ
Fγ scE

(γ ) and they were already calculated and provided
from (29) & (33) (for better understanding simply replace
χs (γ ) by γ ), respectively.

Hence, (53) can be rewritten as,

Psc4 =

∞∫
0

(1 − g2 (γ ))fγ scE (γ ) dγ

= 1 −

∞∫
0

g (γ )dγ (54)

where g (γ ) = g2 (γ ) fγ scE (γ ).
Case-2: MRC Diversity

Pmrc4 = Pr
(
γmrcPU < γmrcE

)
=

∞∫
0

FγmrcPU
(γ )fγmrcE

(γ ) dγ (55)

VOLUME 12, 2024 18059



K. K. Godugu, S. Vappangi: Investigations on Secrecy Performance of Downlink Overlay CR-NOMA System

where FγmrcPU
(γ ) = Pr

{
max

(
γ
(1)xp
PU , γ

(2)xp
PU

)
< γ

}
, fγmrcE

(γ )

=
d
dγ
FγmrcE

(γ ) and they were already calculated and provided
from (39) & (110) (for better understanding simply replace
χs (γ ) by γ ), respectively.

Hence, (56) can be rewritten as,

Pmrc4 =

∞∫
0

(1 − g2 (γ ))fγmrcE
(γ ) dγ

= 1 −

∞∫
0

g (γ )dγ (56)

where g (γ ) = g3 (γ ) fγmrcE
(γ ), g3(γ ) = FY (ω) − PA.

It’s challenging to determine the integral in (55) & (57).
Gauss-Chebyshev quadrature is a way to compute that can
be employed to find the proper results. After that, we can
rewrite (55) & (57) as [4], [21]:

PX4 = 1 −
aπ
2n

n−1∑
i=0

√
1 − θ2i g

(a
2
θi +

a
2

)
(57)

where X ∈ {sc,mrc}.

Let X 1
= ρ

∣∣hpp∣∣2, Y 1
=

a1ρ|hsp|
2

1+ζa2ρ|hsp|
2 , U

1
=

ρE |hpe|
2

1+ρj|hsue|2
, V 1

=

a1ρ|hse|2

1+ρj|hpe|
2 , Z =max(X ,Y ), andW =max(U ,V ) and the CDF

of Z /W can be respectively, derived as [29] and the CDFs of
X , Y , U , and V can be derived, respectively as follows:

FZ (z) = 1 − e−pz (58)

FW (w) = 1 −
A1

A1 + z
A2

A2 + z
e−mw (59)

where p =
1

ρλpp
+

1
ρa1λsp

, A1 =
ρEλpe
ρjλsue

, A2 =
ρ1λse
ρjλpe

, m =

1
a2ρEλse

+
1

ρa1λse
, and assuming β = 0 for convenance.

D. AVERAGE SECRECY RATE (ASRSA)
Average secrecy rate is referred as the maximum achievable
rate averaged over any fading channels. Here, we derive the
closed-form solutions for the exact ASR under SA system for
both PU and SU can be derived as follows:

1) ASR OF PU (R̄PUSA

S )

R̄PU
SA

s =
1
2

 ∞∫
0

log2 (1 + z)fZ (z)dz


−

1
2

 ∞∫
0

log2 (1 + w)fW (w)dw

 (60)

Below proof is given in [26],
∞∫
0

log2(1 + x)fX (x) dx =
1
ln 2

∞∫
0

1 − FX (x)
1 + x

dx (61)

R̄PU
SA

s =
1

2 ln 2

∞∫
0

e−pz

1 + z
dz

−
1
ln 2

∞∫
0

A1
A1+z

A2
A2+z

e−mw

1 + w
dw

(62)

Now the closed-form solution of (62) can be obtained
using (58), (59), (61) and [27, (3.352.4)] as follows:

R̄PU
SA

s =
−1
2 ln 2

[
−epEi (−p)

]
+ χ1

[
emA2Ei (−mA2) − emEi (−m)

]
− χ1

[
emA2Ei (−mA2) − eA1mEi (−mA1)

]
(63)

where χ1 =
A1A2

2 ln 2(A1−1)(A2−1) .

Let X 1
=

a2ρ|hss|2

1+a1ρ|hss|2
1
=

b|hss|2

1+a|hss|2
, where a = a1ρ, b = a2ρ,

and similarly, let Y 1
=

a2ρ|hse|2

1+ρj|hpe|
2 and where random variables

X /Y follows exponential distribution, its PDF/CDFs can be
respectively, given as,

f
|hss|2 (x) =

1
λss

e−
x

λss (64)

FY (y) = 1 −

(
k3

k3 + y

)
e
−

y
ρE λpe (65)

where k3 =
ρ2λse
ρjλpe

.

2) ASR OF SU (R̄SUSA

S )

R̄SU
SA

s =
1

2 ln 2

∞∫
0

ln(1 +
bx

1 + ax
)f

|hss|2 (x) dx

−
1
2

∞∫
0

log2(1+y)fY (y) dy =
1

2 ln 2

∞∫
0

1−FY (y)
1+y

dy

(66)

Following certain mathematical changes, (66) can be pre-
dicted by applying [27, (3.352.4) & (4.337.2)] as follows:

R̄SU
SA

s =
1

2 ln 2
e

1
aλss Ei

(
−1
aλss

)
×

1
2 ln 2

− e
1

(a+b)λss Ei
(

−1
(a+ b) λss

)
−

k3
2 ln 2 (k3 − 1)

e
1

k3ρ2λpe Ei
(

−1
k3ρ2λpe

)
−

k3
2 ln 2 (k3 − 1)

e
1

ρ2λpe Ei
(

−1
ρ2λpe

)
(67)
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FIGURE 2. Proposed network model with multiple antennas (MA) case.

E. AVERAGE SECRECY SUM RATE (ASSRSA)
From (63) and (67), the average secrecy sum rate under SA
of the two users could be computed as,

ASSRSA = R̄PU
SA

s + R̄SU
SA

s (68)

IV. EXTENSION WITH MULTIPLE TRANSMIT ANTENNAS
Let us deal with a downlink overlay CR-NOMA architecture,
depicted in Fig 2. The network consists of an array of M
antennas at the primary transmitter (PT), an array of N
antennas at the ST, two single-antenna users representing
the PU and the SU, and a passive single-antenna eaves-
dropper referred to as Eve. All nodes are operating in HD
mode for communication. Considering that the eavesdropper
continues to overhear repeatedly. We presume the fact
that all channels are independent, but all channels are not
necessarily identically distributed Rayleigh fading channels.
These fading channel coefficients are represented by hij,X ,
i ∈ {s, p}, j ∈ {s, p,E}, X ∈ {M ,N } which is modeled
as an independent CSGD random variable with mean zero
and variance λij,X . Correspondingly, the channel gain hij,X
follows an exponential distribution with 1

λij,X
. Let

∣∣hps,M ∣∣2,∣∣hss,N ∣∣2, ∣∣hpp,M ∣∣2, and ∣∣hsp,N ∣∣2 are the channel gains between
PT & ST, ST & SU, PT & PU, and ST & PU, withM , N ,M ,
and N transmit antennas, respectively.

A. SECRECY OUTAGE PROBABILITY (SOPMA)
In this part, we analyze the performance of the suggested
overlay CRN based downlink NOMA system equipped with
multiple antennas (MA) using the secrecy outage probability
(SOP) at two users i.e., PU, and SU, respectively as follows:

1) SOP OF SECONDARY USER (PMA
XS

)

The SOP of secondary user i.e., PMAxs , that is not in outage
when it can decode the signal xs successfully received from
xsc, the SOP of SU under MA based proposed CR-NOMA

system can be expressed as [21], [22], [23], [24], [25], [26]
and it is given as,

PMAxs = Pr(RSU
MA

s < Rs) (69)

PMAxs = Pr

(
1 + γ

xs(2)
SU

1 + γ
xs(2)
E

< 22Rs
)

︸ ︷︷ ︸
PMA1

(70)

where Rs is the target rate of symbol xs and the secrecy outage
of SU i.e., PMA1 can be evaluated as follows:

PMA1 = Pr
(
γ
xs(2)
SU < 22Rsγ xs(2)E + 22Rs − 1

)
=

∞∫
0

F
γ
xs(2)
SU

(
22Rsγ + 22Rs − 1

)
f
γ
xs(2)
E

(γ ) dγ

=

∞∫
0

F
γ
xs(2)
SU

(χs(γ ))fγ xs(2)E
(γ ) dγ (71)

where F
γ
xs(2)
SU

(χs(γ )) = Pr
(
γ
xs(2)
SU < χs(γ )

)
, and

f
γ
xs(2)
E

(γ ) =
d
dγ
F

γ
xs(2)
E

(γ ). According to the network model

shown in Fig. 2,
∣∣hss,N ∣∣2 follows the Gamma distribution with

(N , λss,N ) and the CDF can be calculated as,

Fγ
xs
SU

(χs (γ )) = Pr
(∣∣hss,N ∣∣2 <

χs(γ )
(a2 − a1χs(γ )) ρ

)
= 1 − exp

{
−

ζs (γ )

λss,N

} N−1∑
i=0

1
i!

(
ζs (γ )

λss,N

)i
= 1 − g1(ζs (γ )) (72)

where ζs (γ ) =
χs(γ )

(a2−a1χs(γ ))ρ
.

Hence (71) can be modified using (72) and (29) as follows:

PMA1 =

∞∫
0

(1 − g1 (ζs (γ )))f
γ
(2)xs
E

(γ ) dγ

= 1 −

∞∫
0

f (γ )dγ (73)

where f (γ ) = g1(ζs (γ ))fγ xsE (γ ).
It’s challenging to determine the integral in PMA1 . Gauss-

Chebyshev quadrature is a way to compute that can be
employed to find the proper results. After that, we can rewrite
PMA1 as [4], [21]:

PMA1 = 1 −
aπ
2i

n−1∑
k=0

√
1 − θ2k f

(a
2
θk +

a
2

)
(74)

2) SOP OF PRIMARY USER (PMA
XP

)

The SOP of primary user i.e., PMAxp , that is not in outage when
it can decode the signal xs, and xp successfully received from
PT/ST, the SOP of PU underMA based proposed CR-NOMA
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system can be expressed as [21], [22], [23], [24], [25], [26]
and it is given as,

PMAxp = Pr(RPU
MA

s < Rp,RSU
MA

s < Rs)

+ Pr(RPU
MA

s < Rp,RSU
MA

s > Rs) (75)

where the SOP of PU can be classified under two cases: 1) SC
case, 2) MRC case as follows:

PMAxp = Pr

(
1 + γ

χ
PU

1 + γ
χ
Ep

< 22Rp
)

︸ ︷︷ ︸
P2MA−χ

Pr

(
1 + γ

xs(2)
SU

1 + γ
xs(2)
E

< 22Rs
)

︸ ︷︷ ︸
P1MA

+ Pr

(
1 + γ

χ
PU

1 + γ
χ
Ep

< 22Rp
)

︸ ︷︷ ︸
P2MA−χ1 − Pr

(
1 + γ

xs(2)
SU

1 + γ
xs(2)
E

< 22Rs
)

︸ ︷︷ ︸
P1MA

 (76)

where Rp is the target rate of symbol xp, and the secrecy
outages PMA1 (already evaluated and solution given in (74),
and now PMA−sc

2 & PMA−mrc
2 can be evaluated as follows:

Case-1: SC Diversity

PMA−sc
2 = Pr

(
1 + γ scPU

1 + γ scE
< 22Rp

)
= Pr

(
γ scPU < 22Rpγ scE + 22Rp − 1

)
=

∞∫
0

Fγ scPU

(
22Rpγ + 22Rp − 1

)
fγ scE (γ ) dγ

=

∞∫
0

Fγ scPU

(
χp (γ )

)
fγ scE (γ ) dγ (77)

where the above CDF i.e., Fγ scPU

(
χp (γ )

)
is function of

χp (γ ). According to our proposed system model shown
in Fig. 2,

∣∣hpp,M ∣∣2, and ∣∣hsp,N ∣∣2, respectively, follows the
Gamma distribution with parameters (M , λpp,M ), (N , λsp,N )
and the CDFs could be derived as,

F
γ
(1)xp
PU

(
χp (γ )

)
= Pr

(∣∣hpp,M ∣∣2 <
χp (γ )

ρ

)
= 1 − exp

{
−

χp (γ )

ρλpp,M

}M−1∑
i=0

1
i!

(
χp (γ )

ρλpp,M

)i
= 1 − g2(χp (γ )) (78)

F
γ
(2)xp
PU

(
χp (γ )

)
= Pr

(∣∣hsp,N ∣∣2 <
χp (γ )

ρ

)
= 1 − exp

{
−

ζp (γ )

λsp,N

} N−1∑
i=0

1
i!

(
ζp (γ )

λsp,N

)i
= 1 − g3(ζp (γ )) (79)

where ζp (γ ) =
χp(γ )

(a1−βa2χp(γ ))ρ
. Then, the overall CDF of γPU

can be calculated as,

Fγ scPU

(
χp (γ )

)
= Pr

(
γ scPU < χp (γ )

)
=1−Pr

(
γ
(1)xp
PU > χp (γ )

)
Pr
(
γ
(2)xp
PU > χp (γ )

)
= 1 − g2(χp (γ ))g3(ζp (γ )) (80)

where the diversity PDF of Eve i.e., γ scE during both first and
second phases is a function of γ and it can be derived in
proposition 4 & 5 (see the Appendix. B). Hence, (77) can
be rewritten using (80), and (117) as,

PMA−sc
2 =

∞∫
0

(
1 − g2(χp (γ ))g3(ζp (γ ))

)
fγ scE (γ ) dγ

= 1 −

∞∫
0

f (γ )dγ (81)

where f (γ ) = g2(χp (γ ))g3(ζp (γ ))fγ scE (γ ).
It’s challenging to determine the integral inPMA−sc

2 . Gauss-
Chebyshev quadrature is a way to compute that can be
employed to find the proper results. After that, we can rewrite
PMA−sc
2 as [4], [21]:

PMA−sc
2 = 1 −

aπ
2i

n−1∑
k=0

√
1 − θ2k f

(a
2
θk +

a
2

)
(82)

Case-2: MRC Diversity

PMA−mrc
2 = Pr

(
1 + γmrcPU

1 + γmrcE
< 22Rp

)
= Pr

(
γmrcPU < 22RpγmrcE + 22Rp − 1

)
=

∞∫
0

FγmrcPU

(
22Rpγ + 22Rp − 1

)
fγmrcE

(γ ) dγ

=

∞∫
0

FγmrcPU

(
χp (γ )

)
fγmrcE

(γ ) dγ (83)

where the above CDF i.e., FγmrcPU

(
χp (γ )

)
is function of

χp (γ ). Let y =
a1ρ|hsp,N |

2

1+βa2ρ|hsp,N |
2 , where y ∈ {0, ω} with

ω = {
(
χp (γ )

)
, a1

βa2
}. According to our proposed system

model shown in Fig. 2,
∣∣hpp,M ∣∣2, and ∣∣hsp,N ∣∣2, respectively,

follows the Gamma distribution with parameters (M , λpp,M ),
and (N , λsp,N ), respectively. Similar to (38) the CDFs under
MRC diversity can be respectively, derived as [4]:

FγmrcPU

(
χp (γ )

)
= Pr

(
γ
(1)xp
PU + γ

(2)xp
PU < χp (γ )

)
=

ω∫
0

Pr
(∣∣hpp,M ∣∣2 <

χp (γ ) − y
ρ

)
fY (y) dy

=

ω∫
0

(
1 − exp

{
−

χp (γ ) − y
ρλpp,M

})
fY (γ ) dy
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= FY (ω) −

ω∫
0

exp
{
−

χp (γ ) − y
ρλpp,M

}
fY (γ ) dy

︸ ︷︷ ︸
PA

(84)

where fY (y) is the PDF of y. According to the probability
theory [22], we can obtain fY (y) and FY (ω) as,

fY (y) =

a1
(

y
ρλsp,N

)N−1

ρλsp,N (a1 − βa2y)2 (N − 1)!
exp

{
−

y
ρλsp,N

}

(85)

FY (ω) =


1 − e

−

(
ζp(γ )

λsp,N

)
N−1∑
i=0

1
i!

(
ζp (γ )

λsp,N

)i a1
βa2

≥χp (γ )

1,
a1
βa2

<χp (γ )

(86)

To obtain an expression of PA, we can substitute fY (y) into the
second term of (83). The closed form of PA can be difficult to
derive from immediate integration, though. By changing the
value of x = a1 −βa2y and substituting fY (y) into the second
term of (83) we could rewrite PA as,

PA = 31

a1∫
a1−βa2ω

f (x) dx

︸ ︷︷ ︸
PB

(87)

where f (x) =
(a1−x)N−1

x2
exp

{
−

x
βa2ρλpp,M

−
a1

βa2ρλpp,M x

}
, and

31 =
a1

βa2ρλpp,M (N−1)!e
1

βa2ρλpp,M
+

a1
βa2ρλpp,M

−
χp(γ )

ρλpp,M .

Here, we’re going to show the closed-form equation of PB
applying the Gauss-Chebyshev quadrature technique [23].

PB =
βa2ωπ

2n

n∑
k=1

√
1 − θ2k f

(
βa2ω
2

θk +
βa2ω
2

)
(88)

where the diversity PDF of Eve i.e., γmrcE during both first
and second phases is a function of γ and it can be derived in
proposition 3 (see the Appendix. A).
Hence, (83) can be rewritten using (84), and (120) as,

PMA−mrc
2 =

∞∫
0

(
1 − g2(ζp (γ ))g3(ζp (γ ))

)
fγmrcE

(γ ) dγ

= 1 −

∞∫
0

f (γ )dγ (89)

where f (γ ) = g2(ζp (γ ))g3(ζp (γ ))fγ scE (γ ).
It’s challenging to determine the integral in PMA−mrc

2 .
Gauss-Chebyshev quadrature is a way to compute that can
be employed to find the proper results. After that, we can

rewrite PMA−mrc
2 as [4], [21]:

PMA−mrc
2 = 1 −

aπ
2i

n−1∑
k=0

√
1 − θ2k f

(a
2
θk +

a
2

)
(90)

B. STRICTLY POSITIVE SECRECY CAPACITY (SPSCMA)
In this part, SPSC for the proposed overlay CR-NOMA
system under MA scenario is estimated as follows:

1) SPSC OF SECONDARY USER (SPSCMA
XS

)
The SPSC of SU under MA case can be expressed as,

SPSCMA
xs = Pr(RSU

MA

s > 0) = Pr
(
γ
xs(2)
SU > γ

xs(2)
E

)
= 1 − Pr

(
γ
xs(2)
SU < γ

xs(2)
E

)
︸ ︷︷ ︸

PMA3

(91)

where SPSC of SU i.e., PMA3 can be evaluated as follows:

PMA3 =

∞∫
0

F
γ
xs(2)
SU

(γ )f
γ
xs(2)
E

(γ ) dγ (92)

whereF
γ
xs(2)
SU

(γ ) =Pr
(
γ
xs(2)
SU <γ

)
, f

γ
xs(2)
E

(γ ) =
d
dγ
F

γ
xs(2)
E

(γ )

and they were already calculated and provided from (72)
and (29) (for better understanding simply replace ζs (γ )

by γ ), respectively.
Hence, (92) can be rewritten as,

PMA3 =

∞∫
0

(1 − g1 (γ ))f
γ
xs(2)
E

(γ ) dγ

= 1 −

∞∫
0

g (γ )dγ (93)

where g (γ ) = g1(γ )f
γ
xs(2)
E

(γ ).

It’s challenging to determine the integral in PMA3 . Gauss-
Chebyshev quadrature is a way to compute that can be
employed to find the proper results. After that, we can rewrite
PMA3 as [4], [21]:

PMA3 = 1 −
aπ
2n

n−1∑
k=0

√
1 − θ2k f

(a
2
θk +

a
2

)
(94)

2) SPSC OF PRIMARY USER (SPSCMA
XP

)
The SPSC of PU can be expressed as,

SPSCMA
xp = Pr(RPU

SA

s > 0,RSU
SA

s > 0) (95)

where the SPSC of PU can be classified under two cases:
1) SC case, 2) MRC case as follows:

SPSCMA
xp = Pr

(
γ

χ
PU > γ

χ
E

)︸ ︷︷ ︸
PMA−χ
4

Pr
(
γ
xs(2)
SU > γ

xs(2)
E

)
︸ ︷︷ ︸

PMA3

(96)
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where the SPSC of SU i.e., PMA3 (already evaluated and solu-
tion given in (94), and now SPSC of PU i.e., PMA−sc

4 /PMA−mrc
4

can be evaluated as follows:
Case-1: SC Diversity

PMA−sc
4 = Pr

(
γ scPU > γ scE

)
PMA−sc
4 =

∞∫
0

Fγ scPU
(γ )fγ scE (γ ) dγ (97)

where Fγ scPU
(γ ) & fγ scE (γ ) and they were already calculated

and provided from (80) & (117) (for better understanding
simply replace ζp (γ ) by γ ), respectively.
Hence, (96) can be rewritten as,

PMA−sc
4 =

∞∫
0

(1 − g2 (γ ) g3 (γ ))fγ scE (γ ) dγ

= 1 −

∞∫
0

g (γ )dγ (98)

where g (γ ) = g2 (γ ) g3 (γ ) fγ scE (γ ).
Case-2: MRC Diversity

PMA−mrc
4 = Pr

(
γmrcPU > γmrcE

)
PMA−mrc
4 =

∞∫
0

FγmrcPU
(γ )fγmrcE

(γ ) dγ (99)

where FγmrcPU
(γ ) & fγmrcE

(γ ) and they were already calculated
and provided from (84) & (120) (for better understanding
simply replace ζp (γ ) by γ ), respectively.
Hence, (99) can be rewritten as,

PMA−mrc
4 =

∞∫
0

(1 − g2 (γ ) g3 (γ ))fγmrcE
(γ ) dγ

= 1 −

∞∫
0

g (γ )dγ (100)

where g (γ ) = g2 (γ ) g3 (γ ) fγmrcE
(γ ).

It’s challenging to determine the integral in PMA−sc
4 and

PMA−mrc
4 . Gauss-Chebyshev quadrature is a way to compute

that can be employed to find the proper results. After that,
we can rewrite PMA−sc

4 and PMA−mrc
4 as [4], [21]:

PMA−χ
4 = 1 −

aπ
2n

n−1∑
k=0

√
1 − θ2k g

(a
2
θk +

a
2

)
(101)

Let X 1
= ρ

∣∣hpp,M ∣∣2, Y 1
= a1ρ

∣∣hsp,N ∣∣2, where ∣∣hpp,M ∣∣2, and∣∣hsp,N ∣∣2 both follows Gamma distribution, and the CDFs of
X , and Y are provided from (78), (79), respectively.

Similarly, let U 1
=

ρE |hpe,M |
2

1+ρj|hsue|2
, V 1

=
a1ρ|hse,N |

2

1+ρj|hpe|
2 ,

and the CDFs of U , and V are provided from (75),
and (78), respectively. Let us define Z = max(X ,Y ), and

W = max(U ,V ) and the combined CDFs of Z andW can be
respectively, derived as [29],

FZ (z) = 1 − e−K1z
(
1 +

z
ρλpp

)(
1 +

z
ρ1λsp

)
(102)

FW (w) = 1 −
exp (λ1E + λ2E )K2K3(
w+

1
K2

)M(
w+

1
K3

)N (103)

where K1 =
1

ρλpp,M
+

1
ρ1λsp,N

,

K2 =
(
λpeρEλ1E

)M ,
K3 =

(
λpeρEλ2E

)N .
C. AVERAGE SECRECY RATE (ASRMA)
Here, we derive the closed-form solutions for the exact ASR
underMA case for both PU and SU can be derived as follows:

1) ASR OF PU (R̄PUMA

S )
ASR of PU can be expressed as,

R̄PU
MA

s =
1
ln 2

∞∫
0

1 − FZ (z)
1 + z

dz+
1
ln 2

∞∫
0

1 − FW (w)

1 + w
dw

(104)

R̄PU
MA

s =
1

2 ln 2

∞∫
0

e−K1z
(
1 +

z
ρλpp

) (
1 +

z
ρ1λsp

)
1 + z

dz

−
exp (λ1E+λ2E )K2K3

2 ln 2

∞∫
0

(1+w)−1(
w+

1
K3

)M(
w+

1
K4

)N dw
(105)

Now the closed-form solution of (105) can be obtained
using (102), (103), (104) and [27, (3.352.4)] as follows:

R̄PU
MA

s =
−1
2 ln 2

(
eK1Ei (−K1)

)
+

1
2 ln 2

(
1
K1

+ eK1Ei (−K1)

)
+

1
2 ln 2

(
1

K1
2 +

1
K1

− eK1Ei (−K1)

)

+
exp (λ1E+λ2E )K2K3

2 ln 2

∞∫
0

(1+w)−1(
w+

1
K3

)M(
w+

1
K4

)N dw
(106)

Let X 1
=

a2ρ|hss,N |
2

1+a1ρ|hss|2
, Y 1

=
a2ρ|hse|2

1+ρj|hpe,M |
2 and where random

variables
∣∣hss,N ∣∣2, follows Gamma distribution and its CDFs

can be respectively, given as,

FX (x) = 1 − exp
{
−

x
ρ2λss,N

} N−1∑
i=0

1
i!

(
x

ρ2λss,N

)i
= 1 − exp

{
−

x
ρ2λss,N

}
xN−1

(N − 1)!
(
ρ2λss,N

)N−1

(107)
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Now we follow the similar procedure as proposition 2 to
derive the CDF of Y as,

FY (y) = 1 −
exp (λ3E )

(1 + λseρ2λ3Ey)M

= 1 −
exp (λ3E )(
y+

1
K4

)M (108)

where λ3E =
λpe
a2ρ

, and K4 = (λseρ2λ3E )M .

2) ASR OF SU (R̄SUMA

S )
The ASR of SU can be expressed as,

R̄SU
MA

s =
1
ln 2

∞∫
0

1 − FX (x)
1 + x

dx +
1
ln 2

∞∫
0

1 − FY (y)
1 + y

dy

(109)

R̄SU
MA

s =
1

(N − 1)!2 ln 2(ρ2λss)N−1

∞∫
0

xN−1e−
x

ρ2λss

(1 + x)
dx

−
K4eλ3E

2 ln 2

∞∫
0

(1 + y)−1(
y+

1
K4

)M dy (110)

Following certain mathematical changes, (110) can be
predicted by applying (107), (108), and [27, (3.353.5)] as
follows:

R̄SU
MA

s =
1

(N − 1)!2 ln 2(ρ2λss)N−1[
e

1
ρ2λss Ei

(
−

1
ρ2λss

)
+ ρ2λss

]

−
K4eλ3E

2 ln 2

∞∫
0

(1 + y)−1(
y+

1
K4

)M dy (111)

where, the integral parts in (106) & (111) is difficult to obtain
a closed-form and as it can be simulated using MATLAB.

D. AVERAGE SECRECY SUM RATE (ASSRMA)
From (106) and (111), the average secrecy sum rate of the
two users could be computed as,

ASSRMA = R̄PU
MA

s + R̄SU
MA

s (112)

Remarks: As mentioned in the previous two sections, two
single antenna users have distinct SOP, SPSC as well as
ASR/ASSR, which is mostly determined by power allocation
variables and channel gains. Multi-antenna transmitters,
on the other hand, demonstrate improved SOP, SPSC as
well as ASR/ASSR performance, as described in (54), (58)
(67), (70), (79) and (84), respectively. In the context of an
overlay CR-NOMA method, the downlink communication
tasks exhibit more sophisticated representations of secure
performance. Despite the fact that end-to-end SINR and
target transmission rate are comparable, the criteria for

TABLE 2. Simulation parameters.

selecting for two MA transmitting devices is an arrangement
of the most effective antennas for transmitting information.

To maintain confidentiality in wireless channel, it is
feasible to transmit both the information-bearing signal and
the jamming signals simultaneously through several antennas
at the transmitter. From the literature, it can be affirmed
that different type of jamming signals can be employed.
For instance, friendly jammer (FJ) signal was employed
in [10], while, cooperative jamming signal was used in [21]
and [26] and artificial-noise (AN) aided jamming signal
was employed in [41], [42], and [43] for safeguarding the
system’s security aspects. The information signal becomes
hidden during propagation by radiating the generated noise
isotropically. Alike [10], in our work we have assumed
that jamming signals are known at the intended users and
when users receive the signal, they first detect the jamming
signal, remove that signal, and then decode the information
signal.

V. NUMERICAL AND SIMULATION RESULTS
In this section, the outcomes of both the analytical and
simulation are shown in order to demonstrate that the sug-
gested secured system is trustworthy. We get outcomes from
simulations that have been determined on the assessment we
did earlier. Let Rp = 1bit/s/Hz, Rs = 0.5bit/s/Hz, the noise
power is σ 2

= −110dBm. As we set the distances between
each varies from 100m to 1km. The Gauss-Chebyshev node
is set to n = 200.
Fig 3, shows a performance comparison between the

proposed overlay CR-NOMA system with and without
jamming at the Eve in terms of the SOP of PU and SU versus
transmit SNR, respectively. The results obtained under the
systemwithout jamming is shows that, the SOP of PU and SU
is very close to unity, where the PIC scheme is implemented
at Eve. Therefore, in the suggested approach, an artificial
jamming signal is utilised to guarantee safe reception. Our
investigation is confirmed by the conformance between the
mathematical and the simulation outcomes for the suggested
system. It is also clear that the proposed overlay CR-NOMA
system with jamming improves over the without jamming
schemes in terms of PU/SU’s secrecy performances under
pSIC/ipSIC. Since always strong user performs better than
the weak user, the SOP performance of PU in the proposed

VOLUME 12, 2024 18065



K. K. Godugu, S. Vappangi: Investigations on Secrecy Performance of Downlink Overlay CR-NOMA System

FIGURE 3. Transmit SNR Vs secrecy outage probability performance
comparison between SA-based overlay CR-NOMA system and MA based
overlay CR-NOMA system under both pSIC/ipSIC assumptions.

FIGURE 4. Transmit SNR Vs secrecy outage probability under both SA and
MA Case(s).

NOMA scheme is higher than that of SU, as illustrated
in Fig 3.

The secrecy performance comparison of our proposed
overlay CR-NOMA system equipped with single and mul-
tiple antennas is simulated in Fig 4 under the presence
of the Eve in terms of the SOP of PU and SU versus
transmit SNR. The results obtained in Fig 4 clearly shows
that under the influence of MA system our proposed system
exhibits improved SOP performances of PU and SU than
the system equipped with SA. Therefore, in the suggested
approach with MA system, an artificial jamming signal is
utilised to guarantee safe reception. Our investigation is
confirmed by the conformance between themathematical and
the simulation outcomes for the suggested system.

The secrecy performance comparison in terms of SOP of
PU and SU versus transmit SNR of our proposed overlay

FIGURE 5. Performance comparison of SC and MRC diversity techniques
in terms of Transmit SNR Vs Exact/Asymptotic SOP (under SA Case).

CR-NOMA system which is equipped with single and
multiple antennas is simulated in Fig 4 under the presence
of the Eve. From the simulation results obtained in Fig 4
clearly demonstrates that under the influence of MA system
our proposed system exhibits improved SOP performances
of PU and SU than the system equipped with SA. Therefore,
in the suggested approach with MA system, an artificial
jamming signal is utilised to guarantee safe reception. Our
investigation is confirmed by the conformance between the
mathematical and the simulation outcomes for the suggested
system.

The secrecy performance comparison of our proposed
overlay CR-NOMA system which is equipped with SA is
simulated in Fig 5 under the presence of the Eve in terms
of the SOP of PU and SU versus transmit SNR. The results
obtained in Fig 5 clearly shows that under the influence of
SC/MRC diversity techniques for processing the received
signals at the PU/Eve end, our proposed system exhibits
improved SOP performances of PU under MRC scheme
than the system equipped with SC technique. Moreover, the
asymptotic behavior outperforms the exact SNR behaviors
under both SC/MRC techniques. Therefore, in the suggested
approach with SA system, an artificial jamming signal is
utilised to guarantee safe reception. Our investigation is
confirmed by the conformance between themathematical and
the simulation outcomes for the suggested system.

The secrecy performance comparison of our proposed
overlay CR-NOMA system equipped with MA is simulated
in Fig 6 under the presence of the Eve in terms of the SOP
of PU and SU versus transmit SNR. The results obtained
in Fig 6 clearly shows that under the influence of SC/MRC
diversity techniques for processing the received signals at the
PU/Eve end, our proposed system exhibits improved SOP
performances of PU under MRC than the system equipped
with SC method.
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FIGURE 6. Performance comparison of SC and MRC diversity techniques
in terms of Transmit SNR Vs Exact/Asymptotic SOP (under MA Case).

FIGURE 7. PA Coefficient (a1) Vs secrecy outage probability under both
pSIC/ipSIC assumptions.

In Fig 7, the SOP of PU/SU is comparable for different
values of ζ when PA coefficient i.e., a1 changes. We set ρ

to 20 dBm and look at two situations of SIC imperfections
where ζ = 0.05, and = 0.1. Based on the data, we can see
that the SOP of PU goes down as a1 increases upto the
upper limit of 0.5. This is because the power given to SU
goes down as a1 goes up. So, it becomes more likely that
the message xs won’t be decoded and then SOP of PU then
goes up. At PA coefficients, it is understood that a certain
level of performance can be reached. Also, we can see that as
a1 goes down, the SOP of SU goes down as well. Increasing
the strength of the jamming signal to prevent eavesdropping
is a simple way to increase security.

In Fig 8, the SOP of PU/SU is comparable for different
values of PA coefficient a1. For a fixed value of transmit SNR
(i.e., ρ̄ to 20 dBm) and plot the graph for SOP of PU and SU
under two SA and MA systems. From the simulation results,

FIGURE 8. PA Coefficient (a1) Vs secrecy outage probability under
multiple antenna case.

FIGURE 9. Target rate (Rth) Vs secrecy outage probability under both
pSIC/ipSIC assumptions.

we can say that the SOP of PU/SU decreases/increases
as a1 value increases/decreases, respectively as illustrated
in Fig 8. Finally, the SOP of PU/SU is intensionally
decreases/increases when we vary a1 value optimally.
The simulated results as illustrated by figures 3 to 8

appear to be better in terms of both accuracy and efficiency
when compared to the research works as portrayed in [20]
and [21]. Notably, our investigation compares the level of
privacy of overlay-CR-NOMA system which is equipped
with both SA and MAs over Rayleigh fading channel.
When compared with the aforementioned research works, our
outcomes achieved better performance. As an illustration, for
instance, if we consider Fig. 4, SOP of PU/SU at ρ̄ = 10dB
are 0.8726/0.66726 with SA and 0.0092/0.11665 with MA
cases. On the other hand, SOP varies from 0.9-0.7 in [20] and
from 0-0.4 in [21].
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FIGURE 10. Transmit SNR Vs SPSC under both SA and MA Case (s).

In addition, we employed bothMRC and SC diversity tech-
niques and derived both exact and asymptotic expressions for
the performance metrics. Furthermore, from the simulation
results, it can be deduced that our work achieves lower ρ̄

values than what is presented in [20] and [21]. In addition,
our study derives and validates the expressions corresponding
to SPSC and ASR. Nevertheless, those parameters were not
considered in the aforementioned works by [20] and [21].
As seen in Fig 9, the only way the SOP changes noticeably

is if the target rate is changed under both pSIC (ζ = 0)
and ipSIC (ζ = 0.1), respectively. The target rate of PU,
i.e., Rp, changes from 1 to 4 and must be determined in
order to analyse outage performance under SA, MA cases,
are indicated by the values in both (26), (58), respectively.
At Rp = 4, it is clear that our system is very close to an
outage event. This primary result confirms that the proposed
overlay CR-NOMA system’s outage performance suffers
from the higher target rates that are required. This finding
prompted us to investigate additional essential variables
that, when combined with acceptable controls over related
coefficients, can ensure reliable performance. As can be seen
in the subsequent simulation results, the outage probability
is critical to the computation of the ergodic and effective
rates.

The Fig 10, illustrates that the SPSC performance of PU
and SU is plotted as a function of transmit SNR under
pSIC/ipSIC scenarios. The assessment comparison of our
suggested overlay CR-NOMA system equipped with SA
and MA is simulated under the presence of the Eve node.
The results obtained in Fig 6 clearly shows that under
the influence of MA system our proposed system exhibits
improved SPSC performance both of PU and SU than the
system equipped with SA, this means that at low SNR levels
SPSC is enhanced due to improved diversity gain. Therefore,
in the suggested approach with MA system, an artificial
jamming signal is utilised to guarantee safe reception. Our

FIGURE 11. Average SNR Vs ASR of both the NU & FU users under
pSIC/ipSIC.

FIGURE 12. Average SNR Vs ASR of both the SU & PU users under multiple
antenna case.

investigation is confirmed by the conformance between the
mathematical and the simulation outcomes for the suggested
system.

In Fig. 11, the average secrecy rates comparison of both
PU and SU for the proposed overlay CR-NOMA downlink
system under pSIC/ipSIC is shown as a function of transmit
SNR over Rayleigh fading channel, wherein the outcomes of
the analyses performed deploying equations (54), and (58),
have been verified via experiments conducted in MATLAB.
As ρ̄ raising along with the ASR of each of the users
exponentially. The achievable SEC of PU of the pro-
posed system outperforms than that SU under pSIC/ipSIC
respectively, and than OMA system over Rayleigh fading
channel.

In Fig. 12, our proposed overlay CR-NOMA system
is shown where the average secrecy rate performances
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FIGURE 13. Average SNR Vs ASSR under SA as well as MA systems with
pSIC/ipSIC assumptions.

comparison between two user is plotted under single
and multiple antenna cases over Rayleigh fading channel.
The outcomes of the analyses performed deploying equa-
tions (63), (67), (106), and (111), respectively, have been
verified via experiments conducted in MATLAB. As ρ̄ rises
the ASR of each user also rises gradually. The graphs that are
provided for the ASR of the SA structure have been exhibited
simply the sake of contrast, and the achievement of the SA
structure is worse compared to that of the MA scenario. The
achievable ASR of PU of the proposed system outperforms
than that SU under both SA and MA cases, respectively, and
than SA system over Rayleigh fading channel.

As Fig. 13 shows that the performance of ASSR under
SA/MA cases is plotted as function of ρ̄ over Rayleigh
fading channel under both pSIC/ipSIC assumptions, wherein
the outcomes of the analyses performed deploying equa-
tions (68), (1112), respectively, and have been verified via
experiments conducted in MATLAB. As ρ̄ raising along with
the ASR of each of the users exponentially. The achievable
ASSR of PU performs better than SU under both pSIC/ipSIC
assumptions, respectively, and OMA system over Rayleigh
fading channel.

VI. CONCLUSION
In this work, we have proposed a downlink overlay secure
CR-NOMA scheme with MA/SA at the primary/secondary
transmitters, the secrecy performance comparison between
two users PU and SU are obtained under pSIC and ipSIC
modes, respectively. This paper investigates the secrecy
performance of proposed downlink CR-NOMA system
equipped with SA in terms of few performance metrics such
as ASR, ASSR, SPSC, SOP, etc. To characterize the secrecy
performance of the proposed CR-NOMA network, the novel
closed-form analytical expressions of the exact/asymptotic
SOP/SPSC and the ASR/ASSR are derived under the both
pSIC and ipSIC scenarios.

Furthermore, we extend our proposed work with SA’s
to MA scenario, where MA’s are exploited at the PT as
well ST, respectively, for the sake of providing cooperative
diversity. In addition, we implement both selection com-
bining (SC)/maximal ratio combining (MRC) techniques
for processing the received signals at the PU/Eve, which
further improves the system’s capacity, and enhances the
secrecy performance of the proposed system. To this end,
a performance comparison for both the system models i.e.,
SA-based CR-NOMA system and MA-based CR-NOMA
system in terms of SOP, SPSC, and ASR has been carried
out through analytical and simulation results. Based on the
analytical frameworks, the numerical and simulation results
are obtained under different network parameters. In this
regard, the outcomes of the simulations are shown to prove
the reliability of the mathematical analysis and the accuracy
of the suggested technique as well. In our future works,
we intend to evaluate the secrecy performance of energy
harvesting enabled overlay/underlay downlink/uplink CR-
NOMA networks with transmit power optimization over
different fading channels.

APPENDIX. A
Proposition 1: Let γ

(1)xp
E =

ρE |hpe|
2

1+ρj|hsue|2
, as we have know

that,
∣∣hpe∣∣2, and |hsue|2 follows exponential distribution with

parameters λpe = 1/(βd−α
pe ), λsue = 1/(βd−α

sue ), respectively.

The PDF of γ
(1)xp
E can be calculated as [21],

f
(1)xp
γE (γ ) = A1e−γK1

[
K1

(A1 + γ )
+

1

(A1 + γ )2

]
(113)

where A1 =
ρEλpe
ρjλsue

, K1 =
1

ρEλpe
.

Proof: The CDF of γ
(1)xp
E can be expressed as,

F (1)xs
γE

(γ ) = Pr

(∣∣hpe∣∣2 <
γ
(
1 + ρj|hsue|2

)
a2ρE

)

=

∞∫
0

(
1 − F

|hpe|
2

(
γ
(
1 + ρjx

)
a2ρE

))
f
|hsue|2 (x) dx

= 1 −

A1 exp
{
−

γ
a2λpeρE

}
(A1 + γ )

(114)

The PDF of γ
(1)xp
E can be determined as (113), after applying

the derivative of (114).
Proposition 2: Let γ

(2)xp
E =

a1ρ|hse|2

1+ρj|hpe|
2 , as we have know

that, |hse|2, and
∣∣hpe∣∣2 follows exponential distribution with

parameters λse = 1/(βd−α
se ), λpe = 1/(βd−α

pe ), respectively.

The PDF of γ
(2)xp
E can be derived as [21],

f
(2)xp
γE (γ ) = A2e−γK2

[
K2

(A2 + γ )
+

1

(A2 + γ )2

]
(115)

where A2 =
ρ1λse
ρjλpe

, K2 =
1

ρ1λse
.
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Proof: The CDF of γ
(2)xp
E can be expressed as,

F
(2)xp
γE (γ ) = Pr

|hse|2 <
γ
(
1 + ρj

∣∣hpe∣∣2)
a2ρE


=

∞∫
0

(
1 − F

|hse|2

(
γ
(
1 + ρjx

)
a2ρE

))
f
|hpe|

2 (x) dx

= 1 −

A2 exp
{
−

γ
a2λseρE

}
(A2 + γ )

(116)

The γ
(2)xp
E PDF is derived as (115) after obtaining the

derivative of (116). The CDF of γ scE can be evaluated as,

F scγE (γ ) = Pr
(
γ
(1)xp
E < γ

)
Pr
(
γ
(2)xp
E < γ

)
= F

(1)xp
γE (γ )F

(2)xp
γE (γ ) (117)

The PDF of γ scE is calculated by applying the derivative to the
above CDF expression as,

fγ scE (γ ) = f
γ
(1)xp
E

(γ )F
γ
(2)xp
E

(γ ) + f
γ
(2)xp
E

(γ )F
γ
(1)xp
E

(γ )

(118)

Proposition 3: The CDFs/PDFs of γmrcE under MRC
diversity can be respectively, derived as [4],

FγmrcE
(γ ) = Pr

(
γ
(1)xp
E + γ

(2)xp
E < γ

)
FγmrcE

(γ ) = Pr
(
γ
(1)xp
E < γ

)
+ Pr

(
γ
(2)xp
E < γ

)
FγmrcE
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(1)xp
γE (γ ) + F

(2)xp
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A1 exp
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−
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a2λpeρE
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(A1 + γ )

−

A2 exp
{
−

γ
a2λseρE

}
(A2 + γ )

(119)

When differentiating above equation with respect to γ ,
using (100), (102) will give you the PDFs of γmrcE underMRC
diversity as follows:

fγmrcE
(γ ) = A1e−γK1

[
K1

(A1 + γ )
+

1

(A1 + γ )2

]
+ A2e−γK2

[
K2

(A2 + γ )
+

1

(A2 + γ )2

]
(120)

APPENDIX. B
Proposition 4: Let us define γ

(1)xp
E =

ρE |hpe,M |
2

1+ρj|hsue|2
=

X
Y ,

as we have know that,
∣∣hpe,M ∣∣2 follows Gamma distribution

with (M , λsue,M ), and |hsue|2 follows exponential distribution
with λsue = 1/(βd−α

sue ), respectively. The PDF of γ
(1)xp
E could

be derived as [21],

f
(1)xp
γE (γ ) =

Mλ1EρEλpe exp (λ1E )(
1 + ρEλpeλ1Eγ

)M+1 (121)

where λ1E =
λsue
ρj

.

Proof: The CDF of γ
(1)xp
E can be expressed as,

F
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λpeρE
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where I1 =

∞∫
o
xM−1e−Sxdx, and S =

1
λpeρE

+λ1Eγ . I1 can be

calculated as,

I1 = S1−M
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0

(Sx)M−1e−Sxdx

Let t = Sx,

I1 = S−M
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1

tM−1e−tdy = (M − 1)!

Now substituting I1 into (94), we can get,

F
(1)xp
γE (γ ) = 1 −

exp (λ1E )(
1 + λpeρEλ1Eγ

)M (123)

Using the derivative of (94), we get (92) as the PDF of γ
(1)xp
E .

Proposition 5: Let γ
(2)xp
E =

a1ρ|hse,N |
2

1+ρj|hpe|
2 =

U
V , as we

have know that,
∣∣hse,N ∣∣2 follows Gamma distribution with

(N , λse,N ), and
∣∣hpe∣∣2 follows exponential distribution with

λpe = 1/(βd−α
pe ), respectively. The PDF of γ

(2)xp
E can be

calculated as [21],
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(1 + ρ1λseλ2Eγ )N+1 (124)
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Proof: The CDF of γ
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where I2 =
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o
xN−1e−Sxdx, and S =

1
λseρ1
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I2 can be calculated as,

I2 = S1−N
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0

(Sx)N−1e−Sxdx

Let t = Sx,

I2 = S−N
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1

tN−1e−tdy = (N − 1)!
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Now substituting I2 into (96), we can get,

F
(2)xp
γE (γ ) = 1 −

exp (λ2E )

(1 + λseρ1λ2Eγ )N
(126)

Using the derivative of (97), we get (95) as the PDF of γ
(2)xp
E .

The CDF of γ scE could be evaluated as,

F scγE (γ ) = Pr
(
γ
(1)xp
E < γ

)
Pr
(
γ
(2)xp
E < γ

)
= F

(1)xp
γE (γ )F

(2)xp
γE (γ ) (127)

The PDF of γ scE is calculated using the expression in (127) as,
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