
Received 14 November 2023, accepted 21 January 2024, date of publication 29 January 2024, date of current version 7 February 2024.

Digital Object Identifier 10.1109/ACCESS.2024.3359442

A Problem Analysis of Smart Home
Automation: Toward Secure and
Usable Communication-Based
Authorization
SIOK WAH TAY 1,2, NING ZHANG 2, AND SALEM ALJANAH 3,2
1Faculty of Information Science and Technology (FIST), Multimedia University, Bukit Beruang, Melaka 75450, Malaysia
2Department of Computer Science, The University of Manchester, M13 9PL Manchester, U.K.
3College of Computer and Information Sciences, Imam Mohammad Ibn Saud Islamic University (IMSIU), Riyadh 11432, Saudi Arabia

Corresponding author: Siok Wah Tay (swtay@mmu.edu.my)

This work was supported by The University of Manchester.

ABSTRACT The advent of the Internet of Things (IoT) and Artificial Intelligence (AI) have led to the rising
popularity of Smart Home Automation (SHAuto). SHAuto uses a variety of interconnected smart devices
to provide life-enhancing services such as smart energy control, smart entertainment, smart healthcare, and
so on. If these devices are compromised, sensitive data may be disclosed and the compromised devices
or other connected devices may be maliciously controlled, threatening the privacy and safety of home
occupants. Therefore, controlling access to devices in SHAuto is of paramount importance. However,
due to the characteristics of the SHAuto environment, this has become a challenging issue. As a first
step towards addressing this challenging issue, this paper provides a comprehensive problem analysis of
SHAuto. The problem analysis consists of two parts. The first part is an in-depth analysis of various
SHAuto use case scenarios covering three aspects, i.e., device control modes, automation modes, and
device communications. This analysis has led to the formulation of a generic model for SHAuto. Based
on this model, the second part analyses potential vulnerabilities and threats in relation to authorisation. The
comprehensive problem analysis has led to a hypothesis that access to the devices can be controlled by
governing device communications and the specification of a set of requirements for the design of secure and
usable communication-based access control solutions for SHAuto environments.

INDEX TERMS Access control, authorisation, Internet of Things (IoT), smart home automation.

I. INTRODUCTION
The IoT can be described as a network of connected devices
and the technology that enables communication and data
exchange between the devices [1], [2]. Smart Home or
Smart Home Automation (SHAuto) is one of the most
popular IoT applications. SHAuto can be referred to as the
utilisation of technology within the home environment to
offer convenience, comfort, security, and energy efficiency to
the home occupants [3]. The complexity of SHAuto systems
arises from inter-connected devices and their integration with
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the Internet. This connectivity not only promises enhanced
functionality and convenience but also introduces risks.

In SHAuto systems, a range of heterogeneous smart
devices are deployed to automate a variety of home services
such as lighting and HVAC (heating, ventilation, and air
conditioning) control, entertainment, home safety and secu-
rity, and healthcare and wellbeing, and so on. These devices
produce and/or consume diverse data including sensitive
data, e.g., health data. They may also perform safety-critical
operations such as fire detection or door locking and
unlocking. These devices are commonly equipped with
Internet connectivity, interconnected with other devices, and
capable of communication among themselves. They can be
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monitored and controlled manually and/or automatically.
In the latter case, the control may be done locally and/or
remotely via third-party services such as Cloud services.
If these devices are compromised, unauthorised parties may
gain access to sensitive data produced or consumed by the
devices.

Internet-connected devices, such as household appliances,
could also facilitate unauthorised surveillance or inva-
sions of privacy [4]. For example, criminals could track
homecomings and departures of occupants by exploiting
an Internet-connected door lock. The devices may also
be manipulated to perform unauthorised operations or to
gain control over other connected devices. For example,
a compromised device may publish commands to maliciously
control kitchen appliances (e.g., ovens, stoves, and toasters),
causing them to malfunction, or even worse, causing a house
fire. A compromised device may not only pose threats to the
home occupants’ security and privacy but also cause physical
harm to the occupants, putting their safety at risk. While
security is essential to safeguarding an SHAuto system, safety
is equally paramount. Ensuring the security of an SHAuto
system is vital to guarantee its overall safety. In essence,
security is about keeping the system safe, and safety is about
keeping the occupants safe. It is, therefore, crucial to restrict
how devices can be accessed and controlled to preserve
security and safety in an SHAuto environment. This is where
access control comes into play. Access control encompasses
authentication and authorisation.

Authorisation is about granting or denying access priv-
ileges on system resources to subjects [5], [6]. While
efforts have been made to improve authorisation in SHAuto
environments, to the best of our knowledge, there is only
a limited amount of work (e.g., [7], [8], [9], [10], [11],
[12], [13]) that has taken into account device-to-device
communications. As a first step towards achieving secure
and usable communication-based authorisation in SHAuto
environments, in this paper, we have conducted an in-depth
problem analysis of SHAuto, focusing on device-to-device
communications. More specifically, the contributions of this
paper are summarised as follows.

• A comprehensive use-case analysis of SHAuto cover-
ing three aspects: device control modes, automation
modes, and communications among entities. The enti-
ties refer to a set of interconnected devices, services,
and applications (apps) that collectively offer SHAuto
services.

• The formulation of a generic SHAuto model which
captures different SHAuto use-case scenarios.

• A threat analysis that identifies potential vulnerabil-
ities and authorisation-related threats in an SHAuto
environment.

• The specification of a set of functional, security,
usability, and performance requirements for the design
of secure, usable, and efficient communication-based
access control solutions for SHAuto environments. The
specification of the requirements has taken into account

the characteristics of SHAuto and the findings from the
problem analysis conducted above.

The rest of the paper is structured as follows. Section II
reviews the existing security analyses of smart homes.
Section III describes the characteristics, architecture, and
communication model of SHAuto. Section IV presents the
analysis of the SHAuto scenarios. Section V describes the
generic SHAuto model. Section VI performs the threat
analysis based on the model. Section VII specifies the set of
requirements. Finally, Section VIII concludes the paper.

II. RELATED WORK
In recent years, several studies have examined security risks
in smart homes. In a study conducted by Fernandes et al. [14],
an empirical security analysis was performed on Samsung
SmartThings [15], a popular smart home platform. The
analysis identified framework design flaws in two domains:
the SmartThings permission/capability model and the event
subsystem. The authors also demonstrated how these design
flaws can be exploited by attackers to steal lock pin-codes,
disable a vacation mode SmartApp, and cause fake fire
alarms.

Geneiatakis et al. [16] conducted a security and privacy
threat analysis on a smart home architecture, with a focus
on the interactions among various off-the-shelf IoT devices.
However, the architecture only considered scenarios where
the IoT devices, organised in islands, were connected to a hub,
and were not directly accessed by other devices. Ali et al. [17]
used different scenarios to investigate security attacks which
violate the security goals including confidentiality, integrity,
availability and so on. Ray and Bagwari [18] presented a set
of security threats in existing IoT communication protocols
(e.g., Bluetooth, ZigBee, WiFi, LoRaWAN) and proposed
a secure and cost-effective communication protocol with
desirable attributes for smart homes. In a more recent study,
Girish et al. [19] conducted an analysis of local network
communications involving a broad spectrum of consumer
smart IoT devices and mobile apps. The study identified
security and privacy threats associated with local network
traffic in smart homes. In another study, Li et al. [20]
introduced ZPA, a system designed to investigate privacy
and security issues in ZigBee-based smart home networks,
utilising ZigBee-encrypted traffic. ZPA employs state-of-the-
art machine-learning models to identify smart home devices’
type and status that could potentially leak users’ private
information.

Meng et al. [21] surveyed security challenges in smart
homes based on different attacking interfaces such as the
physical layer, network layer, mobile applications, access
control, and voice user interface. They also discussed
the existing proposed countermeasures to these challenges.
Kavallieratos et al. [22] performed a threat analysis on
the smart home ecosystem using the STRIDE (Spoofing,
Tampering, Repudiation, Information Disclosure, Denial of
Service and Elevation of Privilege) threat analysis method

18104 VOLUME 12, 2024



S. W. Tay et al.: Problem Analysis of SHAuto: Toward Secure and Usable Communication-Based Authorization

andMicrosoft’s threat modeling tool. The analysis focused on
threats in relation to the physical components of the ecosys-
tem and information transmitted between these components.

Different from the reviewed work discussed above, the
risk analysis conducted on a smart home automation system
in [23] took into account the human factor. This analysis
encompassed six components of the system: connected
sensors/devices, in-house gateway, cloud server, API, mobile
device, and smartphone apps. Each of these components
was analysed to identify vulnerabilities and threats related
to hardware, software, information, network communication,
and human aspects. Similar to [23], the study conducted
by [24] took into account human-related attacks such as social
engineering attacks. This study explored security challenges
in smart homes based on the four IoT layers, i.e., application
layer, perception layer, physical layer, and network layer.

Many of the reviewed work focused on specific aspects,
such as established smart home platforms [14], specific
device interaction scenarios [16], particular smart home
applications [17], IoT communication protocols [18], [20],
and the local home network [19]. In contrast, broader
aspects were explored in the studies [21], [22], [23], [24],
encompassing different IoT layers and the human factor.
However, threats associated with authorisation were not
extensively investigated in these studies. Unlike the reviewed
work, our analysis took a comprehensive approach to
investigating authorisation-related threats. We formulated a
generic model of smart home automation that encompasses
a wide range of use case scenarios, including device control
modes, automation modes, and device communications.

III. SHAUTO CHARACTERISTICS, ARCHITECTURE AND
COMMUNICATION MODEL
This section presents the characteristics, architecture and
communication model of SHAuto.

A. THE CHARACTERISTICS
SHAuto has a number of characteristics which make
governing access to devices a challenging issue. These char-
acteristics include device heterogeneity, dynamic nature of
SHAuto, varying access requirements, and access purposes.
Device Heterogeneity: Smart devices may come from

different vendors and have different functionalities, energy
capacities, processing and communication capabilities. For
example, in an SHAuto system, some devices support
cooking functions while others support lighting control,
and so on. From a security perspective, devices can differ
in sensitivity levels. For instance, devices that produce
health-related data and/or perform safety-critical operations
typically have a higher sensitivity level. In addition, some
devices may have shared ownership [25]. For instance,
in homes with multiple occupancies, a single occupant may
own a subset of devices and some devices may be owned by
multiple occupants.
Dynamic System: An SHAuto system is typically a

dynamic system where context changes are expected. New

devices may be added by the homeowners gradually and
obsolete devices may be removed when no longer needed.
Additionally, devices may be added to or removed from the
system in an ad hoc manner. They may also be powered off or
disconnected from the home network from time to time [26].
Furthermore, devices may experience a context change, e.g.,
a device relocation.
Varying and Changing Access Requirements: Depending

on various factors, access requirements may vary across
different SHAuto systems and these requirements may
change. For example, SHAuto systems may differ in terms
of household sizes, the number of devices, and so on,
thus imposing different access requirements. For example,
in an SHAuto system with multiple occupants, access to
devices could be based on device ownership. However, this
requirement does not apply to an SHAuto system with only
a single occupant. In addition, the requirements may change
from time to time due to context changes, e.g., a device
relocation may cause a change in the role of the device, hence
changing the requirements under which it can be accessed.
Different Access Purposes: In an SHAuto system, a device

may be accessed for data access, for controlling other devices,
or for both of these purposes.

Due to the diversified access requirements and the dynamic
nature of SHAuto, SHAuto should support fine-grained and
context-aware access control that makes access decisions
based on device context. With the increased granularity and
the incorporation of device context into decision making,
managing authorisation in an SHAuto environment has
become complex and challenging. Unlike industrial IoT
applications where access control is often managed by
dedicated security professionals, in SHAuto, access control
administration generally relies on homeowners who typically
lack security knowledge or expertise, and/or may not spend
time to configure the system or specify access policies
or assign access privileges adequately [25]. For example,
assigning privileges for every single device can be a complex
and time-consuming process, requiring excessive user effort.
The process is also prone to human errors. All these factors
can prevent homeowners from implementing access control
properly. Additionally, in a broader sense, human users’
decisions to grant permissions to technology elements (e.g.,
apps) or adopt these elements may also be affected by their
risk perception [27], [28], which could be influenced by
the ease or difficulty of retrieving relevant concerns for the
decisions [29].

B. THE ARCHITECTURE
The SHAuto architecture used in our problem analysis is
derived based on the architectures of both the IoT and
Smart Home published by previous studies [30], [31], [32],
[33], [34], [35], [36], [37], [38], [39], [40], [41], [42]. The
architecture, as shown in FIGURE 1, consists of four layers:
device layer, gateway later, cloud layer, and application
layer.
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FIGURE 1. A general architecture of SHAuto.

Device Layer: This layer is also referred to as the
object layer [32], the perception layer [39], [40], [41],
[42], or the physical layer [38], in the literature. Its main
tasks are to collect data and receive commands [33]. These
tasks are accomplished by a myriad of interconnected
smart devices, including smart appliances and IoT devices
equipped with communication and sensing and/or actuating
capabilities [34], [35], [43]. As described in Section III-A,
these devices can be heterogenous in terms of function-
alities, processing and communication capabilities, and
so on.
Gateway Layer: This layer is responsible for mediating

communications between heterogeneous SHAuto devices.
It also serves as a gateway between a smart home and
the cloud. The gateway function is typically provided by
connecting the devices to a central device, i.e., the SHAuto
gateway. The SHAuto gateway, also known as the SHAuto
hub, is located in the local home network [35]. It enables
interconnections between devices from various vendors or
between devices that use different communication protocols
such as WiFi, ZigBee and Bluetooth. The gateway is con-
nected to the Internet, thus the cloud, via a home router [16].
It connects to the cloud on behalf of devices that are not
WiFi-enabled. [44] classifies non-WiFi-enabled devices and
WiFi-enabled devices, respectively, as hub-connected devices
(known as gateway-connected devices hereafter in this paper)
and cloud-connected devices. In addition to the provision of
connectivity, the gateway also provides services to support
SHAuto, some of which may include device control and
management, data processing, storage and analytics, and
so on.
Cloud Layer: This layer is represented by the provider

cloud. It provides support for most of the services of the
gateway layer [32]. Most of the smart home platforms
today are cloud-based [45], i.e., the core services supporting
smart homes are mainly provided in the cloud layer,

instead of the gateway layer. Examples of such platforms
include Samsung SmartThings, Amazon AWS (AmazonWeb
Services) IoT [46], and IBM Watson IoT [47]. The provider
cloud may collaborate with third-party clouds [32] or
integrate with third-party services to offer richer features. For
example, SmartThings allows users to download and install
SmartThings apps (or SmartApps), written by third-party
developers [48], into their SmartThings cloud account [13]
to automate a home collaboratively. In addition, some smart
home platforms (e.g., SmartThings) also support user-defined
automation rules provided by third-party platforms (e.g.,
IFTTT) [49]. IFTTT (‘‘If This, Then That’’) [50] is a
Trigger-Action platform that allows users to customise
automation rules. Users may create their own Applets (or
automation rules) [51] or adopt published Applets written by
third-party developers [52].
Application Layer: This layer provides home users with

an interface to access SHAuto services. For example, the
users can remotely control devices, manage devices and their
communications [32], and customise automation rules [44],
[49] through end-user applications.

In SHAuto environments, artificial intelligence could
be employed to achieve automated personalised decision
making in a non-intrusive manner [53]. Depending on
the specific SHAuto system being used, the automated
decision-making process may occur at the device, cloud or
gateway layer of the SHAuto architecture. A more detailed
discussion of automated decision making is presented in
Section IV.

C. THE COMMUNICATION MODEL
The communication model used in SHAuto systems is
typically an event-driven communication model [14], [54],
in which automations are triggered by events. This commu-
nication model allows an SHAuto system to act on events as
they occur. An event is a change that takes place in an SHAuto
system. It could be a sensor reading that exceeds a threshold,
or a user action such as pressing a toggle button on a mobile
app.We call the former a sensor-generated event and the latter
a user-generated event.

An event-driven SHAuto system consists of event produc-
ers and event consumers. An event producer is an entity that
detects an event and generates a message to represent the
event. This message contains data or a command. The event
producer then transmits themessage to the event consumer(s).
An event consumer is an entity that executes an action in
response to a received message. Examples of actions include
the control of a device (e.g., switching on or off a device) and
the generation of another event.

IV. SHAUTO SCENARIOS
Through synthesising the literature [13], [15], [16], [34], [35],
[43], [44], [45], [46], [47], [48], [49], [50], [51], [52], [55],
[56], [57], [58], [59], [60], and [61], we have identified a
number of SHAuto scenarios. In this section, we analyse
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these scenarios from three aspects: device control modes,
automation modes, and entity communications.

We have chosen these aspects for this analysis because
of the following reasons. Firstly, as stated in Section I,
unauthorised control of devices can lead to safety concerns.
Therefore, in order to protect an SHAuto system from such
unauthorised control, it is necessary to anaylse the ways in
which devices can be controlled. Secondly, as an SHAuto sys-
tem comprises interconnected devices, it is crucial to explore
how these devices interact with one another. This can be
accomplished through an investigation of automation modes
and entity communications. The automation modes facilitate
the investigation of how the devices may interact within or
across different layers of the SHAuto architecture. Entity
communications delve deeper into potential communications
among the entities based on factors such as entity automation
roles and communication levels and patterns.

A. DEVICE CONTROL MODES
A device control mode determines how a device is, or should
be, controlled. As discussed in Section III-C, there are two
types of events, user-generated events and sensor-generated
events. Accordingly, device controls can also be classified
into two modes, a manual mode and an automatic (auto)
mode. A device controlled via a user-generated event is said
to be in the manual mode, whereas a device controlled via a
sensor-generated event is in the auto mode.

1) MANUAL CONTROL MODE
In the manual control mode, device control actions are trig-
gered by user-generated events. Current SHAuto platforms
generally allow users to control home devices via input
devices [61]. For example, devices can be controlled via
applications (apps) running on end-user devices such as
smartphones, tablets, personal computers, and so on [34].
These end-user apps are typically the companion app for
a device or an SHAuto platform offered by the provider.
Through these apps, users can issue a control command
to control devices locally from within the home network,
or remotely over the Internet when they are away from home.

The manual device control can be explained using a
lighting control use case. FIGURE 2 illustrates a high-level
automation workflow of the manual control scenario of the
use case. Theworkflow involves three steps: (1) a homeowner
launches a mobile app and changes the state of a toggle
button, which controls a light bulb in a room of the home,
from off to on; (2) when this state change of the button (an
event) occurs, the app (an event producer) sends a message
containing a switch-on command to the corresponding light
bulb (an event consumer); (3) the light bulb then switches
itself on (an action) in response to the command.

2) AUTO CONTROL MODE
In the auto control mode, device control actions are triggered
by sensor-generated events (e.g., sensor outputs) without any
human intervention (e.g., a user command). In other words,

FIGURE 2. Automation workflow of manual lighting control use case
scenario.

devices are automatically controlled by the SHAuto system
which makes automated decisions in response to sensor-
generated events.

A similar lighting control use case can be used to
explain this mode. FIGURE 3 shows a high-level automation
workflow of the auto control scenario of the use case. It can be
seen that more steps are involved in this mode in comparison
to themanual control mode. The steps are: (1) amotion sensor
detects a motion in the room (an event); (2) the motion sensor
(an event producer) sends a message containing some sensed
data to a smart lighting control service (an event consumer);
(3) the lighting control service (an event producer) processes
the message and makes a decision to switch on the light
bulb (an event); (4) the service sends a message containing
a switch-on command to the light bulb (an event consumer);
(5) the light bulb switches itself on (an action) in response to
the command.

FIGURE 3. Automation workflow of auto lighting control use case
scenario.

From the scenarios discussed in the two device control
modes above, two observations can be made. First, there
are two types of communications in SHAuto, i.e., data and
command communications, and an automation task may
involve one (e.g., use case scenario in Section IV-A1) or
more (e.g., use case scenario in Section IV-A2) types of
communications. The communication type is determined
based on the content (data or command) of the message
transmitted. As such, event producers and event consumers
can be classified into four communication roles, i.e., data
producer, command producer, data consumer, and command
consumer. Take the auto lighting control use case scenario in
Section IV-A2 for example. The smart lighting control service
is a data consumer in the communication with the motion
sensor, but a command producer in the communication with
the light bulb. This example also indicates that an entity can
take on more than one communication role in an automation
task.
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Second, according to their capability, entities participating
in SHAuto are heterogenous in their role in supporting
automation (hereinafter referred to as automation role).
An SHAuto system generally consists of three types of
entities, sensors, controllers, and actuators [56]. Each of these
entity types has a specific capability, i.e., sensing, automation
processing, and actuating. For example, in the auto control
scenario as described in Section IV-A2, the motion sensor
is of type sensor, the lighting control service is of type
controller, and the light bulb is of type actuator. In addition
to these three types, we have added an additional type of
entity, i.e., users, to capture the command producer role
in the manual control mode. This leads to a classification
of the entities participating in SHAuto (hereinafter referred
to as SHAuto Entities) based on their capability into four
automation roles: Sensor, Controller, Actuator, and User.
Sensor: An entity with sensing capability. It could be an

entity that senses or measures particular properties (e.g.,
temperature) of physical objects (e.g., a room in the house)
and transforms them into digital data. It could also be an entity
that monitors devices and detects changes of state in devices.
Sensors are data producers.
Controller: An entity that enables automated controls of

smart devices. It has the capability of processing automations,
i.e., it is capable of making automated SHAuto decisions
based on sensor data to determine how a device should
operate in response to the data. It could be a device
programmed tomake decisions for specific device operations,
or software such as an app or a service. The apps and services
can range from simple automation rules to complex services
(e.g., home climate control service). Controllers are typically
both data consumers and command producers.
Actuator: An entity with actuating capability. It could

be a device or a device component that acts on control
commands received from Controller(s). There are two cases
of actuating. Firstly, an Actuator actuates itself by performing
own operations. Secondly, an Actuator actuates devices
(e.g., relays, LEDs) connected to it. An example Actuator of
the former case is an air conditioner that switches itself on
or off upon receiving a command from an air conditioning
service. An example Actuator of the latter case is a control
unit, which actuates a simple linear actuator interfaced with
it, to control the opening and closing of a window, upon
receiving a command from a home climate control service.
Actuators are command consumers.
User: An end-user app used by human users (e.g., home-

owner) to control Actuators. These end-user apps are
command producers.

B. AUTOMATION MODES
Automation can be cloud-managed or locally-managed, or a
mixture of both [59], depending on where the Controller
is hosted. The two automation modes, cloud-managed
automation and locally-managed automation, are described
below.

1) CLOUD-MANAGED AUTOMATION
As mentioned in Section III-B, smart home platforms
today are primarily cloud-based, thereby supporting cloud-
managed automation. These platforms rely on cloud services,
which act as the Controllers, to automate a home. Depending
on the communication capability of devices, cloud-managed
automation can be performed in two ways, i.e., with
or without an SHAuto gateway. Cloud-connected devices
can directly connect to the Internet and interact with the
cloud [44], i.e., to exchange data and/or commands with
the cloud. Gateway-connected devices, on the other hand,
communicate with the cloud via the gateway.

Cloud-managed automation can be described using a smart
fan control use case, in which a smart fan is switched on when
the room temperature exceeds a threshold. FIGURE 4 shows
the workflow of an example scenario involving two gateway-
connected devices, i.e., a temperature sensor and a smart fan.
The workflow involves five steps: (1) the temperature sensor
sends room temperature data to the gateway; (2) the gateway
relays the data to the cloud; (3) a cloud service, which is
the Controller, processes the data and executes automation
rules; (4) the cloud service sends the gateway a switch-on
command; (5) the gateway relays the command to the fan.

FIGURE 4. Workflow of example cloud-managed automation.

2) LOCALLY-MANAGED AUTOMATION
Locally-managed automation allows automation to be pro-
cessed locally by using Controller(s) hosted on machines(s)
located within a home. In other words, connected Actuators
can be controlled locally fromwithin the home local network,
without using cloud services. Depending on the type of
hostingmachines used, this approach can be further classified
into two types: gateway-managed automation and device-
managed automation.

In gateway-managed automation, Controllers are often
hosted on an SHAuto gateway which centrally processes all
the automation tasks. Some examples of this approach can
be found in [55] and [60]. Gateway-managed automation
can be explained using the same smart fan control use case
presented above. As illustrated in FIGURE 5, this workflow
involves three steps: (1) the temperature sensor sends room
temperature data to the gateway; (2) the gateway processes
received data and executes automation rules; (3) the gateway
sends a switch-on command to the fan.
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FIGURE 5. Workflow of example gateway-managed automation.

With the advances in AI and the vision for personalised
SHAuto, it is envisioned that more and more AI-powered
devices will be integrated into homes. An example of
an AI-powered device is the LG ThinQ air conditioner
that can detect human presence in a room and adjust
the temperature accordingly [57]. AI-powered devices can
collect data via their interactions with other devices, the
underlying environment, and the users, and make automated
decisions based on the collected data. We call this on-device
automation processing device-managed automation.

From the scenarios discussed above, we can make
two observations. Firstly, an SHAuto Entity may operate
across different layers of the SHAuto architecture. For
example, a Controller may reside in the cloud layer (in
cloud-managed automation), the gateway layer (in gateway-
managed automation), or the device layer (in device-
managed automation). Secondly, an SHAuto Entity (e.g.,
an AI-powered device) can take on more than one automa-
tion role. For example, the air conditioner presented in
Section IV-B2 has the Sensor, Controller and Actuator
automation roles. To capture such a device, we derive
four automation roles from the original ones described in
Section IV-A. These roles are: SensorActuator, ControllerAc-
tuator, SensorController, and SensorControllerActuator.
SensorActuator: An entity with sensing and actuating

capabilities. Such an entity is usually an Actuator which is
also a Sensor, and is capable of detecting a change in its state.
ControllerActuator: An entity with automation processing

and actuating capabilities. Such an entity canmake automated
decisions based on sensor data and actuate itself accordingly.
SensorController: An entity with sensing and automation

processing capabilities. Such an entity makes an automated
decision based on self-generated data and issues a command
to the corresponding Actuator.
SensorControllerActuator: An entity with sensing,

automation processing, and actuating capabilities. Such an
entity is typically a self-contained device which can operate
independently. This type of device makes an automated
decision based on data generated by its on-device Sensor, and
actuates itself accordingly.

C. SHAUTO ENTITY COMMUNICATIONS
There are a number of potential communication scenarios
among SHAuto Entities, depending on their automation roles,
communication levels, and communication patterns.

For clarity, we first create a classification of SHAuto
Entities prior to discussing the scenarios. Based on their

automation roles, SHAuto Entities can be classified into
two generic types, Simple Entities and Composite Entities.
A Simple Entity is defined as an entity having only a single
component (a Sensor, a Controller, or an Actuator) with a
specific capability. A Composite Entity refers to an entity
made up of more than one component. Such an entity may
have components with the same or different capabilities.
An example of the former is a smart camera with a motion
sensor; each of these two components (camera and sensor)
has a sensing capability. An example of the latter is a smart
camera that, in addition to the camera function, can also make
automated decisions.

1) AUTOMATION ROLES
SHAuto Entities with different automation roles may
communicate with one another. In the following, these
communications are explained using five scenarios. The
communication involving the User role is straightforward
and has already been discussed in Section IV-A1, hence is
excluded from discussion.

a: SCENARIO-1: SENSOR, CONTROLLER AND ACTUATOR
This scenario describes communications involving three
Simple Entities (a Sensor, a Controller, and an Actuator).
These inter-entity communications are of two types: (i) data
communication between the Sensor and the Controller and
(ii) command communication between the Controller and the
Actuator, as shown in FIGURE 6. An example use case is
an air conditioning service (Controller) that receives room
temperature data from a temperature sensor (Sensor), and
sends a command to switch a smart air conditioner (Actuator)
on when the temperature exceeds a threshold.

FIGURE 6. Communications in scenario-1.

b: SCENARIO-2: SENSORACTUATOR AND CONTROLLER
This scenario describes communications between a Com-
posite Entity (e.g., a SensorActuator) and a Simple Entity
(e.g., a Controller). There are two types of such communi-
cations in this scenario, data and command communications,
as depicted in FIGURE 7. An example use case is a door
lock service (Controller) that receives the state of a smart lock
from the smart lock (SensorActuator) and sends a command
to the smart lock to lock itself after the smart lock is left
unlocked for 30 seconds.

c: SCENARIO-3: SENSOR AND CONTROLLERACTUATOR
This scenario describes communications involving a
Simple Entity (e.g., a Sensor) and a Composite Entity
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FIGURE 7. Communications in scenario-2.

FIGURE 8. Communications in scenario-3.

(e.g., a ControllerActuator). As illustrated in FIGURE 8,
there is an inter-entity data communication between the Sen-
sor and the ControllerActuator, and an intra-entity command
communication within the ControllerActuator. An example
use case is a smart air conditioner (ControllerActuator) that
makes an automated decision based on the room temperature
data received from a temperature sensor (Sensor), and
switches itself on when the temperature exceeds a threshold.

d: SCENARIO-4: SENSORCONTROLLER AND ACTUATOR
This scenario describes communications involving a Com-
posite Entity (e.g., a SensorController) and a Simple
Entity (e.g., an Actuator). As shown in FIGURE 9, there
is an inter-entity command communication between the
SensorController and the Actuator, and an intra-entity data
communication within the SensorController. An example use
case is a smart temperature sensor (SensorController) that
monitors the room temperature and sends a command to
switch a smart air conditioner (Actuator) on when the room
temperature exceeds a threshold.

FIGURE 9. Communications in scenario-4.

e: SCENARIO-5: SENSORCONTROLLERACTUATOR
This scenario describes communications involving only a
single Composite Entity (e.g., a SensorControllerActuator).
As shown in FIGURE 10, in this scenario, there are only
intra-entity communications which communicate data and a
command within the SensorControllerActuator. An example
use case is a smart fridge that provides a child lock feature.
The fridge automatically locks itself to prevent children
from accessing harmful items (e.g., medicine) when the

FIGURE 10. Communications in scenario-5.

parents are not around. The fridge has multiple components
including a smart exterior camera (Sensor), a child lock
service (Controller) and a smart door lock (Actuator). These
components work collectively to provide the child lock
feature. When a child is approaching the fridge, the camera
captures the image of the child which serves as input for the
child lock service. The service then performs face recognition
to verify if the person is a child, makes a decision, and sends
a lock command to the smart door lock to lock itself.

2) COMMUNICATION LEVELS
Communications among SHAuto Entities can happen at the
same level or across different levels. There are two types
of same-level communications, i.e., entity-to-entity com-
munications and component-to-component communications,
and one type of cross-level communications, i.e., entity-to-
component communications.

a: SCENARIO-6: ENTITY-TO-ENTITY COMMUNICATIONS
An entity-to-entity communication occurs at the entity level
and can happen between two Simple Entities, two Composite
Entities, or a Simple Entity and a Composite Entity. In this
scenario, an SHAuto Entity communicates with others as
a single unit, regardless of how many components it has.
An example of entity-to-entity communications is a data
communication between two Simple Entities, e.g., data
is communicated between a Sensor and a Controller as
described in Scenario-1.

b: SCENARIO-7: COMPONENT-TO-COMPONENT
COMMUNICATIONS
A component-to-component communication occurs at the
component level and may happen within a single Composite
Entity or between two Composite Entities. An example
of this communication which happens within a Composite
Entity is depicted in FIGURE 11. This example provides a
detailed view of the intra-entity communications described
in Scenario-5. As shown in the figure, communications occur
internally within the Composite Entity (smart fridge d1)
among its components (the smart exterior camera s1, the child
lock service c1, and the smart door lock a1).

An example of a component-to-component communica-
tion taking place between two Composite Entities (the smart
fridge d1 and a device d2) is shown in FIGURE 12. In addition
to the components described above, the fridge d1 also has
a smart interior camera s2 which keeps track of what is in
the fridge and makes this information accessible to devices
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FIGURE 11. An example of component-to-component communications
within a composite entity.

FIGURE 12. An example of component-to-component communication
between composite entities.

which need it. d2 has two Controllers, c2 and c3, running
on it. c3 is a grocery shopping service which automatically
orders groceries based on available items in the fridge as
well as users’ consumption and purchasing habits. To perform
automated ordering, c3 needs to know what items are left
in the fridge and it obtains this information from the smart
interior camera s2 of the fridge.

c: SCENARIO-8: ENTITY-TO-COMPONENT
COMMUNICATIONS
An entity-to-component communication is a cross-level
communication which may happen between a Simple Entity
and a component of a Composite Entity, or between a
Composite Entity and a component of another Composite
Entity. This communication can be explained using an
automated cooking recipe generation example illustrated in
FIGURE 13. This automation involves a smart fridge d1
and a smart cooker d3. The cooker can generate various
recipes based on the ingredients available in the fridge. The
ingredient information consumed by the cooker is captured
and sent by the camera s2 installed inside the fridge.

3) COMMUNICATION PATTERNS
In our previous work [62], [63], we have identified three types
of device-to-device interactions showing three communica-
tion patterns, i.e., one-to-one, many-to-one, and one-to-many
communication patterns. In this work, we expand this concept
of interactions in two ways. Firstly, in addition to the inter-
actions between devices, we also consider the interactions
between other SHAuto Entities such as services and apps as

FIGURE 13. An example of entity-to-component communication.

well as their interactions with the devices. Secondly, we also
consider the many-to-many communication pattern. This
expansion results in four communication patterns of SHAuto
Entities: one-to-one, many-to-one, one-to-many, and many-
to-many. In the following, we use a smart air conditioning
use case to describe each of these patterns.

a: SCENARIO-9: ONE-TO-ONE COMMUNICATIONS
In this scenario, an SHAuto Entity or component sends data
or a command to another SHAuto Entity or component. For
example, as shown in FIGURE 14, a temperature sensor sends
room temperature data to an air conditioning service, which,
in turn, issues a command to a smart air conditioner to switch
itself on when the room temperature exceeds a threshold.

FIGURE 14. An example of one-to-one communication.

b: SCENARIO-10: MANY-TO-ONE COMMUNICATIONS
In this scenario, multiple SHAuto Entities and/or components
send data and/or commands to another SHAuto Entity or
component. FIGURE 15 shows an example of this scenario,
in which two temperature sensors are used to provide room
temperature data to an air conditioning service.

c: SCENARIO-11: ONE-TO-MANY COMMUNICATIONS
In this scenario, an SHAuto Entity or component provides
data or a command to multiple SHAuto Entities and/or
components. FIGURE 16 depicts an example of this scenario,
in which, an air conditioning service commands two smart air
conditioners.

d: SCENARIO-12: MANY-TO-MANY COMMUNICATIONS
In this scenario, multiple SHAuto Entities and/or components
provide data and/or commands to multiple SHAuto Entities
and/or components. An example of this scenario, as shown
in FIGURE 17, is that two temperature sensors provide
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FIGURE 15. An example of many-to-one communication.

FIGURE 16. An example of one-to-many communication.

FIGURE 17. An example of many-to-many communication.

temperature data to two services, an air conditioning service
and an early fire detection service.

V. A GENERIC MODEL OF SHAUTO
Based on the use case analysis in the previous section,
we have formulated a generic model for SHAuto (hereinafter
referred to as the G-SHAuto model). The G-SHAuto
model captures the different SHAuto use case scenarios
presented above, in a communication view called the PubSub
Space. The PubSub Space represents a logical space where
heterogeneous SHAuto Entities can communicate with one
another, regardless of the layer they reside in the SHAuto
architecture. FIGURE 18 depicts the G-SHAuto model, how

SHAuto Entities are represented in the PubSub Space and
how they communicate among themselves in the PubSub
Space. A detailed description of the model including its
messaging pattern and elements and the aforementioned
communications is provided below.

A. MESSAGING PATTERN
We have chosen Publish/Subscribe (PubSub) [64] as the
underlying messaging pattern for the G-SHAuto model.
In a PubSub system, clients, i.e., publishers and subscribers,
exchange messages through a central message broker. Sub-
scribers register their interest in receiving messages through
subscriptions, and only receive messages, generated and sent
by the publishers that match their registered interest [64]. The
matching of messages with relevant subscribers is done by
the broker by using a filtering approach. Topic-based filtering
and content-based filtering are among the most widely used
approaches [64].

In the topic-based filtering approach, subscribers receive
all the messages published to the topics to which they
subscribe. As shown in FIGURE 19, topics serve as logical
channels between publishers and subscribers. In the content-
based filtering approach, subscribers receive messages if the
content of the messages matches the constraints defined by
the subscribers during their subscriptions [65].

The G-SHAuto model adopts the topic-based PubSub
messaging pattern for the following reasons:

• The messaging pattern provides asynchronous, loosely-
coupled, and many-to-many communications between
message producers (publishers) and message consumers
(subscribers) [66], [67], making it suitable for SHAuto
communications. PubSub has been used in considerable
smart home applications, which not only include
established IoT platforms such as AWS IoT and IBM
Watson IoT, but also research projects (e.g., [68], [69],
[70], [71], [72], [73], [74]).

• Themessaging pattern supports an event-driven commu-
nication model [64], [75], [76], which is commonly seen
in SHAuto.

• In addition to one-to-one communications, topic-based
PubSub also supports topic-based group communi-
cations, thus enabling one-to-many, many-to-one and
many-to-many communication patterns described in
Section IV-C3. The support for group communications
is particularly useful in SHAuto scenarios where a
publisher sends an identical piece of data/command
to multiple subscribers. Without PubSub, the publisher
would have to send the data/command separately and
respectively to each of the subscribers.With PubSub, the
publisher would only need to publish the data/command
once to a topic and the data/command will be delivered
to all the subscribers by the broker, thus reducing the
number of messages to be transmitted by the publisher.

• PubSub supports persistent sessions [64]. Take the
Message Queuing Telemetry Transport (MQTT) proto-
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FIGURE 18. The G-SHAuto model.

FIGURE 19. Topic-based PubSub architecture.

col [77], a lightweight PubSub protocol, for example.
In a persistent session, the broker stores subscription
information even if the subscriber is offline, and delivers
undelivered messages to the subscriber as soon as it has
reconnected [78].

• PubSub protocols such as MQTT allow publishers to
mark a message published to a topic to be retained by
the broker [67]. In MQTT, such a message is known as a
retained message, and will be sent by the broker to any
new subscribers immediately upon their subscription to

the topic to which the message was published. This can
be very useful in the SHAuto context where devices may
join or leave (or switch-on or switch-off) dynamically.
For example, a smart door lock publishes its status
only when changed. With the retained message, a new
subscriber will automatically receive the latest status of
the smart door lock upon subscription, without the need
to wait for the next status change.

B. MODEL ELEMENTS
The G-SHAuto model has three types of elements, PubSub
Entities, a Broker and Topics.
PubSub Entities: PubSub Entities are PubSub clients made

up of SHAuto Entities that communicate with one another
in the PubSub Space to provide SHAuto. For the sake
of simplicity, PubSub Entities are hereinafter referred to
as entities. Entities include devices, device components,
automation rules or services, and end-user apps provided by
the SHAuto platform or third parties. To capture the dif-
ferent communication levels as described in Section IV-C2,
entities are categorised into three types: SE (Simple Entity),
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CE (Composite Entity), and CCE (Component within a
Composite Entity). A Composite Entity may communicate in
the PubSub Space as a single entity or multiple entities. In the
former case, the Composite Entity (e.g., c2 in FIGURE 18)
is represented by an CE (e.g., CE1 in FIGURE 18). In the
latter case, the Composite Entity (e.g., c1 in FIGURE 18)
is represented by multiple CCEs (e.g., CCE1 and CCE2 in
FIGURE 18). In other words, an CE represents a Composite
Entity in the PubSub Space, while an CCE represents a
component within a Composite Entity in the PubSub Space.

Entities can be both publisher (i.e., data or command
producer) and subscriber (i.e., data or command consumer),
that is to say, the communication role of an entity may differ
across automation tasks. An example of such an entity is
a smart fridge which participates in two automation tasks,
ice dispensing and recipe generation. In the former case, the
smart fridge is an Actuator which dispenses ice in response
to a command received from a smart door lock with a camera
when the door lock detects the homeowner has arrived.
In the communication with the door lock, the fridge is the
command consumer. On the other hand, in the latter case,
the fridge is a Sensor which sends the information about
ingredients stored in the fridge to a smart cooker which then
generates recipes based on the information received. In the
communication with the cooker, the fridge is a data producer.
In addition, an entity (e.g., the smart lighting control service
described in Section IV-A2) may have more than one
communication role in an automation task, but can only take
on one communication role in a communication, either a
data/command producer or a data/command consumer.
Topics: A topic is a logical channel between a pair,

or a group, of data producer(s) and data consumer(s) or
command producer(s) and command consumer(s). Topics
can be dynamically created when an entity publishes or
subscribes to them, without any initialisation beforehand (as
supported by MQTT [77], [79]).
Broker: A PubSub broker, though not explicitly shown in

FIGURE 18, acts as a central server, to which all entities are
connected, to enable message transmission between entities
via topics. Depending on the automation modes described in
Section IV-B, the Broker could be cloud-hosted or locally-
hosted on a machine (usually an SHAuto gateway) within the
home.

C. COMMUNICATIONS AMONG PUBSUB ENTITIES
The G-SHAuto model involves two forms of communica-
tions, namely, inter-entity communications and Entity-Broker
communications.

1) INTER-ENTITY COMMUNICATIONS
To facilitate SHAuto, entities communicate with one another
by exchangingmessages and each suchmessage contains data
or commands. These communications are called inter-entity
communications and can be categorised into six groups: CE
and CE, CE and SE, CE and CCE, SE and SE, SE and

CCE, and CCE and CCE. These inter-entity communications
are summarised in Table 1. Each group of communication
is provided with an example composed of communication
flows depicted in FIGURE 18. It is worth noting that in
each inter-entity communication, an entity takes on one
automation role and one communication role. Take the
communication between CCE3 and CE1 via topic t6 for
example. In this communication, CCE3 has the data producer
communication role and may assume the Sensor automation
role. On the other hand, CE1 has the data consumer
communication role and may assume the ControllerActuator
automation role.

TABLE 1. Inter-entity communications in SHAuto.

The inter-entity communications shown in TABLE 1 cover
different SHAuto scenarios discussed in Section IV. The
scenarios include:

• Communications involving different device control
modes:
– Manual control (e.g., command flows 4a and 4b via
t1) and

– Auto control (e.g., all communication flows except for
command flows 4a and 4b).

• Communications involving different automation modes:
– Cloud-managed automation (e.g., the control of CCE5
by CCE2 via t2),

– Gateway-managed automation (e.g., the control of
CE1 by SE2 via t4), and

– Device-managed automation (e.g., the control of
CCE5 by CCE4 via t7).

• Communications involving different communication
patterns:
– One-to-one (e.g., SE1 to SE3 via t1),
– Many-to-one (e.g., SE2 and CCE2 to CCE5 via t2),
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– One-to-many (e.g., CCE3 to CCE4 and CE1 via t6),
and

– Many-to-many (e.g., SE4 and CE2 to SE2 to CCE4
via t3).

2) ENTITY-BROKER COMMUNICATIONS
The Broker mediates the inter-entity communications
described above. This results in four types of Entity-
Broker communications: Subscribe, Publish, Forward, and
Unsubscribe.
Subscribe: A Subscribe communication involves an entity

subscribing to the topic(s) to request messages, containing
data or commands, that it is interested in receiving. For
example, a smart air conditioner subscribes to a topic to
receive control commands from other entities. In a Subscribe
communication, an entity sends a Subscribe request in the
form of a message to the Broker. We refer to this message
as a Subscribe message. A Subscribe message contains
information about a subscription such as the identifier of the
topic(s) of interest.
Publish: A Publish communication involves an entity

publishing amessage, containing data or commands, to which
other entities might be subscribing. As can be seen from the
examples illustrated in FIGURE 18, each of the inter-entity
communications is enabled through two sequential commu-
nications involving the Broker; the first being the Publish
communication. In a Publish communication, an entity
publishes a message to a topic managed by the Broker.
We call thismessage an inbound Publishmessage (hereinafter
referred to as Publish message for simplicity). This message
serves as a Publish request and may include the identifier of
the topic that it will be published to and a control command
(e.g., on/off) or sensor data (e.g., room temperature reading).
An example of Publish communication is captured by the data
flow 1a in FIGURE 18.
Forward: A Forward communication involves the Bro-

ker forwarding a message published by a publisher to
a subscriber. This is the subsequent communication that
completes an inter-entity communication after a Publish
communication. A Forward communication is established by
the Broker in response to the receipt of a Publish message
from a publisher. The Broker then relays the message as an
outbound Publish message to every single subscriber of the
topic to which the message was published. We name the
outbound Publishmessage the Forwardmessage. An example
of Forward communication is exhibited by the data flow 1b
in FIGURE 18.
Unsubscribe: An Unsubscribe communication involves

a subscriber unsubscribing to remove a request for mes-
sages. To unsubscribe from messages, a subscriber sends
an Unsubscribe request to the Broker to stop receiv-
ing any subsequent messages published to a particular
topic. An Unsubscribe request is sent in the form of an
Unsubscribe message and it includes the identifier of the
topic.

VI. THREAT ANALYSIS
While SHAuto has the potential to offer numerous benefits,
it also provides opportunities for attacks. External and inter-
nal parties may take advantage of the interconnected smart
devices to illegitimately automate a home. In the following,
we identify and discuss these opportunities (vulnerabilities
and authorisation threats) as well as the impacts they may
impose.

A. VULNERABILITIES
Vulnerabilities are known as the weaknesses in a system that
an attacker could exploit to cause harmful impacts on the
system [80]. In the G-SHAuto model, vulnerabilities can be
classified into two categories: unconstrained communications
within the PubSub Space and overprivileged entities.

1) UNCONSTRAINED COMMUNICATIONS WITHIN THE
PUBSUB SPACE
Interconnected entities, with heterogeneous functionalities,
communication capabilities, providers, and so on, can
freely communicate with one another through publishing
or subscribing to topics to provide SHAuto. This promises
enhanced convenience and comfort to home occupants.
However, a single compromised entity may potentially com-
promise the entire SHAuto system. For example, an entity
could leverage the group-based communication of PubSub
to control numerous other entities by publishing a single
command to a topic that they have all subscribed to,
without having to compromise every single one of them.
For instance, in a one-to-many communication scenario
illustrated in 16, a compromised smart air conditioning
service could potentiallymanipulate all smart air conditioners
subscribed to it by issuing a single command.

2) OVERPRIVILEGED ENTITIES
An overprivileged entity can access more data than it needs
or control more devices than it should. Overprivileges can
be attributed to the following features offered by SHAuto
platforms.

• The support for automation rule customisation and man-
agement of devices and device communications through
end-user applications: This provides homeowners with
control over their SHAuto system butmay also introduce
risks (e.g., misconfigurations) due to human error,
negligence, or a lack of knowledge in IT or security as
described in Section III-A. For example, the homeowner
may unintentionally grant a device more permissions
than it requires, causing the device to be overprivileged.

• The support for third-party app development and
integration (see Section III-B): These apps enrich the
SHAuto experience but may be overprivileged [14].

B. THREATS
Entities have access to an SHAuto system, and they may
be malicious, curious or compromised. These entities may
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misuse their access privilege, intentionally or unintentionally,
by exploiting the aforementioned vulnerabilities. We call
the misuse of access privilege an authorisation threat.
Authorisation threats can be classified into two classes:
(1) privilege escalation and (2) privilege blocking. These
threats are discussed below and summarised in FIGURE 20.

1) PRIVILEGE ESCALATION
Privilege escalation refers to the act of gaining privileges
beyond what is intended for an entity. This threat can happen
in entity control and command/data access.

a: PRIVILEGE ESCALATION IN ENTITY CONTROL
Privilege escalation in entity control refers to an event where
an entity takes control of other entities which it should not
have control over. The entities involved in this threat can
be classified into two types: actor and victim. An actor is
an entity which causes the threat. A victim, on the other
hand, is an entity being controlled as a result of the threat.
A victim is usually an entity with actuating capability (e.g.,
an Actuator, a SensorActuator, or a ControllerActuator). This
threat can take two forms, direct control and indirect control.

A direct control threat refers to a circumstance in which
an actor directly controls the victim(s). It can be caused by an
illegitimate publication by an actor. Such a publication occurs
if an actor publishes a command or data to a topic subscribed
to by the victim(s), causing the victim(s) to act following the
received command/data. For example, a smart coffee maker
illegitimately publishes a command to a topic subscribed to
by a burglar alarm, a device it should not control, in an attempt
to deactivate it. An illegitimate publication can happen in any
of the following inter-entity communications:

(COM1) An entity publishing a command to an Actuator or
a SensorActuator.

(COM2) An entity publishing data to a ControllerActuator.

The threats of indirect control refer to situations in which
actors indirectly control victims through intermediaries.
Intermediaries are Controllers which are authorised to
control the victims. An indirect control threat happens in
two stages: (1) an illegitimate publication by an actor
and (2) publication(s) by one or more intermediaries. For
simplicity, the stages are explained using a case involving
only one victim and one intermediary. In the first stage,
an actor publishes data to a topic subscribed to by an
intermediary. In the second stage, the intermediary publishes
a command, in response to the received data, to a topic
subscribed to by the victim. The publication by the actor is
illegitimate as it allows the actor to indirectly control the
victim which the actor should not gain control over. The
publication by the intermediary is legitimate if performed in
response to a legitimate publication; however, if carried out as
a result of an illegitimate publication as described in the first
stage, it will lead to an indirect control threat. An example
of indirect control threats involves a motion detector within
a room (i.e., an actor) illegitimately sending a data item to

a home security service (i.e., an intermediary), which then
issues a command to either lock or unlock the main door of
the house (i.e., a victim). An illegitimate publication by an
actor can occur in the inter-entity communication below:

(COM3) An entity publishing data to a Controller.

b: PRIVILEGE ESCALATION IN COMMAND/DATA ACCESS
Privilege escalation in command/data access arises when an
entity consumes commands or data which are not intended for
it. This threat may occur as a result of an illegitimate subscrip-
tion or an unconstrained message forwarding. An illegitimate
subscription occurs when an entity subscribes to a topic to
which it should not have access. An example is a coffee
maker illegitimately subscribing to a topic to read the status
of the main door of the house (e.g., On or Off) which is
not intended for it. An unconstrained message forwarding,
on the other hand, happens when the Broker broadcasts
a message, which contains data or a command, to all the
subscribers of the topic to which the message was published,
irrespective of the fact that only a subset of these subscribers
should receive the message. For example, the Broker might
broadcast a switch-on command to all smart light bulbs in
the house, irrespective of the fact that only the light bulbs in
the kitchen are intended to receive it. A privilege escalation
in command/data access can happen in any of the following
inter-entity communications:

(COM4) An Actuator or a SensorActuator consuming a
command published by a command producer.

(COM5) A ControllerActuator, a Controller, a Sensor,
a SensorController, or a SensorControllerActuator
consuming a command published by a command
producer.

(COM6) A ControllerActuator or a SensorControllerActua-
tor consuming data published by a data producer.

(COM7) A Controller or a SensorController consuming data
published by a data producer.

(COM8) A Sensor, an Actuator, or a SensorActuator con-
suming data published by a data producer.

The illegitimate publications and subscriptions discussed
abovemay be performed intentionally by a curious, malicious
or compromised entity, or unintentionally as the result of
device permission misconfigurations by their owners and so
on.

2) PRIVILEGE BLOCKING
Privilege blocking is the act of blocking legitimate access
to rightful resources [81]. In SHAuto, privilege blocking
occurs when the legitimate consumption of commands/data
by entities is prevented.

A privilege-blocking threat may occur as a result of an
illegitimate subscription cancellation. Such a cancellation
happens when a legitimate subscriber unsubscribes itself
from a topic illegitimately, stopping itself from receiving
commands or data intended for it. This action, which may
be performed intentionally or unintentionally by entities, can
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FIGURE 20. Summary of authorisation threats in SHAuto.

result in an availability violation in which commands/data
are made unavailable to legitimate subscribers. For example,
a compromised smoke detection service might unsubscribe
itself from receiving data from smoke detectors, preventing
itself from sending alerts to the homeowner’s smartphone.

C. IMPACTS OF THREATS
The authorisation threats discussed above could cause one or
more adverse impacts on an SHAuto system. These threats
not only impact the security and safety of an SHAuto system
but also its efficiency. Below, impacts that have the potential
to cause safety concerns are discussed before other impacts as
they have the highest severity (e.g., endangering occupants’
lives).
Operation Obstruction: This occurs when an entity is

prevented from operating. It could be caused by a privilege
blocking as described above. Take a security camera for
example. The camera switches itself on after receiving a com-
mand when home occupants leave the house. If the camera is
compromised, it could be manipulated to unsubscribe itself
from such control commands, rendering it inoperable when
occupants are away from home.
Device Misoperation: This occurs when a device fails to

operate as intended. Device misoperation can be of two types:
internal misoperation and external misoperation. The former
means a misoperation posed by an entity (i.e., the device
itself), whereas, the latter refers to a device misoperation
posed by other entities. An internal misoperation of a
device may result from a privilege escalation that occurs
in (COM4) or (COM6). On the other hand, an external
misoperation of a device could be caused by a privilege
escalation that happens in (COM1) to (COM3), or (COM7).
Misoperations of devices, which perform critical SHAuto
functions, could be disastrous. They may cause device or
property damage, putting residents’ lives at risk. An example
of malicious control of devices, e.g., kitchen appliances, by a
compromised entity has been discussed in Section I.

Service Disruption: This is an interruption in the delivery
of SHAuto services. It can result from an event of operation
obstruction or device misoperation. Multiple occurrences of
such an event may potentially result in a whole SHAuto
system disruption.
Disclosure of Information: It refers to the dissemination of

information to any parties who are not authorised to access
that information. It can result from a privilege escalation in
command/data access that happens in any of the inter-entity
communications described in (COM4) to (COM8). For
example, a compromised entity might be used to subscribe
to data published by entities (e.g., smart door lock) that are
not intended for it, with the aim of learning about the current
state of the smart home, such as whether the house is locked
or unlocked and if the occupants are home or away. This
information could then be used in facilitating home intrusion
and burglary.
Impact on Efficiency: The threat actions of illegitimate

topic subscription and unconstrained message forwarding
may impact the efficiency of an SHAuto system. For
example, an illegitimate topic subscription, which is per-
formed by an entity unintentionally, could lead to additional
overhead in the entity in processing unwanted messages.
The situation is even worse if the entity is a resource-
constrained device. Additionally, the threat actions can lead
to a rise in the volume of communications, putting an
additional burden on the Broker. This extra burden may
cause the reduced performance of the messaging system in
SHAuto.

VII. REQUIREMENT SPECIFICATION
Based on the SHAuto characteristics (Section III-A), the
G-SHAuto model and the threat analysis, this section
specifies a set of functional, security, usability, and perfor-
mance requirements developed by the authors for a secure,
usable, and efficient access control solution for SHAuto
environments.
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A. FUNCTIONAL REQUIREMENTS
(FR1) Communication-based access control: All inter-

entity communications, including both data and
command communications, should be governed
by access control. In other words, access control
should be incorporated into all four types of Entity-
Broker communications, i.e., Publish, Subscribe,
Unsubscribe, and Forward.

(FR2) Support for IoT communication characteristics:
The characteristics of IoT communications in
SHAuto environments such as dynamic topic
creation by entities, persistent sessions, retained
messages, and communication patterns should be
taken into consideration.

B. SECURITY REQUIREMENTS
The security requirements (SR1 and SR2) are specified
to satisfy the safety property as defined by NIST, i.e.,
an access control system is considered safe if no privilege
can be escalated to unauthorised or unintended entities and
the correct privileges are always accessible to authorised
entities [81].

(SR1) Least privilege communication: An entity should
be granted only the minimum privilege for the
minimum time frame necessary to perform its
task.

(SR2) Availability: The legitimate privilege of an entity
to communicate with other entities should not be
blocked.

(SR3) Fine-grained access control: The following require-
ments are specified to achieve fine-grained access
control.
(SR3a) Communication-based access control

should be enforced at the lowest level,
the CCE level.

(SR3b) The attributes of entities, including their
contextual attributes, should be taken
into account when making authorisa-
tion decisions.

C. USABILITY REQUIREMENTS
(UR1) Flexibility: The solution should be flexible to

accommodate varying access control requirements
of different SHAuto systems and the changing
needs of an SHAuto system, as described in
Section III-A.

(UR2) Ease of use: The solution should support ease of
authorisation administration, e.g., policy and priv-
ilege/permission administration and privilege/per-
mission review, without requiring user expertise in
IT and security.

(UR3) Efficiency of use: The solution should be efficient
to use in such a way that human effort or interven-
tion involved in authorisation administration is kept
as minimal as possible.

D. PERFORMANCE REQUIREMENT
(PR1) Performance efficiency: Access delays should be

kept as short as possible while meeting the
functional, security, and usability requirements.
In general, an access delay can be defined as
the amount of time it takes for an access control
solution to produce a decision for an access
request.

VIII. CONCLUSION AND FUTURE WORK
SHAuto offers a host of life-enhancing benefits to home
occupants but may also pose security and safety problems.
In this paper, we have performed a comprehensive problem
analysis of an SHAuto environment. In doing so, we have
analysed SHAuto use case scenarios from three aspects,
i.e., device control modes, automation modes, and commu-
nications among entities, identifying communication types,
communication patterns, communication levels and the roles
of entities in the communications. We have then constructed
a generic SHAuto model, based on which, we have identified
potential vulnerabilities and threats in relation to authorisa-
tion. The problem analysis has led to the specification of a set
of requirements, which will be used to guide the next phase
of our work, i.e., the design of a secure, usable, and efficient
communication-based access control solution for SHAuto
environments.

The specified requirements have important implications
for the design of such an access control solution. The func-
tional requirements ensures that the access control solution
can be designed to be more secure and efficient in handling
IoT communications in SHAuto environments. Incorporating
access control in all inter-entity communications can ensure
that only authorised entities can produce and/or consume
data and/or commands. Taking into consideration the char-
acteristics of IoT communications such as dynamic topic
creation allows entities to create new topics on the fly.
This can be useful for handling ad hoc communication
needs.

The least privilege communication requirement is essential
to prevent privilege escalation to mitigate the damage that a
compromised or malicious entity could cause to an SHAuto
system. The principle of least privilege ensures that each
entity will only be granted the communication privileges
that are absolutely required, and the privileges should be
revoked when no longer needed. As a result, if an entity is
compromised, the impact of the attack can be confined to the
minimal entities that the compromised entity was permitted
to communicate with. The availability requirement is crucial
to prevent privilege blocking. The fine-grained access control
requirement ensures that the solution can be designed to
provide more secure access control. This requirement allows
the solution to control inter-entity communications based on
the attributes of entities and such control is enforced at the
lowest level (i.e., the CCE level).
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By providing flexibility, ease of use, and efficiency of use,
the system can be designed to be more usable and efficient in
managing access control requirements, allowing new access
control policies and rules to be added as an SHAuto system
evolves. Additionally, by ensuring that access delays are kept
as short as possible, the solution can provide efficient access
control, which is critical for ensuring safety and security in
SHAuto environments. An example use case is a smart oven
and a smart camera that collectively provide a child safety
service. The camera detects if a child is approaching the oven
without the presence of an adult.When the detection happens,
the camera communicates the information to the oven so
that the oven can lock its door to prevent the child from
opening the door. To protect children from severe injury, it is
critical that the access delay imposed on the communication
between the camera and the oven can be minimised.

In our future work, we will employ the specified require-
ments to design a secure and usable communication-based
access control solution for SHAuto environments. In addi-
tion, we will draw insights from related white papers (e.g.,
[82]) to refine our requirements comprehensively. Finally,
we will evaluate our solution in terms of security and
usability.
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