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ABSTRACT With the increasing investments in on-the-move electric vehicle (EV) charging solutions and
wireless charging lanes (WCLs), coordination of the energy requirements of mobile EVs becomes essential
to ensure load balancing while maximizing demand coverage. This necessitates the development of online
andmobility-aware algorithms for assigning EV-to-charging lanes. In this work, a decentralized, blockchain-
based EV assignment and energy allocation system is presented. The objective of system is to coordinate
the charging requirements of mobile EVs among the available WCLs within a network of EV chargers in
an Internet of Electric Vehicles (IoEVs). This blockchain-based system offers higher security, transparency
and immutability over traditional rule-based coordination schemes. It also offers an integrated end-to-end
framework that handles user registration, authentication, lane activation and energy reporting. This is in
addition to its main functionality of establishing a real-time and load-balanced EV-to-WCL assignment
process that addresses the EV energy requirements within constraints of traveling distance and remaining
EV energy. The proposed system is tested on the Ethereum blockchain and its security and transparency are
both validated accordingly.

INDEX TERMS Blockchains, decentralized coordination, electric vehicles, energy management, smart
contracts.

NOMENCLATURE
CEM Centralized energy management.
CEVs Connected electric vehicles.
DWC Dynamic wireless charging.
EA Ethereum address.
EV Electric vehicle.
IOEVs Internet of electric vehicles.
OSC Operations smart contract.
RSC Registration smart contract.
SC Smart contract.
WCL Wireless charging lane.
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I. INTRODUCTION
With the growing penetration of electric vehicles (EVs)
into the global transportation markets, increasing research
and development activities are taking place to provide a
reliable and intelligent electric transportation system with
connected electric vehicles (CEV) and EV charging solutions
in an internet of electric vehicles (IoEV) [1]. These ongoing
research activities include, studies on EV charging system
development [2], [3], charging infrastructure planning [4],
[5], [6], demand modeling [7], [8] and charging coordination
and energy management [9], [10], [11].

An IoEV leverages on the advantages of vehicular
connectivity to coordinate the grid-to-vehicle (G2V) and
vehicle-to-grid (V2G) energy exchange, and to manage
the demand-supply profiles of the EV charging energy,
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while utilizing other benefits of connected vehicles includ-
ing driver’s assistance, environment awareness, in-vehicle
entertainment, etc. This accordingly can increase the mass
adoption of EVs and hence reduce the carbon footprint of
transportation systems on the environment [12]. Nonetheless,
the growing demand for EV charging energy with the
increasing EV adoption rates requires faster and efficient
publicly-accessible EV charging solutions that can provide
a comparable level of convenience and accessibility as those
for refuelling conventional internal combustion engine (ICE)
vehicles [13]. In fact, the prolonged charging downtime of
traditional plug-in AC chargers is becoming increasingly
inconvenient and costly to the growing EV user commu-
nity [14], [15]. This accordingly motivated the development
of fast DC charging systems (FCS) and dynamic wireless
charging (DWC) systems. Nonetheless, while FCSs offer a
short charging downtime of 20-40 minutes to provide an 80%
increase in the state-of-charge (SoC) [16], DWC systems
address concerns on the charging downtime and EV driving
range limitations by offering an on-the-move charging service
to mobile EVs. This allows EVs to compensate for their
consumed energy by receiving power from wireless charging
lanes (WCLs) placed on driving roadways, without having to
stop for battery recharging [2]. This is expected to contribute
to an increase of at least 15% in EV adoption rates according
to the associated drivers’ convenience [17].
However, despite their advantages of reduced charging

downtime and improved driving range, DWC systems face
a number of challenges that may hinder their large scale
implementation. These include their socio-economic feasibil-
ity, their energy requirements and their impact on the electric
power grid. Extensive studies are conducted on the optimal
planning of WCLs to minimize the associated construction
and operational costs while addressing the growing users’
demand. These include that works by [18], [19], [20], and [4].
In addition, the growing interest in on-the-move charging has
translated into a number of WCL deployment projects that
are currently implemented in different cities as proofs of the
concept, using both elongated tracks of charging roadways as
well as segmented charging pads. These are detailed in the
2021 and 2022 market reports provided by [21] and [22],
respectively. A socio-economic study on the implementation
of a network of WCLs within an urban city is also conducted
in earlier work by the authors in [6] proving their feasibility
for large scale deployments. In fact, the integration of electric
transportation systems and the implementation of WCLs are
among the key pillars in the urban planning of new, smart
cities and communities, which embeds the infrastructure
development costs within the overall costs of building the
smart communities.

Nonetheless, the introduction of on-the-move charging
solutions imposes additional energy and peak power require-
ments on the electricity grid, leading to instability in the
electricity generation and distribution networks. This is due
to the need to supply EVs in demand with large bursts
of energy during the short EV traveling time along the

WCLs on the electrified roadway. Significant load imbalance
is also expected as the penetration of WCLs increases,
due to the spatial distribution of the charging lanes across
different power buses and the stochastic nature of EV traffic
flows across the different lane locations [2]. In fact, studies
reveal that uncoordinated EV charging causes significant
voltage and frequency variations with as low as 10 − 15%
EV penetration into the transportation network [23], [24].
Accordingly, balancing the EV charging demand among
available WCLs is essential to avoid overloading the electric
power buses to which the lanes are connected. This needs to
take place while abiding by the traveling range limitations
of the EVs in demand, to maximize the overall charging
demand met by the network of WCLs. As a result, different
EV charging coordination approaches are proposed in the
literature as outlined in Section I-A.

A. RELATED WORKS
1) EV CHARGING COORDINATION SOLUTIONS
Existing studies on EV demand management and coor-
dination investigate spatial and temporal scheduling in
both centralized and decentralized coordination modes [25].
In temporal scheduling scenarios, the EV load is con-
sidered as one of the time-shiftable loads in a demand
side management (DSM) problem, and can be scheduled
in advance by a central coordinator that optimizes the
scheduling algorithms to avoid grid overload during peak
hours [26], [27]. In contrast, decentralized coordination can
take place by modeling the day-ahead scheduling tasks
as aggregative game-based models as described in [28]
and [29], or by disseminating optimal pricing signals to
the EV users to encourage price-driven changes in their
charging patterns [30]. However, time-based scheduling
models also need to incorporate the spatial distribution of
EVs by acknowledging the coordinates of EV locations
with respect to those of the charging stations. Hence, the
demand of mobile EVs also needs to be spatially coordinated,
by executing EV assignment algorithms and communicating
the corresponding assignment decisions to EV drivers while
acknowledging their respective routes.

An online, mobility-aware spatial EV-to-station assign-
ment model is proposed in [31] with the objective of balanc-
ing the charging load profile across multiple microgrids with
clusters of EV charging stations. In their work, the optimal
assignment algorithm is executed in a central aggregator,
which is also utilized in [32] to run a reservation-based
charging station assignment model. In the model in [32], each
EV sends a charging slot reservation request to the central
aggregator that performs the optimal assignment to minimize
the total duration of the EV trip to the assigned station by
studying the associated traveling, waiting and charging times.
The authors in [33] also propose an online algorithm that
determines the optimal set of charging stations at which
each EV can stop for charging, to gain its desired energy
along the route from its origin to destination at minimum
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traveling time and charging expenses. Another online and
centralizedmulti-objective assignment problem is formulated
in [34] to assign EVs with depleted batteries to battery
swapping stations such that the cost incurred by the EV users
is minimized while minimizing congestion at the swapping
stations.

Nonetheless, the majority of existing studies on the
coordination of EV charging demand consider only plug-in
charging stations given the currently low investments in the
commercial deployment of DWC infrastructure. However,
acknowledging their technical and socio-economic feasibility
and to mitigate the associated challenges on the electric
power grid, it is essential to develop coordination strategies
that are tailored to DWC systems. This enables effective
on-the-road demand management given the energy supply
capabilities of the electricity grid, and improves the drivers’
quality of experience (QoE). Accordingly, the authors
in [11] proposed a semi-decentralized, EV-aggregator based,
charging coordination algorithm, in which EVs are allocated
to the charging lanes by executing a spatial EV allocation
algorithm on a computationally-capable, edge aggregator
device. This device receives energy-related information from
a centralized energy management (CEM) unit then manages
the charging requests from EVs within its service region
based on energy availability information from the CEM.
The utilization of an EV aggregator, however, adds an
extra communication layer between the EVs and the CEM,
which introduces communication and execution delays in
the charging request and energy allocation processes. These
delays, together with the mobility of EVs, may hinder timely
reception of the EV-to-lane assignment decisions, making it
difficult to optimally execute the developed EV allocation
plans.

Acknowledging the expected communication delays of
employing an EV aggregator for decision making, the
authors proposed a simplified IoEV network architecture
in [35], in which optimal charging allocation decisions
are determined by a centralized charging management and
coordination center, which directly communicates with the
EVs and the utility providers, and has sufficient compu-
tational capabilities to execute the EV-to-lane assignment
decisions. This centralized architecture reduces communi-
cation delays and ensures global optimal EV assignments
based on real-time charging requests and energy availability
information received from the EVs and the utility provider,
respectively. Centralized coordination is also addressed in the
literature to achieve global, grid-related objectives such as
load balancing, peak shaving and valley filling in [36], [37],
and [38]. However, centralized coordination suffers from two
main drawbacks in terms of scalability and security. This is
because, the central coordinator is expected to suffer from an
exponential increase in the computational time and resources
required to execute the allocation algorithms with the
growing volumes of EV charging requests [25]. In addition,
information security risks become inevitable, as each EV
needs to communicate its details and required demand with

the centralized decision maker which demonstrates a single
point-of-failure to the system.

2) BLOCKCHAINS FOR EV ENERGY MANAGEMENT
To address these scalability and security issues of centralized
decision making while avoiding complex computations, this
work proposes the utilization of distributed ledger technolo-
gies, i.e. blockchains and smart contracts (SCs) to enable a
decentralized coordination of the EV charging demand. This
offers secure and immutable energy transactions between
EVs andWCLs by allowing the execution of a load-balancing
EV-to-WCL assignment algorithm on an SC, while managing
the registration and authentication of EVs and the activation
of the WCLs using distributed ledgers. Blockchains were
first introduced by Nakamoto as the underlying technology
behind Bitcoin [39]. It is a distributed database with a
number of blocks representing the transactions taking place
on the chain. These transactions can conceptually be verified
by every node on the chain, offering trustless consensus
without the need for a central trust agent [40]. Different
verification techniques are utilized to validate blocks added
to the chain, including proof-of-work (PoW) and proof-of-
stake (PoS), which vary in terms of the validating members
and the validation algorithm(s) [41], [42]. Nonetheless, the
underlying concept is that once a block is verified and added
to the chain, it is immutable and cannot be tampered, thereby
offering protection against different impersonation and data
privacy threats.

The use of blockchains and distributed ledgers in EV
charging coordination is currently gaining an increasing
popularity in state-of-the-art literature, although it is mostly
adopted for EV coordination among public charging sta-
tions. The authors in [43] utilized distributed ledgers to
ensure compliance of the EV drivers to the optimal EV-to-
station assignment schedules obtained using decentralized
algorithms. In their work, the assignment algorithm in itself
is implemented off-chain, where each EV solves a cost
minimization optimization problem based on information
received from the charging stations. Token bonds, in the
form of a cryptocurrency, are then utilized to enforce
users to comply with the optimal assignment outcomes.
Blockchains are also utilized for EV registration and charging
transaction validation in the IoEV described in [44] while
the charging scheduling process takes place through a
branch and bound algorithm executed on a charging station
operator, i.e. an aggregator. The authors in [44] also adopt
an off-chain payment model to reduce latency although this
may impair the overall system integrity of the charging
and payment processes. In [45], charging scheduling and
allocation algorithms are also executed using off-chain
contracts while the financial transactions are performed on
the blockchain along with registration and authentication
stages to provide higher security.

In contrast to integrated off-chain and on-chain solutions,
a few works fully implement the charging coordination
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algorithms on-chain using smart contracts as virtual aggre-
gators or third-party controllers. The authors in [46] utilized
blockchains for the registration, scheduling, authentication,
and charging phases and utilized a lightning network
for payment management to address the scalability issues
associated with Bitcoin-based payments. Nonetheless, the
mobility of EVs was not considered nor their spatial
allocation among different charging locations. Blockchains
are also adopted for peer-to-peer energy trading between
EVs connected to the same charging station in [47], and for
scheduling of the energy allocated by the power distribution
networks to the available charging stations in [48]. A trading
framework between charging stations and EVs is also
developed in [49] by using the smart contract to run an
auction to determine the optimal energy exchange price.
Nonetheless, while these works benefit from the security and
immutability of blockchains, little works studied an end-to-
end on-chain deployment of a real-time coordination of the
energy requirements of on-the-move EVs. This requires an
efficient and low-latency implementation of a lightweight
decentralized coordination algorithm on the blockchain
through smart contracts, which is the main contribution of
this work.

B. THIS WORK
As highlighted earlier, this work utilizes the advantages of
security, immutability and transparency of blockchains to
implement a fully decentralized blockchain-based EV-to-
lane assignment algorithm with the preceding registration
and authentication processes and the following energy
reporting procedures on smart contracts (SCs) deployed on
the Ethereum blockchain. This leverages on the immutability
and authenticity of blockchains to securely assign, coordinate
and monitor the EV charging process from DWC lanes.
In particular, the key contributions of this work can be
summarized as follows:

• Design and develop SCs on the Ethereum blockchain
to fully implement the end-to-end EV demand coor-
dination system consisting of EV registration and
authentication, EV-to-lane assignment for load balanc-
ing, charging activation and energy reporting. This
offers a comprehensive utilization of the blockchain
and distributed ledger technologies for EV demand
coordination, instead of limiting their role to ensuring
compliance and/or securing the relevant transactions.
It also opens the door for further utilization of the
smart contracts for optimal coordination algorithms and
charging activation transactions.

• Debug, simulate and test the developed SCs to validate
their operation for real-time EV-to-WCL assignments
among the other SC functions.

• Present a detailed cost analysis for the transactions
involved in the EV-to-lane assignment process to
demonstrate the transaction fees associated with prac-

tical implementation and justify the need for large scale
deployments to benefit from economies of scale.

• Present a security and vulnerability analysis to confirm
the high security and immutability of the proposed
blockchain-based system.

The rest of this paper is organized as follows. Section II
presents an outline of the system model used in the work.
Section III then describes the details of the proposed
blockchain-based EV charging coordination system. The
steps conducted for the implementation and testing of the
developed smart contracts are detailed in Section IV. The
performance of the developed system is then evaluated in
terms of cost, security and vulnerability analysis in Section V
along with a comparison with the existing literature. The
paper is finally concluded in Section VI.

II. SYSTEM MODEL
A simplified network of EV charging infrastructure is
modeled in this work, consisting of M connected EVs and
N DWC lanes, where j ∈ N is the index of the charging lane
and i ∈ M is the index of the EVs. All EVs and WCLs are
members of a blockchain which is operated and managed by
a DWC operating company and each WCL is operated by a
lane controller. The roles of these entities are described as
follows:

• The DWC company is responsible for deploying smart
contracts (SCs) with the respective energy management
algorithms on the blockchain. In addition, the DWC
company is responsible for WCL entity definitions,
ID assignments and WCL characterisation on the
blockchain.

• The EVs interact with the system at its different
stages, namely registration, request submission, energy
allocation, reporting and billing.

• The WCL controllers receive instructions through the
blockchain to authorize the charging service(s) upon
arrival of the registered and assigned EVs. The WCL
controllers activate the lane(s) accordingly and are
responsible for reporting the amount of energy supplied
to the EVs upon charging completion, to be used for
billing the respective EV users.

In order to execute the aforementioned roles, the DWC
company starts by defining the locations of the WCLs, their
energy capacities and possible routes to be served. The
proposed blockchain-based EV charging coordination system
is then executed using two SCs:

• A registration smart contract (RSC), which handles new
EV registrations and generates unique cryptographic IDs
for each of them. It also ensures that only EVs with valid
addresses can obtain an ID and that no duplication of
registration takes place.

• An operations smart contract (OSC), which performs
the EV-to-lane assignment process by executing a
load-balancing assignment algorithm (inspired by the
work in [11]) acknowledging distance and energy avail-
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FIGURE 1. Outline of the proposed blockchain-based EV charging coordination system.

ability constraints. It also handles EV authentication,
EV charging requests, lane activation and energy supply
reports for billing.

The proposed system is designed utilizing the Ethereum
blockchain [50] which is a distributed network that holds
traceable and immutable records of the users’ data and their
access restrictions, as well as logs of smart contract activities
and events. The SCs are developed using the Ethereum
language, Solidity, to support:
• Automated, secured and tamper-proof EV registration
and ID generation process.

• Authenticated, immutable, automated, traceable and
transparent EV charging requests.

• Automated and optimal lane assignments according to
distance and energy availability constraints.

• Verified and transparent EV service requests.
• Verified, authenticated and transparent EV charging
authorization and lane activation operations.

• Tamper-proof and transparent lane energy supply
reports.

The different stakeholders interact with the SCs using
front-end software and/or applications that are specifically
created for this purpose. In addition, each participating

member receives a special Ethereum Address (EA) to
communicate with the SCs which having access to all data
stored on the chain, including logs and transactions. The
interaction between the different stakeholders is outlined in
Figure 1.

III. PROPOSED BLOCKCHAIN-BASED COORDINATION
As highlighted earlier, the proposed blockchain-based EV
charging coordination system tackles issues of centralized
coordination by offering a highly-secured and tamper-proof
decentralized coordination framework using blockchains.
The system starts operating once the SCs are deployed by the
DWC company. At this stage, each WCL is already assigned
a unique EA by the DWC company. The different phases
of the charging coordination process are performed by the
respective smart contracts as follows.

A. REGISTRATION PHASE
At the deployment stage, the system captures the DWC
company name and EA and initiates the interaction between
the EVs and the WCL controllers. First, each EV has to
register in the system to benefit from its services. In order
to register, each EV enters its plate number pi, into the
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FIGURE 2. Message sequence involved in the EV registration process.

RSC. The RSC automatically checks the availability of the
corresponding EA ai, and compares it to existing EV EAs in
set A to check for any duplication. The RSC then generates a
unique ID for the EV, Ii, using the keccak256 cryptographic
hash function with the vehicle plate number, EA and time
of registration as input parameters. In Solidity, the different
record entities, i.e. lists/arrays of data, are stored in a map.
Figure 2 demonstrates the message sequence for deployment
and registration of new EVs using the regEV function and
the corresponding maps, while Algorithm 1 demonstrates the
logic of the EV registration process.

Algorithm 1 EV Registration Process
1: Define registered_EV map
2: Function: regEV
3: for each incoming EV i ∈ M do
4: Input: EV plate number, pi
5: Generate: EV Ethereum address, ai
6: if ai /∈ A then
7: Generate EV_ID, Ii
8: Ii = keccak256{pi, ai, time};
9: Assign Ii←− {pi, ai} in registered_EV
10: end if
11: end for

B. OPTIMAL EV-TO-WCL ASSIGNMENT
Once registered, any EV that needs to charge is eligible to
submit a request to the OSC. In this charging request, the
EV submits details of the origin and destination points of
its intended trip along with its expected traveling distance,
remaining battery energy and requested recharging energy.
The OSC loops through all possible routes connecting the
designated origin and destination through each WCL and
selects a subset of feasible lanes given a minimum distance
criteria. In this work, the criteria is to include the subset of

WCLs that can be reached by the EVs while maintaining
a total trip length that is 2× the length of the direct route
between the origin and destination points. That is,

roĵdi ≤ 2 rodi , (1)

where roĵdi is the total trip length from the origin to the
destination going through the assigned charging lane and rodi
is the direct trip length from the origin to the destination.
Within the subset of feasible lanes, the OSC then selects
the candidate lanes that can provide charging service to this
particular EV request based on the remaining EV mileage.
That is,

roĵdi ≤ mi, (2)

where mi is the remaining mileage that can be driven by the
requesting EV giving its current battery SoC.

Once the distance and mileage constraints in (1) and (2)
are enforced, the OSC then performs the final loop through
the candidate WCLs to achieve the desired load balancing
objective. This takes place by assigning the requesting EV to
theWCL that has the supplied theminimum energywithin the
current allocation time slot, in comparison with the average
supplied energy by all WCLs. This is defined using the
equation,

Minimize Ej − Eavg ∀j ∈ N , (3)

where Ej is the energy supplied per DWC lane j and Eavg =

1
N

N∑
j=1

Ej is the average energy supplied by all the lanes.

This optimal EV-to-WCL assignment is executed using the
function req_EV_charge described in Algorithm 2.

C. LANE ACTIVATION, CHARGING, AND REPORTING
Once the EV reaches its assigned WCL, the OSC is
recalled by the EV to fulfill the charging service using the
req_EV_service function. The EV user enters the EV ID,
assigned lane number and required energy. The OSC verifies
this information, emits an event announcing the service
request, and adds the EV request as an input to the service
requests map. The lane controllers, equipped with event
listeners, capture the announcement and the controller of the
assigned lane accordingly authorizes the charging service.
The lane controller then enters the EV ID, lane number and
required energy in the authorize_EV_charge function. The
OSC verifies the information and matches it with the request
submitted by the EV. It also verifies the EA of the WCL and
activates it accordingly. TheWCL activation process happens
off-chain while the action follow-up takes place on-chain.
The lane controller inserts the activated lane number, EV ID
and required energy to the OSC to be added to the activated
lanes map and saved in the blockchain’s distributed records.
This is demonstrated in Algorithm 3.

Finally, once the charging is completed and the EV
leaves the lane, the lane controller uploads the information
to the OSC which saves them to the supplied energy
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Algorithm 2 EV-to-WCL Assignment Process
1: Function: req_EV_charge
2: Require msg.sender ∈ registered_EV
3: for each incoming request from EV i ∈ M do
4: Define Routes map
5: Define selected_routes map
6: Define candid_L_EV map
7: Define assign_L_EV map
8: Input {Ii, oi, di, rodi ,mi, ei}: EV_ID, O_Region,
D_Region, Distance, remain_battery_dist, req_energy.

9: Define Routes = {ojdi} ∀j ∈ N
10: for r ∈ Routes do
11: Calculate route length rojdi .
12: if rojdi ≤ 2 ∗ rodi then
13: route_count += 1
14: Add route r to selected_routes.
15: end if
16: end for
17: if route_count == 0 then
18: Emit ‘‘EV Ii will not be served.’’
19: else
20: for k ∈ selected_routes do
21: if rodi ≤ mi then
22: cand_count += 1
23: Add candidate route k to candid_L_EV
24: end if
25: end for
26: for c ∈ candid_L_EV do
27: Assign EV i to WCL ĵ to satisfy (3).
28: AssignCount += 1
29: Assign Ii←− {ĵ, ei} to assign_L_EV.
30: end for
31: end if
32: end for

records and emits an event declaring a successful charg-
ing operation using the report_supplied_energy function.
Figure 3 then demonstrates the message sequencing of the
charging request, optimal lane assignment and service request
operations with the correspondingmap records, along with an
outline of the lane authorization, lane activation and energy
supply reporting processes.

IV. IMPLEMENTATION AND TESTING
In order to test the operation of the proposed blockchain and
SC-based coordination system, a case study of an optimally
deployed network ofWCLs in the cities of Dubai and Sharjah
- UAE is considered, based on the study conducted in [6].
Origins and destinations are defined using 200 equal-sized,
square-shaped regions, covering a total of 3859.19 km of
drivable roadways and a total area of 801.12 km2. These are
shown in Figure 4. Due to the lack of empirical data on EV
mobility within the road network under consideration, the
machine learning-based demand prediction model in [8] is
adopted to simulated incoming EV charging requests.

Algorithm 3 Charging Authorization and WCL Activation
Functions
1: Function: req_EV_service
2: for each EV i ∈ M do
3: Input {Ii, ĵi, ei}: EV_ID, lane_no, req_energy.
4: Require msg.sender ∈ registered_EV
5: if input {ĵi, ei} == {ĵi, ei} in assign_L_EV then
6: Emit EV_request_service message
7: end if
8: end for
9: ▷ Assigned EV arrived and verified at corresponding

WCL.
10:

11: Function: authorize_EV_charge
12: for each EV i ∈ M do
13: Input {Ii, ĵi, ei}: EV_ID, lane_no, req_energy.
14: Require msg.sender ∈ lane_EA in EV_req_service
15: if input {ĵi, ei} == {ĵi, reqG} in EV_req_service

then
16: Run activate_lane function.
17: end if
18: end for
19:

20: Internal Function: activate_lane
21: for each EV i ∈ M do
22: Input {Ii, ĵi, ei}: EV_ID, lane_no, req_energy.
23: Emit activateLane
24: end for
25:

The Remix IDE [51], which also provides debug-
ging features, is utilized for developing and testing
the SCs. The SCs are first deployed by the DWC
company which is assumed to have the EA: 0 ×
5B38Da6a701c568545dCfcB03FcB875f56beddC4. The avail-
able WCLs, their numbers, EAs, their energy supply capacity
and the routes they serve are inserted via the constructor.
Figure 5 demonstrates the successful deployment of the
system.

The EV registration process is tested by selecting a test EA
and inserting the EV plate number via the regEV function.
The SC captures the following information:

• Plate number of the EV, EV_plate_No,
• ID of the EV driver, i.e. the message sender,msg.sender ,
• Request timestamp, block.timestamp.

These are used as input parameters to the keccak256 hash
function to successfully create the EV ID indicating the
registration of a new EV. The EV then submits a charging
request to the system via req_EV_charge function by
inserting the following parameters:

• ID of the EV, EV_ID (generated by the RSC): 98783
• Region ID of the origin, O_Region: 105
• Region ID of the destination, D_Region: 107
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FIGURE 3. Message sequence involved in the EV charging request, lane assignment and activation processes.

FIGURE 4. Regions used as origins and/or destinations in the charging
coordination system under consideration.

• Direct distance between origin and distination,
D_Distance: 15,000 meters

• Remaining EV mileage, remain_battery_dist: 14,900
meters

• EV energy demand, req_energy: 200 Wh

The OSC successfully executes the function as shown in
Figure 6 and loops over existing routes. The OSC finds

TABLE 1. Routes connecting origin region 105 to destination region 107.

4 routes connecting regions 105 and 107 as demonstrated in
Table 1. Accordingly, the OSC generates a list of 3 selected
WCLs that fulfill the condition in (1). For simplicity, the
WCLs are identified with the ID of the region at which the
lane starting point is located. In this case, the lanes falling in
regions 78, 90 and 67 are selected. This is shown in Figure 7.
Then, the OSC generates a list of 2 candidate lanes which

the EV can reach with its remaining mileage, according to
constraint (2). This is shown in Figure 8. The OSC then
calculates the supplied energy by all lanes and finds the
difference between the average energy supplied by all lanes
and the individual supply by each lane. The OSC then
assigns the lane with the minimum difference to serve the EV
charging request in order to achieve the desired load balance
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FIGURE 5. Successful deployment of the system on the Ethereum blockchain.

FIGURE 6. Successful execution of a new EV registration function on the smart contract.

among theWCLs under consideration. Figure 9 shows the SC
assignment of the optimal lane to the EV with ID 98783.

In order to verify the load balancing functionality of
the smart contract, another EV is registered and the RSC
generates a new EV ID of 87499. The EV is then assumed to
submit a charging request to the system via req_EV_charge
function by inserting the following parameters:
• EV_ID (generated by the system): 87499
• O_Region: 105
• D_Region: 107
• D_Distance (direct distance): 15,000 meters
• remain_battery_dist: 14,900 meters
• req_energy: 300 Wh

The OSC calculates the average energy currently supplied by
the two candidate lanes to be Eavg = 50 Wh and finds the
difference between the supplied energy for each lane and the
average energy supplied, according to (3). This is found to
be 150 Wh for lane 78 and 50 Wh for lane 90. Therefore, the
SC correctly assigns lane 90 as shown in Figure 10.
A third vehicle is also registered and is assigned the ID

906277. The req_EV_charge function input parameters are:

• EV_ID (generated by the system): 906277
• O_Region: 104
• D_Region: 109
• D_Distance (direct distance): 18,000 meters
• remain_battery_dist: 17,000 meters
• req_energy: 1,000 Wh

The OSC correctly assigns lane 73 as shown in Figure 11
after executing all the previously detailed steps to ensure
load balancing among the WCLs. This confirms the optimal
operation of the load balancing EV-to-WCL assignment
algorithm. The OSC then provides a list of all assigned
requests in the listAssign map for stakeholders to follow up
on the performance of the system.

The OSC developed in this work also supports a request
rejection option in case no lane could be assigned to an
EV charging request due to unfulfillment of the assignment
rules. The EV with ID 98783 is assumed to have requested
the services once reaching the location of lane 78 using
the function req_EV_service by inserting the following
parameters:
• EV_ID: 98783
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FIGURE 7. The three selected lanes for the charging request by the EV
with ID 98783.

• Assigned lane ID, lane_no: 78
• Energy demand, req_energy: 200 Wh

The OSC executes the function as shown in Figure 12 by
ensuring that the request parameters correctly match the
assignment parameters, emitting the event req_EV_service
and adding the request parameters to EV_req_service map.
At this stage, the lane controller authorizes the charging
service using the function authorize_EV_charge which
calls the function activate_lane. Figure 13 demonstrates
the successful execution of the function. Once the EV
finishes charging, the lane controller reports the energy

FIGURE 8. The two candidates lanes for the charging request by the EV
with ID 98783.

FIGURE 9. Successful assignment of EV with ID 98783.

delivered during the charging process using the function
report_supplied_energy where the required parameters are
inserted into the supplied_G map.

V. PERFORMANCE EVALUATION
This section provides a detailed security, vulnerabil-
ity and cost analysis for the proposed blockchain-
based EV charging coordination system for a network
of WCLs.
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FIGURE 10. Successful assignment of EV with ID 87499.

FIGURE 11. Successful assignment of EV with ID 906277.

TABLE 2. Cost analysis of the different system functions.

A. COST ANALYSIS
The deployment of the SC code involves payments [52].
Miners use their resources, including electricity, time, and
hardware to run the SC code simultaneously. As a result,
there are specific ‘‘gas fees’’ associated with executing SCs
rather than being free. A unit of cost called gas was created to
quantify and compensate miners for their work in executing a
smart contract in the Ethereum Virtual Machine (EVM) [53].
Thus, the gas cost should be taken into account when creating
an SC in Solidity [52]. The cost of each transaction is
displayed in the Remix IDE interface. Since the price of
gas is not fixed, unlike the price of fiat money, the system
transaction costs are computed using an Ether exchange rate
of 1 Ether= $1, 886.19. The results are displayed in Table 2.
Table 2 reveals that the maximum cost is endorsed by the

administrator at the deployment of the charging system. This
is a result of using a constructor at the deployment stage that
needs multiple variables to be written and saved on-chain for
the first time. The average transaction fee is approximately

$396 which is considered quite a reasonable cost to be paid
by the DWC company for launching a complete EV load
balance charging system that supports several operations.
Looking at the remaining system functions, it is observed
that the authorization function authorize_EV_charge is the
most costly with a fee of $16.04. This is expected as it
calls another function which is activate_lane. The average
transaction costs for the rest of the functions fall below $10.
These can be further reduced if a private Ethereum blockchain
is utilized such that it is permissioned to specific stakeholders,
similar to the solution proposed in [45].
In today’s electric vehicle market, the equipment and

installation costs of commercial WCLs can go as high
as ≈ $1.4M-$3M per km [21] owing to the advanced
technologies and features embedded within these premium
charging systems. Accordingly, the transaction charges for
the proposed blockchain-based coordination system repre-
sent only a minute proportion of the associated infrastructure
costs, particularly acknowledging its importance in ensuring
an efficient, scalable and load-balanced operation of the
wireless charging process. Furthermore, in comparison with
other non-blockchain-based coordination solutions with no
transaction fees, the proposed system offers advantages of
security, immutability and robustness, which justifies the
added costs of blockchain integration. Furthermore, with
mass adoption of EVs and the growing need for these
decentralized charging coordination operations, economies
of scale are expected to further neutralize the initially high
transaction costs.

Nonetheless, it is important to highlight that the adoption of
layer 2 Ethereum scaling solutions can also help in improving
the cost effectiveness of the proposed solution [54]. These
are a secondary set of protocols that extend the Ethereum
blockchain to solve problems of scalability and transaction
throughput. One of the well-known layer 2 solutions is
zkSync which scales Ethereum using the zero-knowledge
roll-up technology [55]. zkSync offers reduced transaction
costs with higher processing speeds, while fully inheriting
Ethereum’s characteristics. Another layer 2 solution is
Loopring which lowers the transaction costs to 0.1% of the
Ethereum Mainnet and increases the throughput by 1000×,
while maintaining the security level of layer 1. These layer
2 solutions are recommended for future works but are beyond
the scope of this work.

B. SECURITY AND VULNERABILITY ANALYSIS
The proposed EV charging coordination system inherits
significant characteristics from blockchain as its supporting
technology. These include,

• Man in The Middle (MITM) attack: This attack happens
when a malicious entity interferes with the information
relevant to the process and blocks communication
between two legitimate stakeholders. However, the
blockchain withstands this attack as it is a fundamental
requirement for all transactions to be cryptographically
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FIGURE 12. Successful execution of the req_EV _service function.

FIGURE 13. Successful execution of the authorize_EV _charge function.

signed using the sender’s private key. Since it is
impossible to create a fake private key, and because the
transactions in each block are linked to the previous
and the following blocks, this attack completely fails in
blockchain-based systems.

• Non-repudiation: On the blockchain, the sender’s private
key is used to sign each transaction. This cryptographic
protocol is essential for all network users. Participants
on a blockchain cannot decline to send or accept a
transaction. A transaction moves forward to complete
the requirements to be added to a block once it has

been signed. As a result, nodes cannot choose whether
to validate transactions or not.

• Availability: Because Ethereum is a distributed
blockchain by design, all the network nodes will save
the SC codes and the records of how they were executed.
This means that even if certain nodes experience
problems or lose their connection to the blockchain,
the blockchain will always be functional. Hence, the
proposed SCs are always available thanks to this
structure, which also solves the single-point-of-failure
problem. The availability of the proposed EV charging
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TABLE 3. Comparison of proposed system with existing literature.

coordination system is not jeopardized by some nodes’
unavailability. This is because, the nodes that are still
a part of the decentralized network are going to mine
and validate the execution transactions. Additionally, the
history of transactions will always be accessible because
replicated data is always stored at each node.

• Accountability is upheld since legitimate transactions
are recorded onto the logs, time-stamped, and preserved
in an immutable ledger. As a result, system users are
responsible for their actions.

• Integrity: In the proposed blockchain-based charging
coordination system, integrity refers to the fact that
data is stored and saved immutably, with no possibility
of deletion or alteration by any entity. As a result,
the system logs’ integrity is guaranteed, and all event
listeners can rely on the system’s on-chain data.
Cryptography is used to protect data integrity. Each
legitimate transaction that contains sensitive system data
is encrypted, recorded in the ledger, and registered on-
chain. This makes sure that system transactions can
neither be canceled nor reversed.

• Transparency: All participants are always able to view
and comprehend the transactions of the system functions
with their associated logs. Since it increases trust in
the activities carried out, transparency is crucial for the
integrity and dependability of the EV charging system.

To further evaluate the vulnerability of the developed SCs,
the Remix development environment checks for compila-
tion and run-time issues. The successful compilation and
testing of the SCs prove that they are free of bugs and
errors. In addition, Solidity 0.8 version compiler is used
for the development which automatically detects integer
underflow and integer overflow vulnerabilities.Moreover, the
leading Ethereum smart contracts security analysis service,
Mythx [56], is used to run a professional security analysis on
the developed system codes. Mythx is capable of preventing
expensive security errors as it identifies several security and
vulnerability problems such as:

• Byte-code safety,
• authorization controls,
• assertions and property inspection,
• Solidity coding best practices,
• control flow.

FIGURE 14. Security analysis report generated by Mythx for the
developed smart contracts.

Figure 14 shows the security analysis report generated by
Mythx for the developed SCs.

C. FURTHER INSIGHTS
A comparison of the scope of the proposed system with exist-
ing works on EV charging coordination using blockchains is
shown in Table 3. Furthermore, acknowledging the advan-
tages offered by the proposed blockchain-based charging
coordination system, the following limitations and areas of
improvement are highlighted.
• Conventional blockchains suffer from scalability issues
due to the complex consensus algorithms used in PoW
and PoS validation processes. Hence, lightweight and
scalable blockchains are essential for utilization in
EV-related applications to enable efficient real-time
energy management and response to EV charging
requests.

• Further improvements to the Ethereum blockchain
are expected to enable its connectivity to other data
sources/applications through application programming
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interfaces (APIs). This shall enhance the route selection
process by allowing the operations smart contract
to communication with Google Maps API or other
geographical information system (GIS) tool to obtain
real-time route status and traffic updates. This offers
more convenient route selection that minimizes the
traffic time for the EV drivers in addition to achieving
the desired load balancing objectives.

• The proposed coordination algorithm can be further
expanded to incorporate the EV charging price as
an input and/or output of the optimal EV-to-WCL
assignment plan. The charging price as an input is
one of the factors governing the optimal assignment to
minimize charging costs for EV users and/or maximize
revenues for the WCL operators. In contrast, an output
pricing signal can be provided by the algorithm to reflect
the level of congestion at the different WCLs.

VI. CONCLUSION
This work presents an end-to-end implementation of a
blockchain-based EV charging coordination and manage-
ment system in a network ofWCLswithin an Internet of Elec-
tric Vehicles. This leverages on the security, immutability and
transparency advantages of blockchains and utilizes smart
contracts to execute the coordination algorithms on-chain to
ensure process security and integrity. The proposed system
is proven secure and cost-effective when implemented on an
Ethereum blockchain, and is recommended for on-the-move
EV charging management acknowledging its low latency
and real-time operation. Nonetheless, with the currently low
implementations of DWC systems, future studies may test
the operation of the proposed system in real-world EV-to-
charging-station assignment problems while imposing strict
requirements on execution latency and communication delays
to reflect the requirements of a DWC system. In addition,
further research may leverage on the load balancing objective
adopted in this work to investigate the operation of a
blockchain-based auctioning scheme that utilizes smart
contracts for maximizing the benefit of the bidders while
achieving grid-related objectives.

REFERENCES
[1] E. S. Rigas, S. D. Ramchurn, and N. Bassiliades, ‘‘Managing electric

vehicles in the smart grid using artificial intelligence: A survey,’’
IEEE Trans. Intell. Transp. Syst., vol. 16, no. 4, pp. 1619–1635,
Aug. 2015.

[2] T. M. Newbolt, P. Mandal, H. Wang, and R. Zane, ‘‘Diverse effects
of dynamic wireless power transfer roadway in-motion electric vehicle
charging,’’ in Proc. IEEE Power Energy Soc. Innov. Smart Grid Technol.
Conf. (ISGT), Jan. 2023, pp. 1–5.

[3] E. ElGhanam, M. Hassan, and A. Osman, ‘‘Design of a high power,
LCC-compensated, dynamic, wireless electric vehicle charging system
with improved misalignment tolerance,’’ Energies, vol. 14, no. 4,
p. 885, Feb. 2021. [Online]. Available: https://www.mdpi.com/1996-
1073/14/4/885

[4] R. C. Majhi, P. Ranjitkar, and M. Sheng, ‘‘Optimal allocation of dynamic
wireless charging facility for electric vehicles,’’ Transp. Res. D, Transp.
Environ., vol. 111, Oct. 2022, Art. no. 103461. [Online]. Available:
https://www.sciencedirect.com/science/article/pii/S1361920922002875

[5] T.-Y. Zhang, Y. Yang, Y.-T. Zhu, E.-J. Yao, and K.-Q. Wu, ‘‘Deploying
public charging stations for battery electric vehicles on the expressway
network based on dynamic charging demand,’’ IEEE Trans. Transport.
Electrific., vol. 8, no. 2, pp. 2531–2548, Jun. 2022.

[6] E. Elghanam, M. Ndiaye, M. S. Hassan, and A. H. Osman, ‘‘Location
selection for wireless electric vehicle charging lanes using an integrated
TOPSIS and binary goal programming method: A UAE case study,’’ IEEE
Access, vol. 11, pp. 94521–94535, 2023.

[7] S. Shahriar, A. R. Al-Ali, A. H. Osman, S. Dhou, and M. Nijim,
‘‘Prediction of EV charging behavior using machine learning,’’ IEEE
Access, vol. 9, pp. 111576–111586, 2021.

[8] E. ElGhanam, M. Hassan, and A. Osman, ‘‘Machine learning-based
electric vehicle charging demand prediction using origin-destination data:
A UAE case study,’’ in Proc. 5th Int. Conf. Commun., Signal Process.,
Appl. (ICCSPA), Dec. 2022, pp. 1–6.

[9] F. Teng, Z. Ding, Z. Hu, and P. Sarikprueck, ‘‘Technical review on
advanced approaches for electric vehicle charging demand management—
Part I: Applications in electric power market and renewable energy
integration,’’ IEEE Trans. Ind. Appl., vol. 56, no. 5, pp. 5684–5694,
Sep. 2020.

[10] Z. H. Ding, F. Teng, P. Sarikprueck, and Z. C. Hu, ‘‘Technical
review on advanced approaches for electric vehicle charging demand
management—Part II: Applications in transportation system coordination
and infrastructure planning,’’ IEEE Trans. Ind. Appl., vol. 56, no. 5,
pp. 5695–5703, Sep./Oct. 2020.

[11] E. ElGhanam, H. Sharf, Y. Odeh, M. S. Hassan, and A. H. Osman,
‘‘On the coordination of charging demand of electric vehicles in a
network of dynamic wireless charging systems,’’ IEEE Access, vol. 10,
pp. 62879–62892, 2022.

[12] A. Jayakumar, A. Chalmers, and T. T. Lie, ‘‘Review of prospects for adop-
tion of fuel cell electric vehicles in new Zealand,’’ IET Electr. Syst. Transp.,
vol. 7, no. 4, pp. 259–266, Dec. 2017. [Online]. Available: https://digital-
library.theiet.org/content/journals/10.1049/iet-est.2016.0078

[13] International Energy Agency. (2023). Global EV Outlook 2023:
Trends in Charging Infrastructure. [Online]. Available: https://www.
iea.org/reports/global-ev-outlook-2023/trends-in-charging-infrastructure

[14] F. Rassaei, W.-S. Soh, and K.-C. Chua, ‘‘A statistical modelling and
analysis of residential electric vehicles’ charging demand in smart grids,’’
in Proc. IEEE Power Energy Soc. Innov. Smart Grid Technol. Conf. (ISGT),
Feb. 2015, pp. 1–5.

[15] B. Rimal, C. Kong, B. Poudel, Y. Wang, and P. Shahi, ‘‘Smart electric
vehicle charging in the era of Internet of Vehicles, emerging trends, and
open issues,’’ Energies, vol. 15, no. 5, p. 1908, Mar. 2022. [Online].
Available: https://www.mdpi.com/1996-1073/15/5/1908

[16] U.S. Department of Transportation. (2023). Charger Types and Speeds.
[Online]. Available: https://www.transportation.gov/rural/ev/toolkit/ev-
basics/charging-speeds

[17] G. Duarte, A. Silva, and P. Baptista, ‘‘Assessment of wireless charging
impacts based on real-world driving patterns: Case study in Lisbon,
Portugal,’’ Sustain. Cities Soc., vol. 71, Aug. 2021, Art. no. 102952.

[18] M. Fuller, ‘‘Wireless charging in California: Range, recharge, and
vehicle electrification,’’ Transp. Res. C, Emerg. Technol., vol. 67,
pp. 343–356, Jun. 2016. [Online]. Available: http://www.sciencedirect.
com/science/article/pii/S0968090X16000668

[19] H. Ngo, A. Kumar, and S. Mishra, ‘‘Optimal positioning of dynamic
wireless charging infrastructure in a road network for battery electric
vehicles,’’ Transp. Res. D, Transp. Environ., vol. 85, Aug. 2020,
Art. no. 102385.

[20] J. He, H. Yang, T.-Q. Tang, and H.-J. Huang, ‘‘Optimal deployment of
wireless charging lanes considering their adverse effect on road capacity,’’
Transp. Res. C, Emerg. Technol., vol. 111, pp. 171–184, Feb. 2020.

[21] T. Konstantinou, D. Haddad, A. Prasad, E. Wright, K. Gkritza,
D. Aliprantis, S. Pekarek, and J. E. Haddock. (2021). Feasibility Study
and Design of In-Road Electric Vehicle Charging Technologies. Joint
Transp. Res. Program for Indiana Dept. Transp., Indiana, IN, USA.
[Online]. Available: https://docs.lib.purdue.edu/jtrp/1764/

[22] IDTechEx. (2023). Wireless Charging Market for Electric Vehicles
2023–2033: Technology, Players and Forecasts. [Online]. Available:
https://l8.nu/qg2d

[23] A. Ul-Haq, C. Cecati, K. Strunz, and E. Abbasi, ‘‘Impact of electric vehicle
charging on voltage unbalance in an urban distribution network,’’ Intell.
Ind. Syst., vol. 1, no. 1, pp. 51–60, Jun. 2015, doi: 10.1007/s40903-015-
0005-x.

VOLUME 12, 2024 29235

http://dx.doi.org/10.1007/s40903-015-0005-x
http://dx.doi.org/10.1007/s40903-015-0005-x


A. A. Sadawi et al.: On the Utilization of Blockchain and Smart Contracts

[24] J. Su, T. T. Lie, and R. Zamora, ‘‘Integration of electric vehicles in
distribution network considering dynamic power imbalance issue,’’ IEEE
Trans. Ind. Appl., vol. 56, no. 5, pp. 5913–5923, Sep./Oct. 2020.

[25] N. I. Nimalsiri, C. P. Mediwaththe, E. L. Ratnam, M. Shaw, D. B. Smith,
and S. K. Halgamuge, ‘‘A survey of algorithms for distributed charging
control of electric vehicles in smart grid,’’ IEEE Trans. Intell. Transp. Syst.,
vol. 21, no. 11, pp. 4497–4515, Nov. 2020.

[26] H. Dagdougui, A. Ouammi, and L. A. Dessaint, ‘‘Peak load reduction in
a smart building integrating microgrid and V2B-based demand response
scheme,’’ IEEE Syst. J., vol. 13, no. 3, pp. 3274–3282, Sep. 2019.

[27] E. A. ElGhanam, A. H. Osman, M. S. Hassan, T. Assaf, and H.
Mir, ‘‘Integration of deterministic and game-based energy consumption
scheduling for demand side management in isolated microgrids,’’ Int. J.
Emerg. Electric Power Syst., vol. 23, no. 4, pp. 543–564, Aug. 2022, doi:
10.1515/ijeeps-2021-0235.

[28] R. F. Atallah, C. M. Assi, W. Fawaz, M. H. K. Tushar, and M. J. Khabbaz,
‘‘Optimal supercharge scheduling of electric vehicles: Centralized versus
decentralized methods,’’ IEEE Trans. Veh. Technol., vol. 67, no. 9,
pp. 7896–7909, Sep. 2018.

[29] Z. Liu, Q.Wu, S. Huang, L.Wang,M. Shahidehpour, andY. Xue, ‘‘Optimal
day-ahead charging scheduling of electric vehicles through an aggregative
game model,’’ IEEE Trans. Smart Grid, vol. 9, no. 5, pp. 5173–5184,
Sep. 2018.

[30] S. Aghajan-Eshkevari, S. Azad, M. Nazari-Heris, M. T. Ameli, and
S. Asadi, ‘‘Charging and discharging of electric vehicles in power systems:
An updated and detailed review of methods, control structures, objectives,
and optimization methodologies,’’ Sustainability, vol. 14, no. 4, p. 2137,
Feb. 2022, doi: 10.3390/su14042137.

[31] X. Chen, H. Wang, F. Wu, Y. Wu, M. C. Gonzalez, and J. Zhang,
‘‘Multimicrogrid load balancing through EV charging networks,’’ IEEE
Internet Things J., vol. 9, no. 7, pp. 5019–5026, Apr. 2022.

[32] Y. Cao, T. Wang, O. Kaiwartya, G. Min, N. Ahmad, and A. H. Abdullah,
‘‘An EV charging management system concerning drivers’ trip duration
and mobility uncertainty,’’ IEEE Trans. Syst., Man, Cybern., Syst., vol. 48,
no. 4, pp. 596–607, Apr. 2018.

[33] W.-L. Liu, Y.-J. Gong, W.-N. Chen, Z. Liu, H. Wang, and J. Zhang,
‘‘Coordinated charging scheduling of electric vehicles: A mixed-variable
differential evolution approach,’’ IEEE Trans. Intell. Transp. Syst., vol. 21,
no. 12, pp. 5094–5109, Dec. 2020.

[34] P. You, J. Z. F. Pang, and S. H. Low, ‘‘Online station assignment for electric
vehicle battery swapping,’’ IEEE Trans. Intell. Transp. Syst., vol. 23, no. 4,
pp. 3256–3267, Apr. 2022.

[35] E. ElGhanam,H. Sharf,M. S. Hassan, andA.Osman, ‘‘On the coordination
of the charging demand of roadway powered electric vehicles,’’ in Proc.
IEEE 2nd Int. Conf. Sustain. Energy Future Electric Transp. (SeFeT),
Aug. 2022, pp. 1–6.

[36] A.-M. Koufakis, E. S. Rigas, N. Bassiliades, and S. D. Ramchurn,
‘‘Offline and online electric vehicle charging scheduling with V2V energy
transfer,’’ IEEE Trans. Intell. Transp. Syst., vol. 21, no. 5, pp. 2128–2138,
May 2020.

[37] M. van der Kam and W. van Sark, ‘‘Smart charging of electric
vehicles with photovoltaic power and vehicle-to-grid technology in
a microgrid; a case study,’’ Appl. Energy, vol. 152, pp. 20–30,
Aug. 2015.

[38] B. Sun, Z. Huang, X. Tan, and D. H. K. Tsang, ‘‘Optimal scheduling for
electric vehicle charging with discrete charging levels in distribution grid,’’
IEEE Trans. Smart Grid, vol. 9, no. 2, pp. 624–634, Mar. 2018.

[39] S. Nakamoto. (2008). Bitcoin: A Peer-to-Peer Electronic Cash System.
[Online]. Available: https://bitcoin.org/bitcoin.pdf

[40] A. Dorri, M. Steger, S. S. Kanhere, and R. Jurdak, ‘‘BlockChain:
A distributed solution to automotive security and privacy,’’ IEEE Commun.
Mag., vol. 55, no. 12, pp. 119–125, Dec. 2017.

[41] A. A. Sadawi, M. S. Hassan, and M. Ndiaye, ‘‘A survey on the integration
of blockchain with IoT to enhance performance and eliminate challenges,’’
IEEE Access, vol. 9, pp. 54478–54497, 2021.

[42] A. Sadiq, M. U. Javed, R. Khalid, A. Almogren, M. Shafiq, and
N. Javaid, ‘‘Blockchain based data and energy trading in Internet of Electric
Vehicles,’’ IEEE Access, vol. 9, pp. 7000–7020, 2021.

[43] M. Moschella, P. Ferraro, E. Crisostomi, and R. Shorten, ‘‘Decentralized
assignment of electric vehicles at charging stations based on personalized
cost functions and distributed ledger technologies,’’ IEEE Internet Things
J., vol. 8, no. 14, pp. 11112–11122, Jul. 2021.

[44] D. Li, R. Chen, Q. Wan, Z. Guan, S. Li, M. Xie, J. Su, and J. Liu,
‘‘Intelligent and fair IoV charging service based on blockchain with
cross-area consensus,’’ IEEE Trans. Intell. Transp. Syst., vol. 24, no. 12,
pp. 15984–15994, Dec. 2023.

[45] Z. Su, Y. Wang, Q. Xu, M. Fei, Y. Tian, and N. Zhang, ‘‘A secure
charging scheme for electric vehicles with smart communities in energy
blockchain,’’ IEEE Internet Things J., vol. 6, no. 3, pp. 4601–4613,
Jun. 2019.

[46] X. Huang, C. Xu, P. Wang, and H. Liu, ‘‘LNSC: A security model
for electric vehicle and charging pile management based on blockchain
ecosystem,’’ IEEE Access, vol. 6, pp. 13565–13574, 2018.

[47] J. Kang, R. Yu, X. Huang, S. Maharjan, Y. Zhang, and E. Hossain,
‘‘Enabling localized peer-to-peer electricity trading among plug-in hybrid
electric vehicles using consortium blockchains,’’ IEEE Trans. Ind.
Informat., vol. 13, no. 6, pp. 3154–3164, Dec. 2017.

[48] J. Ping, Z. Yan, and S. Chen, ‘‘A two-stage autonomous EV charging
coordinationmethod enabled by blockchain,’’ J.Modern Power Syst. Clean
Energy, vol. 9, no. 1, pp. 104–113, 2021.

[49] S. Aggarwal andN.Kumar, ‘‘PETS: P2P energy trading scheduling scheme
for electric vehicles in smart grid systems,’’ IEEE Trans. Intell. Transp.
Syst., vol. 23, no. 9, pp. 14361–14374, Sep. 2022.

[50] G. Wood, ‘‘Ethereum: A secure decentralised generalised transac-
tion ledger,’’ Ethereum Project Yellow Paper, vol. 151, no. 2014,
pp. 1–32, 2014.

[51] Remix. Welcome To Remix’s Documentation. Accessed: Jun. 2023.
[Online]. Available: https://remix-ide.readthedocs.io/en/latest/

[52] Ethereum Docs. Gas and Fees. Accessed: Jun. 2023. [Online]. Available:
https://ethereum.org/en/developers/docs/gas/

[53] G. Mcshane.What Are Ethereum Gas Fees. Accessed: Jun. 2023. [Online].
Available: https://www.coindesk.com/learn/what-are-ethereum-gas-fees/

[54] Ethereum. (2023). Layer 2 Ethereum for Everyone. [Online].
Available: https://ethereum.org/en/layer-2/#:~:text=Layer%202%20(L2)
%20is%20a,explain%20layer%201%20(L1)

[55] A. B. Santosa. (2023). What is ZkSync. [Online]. Available: https://
pintu.co.id/en/academy/post/what-is-zksync

[56] M. Pustišek, J. Turk, and A. Kos, ‘‘Secure modular smart contract
platform for multi-tenant 5G applications,’’ IEEE Access, vol. 8,
pp. 150626–150646, 2020.

ALIA AL SADAWI received the M.Sc. degree
in engineering systems management and the
Ph.D. degree in engineering systems management
specializing in blockchain technology and its
applications from the American University of
Sharjah (AUS). She joined as a Postdoctoral
Researcher with AUS. She is a Certified Smart
Contract Developer with extensive experience in
blockchain systems designing, coding, simulating,
and testing. She conducted many researches and

implemented multiple decentralized applications (DApps) projects on
blockchain implementation in the supply chain, logistics, carbon trading,
auctioning, and healthcare. She researched financial data supply chain
scheduling and optimization. Her research interests include blockchain
integration with other cutting-edge technologies, such as the Internet of
Things and artificial intelligence, blockchain application in the smart
sustainable industrial sector, and sustainability in smart cities and blockchain
oracles.

29236 VOLUME 12, 2024

http://dx.doi.org/10.1515/ijeeps-2021-0235
http://dx.doi.org/10.3390/su14042137


A. A. Sadawi et al.: On the Utilization of Blockchain and Smart Contracts

EIMAN ELGHANAM received the B.Sc. and
M.Sc. degrees in electrical engineering from the
American University of Sharjah, in 2015 and
2018, respectively. She is currently pursuing the
Ph.D. degree in engineering systems manage-
ment under the smart cities management track.
From 2015 to 2018, she started her career as
a Telecommunications Engineer with Etisalat,
United Arab Emirates. From 2019 to 2022, she
was a Research Associate with the Department

of Electrical Engineering, American University of Sharjah, researching
electrified and intelligent transportation systems. Her research interests
include wireless communication technologies, data analytics, machine
learning, and blockchains.

MOHAMED S. HASSAN received the M.Sc.
degree in electrical engineering from the Uni-
versity of Pennsylvania, Philadelphia, in 2000,
and the Ph.D. degree in electrical and computer
engineering fromTheUniversity of Arizona, USA,
in 2005. He is currently a Full Professor of
electrical engineering with the American Univer-
sity of Sharjah. In addition to electric vehicles,
he has recently actively taken part in multiple
projects involving fields including free-space opti-

cal communications, demand response, and smart grids. His main research
interests include multimedia communications and networking, wireless
communications, cognitive radios, resource allocation, and performance
evaluation of wired and wireless networks, particularly next-generation
wireless systems.

AHMED H. OSMAN (Senior Member, IEEE)
received the B.Sc. and M.Sc. degrees in electri-
cal engineering from Helwan University, Cairo,
Egypt, in 1991 and 1996, respectively, and the
Ph.D. degree in electrical engineering from the
University of Calgary, Calgary, AB, Canada,
in 2003. From 2004 to 2008, he was an Assistant
Professor with the Department of Electrical and
Computer Engineering, University of Calgary.
He is currently a Professor with the Department

of Electrical Engineering, American University of Sharjah, Sharjah, United
Arab Emirates. His research interests include power system analysis and
power system protection.

VOLUME 12, 2024 29237


