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ABSTRACT As the metaverse gains attraction, the importance of metaverse security research becomes
increasingly evident.While there has been research on authenticating users in themetaverse, there is a notable
gap in research concerning the authentication of specific spaces within the metaverse. This paper addresses
this gap by proposing a novel user-centric blockchain-based authentication approach that incorporates
space authentication. The proposed approach leverages blockchain smart contracts to authenticate users
using cosine similarity metrics. A significant advantage of this approach its ability to establish user-centric
authentication by seamlessly integrating metaverse and blockchain technologies, all without the need for
a centralized authority. In this paper, we not only evaluate the security of our proposed approach but also
conduct experiments to determine the cosine similarity threshold and assess its feasibility within a metaverse
environment.

INDEX TERMS Blockchain, metaverse, authentication based on blockchain, user authentication, space
authentication.

I. INTRODUCTION
The metaverse is a virtual realm where individuals lead
their daily lives and engages in economic activities through
avatars representing their real-life identities [1]. It is a
multidimensional spatial world where users can interact with
each other [2] and constitutes a fusion of all digital spaces
interconnected through the internet [3].

The metaverse is often defined as an infinite digital realm
centered around multiple users who access it from the real
world [4]. Its primary hallmark is the ability to offer diverse
experiences to users, free from the constraints of geographical
barriers, space, and time. For instance, in the field of
medicine, technologies such as medical twin [5] create
virtual equivalents of real-world environments to forecast
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the outcomes of surgical procedures and treatments, while
Mesh [6] establishes virtual offices for conducting meetings.

As interest in metaverse has surged, extensive research has
been conducted on the constituent technologies comprising
metaverse [7], [8], as well as on harnessing metaverse [9],
[10]. Specially, considerable efforts have been devoted to the
authentication of metaverse users [11], [12], [13].

Yao, Yingying’s research [14] advocates the use of decen-
tralized identifiers and trusted authority for authenticating
users’ real identities and linking them to the metaverse.
Meanwhile, Samira Bader’s research [15] focuses on authen-
ticatingmetaverse users based on their biometric information.

In addition to the earlier-discussed research efforts, there
is a wide array of ongoing studies in the field of user
authentication for the metaverse. These investigations tend
to primarily revolve around the authentication of users
as they transition from physical world to the metaverse
environment. They explore methods to securely verify the
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identity of users within the metaverse system. However,
many of these studies often overlook the intricate spatial
aspects of themetaverse, which could potentially offer unique
opportunities for authentication across various system and
user interactions. Furthermore, it is worth noting that existing
research in the realm of authentication within the metaverse
often falls short in considering the multifaceted scenarios that
can emerge within these virtual spaces.

Consider, for instance, a metaverse healthcare system
where the need arises to demarcate distinct accessible areas
for healthcare workers, patients, and nurses. Similarly, within
a metaverse office environment, it might be imperative
to delineate access based on specific job roles. Notably,
even platforms like Decentraland’s Meta Miner [16] have
orchestrated promotions within the metaverse, effectively
segregating spaces to grant exclusive access solely to certain
individuals, such as VIP.

In the context of segregating spaces within a metaverse
environment, there are two prevalent approaches: assigning
a specific rank to a user’s avatar [17] and implementing
password protection for a space [18]. The rank assign-
ment method involves the metaverse system determining
the avatar’s rank at the time of user character creation,
with access to specific spaces contingent upon the user’s
authorized rank. Conversely, the password method entails
furnishing a user with a password, granting access to a
designated space exclusively to those who possess knowledge
of the password. While both of these technique facilitate user
authentication for space access, they are not without their
vulnerabilities. There exist a risk that a malicious user may
tamper with avatar’s assigned rating [19] or divulge the space
password [20].

Ongoing authentication research is exploring novel
approaches that deviate from conventional methods. Within
this realm, two predominant categories of research have
emerged: 1) user role-based space authentication [21], [22],
[23], [24], and 2) policy-based space authentication [25],
[26], [27]. User role-based space authentication involves the
assignment of specific roles to users seeking authentication
for access to a space, contingent upon their designated role.
Conversely, space policy authentication researchers ascribe
distinct policies to spaces requiring authentication, with
user authentication being governed by the applicable policy
when accessing the space. A noteworthy limitation prevalent
across these existing studies lies in the centralization of role
assignment for users or policy establishment for spaces.

This paper presents a novel user-centric authentication
technique based on blockchain technology, addressing the
limitation inherent in existing research approaches. Tradi-
tional techniques often come with vulnerabilities, including
the potential for credential compromise or alteration, as well
as the risk of user information exposure to centralized
authorities. This user-centric approach prioritizes the security
and autonomy of individual users in the authentication
process, ensuring that their credentials are managed in
a way that minimizes exposure to external threats and

vulnerabilities. Additionally, it empowers users by giving
them direct control over their authentication data, thereby
reducing reliance on centralized systems that can be points
of failure or targets for malicious attacks.

Our proposed approach introduces a mechanism wherein
service users autonomously generate their own authenti-
cation tokens using blockchain technology. These tokens
are subsequently authenticated through a blockchain smart
contract to secure access to specific spaces. In this approach,
service users take charge of creating and managing their
authentication credentials, mitigating external theft risks.
Furthermore, the service provider maintains the flexibility to
modify space settings as needed through the smart contract.

The contribution of this paper is as follows:
• Presenting a user-centric authentication approach lever-
aging blockchain technology.

• Introducing an authentication method tailored to the
space dimension of the metaverse.

• Suggesting a practical convergence strategy between the
metaverse and blockchain.

• Through experimental validation, affirming the direct
applicability of this authentication method within meta-
verse environment.

The remainder of this paper is organized as fol-
lows. Section II presents the background knowledge, and
Section III reviews the related work. Section IV explains the
proposed approach, and Section V discusses the experiments
conducted to demonstrate the efficacy of the proposed
approach. Section VI concludes the paper and discusses
future work.

II. PRELIMINARIES
A. THREE-DIMENSIONAL COORDINATE SPACE
Metaverse can be organized in either two-dimensional (2D)
or three-dimensional (3D) configurations. In the case of
3D metaverses, spatial positioning is defined by three axes,
constituting the third dimension perceptible by humans. The
3D space is comprised of the x, y, and z axes, with each
point, line, and plane in this space being uniquely described
by these three axes. The point where all three axes intersect
is commonly referred to as the origin, and any coordinate
within three-dimensional space can be accurately defined
with respect to the x, y, and z axes originating from this central
point.

B. COSINE SIMILARITY AND HYPERBOLIC TANGENT
The angle between two vectors in a multidimensional space
can be expressed using cosine values, and it is the cosine
similarity that serves as an indicator of the similarity between
two specific vectors [28], [29]. Cosine similarity yields values
in the range of 0 to 1, where a similarity of 1 signifies
complete identity between the two vectors, while a similarity
of 0 indicates no similarity.

cosine_similarity(A,B) =
A · B

∥A∥|B∥
(1)
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Equation 1 provides the formula for computing cosine
similarity. In this equation, A and B represent vectors, and the
dot (·) signifies the dot product of these vectors. The variables
A and B denote the magnitudes (norms) of vectors A and B,
respectively.

The hyperbolic tangent function, often denoted as tanh,
is utilized to map real numbers onto a bounded range
spanning from -1 to 1 [30]. Notably, as values of x increase in
magnitude around the origin, they asymptotically approach 1,
whereas smaller x values converge to -1. This function is
occasionally classified as a type of sigmoid function due to
its characteristic S-shaped curve.

tanh(x) =
ex − e−x

ex + e−x
(2)

Equation 2 presents the formula for the hyperbolic tangent
function. In this equation, x represents the input variable
passed to the hyperbolic tangent function, with the function
utilizing the value of x during calculation. ex represents the
exponential function of x, where ex denotes the base of the
natural logarithm raised to the power of x. Additionally, e−x

signifies the negative exponential function of x, with ex raised
to the negative value of x.

C. BLOCKCHAIN
Blockchain is a decentralized technology designed to address
the limitations of traditional centralized systems by ensuring
the integrity and transparency of stored data. Issues such
as the risk of a single point of failure and the potential for
data leakage, which are associated with centralized systems,
can be effectively mitigated through the utilization of
blockchain.

Blockchain can be broadly classified into three categories:
public, consortium, and private blockchain [31]. A public
blockchain, also known as permissionless blockchain, per-
mits unrestricted participation from anyone in the network.
While public blokchains are characterized by high levels of
decentralization, they exhibit certain drawbacks in terms of
privacy, security, and performance. Prominent examples
of public blokchain include Bitcoin and Ethereum.

A consortium blockchain is classified as permissioned
blockchain. In this arrangement, each organization within
the consortium functions as a node on the blockchain,
and any external organizations seeking to participate in the
blockchain must obtain permission from the consortium.
Consortium blockchains, while offering less decentraliza-
tion compared to public blockchains, excel in terms of
performance, as exemplified by platforms like Hyperledger
Fabric.

Private blockchains, on the other hand, operate as closed,
invitation-only networks composed of pre-approved partici-
pants. These networks offer enhanced security and superior
performance compared to consortium blockchains. Despite
their closed nature, private blockchains permit users to access
data within the blockchain network, with data generation
facilitated thorough specific endpoint participants.

D. SMART CONTRACT
First introduced in the 1990s by Szabo, the concept of a
smart contract represents a computerized processing protocol
designed to enforce contractual terms [32]. Ethereum pio-
neered the implementation of smart contracts, which operate
based on predefined code and automatically execute when
specified conditions are met. This innovation reduces on
trusted intermediaries and mitigates the risk of transaction
fraud [33].
Given that a smart contract is essentially code designed

to operate automatically upon meeting specific conditions
within the blockchain, it offers distinct functionalities that can
only be accessed through specific keywords.

The Constructor keyword represents a function that can be
optionally utilized during the creation of a smart contract.
This function is executed only once upon the contract’s
creation and deployment. In addition, the Require keyword
serves as a function that verifies a particular condition within
a function and forcibly terminates the smart contract if the
condition is not satisfied. Additionally, theModifier keyword
is employed for applying supplementary rules to a smart
contract function. By employing Modifier, users can assess
preconditions or post process actions while safeguarding the
function’s core content.

III. RELATED WORK
In this section, we delve existing research on authentication
methods for accessing spaces. Existing research can be
broadly categorized into two main groups: 1) user role-based
space authentication [21], [22], [23], [24] and policy-based
space authentication [26], [27].

Zhu et al. and their colleagues conducted a study [21]
in which they utilized computer vision algorithms to create
a 3D model of physical space, aiming to enhance space
authentication. Their approach involved the mapping of 3D
space coordinates to the physical real-world space for user
location identification. Additionally, in this approach, roles
determining user authorization for specific locations were
assigned by a central entity. Subsequently, users were granted
access to specific spaces based on their pre-defined roles.

Another study by Wright and Madey [22] emphasized
the necessity of restricting access to spaces and objects,
particularly in virtual reality games and educational settings.
They proposed amethod that allowedmovement within a spe-
cific space and interaction with objects through discretionary
access control. In this research, users were categorized into
group roles or individual user roles, and their access to
specific spaces was determined by their assigned roles.

Wei et al. and their collaborators introduced a study [23]
that focused on assigning identity-based capabilities to users,
enabling or restricting their access to specific spaces based
on these capabilities. This approach utilized identification-
based access control technology for access control and user
authentication.

Sun et al. and their team presented a study [24] addressing
the lack of appropriate and flexible access control and
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FIGURE 1. Approach overview.

authentication mechanisms in 3D virtual environments. They
proposed a method for authenticating spaces using role-
based access control technology. In this research, role-based
access control technology was employed to enable users to
authenticate themselves for accessing objects, assets, and
avatars within the space.

It’s important to note that the aforementioned studies [21],
[22], [23], [24] all involved assigning specific roles to users
for authentication when accessing particular spaces. How-
ever, a common limitation in these studies is the centralization
of role assignment, which may lead to vulnerabilities such as
a single point of failure and potential theft of user-assigned
roles and information by malicious actors.

Lehaman and Tan [25] introduced a study that suggests
authenticating users by enforcing specific rules within a
given space. This research involved determining the user’s
physical location using GPS data from their cell phone within
the real-world environment. By combining various location-
based information, user authentication was attempted when
accessing a particular space, relying on predefined policies
associated with that space.

Tsankov et al. and their team proposed a study [26] that
divided the physical environment into distinct spaces and
established global requirements for each of these spaces.
The research introduced a synthesizer that combined the
global requirements with individual space characteristics,
subsequently applying policies to each local space. User
authentication was then carried out based on the policies
assigned to each individual space.

In another study, Adrian Bullock, Steve Benford, and
their colleagues [27] explored user authentication through
the creation of an access graph defined by space boundaries.
This research involved schematizing the virtual environment
according to the space boundaries and utilizing this access
graph to assign policies to various spaces, determining which
users could access each space.

The common theme among these studies [25], [26], [27] is
the application of policies to spaces for user authentication.
They sought to categorize spaces and establish fine-grained
policies for each space. However, these studies, like those
that assign role to users [21], [22], [23], [24], encountered

the limitation that space attributes were determined by a
centralized entity. Consequently, this approach allowed for
potential unauthorized changes to space attributes by specific
entities in an opaque manner, making it challenging to detect
changes to space properties caused by malicious hackers.

The approach presented in this paper aims to address the
limitations identified in existing studies, which include the
risk of user information theft and leakage due to a single
point of failure and the potential for space configuration
to be altered clandestinely by specific central entities. The
proposed solution leverages blockchain-based spatial authen-
tication techniques to enhance security and transparency in a
metaverse environment. The Table in 1 provides a comparison
of related works and our proposed approach.

TABLE 1. Comparison of related works.

IV. APPROACH
In this paper, we introduce a blockchain-based user-centric
authentication approach. Our proposed method empowers
users to generate their authentication credentials, grant-
ing them access to specific metaverse spaces through a
blockchain smart contract. The authorization process we
propose involves two primary participants: the service
provider (SP), responsible for offering services, and the
service user (SU ), who utilizes metaverse services. The SP
assumes the role of an individual accountable for designing
and managing a metaverse system.

The term metaverse system denotes a specific metaverse
environment that is conceived and managed by an SP.
Conversely, SU represents an individual who utilizes the
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metaverse system offered by the SP. The SU is pre-
authorized to access particular metaverse spaces through their
avatar, a privilege facilitated by the SP. Furthermore, the
proposed approach operates under the assumption of utilizing
a consortium or private blockchain, where blockchain data is
not readily accessible, as opposed to a public blockchain.

Also, in our proposed approach, alongside the two primary
participants, SU and SP, two distinct smart contracts are
deployed on the blockchain. The Space Configuration Smart
Contract serves as a specialized smart contract utilized by
the SP for space authentication. Furthermore, the Token
Generation Smart Contract is dedicated to the generation and
administration of authentication tokens initiated by the SU .

Figure 1 provides a simplified illustration of the process
within our proposed approach. The SP deploys a Space
Configuration Smart Contract on the blockchain while
constructing a metaverse system. This Space Configuration
Smart Contract is responsible for verifying user authentica-
tion when an SU presents an authentication token through
cosine similarity. The SU , on the other hand, deploys a Token
Generation Smart Contract to generate an authentication
token and store it in the SU ’s blockchain wallet. When
the SU ’s avatar accesses a space requiring authentication,
the avatar submits the SU ’s authentication token from the
blockchain wallet to the metaverse system. Subsequently,
the metaverse system forwards the token information to the
Space Configuration Smart Contract for verification.

TABLE 2. Notation in this paper.

The proposed approach can be categorized into three
primary components: 1) SP’s methodology for metaverse
space authentication design, 2) SU ’s authentication token
generation process, and 3) Authentication of SU avatar. Each
of these components is further detailed in the respective
subsections. Additionally, corresponding notation for each
process is provided in Table 2.

A. DESIGNING METAVERSE SPACE AUTHENTICATION FOR
SERVICE PROVIDER
This section outlines the procedure through which service
provider (SP) establish authentication-required spaces within
the metaverse and define the authentication criteria for these
spaces. Figure 2 provides a simplified illustration of this
process.

The SP identifies specific spaces within the metaverse
environment to which additional authorization is intended

FIGURE 2. Space authentication design overview.

to be granted. This can be represented as Sreqauth = {X
Coordinate × Y Coordinate × Z Coordinate}. Subsequently,
the SP defines the attributes eligible for accessing Sreqauth,
creating a set denoted as P = {Ps1,Ps2,Ps3 · · · Psn}.

Following this, the SP shares the P set, containing
authorized attributes, with SU , granting SU permission to
access Sreqauth. The SP then employs the defined Sreqauth
and attribute set P to create authorization context, denoted
as C . This authorization context encompasses critical details,
including X and Y minimum and maximum coordinates,
as well as Z minimum and maximum coordinates. Addition-
ally, it includes the attributes Ps1 through Psn.

In the process of selecting attributes (Ps), the SP must
exercise diligence in choosing values that can be seamlessly
verified within the metaverse system. For instance, if the SP
constructs a metaverse within the space range ofX = [0, 100],
Y = [0, 100], Z = [0, 100], the specific authorization scope
they intend to establish can be defined as follows:X = [0, 20],
Y = [0, 25], Z = [0, 30], resulting in Sreqauth = [0, 20] × [0,
25] × [0, 30]. Subsequently, the SP proceeds to specify the
attributes that grant access to Sreqauth, forming a set denoted
as P = {User age > 35, Avatar Gold > 3000, access log >

100}, which is then share with the SU . Following this, the SP
generates an authorization context C , encompassing crucial
details such as X minimum and maximum coordinates,
Y minimum and maximum coordinates, Z minimum and
maximum coordinates, user age > 35, avatar gold > 3000,
and access log > 100, resulting in C = {0, 20, 0, 25, 0, 30,
35, 3000, 100}.

Afterwards, the SP substitutes the generated authorization
context C into the hyperbolic tangent formula, replacing the
numerical values. Applying the aforementioned example to
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the hyperbolic tangent function,C is transformed into Tanc =

{0.9999999958777, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0, 1.0}.
The hyperbolic tangent function is a mathematical operation
that maps any real number to a value within the range of
−1 to 1. Utilizing the hyperbolic tangent function allows for
the establishment of a bounded value range, simplifying the
computation of cosine similarity. Furthermore, the hyperbolic
tangent function can serve as an initial layer of security for
the authentication attribute values, as it makes it challenging
for malicious users to reverse-engineer input values from
output values, thus deterring them from easily discerning the
authentication attributes.

The SP stores the computed Tanc values within a
blockchain smart contract known as the Space Configuration
Smart Contract (SCSC). The SCSC safeguards against
unauthorized access by users other than the SP through the
utilization of Constructor, Require, and Modifier functions.
The procedure for storing Tanc within the SCSC is detailed
in Algorithm 1.

Algorithm 1 Designing the Space Configuration Smart
Contract for Storing Tanc
Require: Tanc
Constructor (owner == msg.sender)
Modifier (msg.sender == owner)
if modifier check == true then
Data save (Tanc)
Data call (Tanc)

end if
if modifier check == false then
Revert

end if

When deploying the SCSC , the contract owner is assigned
to the SP since the SP is responsible for deploying the SCSC .
Once the SCSC is deployed, it can receive requests for access
from various users. A verification process is then conducted
to confirm whether the blockchain address of the requester
matches the one stored within the smart contract for the SP.
If the request originates from the same blockchain address
as the SP, the smart contract grants permission for storing,
modifying the Tanc. However, if the request comes from a
different blockchain address, all access requests are denied.

B. AUTHENTICATION TOKEN GENERATION FOR SERVICE
USER
This section explains the procedure for a service user (SU ) to
generate an authentication token for accessing authenticated
spaces, as illustrated in Figure 3.

Since there is no centralized authority in the proposed
approach, SUs are tasked with issuing and managing their
own tokens. The SU generates a token based on the prede-
fined conditions within P, which have been communicated
by the SP in advance.

For instance, if the SU is aware of Sreqauth = {[0, 20] ×

[0, 25] × [0, 30]} and understands that the prerequisite

FIGURE 3. Authentication token generation overview.

conditions are P = {User age > 35, Avatar Gold > 3000,
access log> 100} for accessing Sreqauth, the SU can generate
Userc = {0, 20, 0, 25, 0, 30, 40, 5000, 200}.
The generation of authentication tokens is executed

through the Token Generation Smart Contract (TGSC), with
the process being outlined in Algorithm 2.

Algorithm 2 Designing Token Generation Smart Contract
Require: Userc

Constructor (owner == msg.sender)
Modifier (msg.sender == owner)
Disassemble (Userc)
Verify X , Y , Z coordinates are in the Metaverse
if Verify == true then
Verify Ps1, Ps2, Ps3, . . ., Psn
if Ps are valid then
Generate TanUserc (Userc)
Generate authentication token (TanUserc)
Store to user’s Wallet

end if
end if

When the SU transmits the C value, the TGSC initiates
communication with the metaverse system to validate the
correctness of the Userc value. It conducts check to ensure
that the specified space coordinate values provided by
the SU correspond to valid spaces within the metaverse.
Additionally, it verifies whether the P values supplied by the
SU align with the SU ’s authenticated information within the
metaverse system.

If the metaverse system determines that all Userc values
presented by the SU are valid, the TGSC applies the
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hyperbolic tangent function to the Userc value to create
TanUserc. Subsequently, the TGSC generates an authoriza-
tion token utilizing TanUserc as metadata and stores it in
the SU ’s wallet. The TGSC incorporates the same Modifier
and Constructor functions as the SCSC to ensure that only
the correct SU can access the TGSC and read the token’s
metadata values.

FIGURE 4. Authentication overview.

C. AUTHENTICATION OF SERVICE USER AVATARS
This section outlines how a SU utilizes avatar in the
metaverse to access and authenticate to authenticated spaces,
as demonstrated in Figure 4. When the SU ’s avatar attempts
to access the SP’s established parameters for Sreqauth, the
metaverse system activates the avatar’s blockchain wallet.
The user then send the stored authorization token from
the wallet to the metaverse system through the avatar. The
metaverse system further forwards this authentication token
to the SCSC for a verification process to assess its suitability
for authentication.

The SCSC initially verifies the validity of the requested
address through the TGSC . If the avatar’s blockchain address
is confirmed as valid by the Constructor and Modifier
functions, the TGSC grants permission to the SCSC to
access TanUserc. Subsequently, the SCSC vectorizes both
Tanc and TanUserc, facilitating the calculation of cosine
similarity between the two vectors. The cosine similarity
metric offers a measurement of how closely TanUserc
aligns with the reference Tanc stored within the SCSC . The
resulting similarity score ranges from 0 to 1, with a score
of 1 indicating an exact match with the reference Tanc and
scores closer to 1 indicating a higher degree of similarity.
This similarity value forms the basis for determining whether
the service user qualifies for access to the authenticated
space.

The SCSC computes the cosine similarity between the Tanc
and TanUserc values. If the similarity result surpasses the
defined similarity tolerance threshold (Sa), the SCSC con-
cludes that TanUserc possesses attribute values sufficiently
akin to Tanc. Subsequently, the SCSC notifies the metaverse
system to proceedwith user authentication, and themetaverse

system grants authorization to the avatar, allowing access to
the designated space.

V. EXPERIMENTS
In this section, we formulate four research questions per-
taining to our approach and present the outcomes of four
experiments aimed at addressing these questions:
RQ1) How can the security of the proposed approach be

ensured?
RQ2) What are the False Acceptance Rate (FAR) and False

Rejection Rate (FRR) in relation to varying similarity
thresholds?

RQ3) What is the error rate associated with the similarity
threshold identified in RQ2?

RQ4) What is the authentication time within an authentic
metaverse environment employing the proposed
approach?

A. RQ1) HOW CAN THE SECURITY OF THE PROPOSED
APPROACH BE ENSURED?
In this section, we present a comprehensive analysis
aimed at assessing the security of the proposed approach.
In our security evaluation, we elucidate the threat model
and elaborate on how the proposed approach effectively
mitigates impersonation attacks, safeguards confidentiality,
and ensures non-repudiation.

1) THREAT MODEL
In the proposed approach, users create blockchain-based
authentication tokens for accessing designated spaces.Within
this context, and adversary (A) may attempts an imperson-
ation attack, aiming to deceive the system into perceiving
them as a legitimate user. Additionally, A may engage
in the tampering of Tanc, which forms the foundation of
authentication, thereby hindering the proper authentication
of genuine users termed a confidentiality breach attack.
Furthermore, even after authentication, A might still initiate
a non-repudiation attack.

2) IMPERSONATION ATTACK
An impersonation attack entails A assuming the identity
of another user and infiltrating the system by mimicking
normal user behavior. To execute such an attack, A must
possess prior knowledge of the Ps values shared between
SP and SU . In essence, if the SP establishes Ps values
that are sufficiently complex, A would encounter significant
difficulties attempting to access the system incognito as a
regular user.

Another potential avenue for A to achieve success in an
impersonation attack involves the theft of a legitimate user’s
blockchain private key and authentication token. Blockchain
private keys are typically generated using 12 to 24 words,
following the mnemonic code of BIP-0039 [34], comprising
2048 characters. In practical terms, this implies that A would
need to correctly match 12 to 24 words to pilfer a specific
user’s private key and execute a successful impersonation
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attack. Given the vast number of possible combinations -
approximately 5.27 × 1039 (≈ 2048! / (2048 − 12)!) - for
generating a private key with 12 words, it becomes evident
that A’s chances of succeeding in an impersonation attack are
exceedingly slim.

Furthermore, A may attempt to access Tanc or TanUserc
store in the blockchain data for impersonation attacks.
As outlined in the approach, to access Tanc or TanUserc,
a correct address must be provided to the smart contract.
Acquiring a proper address necessitates the possession of
a corresponding private key. However, as discussed in the
preceding paragraph, it is challenging for A to obtain a valid
private key through random or luck-based methods.

3) CONFIDENTIALITY
In our proposed approach, the potential for confidentiality
breach arises if A attempts to alter Tanc, the foundation of
the authentication process, thereby obstructing the proper
authentication of legitimate users. To compromise confiden-
tiality, A would need to gain access to the SCSC and modify
Tanc. However, this modification requires authorization
through a smart contract. Within the SCSC design articulated
in our approach, data access is exclusively granted to the SP
responsible for the initial distribution of the SCSC .
Essentially, this implies that A cannot breach confiden-

tiality since data security is assured by the blockchain smart
contract. Furthermore, even if A manages to manipulate the
data within the SCSC , the transparency and immutability
inherent to blockchain technology enable the SP to promptly
detect alterations and trace A’s activities.

4) NON-REPUDIATION
Authentication in the proposed approach is facilitated via
the blockchain network. Every transaction and record within
the blockchain is transparently logged, and their integrity is
safeguarded through cryptographic hash functions. When a
user undergoes authentication, their authentication record is
immediately stored within the blockchain. Therefore, even
if A were to authenticate and subsequently attempt non-
repudiation, A would be unable to engage in non-repudiation
because all records pertaining to A are securely recorded in
the blockchain and accessible to each network node.

B. RQ2) WHAT ARE THE FALSE ACCEPTANCE RATE (FAR)
AND FALSE REJECTION RATE (FRR) IN RELATION TO
VARYING SIMILARITY THRESHOLDS?
In this section, an experiment was conducted to determine the
appropriate similarity tolerance Sa setting when measuring
the cosine similarity between TanUserc and Tanc. To carry
out this experiment, we established a standard Tanc with
three attribute values, denoted as P = {Ps1,Ps2,Ps3}.
Additionally, we generated 50,000 sets of TanUsercs and
50,000 sets of unauthorized TanUsercs based on the standard
Tanc. The objective was to assess the impact of varying
Sa values on the False Acceptance Rate (FAR) and False
Rejection Rate (FRR).

Preparation involved generating 100 different Sa values
for experiment, ranging from 0 to 1 in increments of
0.01. For each generated Sa, the cosine similarity between
the TanUserc, which should be accepted according to the
data set, and the standard Tanc was computed. If the
similarity value exceeded the Sa threshold, it was cate-
gorized as an acceptance error, and the error ratio out
of 50,000 cases was computed to determine the FAR.
Conversely, if the similarity value fell below the Sa thresh-
old, it was regarded as a rejection error, and the error
ratio out of 50,000 cases was calculated to establish the
FRR.

The results of the FAR measurements are depicted in
Figure 5. These results indicate that as the Sa increases, the
FAR decreases. When the Sa value exceeds 0.7, the FAR
approaches zero, signifying a lower likelihood of accepting
unauthorized access attempts.

FIGURE 5. FAR based on Threshold.

FIGURE 6. FRR based on Threshold.

The FRR results are displayed in Figure 6. These FRR
measurement results reveal that as the Sa increases, the FRR
also rises. Notably, the FRR value experiences a significant
spike when the Sa value reaches 0.9.

The FAR and FRR measurements demonstrated that the
lowest FAR and FRR values were achieved within the Sa
range of 0.7 to 0.95.
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FIGURE 7. Error Counts based on Sa.

FIGURE 8. Metaverse implementation.

C. RQ3) WHAT IS THE ERROR RATE ASSOCIATED WITH
THE SIMILARITY THRESHOLD IDENTIFIED IN RQ2?
RQ2 indicated that the lowest FAR and FRR values were
achieved within the Sa range of 0.7 to 0.95. Consequently,
in this section, we conducted an experiment to assess the
actual error counts within this Sa range. In this experiment,
a standard Tanc was created, maintaining the number of
condition Ps at three, as in RQ2. We examined the occurrence
of errors as the number of TanUserc that should be authorized
increased from 1 to 1 million.

In this experiment, we observed that only FAR occurred
when Sa ranged between 0.7 and 0.8, while solely FRR
occurred after Sa reached 0.9. The experimental results,
depicted in Figure 7, illustrate the number of errors on the
y-axis against the number of data sets on the x-axis.

In particular, when Sa was set to 0.7, a total of 2,300
errors were recorded, while at an Sa of 0.75, there were
96 errors. The Sa value of 0.8 resulted in only 2 errors,
1 error for 0.9, and a significantly higher 122,197 errors for
0.95. Interestingly, no errors were observed when Sa was set
to 0.85, indicating that the proposed approach achieves its
highest authentication accuracy at an Sa value of 0.85.

D. RQ4) WHAT IS THE AUTHENTICATION TIME WITHIN
AN AUTHENTIC METAVERSE ENVIRONMENT EMPLOYING
THE PROPOSED APPROACH?
In this section, our objective was to evaluate the feasibility
of implementing the proposed approach within a metaverse
environment. To accomplish this, we constructed a metaverse
environment and conducted experiments to investigate how
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the number of Ps (authorization attributes) influences the
authentication time. The measurement of authentication time
involved tracking the duration from the initiation of an
authentication request to its approval.

The experiments were conducted on a computer running
macOSMonterey, equipped with an AppleM1 Pro processor,
16GB of memory, and an Apple M1 Pro graphics unit.
The development tools and technologies used to build the
metaverse environment included the Unity 3D Engine for
creating the overall environment, the Starter Assets - Third
Person Character Controller Package for implementing avatar
movement in 3D space, Unity C# Script, and ChainSafe
SDK for integrating the blockchain network, as well as
Hyperledger Besu for establishing a private blockchain
network connection with Metamask, a blockchain wallet.

To access the created metaverse, users initially log in via
Metamask integration and are transported to the 3D envi-
ronment. Their wallet and token information are seamlessly
transmitted to our system. In the virtual room, access to the
authentication-restricted space is blocked by a closed door.
By interacting with the ‘Verify’ button using their avatar,
the SCSC required for authentication is invoked through
the linked wallet, initiating the authentication process. After
successful authentication, the door disappears, granting the
avatar entry into the restricted spaces.

Figure 8 illustrates an instance of the metaverse environ-
ment. In Figure 8(a), there is an authentication request screen
for space access, Figure 8(b) displays the door opening after
successful authentication, and 8(c) shows the screen that
appears when authentication fails.

FIGURE 9. Authentication time based on number of Ps.

Figure 9 depicts the fluctuation in authentication time
concerning the number of condition attribute values (Ps).
The experimental range covered 1 to 10 Ps conditions, and
100 authentication tests were carried out for each Ps number
to compute the average authentication time.

We observed that the authentication time remained rela-
tively constant at around 3 to 4 seconds, irrespective of the
number ofPs. The average authentication timewas calculated
to be approximately 3.616 seconds, and this value did not
show significant variation with changes in the number of

Ps. Therefore, it can be inferred that the number of Ps no
substantial impact on the authentication time. The primary
factor influencing authentication time appears to be the
performance of blockchain network, and this is consistent
regardless of the number of Ps.

VI. CONCLUSION
In this paper, we have introduced a user-centric authentication
scheme leveraging blockchain technology for securing access
to specific spaces within a metaverse environment. Our
proposed approach encompasses three key components:
a methodology for metaverse and smart contract design
by service providers, an authentication token generation
method for service users, and a space authentication method
reliant on authentication tokens. We have demonstrated
that this approach effectively utilizes user attributes for
authentication, using cosine similarity to gauge the similarity
of attributes.

A significant strength of our paper lies in the introduction
of user-centric authentication, which is accomplished through
the integration of metaverse and blockchain technologies,
all without the need for a centralized authority. In our
future research endeavors, we aim to explore the application
of access control techniques to individual objects within
the metaverse using this innovative approach. Additionally,
we aim to reduce network communication costs between the
blockchain and metaverse systems during the authentication
process.
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