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ABSTRACT The Internet of Things (IoT) has emerged as a revolutionary communication technology,
enabling the connection of resource-limited devices to the Internet. These devices are deployed in various
industrial control systems to remotely monitor and control industrial applications. However, the public
Internet’s inherent vulnerability to malicious attacks poses a significant challenge to the secure operation of
these systems. To address this challenge, a lightweight and efficient authentication framework, LEAF-IIoT,
is proposed. LEAF-IIoT leverages authenticated encryption (AE) techniques to provide a multifaceted
security solution encompassing confidentiality, authentication, and data integrity. It establishes a secure
channel by exchanging messages between the user, gateway, and smart embedded device, culminating in
the creation of a session key for secure data exchange. Rigorous security assessment confirms the robustness
of LEAF-IIoT, while performance evaluation demonstrates its significantly lower computational cost and
reduced communication overhead compared to existing frameworks. Despite these efficiencies, LEAF-IIoT
continues to provide strong security features, ensuring the integrity and confidentiality of data exchanged in
the IIoT context.

INDEX TERMS Communication security, IIoT, smart device, resource constrained.

I. INTRODUCTION
The Internet of Things (IoT), which entails linking numerous
physical objects to the Internet, is a broader term encom-
passing the Industrial Internet of Things (IIoT) [1], [2].
A network of networked equipment and objects designated
as the IIoT is equipped with sensors, software, and other
cutting-edge technologies that allow them to collect and
share data. In order to improve goods, services, and the
overall operational effectiveness of the IIoT environment,
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the data gathered by these embedded devices in the IIoT
environment is shared with other objects or transferred
to a central location for further analysis [3]. Resources-
limited and resource-capable devices are both a part of
IIoT-enabled devices. For remote operating and control
of various industrial operations, a significant amount of
IIoT-capable equipment is installed in different industrial
control systems. To guarantee the seamless functioning of the
particular industrial application, these devices carry out the
sensing and actuation functions [4]. The IIoT device used in
the IIoT application additionally collects sensitive data from
the surrounding environment and sends the sensed data to
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a centralized location for additional processing. In addition,
the IIoT application controller delivers control commands
to the IIoT devices installed in the IIoT environment to
carry out a specific actuation job. The public communication
channel served as the sole means of communication between
the controller and IIoT devices [5]. Because the public
communication channel is accessible, an attacker has the
ability to intercept IIoT application operations while also
capturing and altering important data. Therefore, it is crucial
to safeguard confidential information sent through a public
channel from unauthorized users or attackers [6], [7], [8].
Furthermore, when the remote user or controller is engaged,
communication security is also required to guarantee the
proper operation of the IIoT application.

The authenticated session key agreement (ASKG), among
other security measures, has been established to provide
dependable and secure communication in the IIoT environ-
ment. Due to the prevalence of symmetric and asymmetric
encryption, many ASKG systems demand high computa-
tional overhead, making them unsuitable for IIoT devices
with low resources and processing capacity. To address this
issue, NIST has standardized a number of authenticated
encryption (AE) algorithms that concurrently provide confi-
dentiality and authenticity with a low overhead for processing
and transmission. Our goal in this study is to design an ASKG
to provide effective protection against malicious insiders,
jamming, and other attacks in the IIoT context.

A. MOTIVATION AND RESEARCH CONTRIBUTION
In the existing literature, numerous ASKG schemes are found
to be vulnerable to various attacks, such as impersonation,
replay, jamming, and privileged insider attacks. In the context
of the IIoT environment, the gateway assumes a central role,
facilitating communication between IIoT devices within the
environment and the external internet domain. The gateway
is also responsible for storing sensitive information related
to users and IIoT devices, essential for accomplishing the
mutually ASKG phase. However, a significant concern arises
as even legitimate but curious users may gain access to the
gateway’s secret key, potentially leading to the execution of
various attacks. For example, the ASKG presented in [9]
is susceptible to privileged insider attacks, and fails to
accomplish the ASKG after performing the password update
phase. Moreover, the authentication scheme proposed in [1]
stores the gateway key in plaintext form in the database,
creating a risk for privileged insider attacks. Additionally,
many ASKG schemes involve computationally expensive
asymmetric cryptography, leading to performance issues.
To address these critical concerns, a robust ASKG design
is essential, offering resistance against privileged insider
attacks while remaining suitable for the resource-limited
nature of IIoT devices. Consequently, this article introduces
a lightweight and efficient authentication framework for
IIoT, named (LEAF-IIoT), aiming to tackle these challenges
effectively.

The article makes the following primary contributions:

1) LEAF-IIoT is constructed by incorporating the NIST
lightweight cryptography-based AE scheme called
‘‘ASCON [10]’’ and leveraging the physical unclonable
function (PUF). The primary aim behind designing
LEAF-IIoT is to establish a secure channel (session
key) between the user and the IIoT smart device
(ISD) during the execution of the ASKG phase.
Once the secure channel is established, the user
gains the capability to send control commands to
the ISD deployed in the IIoT environment securely.
The utilization of PUF serves two key purposes:
ensuring physical security and generating the secret
long-term key essential for accomplishing the ASKG
phase. By incorporating PUF, LEAF-IIoT enhances its
resistance against privileged insiders.

2) To showcase the robustness of LEAF-IIoT against
various malicious security attacks, such as replay, jam-
ming, impersonation, and man-in-the-middle attacks,
an informal security analysis is performed. Addition-
ally, we employ BAN logic to establish the logical
correctness of LEAF-IIoT. Furthermore, the Scyther
tool is utilized to provide further verification of the
security measures implemented in LEAF-IIoT.

3) We assess the efficiency of LEAF-IIoT in terms of
its security measures and computing and commu-
nication costs, comparing it to fifteen other ASKG
schemes. LEAF-IIoT demonstrates effective security
measures while significantly reducing computing costs
by 53.58% to 59.41% and communication costs by
42.11% to 64.14% when compared to the other
schemes.

The paper’s structure encompasses several key sections.
Firstly, in Section II, we conduct an analysis of the
strengths and weaknesses of recent ASKG designs tailored
for IIoT. Following this, in Section IV, we delve into
the system architecture and the roles fulfilled by various
IIoT devices, along with the accompanying attack model.
In Section V, we elaborate on the various Algorithms utilized
at different phases of the proposed LEAF-IIoT. Subsequently,
in Section VI, we perform essential security validations. The
computing and communication efficiency of LEAF-IIoT is
assessed in Section VII. Finally, we conclude the paper with
remarks in Section VIII.

II. RELATED WORK
In [11], the authors introduced an innovative ASKG
approach that enables mobile device users to perform mutual
authentication in a single round. By implementing physi-
cally unclonable functionalities, their approach assures user
anonymity, protects user privacy, and offers a defense against
physical threats. In [12], the authors present the ASKG
mechanism for wearables technology. Both the user and the
wearable device, as well as the user and the cloud server,
can mutually authenticate by employing their suggested
technique. Additionally, it creates private session keys for
every session, guaranteeing safe communication between
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all participating parties. The designers of [13] introduced
the IIoT-specific resource-effective ASKG protocol called
REAP-IIoT. REAP-IIoT makes use of the AEGIS primitive.
Since AE primitives require fewer computing resources and
are therefore more easily implemented, they are perfect
for devices with limited resources within the IIoT. In [14],
the authors propose an innovative ASKG approach that
employs authentication and derivation primary keys. Through
the utilization of the XOR operator and hash function,
this ASKG scheme accomplishes mutual authentication, key
exchange, and message integrity, offering a streamlined and
efficient solution. A security framework is presented in [15],
though it displays a design flaw. This flaw becomes evident
when modifying the credentials, resulting in compromised
scheme functionality. Conversely, a secure and reliable
communication scheme is put forth in [16].
In [17], an inexpensive ASKG method known as

RAMP-IoD is introduced. This approach makes use of
an AE primitive and a hash function. Because of their
low processing requirements, AE primitives are ideal
for resource-constrained drones. RAMP-IoD also ensures
privacy-preserving user authentication capabilities and cre-
ates an SK between the drones deployed in the IoD
environment and the users. This established SK is used for
encrypted communication by both the user and the drones.
In [18], an effective and reliable ASKG is developed for use
in the setting of smart devices with constrained computational
processing capability. The goal of ASKG is to create a
secure communication channel. The security validation tool
AVISPA is used to assure the stability of the proposed frame-
work. AVISPA tests the proposed ASKG’s robustness, adding
another level of assurance to the security measures. The
authors within [19], introduced an ASKG scheme tailored
for 5G-enabled WSNs using SHA and ECC. To bolster the
security of this proposed ASKG approach, the authors used
the AVISPA and ROR models. Notably, it’s essential to
highlight that the security of the ASKG proposed in [19]
hinges on a solitary parameter, namely h(IDgw ∥ XGWN ),
which is shared among all system users. An inquisitive but
legitimate system user could potentially expose the value
of h(IDgw ∥ XGWN ), thereby compromising the security of
the entire system. The ASKG scheme introduced in [20]
leveraged cryptographic primitives, including SHA, EC, and
XOR. Furthermore, to reinforce the security of the proposed
approach, verification was conducted through the AVISPA
and ROR models. This scheme stands resilient against man-
in-the-middle, identity guessing, and impersonation attacks.
In [21], the authors introduced an anonymous ASKG scheme
targetingWSN environments. Nonetheless, evaluation in [22]
reveals that their protocol is insufficient in countering
insider, stolen verifier, and ephemeral secret leakage attacks.
A security scheme in [23] is designed using the chaotic map
and hash function and its security capabilities are ensured
using the Scyther and ROR model. The security scheme
outlined in [24] exhibits vulnerabilities to privileged insider
attacks, user impersonation, and denial-of-service incidents,

and does not possess perfect forward secrecy. The security
scheme proposed in [25] is based on the hash function and
XOR. In addition, the scheme proposed in [25] is unable to
ensure the anonymity feature.

Many security schemes [20], [26], [27], [28] adopt the
approach of storing the long-term secret key in the database
of the gateway/server, operating under the assumption that
the secret key is beyond the reach of potential attackers.
Nonetheless, the existence of an insider adversary introduces
the potential vulnerability of extracting the secret key from
the gateway/server, thereby endangering the overall system’s
security. To confront this formidable challenge, we have
devised an authentication framework tailored for the IIoT.
This framework is engineered to counter device capture,
privileged insider, and impersonation attacks, ensuring robust
resistance against such threats. An innovative user authen-
tication and key agreement scheme with provable security
has been crafted in [29], incorporating physically unclonable
functions and elliptic curve cryptography. This system is
designed to withstand diverse security attacks.

III. PRELIMINARIES
This section provides an explanation of the background
knowledge required to understand LEAF-IIoT.

A. ASCON: AN AE SCHEME
Known for its remarkable performance and security,
‘‘ASCON’’ is a very effective and efficient (in terms of
computing and communication overheads) AE Algorithm.
It was acknowledged as one of the winners of the NIST
competition for lightweight cryptography. As opposed
to AES, which just provides confidentiality, ‘‘ASCON’’
goes further offering other security components, such as
data authenticity. As an encryption Algorithm, ‘‘ASCON’’
generates the ‘‘ciphertext’’ (Ct) and authentication parameter
(MAC) from the ‘‘plaintext’’ (Pt), respectively.
The operating mechanism of ‘‘ASCON’’ may be repre-

sented symbolically as ‘‘(Ct,MAC) = EK {(N ,Ad),Pt} and
(Pt,MAC) = DK {(N ,Ad),Ct}’’, where K stands for the
secret key, N stands for the ‘‘nonce,’’ and Ad stands for the
‘‘Associative Data.’’ Since MAC is present, the veracity and
integrity of both Ad and Ct are assured. In the proposed
LEAF-IIoT, the chosen ‘‘encryption/decryption’’ Algorithm
is ‘‘ASCON’’.

B. PHYSICAL UNCLONEABLE FUNCTION
PUFs rely on a device’s intrinsic physical properties, such as
changes in delay or impedance brought on by manufacturing
inconsistencies. PUFs come in a variety of forms, such as
ring PUFs, delay-based PUFs, and arbiter PUFs, as a result
of these differences. The PUF is useful for activities like key
creation and identity authentication in the IoT sector since it
acts as a hardware ‘‘fingerprint’’ and retains a distinct identity
in response. PUF technology has several uses in situations
where strong security measures are necessary.
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TABLE 1. Analysis of vulnerabilities in the current ASKG for IIoT environments.

WhenCh stands for the challenge and Re is the appropriate
response, the functionality of a PUF may be written as Re =
PUF(Ch). We use a fuzzy extractor (FE) to stabilize the
output to guarantee a constant output from the PUF regardless
of temperature variations.

C. FUZZY EXTRACTOR
In general, the concept of ‘‘FE’’ refers to a cryptographic
approach that pertains to the extraction of secure and
trustworthy cryptographic keys from noisy or error-prone
sources, such as biometric data or other sensitive information.
A FE’s fundamental objective is to produce a stable key that
is resistant to changes in the input data and can be utilized in
cryptographic processes.

The process of extracting a stable key from noisy data
involves two main steps:

Key Generation (input): The FE transforms a noisy input
(such as biometric information like fingerprints) into an
accurate output in this stage of the process. This reliable
representation functions as a cryptographic key in essence.
To provide a reliable and consistent key, the enrollment
process attempts to remove the noise and variances found
in the input data. The user’s biometric data, the biometric
key, and the helper data are represented as Bio, Bk , and hd
and (Bk , hd) = Gen(Bio) is the logical operation of the key
generation function utilizing FE.

Key Reconstruction (input): The second stage is the key
generation step done in reverse. The FE receives the same
noisy input data again during the key reconstruction process.
The original key is then recreated by the extractor using the
previously generated hd . For the reconstruction process, the
user’s biometric data, the biometric key, and the helper data
are represented by Bio∗, B∗k , and hd , respectively, in the
logical operation of the key generation function utilizing FE,
which is represented as (B∗k ) = Gen(Bio∗, hd). If the criteria

TABLE 2. List of notations.

are met, HD(Bio∗,Bio) ≤ et , where et and HD denote the
error tolerance and hamming distance.

IV. SYSTEM ARCHITECTURE
The authentication model employed for the proposed
LEAF-IIoT consists of the following components,
as illustrated in Figure 1:
Gateway:Within the IIoT context, the deployment of

gateway nodes (GWj) is the task of the registration authority
(RA). The IIoT-capable devices installed in the setting are
connected to the internet through these gateway nodes. The
important parameters related to the remote user and smart
embedded devices are also stored in GWj. It is equipped to
link IIoT-capable devices to the Internet utilizing cellular or
other types of Internet access. Additionally, any IIoT-capable
devices installed in the environment are connected toGWj via
WiFi, 6LoWPAN, or Zigbee communication protocols.
IIoT Smart Device: Resources-constrained devices used

in the IIoT environment are referred to as ISD. Each ISD
is provided with communication, storage, and computing
resources and is designated as ISDi. Through the use of
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FIGURE 1. IIoT environment and authentication model.

communication protocols like WiFi, 6LoWPAN, or Zigbee,
these devices can connect to GWj. ISDs also come with
sensing modules, which give them the ability to gather
sensitive information from their surroundings. It is possible
to send the gathered data to a central place for additional
analysis.
User: The user owns smart devices with biometric sensors

(SDk ). The gateway node (GWj) is the conduit for interaction
between Uk and ISDi. Additionally, Uk and GWj are able
to interact via cellular or internet technology. It is essential
to make sure that only authorized Uk can access real-time
information from the deployed ISDi in the IIoT environment.
To aid in comprehending the proposed scheme, Table 2
provides an elucidation of the various symbols employed.

A. ADVERSARIAL MODEL AND ASSUMPTIONS
We will make use of the renowned DY adversarial model,
to simulate an IoT application environment and assess
the protocol’s trustworthiness. In this model, we presume
that all entities, excluding RA, interact over unencrypted
channels and have trust in RA. RA is responsible for
managing the establishment of the system, user registration,
and cancellation. According to the DY approach, when
messages are transferred using a shared channel, a third
party or adversary has an opportunity to get them and
manipulate them. Due to the highly complicated application
architecture of the IIoT, attackers can access physical devices
to obtain secret configurations and information, or they
can carry out replay and MITM attacks using the retrieved
information. Additionally, if the user’s registered device
becomes unavailable or stolen, attackers will have access to
the user’s privacy via the mobile device. The most up-to-date
adversary attack approach from CK is additionally included,

which enhances the positive aspects of the DY model by
taking a wider range of circumstances into consideration.
With the application of this framework, the adversary,
designated as A, acquires access to temporary partial keys
by acquiring public secret credentials while the session is
underway.

For our study, we have taken into account a number of
assumptions. First, we assume that PUF capability is present
on the gateway nodes. Analogously, we consider that both
ISD and smart cards have PUF capabilities.

V. THE PROPOSED LEAF-IIOT FRAMEWORK
The development of LEAF-IIoT is organized into several
sequential phases: registration, ASKG, and the update of
secret credentials. Each of these phases is thoroughly
explained in the subsequent subsections.

A. REGISTRATION PHASE
Within this section, the process of registering the gateway
node, ISDi, and user (Uk ) is elaborated. During the regis-
tration phase, it is assumed that all communications will
occur through a secure channel. The Registration Authority
(RA) holds the responsibility for registering the gateway
node, ISDi, and user Uk before their deployment in the IIoT
environment.

1) GATEWAY NODE REGISTRATION
RA undertakes the task of selecting a distinct identity for
the gateway node (IDj), generating a challenge (Chj), and
securely transmitting these credentials to the gateway (GWj).
In this scenario, it is assumed that the gateway (GWj) is
equipped with a PUF, which computes PUF(Chj) = Resj.
To mitigate the effects of variations in PUF’s output due to
temperature fluctuations, a FE mechanism is employed. This
mechanism derives a consistent key (denoted as KGW ) from
Resj by executing the operation (KGW , hd) = Gen (Resj).
Ultimately, the gateway (GWj) retains the credentials (IDj,
hd , and Chj) within its own database.

2) ISDI REGISTRATION
The RA chooses an exclusive identity, SIDi, as well as Chi,
for the ISDi. These credentials are then securely transmitted
to ISDi. Upon receipt of the credentials, ISDi calculates
PUF(Chi) = Resi. An FE mechanism is employed to
counteract the potential impact of PUF output fluctuations
caused by temperature variations. This mechanism extracts
a consistent key (Bkd ) from Resi using the operation (Bkd ,
hdi) = Gen(Resi). Eventually, ISDi keeps the credentials
(SIDi, hdi, and Chi) within its internal database and sends
Bkd securely to RA. Finally, RA computes (Ca,Taga) =
EKGW {Bkd } using the ASCON encryption Algorithm and
computes SIDj = H (IDj), Z = (SIDj ⊕ H (Bkd )) and stores
the credentials {SIDi, Ca, Taga} in the database of GWj.
In addition, RA stores Z in the memory of ISDi before its
deployment in the IIoT environment.
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3) UK REGISTRATION
The trusted entity referred to as RA initiates this process
by selecting a challenge denoted as Chuk and SIDj and
transmitting them to Uk . Upon receiving Chuk , Uk computes
two values: Resa using a PUF denoted as PUF(Chuk ), and
(Bk1, hdk1) by utilizing a process denoted as Gen(Resa).
Uk transmits the data Bk1 along with its unique identifier
IDuk to the designated recipient. Subsequently, GWj selects
a temporary identifier PIDt , and generate the pair (Cu,Tagu)
using the encryption key KGW . The resulting encrypted data
(Cu,Tagu) is then stored in GWj’s database. This storage is
linked to two distinct associations: one with the temporary
identifier PIDrt = PIDt and another with PIDpt = null.
Additionally, GWj records the temporary identifier PIDt and
compiles a list of devices denoted as SIDi that can provide
real-time information to the user and sends PIDt and SIDi
to GWj.
Uk selects PWuk and imprints Biouk and computes the

biometric key Bk = Rep(Biouk , hdk) and the encryption key
A1 = H (IDuk ∥ PWuk ∥ B∗k ). In addition, Uk computes
(Ca,MAC1) = EA1{Pa} using the ASCON encryption
Algorithm, where Pa= {Chuk , SIDi, SIDj, PIDt}. Finally, Uk
stores {Ca, MAC1, hdk , hdk1} in its own memory.

B. ASKG PHASE
The execution of the ASKG phase in the proposed
LEAF-IIoT is achieved by implementing the subsequent
Algorithm 1, Algorithm 2, Algorithm 3, and Algorithm 4.

1) USER LOGIN AND AUTHENTICATION MESSAGE
GENERATION
In order to attain local authentication and produce authen-
tication messages, Uk employs its own SDk to execute
Algorithm 1. Furthermore, the SDk facilitates the fuzzy
extractor-based key generation and reproduction function-
ality. When Algorithm 1 is executed, the SDk receives
the parameters {IDuk , PWuk , Biouk , Ca, hdk , hdk1} as
input and produces the parameters {T1, Cb, Cc, MAC2} as
output. Upon receiving biometric information from Uk , SDk
calculates the biometric key B∗k using the fuzzy extractor’s
reproduction function. Notably, the biometric key’s size
amounts to 256 bits. Subsequently, the secret key A∗1 is
computed for decryption, also consisting of 256 bits. This
secret key can further be divided into a 128-bit secret key
and a 128-bit nonce. Decryption is carried out through
the application of the ASCON decryption Algorithm. This
Algorithm utilizes the ciphertext Ca along with the secret
parameter A∗1 = (key ∥ nonce) to produce the plaintext
Pa = {Chuk , SIDi, SIDj,PIDt } as well as MAC∗1 .Local
authentication and verification of all the secret credentials
associated with Uk are accomplished by evaluating the
condition MAC1 = MAC∗1 . If this condition holds true,
SDk proceeds to generate a random number R2 and a
timestamp T1, following which it computes the plaintext
P2 and associative data Ad2. For encryption, SDk undertakes

Algorithm 1 User Login and Authentication Message
Generation
Input: {IDuk , PWuk , Biouk , Ca, MAC1, hdk , hdk1}
Output: {T1, Cb, Cc, MAC2}
1: procedure ALG-1({IDuk , PWuk , Biouk , Ca, MAC1, hdk , hdk1})
2: B∗k ← Rep(Biouk , hdk)
3: A∗1 ← H (IDuk ∥ PWuk ∥ B∗k )
4: (Pa,MAC

∗
1 )← DA∗1

{Ca}

5: if MAC1==MAC∗1 then
6: Pa ← {Chuk , SIDi, SIDj,PIDt }
7: Resa ← PUF(Chuk )
8: Bk1 ← Rep(Resa, hdk1)
9: generate R2 and T1
10: P2 ← {R2, SIDi ⊕ R2}
11: Ad2 ← (PIDt ⊕ T1)
12: ((Cb,Cc),MAC2)← EBk1

{(Ad2), (P2)}
13: else
14: Stop the execution
15: end if
16: end procedure

the process of deriving the encryption key using both PUF
and FE. Subsequently, SDk generates Cb, Cc, and MAC2,
combining them to construct the message M1: {T1, Cb, Cc,
MAC2}. This constructed message is then transmitted toGWj
via the public communication channel.

2) VERIFICATION OF M1 AND GENERATION OF M2
The timeliness of the received message M1 is determined
by evaluating the condition Tdi ≤ |Tre − T1|, where Tre,
T1, and Tdi represent the message reception time, generation
time, and acceptable delay threshold, respectively. If this
condition is not met, GWj discards the message and halts the
ASKG process. Upon successful validation of the condition,
GWj employs PUF and FE to compute the decryption key,
which is then utilized to decrypt the data stored within
its database. Subsequent to calculating the decryption key,
GWj extracts PIDt from the received message and searches
for it within its internal database. In the event that PIDt
is located, GWj retrieves the corresponding ciphertext and
authentication code associated with that specific PIDt .
Following the decryption process in the ASCON encryp-

tion Algorithm, the decryption itself is executed using the
key KGW , resulting in the acquisition of Bk1 and MAC∗u .
The integrity of the stored data is verified by assessing the
condition MACu == MAC∗u . When MACu == MAC∗u
is satisfied, GWj confirms the authenticity of the received
message and subsequently obtains P2 = (R2, SIDi ⊕
R2) through a decryption operation involving the key Bk1.
Furthermore, GWj acquires SIDi and conducts a search
within its internal database. Here, SIDi signifies the specific
accessed device. In the event that SIDi is discovered within
the database, GWj proceeds to retrieve the ciphertext and
authentication parameters associated with the corresponding
SIDi from the database. Consequently, GWj derives Bkd
and MAC∗d . To guarantee the integrity of Bkd , the condition
MACd == MAC∗d is employed for validation. Moreover,
GWj computes P3 and Ad4. Additionally, it employs the
encryption Algorithm to calculate Cd , Ce, and MAC3. Fur-
thermore,GWj substitutes PIDnt with PID

r
t and replaces PID

r
t
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with PIDpt . Subsequent to these operations, GWj assembles a
message named M2, incorporating the parameters {T2, Cd ,
Ce, Cf , MAC3}. This assembled message is then transmitted
to ISDi via the public communication channel.

Algorithm 2 Verification ofM1 and Generation ofM2
Input: {T1, PIDt , Cb, Cc, MAC2, Chj}
Output: {T2, Cd , Ce, Cf , MAC3}
1: procedure ALG-2({T1, PIDt , Cb, Cc, MAC2, Chj})
2: if Tdi ≤ |Tre − T1| then
3: Resj ← PUF(Chj)
4: KGW ← Rep(Resj, hd)
5: Searches the PIDt database
6: if PIDt == PIDrt or PIDt == PIDpt then
7: gets (Cu, MACu)
8: (Bk1,MAC

∗
u )← DKGW {Cu}

9: if MACu == MAC∗u then
10: Ad3 ← (PIDt ⊕ T1)
11: (P2,MAC

∗
2 )← DBk1

{(Ad3),Cb,Cc}
12: if MAC2 == MAC∗2 then
13: P2 ← (R2, SIDi ⊕ R2)
14: SIDi ← (R2 ⊕ P2)
15: if SIDi is found in database then
16: gets (Cd , MACd )
17: (Bkd ,MAC∗d )← DKGW {Cd }
18: if MACd == MAC∗d then
19: generate R3, PID

n
t and T2

20: P3 ← {R3,R2 ⊕ PIDt ⊕ SIDi,PID
n
t }

21: Ad4 ← (SIDi ⊕ T2)
22: ((Cd ,Ce),MAC3)← EBkd

{(Ad4), (P3)}
23: replace PIDnt with PID

r
t

24: replace PIDrt with PIDpt
25: else
26: Stop the execution
27: end if
28: else
29: Stop the execution
30: end if
31: else
32: Stop the execution
33: end if
34: else
35: Stop the execution
36: end if
37: else
38: Stop the execution
39: end if
40: else
41: Stop the execution
42: end if
43: end procedure

3) VALIDATION OF M2 AND CREATION OF M3
Once confirming the freshness of the received message M2,
ISDi proceeds to calculate Bkd utilizing the PUF and FE.
Additionally, ISDi generates Ad5, and subsequently employs
the ASCON decryption Algorithm to extract (P3,MAC∗3 ).
The integrity of P3 is verified by applying the condition
MAC3 == MAC∗3 . Upon validating that MAC3 ==

MAC∗3 holds true, ISDi considers the received message to
be both accurate and valid. After selecting R4 and T3,
ISDi derives the encryption key K1 which will serve as the
foundation for ASCON-based encryption. This process also
involves determining the plaintext P4, associating data Ad6,
and generating the session key SKISDi that ensures secure
encrypted communication in the future. Additionally, ISDi
calculates Cg, Ch, and MAC4 using the ASCON encryption
Algorithm. Finally, a message {T3, Cg, Ch, Ad6, MAC4} is

meticulously constructed and subsequently transmitted to Uk
via an open communication channel.

Algorithm 3 Validation ofM2 and Creation ofM3
Input: {T2, Cd , Ce, Cf , MAC3, Chi}
Output: {T3, Cg, Ch, Ad6, MAC4 and SKISDi}
1: procedure ALG-3({T2, Cd , Ce, Cf , MAC3, Chi}),
2: if Tdi ≤ |Tr − T2| then
3: (Resi)← PUF(Chi)
4: (Bkd )← Rep(Resi, hdi)
5: SIDj ← Z ⊕ H (Bkd )
6: Ad5 ← (SIDi ⊕ T2)
7: (P3,MAC

∗
3 )← DBkd

{(Ad5), (Cd ,Ce,Cf )}
8: if MAC3 == MAC∗3 then
9: P3 ← {R3,R2 ⊕ PIDt ⊕ SIDi,PID

n
t }

10: generate R4 and T3
11: K1 ← H (R2 ⊕ PIDt ⊕ SIDj ⊕ SIDi ⊕ T3)
12: P4 ← {PID

n
t ,R4 ⊕ R3}

13: SKISDi ← H (K1 ⊕ P4 ⊕ SIDi)
14: Ad6 ← H (SKISDi )
15: ((Cg,Ch),MAC4)← EK1 {(Ad6), (P4)}
16: else
17: Stop the execution
18: end if
19: else
20: Stop the execution
21: end if
22: end procedure

4) VALIDATION OF M3 AND CREATION OF SKUK
Upon obtaining M3, the Uk entity verifies the authenticity of
M3. Initially, Uk assesses the freshness of the messageM3 by
applying the condition Tdi ≤ |Tre − T3|. If M3 is deemed
fresh, Uk proceeds to derive the encryption key denoted
as Kenc, which will be employed during the decryption
process. Subsequent to decryption,Uk validates the condition
MAC4 = MAC∗4 to ensure that the resulting plaintext
P4 is both valid and the received message maintains its
authenticity. Moreover,Uk computes the session key referred
to as SKuk , serving the purpose of facilitating encrypted
communications in subsequent interactions. Furthermore,
the correctness of the session key is verified through the
condition Ad6 = H (SKuk ). Satisfying this criterion prompts
Uk to substitute PIDt with PIDt . Proceeding, Uk calculates
values for Ca and MAC∗5 using the ASCON encryption
Algorithm. Ultimately, these computed values {C∗a , MAC

∗

5 }
are replaced with {Ca, MAC1} in the memory of SDk . The
process outlined in Algorithm 4 is employed to validate
M3 and generate the session key SKuk .

C. PASSWORD CHANGE PHASE
The proposed LEAF-IIoT scheme introduces the capability
for users to modify or refresh their secret credentials. This
functionality is established through Algorithm 5. Initially,
the user submits their existing credentials and subsequently
engages in a series of computations as demonstrated in
Algorithm 5, resulting in the derivation of Poa and MACo

1 .
Furthermore, the authenticity of the retrieved plaintext is
validated via the condition MAC1 == MACo

1 . Upon
successful validation, the user gains permission to input
new secret credentials. Subsequently, SDk computes new
parameters, specifically Cn

a and MACn
1 , and subsequently
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Algorithm 4 Validation ofM3 and Creation of SKuk
Input: {T3, Cg, Ch, Ad6, MAC4}
Output: {SKuk and authentication successful}
1: procedure ALG-4({T3, Cg, Ch, Ad6, MAC4}),
2: if Tdi ≤ |Tre − T3| then
3: K2 ← H (R2 ⊕ PIDt ⊕ SIDj ⊕ SIDi ⊕ T3)
4: (P4,MAC

∗
4 )← DK2 {(Ad6), (Cg,Ch)}

5: if MAC4 == MAC∗4 then
6: P4 ← {PID

n
t ,R4 ⊕ R3}

7: SKuk ← H (K1 ⊕ P4 ⊕ SIDi)
8: if Ad6 == H (SKuk ) then
9: update PIDnt with PIDt
10: P∗a ← {Chuk , SIDi, SIDj,PID

n
t }

11: (Ca,MAC∗5 )← EA∗1
{(Ad6),P∗a}

12: update {C∗a , MAC
∗
5 } with {Ca, MAC1}

13: both session keys are the same
14: authentication successful
15: else
16: Stop the execution
17: end if
18: else
19: Stop the execution
20: end if
21: else
22: Stop the execution
23: end if
24: end procedure

substitutes these calculated values Cn
a andMAC

n
1 with Ca and

MAC1 in the memory storage of SDk .

Algorithm 5 User Password and Bio-Metric Change
Input: {IDuk , PW

o
uk , Bio

o
uk , Ca, MAC1, hdk}

Output: { Cna , MAC
n
1 , hdk

n}
1: procedure ALG-5({IDuk , PW

o
uk , Bio

o
uk , Ca, MAC1, hdk})

2: Bok ← Rep(Bioouk , hdk)
3: Ao1 ← H (IDuk ∥ PW

o
uk ∥ B

o
k )

4: (Poa,MAC
o
1 )← DAo1

{Coa }

5: if MAC1 == MACo1 then
6: Poa ← {Chuk , SIDi, SIDj,PIDt }
7: Allow the user to generate new credentials
8: (Bok , hdk

n)← Gen(Bionuk , )
9: An1 ← H (IDuk ∥ PW

n
uk ∥ B

n
k )

10: (Cna ,MACn1 )← EAn1
{Pna}

11: else
12: Stop the execution
13: end if
14: end procedure

VI. SECURITY VALIDATION
We undertake both informal (non-mathematical) and for-
mal (mathematical) analyses to ensure the resilience of
LEAF-IIoT against a range of security attacks. Additionally,
we establish the robustness of LEAF-IIoT through formal
proof, utilizing a software tool referred to as Scyther.

A. INFORMAL (NON-MATHEMATICAL) SECURITY
ANALYSIS
1) PHYSICAL SECURITY USING PUF
A PUF at the GWj in the proposed LEAF-IIoT decreases
the likelihood of a privilege insider attack. By minimizing
access to the long-term secret key in plaintext stored in
the GWj database, this integration protects against insider
intrusion. PUF technology is additionally employed in SDk ,
where it produces the secret key required to encrypt M1.
The lack of the PUF-generated private key at SDk prevents

an adversary from decrypting M1. Likewise to this, PUF
technology is implemented to generate the secret key for the
ISDi, preserving the encrypted data of secret parameters for
the ISDi. This approach prevents attacks regardless of the
event that an attacker manages to get hold of ISDi since they
are incapable to execute any more attacks. Thus, PUF has
been integrated in the LEAF-IIoT framework to boost its
resistance against a wide range of potential attacks.

2) PRIVILEGED INSIDER ATTACK
In this scenario, the potential attacker might indeed be
legitimate but curious. This attacker could gain access to
sensitive information related to users and ISDs within the
IIoT environment from the GWj’s database. By utilizing this
extracted information, the attacker could execute various
malicious actions. However, in the proposed LEAF-IIoT
framework, the attacker can only obtain {SIDi, Ca, Taga}
and {IDj, hd , Chj} from GWj’s database. Extracting KGW ,
Bk1, and Bkd from the information stored GWj’s database in
poses a considerable challenge to the attacker. These keys
are vital to carrying out potential insider attacks. Notably,
KGW is generated via the PUF function, while KISD is stored
in an encrypted state. The credentials at hand, including
{PIDt , Cu, MACu}, {SIDi, Cd , MACd} and {IDj, hd , Chj},
do not provide the inside attacker with the means to execute
any form of attack. Consequently, the LEAF-IIoT proposal
demonstrates resilience against privileged insider attacks.

3) JAMMING ATTACK
The execution of LEAF-IIoT is constantly under threat from
jamming attacks, which poses a serious risk to the ongoing
procedure. These attacks have the potential to seriously
impede LEAF-IIoT’s progress and, more concerningly,
jeopardize the security system’s overall efficacy. For instance,
the device access phase can fail if a jamming attack is used,
as seen in the example in [26]. The procedure in [26] of
updating pseudo identities during the drone access phase is
responsible for this failure. The LEAF-IIoT, in comparison,
takes a different tack by forgoing the exchange of fictitious
identities once the ASKG phase has been successfully
completed. This crucial distinction allows the LEAF-IIoT to
effectively shield against jamming attacks, safeguarding the
integrity of this critical phase.

4) SECRET CREDENTIAL CHANGE ATTACK
This attack is executed offline by the malicious actor upon
capturing the SDk of the user. Within this SDk are critical
parameters, specifically {Ca, MAC1, hdk , hdk1}, which are
stored in its memory. Once in possession of these parameters,
the attacker’s objective is to alter the user’s secret credentials.
To achieve this, the attacker employs a series of steps
involving the selection of random passwords, identities, and
biometric information, followed by the following computa-
tionsB′k = Rep(Bio′uk , hdk)A

′

1 = H (IDuk ∥ PW o
uk ∥ B

o
k ), and

(P′a,MAC
′

1) = DA′1{C
′
a}. Finally, the attacker must validate
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the condition MAC1 == MAC ′1. If this condition is met,
the attacker gains the ability to modify the user’s secret
credentials. Nonetheless, it’s crucial to note that the attacker
cannot alter these secret credentials without prior knowledge
of the valid ones. Hence, the proposed scheme LEAF-IIoT
resists the password change attack or secret credential change
attack.

5) ANONYMITY/UNTRACEABILITY
In this scenario, the assailant attempts to track the participants
engaged in the ASKG process by intercepting the messages,
denoted as M1 :{T1, PIDt Cb, Cc, MAC2}, M2 :{T2, Cd , Ce,
Cf ,MAC3}, andM3 :{T3, Cg, Ch, Ad6,MAC4}. Despite these
intercepted messages, the attacker faces significant chal-
lenges in acquiring the necessary information to trace the net-
work entities, including users. This challenge arises because
all transmitted messages undergo encryption through the
ASCON encryption Algorithm. Consequently, the attacker
is incapable of extracting any identifying information such
as IDuk , which is crucial for user tracking. Moreover, the
messages are intentionally designed to be random, preventing
the attacker from establishing connections between messages
sourced from the same origins. Given these stringent security
measures, the proposed LEAF-IIoT system ensures that the
attacker cannot obtain any parameters necessary for tracing
specific entities within the IIoT environment. In essence,
LEAF-IIoT boasts features that provide anonymity and
untraceability.

6) REPLAY ATTACK
In this cyberattack, the perpetrator intercepts all the trans-
mitted messages that occur during the execution of the
ASKG phase within the LEAF-IIoT system. The attacker
then attempts to manipulate these captured messages. How-
ever, the communication messages are embedded with the
latest timestamps, and the legitimacy of these incorporated
timestamps is verified at the recipient entity. To elaborate,
there are distinct conditions denoted as Tdi ≤ |Tre −
T1|, Tdi ≤ |Tre − T2|, and Tdi ≤ |Tre − T3|,
which are individually inspected to ensure that the received
message’s timeline aligns appropriately with the expectations
at GWj, ISDi, and Uk , respectively. If a received message
surpasses the acceptable time delay, it will be disregarded,
leading to an interruption in the ASKG process. Hence, the
proposed LEAF-IIoT framework effectively thwarts replay
attacks.

7) UK IMPERSONATION ATTACK
In this scenario, the attacker attempts to create a message
with specific parameters, denoted as M ′1 :{T

′

1, PID
′
t , C

′
b,

C ′c, MAC ′2}, in order to impersonate a legitimate Uk .
To craft a valid message M ′1, the attacker would need
knowledge of the legitimate Bk1, which is generated through
a process involving PUF and FE. Bk1 serves as the encryption
key for generating the parameters Cb, Cc, and MAC2.
However, the attacker lacks the capability to determine

the correct Bk1, and consequently, cannot produce the
legitimate parameters Cb, Cc, and MAC2. Furthermore, GWj
checks whether the condition MAC2 == MAC∗2 holds
to ensure the integrity of message M1, a condition that
cannot be satisfied without knowing of Bk1. As a result, the
attacker cannot successfully impersonate the legitimate Uk .
Thus, the proposed LEAF-IIoT resists the Uk impersonation
attack.

8) GWJ IMPERSONATION ATTACK
In this scenario, the attacker endeavors to fabricate a message
with specific parameters denoted as M ′2 : {T2, C

′
d , C

′
e,

C ′f , MAC
′

3}, with the aim of assuming the genuine GWj.
To create a valid message M ′2, the attacker would need
access to the legitimate Bkd , which is stored in the database
of GWj. Bkd acts as the encryption key for generating
the parameters Cd , Ce, Cf , and MAC4. However, the
attacker lacks the capability to ascertain the correct Bkd ,
and consequently, cannot generate the genuine parameters
Cd , Ce, Cf , and MAC3. Furthermore, ISDi verifies whether
the condition MAC3 == MAC∗3 is satisfied to ensure the
integrity of message M2, a condition that cannot be met
without knowledge of Bkd . Consequently, the attacker is
thwarted in their attempt to successfully impersonate the
authentic GWj.

9) ISDI IMPERSONATION ATTACK
In this attack scenario, the malevolent actor attempts to craft
a message denoted asM ′3 :{T3, C

′
g, C
′
h, Ad

′

6,MAC
′

4} with the
intention of impersonating the legitimate ISDi. However, the
successful creation of a valid message M3 is made difficult
due to the absence of essential parameters, namely SIDj
and K1. These parameters are crucial for constructing a
message that can be recognized as legitimate. Furthermore,
the condition Uk employs to verify the authenticity of
a received message from SIDj relies on the equality of
MAC4 andMAC

∗

4 . This condition cannot be satisfied without
access to the confidential parameters SIDj and K1, which are
exclusively known to both Uk and ISDi. Consequently, the
proposed LEAF-IIoT system proves effective in thwarting
impersonation attacks against ISDi.

10) MITM ATTACK
In LEAF-IIoT, three messages are exchanged:M1 :{T1, PIDt ,
Cb, Cc, MAC2}, M2 :{T2, Cd , Ce, Cf , MAC3}, and M3 :{T3,
Cg, Ch, Ad6, MAC4}. An attacker, having intercepted these
messages and tampered with their contents, attempts to
resend them to a specific entity in order to establish a session
key. However, in LEAF-IIoT, all messages undergo validation
at the receiving entity based on the conditions MAC2 ==

MAC∗2 , MAC3 == MAC∗3 , and MAC4 == MAC∗4 . These
conditions can only be satisfied when the sensitive secret
parameters are available. If any of these conditions fail to hold
true, the ASKG process will be terminated. Consequently,
LEAF-IIoT proves effective in thwarting MITM attacks.
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TABLE 3. BAN logic notations and inference rules.

11) TEMPORARY SECRET LEAKAGE ATTACK
In the LEAF-IIoT proposed framework, the session key
employed for encrypting future communications is deter-
mined as follows: SKuk (= SKISDi ) = H (K1 ⊕ P4 ⊕ SIDi),
with P4 = {PIDnt ,R4 ⊕ R3}. This session key computa-
tion combines both long-term and short-term parameters.
To compromise the security of this session key, an attacker
would need to possess knowledge of both the short-term and
long-term secret parameters

12) DOS ATTACK
In the LEAF-IIoT proposal, the user’s smart device SDk
is required to complete a local authentication step before
transmitting an authentication request to GWj, aimed at
mitigating potential DoS attacks. This involves verifying
a condition: MAC1 == MAC∗1 . If this condition is met,
SDk proceeds to send an authentication request to GWj.
However, if the condition is not satisfied, the ASKG process
is terminated, and no authentication request is forwarded to
GWj. This strategy effectively safeguards against DoS attacks
in the LEAF-IIoT system.

B. BAN LOGIC ANALYSIS
A formal security protocol analysis method called
Burrows-Abadi-Needham (BAN) logic is employed to
confirm the accuracy of the cryptographic protocol.
The thorough and methodical reasoning regarding the
authentication characteristics of cryptographic systems is
made possible by the BAN logic. It entails examining
the transmission of messages and cryptographic operations
within a protocol employing formal rules and inference
methods. The following are the key elements of BAN logic:
Beliefs: Beliefs constitute an entity’s perceptions of the

messages it has received, its understanding of the system, and
the actions of other entities.
Messages: In the protocol, messages are passed back

and forth between different parties. Every message has
a distinctive organization, and its content is symbolically
represented.
Rules of Inference: Based on the beliefs and messages

communicated between parties, the BAN logic provides a set

of rules of inference allowing conclusions to be drawn. The
BAN logic notations and inference rules are given in Table 3.

1) GOALS
We set forth the following objectives that the LEAF-IIoT
should meet through the analytical processes of BAN logic.

• Goal-1: (Uk
SKUk
↔ ISDi)

• Goal-2: (ISDi
SKISDi
↔ Uk )

2) ASSUMPTIONS
We have formulated the following initial assumptions to
substantiate the security of the proposed LEAF-IIoT.

• AS1: (Uk | ≡ Uk
Bk1
↔GWj)

• AS2: (GWj| ≡ GWj
Bk1
↔Uk )

• AS3: (GWj| ≡ GWj
Bkd
↔ ISDi)

• AS4: (ISDi| ≡ ISDi
Bkd
↔GWj)

• AS5: (ISDi| ≡ ISDi
K1
↔Uk )

• AS6: (Uk | ≡ Uk
K1
↔ ISDi)

• AS7: (Uk | ≡ #T1, #T3)
• AS8: (GWj| ≡ #T1, #T2 )
• AS9: (ISDi| ≡ #T3, #T2)
• AS10: (Uk | ≡ #R1)
• AS11: (GWj| ≡ #R2)
• AS12: (ISDi| ≡ #R3)
• AS13: (ISDi| ≡ Uk | ≡ (P4)

3) IDEALIZE FORM
In LEAF-IIoT, there are three messages exchanged to
accomplish the ASKG phase. The idealized form of the
communicated message can be defined as follows

• IF1 : {T1,R2, SIDi,MAC2}Bk1
• IF2:{T2,R2,R3,MAC3}Bkd
• IF3:{T3,P4,R4,MAC4}K1

4) SECURITY ANALYSIS
During this stage of BAN logic, the inference rules as
presented in Table 3 are employed to ascertain whether
LEAF-IIoT has successfully met its security objectives.

• Step-1:Utilizing the idealized representation IF1 for the
message M1 and making reference to the assumptions
AS1, AS2, and AS7, while employing the MMR tech-
nique, we obtain the subsequent outcome:

GWj |≡ (Uk
Bk1
↔GWj),GWj◁ ({T1,R2, SIDi,MAC2}Bk1 )

GWj |≡ Uk |∼ ({T1,R2, SIDi,MAC2}Bk1 )
.

(1)

From 1, it can be concluded that

GWj |≡ ({T1,R2, SIDi,MAC2}Bk1 ) (2)

• Step-2: By leveraging IF1, considering AS7 and AS10,
and employing the FR, we can reach the following
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conclusion:
GWj |≡ #(T1)

GWj |≡ #({T1,R2, SIDi,MAC2}Bk1 )
. (3)

Based on Equation 2, we can infer that the received
message is indeed recent or newly generated.

• Step-3:By following the outlined steps and applying the
NVR, it becomes feasible to acquire (4), as shown at the
bottom of the next page:
From 4, it can be concluded that

GWj |≡ ({T1,R2, SIDi,MAC2}Bk1 ) (5)

• Step-4: Building upon Step-2 and applying the BR,
we have arrived at the following deduction:

GWj |≡ Uk |≡ ({T1,R2, SIDi,MAC2}Bk1 )
GWj |≡ Uk |≡ (R2, SIDi)

. (6)

Based on the equation provided above, GWj can obtain
R1 and SIDi, leading to the following conclusion:

GWj |≡ Uk |≡ (R2, SIDi) (7)

• Step-5: By employing the idealized form IF1 for
message M1 and taking into account assumptions AS3,
AS4, and AS8, along with the application of the MMR
technique, we derive the following result:

GWj |≡ (Uk
Bkd
↔GWj),GWj ◁ ({T2,R2,R3,MAC3}Bkd )

GWj |≡ Uk |∼ ({T2,R2,R3,MAC3}Bkd )
.

(8)

From above we can conclude that

GWj |≡ ({T2,R2,R3,MAC3}Bkd ) (9)

• Step-6: Based on IF2 and considering AS8 and AS11,
applying the FR leads to the following conclusion:

ISDi |≡ #(T2)
GWj |≡ #({T2,R2,R3,MAC3}Bkd )

. (10)

From 7, it can be concluded that

ISDi |≡ ({T2,R2,R3,MAC3}Bkd ) (11)

• Step-7: Drawing from the information presented in
Step-5 and Step-6, and utilizing the NVR approach,
it becomes feasible to attain (12), as shown at the bottom
of the next page:
From above we can conclude that

ISDi |≡ ({T2,R2,R3,MAC3}Bkd ) (13)

• Step-8: Taking into account the aforementioned steps
and employing the BR, the following outcomes can be
realized as:

ISDi |≡ GWj |≡ ({T2,R2,R3,MAC3}Bkd )
ISDi |≡ GWj |≡ (R2,R3)

. (14)

From 14, it can be concluded that

ISDi |≡ GWj |≡ (R2,R3) (15)

• Step-9: Now, by applying AS13 repeatedly and incorpo-
rating the conclusion derived from the preceding steps,
we can get ISDi |≡ SKISDi . In addition, we can arrive at
the following:

(ISDi
SKISDi
↔ Uk ) (Goal − 1) (16)

• Step-10: Utilizing the idealized representation IF3 for
message M3 and taking into account assumptions
AS5 and AS6, along with the application of the MMR
approach, we obtain the following:

Uk |≡ (iSDI
K1
↔Uk ),Uk ◁ ({T3,P4,R4,MAC4}K1 )

Uk |≡ ISDi |∼ ({T3,P4,R4,MAC4}K1 )
.

(17)

From above we can conclude that

Uk |≡ ({T3,P4,R4,MAC4}K1 ) (18)

• Step-11: By using AS9 and AS12 and by applying FR.
We can conclude the following

Uk |≡ #(T3)
Uk |≡ #({T3,P4,R4,MAC4}K1 )

. (19)

• Step-12: Based on Step 10 and by applying the NVR,
it is possible to obtain (20), as shown at the bottom of
the next page
From above we can conclude that

Uk |≡ ({T3,P4,R4,MAC4}K1 ) (21)

• Step-13: Based on Step 11 and by applying the BR,
we can achieve the following

Uk |≡ ISDi |≡ ({T3,P4,R4,MAC4}K1 )
Uk |≡ ISDi |≡ (P4,R4)

. (22)

From above we can conclude that

Uk |≡ ISDi |≡ (P4,R4) (23)

• Step-14: Now, by applying AS13 repeatedly and incor-
porating the conclusion derived from the preceding
steps, we can getUk |≡ SKUk . In addition, we can arrive
at the following:

(Uk
SKUk
↔ ISDi) (Goal − 2) (24)

C. SCYTHER TOOL-BASED VALIDATION
Scyther is a tool for automatically verifying security
protocols, and it is employed for analyzing cryptographic
protocols for probable security flaws. For assessing the
security features of cryptographic protocols, Scyther makes
utilization of formal techniques and symbolic analysis tools.
It takes advantage of the DY model, which implies that
cryptographic primitives are fully secure, and it emphasizes
the analysis of protocol messaging and potential attacks.

The Scyther tool’s key characteristics include Input
Description: Utilizing a simple and comprehensible input
language, the user provides the protocol specification.
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TABLE 4. Scyther parameters settings.

FIGURE 2. Security analysis of Scyther using LEAF-IIoT.

The protocol’s messages, cryptographic procedures, and
assumptions on the adversary’s capacities are all specified in
this specification. Automatic Verification: Scyther evaluates
the protocol specification programmatically by checking for
security features like authentication, secrecy, and freshness.
It investigates potential attack conditions by simulating the
adversary’s actions. Reporting Vulnerabilities: If Scyther
finds possible security flaws in the protocol, it creates a
comprehensive report detailing the precise attacks that an
adversary could launch. Cryptographic Primitives: Scyther
implements a broad range of cryptographic primitives that
are commonly employed in cryptographic protocols, which
makes it advantageous in a variety of real-world scenarios.
Interactive Mode: Scyther also provides a mode that is
interactive that enables users to interactively examine the
functioning of the protocol and improve their analysis.

In this article, we’ll be employing Scyther to evaluate
LEAF-IIoT’s security attributes. The Security Protocol
Description Language (SPDL) is the language utilized for
the implementation of LEAF-IIoT, and it contains three
roles: the GWj gateway role, the ISDi IIoT smart device
role, and the Uk/SDk user role. As seen in Figure 2, the

SPDL code contains claims both manually established and
autonomously generated, all of which are subject to Scyther
inspection. According to this investigation, LEAF-IIoT is
very well protected and secure, as can be seen in Figure 2.
Considering the Scyther parameters that are shown in
Table 4, we accomplish the security analysis. All the security
properties are explained in the Table 5.

VII. PERFORMANCE COMPARISON
In this section, we assess the effectiveness of the
LEAF-IIoT approach by examining its computational,
communication, and storage costs in comparison to the
ASKG framework introduced by Wazid et al. [26],
Irshad et al. [1], Sutrala et al. [27], Srinivas et al. [20], and
Sureshkumar et al. [28]. For simulating GWj, we employed
a system (setup-2) equipped with an Intel(R) Core(TM) i3
Processor @ 3.0GHz and 4GB of RAM, running the Ubuntu
operating system. Furthermore, to simulate devices ISDi and
SDk , we utilized a Raspberry Pi-3 system (setup-1) with a
CPU clocked at 1.2 GHz and 1GB of RAM, also running
the Ubuntu operating system. We utilized the Python-based
cryptographic library ‘Pycrypto’ for implementing the
proposed LEAF-IIoT. PUF’s execution time (Tpu) 54µs [32].
Additionally, we employed the Python code available at [10]
for ASCON. The execution times for each cryptographic
primitive are presented in Table 6, which were derived from
one hundred executions of each cryptographic primitive.

A. ANALYSIS OF SECURITY FEATURES
When considering Wazid et al. [26], it exhibits vulnerability
to identity de-synchronization and privilege insider attacks.
As for Srinivas et al. [20], its security strategy proves
to be susceptible to identity guessing, man-in-the-middle
(MITM) attacks, privilege insider issues, as well as user and
device impersonation threats. In the case of the framework
proposed in [1], it fails to provide adequate resistance against
privileged insider attacks due to the storage of all secret
information in an unencrypted form, potentially enabling
attackers to exploit this information for various types of
attacks. Furthermore, the scheme presented in [27] is also
incapable of resisting de-synchronization and shares a similar
vulnerability as the scheme in [1]. Similarly, the scheme

GWj |≡ #({T1,R2, SIDi,MAC2}Bk1 ),GWj |≡ Uk |∼ ({T1,R2, SIDi,MAC2}Bk1 )
GWj ≡ Uk |≡ ({T1,R2, SIDi,MAC2}Bk1 )

. (4)

ISDi |≡ #({T2,R2,R3,MAC3}Bkd ), ISDi |≡ GWj |∼ ({T2,R2,R3,MAC3}Bkd )
ISDi ≡ GWj |≡ ({T2,R2,R3,MAC3}Bkd )

. (12)

Uk |≡ #({T3,P4,R4,MAC4}K1 ),Uk |≡ ISDi |∼ ({T3,P4,R4,MAC4}K1 )
Uk ≡ ISDi |≡ ({T3,P4,R4,MAC4}K1 )

. (20)
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TABLE 5. Explanation of security properties.

TABLE 6. Execution time and parameters size.

TABLE 7. Analysis of security features.

introduced in [28] demonstrates weaknesses against MITM
attacks and temporary secret leakage. In contrast, LEAF-IIoT
not only stands strong against privileged insider threats but
also bolsters physical security.

B. ANALYSIS OF COMPUTATIONAL COST
The assessment of computational cost for the proposed
LEAF-IIoT framework is detailed in this section. To evaluate
the computational cost of LEAF-IIoT, we analyze the com-
putational intricacies of various cryptographic primitives,
as outlined in Table 6. The cumulative computational cost
of LEAF-IIoT is 7Th + 10Tas + 4Tb + 4Tpu ≈ 8.66 ms.
Furthermore, the computational costs at SDk , GWj, and ISDi
are denoted as 3Th + 4Tas + 2Tb + 2Tpu ≈ 5.04 ms, 4Tas +
Tpu + Tb ≈ 2.70 ms, and 4Th + 2Tas + Tpu + Tb ≈ 0.92 ms,
respectively. In the ASKG framework introduced in [26], the
computational requirements for Uk , GWj, and ISDi are given
as 19Th + 4Tec + Tea + Tb ≈ 9.27 ms, Th + 5Tec + Tea ≈
7.21 ms, and 12Th + 4Tec + Tea ≈ 3.84 ms, respectively.
The total computation demanded by the framework proposed
in [26] sums up to 32Th + 13Tec + 3Tea + Tb ≈ 20.32 ms.
In the ASKG presented in [1], the computational costs at Uk ,
GWj, and ISDi are 15Th + 4Tec + 3Tea + Tb ≈ 9.17 ms,
9Th + 2Tec + 2Tea + 2Tenc ≈ 7.16 ms, and 10Th + 4Tec +
2Tea ≈ 2.32 ms, respectively. The total computation required
by the framework proposed in [1] is 34Th + 8Tec + 7Tea +
2Tenc + Tb ≈ 18.65 ms. In the ASKG framework detailed
in [27], the computational cost forUk ,GWj, and ISDi amount
to 16Th+5Tec+2Tea+Tb ≈ 10.72 ms, 9Th+3Tec+2Tea ≈
6.93 ms, and 8Th + 4Tec + Tea ≈ 2.62 ms, respectively. The

TABLE 8. Communication and computational cost analysis.

FIGURE 3. Computational cost required by SDk , GWj , and ISDi during the
completion of ASKG phase.

overall computational load imposed by the ASKG framework
proposed in [27] is approximately 33Th+12Tec+5Tea+Tb ≈
20.27 ms. In an ASKG framework introduced in [20], the
computational costs at Uk , GWj, and ISDi are also expressed
as 16Th+6Tec+2Tea+Tb ≈ 12.29ms, 11Th+2Tec+2Tea ≈
6.93 ms, and 8Th + 4Tec + Tea ≈ 1.93 ms, respectively.
The total computation required by this framework is 35Th +
12Tec + 5Tea + Tb ≈ 21.15 ms. In an ASKG framework
introduced in [28], the computational costs at Uk , GWj, and
ISDi are likewise expressed as 8Th + 5Tec ≈ 8.41 ms, 6Th +
6Tec ≈ 8.13 ms, and 4Th + 5Tec ≈ 4.78 ms, respectively.
The total computation required by this framework is 18Th +
16Tec ≈ 21.32 ms. Based on the observations made in Fig. 3
and Fig. 4, it is evident that the LEAF-IIoT requires a lower
computational cost compared to the state-of-the-art ASKG
framework. Specifically, LEAF-IIoT exhibits performance
improvements of 57.4%, 53.58%, 57.3%, 59.08%, and
59.41% in comparison to the related ASKG frameworks.

It is crucial to acknowledge the possibility of unforeseen
circumstances or the emergence of new types of attacks that
could potentially disrupt the execution of LEAF-IIoT. While
the LEAF-IIoT technique has demonstrated its resilience
and effectiveness in countering attacks within the predefined
threat model, it’s important to consider the likelihood of
random attacks, such as jamming attacks, occurring at any
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FIGURE 4. Aggregated computational cost required for completion of
ASKG phase.

FIGURE 5. Computational cost required to accomplish the ASKG phase in
the presence of an attack.

point during the LEAF-IIoT framework’s execution, which
could lead to interruptions. To assess the performance of the
LEAF-IIoT framework and determine the average duration
required to complete the drone access phase, we conducted
100 protocol runs. The computational cost can be computed

as ct =
∑100

i=1 Ti
100×(1−Likelihood of effective attacks) . In our analysis,

the term
∑
Ti denotes the cumulative number of protocol

runs, and ‘ct’ represents the total computational time needed
to complete the authentication phase within the LEAF-IIoT
framework. As the count of successful attacks rises, the aver-
age time required for the entire execution of the LEAF-IIoT
framework also increases. This phenomenon is a consequence
of the occurrence of attacks, which can temporarily halt the
LEAF-IIoT process. Subsequently, LEAF-IIoT resumes its
execution, resulting in an extended overall execution time.
Figure 8 provides a visual comparison of the time consumed
for authentication during handovers between the LEAF-IIoT
framework and related frameworks.

C. ANALYSIS OF COMMUNICATION COST
The communication process of the LEAF-IIoT system is
orchestrated while accounting for credentials of varying
sizes, as outlined in Table 6. This communication involves

FIGURE 6. Communication cost required to complete the ASKG phase.

FIGURE 7. Communication cost required to complete the ASKG phase
with increasing the number of authentication requests.

three distinct messages: M1, M2, and M3, each associated
with parameters {T1, PIDt Cb, Cc, MAC2}, {T2, Cd , Ce,
Cf ,MAC3}, and {T3, Cg, Ch, Ad6,MAC4}, respectively. The
sizes of these messages are 544 bits, 544 bits, and 672 bits,
resulting in a cumulative total of {544 + 544 + 672} =
1760 bits.

In the context of the ASKG scenario detailed in [26],
the bit exchange unfolds as follows: Uk sends 1152 bits to
GWj, GWj forwards 1184 bits to ISDi, and ISDi sends back
1024 bits to Uk . The cumulative bit exchange during the
ASKG phase amounts to 3360 bits. In the context of the
ASKG scenario outlined in [1], the bit exchange unfolds
as follows: Uk sends 1312 bits to GWj, GWj forwards
1344 bits to ISDi, and ISDi transmits 384 bits in return
to Uk . In aggregate, a total of 3040 bits are transmitted
to successfully conclude the ASKG phase. In the ASKG
described in [27], the following bit transfers occur: Uk
transmits 1152 bits to GWj, GWj conveys 1024 bits to ISDi,
and ISDi transmits 1024 bits back to Uk . In total, 3200 bits
are exchanged to complete the ASKG phase. In the context
of the ASKG scenario outlined in [20], the data flow unfolds
as follows: Uk sends 1152 bits to GWj, GWj subsequently
transfers 672 bits to ISDi, and ISDi forwards 832 bits in
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FIGURE 8. Communication cost required in the occurrence of
jamming/eavesdropping attack.

return to Uk . The cumulative bit exchange during the ASKG
phase amounts to 2656 bits. In the context of the ASKG
scenario outlined in [28], the data flow unfolds as follows:
Uk sends 1152 bits to GWj, GWj subsequently transfers
2304 bits to ISDi, and ISDi forwards 960 bits in return to
Uk . The cumulative bit exchange during the ASKG phase
amounts to 4416 bits. Based on the observations made in
Fig. 6 and Fig. 7, it is evident that the LEAF-IIoT requires
a lower communication cost compared to the state-of-the-
art ASKG frameworks. Specifically, LEAF-IIoT exhibits
performance improvements of 47.62%, 42.11%, 45.0%,
33.73%, and 60.14% in comparison to the related ASKG
frameworks.

The communication expenses associated with LEAF-IIoT
are influenced by the occurrence of jamming or eaves-
dropping attacks, as these illicit activities impede the
normal progression of LEAF-IIoT. Fig. 8 visually depicts
the communication costs of the LEAF-IIoT frame-
work in relation to the success probability of these
attacks.

VIII. CONCLUSION
IIoT is a new form of communication technology that
makes it possible for devices with minimal resources to
remotely monitor and manage industrial applications when
they are deployed in an IIoT ecosystem. Different kinds
of information are transferred between the IIoT device and
the administrator during the monitoring and controlling
tasks through the open Internet. The public Internet is
accessible and subject to a variety of security attacks,
which can impair the remote monitoring and control of
an industrial control system. We developed an innovative
ASKG called LEAF-IIoT to guarantee encrypted com-
munication in the IIoT environment. In order to enable
remote user authentication and session key generation, which
are necessary for protecting subsequent communications,
LEAF-IIoT employed advanced authenticated encryption
and PUF technology. We leveraged BAN logic to confirm
the veracity of LEAF-IIoT’s effectiveness, and we carried

out thorough evaluations utilizing the Scyther software
tool to test its robustness against a variety of potential
threats. The efficiency of LEAF-IIoT in terms of com-
puting, storage, and communication resource requirements
has been shown by the performance comparison. To be
more accurate, we showed that LEAF-IIoT necessitates
53.58% to 59.41% of low computing resources, and
42.11% to 64.14% of low communication resources. These
findings demonstrate that LEAF-IIoT is resource-friendly,
making it a feasible approach for adoption in the IIoT
context.
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