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ABSTRACT The correlation between learning and teaching technologies is multidimensional and complex,
thus, the digital tools that can help students turning information into knowledge define the crucial role of
pedagogical practice. Open access to hardware and software tools is a focal point for advancing learning.
In sciences, lab-based experiments constitute a vital part of curricula that bridge the gap between theory and
practice. Access to remote lab tools is possible by pairing simulators, emulators and actual equipment, located
in various geographical locations. Under this premise, Education 4.0 defines a new learning framework
aligned with the fourth industrial revolution digital requirements. These constitute smart sensors, Artificial
Intelligence (AI) and Robotics. In this context, University graduates need to prepare themselves with
complex problem solving and interdisciplinary problems. To this end, contemporary Science, Technology,
Engineering and Mathematics (STEM) teaching practices should be present along the way. Digitally
competent students need to learn from a modern and adjustable curriculum tailored to cover necessary skills
related to Internet of Things (IoT). Therefore, the digitization of University campuses, including smart IoT,
Information and Communication Technology (ICT) and Fifth Generation (5G) automation infrastructures is
necessary. In this work, we carry out an extensive STEM oriented survey which highlights and categorizes
all contemporary digital tools and technologies needed to support future graduates. Moreover, we focus on
contemporary pedagogical and didactic approaches to support Education 4.0 skills. We match contemporary
methods with lab types, expected learning outcomes and open software and hardware tools, as imposed
by the Education 4.0 framework. Our scenarios mainly focus on University education and consider smart
sensors, IoT, 5G technologies, which are the basic building components for students’ digital competencies
to meet Education 4.0 requirements.

INDEX TERMS Education technologies, 5G, Industry 4.0, IoT, smart campus, STEM.

I. INTRODUCTION
Learning process should be based on material organized
around theoretical principles and experimentation and not on
memorizing isolated elements and processes. The majority of
teachers focus on how to succeed longer and deeper learning
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outcomes from their students by involving them to hands on
activities. In this work, we provide an extensive and multi –
criteria Science, Technology, Engineering and Mathematics
(STEM) oriented review, on the state-of-the-art digital tools
and technologies, based on IoT and 5G telecommunications,
along with their use case correlations to contemporary teach-
ing and learning methods, for University curricula. In the
sequel, we discuss and propose ways about how learning is
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aligned to Education 4.0 framework of action – based learning
approaches, to support digitally competent future citizens.

Education 4.0 is a learning technique associated with the
Fourth Industrial Revolution and focused on transforming
the future of education through advanced technology and
automation. The goal is to integrate technology into the cur-
riculum, change the learning process, leverage technology
and enhance the university experience. The developments in
the field of technology with artificial intelligence, machine
learning, chatbots, unimaginable internet speeds with 5G and
6G, in a horizon of at least seven years, make it imperative
that education adapts to these changes, in order to be able
to follow the trend and the needs of students, who are the
workers of the future. There is a constant need for jobs in
the technology sector, and according to labor market studies,
in the future, occupations that do not currently exist will be
created.

Remote labs play an important role in shaping the student’s
learning experience, involved in STEM activities. The way
in which labs are set up, as well as the kind of experi-
ments conducted, highly depend on the expected learning
outcomes defined by each curriculum and budget. However,
learning experience should give equal opportunities to partic-
ipation in research and exploration processes [1]. According
to literature, sensors and acquisition systems, communication
networks, data analysis software and systems monitoring are
the main pillars to be considered when implementing a tool
for effective means of teaching [2], [3], [4].

The increased demand for mobile and broadband ser-
vices requires higher data rates, lower latency with lower
energy consumption [5]. Towards this direction, many global
research and industrial initiatives are working on the build-
ing blocks of 5G and beyond. 5G supports a heterogeneous
network, which integrates many wireless technologies and
allows smart devices, machines and robots to act as innova-
tive tools of communication, using applications and services,
as well as generating and handling large volumes of data.
Emerging IoT – based applications introduce high mobility,
high scalability, and low latency requirements that pose new
challenges to user services.

This kind of requirements cannot be fully met by exist-
ing cloud-based solutions. As a result, the edge-computing
paradigm is a candidate technology pillar to provide solu-
tions since it provides data/computing/storage/ application as
a service to end users on the network edge [6]. The main
features of edge computing are proximity to end users and the
mobility support. Along with its application in 5G networks,
end-to-end latency is reduced to less than a few milliseconds
and Quality of Service (QoS) perceived by mobile users is
enhanced. The higher data rates, along with the expected
diffuse coverage of reliable networks, will create new oppor-
tunities for academia and industry to develop new real time
reliable services.

The data burden transition from cloud to the edge results
in several challenges, including the need to support custom
orchestration and customization of execution time for durable

and reliable fog services. This is essential for the success of
Internet of Everything (IoE). High-performance boards and
microcontrollers / processors, help university students learn-
ing to use and program platforms equipped with a range of
modules that handle a variety of complex requirements. These
platforms are able to allow real time interaction between
students and their teachers, utilizing high quality videos to
resemble the experience of on–site teaching. Moreover, dis-
tant learning solutions based on Augmented Reality (AR) and
Virtual Reality (VR) technologies allow students to follow
curricula activities from home [7]. Furthermore, the use of
5G leads to adoption of new devices such as Head-Mounted
Display (HMD), VR/AR devices and high-definition moni-
tors.

All aforementioned technologies are vital pillars in shaping
digital technologies of the Education 4.0 framework. This
paper provides the following contributions:

1) We analyze the characteristics of contemporary ped-
agogical and STEM based didactic approaches that
support educational technologies of 5G and IoT and
engage students in project-based learning.

2) We provide a multi–dimensional categorization of the
available open software and hardware under certain
criteria, according to educational approaches and tech-
nology clusters.

3) We provide a state-of-the-art listing of appropriate edu-
cational scenarios (per scientific field and per didactic
approach) and also highlight the trends in terms of dig-
ital technologies to support a smart learning– by–doing
campus.

The paper is structured as follows: Section II describes fun-
damental background concepts related to Education 4.0 tools
and approaches. Section III provides a categorization of
research works related to hardware and software components
and according to their educational goals per experiment.
Section IV focuses on educational technologies applica-
tions scenarios and their correlation to contemporary didactic
approaches. Section V draws our conclusions and findings.

Considering the relationship between education and tech-
nology is long and complex, the tools that help students turn
information into knowledge are at the heart of pedagogical
practice. Sharing hardware and software is a key point in
research. In the field of science, laboratory-based experi-
ments are a vital part of a curriculum that reinforces the theory
being learned and the acquisition of practical skills. This is
possible even remotely by pairing simulators/tools located in
different laboratories. Existing teaching practices are largely
presence-oriented teaching and are based on infrastructure
and content that are appropriate in this way. Universities must
prevent digitization. In order for students to be able to respond
to this system of study, it is necessary for the curriculum to
be adjusted to cover the necessary topics and to introduce
Internet of Things (IoT) concepts at every step of the student’s
journey. The transition to digital campus is inevitably based
on the campus’ ICT and IoT infrastructure. Our research
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TABLE 1. List of key acronyms.

focused on pedagogical and didactic approaches that aim to
provide students with knowledge that they can use in their
future careers. The theoretical part of the approaches is com-
pleted by listing the educational technological applications
that use IoT and 5G. We will present concepts based on the
use of IoT and 5G that aim at the digitization and preparation
of a university so that it can meet the requirements of modern
society.

Many researchers focus on how to set up a remote lab but
only a few of them deal with the educational point of view of
the problem, and this is the crucial difference on which we
relied for the composition of this paper. In the following sec-
tions we will categorize papers according to their educational
approach and how the experiments of each paper could stand
in the educational process. These papers were selected based
on a composition of the following keywords: 5G OR IoT in
Education, Remote Labs in University OR Smart Campus,
Education 4.0.

II. FUNDAMENTAL BACKGROUND CONCEPTS WITHIN
EDUCATION 4.0 FRAMEWORK
Related research has shown that extensive memorization of
facts has a negative implication for knowledge cultivation
and active research activity. Unfortunately, in several coun-
tries, memorization is an inevitable part of the education
system, which prevents students from creative thinking. Fol-
lowing this, University students may continue to act this way,
by grasping only superficial knowledge and not by deepen-
ing into research mentality. In that way, university students
reproduce information mechanically, working more like well
– tuned storage machines.

Education 4.0 introduces the appropriate flexibility and
intelligence that leads to a quality and sustainable educa-
tion. [8]. In the majority of the cases, when students need
to work out a complex solution in real problems, facts
memorization, combined with scientific research spirit and
contemporary digital tools, lead to stronger and deeper learn-
ing outcomes [10].

Contemporary education systems rely on creative learn-
ing by involving hands on activities, either individually or
in groups. On the other hand, University students need to
confront real and disciplinary problems, following a STEM
approach. Related literature reveals that learning depth is
fully exploited via spontaneous play, research and observa-
tion, life experiences and student – teacher interaction [9].
To this end, University students, tend to learn efficiently
through exploration and groups interaction. An environment
that stimulates and challenges students to work in this way is
the ideal one to achieve and cultivate in–depth learning [9].
According to work in [9], active learning:

• Allows students to use their imagination and creativ-
ity, learn from their experiences, and develop important
skills through research and their own interests.

• Boosts trainees’ self-confidence because they feel con-
fident about the knowledge they have acquired.

• Through interaction, trainees learn to handle and solve
problems, improve their communication skills, partic-
ipate actively in the learning process, express their
opinion and at the same time respect the opinion of
others.

• Creates citizens that are more capable because they can
perceive the world in different ways and take an active
part in decision-making.

A. COMPUTATIONAL THINKING
Computational Thinking (CT) involves solving problems and
designing systems by drawing on fundamental Computer Sci-
ence (CS) concepts. At the same time, CT is also considered
as a universal skill that complements thinking in mathematics
and engineering, with a focus on designing systems that help
solving complex problems [9]. Therefore, CT concerns not
only computer scientists but also other professionals since it
can develop a multitude of skills [8]. Additionally, students
gain vital skills and experiences, which are academically
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accredited to enhance future employability. The key features
of CT are:

• The construction of concepts.
• The combination of mathematical thinking and engi-
neering techniques.

• The computational way of thinking that results in ideas
Along with the key features, CT fundamental dimensions
include [136], [138] 1. Abstraction and Problem decompo-
sition2. Parallelism 3. Logical Thinking4. Synchronization 5.
Flow Control6. User Interactivity and 7. Data Representa-
tion.

B. STEM PEDAGOGICAL APPROACH
STEM pedagogical approaches aim to develop skills that will
enable students to succeed and adapt to an ever-changing
world. Educational organizations around the world are invest-
ing in both the creation of innovative learning spaces (i.e.
Maker Spaces) and the implementation of STEM-based edu-
cational programs. Since 2009, the Brussels-located Euro-
pean School Network has launched a pilot effort to develop
new learning and technology activities inside classroom,
exploring the use of new pedagogical tools through STEM.
STEM has three main objectives [18]:

• The application of the principles of exploratory learning.
• The connection to the real world, where the child asks
and / or answers questions related to his/her life and the
world in which he/her lives.

• The cultivation of 21st century skills, such as collab-
oration, effective use of technology, communication,
personal and social responsibility, career guidance.

C. INQUIRY BASED LEACHING – EDUCATIONAL
INNOVATION
Design research follows a circular pattern in that hypotheses
formulated prior to data collection are continually revis-
ited during the teaching experiment, unlike other research
approaches where hypotheses are made prior to data col-
lection. This pattern is distinguished in three phases, the
preparation, the teaching experiment and the retrospective
analysis [9].
The results of the analysis lead to a new cycle. This

approach offers students a better understanding of the lesson
despite the fact that it is not an easy approach from the
teacher’s point of view.

D. ENGINEERING DESIGN-BASED SCIENCE TEACHING
(EDST) – ENGINEERING DESIGN THINKING
Design is increasingly proving to be an effective pedagogy
for the education of Sciences. Students are able to assimilate
the content of lectures faster and more efficiently. Another
positive aspect of using this pedagogical method in teaching
science is the increased performance of the students and their
better understanding of the subject. This approach requires
knowledge of science as well as the corresponding pedago-
gies to stimulate the student’s interest in science [10].

E. COMPUTATIONAL EXPERIMENTS
Computational experiments provide the implementation of
repeated tests with a wide variety of parameter values.
Students compare experiment outputs in order to better
comprehend phenomena causality. The methodology of com-
putational experiments includes the following phases [11]:

1) The modeling phase: In this phase, an abstract model is
developed corresponding to a specific phenomenon or
study.

2) The simulation phase: In this phase, mathematical
methods are applied to analyze a model. This phase is
essentially experimental in order to optimize a system,
evaluate its sensitivity, establish a predicting model.

3) The computational phase: This phase refers to algo-
rithms and arithmetic techniques. Writing code for
solving and visualizing the simulation.

Work in [11] describes a classification of spaces concern-
ing the design and implementation of computer experiments
following this approach:

1) Hypotheses space, in which the trainees in collabora-
tion with the teacher, decide, clarify and formulate the
hypotheses of the problem or the scientific area under
study.

2) Experiments space, in which the computer experi-
ments are performed, which includes exploration and
construction activities, through which the trainees,
by utilizing discussion and social interaction (between
trainees and/or teacher and trainees), actively construct
knowledge and formulate conclusions, generalizations
results and solutions to problems or issues under nego-
tiation.

3) Predictions space. In order to check the validity
(credibility) of the results, conclusions or solutions
formulated in the experimental area, this subject area
is created with analytical (mathematical) solutions of
the problem.

F. BLENDED LEARNING
Blended learning (a.k.a. hybrid learning) provides to stu-
dents the opportunity for greater flexibility in their learning
experience, as it connects technology and digital media with
old fashion teaching inside a classroom [13]. There are four
representative blended learning models or categories but the
possibilities in terms of educational technologies are innu-
merable:

• Rotation Model of Blended Learning: Depending on the
learning goals, the teacher can alternate between the
in-situ and online teaching. Flipped Classroom (FC) is
the most representative paradigm of this model.

• Flex Model of Blended Learning: The most common
approach is the distance online learning. Similar to
the rotation model, the way of teaching can alternate.
Students learn mainly on campus but there is a differen-
tiation between online and offline topics.
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TABLE 2. Categorization of open software – hardware and applications.

• A La Carte Model of Blended Learning: In addition to
traditional in-situ courses, a learner may also select a
variety of one or more online courses. Unlike full-time
online learning, students may choose between online
and offline courses according to their needs.

• Enriched Virtual Model of Blended Learning: Learning
is split between online and offline topics. Students do
not necessarily come to campus every day.

III. DIGITAL TOOLS AND TECHNOLOGIES
CATEGORIZATION
Over the years, IoT technologies have gained a lot of attention
and support a large range of applications, including educa-
tion. The field of education is considered one of the most
promising 5G – powered areas of innovation. Developers
and technology users (including tutors and teachers) have
the ability to significantly improve digital tools usage and
develop new lecture formats beyond the two-dimensional
course. However, multimedia education applications require

high bandwidth and very low latency, two vital parameters for
next generation wireless network experience. Additionally,
5G equipment is at a high cost for large-scale usage among
undergraduate courses. This poses difficulties for students to
perform experiments with real lab equipment. Virtual tools
and simulators offer a way to perform simplified 5G exper-
iments, so that students may study the majority of protocol
stack and modules related to 5G. Software – Defined Radio
(SDR) technology plays a very important role in experimental
teaching of engineering education [15].

The majority of researchers focus on technical details
related to remote labs and remote control APIs and only
a few of them approach tools usage under the educational
prism. In this section we provide an extensive categoriza-
tion of digital tools and technologies usage, according to
multi–parameter logic, related to both technical and peda-
gogical dimensions. Table 2 illustrates the main technical
pillars related to the open software, hardware and appli-
cations. The table provides the correlation of these tools
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TABLE 3. Technology clusters.

FIGURE 1. Software vs hardware trends according to pedagogical
approaches.

to each pedagogical approach, as it was briefly explained
in the previous section and is based on the selected refer-
ences. Therefore, the basic dimension here is the pedagogical
approaches. To realize visually, if a trend arises, Fig. 1 gives a
scatterplot of tools vs approaches. The scatterplot depicts the
frequency based on the categorization of papers at Table 2.
On axis X there are the pedagogical approaches and on
axis Y the software/hardware that was used in each paper.
Each dot represents a paper of Table 2 and according to this
figure, someone can find which pedagogical method could
be followed in an educational plan depending on hardware or
software he has at his disposal.

Specifically, on X - axis we depict the approaches, as:
1. Computational Pedagogy, 2. STEM, 3. Inquiry, 4. Engi-
neering Design, 5. Computational Experiment, 6. Authentic
Problems, 7. Blended Learning. On Y-axis, we depict the two

FIGURE 2. Pedagogical approaches correlation with technology clusters.

FIGURE 3. Pedagogical approaches correlation with open S/W and H/W
and experiments.

basic technical pillars, related to open S/W and H/W. The
pillars are shown in Table 2. The dot representation gives
the trend in essence that we can relate each approach to tools
dimension.

In addition to grouping the files based on teaching
approaches, we considered it right to have a clustering based
on the teaching unit and the educational goals achieved by
each experiment. So, the following table was created where
the lines refer to the scientific field/technology cluster of each
research. We mainly focus on technology domains and/or
applications that are the basic pillars for Education 4.0 frame-
work, as well as essential pillars for Industry 4.0

In this section, the criteria used for the categorization
are related to technology, didactic approach and application
dimensions. Therefore, as a summary, we make the following
remarks:

1. Which pedagogical approaches best suit each digital
platform, especially covering the cases of University educa-
tion. (Table 2 and Fig. 1).

2. Table 3 also gives the trend concerning the technology
clusters that literature mostly focuses on.

3. In case we need to unfold the complexity of each cluster,
Table 1 provides all related acronyms and definitions, as they
appear in literature according to Table 3.
Fig. 2 draws a visual correlation among pedagogical

approaches and technology clusters. In essence, this figure
works as a conceptual map. For example, if the reader is
interested in focusing on 3D design and augmented reality,

12888 VOLUME 12, 2024



A. Boltsi et al.: Digital Tools, Technologies, and Learning Methodologies

FIGURE 4. LabVIEW graphical commands example.

the map shows that most preferred teaching approaches to
develop should be either blended learning, or authentic prob-
lem solving or STEM.Following this, by relying on Tables 2
and 3, the reader will then focus on state-of-the-art literature
in order to be inspired from. Overall, Fig. 3 depicts a visual
correlation between pedagogical approaches and open hard-
ware/software along with the type of experiments.

IV. EDUCATIONAL TECHNOLOGIES APPLICATIONS
A. PHYSICAL, NATURAL SCIENCES AND TECHNOLOGY
APPLICATIONS
Experiments are vital for physical, natural and technology
oriented sciences since imagination is never enough to con-
quer science notions if hands-on activities do not supplement
it. Simulations are vital for model design and testing. Authors
in [13] refer to five experiments, with the first being a Remote
Experiment (RE) for a pulse mode investigation. Students
experiment with pumping energy by locating the production
limit.

Following, in three Simulated Experiments (SE), students
design by gradually building their understanding around
motion and mass – force interaction, by working with sim-
pler projects related to simpler concepts. In the second SE,
students create electrical circuits. The third SE contains
applications related to kinematics, dynamics, wave physics,
thermodynamics and circuits. The latter is a Remote Virtual
Experiment (RVE) in thermodynamics, where an engine con-
trols the position of a piston in a cylinder, containing air
whose temperature may be remotely adjusted by a heater.
Sensors are used to measure pressure and temperature.

In [30] a physics lab for RE that analyses oscillations
was constructed via a live view through a webcam which
frequently checks and plots data, related to forces, accel-
eration and deflection. Students’ experiment with torque is
done under two cases: by a bolt when a force is applied
to a key and a lifting crane when placing a load. In [68]
software is designed for water management and climate con-
trol in greenhouses. In [33], a Raspberry Pi board acts as
a server and an Arduino UNO board is used as end device
for data collection from a live experiment. In particular, the
experiments have to do with thermal installation, magnetic
suspension and hydraulic tank system. In [113], experiments
concerning several electronic dipoles and an Arduino board
for data collection is proposed, where a live camera broad-
casts the experiment run real time. In themajority of the cases,

FIGURE 5. Workspace of a remote mechanism according to [128].

Arduino platform is used in experiments performed with
servomotors, potentiometer, Light Emitting Diodes (LEDs),
Liquid Crystal Displays (LCDs) and several other sensors.
In [49] a Java oriented application for remote control of a real
device is presented. This application is related to the Ball and
Hoop apparatus for studying oscillating systems.

In [72] authors present experiments related to flow control,
heat transfer, circuit design and LED testing, which allow
students to analyze system’s performance. In [104] a pilot
laboratory for three state organic chemistry (prelab – lab –
postlab) course is proposed, which allows students to com-
municate both synchronously and asynchronously. In the first
stage, a remote management virtual lab is presented with
remote management functionality of real devices. In the sec-
ond stage, students perform the experiments both in situ and
remotely, via a Personal Digital Assistant (PDA), working in
groups. In the last phase, a digital report is sent to the teacher,
as a deliverable. Authors in [37] present Radioactivity iLab,
which is mainly a workshop for students focused on under-
standing the factors that influence radiation intensity, such
as distance. The participants used a Geiger Miller radiation
counter remotely with a sample of radioactive strontium –
90 via a web interface. They obtained data from actual equip-
ment located in Australia.

Work in [57] is related to industrial scale chemical plant
treatment. Students conduct experimental research and col-
lect data for statistical analysis. The laboratory is divided
into four sections: Development Lab: In this section students
answer specific questions based on standards. Research Lab:
This is the actual research facility in which the project is
conducted. Educational Lab: In this section, students apply
theoretical knowledge to gain practical experience. On site
Lab, which allows complex and open research that is difficult
to develop via online activities. The kind of experiments
relates to the study of: Flow control inside tubes and valves,
in which the experiment divides into sessions concerning
observation and analysis report submission. Heat exchang-
ers, where the original goal of the experiment is to apply the
1st law of thermodynamics, in which students tune the flow
rate of hot and cold variables.

Work in [104] describes six benefits and four IoT appli-
cation on a campus use case. The first benefits are cost and
time saving. With IoT applications we can monitor environ-
mental conditions such as humidity, pressure, temperature,
etc. by using sensors and then switch off devices if/when it
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FIGURE 6. Eight phases of the engineering design process (EDP).

FIGURE 7. The computational STEM pedagogy model [9].

is necessary. Another benefit has to do with the automated
maintenance, in which campus staff may react only when
needed reactively. An additional benefit is related to secu-
rity since with the use of IoT applications, it is possible
to control entrance flow within the campus. Moreover, IoT
can effectively control the parking assignments and Radio
Frequency Identification (RFID) tags may constitute a low
cost distributed monitoring system. Therefore, students may
easily navigate inside campus and find classrooms in case of
a course change.

Work in [61] introduces an identification system based
on biometric parameters and an instructor’s evaluation sys-
tem in which students write comments at the end of each
lesson session via a customizable application. According
to [129], in majority,the server technologies applied are based
on Laboratory Virtual Instrumental Engineering Workbench
(LabVIEW), Matlab/Simulink, Java and NetLAB. In the
case of the client side, the technologies focus on Java
Applets, HTML and Microsoft Silverlight. VRML and Java
Script. LabVIEW® software is a powerful object - oriented

FIGURE 8. Functional diagram of the remote robotic mechanism [128].

measurements, control and analysis programming language
for data acquisition systems (DAQs) [122]. In the context
of physical computing, research work in [130], [131], and
[132] supports the design of educational activities by using
LabVIEW that has a number of tools for data collection,
processing and measurements graphical display. By using
LabVIEW, a teacher can design and develop custom con-
trol systems for robotic mechanisms, due to the easiness
offered by the interface of Maker Hub with the Arduino
platform [134]. Fig. 4 illustrates an example of LabVIEW
graphical commands.

The following software was used to interface LabVIEW
with the Arduino platform, as it is depicted in Fig. 5:

• LabVIEW 2020 (Free Community edition).
• NI VISA Driver for USB port communication
• The Arduino IDE programming environment

According to Fig. 5, through a proposed remote mecha-
nism based on open software and hardware components, it is
possible for a student user to perform lab measurements on
circuitry. The student logs in the platform via Internet con-
nection and controls the robotic arm in real time. The student
then can download and further analyze all measurements. The
dynamics of physical computing with open hardware can pro-
vide to the instructor the ability to design his/her own remote
experiments, and customize robotic mechanisms according
to needs. To this end, the design and development of custom
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FIGURE 9. Prototype of the robotic arm developed in our Lab.

remote lab mechanism relies within the computational think-
ing and STEM Epistemology framework, according to [135],
[136], [137], [138], [139], [140], and [141], as the process
follows the model of Technical Planning (TP).

TP is based on eight phases, as proposed by the Mas-
sachusetts Department of Education, and constitutes the
Engineering Design Process, to solve a real problem, based
on the STEM approach.

According to Fig. 6, which depicts the eight phases of
Engineering Design Process (EDP), the phases facilitate the
solution to a problem that requires lab access. These are P1:
Identification of the need or problem, in which students pro-
ceed with brainstorming around the necessity of a potential
solution. P2: Research of the need or problem, in which stu-
dents work on other available solutions or research directions,
according to literature. P3: Development of possible solu-
tions, in which students work on a prototype. P4: Selection
of the best possible solution, in which students apply criteria
to select the optimal solution, in case of many available.
P5: Prototyping, in which students work on finalizing their
prototype P6: Testing and evaluating the solution, in which
students test their solution system response and proceed with
evaluation in case of errors. P7: Communicating the solution,
in which students produce testing reports and inform other
students about their prototype functionality and usability P8:
Redesign, in which students redesign some parts of the pro-
totype, if necessary. That is why EDP works as closed loop.

The functional diagram of the remote mechanism of Fig. 5
is depicted in Fig. 8 [128]. The system’s functional require-
ments are specified by Science, Technology, Engineering,
Arts and Mathematics (STEAM) and educational robotics
framework. The system has a robotic mechanism with four
Degrees of Freedom (DoF). For the visual observation of
the robotic movements, a high - definition WEB camera
is used. The operational model also incorporates a data
acquisition system, including sensors as well as actuators
for controlling the experiment’s devices (i.e. electric kettle,
electric heater, robotic vehicle etc.). Finally, in order for stu-
dents to engage with the experiment, supplementary external

FIGURE 10. Engineering design lab report.

systems, such as Arduino, Raspberry Pi [142], [143] and USB
DAQ 6008 NI [144] are placed inside the workplace in which
the robotic mechanism acts. Inter-systems communication
with the main part of the mechanism is implemented as a
function by the proposed system in [128].

By pairing computational thinking instruction with STEM
s, students can explore and apply computational approaches
within more established and accessible STEM context [37].
STEM can enrich computational thinking, by spreading CT
skills across STEM spectrum and expose students to inter-
disciplinary ideas. Therefore, as authors in [9] indicated,
CT is an indispensable component of STEM disciplines as
they are practiced in the professional world, under Education
4.0 and Industry 4.0 pillars. According to Fig. 8, authors
in [9] and [17] propose that for activities related to sci-
ence and technology, the model integrates in inquiry based
teaching and learning approach, with computational exper-
iment and STEM, content transdisciplinary approach. This
model is called STEM computational pedagogy. According
to the model in Fig. 8, students go through several phases in
order to reach artifact construction. In briefly, these phases
include: P1: Definition of a scientific problem related to
real life problems P2: Apply a correlated mindset, based on
CT’s dimensions (i.e. abstraction, pattern recognition, model
design etc.) along with mechanical engineering perception
P3: Simulation of the model P4: Programming of the model’s
logic P5: Construction of the artifact.
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FIGURE 11. Inquiry learning on a warehouse model example [70].

Along with these phases, a feedback loop is present, so that
students complete each phase and move to the following one,
as soon as analysis, testing and debugging is done.

Additionally, to realize the computational model STEM
pedagogy, vertical plane spaces exist and cover all phases,
along with the CPACK, the STEM content interdisciplinary
approach and the Engineering Education epistemology [9].

This paper is a guide for those who want to associate
terms such as Education Technologies, 5G, Industry 4.0, IoT,
Smart campus, STEM. In Fig. 9, for example, we developed
the following project concerning a robotic arm. First, the
students had to design the arm on the computer and then
print the 3D model with the help of a 3D printer. The 3D arm
was connected via motors and resistors to an Arduino board.
The next part of the construction was the installation of the
sensors. The sensors were placed in a glove and connected
with appropriate wiring to the Arduino board. The last stage
was joining the two pieces - 3D replica and glove - by
programming. Based on the categorization in the tables of this
work, and specifically in table 2, one of the most appropriate
teaching approaches was that of Engineering Design. Based
on its basic principles, we approached the course by making a
lab report, as shown in Fig. 10, where the students answered
the basic questions of the phases of Engineering Design.

B. INDUSTRIAL SECTOR AND TECHNOLOGY
APPLICATIONS
This sub-section refers to state-of-the-art Industrial 4.0 use
cases that may inspire for educational scenarios within the
STEM framework. These are related to industrial inspection,
virtual assembly of components, digital twins etc. In [29],
authors present a system for remote digital holographic
microscopy lab, which provides complete infrastructure with
graphical user interface and data exchange. 5G technology
paves the way for the design of control systems, connected
to a digital twin, which is a virtual space implemented in
a loop system. The simulator is an excavator that is acti-
vated remotely, with tactile control, giving the operator a
sense of touch. The operation and processing functions of the
considered devices, real and autonomous, semi–autonomous

FIGURE 12. Computational experiment in SDR technology [95].

or manual remote control nodes. Due to the usage of
public networks for the experiment, significant delay is
observed [77].

The term building metaphor is utilized in [68], in which
each room or building floor represents a course (i.e. in theory
of lab course). In [70], authors present a remote control
system for processes using Programmable Logic Controllers
(PLC) and the corresponding virtual lab is implemented in
Solid Works and LabVIEW. Other works related to the con-
struction engineering and structures control. In the first task,
students are asked to construct a building as high as possible
with a set of building materials, such as paper, aluminum,
wood sticks, etc. Another task related to the prevention of the
erosion of a standard beach, by designing a wall and adding
materials to the shoreline. In [21] students are asked to find
where the right location to build a bridge along a river is. The
designed activity guides students to take sample soil, to check
if and where there is an erosion and to report it.

In [43], focus is given in understanding control of heating
systems and the devices related to controllers, electro-
magnetic sealing gates and motors, used to control the
phenomenon (such an example is the electric oven). In [32]
and [34], authors discuss examples concerning remote lab-
oratory experiments, as follows: 1. Controlling a pump and
a circuit with a level sensor, 2. Electrical response of an
oscilloscope, 3. Temperature, sound, light, current, voltage
and power measurements, 4. Motion tests and physics exper-
iments with pendulum friction, 5. Spring and single mass
tests, 6. Mass flow wave simulators. Authors in [44] present
an industrial robot that intends to include tensile test with
integrated power measurement systems and integrates an
experimental recording system. The SEPT Learning Fac-
tory is presented in [115], providing processes and designs
that incorporate Industry 4.0, IoT and Industrial IoT (IIoT)

12892 VOLUME 12, 2024



A. Boltsi et al.: Digital Tools, Technologies, and Learning Methodologies

FIGURE 13. STEM approach for the experiment of [39].

FIGURE 14. Blended learning and flipped classroom [114].

technologies. The goal is to digitize a production line, such
as the process of making a physical object, a series of sensors
to collect information from production units. These sensors
transmit data to servers in the cloud, using and interacting
with a digital twin, controllers and production unit actuators.

In [107] authors create a system that uses simple rules for
device access. The goal is to design an optimal production
line, so that it manages real-time heavy order traffic and
at the same time industrial machines work as efficient as
possible. In Fig. 11, we depict a three–layer Inquiry Based
Learning experiment. At the first layer students work with
ideas, concepts andmodels. At the second layer students work
in a trial-and-error manner, to experiment with their models
and at the top layer, students reflect on their models and
follow a feedback loop to tweak parameters in case of re–
design.

C. 5G TECHNOLOGY APPLICATIONS
In this subsection we refer to hardware and software plat-
forms and solutions with reference to 5G technologies,
that may also be used for educational purposes. Initially,
we present a number of interesting 5G use cases.Work in [91]

FIGURE 15. Authentic problem definition as a correlation of PBL and
project based learning [117].

presents a 5G signal implementation experiment, based on
a SDR platform, which is applied to a RF radio module
with signal processing units. In [52] authors consider the
Radio over Fiber (RoF) technology in the field of 5Gwireless
communication applications. The cases of Vehicle-to-Vehicle
(V2V) communications, the design and implementation of a
reliable and efficient 5G network remains a challenge [19].
Moreover, in [35], a Multiprecision Integer and Rational
Arithmetic Cryptographic Library (MIRACL) is proposed,
to measure execution time in cryptographic experiments.
In [93], authors propose a smart 5G campus and measure
the efficiency of their channel point-to-point transmission,
between base station and terminals. The signal propagation
model in real time experiments in NR 5G systems, is pre-
sented in [94]. Authors in [45] upload their code on GitHub to
simulate mmWave cellular systems that also allows testing of
various protocols. Work in [102] proposes a hybrid architec-
ture with new technologies such as Device-to-Device (D2D)
communication, Massive Multiple-input and Multiple-output
(MIMO), etc. This work is evaluated via agent–based sim-
ulators that meet blurred volume and latency requirements.
Finally, in [73], a review of 5G use cases is given.
Authors in [96] propose a Mobile Edge Computing (MEC)

proximity detection architecture based on ground-based tech-
nologies such as 5G and IoT, cloud computing, Virtual
Machine (VM) network fragmentation. Authors in [97] pro-
pose the so-called green algorithm that aims to optimize
energy andminimum transmission powerwith high reliability
under a specific time. Finding an optimization algorithm is
within the content of [58], too. Comparing algorithms that
focus on a specific level. Work in [95] introduces distributed
high–performance routing for Energy-Harvesting Wireless
Sensor Networks (EH – WSNs), based on low latency and
high synchronous operation and provides a performance
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comparison with the shortest route routing scheme. In the
following system, there is a simplified experiment, which
consists of a laboratory platform, equipped with the function-
ality to perform remotely, including also virtual simulation
modules. With this platform, students can program a 5G
unit. Channel coding and decoding are designed and verified
by students. Students can also remotely load modulation
algorithm into the software radio device, and transmit the
modulated signal via RF. The receiver software radio cap-
tures the modulated signal and executes the demodulation
algorithm using two oscilloscopes. The experiment in [95]
is characterized as computational experiment for a 5G SDR
use case. It is therefore related to STEM principles, meaning
that students explore a real problem, collect real data, conduct
experimentations and try to find optimal models. The exper-
iment is related to the three spaces proposed in [9], which
are the hypothesis space (i.e., orienting, asking questions,
generating hypothesis), experimental space (i.e., planning,
investigating, analyzing and produce models) and prediction
space (i.e., making evaluation and predictions).

In [98], a simulator – oriented survey for 5G usage sce-
narios is proposed. Authors conclude that the complexity of
a unified framework that meets the specifications is great
and everyone is dealing with a functional subset. Literature
also presents some 5G use cases, focused on mobile users of
traffic produced after a natural disaster (i.e., flooding, fire,
earthquake etc.). These use cases can be easily applied for
academic educational scenarios. Work in [21] investigates
the use of 5G technologies in education. The AR / VR
feature is very important in use cases where students need
to understand microscopic (i.e., microscale) phenomena.
Additionally, another example is related to music education,
in which students have the ability to remotely join a musical
performance like in person. The research reveals that stu-
dents’ participation reaches 86%. The combination of VR
and IoT technologies can break distance barriers and create
a riveting experience for students. However, 4th generation
networks still have serious limitation and authors in [119]
explore the technical requirements of 5G network in higher
education.

D. NETWORKING SYSTEMS FOR EDUCATION –
TECHNOLOGY APPLICATIONS
In this subsection, we focus on the design and analysis of edu-
cational resources of web mining technology in networking
systems for education. We provide some representative use
cases. Firstly, in [39], authors describe a platform that keeps
student records and referral indexes so that the material is
sorted based on recommendations. Indicators are also used
to check the accuracy of the recommendations. The goal is to
create a scheme of recommendations by creating a classifica-
tion of educational resources based on students’ preferences.
Fig. 13 depicts the STEM approach of the experiment, which
combines the STEM engineering pedagogy, based on spaces
pillars, together with the dimensions of computational think-
ing and experimentation. In [102], the use of bio signals

FIGURE 16. Engineering design thinking on integrated systems [114].

to monitor students’ progress, productivity and stress levels
is presented. Work in [20] proposes a shared platform that
allows teacher-sharing material, along with an AR / VR
capability for resource sharing.

IoTtalk platform introduced as a vehicle service that allows
a center to monitor the location and condition of vehicles
in [50]. A monitoring framework is proposed and new tech-
nologies facilitate remote users’ communication by reducing
site load and latency [41]. Authors in [78] design and use
a smart bracelet that measures heartbeat and estimates the
student’s attendance in classroom. Authors in [69] present
their students’ dropout rate prediction platform, based on
social – economic conditions.

Based on cloud technology, students’ trend prediction
algorithms developed in [19]. Moreover, in [81], a user expe-
rience questionnaire for training 4.0 with smartwatch is
related to questions for digital skills, hardware competencies
and technology acceptance.

A platform where students can present solutions with var-
ious platforms provided by the campus for various problems
they face within it. Each presentation is graded mainly to
keep students motivated and dedicated to their work. It is
also emphasized that the role of the instructor is advisory,
the students are in groups that decide their own course and
arrange their sessions and once a week they meet with the
instructor [82]. Creating a platform that creates time slots
where students book remote laboratories [32].

In [46] authors propose the creation of a data collection
model that uses a sensor to find out whether a student
is focused during lesson. The sensor monitors eye move-
ments. Education 4.0 framework imposes the use of real
time data acquisition systems, sensors, actuators and automa-
tions [81]. In [83], authors propose a system to monitor
students stress levels, by comparing normal behavior values
with values, which translate to stressful events. In a smart
campus, an attempt is made to anticipate the participation
in the halls in order to make the best use of them and
the organization so that there is no waste of space [85].
Research on which factors teachers should pay attention to in
order to enhance students’ motivation to learn is performed
in [48]. Authors in [66] check the accuracy of a student’s
entry information by improving the location algorithm so that
the student can obtain the information they are interested
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in. Distance learning solutions through AR and VR allow
students to guide their own curricula [27].

E. NETWORK SECURITY APPLICATIONS
This subsection provides certain use cases, highlighting
network security and secure communication. Development
of cybersecurity algorithms, inspired by nature, such as
antiviruses, honeypots, performance intrusion detection,
counterattacks and threat behavior analysis, is given in [105].
To improve security in communications, an experimental
approach, which enhances IoT applications with Blockchain,
is proposed in [56]. A contemporary idea for smart and
secure monitoring, alerting mechanism and student move-
ment in schools is given in [60]. Authors propose an
ultra-fast Blockchain network (IoST) that uses a GPS tracker.
By deploying IoT and high–speed network devices, we may
transform campuses as follows: Students can access class-
rooms remotely and attend lectures real time. Distributed
devices and smart sensors may be used to monitor student’s
movements, behavior, stress levels, fatigue etc. Students will
receive reminders regarding their obligations. Smart sensors
will also record absences. Finally, this IoT ecosystem may
minimize total campus energy consumption by activating or
deactivating lights, air conditioners, heaters etc. [84].
In [65] a method of object recognition in AR is proposed.

In [69], a framework of reliable transportation of both indi-
viduals andmoney is studied so that there is no risk of robbery
on a campus. Security is an issue in [61] that by combining
smart devices users can be alerted to anything threatening that
might happen to a student. The advantages of using IoT are
many, such as securing resources but also maneuvering the
campus community itself. All aforementioned use cases give
student the freedom to combine in situ with remote classes.
Fig. 14 depicts the blended learning model as an intersection
of home (i.e., remote) lectures along with lectures on cam-
pus [114]. For the home lecturing case, the instructor prepares
video lessons, simulations and other multimedia material and
shares themwith students. Students study the material in their
place and time. In the intersection of this combination lies
the Flipped Classroom (FC) model, a contemporary didac-
tic model that describes the way students share their time
between remote and in situ classes.

F. ROBOTICS AND AUTOMATION – TECHNOLOGY
APPLICATIONS
Experimental validation is crucial for establishing the effec-
tiveness and robustness of algorithms for mobile robots.
In this section we analyze architectures that authors propose
for several kinds of experiments, ranging from single – robot
to multi – robot systems and centralized to decentralized
control schemes. We will next highlight some indicative use
cases in Robotics and Automation field.

In [100], remote experiments in education, based on
LEGO® for smart cities in proposed. In [31] two experi-
ments that deal with the reverse kinematics and the visual
service where an image is given and a remote user aims

with control commands to reach the final destination are
described. In [66] a robotic arm is designed, which measures
circuit voltage remotely. Literature gives many open-source
simulators, with which students can design and test robotic
constructions. In experiments as described in [57], students
have the ability to program a PLC to automate a real factory
with 3D imaging. Students are asked to set up a controller and
determine the positions of the servomotors with the ability to
process data using MATLAB and Simulink. In [117] students
play the role of an engineer and design housing models after
natural disaster or migration. They digitally design the model
and then built it using parts from a 3D printer. Another use
case deals with people with mobility problems and proposes
a smart parking system. In another experiment with Arduino
platform, students are asked to tackle an environmental prob-
lem, and a robotic animal is designed and constructed to test
its endangered species. This activity constitutes of a robotic
arm to remotely control a circuit and also remotely collects
measurements from real installations [110].

The aforementioned educational use cases arise from
the need to solve an authentic problem. The contempo-
rary didactic approach proposed relates to Problem based
learning (PBL). An example focused on a problem related
to environment and climatic change is proposed in [117].
A combination of open software and hardware platforms (i.e.,
Arduino based), sensors, actuators and recycled materials
is proposed. Work in [117] includes disciplinary concepts
ranging from physics and biology to CS and electronic engi-
neering. According to Fig. 15, the authentic problems are
related to real world problems, the solution of which is
approached by PBL and project based. The requirements and
definition of such problems lie at the intersection of the two
methods and defines a cross – disciplinary dimension. Bottom
line, students working with authentic problems are asked to
apply critical thinking, creativity in conjunction with data
analysis, classification and model proposal.

G. ENGINEERING – TECHNOLOGY APPLICATIONS
The future of education system will be enabled by a col-
lection of emerging digital technologies, which will create
ubiquitous, immersive, adaptive and personalized learning
experience. Remote access lab prototypes are vital for the
education of future engineers. In this subsection, we discuss
several paradigms related to engineering fields. A remote
lab that enables students to use robots for circuits creation
is proposed in [109]. Power Hardware in the Loop remote
experiments with real–time simulators is found in [40]. IoT
activities to enhance learning curve around analog and digital
circuits is proposed in [111]. The activity also includes wire-
less data transmission from device to device. Experiments
using a multi – function energy converter for electric cars,
wind turbines and solar systems are proposed in [54].

Experiments designed to boost students’ understanding
around 5G technology with Multiple – Input Single – Output
(MISO) signal technology are proposed in [92]. In [80],
students work with activities related to weighted Euclidean
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distance in order to share data among 5G mobile vehicles.
The goal is to create a time mark and stamp on the site for
monitoring. Data is stored and transmitted through fog to
local nodes and uses cameras, sensors and a Raspberry Pi
board [55]. In [112], an introductory course in operating sys-
tems and the acquisition of IoT expertise using boards such as
Beagle Bone or Raspberry Pi are initially suggested. A course
of computer architecture is then suggested, which bridges
software and hardware in order for students to understand the
computer stack. Finally, in [114], a security and engineering
learning course for integrated systems in Field Programmable
Gate Arrays (FPGAs) / Very High Speed Integrated Circuit
(VHSIC) Hardware Description Language (VHDL) is given,
so that students become familiar with designing wireless
sensors. The work aims to create a robust system that does
not fail, in case of a subsystem failure.

In [119], an interesting experiment on digital twin
approach is proposed. The experiment targets to familiarize
students with Industry 4.0 technologies and Cyber – Physical
Systems (CPSs). Authors in [36] describe a series of activi-
ties divided into three categories. These are: Vibration table,
Hydroelectric devices and Inclined plane. In the first one,
the aim is that students understand the relationship between
vibration frequency and degree of displacement in a building.
In the second one, the activities concern relations between
flow, pressure and power. In the third one, the activities are
related to concepts of displacement, energy, force, speed and
acceleration. The aim of experiment in [43] is for students to
become familiar with the heating systems control. A digital
controller is configured in real time with the use of a feedback
system. The experiment includes an electric oven with a
dimmer to adjust the power.

In [57], students design a LED control system online and
pass values to a real remote system. In [59], authors refer to
the SyntheticNET simulator, a platform used in both industry
and education, because it provides design and automation
solutions, enhanced with AI. In [116], a remote lab using
Arduino board is described. One task refers to sensor’s con-
nectivity and the other to 3D RGB LED cube. Work in [108]
describes the use of RFID and NFC technologies and pro-
vides examples as to how to use them, inside a campus.
For example, we refer the following: cashless transactions,
traffic monitoring, enter and learning a roommonitoring. The
Lab4CE tool is a course-writing tool that allows teachers
to design and set learning objectives [75]. In [90] authors
describe howwith by using a smart application, students book
their seats inside a library.

Fig. 16 presents the engineering design thinking as a five-
stage loop. Work in [114] applies this method to activities
focused on integrated systems. For example, one can match
each stage with specific experiment stages, in order to pro-
duce a more hands-on teaching plan. These stages are the
following:

1. Empathize: The world’s complex system requires a
holistic solution approach from students, which are assigned
several roles during model design and solution production.

2. Ideate: Generation of technical ideas related to intro-
ducing operating systems for single – board computers,
prototyping and hands-on FPGA programming activities for
embedded systems programming skills.

3. Prototype: Experimentation with many potential solu-
tion models.

4. Test: Refinement and tuning model parameters.
An example would be a model solution may operate
on the edge of network, where high traffic volumes are
present.

5. Define: Exploration the concepts in IoT, protocols,
machine learning, data analytics and security.

H. 3D MODELING – TECHNOLOGY APPLICATIONS
Virtual labs are the interactive simulators, which are devel-
oped with the help of frontend and backend technologies.
These technologies are HTML, CSS, JavaScript, Java, etc.
Virtual labs could also be adopted as complementary tools
to support better learning for theoretical concepts and give a
more practical dimension to science, engineering and tech-
nology. In this section, we give some use cases based on 3D
modelling.

In the experiment found in [38], 2D images are converted
into 3D models in order to move on the X and Y axes
without affecting virtual reality. In [51], through the Android
augmented reality platform, a teacher explains basic concepts
to students. In [88], activities related to 4Dmodeling concepts
introduced. The materials are designed by using engineering
software SolidWorks, Diptrace and Corel Draw.

V. CONCLUSION
5G and IoT enable educators to leverage mixed reality appli-
cations across the educational spectrum, providing students
and trainees with more opportunities to understand what
they’re learning in a more engaging and interactive context.
This paper analyzes the characteristics of contemporary ped-
agogical and STEM based didactic approaches that support
educational technologies of 5G and IoT and engage stu-
dents in project-based learning. Our work also presents a
multi–dimensional categorization, regarding open software
and hardware components usage, under certain criteria and
according to educational approaches and certain technology
clusters. In addition, it provides a state of the art, listing
appropriate educational scenarios use cases, per scientific
field and didactic approach, and highlights the trend in terms
of digital technologies applied, to support smart learning – by
– doing environments.

In essence, our current work systematically constructs a
literature map able to consult which STEM related peda-
gogical method best suits each use case, according to open
hardware and software tools involved. Following, the paper
depicts which didactic approach fits mostly, according to
the technological field one is focusing on. Moreover, it rec-
ommends correlations among hardware and software tools,
didactic approaches and experimental processes.
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VI. FUTURE WORK
The basic idea and main objective of our future work is the
design and implementation of a simulator for 5G communi-
cation networks with IoT extensions. The simulator will be
designed in a way to deconstruct difficult technical elements
and parameters so that it can be used mainly for educational
purposes in higher education. In addition, given the need that
arose due to the pandemic, for the flexibility of running the
labs mainly online, an innovation introduced by this pro-
posal is how to combine remote labs and virtual labs with
the simulator, so that the simulator takes into account real
measurements from IoT devices. In this way, the experiments
that can be performed and the use cases that are evaluated will
be based on real data where necessary.

The entire learning process will follow STEM epistemol-
ogy and engineering pedagogy, given that the 5G usage and
learning scenarios will be structured in such a way that the
students follow a scientific and research path. The most
important innovation of the proposal concerns the hybrid
model of using the laboratories, real and remote with virtual
ones, considering that in order to make the 5G scenarios
more realistic, the user will be able to choose to involve real
materials and measurements during his experiment. We hope
that this will be an effective tool to facilitate the sharing of
equipment between Academic Institutions in the country and
that students can connect to our proposed platform from any-
where and use real equipment when it may become available.
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