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ABSTRACT Designing a properly coordinated protection scheme for a multi-microgrid is very challenging
because of their distinct characteristics. Amicrogrid can be operated in a grid-connected mode through direct
connection to utility or through another grid-connected microgrid. It can also operate in an islanded mode
or get connected with another independent microgrid. The various operation modes and topologies under
which the systemmay operate bringmajor challenges such as the bi-directional flow of power and substantial
variation in fault current. Such characteristics make protection schemes of conventional radial distribution
systems unreliable options. In this paper, a centralized communication-assisted protection scheme based on
artificial neural networks is proposed. The scheme operates in a cascaded process. In the first stage, a central
protection controller is responsible of identifying and isolating the microgrid or tie line which has the fault.
In the second stage, the local protection controller will be activated due to detection of islanding condition.
It will then identify and isolate the faulty line accordingly. Identification of fault location is accomplished
through neural networks trained with massive amount of three phase voltage and current measurements of
all buses and lines during different fault scenarios using MATLAB/Simulink environment. The proposed
scheme utilizes IEC 61850 based standardized communication to monitor the multi-microgrid and send
the trip commands. Finally, the performance evaluation of the proposed scheme in terms of end-to-end
delays including neural networks computational delay and communication network delay through extensive
simulations is also presented which proves the effectiveness of the proposed protection scheme.

INDEX TERMS Communication assisted protection, distributed energy resources, microgrid, neural net-
works.

I. INTRODUCTION
Due to the arising concerns related to global warming,
environmental pollution and resource limitation associated
with fossil sources, the world is moving towards the uti-
lization of alternative clean and sustainable energy sources.
The introduction of smart grid has helped in the integration
of these environment friendly renewable energy resources.
Where conventional electric grids deliver electricity from
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power sources such as nuclear, coal, hydel and gas plants
to consumers directly, the new generation electric grids i.e.,
‘‘smart grids’’ have been introduced to reverse this transac-
tion, permitting bidirectional flow of energy. Todays’ power
networks contain a utility grid (main grid) connected to many
microgrids distributed at consumers locations.

Microgrids can be considered small versions of conven-
tional utility grids functioning either independently or with
interconnection to themain grid. Reliable and efficient micro-
grid operation relies primarily on the connected distributed
energy resources (DERs). Wind turbines, PV systems, fuel
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cells, diesel generators and energy storage systems are var-
ious examples of DERs [1], [2]. Recently, the concept
of microgrid has evolved into multi-microgrid or net-
worked microgrids to overcome the limitations related to
the size and capacity of single microgrids. The evolution of
multi-microgrids will enable better realization of the benefits
associated with renewable energy integration [3].
Due to this change in the power network structure and other

reasons which will be explored later, traditional protection
systems used for conventional electric grids cannot be used to
effectively protect single or multi-microgrids. In other words,
using conventional protection schemes especially those suit-
able for radial systems results in very low dependability
which make them inappropriate for modern meshed distribu-
tion systems with DERs. Accordingly, it became significantly
important to come up with alternative protection designs to
allow for safe and reliable integration between the main grid
and microgrids. Indeed, it would be preferable from econom-
ical point of view to develop solutions making use of existing
protection systems through some sorts of modifications or
upgrade to meet the needs of microgrid protection instead
of discarding the old system and installing a completely new
protection system. Such approach is very expensive and not
recommended. Therefore, a lot of research has been con-
ducted in this area to identify ways of effective utilization of
the existing conventional protection systems infrastructures
of distribution systems [1].

There are several challenges whichmake conventional pro-
tection systems ineffective for use in microgrids. One main
challenge is the significant variation of short circuit level in
the microgrid as it can operate in grid-connected or islanded
modes. In the normal operationmode, both the utility grid and
distributed energy resources (DERs) contribute to the fault
current during fault conditions. On the other hand, only the
DERs supply fault current in the islanded mode. Accordingly,
the short circuit level in the islanded mode is significantly
lower than that of the grid connected mode. Therefore, micro-
grid protection design should take into consideration this
variation in fault current to act properly in all expected faults
scenarios [4].

Another major challenge is the bidirectional flow of power.
In microgrids feeders, power can flow in the two directions
due the changes in the amount of power generated and con-
sumed within the microgrid which will be translated into
either exporting or importing power from the utility grid.
Such changes in the direction of power flow results in relay
coordination problems leading to undesired tripping during
fault conditions. This is another issue which should be con-
sidered for microgrid protection design [5].

In this paper, a communication-assisted protection scheme
based on artificial neural networks (ANN) is proposed to
overcome these challenges. The scheme works in two stages.
In the first stage, identification and isolation of the microgrid
or tie line which has the fault are achieved by the central pro-
tection controller. Then, the local protection controller will
be activated in the second stage due to detection of islanding

condition. The local controller is responsible of identifying
and isolating the faulty line. The process of faults detection
and localization is accomplished through artificial neural net-
works. Using MATLAB/Simulink environment, these neural
networks are trained with huge amount of three phase voltage
and current measurements of all buses and lines during differ-
ent fault scenarios. In addition, IEC 61850 based standardized
communication is utilized to monitor the multi-microgrid
and send the trip commands. Performance evaluation of
the proposed scheme in terms of end-to-end delays is also
included in this work. This end-to-end delay includes neural
networks computational delay and communication network
delay calculated through extensive simulations to prove the
effectiveness of the proposed protection scheme.

The rest of the paper is organized as follows. The next
section is a literature review. The third section presents the
proposed communication assisted protection strategy. The
test system is presented in the fourth section whereas the
results are discussed in the fifth section. In the sixth section,
the conclusion is presented. Future work is proposed in the
last section.

II. LITERATUR REVIEW
Several protection techniques have been introduced to
address the issues encountered with microgrid protection
design. A literature survey in this regard is presented below.

Reference [6] proposes a differential protection scheme
with two differential relays located on both sides of the pro-
tected power line. A communication link exists between the
two relays to exchange currents measurements. Each relay is
responsible for tripping the circuit breaker at its local end. The
relays are equipped with three elements for phase differential
currents to act promptly on faults having high currents. Two
other differential elements for negative and zero sequence
currents are also available for unbalanced high impedance
faults which have low fault currents. In case of communica-
tion failure, overcurrent protection will be online as the first
backup protection scheme. However, since overcurrent relays
may not sense the low fault currents in the islanded mode of
operation, undervoltage protection is deployed as a second
backup protection. The two backup schemes are blocked
whenever differential protection is in normal condition.

Authors in [7] proposes a novel solution for protecting
microgrids with inverter based DER’s using adjustable dif-
ferential protection based on positive sequence currents. The
reason for selecting positive sequence current instead of
phase currents is to optimize the utilization of communica-
tion channels. In addition, since positive sequence current
is present in all faults scenarios which is not the case for
negative sequence and zero sequence currents, it can be used
to detect all types of faults i.e., single line to ground, line
to line, double line to ground and three phase faults. Two
settings are available for the proposed differential protection
scheme according to the mode of operation (grid connected
or islanded). The scheme starts with detecting an abnormal
condition through undervoltage detection since faults result
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in voltage sags. Then, the current magnitude at each side
of the power line is inputted to comparators to reveal the
microgrid mode of operation. In grid-connected operation,
the fault current magnitude is normally higher than the mag-
nitude of fault current in islanded mode of operation. Then,
based on the detected mode of operation the differential
positive sequence current is compared with one of the two
settings to take the needed action. In [8], a protection scheme
based on nonstandard characteristics curves for overcurrent
relays was proposed using a logarithmic function and variable
coefficient. The scheme uses two optimization techniques
which are genetic algorithm and a hybrid technique combin-
ing gravitational search algorithm and sequential quadratic
programming. The scheme was implemented on IEC MG,
IEEE 9-bus and IEEE 30-bus systems successfully.

The authors of [9] suggests the utilization of fault cur-
rent limiter (FCL) to accurately estimate the fault current
in a microgrid with inverter-interfaced distributed generators
(IIDG’s). Each IIDG is equipped with an FCL limiting the
output current of the DG during fault conditions to a prede-
termined value. Such configuration enables exact knowledge
of fault currents instead of approximation which will enhance
the performance of the overall protection system. A Central
Protection Unit (CPU) is required to continuously monitor
the DG’s statuses through communication links. Whenever a
DG is connected or disconnected, the CPU re-calculates the
fault currents and update the relays’ settings of the microgrid
accordingly. To optimize the connections required in this
communication assisted protection scheme, the CPU may
rely on the relays connected to the DGs to get their statuses.
In this way, the communication links between the CPU and
the DG’s can be omitted.

Reference [10] applied optimization algorithms to size the
FCL impedance for minimizing the variation of microgrid
fault currents. In their study, FCLs were placed in series with
the DGs and the point of common coupling PCC. Then, the
impedance matrices of the microgrid were established for
three different configurations (grid-connected with/without
DGs and islanded mode of operation). After that, FCL sizes
were selected to minimize the differences between the three
configurations. Finally, they succeeded to reduce the fault
current variation in the three configurations from 5 kA to less
than 0.5 kA.

To support the recognition of microgrid topology,
a machine learning technique using artificial neural networks
ANN is proposed in [11]. The ANN is trained with massive
simulation or real data to identify whether a fault is present
in the microgrid and which feeder is faulty based on voltage
and current measurements of all buses. The logic is triggered
by the detection of a tripping signal. Then, the tripped feeder
will be restored if the ANN concludes no fault condition in
the microgrid which is the case for intermittent faults. If a
permanent fault is present, the ANN will identify the faulty
line. Then, decision tables will be retrieved to execute any
changes required on protective relay settings.

Another application for artificial intelligence was pre-
sented in [12] where convolutional neural networks CNNs
were used to identify fault type, phase and location for
proper fault isolation and recovery. Three independent CNNs
were developed to cover these three functions. The three
phase currents sampled by the relay were used as inputs
to the CNN’s. Then, training and testing data were gener-
ated through simulation inMATLAB/Simulinkwhere various
scenarios were considered such as changes in microgrid oper-
ation modes, topology, different fault types, resistances and
locations. Indeed, the testing results showed high accuracy
for the designed CNNs. Such solution will help reducing
the dependency on communication links which is the major
drawback of adaptive protection.

However, the effectiveness of the abovementioned pro-
tection schemes cannot be generalized on a multi-microgrid
system which has a wider range of short circuit current vari-
ation. Further evaluation is still required.

In [13], a communication-based adaptive protection
scheme is proposed for a multi-microgrid system based on
IEC 61850 communication protocol. The microgrid man-
agement system detects the topology of the microgrids
system by analyzing the breakers status received through
generic object-oriented substation events (GOOSE) mes-
sages. Accordingly, it will instruct the intelligent electronic
devices (IEDs) to enable the adequate set of trip settings.
GOOSE messages are also exchanged among the IEDs to
identify the direction and location of the fault current to
take the necessary action. The scheme was verified through
artificial faults applied in the testing microgrid of the Institute
of Nuclear Energy Research, Taiwan.

Another communication-based adaptive protection scheme
was proposed by the authors of [14]. However, this scheme
works in a decentralized manner where adaptive overcur-
rent IEDs respond to the faults through two settings groups
corresponding to the islanded and grid-connected modes of
operation. Setting groups are updated using the status sig-
nals of circuit breakers received through GOOSE messages.
In addition, these IED’s take trip decisions based on infor-
mation related to the status of circuit breakers, fault current
detection and comparison of current magnitudes exchanged
with other IEDs through GOOSE messages as well. The
algorithm was implemented successfully in Power Systems
Computer Aided Design (PSCAD).

Reference [15] extends adaptive protection application to a
group of networked microgrids NMG specified in [16] using
directional overcurrent relays DOCR’s with multiple setting
groups. Instead of recalculating the operating currents for
every change in the NMG structure, selection from predeter-
mined setting groups is employed. Changes in NMG structure
take place when making or breaking connections among the
microgrids and the utility grid. An NMG with 5 PCCs for
example will result in 25 = 32 topologies based on the dif-
ferent statuses of these PCC’s. Optimization algorithms can
be used to cluster these topologies into a certain number of
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groups based on the capabilities of the DOCR’s. For DOCR’s
with 8 setting groups, the NMG topologies can be clustered
in 8 groups. Topologies with fault currents falling in the same
range can be put in one group. Then, optimum operating
currents and time delays are calculated for each relay and
should be active for all topologies in that particular group. The
NMGEnergyManagement SystemEMSmonitors changes in
the NMG topologies and send signals to enable the proper set-
ting group for each relay as required through low bandwidth
communication links. However, this scheme does not assure
minimum operating time for the relays in each topology
due to the restrictions associated with the limited number of
setting groups. Reference [17] proposes adaptive protection
scheme using digital DOCRs accepting on-line update of
relay settings. Updated settings are calculated using Interior
Point Optimization technique based on real-time status of
the system obtained through communication channels and
intelligent electronic devices. The scheme was tested on a
standard IEEE 14-bus distribution system with consideration
of a distributed generator.

In light of the literature review presented above, several
gaps can be recorded against the available solutions for
MMG protection. Firstly, most of the protection solutions
proposed in the literature were developed for singleMGs. The
effectiveness of these protection schemes cannot be directly
generalized to MMGs which have a wider range of short cir-
cuit current variation and a huge number of possible network
configurations. Further evaluation is still required.

Regarding protection solutions based on machine learning,
the protection schemes proposed in the literature focused
mainly on faults detection and classification. Only lim-
ited number of publications presented a complete protection
scheme covering all stages from fault detection to fault clear-
ance.

Moreover, the performance of communication-assisted
protection solutions available in the literature was mostly
evaluated from the perspective of protection scheme func-
tionality only. However, the feasibility of the solution from
communication network side was not considered. To ensure
comprehensive evaluation, the communication network for
such solutions should be designed and the communication
delays should be analyzed.

In this paper, a communication-assisted ANN-based pro-
tection strategy is proposed for MMG protection to fill the
identified research gaps. The strategy is tested on a modified
IEEE 14-bus distribution system.

III. PROPOSED COMMUNICATION ASSISTED
PROTECTION STRATEGY
This article proposes a centralized communication-assisted
ANN-based protection scheme for MMG. The proposed
scheme is operated in two stages. In the first stage, a cen-
tral protection controller is responsible of identifying and
isolating the MG or tie line which has the fault. If the
fault is in a MG, the local protection controller will be
activated due to detection of islanding condition. It will

FIGURE 1. Proposed central MMG controller protection scheme.

then identify and isolate the faulty line accordingly. This
scheme is demonstrated in Fig. 1 and 2. Counters were
used in the scheme to ensure that trip decision is not taken
based on a single set of measurements to avoid unnecessary
trip by measurements errors. Identification of fault loca-
tion is accomplished through ANNs trained with massive
amount of three phase voltage and current measurements of
all MMG buses and lines during different fault scenarios.
Data generation and ANN training and testing are performed
on MATLAB/Simulink environment. The proposed protec-
tive scheme ensures selective tripping which results in high
level of power network availability. Moreover, the cascaded
scheme will help optimize the size of the communication net-
work due to reduction of required connections to the central
controller. Indeed, it will also optimize the ANN design in
terms of size, complexity and requirement for data generation
to train theANN. This in turnwill speed up fault detection and
location process.

One of the main characteristics of ANN is the ability to
learn from examples and then generalize on a different set
of data never seen before which makes it an excellent option
for classification. This principle is used in the application
of faults detection, classification and location. Based on a
set of inputs which are the three-phase voltage and current
measurements of the monitored buses and lines and a corre-
sponding set of outputs which are the location and type of
fault represented as a binary number, the ANN can extract
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FIGURE 2. Proposed local MG controller protection scheme.

the relationship between these variables and make the gener-
alization.

In this research, Levenberg-Marquardt backpropagation
algorithm has been utilized for training the neural networks.
This algorithm is a variant of the Gauss-Newton technique for
solving nonlinear least-squares problems which can handle
huge and complicated datasets and quickly converge to a
solution [18]. It is an iterative technique that modifies the
ANNweights to minimize the sum of squared errors between
expected and actual output. The approach computes the gra-
dient of the error function with respect to the ANN weights.
The gradient is a vector that represents the direction in which
the error function decreases the fastest. The algorithm then

FIGURE 3. ANN topology.

adjusts the weights of the ANN in the direction of the negative
gradient to minimize the error function [19].

A total of 196,066 and 282,914 patterns obtained through
extensive MATLAB/Simulink simulations for various faults
scenarios were used for training and testing the designed
ANNs, respectively. Different MMG configurations, types
of faults, fault resistances, distances, loading and genera-
tion conditions were applied to generate the data. Three
different ANN topologies were used in this work based on
the MMG configuration which controls the number of VI
measurements in effect. For configurations resulting in less
complicated classification problems, only one hidden layer
with 20 or 30 neurons was utilized. However, for configu-
rations with more complicated classification problems, three
hidden layers of 50-20-20 neurons was utilized to achieve
better performance as shown in Fig. 3. In this figure, the input
layer of the neural network consists of the voltage and current
measurements associated with each fault scenario. The output
layer is the fault scenario represented as a binary number.
For example, the output produced by the neural network
in the first stage (central controller) is a ten-digit binary
number of the sequence MG1-MG2-MG3-L6-L8-L14-A-B-
C-G. In this output, ‘‘1’’ indicates ‘‘True’’ whereas ‘‘0’’
indicates ‘‘False’’. If the output is ‘‘0001001001’’ for exam-
ple, it means that Phase A-to-ground fault is present in tie
line# 6.

IV. TEST SYSTEM
The proposed protection scheme has been tested on the mod-
ified IEEE-14 bus distribution system shown in Fig. 4 with
the details given in Tables 1, 2 and 3. The synchronous
generator short circuit level was considered five times its
maximum generation limit [20]. On the other hand, the short
circuit level of eachwind turbine and photovoltaic systemwas
considered as two and 1.5 times their maximum generation
limits, respectively [21], [22].

In this research, simulation studies were performed in
MATLAB R2023a [23], NetSim [24] and 61850 emula-
tor tools [25] environments on a personal computer with
Intel Core i7 processor and 16 GB RAM. Comprehensive
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FIGURE 4. MMG test system (modified IEEE-14 bus system).

TABLE 1. MMG loads information.

TABLE 2. MMG generation information.

performance evaluation of the proposed scheme is presented
in the following section.

V. RESULTS AND DISCUSSION
A. FAULT DETECTION AND LOCALIZATION PERFORMANCE
As discussed earlier and shown in Fig. 1 and 2, the proposed
protection scheme works in a cascaded process. The results
of testing this scheme on the test MMG are summarized in
this section. The central controller is responsible of isolating

TABLE 3. MMG lines information.

the MG or tie line experiencing the fault condition. It will
be enabled in all MMG configurations except when all the
three MGs are islanded. Furthermore, the configurations are
clustered into six groups. Each group corresponds to a certain
ANN which the controller selects to monitor the condition
of the MMG in order to detect and locate faults. The details
of these groups and ANN performance are summarized in
Table 4. Data was generated for training and testing the ANNs
of the central protection controllers considering all possible
types of faults, MMG topologies, different generation and
loading conditions and typical fault resistances [26], [27].
Different ANNdesignswere tried for the purpose of detect-

ing and locating faults within the MMG. The ANNs which
produced the best training and testing performance were
selected.

Similarly, simulation data was generated for training and
testing the ANNs of the local protection controller of each
MG. Different ANN topologies were tried for the purpose
of detecting and locating faults within the MGs. The ANNs
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TABLE 4. ANNs Performance for MMG Central Controller and MGs local controllers.

FIGURE 5. ANN training performance in terms of mean squared error (MSE) for (a) MG1 (b) MG2 and (c) MG3 controller.

TABLE 5. Fault classification accuracy of MGs neural network-based
protection schemes.

which produced the best training and testing performance
were selected as demonstrated in Table 4. Figure 5 shows

the performance based on mean squared error (MSE) for
the MG1, MG2 and MG3 controllers. It can be seen from
Figure 5, best validation occurs at epoch 41, 440 and 138 for
MG1, MG2 and MG3 controllers respectively. Finally,
Figure 6 presents the regression plots which have coefficients
very close to unity indicating excellent performance.

Although the neural networks-based protection schemes
available in literature were developed mainly for single MGs
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FIGURE 6. ANN regression for (a) MG1, (b) MG2 and (c) MG3 controllers.

and not for MMGs, they can still be compared with the
protection scheme proposed in this paper from fault classi-
fication accuracy point of view. As can be seen from Table 5,
the protection scheme proposed in this thesis outperforms
other protection schemes available in literature in terms of
MGs faults classification accuracy. One factor that led to
such superiority is the extensive simulations performed to
generate a huge amount of data for various fault scenarios
which resulted in a very robust protection scheme.

B. COMMUNICATION DELAYS
The communication network of the MMG under study was
simulated in NetSim environment. Each MG has a local
protection controller and is supported by a dedicated local
area network (LAN). The central protection controller is
interconnected with the three local controllers through a net-
work of four routers. Voltage and current measurements are
transmitted over the network based on Routable Sampled
Value (R-SV) protocol whereas breakers’ status and trip com-
mands are transmitted using Routable GOOSE (R-GOOSE)
protocol [28]. Figure 7 shows the communication model of
the test MMG simulated in NetSim. For each bus, one node
was used to represent the merging unit (MU) IED responsible
of sharing the voltagemeasurements. For each line, two nodes
were used to represent the MU IEDs at both ends to exchange
the current measurements. A total of seven nodeswere used to
represent the Utility and tie line CBs to exchange the CB sta-
tus. Other nodes were added to represent some breakers IEDs
for simulating trip commands. The central and local protec-
tion controllers were also modeled as nodes interconnected
with the remaining nodes through physical links, switches
and routers. After building the model, various applications
were defined for exchangingVImeasurements, CB status and
trip commands between the protection controllers, MUs and
CB IEDs.

In order to calculate the realistic communication delays,
we use a framework as shown in Fig. 8. First, realistic
R-GOOSE and R-SV messages for the proposed scheme are
generated using IEC 61850 emulator tools, then using Wire-
shark tool these messages are captured to determine its exact
size. This size is then used in network simulator to model
the R-GOOSE and R-SV traffic for the proposed protection
scheme.

As an example, the Wireshark captured R-GOOSE mes-
sages published by local controller to trip breaker 80 and
R-SV published by IED 49 updating its voltage and current
measurements are illustrated in Fig’s 9 and 10 respectively.
The sizes of data packets identified using the discussed frame-
work are 173 bytes for R-SV and 200 bytes for R-GOOSE.
Sampling time of 4800/s was used for bothmeasurements and
breakers status.

The obtained message sizes and sampling times for all the
R-GOOSE and R-SV message exchanges for the proposed
protection scheme are set in NetSim simulation. The simu-
lation shows that the communication delay using 100 Mbps
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FIGURE 7. MMG communication network simulation.

FIGURE 8. Framework for calculating realistic communication delays.

communication links is very huge reaching more than 1 s
in some cases. To solve this issue, the communication links

capacity was increased to 1000 Mbps which resulted in
delays not exceeding 130 microseconds (µs). Some cases are
demonstrated in Table 6.

C. END TO END DELAYS
Accordingly, the total end-to-end delays including both the
communication network delay andANN computational delay
is dominated by the ANN computational delay. As shown
in Table 4, the maximum computational delay is found to
be 14 ms and the communication delays are in order of
100 micro seconds, which satisfies the 50 ms requirements
for adaptive relaying as per the IEC 61850-90-5 standards.
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TABLE 6. MMG communication delays.

FIGURE 9. R-GOOSE message Wireshark capture.

VI. CONCLUSION
In this paper, a centralized communication-assisted ANN-
based protection scheme was proposed. The scheme operates
in a two-stage process. Firstly, a central protection controller
identifies and isolates the MG or tie line which has the
fault. Then, the local protection controller is enabled once the
islanding condition is detected. The local controller identifies
and isolates the exact faulty line accordingly. Identification

FIGURE 10. R-SV message Wireshark capture.

of fault location is accomplished through ANNs trained with
massive amount of three phase voltage and current measure-
ments of all MMG buses and lines during different fault
scenarios. A total of 478,980 data patterns were generated to
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train and test the neural networks. Data generation and ANN
training and testing were performed on MATLAB/Simulink
environment for a modified IEEE 14-bus distribution system.
The proposed scheme utilizes IEC 61850-based standardized
communication to monitor theMMGmeasurements and send
the trip commands. Furthermore, performance evaluation of
the proposed protection scheme showed that it is able to
accurately detects and locate faults within the MMG. More-
over, the evaluation in terms of end-to-end delays including
both ANN computational delay and communication network
delay proved compliance of the scheme with IEC 61850-90-5
requirements.

This work can be further extended to consider applying
the scheme on another MMG with different configurations
and exploring different fault scenarios. Moreover, it is recom-
mended to study the response of the scheme for faults in the
Utility Grid when the MMG is operating in grid-connected
mode.
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