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ABSTRACT A floating-point fully homomorphic encryption (FPFHE) is proposed, which is based on
torus fully homomorphic encryption equipped with programmable bootstrapping. Specifically, FPFHE for
32-bit and 64-bit floating-point messages are implemented, the latter showing the state-of-the-art precision
among FHEs. Also, a ciphertext is constructed for checking if an overflow has occurred or not while
evaluating arithmetic circuits with the proposed FPFHE, which is useful when the message space or
arithmetic circuit is too complex to estimate a bound of outputs such as some deep learning applications.
Also, homomorphic algorithms, which are crucial components of overflow detectable (OD)-FPFHE, are
constructed. First, a state-of-the-art bootstrapping method of TFHE is extended to bootstrap larger messages
by using NTT-friendly integer modulus. Second, a subgaussian analysis method is proposed without
assuming independent heuristic on AP/GINX-bootstrapping even if the deterministic gadget decomposition
is used. Third, the blind rotation algorithm of TFHE is modified such that any secret key having finite
non-zero values can be used while keeping the number of NTT operations the same as when the binary
key is used. Fourth, various homomorphic algorithms are proposed such as evaluating min and max, lifting
a constant message to the monomial exponent, counting the number of consecutive zeros from the most
significant in the fraction, and performing carryover after homomorphic operation of floating-point numbers.
Finally, 32-bit and 64-bit OD-FPFHESs are implemented and simulation results are provided to confirm that
they work well even for extreme cases. Also, it is verified that homomorphic overflow detection is well-
operated.

INDEX TERMS Fully homomorphic encryption, homomorphic floating-point arithmetic, homomorphic
overflow detection, subgaussian error analysis.

I. INTRODUCTION

Since Gentry’s seminal work on fully homomorphic encryp-
tion (FHE) [2], various FHEs such as BGV/FV [3],
FHEW/TFHE [4], [5], and CKKS [6] have been proposed
and intensively studied. FHE is a powerful methodology for
evaluating arithmetic circuits while keeping the privacy of
data. As applications of FHE with boolean circuits, private
information retrieval (PIR) [7], [8] and private set intersec-
tion (PSI) [9] have been studied. Also, homomorphically
evaluating deep learning models [10] have been mostly
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studied by using CKKS. Since CKKS deals with a ciphertext
packed with a large number of messages, CKKS is the
most suitable for evaluating circuits with extensive parallel
data.

A. MOTIVATION OF FLOATING-POINT FHE AND
OVERFLOW-DETECTABLE FHE

However, when floating-point numbers are encoded into the
message space of CKKS (Minkowski space [11]), encoding
errors cannot be avoided. Therefore, encoding in CKKS
inevitably degrades the accuracy of floating-point arithmetic.
Without solving such encoding error problems, CKKS may
not guarantee acceptable results for the applications requiring
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complex and accurate operations such as calculating satellite
collision probabilities [12]. Therefore, an accurate floating-
point FHE (FPFHE) is required, which can achieve almost
similar results to the corresponding plaintext operations.

Furthermore, the efficiency of the floating-point and fixed-
point number systems varies for each application. The
Minkowski message space is a fixed-point number system
which is an effective number system for computations when
the range of input data is limited (e.g. when data are aligned
between O and 1). However, in cases where the size of
a user’s input data is unknown, the floating-point number
system is the efficient choice since it offers a broader range of
represented numbers and relative error in the results. In other
words, for achieving a general-purpose FHE system, research
in floating-point FHE is essential.

Moreover, overflow occurrences are another problem For
example, demands of verification and testing validation of
streaming data have been increased [13]. Apparently, if the
server homomorphically manipulates ciphertexts of data
having an unbounded size, the results may contain overflows.
As another example, evaluating a deep arithmetic circuit may
return irrelevant results when any of the intermediate results
take a value out of the message space.

However, in contrast to the evaluation with plaintexts,
such overflow cannot be detected by a user in the ciphertext
domain. If a range of circuit output is not bounded or an
input dimension is too large, overflow frequently occurs
and thus any input cannot be ensured whether it causes an
overflow or not. Also, when the past data is used to update
the circuit, e.g. privacy-preserving federated learning [8],
inaccurate updating using meaningless values due to overflow
ruins the circuit performance. However, to the best of our
knowledge, an overflow detection method for FHE has not
been proposed.

B. CONTRIBUTIONS
Our main contributions are divided into two parts. First,
we propose FPFHE with homomorphic normalization for
the first time, which effectively resolves the error problem
from encoding floating-point numbers and makes every
operation on ciphertexts with FPFHE synchronized to the
corresponding operation on plaintexts from floating-point
message space. Moreover, we implement FPFHE with single
(32-bit) and double (64-bit) precision, which shows a much
wider range of numbers (up to 2!27 and 21923, respectively)
and exact significant digits. Note that the message space and
operations of CKKS only guarantee fixed-point precision.

Second, an effective overflow-detection (OD) method with
the proposed FPFHE is constructed, which can check whether
an overflow occurs or not during homomorphic operations.
By properly combining these two schemes, we construct OD-
FPFHE.

Also, we propose homomorphic algorithms to handle the
following technical issues, which are important components
of OD-FPFHE and can also be used for other FHEs.
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e Sequential bootstrapping on shared primes:
FHE requires bootstrapping for reducing the
amplified error from homomorphic operations.
We extend the bootstrapping method in [1] to
bootstrap a large number of message bits by
using integers modulo shared primes Q which
is number theoretic transform(NTT)-friendly.
This algorithm enables the proposed FPFHE
to bootstrap more message bits by using NTT,
which is a solution for removing errors generated
from fast Fourier transform (FFT), listed as an
open problem in [1].

e Modified blind rotation for GINX-boots-

trapping:
This algorithm keeps the number of NTT oper-
ations the same for any secret key having finite
non-zero values and hence improves running
time compared to the state-of-the-art GINX-
bootstrapping [5].

e Error analysis without independent heuristic:
This analysis is applicable even when determin-
istic gadget decomposition is used and makes it
possible to choose small lattice parameters for
enhancing running time.

e Various non-linear homomorphic algorithms:
We propose various homomorphic algorithms
such as evaluating min and max, lifting a constant
message to the monomial exponent, counting the
number of consecutive zeros from the most sig-
nificant in the fraction of floating-point message
until non-zero value occurs, and performing car-
ryover after homomorphic operations. Note that
they are run by using sequential bootstrapping.

C. RELATED WORKS

To the best of our knowledge, [14] suggests homomorphic
operations on an approximated rational number, however, it is
not the exact implementation of the floating-point number
system. Reference [15] also implements a floating-point
FHE. However, since they do not normalize the results after
homomorphic operations (See Section II-F), the operation
error may grow rapidly after consecutive homomorphic
operations. Moreover, they suffer from slow operation time
because they only directly add floating-point operations to the
existing FHE schemes using gate operations such as TFHE
and BGV/FV.

II. PRELIMINARIES

This section introduces mathematical backgrounds and some
fully homomorphic encryption schemes. The main reference
and notation of algebraic and statistical backgrounds are
followed from [11], [16], and [17].

A. NOTATION
LetN, Z, Q, and C denote the sets of natural, integer, rational,
and complex numbers, respectively. Let Z, = Z/qZ be an
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integer ring Z modulo ¢gZ for some g € N, and let Z,[X] be
a polynomial ring Z[X] modulo gZ[X]. We use [n] to denote

an index set of 0, 1,...,n— 1 for n € N. More generally,
[, n2,...,00] = H;’;l[ni] is used as a product index set
forny,...,n, € N.

We use boldface a= (a;)ic[, to denote row vector where
a; is the i-th element of a. Analogously for any polynomial
a(X) € Z[X], we use a; to denote the coefficient of X' in
a(X). For a polynomial vector a(X), a;(X) denotes the i-th
polynomial of a(X) and a; ; is the j-th coefficient of a;(X).

As a magnitude of an element, we always use /1 metric | - |
for x € R. For a vector xe R”, |x]| is the maximum value of
|x;| for all i € [n]. If x € Z, is given, |x| is defined as |x|
where X = x mod g with —¢g/2 < x < ¢q/2. Analogously,
if a(X) € Z4[X], |a(X)] is defined as the maximum among
|a;| for all i.

We use the following index function 6 for mapping 2-D
indices of the lower triangle part of a matrix into integers such
as

6:{G,j)eNi>j} > N,G,j)— ii+1/24+j, (1)

which is used for indexing tensor product keys. Note that 6!
denotes its inverse function, and 0, and 0, I are the coordi-
nate functions of 6! such that 6~!(x) = (Qfl(x), Ggl(x)).
We represent a non-negative rational number x by (x,.x;,—1 . . .
Xo)(p) for a given B > 2 if

X=X+ 5187+ xBT,

where 0 < xp, ..., X, < B are non-negative integers and S
is called a radix. We use Big Oh and Omega notation as O(-)
and Q(-), respectively.

B. ALGEBRAIC BACKGROUND

Let &5 (X) € Q[X] be the cyclotomic polynomial of order
2N e N.If N is a power of two, then ®py(X) is XV + 1.
Let Ry £ Z[X]/(XN 4 1) be the quotient polynomial ring
with ideal (X + 1) and let Ry ; = Z[X]/XN + 1,9) =
Z4lX1/(X N 4 1) be the quotient polynomial ring with ideal
(XN + 1, g) for a positive integer ¢ € Z. It is clear that the
product of a(X), b(X) € Ry 4 is

J
aX)px)= . I:Zaibj—i -
i=0

JEIN]

N-1

> aibNH_,}Xf )

i=j+1
having the property that a; and b; for all i € [N] appear only
once in the expression of each coefficient of a(X)b(X).

For the above algebraic structure, there are two types of
Chinese remainder theorem(CRT). First, if Q is a prime
number satisfying 2N [(Q — 1), then Z¢ has a primitive 2N -th
root of unity ¢ € Zg such that there is an isomorphism by the
CRT as follows:

iRy~ Ly, aX) e (a@h,a@), ..., a@?h).

We call Q as NTT-friendly if 2N |(Q — 1).
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Second, if Q = QpQ1 ...0n—1 € N with relatively prime
integers Q;, there exist the following canonical isomorphism:

¢ :Zo— | Zo» ar> (amod Q) - 3)

ie[n]

In this paper, a particular pair of primes are used. Let two
NTT-friendly primes Qg and Q; be called shared primes if
they share the same scaling factor v € N such that Qp =
v2™ 41 and Q1 = v2" 4 1. Note that, the product of shared
primes is used as an integer modulus Q as in Section III-B.

C. STATISTICAL BACKGROUND

Let (QQ, 7,P) be an ambient probability space and X
(O — R be a random variable. When the co-domain of
X is defined over Zg, we always define X as a function
Q — {-19/2],...,10Q/2]}. Arandom variable X is called B-
bounded if | X| < B almost surely. Next, we briefly introduce
subgaussian random variable and its properties.

Definition 1 (Subgaussian [16]). A random variable X
is called a subgaussian random variable with a standard
parameter o > 0, denoted as X ~ subG(o), if E[X] = 0 and
the moment generating function Mx(t) is bounded as follows:

Mx (1) 2 Elexp(tX)] < exp(o2t2/2).

Proposition 1 (Error bound [16]). For any random variable
X ~ subG(o) and v > 0, X is O(o \/v)-bounded except with
2790 probability.

It is also known that the space of subgaussians forms an R-
vector space with properties: (i) If X ~ subG(oyx) and ¥ ~
subG(oy), then X +Y ~ subG(ox + oy); (ii) For any scaling
c € R, cX ~ subG(|c|oy); (iii) Moreover, if X and Y are
independent, X + Y ~ subG((U)% + a}%)l/ 2.

Since (iii) is the best analytical result for the sum of
two subgaussian random variables in terms of minimizing
variance, we will focus on the conditions for X + Y ~
subG((U)% + U%)l/ 2y without assuming independence. Ran-
dom variables X; ~ subG(o;) for i € [n] are called to have
Pythagorean additivity if 3 ;.1 Xi ~ subG((Xicin oP)1/?)
and the conditions for satisfying Pythagorean additivity have
been investigated as follows.

Lemma 1 (Sum of dependent subgaussians [18]). If
ZilZy, ..., Zi—1) ~ subG(oj), E[Z;]] = O for alli € [n],
and o;j is free of Zy, . .., Zi_1, then the random variables Z;,
i € [n], have Pythagorean additivity.

Corollary 1. Let Y; ~ subG(By) be mutually independent
By-bounded random variables for all i € [n], and let X; ~
subG(Byx) be Bx-bounded random variables for all i € [n]
where X; depends only on Xj and Y; for all j < i. Then X;Y;
for alli € [n] have Pythagorean additivity.

Corollary 1 ensures that although all X;Y;’s are dependent
on each other, they can have Pythagorean additivity similar
to the case when X;Y;’s are mutually independent. This is
useful for analyzing a sum of large numbers of dependent
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random variables, e.g. analyzing an error bound after
bootstrapping in FHE. However, Corollary 1 implies that
X; and Y; must be bounded with zero mean since X; and
Y; are subgaussian. A similar analysis under more relaxed
conditions is performed in Section IV-A.

D. LWE/MLWE SYMMETRIC ENCRYPTION AND GADGET
DECOMPOSITION

In this section, widely used lattice-based crytosystems are
introduced. First, we recall LWE symmetric encryption [19].
For given ¢, n, t € N, t-bit message space Zy:, a scaling factor
1 < A < |g/2'7, and a secret key s= (—s1,..., —sy, 1) €
ZZ‘H, a ciphertext for the message m € Zj is obtained as
follows:

n
et,[Am] 2 (a,b="> aisi+ Am+e) € ZIHD* @)

i=1

where m is chosen from {0,...,2" — 1}, T denotes the
transpose of matrix, a€ ZZ is chosen uniformly at random,
e is sampled from a centered discrete Gaussian distribution
Xe on Z with standard deviation o, and s is sampled from
a distribution x;. We adopt a ternary secret key s, which is
widely used for FHE [20]. In addition, s is called h-sparse if
the number of non-zero elements of s is /.

The phase function ¢, and the decryption function ¢; of ct;
are defined as:

n
s (cts[Am]) L£p— Zaisi = Am-+e,
=1

cﬁs(cts[Am]) s L(gos(ctS[Am]) +1A/2]) /AJ.

Therefore, if |e] < A/2, then the message m is correctly
extracted by the decryption function ¢; and we call such
ct;[Am] a valid ciphertext.

If the structure ZUy'"D*! of LWE ciphertext in (4) is
replaced by Ry 4, such ciphertext is called a module-LWE
(MLWE) ciphertext CTyx)[Am(X)] for the message m(X) €
Ry 4 encrypted by the secret key s(X) € RK In addition,
we use a generalized MLWE of sample extraction [11, [4],
which generates LWE ciphertexts ct[Am;] from MLWE
ciphertext CT[Am(X)] as follows:

SampleExtract(CTx)[Am(X)], i) = cty[Am;]

Aoy / / / )

—_— (aoﬁo, oeey aO,N_l, al,o, EECEEEEY aK_l,N_l, bl), (5)
where a;(j = ay,—j for 0 < j < iand aj{j = —aiN—j
for i < j < N — 1, for all k € [K]. Then,

cty[Am;] is a valid LWE ciphertext for the secret key s’ =
(50,0,- - - »SO.N—15 51,05+ --:SK—1,N—1)- In this paper, LWE and
MLWE ciphertexts are denoted as ct and CT if they are clear
in the context.

For a given N, a ciphertext ct is called squashed if the
integer modulus used for ct is 2N. A squashed ct is used to
explain FHEW/TFHE in Section II-E.
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1) GADGET DECOMPOSITION

Next, an approximated gadget for decomposing LWE and
MLWE ciphertext is introduced, which is used for construct-
ing GSW cryptosystem.

Definition 2 (Gadget [21]). For any finite additive group
R, an R-gadget of size I, quality p, and precision € is
a vector g € R! such that any element u € R can be
written as an approximated integer combination ) ; g; - X
such that max|x;| < p for all x; € Z and the gadget error
A =u— ;g xi € R has the magnitude |A| < e.

Proposition 2 (Deterministic (signed) gadget decomposi-
tion [4], [S5]). Assume that two finite additive groups Rn .o
and Zg, and gadget parameters B € N and [ € Nare
given such that B2 < Q0 < Bl Then, there exists a
gadget g= (Bl Lo ,Bl Y and the deterministic gadget
decomposition G_l_1 :Ry,o — R}Vxé and G,' : Zg — ZIQXI
with size | = | — 1, quality p = [B/2] and precision
e =[X/_{ B'/2.

Note that if ¢ = 0, i.e., l_ = I, it is an exact
gadget decomposition and if [ < [, it is an approximated
gadget decomposition. Next, module GSW (MGSW) cryp-
tosystem [22] and external product of MGSW and MLWE
ciphertexts are introduced based on gadget decomposition.

E. FULLY HOMOMORPHIC ENCRYPTIONS USED FOR
CONSTRUCTING OD-FPFHE: (M)GSW, FHEW, AND TFHE
First, (M)GSW cryptosystem is briefly introduced. Let I, €
R”X” be the identity matrix and ® denote Kronecker product.
Then for a message m € {0, 1}, MLWE secret key s(X),
and Ry p-gadget g in Proposition 2, an MGSW ciphertext
GCTyx)[m] € RI(KQJr DXEFD 45 matrix form is obtained by
using MLWE ciphertexts as follows [5], [22]:

T

GCT,x)[m] 2 (CTS(X) [ms,f(X)])
i€[l(K+1)]

where §'(X) = (Ix+1 ® g)s(X). The external product & for
any given two ciphertexts CTyx) [m1(X)] and GCTyx)[m2]
is defined as:

(CT, GCT) - G~'(CT)GCT,
(6)
where G™! is a gadget decomposition algorithm given in
Proposition 2. The phase result of CT [@ GCT is known as
follows [4]:
@s00)(CTyx) @ GCTy(x))

= mym (X) + mpe X)+ D
iell(K+1)]

+ D sCOA) ™

ie[K+1]

B :CT x GCT — CT,

ei(X)G™H(CT);

where e(X) € RZ(KQJr D is the noise in GCT, ¢ (X) is the
noise in CT, and A(X) is the gadget error from Definition 2.
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Since |e;(X)| and |s;(X)| are small, the validity of CT @ GCT
depends on p and € of gadget decomposition.

For a given LWE ciphertext ct and an evaluating function
f, bootstrapping in FHEW and TFHE performs the following
operations: (i) the modulus of ct is reduced to 2N so that
the valid squashed ct'[Am] for m = (m;—y, ..., mo)w) is
obtained [5]; (if) BlindRotate [4] is run with the accumulate
polynomial ACCPoly(X) € Ry, ¢ whichis converted from the
look-up table f ((14) in Section IV-B), and then the following
MLWE ciphertext CT is obtained

CT [(— ™=t ACCPoly(X)X%(ct)} : @)

(iii) the CT in (8) is extracted to obtain a valid LWE
ciphertext ct” for the constant message of CT by using
SampleExtract(CT, 0); (iv) the secret key of ct” is switched
to the secret key of ct by using KeySwitch [4]. Therefore,
if my_1 controls the sign of the look-up table, or if my,_ is
zero, then (8) is correct.

Recently, a programmable bootstrapping (PBS) is pro-
posed [23], which can evaluate any look-up tables. Moreover,
without padding PBS (WoP-PBS) is proposed to make the
above bootstrapping correct even when m;_; = 1. In this
paper, WoP-PBS is applied to Ry o when Q = Qo0 with
shared primes Qp and Q1, as explained in Section IV-C.

F. INTRODUCTION TO FLOATING-POINT NUMBER
SYSTEMS
A floating-point number system can be defined as follows:

Definition 3 (Floating point number system [24]). A floating-
point number system is defined by four integers: (i) a radix
B = 2; (ii) a precision p > 2; (iii) two extreme exponents emin
and emax With emin < emax. Then a real number x is called
a floating-point number if x has at least one representation
(s, m, e) such that

x=s-m-f° 9)

wheres € {1, —1}isthe signofx, m = (mp_1.mp_ ... Mo) )
is a rational number satisfying 0 < m < f, and e is an integer
satisfying emin < € < emax. It is denoted as (B, p, €min, €max)
floating-point number system.

We call m and e in (9) as fraction and exponent, respec-
tively. Since Definition 3 does not guarantee uniqueness of
(s, m, e), normal form1 is defined as:

Definition 4 (Normal form [24]). For the (8, p, €min, €max)-
floating-point number system, (s, m, e) of x € R is called a
normal form if 1 <m < B orife = emin with0 <m < 1.

If x > pemn we can choose the unique fraction
(mp—1.mp_p ...mymo)py with m,_1 > 1, and otherwise,
we can uniquely choose m by setting ¢ = emin.

The result of floating-point operation should be rounded
to a nearer floating-point number and various rounding

IWe do not distinguish the normal form and the subnormal form given
in [24].
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algorithms have been studied [24]. In this paper, the
rounding zero (RZ) method is used [24] because it is easily
implemented by rounding down when the calculated number
is represented in normal form. Let RZ be a function from
any real number x to a floating-point number such that RZ(x)
rounds down if x > 0 and rounds up if x < O [24]. Then a
tight bound of rounding error is known as follows:

Proposition 3 (Error bound [24]). Let T € {+, —, -, /} be an
arithmetic operation. If x,y € R satisfying pmin < |xTy| <
(8 — B'~P)Bemax, then the following inequality holds

xTy —RZxTy)| < ,31_” min (xTy, RZ(xTy)). (10)

If there is no overflow, Proposition 3 gives an error bound
after floating-point operation T and RZ. However if normal
form is not used, RZ cannot be implemented by rounding
down at the p-digit point of fraction m, and hence a precision
degradation occurs meaning that Proposition 3 cannot be
applied. Consider x = 0.1 - 10! in the (10, 2, 0, 2) floating-
point number system. If x> = 0.01 - 10? is rounded down on
the second digit, the result is 0 but RZ(x?) = 1 and hence the
error is 1 which is larger than 27! calculated by (10).

The IEEE Standard [25] introduces (2, 24, —27+2,27 —1)
and (2, 53, —2'042, 210 _ 1) floating-point number systems,
which are called single and double precision, respectively.
In this paper, analogues of them are homomorphically
implemented in Section V and simulated in Section VI.

IIl. FLOATING-POINT FULLY HOMOMORPHIC
ENCRYPTION

In this section, FPFHE and OD-FHE are defined and
a cryptosystem dealing with floating-point messages is
proposed, which is used for constructing FPFHE.

A. DEFINITIONS

We formally define FPFHE and OD-FHE by extending the
definitions in the homomorphic encryption standard [20],
and we will focus on constructing a cryptosystem called
OD-FPFHE using the operations O = {4, —, -}.

Definition 5 (FPFHE). A floating-point fully homomorphic
encryption is FHE = (KeyGen, Enc, Dec, Eval) such that (i) it
uses (B, p, €min, €max)-floating-point numbers as its message
space; (ii) it has an operation set O C {+, —, -, /} (iii); it
uses a rounding function R, i.e. for T € O and any x,y with
Bemin < |xTy| < (B — B1P)Bmax, the ciphertexts ct[x] and
ctly] satisfy the inequality

’Dec (Eval(ctlx], ctlyl, T)) — R(xTy)‘
< " min (xTy, R(xTy)),
except negligible probability.

Definition 6 (¢£-Overflow). For a message space M with
norm | - | and & € R, x € M is called &-overflow if
|x| > &. For a depth-bounded circuit f, x is called &-
overflow over f if any intermediate result is & -overflow while
evaluating f (x).
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Definition 7 (OD-FHE). For a message space M with norm
| - | and a depth-bounded circuit family C, a (&, C)-overflow-
detectable fully homomorphic encryption is an FHE with a
homomorphic algorithm such that for any ciphertext ct of m €
M and any f € C, it returns a ciphertext for the message
m' = 1 if m is &-overflow over f, and m" = 0 otherwise,
except negligible probability.

For CKKS with message space Mc C CV and £ =
maxye M 1X]/2, it clearly has &-overflow numbers over f
for any depth-bounded circuit f because M is finite. If the
message space M does not have a norm such as a ring with
positive characteristic, e.g. BGV/FV and TFHE, &-overflow
number is hard to define. However, if BGV/FV are used
to encrypt a subset of Z, then &-overflow numbers can be
defined and exist as well as CKKS.

Generating a proof for overflow in CKKS and BGV/FVisa
complicated problem because fixed-point operations are used
and extra precision may be required to check if an overflow
occurs. In the proposed FPFHE, however, only by inspecting
the exponent of homomorphic operation result, we can easily
check if an overflow occurs or not when & = g/ for some [ €
N and just one extra bit in the exponent is required to do that.

Note that the security considered in this paper is
Chosen-Plaintext Attacks (CPA)-security. From that view-
point, the overflow-detecting ciphertext does not give further
information to the attacker having the encryption oracle.

B. FLOATING-POINT ENCODING AND DECODING

To implement FPFHE, we must have proper encoding and
decoding algorithms between floating-point numbers and the
corresponding message polynomials. We choose g € N and
shared primes Qg = v27 4+ 1 and Q1 = v2™ + 1 with
Qo > 0i, and use the scaling factors A = Q1 and A’ = qv
and f-evaluation map Wg : N[X] — Q, a(X) — a(B)B'".
Then, for a normal form (s, m, e) of floating-point number x,
Encode and Decode are defined as follows:

e Encode(s, m = (mp—1.mp_3 . ...mo)(g), €)

- Set pol?/nomials MS(X) & As, MiX) 2
AP miX' and Me(X) £ Ale.

- Return (M3(X), M'(X), M¢(X)).

. Decode(MS(X), MF(X), M¢(X)), where M'(X) =
GCTM' X)), i € {s.f, e}

- Setm = Wg(M5(X)), e = M®(0), and s as the
sign of M5(0).

- Return (s, m, e).

In this paper, M*(X), M (X), and M®(X) are called
sign, fraction, exponent polynomials, respectively, and the
following facts will be derived after analyzing bootstrapping
error in Section IV-B: (i) The size of Qp controls the
bootstrapping error; (ii) The rounding error after tensor
product of two MLWE ciphertexts are relatively small when
Qo and Qg are shared primes; (iii) Moreover, the size of
Qo should be large enough to take messages increased by a
carry and should be determined by depending on 8, p, and
the carry system which is analyzed in Section V-B. g is also
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used as integer modulus of LWE ciphertext and shared primes
Qo and Qg are found by exhaustive search.

C. CONSTRUCTION OF FLOATING-POINT FULLY
HOMOMORPHIC ENCRYPTION

In this section, a formal FPFHE is proposed and its essential
homomorphic operations will be introduced in Section V.
We adopt the state-of-the-art improved TFHE cryptosystem
with tensor product [1] but we change its torus modulus to
shared primes (See details in [1]).

Our proposed evaluation keys are almost similar to those
in [1], but for the proposed OD-FPFHE, these keys have been
renamed for better understanding of their roles. The evalua-
tion keys P, BL, and Ten correspond to the key-switching
key KSK, bootstrapping key BSK, and relinearization key
RLK used in [1], respectively. Note that in [1] the term
KSK is used for reverting to canonical LWE ciphertexts,
in the proposed FPFHE, P, is used for denoting the operation
of packing ciphertexts into a single RLWE ciphertext after
bootstrapping.

We use additional key-switching key KS encrypted with
h-sparse secret key to reduce the lattice dimension and error
magnitude. Therefore, the improved TFHE [1] takes the
key-chain of BSK and KSK, and the proposed FPFHE takes
the key-chain of BL, P, and KS. Fig. 1 compares between
the improved TFHE [1] and the proposed FPFHE in terms
of key-chain of evaluation keys and bootstrapping procedure.
In addition, an example of encoding, encryption, decoding,
and decryption procedures of the proposed FPFHE is shown
in Fig. 2.

Note that generating evaluation keys in FHEs assumes
circular security and key-dependent message (KDM) secu-
rity [26] and we also construct FPFHE under these assump-
tions. Then, an overall procedure of the proposed FPFHE is
given as follows and the detailed procedures will be explained
in the next sections.

° Setup(l)‘)

e Choose ¢ and shared primes Qp and Q.
Determine the dimensions Ngct, Kgct, Net, Ket,
and n. Choose ¢ for the message space Zjy: of
LWE ciphertext. Choose h for the sparsity of
secret key.

e Choose the gadget parameters B, with
B./2-quality and B, /2-precision, I =
[log O/ log B, ]1—1forall % € {bl, pack, ten, ks}
(See Definition 2).

e KeyGen(1")
Set the evaluation key as ev= (P, BL, KS, Ten) and
a secret key as sk.

o Generate two ternary MLWE keys sk-bl, sk and
a h-sparse LWE key sk-ks.

e KSijx = ctglskiBil LG j k) €
[Ket, 1, Is].

o Let S be the set of non-zero values of sk. Then,
generate BLW=GCTy.p[ m"], i € [n], and
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a) WoP-PBS (Improved TFHE [14])

Ctin € Z ACCPoly |  BlindRotate SampleExtract PackingKs$
(LWE ciphertext) | (withBSK key) | —>| (with KSK key)
-
without tensor product_,
L - ‘Z-Circular BSK k/l“l?\ixjé: l
J- - security assumption C ) KSK
«” on evaluation keys

KN
Ctout € Zq

KSK, BSK, and RLK

SampleExtract

(LWE ciphertext)

Tensor product
(with RLK key)

CTy, ..., CT; € RE™

b) Bootstrapping (Proposed FPFHE)

(MLWE 01phertexts)
1 1 Sample extract

KeySwitch >

(with KS key)

without tensor product

-

.-
CTout € RETS

ACCPoly | BlindRotate

- 3- c1rcular (V ‘l
— - security assumption on

evaluation key
ev = (P,BL,KS, Ten) KS

Sample extract

Packing
(with P key)

-
LWE:s to
MLWEs

(MLWE c1phertext) <

Tensor product
(with Ten key)

FIGURE 1. Comparison of key-chain and bootstrapping between improved TFHE and the proposed FPFHE.

M3(X) = —1A CTS[MS(X)], CTf M (X))
M) =A+X+X94, CTe[M®(X)].
(s,m,e) Me(X) = 2N Added noises are

Encoding

= (=1,(1.0011) (), 2)

@(CT®) = —1A + es(X),

Returned (s,m,e)
= (-1,(1.0011)z),2)
——

Encryption

es(X), em (X)), ee(X) with
lles(II, llem Xl < A/2, and

p Decoding
s = sign M3(0)

m = ¥g(M'(X)),
e = Me(0)

Me(X) =

M) = o(cTi[MI)])
P(CTe[Me(X)]) = (24" + e (X) + A'2)A"]

@(CTH) = L+ X+ XHA + e, (X), llee COIl < 4"/2
@(CT®) = 2A" + e.(X)
- Decryption
M) = p(CTS[M3(X)]) = (1A + es(X) + A2)A]

= l((l + X+ X4)A + e, (X) + AZ)A]’

FIGURE 2. Overview of encoding and encryption (resp. decoding and decryption) when (2, 5, 0, 3)-floating point number system, x =

—4.75, and its normal form (-1, (1.0011)3), 2) are used.

s € S where m
0 otherwise.

is 1 if sk — ks; = s, and

e Pijx = CTglsk —bl; B’g;{(] (G,j, k) €
[Kgct» Ngct» lpack]
o Ten;; = CTylsk,(X)ski,(X)BLE'] for all

(i.J) € [(Ket + DKet/2, lien] where i = 67 (i)
and iy = 6, (i) (6, and 6, ' are defined in
Section II-A).
e Encg(x)

o Choose the normal form (s, m, ) of x and run
Encode(s, m, e).

« Return FCTy 2 (CTg[M5(X)], CTa[MI(X)],
CTa[M(X)]).
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o Decg, (FCTgy)

« Run @g for all inputs to obtain M*(X), M(X),
and M¢(X).
« Return Decode(M*(X), M (X), M¢(X)).

e Eval,,(FCT!, FCT?, T)

o« If T € {+,—}, un ADD and if T = -, run
MULT proposed in Section V.

In Section VI, Qg and Q; are chosen near 40-bit shared
primes and every element of Zg are saved in CRT form
(a,b) € Zg, x Zg, to circumvent 128-bit operations.
However, to perform the original gadget decomposition G,
qﬁ_] (a, b) should be performed, which is the inverse function
of (3) and requires 128-bit operation.
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Algorithm 1 G;rtl, gadget decomposition on CRT
Input: Qg =v2™ 4+ 1, Q1 = v2" + 1,d= (ag, bp) X ... X
(an—1,bp—1) € (ZQO X ZQl)n
Output: ¢ = (c0,0,€0.1,---5€0.1—15€C1,0, - -
Zlenl
(Pre-)calculate Qo = Q]_l mod Qo
generality, Q1 < Qp
for i € [n] do .
x = (a; — b;j)Qp mod Q
y=x-+b; mod 2™
z=xv+ [(x +b;)/2" ]

S, Cu—1,1—1) €

> Without loss of

ci=(ci0s...,Ci—1) = Gil(y + 2" 7) > Guarantee that
0<y<2hn
end for
return c = (cy, ..., Cp)

Therefore, we introduce an accelerating gadget decompo-
sition Gc_rt1 using shared primes, which requires only 64-bit
operation when vQg and vQ; are less then 264,

The correctness of ngl in Algorithm 1 comes from the
following property. For any (a, b) € Zg, x Zg, with 0 <
a < 00,0 <b < Qr,and c = ¢"!(a,b) € Zp, there
exists x < Qg such that c = b+ xQ1 = (b + x) + (xv2™) by
Euclid division algorithm. Since Q1 < Qp and ¢~ Y(b,b) = b,
we obtain

xQ1=¢"Ya,b) — ¢~ b, b)=¢"(a — b, 0)=(a — b)Q1 Do,

where the equalities hold in Zg, which means x = (a — b)Qo
mod Q;. Then we can split c = y+2"'z into lower significant
n1-bit number y and more significant 7g-bit number z without
calculating the exact value of ¢, and run gadget decomposition
twice by using 64-bit integer operations.

In the next section, error amplification after bootstrapping
of the proposed FPFHE is analyzed.

IV. ERROR ANALYSIS AND SEQUENTIAL
BOOTSTRAPPING

In this section, we revisit error analysis of bootstrapping
in Fig. 1. Section IV-A proves a more generalized result
of [18], which is used to analyze the error amplification
without independent heuristic even when deterministic gad-
get decomposition is used for bootstrapping. Section IV-B
performs an error analysis for the product of two fraction
ciphertexts, which is the worst-case error amplification
among homomorphic operations in Section V. Therefore,
for a valid MLWE ciphertext from TensorProd, the server
runs KeySwtich, BlindRotate, and Packing sequentially and
returns a valid MLWE ciphertext which can be multiplied
using TensorProd again, as in Fig. 1. Therefore, a server can
run polynomial number of times due to this bootstrapping.
In detail, the following algorithms are run: (i) A BlindRotate
in Algorithm 2 runs to reduce error and raise modulus
from g to Q; (ii) A Packing in Algorithm 4 runs to pack
outputs of BlindRotate into two MLWE ciphertexts CT; and
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CT,; (iii) A TensorProd in Algorithm 3 runs to product
CT; and CT3, and p LWE ciphertexts (ct;.),-e[p] are obtained
by using SampleExtract. (iv) A KeySwitch in Algorithm 5
runs to generate squashed LWE ciphertext from (ct;)ie[p).
However, after multiplying two fraction polynomials, the
message in each coefficient may exceed 2'. To solve this
problem, Section IV-C introduces a sequential bootstrapping
with shared primes.

A. INVESTIGATION OF SUBGAUSSIAN RANDOM
VARIABLES HAVING PYTHAGOREAN ADDITIVITY

For subgaussian random variables X and Y, Corollary 1
requires boundedness of both X and Y to show that XY is
subgaussian. However, we will show that it is enough to
require that one is bounded and the other is subgaussian.

Lemma 2. If X is a B-bounded random variable, Y is o-
subgaussian random variable, and X and Y are uncorrelated,
then XY ~ subG(\/gBo).

Proof: Since X and Y are uncorrelated, E[XY] =
E[X]E[Y] = 0. Due to the following inequality

2
P(XY|>1t) <P(|Y| >t/B) < Eexp(— ;_Bz)’ an
o

it can be shown that (i) the k-th moment is bounded as
E[IXY|*] < (2B?0>)K/? kI(k/2) where T(-) is a gamma
function, and (i7) the moment generating function is bounded
as Mxy(s) < exp(4B*c2s*) [17]. Therefore XY ~
subG(~/8Bo). O

However, the factor +/8 in Lemma 2 is undesirable and
by putting additional condition on ¥, +/8 can be removed as
follows:

Lemma 3. Let X be a B-bounded random variable and Y be
o -subgaussian with symmetric distribution, i.e. E[Y?"~!] =
Oforalln € N. If X and Y are independent, then XY ~
subG(Bo).

Proof: Since X and Y are independent, E[XY] =
E[X]E[Y] = 0. By Lemma 2, there exists a measurable
function point-wisely larger than the moment generating
function Myy (s) for all s € R. Then, for any s € R,

m
) XY)"
MXY(s)=/ eAXYd]P’z/ lim Z(S ) dP
Q Qm%oon=1 n!
m
XY n
D im Z/ GXYY e
m~><><>n:l Q I’l'

" Lm/2)
< i 22 apYm
< lim ; e By ()

2.2
(%) exp ((032) S ) (12)

where (a) holds from monotone convergence of measurable
functions with boundedness of Mxy(s) [16], (c) holds since
Y has a symmetric distribution, and (d) holds from the

(SB)Zn Y2n ©
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property of B-scaled subgaussian. In addition, (b) holds since
E[(XY)>"t!] = E[X**!]. E[Yy?**'] = Oforalln € N,
and even moment of X is bounded by Lebesgue integral
property with X" < B?" for all n € N [16]. Therefore,
XY ~ subG(Bo). O

Corollary 2. Let Y; ~ subG(o) be mutually independent
random variables having symmetric distribution for all i €
[n]. Let X1, ...,X, be B-bounded random variables where
X;i is dependent only on Xo, Yo,..., Xi—1, and Yi_1. Then
Xo0Y0,...,Xn—1Yn—1 have Pythagorean additivity.

Proof: By Lemma 3, Z; = X;Y; ~ subG(oB) forall i €
[n]. Since Y; is independent of Z1, ..., Z;_1 and X; is still B-
bounded even if Zj, ..., Z;_; are given, XoYo,...,.Xy—1Yn—1
have Pythagorean additivity by Lemma 1. O
Note that Corollary 2 does not require that X;’s are
subgaussian, meaning that E[X] does not have to be zero
contrary to Corollary 1. Most of additional errors after
bootstrapping are the product form of gadget decomposition
and errors in ciphertext or secret key. Since the output of
deterministic gadget decomposition relies on its input, the
mean value of output may be non-zero, to which Corollary 2
can be applied.

B. ERROR ANALYSIS OF THE BOOTSTRAPPING ON A
SHARED PRIMES

In this section, BlindRotate, Packing, TensorProd, and
KeySwitch are sequentially run for bootstrapping as in
Fig. 1 and its error analysis is performed. Since Packing
and TensorProd have been widely studied in FHE with
GINX-bootstrapping [1], [4], their detailed algorithms are
provided in Appendix, and BlindRotate and KeySwitch
[1], [4] are modified to properly operate the proposed OD-
FPFHE. Moreover, overall error analysis is performed and the
detailed proofs are provided in Appendix.

1) SETUP BEFORE RUNNING BLINDROTATE

We have valid squashed LWE ciphertexts ctg,cty,... ctop—1,
where p denotes the precision of floating-point number
system, and the accumulate polynomial is given as

ACCPoly(X) = A" Z m“X" € Ro. Ny (13)

icln]

where the scaling factor A” > A and the coefficients m{"
are chosen by the server according to the target look-up table.
In this paper, three options of A” are considered: ())A” = A
if the output of BlindRotate is used to run TensorProd or to
generate a ciphertext of fraction polynomial; (if))A” = A? if
the output of BlindRotate is used to operate with the output
of TensorProd, which has the scaling factor A2; (iii)A” =
A if the output of BlindRotate is a ciphertext of exponent
message. For a given ct;[Am], let ¢ € N be the largest number
satisfying 2¢|a; of ct; and 2°|b of ct; for all j € [n], and let
s € N be the bit length of m such that s + ¢ < ¢. In addition,
we adopt multi-output PBS technique with 2¢ multi-output
in [1]: for given server’s target look-up tables g; : Zps —
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Zo for all j € [2°], we can convert them into polynomials
ACCPoly(X) in (13) with the coefficients

m =" > g(li2/Ngetl)- (14)

jel2¢] i=jmod2¢

Then by using BlindRotate with ACCPoly(X) and
SampleExtract(-, i), for all i € [2€], the server can obtain
2¢ LWE ciphertexts each of which has the message g;(m),
i € [2°]. Since one term in the summation of m?* in (14)
becomes the message gj(m) in the output of BlindRotate
as in (8), the server can get the information about message
bit-length of output because of publicity of ACCPoly(X).

2) RUNNING BLINDROTATE
First, we propose Algorithm 2 which is obtained by
modifying the blind rotation in [5].

Algorithm 2 BlindRotate
Input: ct = (ay,..
R0 NactKact+1)x2¢

Output: oute Z(Q zeKgert D
1. ACC := (0(X), ..., 0(X), X "°ACCPoly(X)) € R"QH
2: for i € [n] do ' )

3 ACCH = ¥, (X% — D[ACC = BLY]

4

5

Lan,b) € Zg;gld, ACCPoly(X) €

: end for > S is the set of non-zero values of sk-ks
: return out = (SampleExtract(ACC, «))qc[2¢]

The difference between Algorithm 2 and the blind rotation
in [5] is Line 3. When § = {—1, 1}, i.e. using ternary
secret key in blind rotation, the algorithm [5] runs with ACC
+=[(X% — 1)ACC @ BL"] + [(X~% — 1)ACC m BL{""].
To calculate the external product [, gadget decomposition
should be run with G} (X% — 1)ACC) and G (X% —
1)ACC), for evaluating (6). However, in Algorithm 2, only
G;tl (ACC) is required to evaluate (6), meaning that the
proposed method does not increase the number of NTT
operations even if the size of S increases. Therefore, the
number of (DNTT operations (Kgct + 1)l + 1 are required
compared to the number of (DNTT operations |S|(Kgct +
Dip + Lin [5].

The error analysis for the output of BlindRotate is given
as Proposition 5 in Appendix.

3) RUNNING PACKING AND TENSORPROD

After ct;’s are run by BlindRotate for i € [p], every
p resulting ciphertexts generate one MLWE ciphertext of
fraction polynomial by using Packing (see Algorithm 4).
If another MLWE ciphertext from Packing is given, these
two ciphertexts are multiplied by using TensorProd (see
Algorithm 3) and an MLWE ciphertext containing product
of two fraction polynomials is obtained. Note that Packing
and TensorPrd are widely used in many FHEs [1], [6] and
error analysis for the outputs of Packing and TensorProd in
our case is given in Propositions 6 and 7 in Appendix.
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Algorithm 3 TensorProd
Input CT;[Am(X)] = (aoé o Al b), CTr[Amay(X)] =
(aO, DR} akclfl ) b) € R”’C[Q-’_
Output OUT[A%m(X)my(X)] € RyS"
I: OUT = bCT) 4+ bCT> — (0, ..., 0, bb)
2: for i € [Ky], j<ido
3: Setk = 0(i,j) and set y = 1/21ifi = j, yp =
1 otherwise
v(X) = Gc_rt1 Vi (a,'q,' + cya,))
5: OUT += >, vx(X)Teny «
of evaluation key generated by the user and /ey is its gadget parameter
(See Section III-C)

6: end for
7: return OUT

»

> Teny , is the one

Algorithm 4 Packing

NoctKget+1
Input: (Cti[Ami])ielp] c Hie[p] ZQgt gct ’
Output: OUT[A >, miX'] € R§Z:+Ql

1: Set OUT = (O(X)’ et O(X)v Zie[p] biXi) > b; is the b of

ct;

2: for (iajv -x) € [pﬂ KgCtﬂ Ngct] do
3: V= G;rtl (CT,'JVX) ‘
4: OUT += Z}'E[Zpack] P« X! > Py y is the

evaluation key generated by the user and [p,ck is its gadget parameter
(See Section III-C)

5: end for

6: return OUT

However, the resulting ciphertext should be re-run by
bootstrapping for two reasons. First, a large error is added
after TensorProd so that if TensorProd is run with this
error again, the output may not be valid. Second, some
coefficient of message polynomial may contain a message
larger than the radix 8 or the degree of message polynomial
is greater than p — 1 (Recall that fraction polynomial should
have p message coefficients), that requires homomorphic
RZ operation. Therefore, SampleExtract is applied to
the output of TensorProd to generate p LWE ciphertexts
again and calculate carryovers to adjust fraction polynomial
homomorphically. This process is explained in Section V-B
and KeySwitch is again requied to make valid squashed
LWE ciphertexts. Since Packing and TensorProd have been
widely used and studied in FHEs [1], [4], [S], [6], they are
listed as Algorithms 4 and 3 in Appendix.

4) RUNNING KEYSWITCH
For p ciphertexts from TensorProd, KeySwitch is run to
reduce the modulus and dimension such that a valid squashed
LWE ciphertext is obtained.

Let ct;[A%m] be the LWE ciphertext extracted from the i-
th coefficient message by SampleExtract(-, i), and let d be
the number of zeros from LSB such that my_; = ... =
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my =my = 0form = (my_y ...mmp)2). Then KeySwitch
plays an important role in homomorphically generating the
ciphertext for s-bit message (mg4s—1 ... Mq+1 . . . mq)(2) from
the ciphertext for the message m. Since c is chosen by the
server, the server can select s to satisfy s + ¢ < ¢, and re-run
BlindRotate.

Algorithm 5 KeySwitch

Input ct[mA?] € ZSC‘NC‘H , the start index d, the number of
desirable bootstrapping bits s, and the number of multi-
output 2¢.

Output out[(mgps—1 . ..mg)2)2"%Ner™5] € Z’z’;gld

1: et < [ct/Q1] mod Qo

2. Calculate the bias = 2¢+tm0—1y, and add it to b of ct

3 ot < |cr/v2mtstetltd=—a1 mod 24

4 Setout=(0,0,...,0, by) € Z5sNeet!

5: for (j,x) € [K¢t, Net] do

6

7

8

9

> by is b in ct

v=G""(du,)

out += >, wKS; . «
: end for
: return out < |[our /29717108 Neet12¢ mod 2N

B> dgy,j is the j-th coefficient of a in ct

The overall error amplification of bootstrapping is given
in Lemma 4 by combining the errors from BlindRotate,
Packing, TensorProd, and KeySwitch.

Lemmad4. Assume that KeySwitch(Algorithm 5) runs with a
ciphertext ct[AZ (my_1...mp)2)] generated by BlindRotate,
Packing, TensorProd(Algorithms 2, 4, 3), and SampleEx-
tract with valid squashed (ct))jc[p and (ctj/.)je[p]. Let d be
the largest number satisfying mg—1 = ... = mg = 0 and
A = Q(Netl Epack ). Then the error Eo of KeySwitch output
with the message (Mgys—1...Mg)Q) 2108 Nget =S ¢ bounded
except with the probability 2~%) gs

-1
|5gn )|+AVP,32 UBks\/lkchthtV_’_m (15)
Av2d+771+S*10gNgct zqflflogNgct ’

g(ﬁ—l)

where Epack and Eg,

are derived in Propositions 6 and 7.

The proof of Lemma 4 is provided in Appendix.

If the overall error amplification &y in (15) is less than
or equal to 2Ng./2', the output of KeySwitch is a valid
ciphertext and hence BlindRotate can be applied again.
We call that FPFHE is valid if its parameters satisfy || <
2Ngci/2'. Intuitively, a valid FPFHE can bootstrap ciphertext
for the message (m;_jm;—3 . . .mo)(z)Az.

5) IMPORTANCE OF USING SHARED PRIME

The reason for using shared primes is to mitigate the
distortion in the messages that occur when the modulus
is changed from Qg to 2" for the purpose of performing
bootstrapping. However, if we change the modulus Qp to
2™ |ct - 2"/Qp] is calculated and hence the scaling factor
becomes | A - 2"/Qq]. Therefore, the inherent drawback of
this method is that the scaling factor becomes distorted, while
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Input:

By sequential bootstrapping

Output:

CT[AZ Zi(mi,zmi,lmi,o)(z)xi]

»CT[AY; (fi.l (mi2mia)fio (mi'O))(Z) x1

SampleExtract of
the i-th coefficient

Server’s lookup tables f; ;

Of message are saved as ACCPolys Other / # i cocfficient result
Ct[A (mL,ZmL,lmL,O)(Z)] ct[A (f}',l(mj,zmj’l)ﬁ’o(mj,o))(z)]
v
i d) Packing |« - —-—- =+ =" =" -
KeySwitch |= a) BlindRotate ) g -
(ACCPoly 1) < o
efamam o] b ] elama] | elafio(mo)] .7 S etl2fis (mames)]
/
[ Tensor product |« Packing ,° KeySwitch ¢) BlindRotate
a (ACCPoly 3)

-

/

-

ct[A?m; o] having a large error

KeySwitch |+

=
b) BlindRotate .
(ACCPoly 2)
ct[A?m; o] having small error

*) ct[ A2 (mz,im1,i0)(2) ]

Subtract

- Ct[AZ(mi,zmi,lmi,O)(z)]

FIGURE 3. An example of sequential bootstrapping to evaluate look-up tables (f; ;) when ¢ = 2.

the bootstrapping algorithm requires a power of two scaling
factor.

However, if shared primes are used and the modulus
reduction is performed as in Line 1 of Algorithm 5, the
approximated scaling factor A =~ v2"! of the message and the
approximated modulus Qg ~ v2"0 share the same parameter
v with negligible error amplification (which is shown in the
proof of Lemma 4). Therefore, by dividing ct by v2/ for some
i <11 < no as in Line 3 of Algorithm 5, A and Qy are easily
reduced to the power of two.

In addition, if a non-sparse ternary secret key is used for
encrypting KS; ; i, the third error term of (15) is changed
to O(y/nv). Although the first and the second error terms
of (15) can be reduced by increasing Q; = v2™ + 1 and
g, O(/nv) cannot be controlled and hence it makes an error
floor. However, if a sparse ternary secret key is used for
encrypting KS; y ¢, the third error term can be controlled by
the sparsity A.

C. SEQUENTIAL BOOTSTRAPPING ON SHARED PRIMES
FOR ACCOMMODATING LARGE NUMBERS AND
EVALUATING LOOK-UP TABLES

We discuss how to bootstrap ciphertexts of large messages
and how to evaluate arbitrary look-up tables (LUT) with the
proposed valid FPFHE with ¢+ > 2. Note that TFHE/FHEW-
based bootstrapping can evaluate arbitrary LUTs having
input with ¢ bits and output with ¢ bits, typically ¢
4 in a practical manner. Apparently, this does not imply
the ability to perform operations on arbitrary n-bit input-
output LUTs. Instead of arbitrary n-bit input and n-bit
output LUTs, if a such LUTs can be decomposed into
product forms of 7-bit input and #-bit output, it can be
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implemented using /¢ rounds of bootstrapping in a parallel
manner.

However, more challenges still exist. If each n-bit messages
are encoded as numbers in the range [0, 2" — 1] and encrypted
in each message coefficient of m(X) of ciphertext CT, it is
difficult to perform bootstrapping on them all at once due to
obtaining sign-reversed bootstrapped when most significant
bitis 1, as explained in (8)

Note that an attempt to overcome this problem is explained
in [1]. Analogously, we explain how to bootstrap when
the LUT is decomposed into z-bit input and z-bit output
LUTs in this section, that is called sequential bootstrapping.
In comparison to [1], the sequential bootstrapping performs
over integers modulo O = QpQj, which is greater than
264 and hence admits a lot of room for message space,
while [1] is limited to a small modulus. In addition, sequential
bootstrapping enables to bootstrap carry-over circuit after
calculating arithmetic operations.

To explain sequential bootstrapping dealing with worst
errors, consider an output MLWE ciphertext of TensorProd
as an input to sequential bootstrapping as in Fig. 3. First, the
operation of sequential bootstrapping is explained by using a
simple example.

Suppose that LWE ciphertexts ct encrypting each message
m; are given (the expression m; = (mpm;imp)) is a binary
representation). the precision of each message coefficient is
3 bits, and the server wants to evaluate look-up tables f; o :
Ly — Ty and fiy @ Zyy — Zo withs = 1 and 5" =
2, where the input to f; ¢ is an LSB of the message, and the
input to f; 1 is the remaining 2 bits of the message. Then, the
server can evaluate each f; ; on the ciphertext by sequential
bootstrapping with ACCPoly 1, 2, and 3, and its equivalent
look-up tables go,. .., g4 as follows:
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output \ location 0 1(=2°-1)
go (XA) 0 1
g1 (XA) 1
g2 (XA) fi0

0

g3 (xA?)

I
(0) fio(1)
1

3(=28 — 1)
fi1(3)

output \ location 0 1 2
ga (X24) fi,1(0) | fin() | fin(2)

The sequential bootstrapping is performed as follows: (i)
AtFig. 3 a), two ciphertexts are generated by using ACCPoly
1 and (8); (ii) These two ciphertexts are multiplied and
ct[Azmi,o] is generated. Since it contains a large error, the
server runs KeySwitch and BlindRotate with ACCPoly 2
at Fig. 3 b) to optain a partial result ct[Af;o(m; )] and
ct[Azmi,o] with small error; (iii) ct[Azmi,o] is subtracted
from the input ct[Az(miyzmiylmi,o)(g)] and runs KeySwitch
and BlindRotate with ACCPoly 3 at Fig. 3 ¢) to obtain
ct[2Af; 1(m;2m; 1)]; (iv) Packing is run to collect every
partial ciphertext at Fig. 3 d).

The correctness of sequential bootstrapping in Fig 3
relies on two facts. First, the subtraction x) part gen-
erates negligible error amplification because the error
amplification of BlindRotate is O(2™)-times less than the
error amplification of TensorProd, which are shown in
Propositions 5 and 7 in Appendix. Therefore, the output
of BlindRotate can be added to and subtracted from the
output of TensorProd poly()-times, with negligible error
amplification. Second, every output ciphertext in Fig. 3 is
generated by using the proposed sequential bootstrapping in
Fig. 1 (or subroutine), except the output at %) part. Therefore,
if the proposed FPFHE is valid, every output ciphertext
is valid.

Finally, we formally propose a sequential bootstrapping,
which is the special case of WoP-PBS on our shared prime as
follows.

Lemma 5 (Sequential Bootstrapping on Shared Primes,
Analogous of Lemma 5 in [1]). Suppose that a valid FPFHE
with LWE message space Zyt for t > 2 and look-up tables
Jo,...,fr—1 are given. Then, for each bit of the message
m; = (m;y—1...m;0)@) of the ciphertext ct[AZm;] obtained
by BlindRotate, Pack, TensorProd, and SampleExtract,
a valid ciphertext CT[A"f; j(m;;)] is generated for any
scaling factor A" > A.

Although Lemma 5 is similar to Lemma 5 in [1], NTT
can be used in the proposed FPFHE and hence a large
message can be processed without generating extra noise,
contrary to the improved TFHE using FFT [1]. In addition,
the proposed FPFHE allows to pack up to p LWE ciphertexts
for multiplying two packed ciphertexts and to bootstrap every
coefficient bit by bit, by applying sequential bootstrapping,
which is essential for constructing homomorphic floating-
point operations.

In the next section, floating-point homomorphic addi-
tion and multiplication are proposed for constructing
FPFHE.
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V. OVERFLOW-DETECTABLE FLOATING-POINT FHE

In Section V-A, floating-point homomorphic addition
and multiplication denoted as ADD and MULT are
proposed. Section V-B constructs various homomorphic
(sub)algorithms for constructing ADD and MULT. Sec-
tion V-C proposes a homomorphic method for normalizing
floating-point outputs. Finally, Section V-D introduces a
homomorphic algorithms for generating ciphertext of the
message indicating overflow occurrence.

Due to Lemma 5, various floating-point homomorphic
algorithms can be constructed and we will implement (4,27,-
511,511) and (4,12,-127,127) OD-FPFHEs as examples,
which achieve double and single precision, respectively.
Also, we choose LWE message space with ¢t = 6, meaning
that each least significant 5-bit messages can be sequentially
bootstrapped. Note that, various ACC initial polynomials for
implementing each pseudo-code of homomorphic algorithms
are listed in Appendix.

A. OVERVIEW OF HOMOMORPHIC OPERATIONS FOR
OD-FPFHE: ADDITION, MULTIPLICATION, AND
OVERFLOW-DETECTION

For a better understanding of homomorphic operations,
we briefly explain how to do floating-point homomorphic
addition and multiplication of ciphertexts by using examples
in Figs. 4 and 5. Also, their pseudo-codes are given in
Algorithms 6 and 7, denoted as ADD and MULT. Note
that all the homomorphic algorithms used for construction of
ADD and MULT are proposed and explained in detail in the
following sections (Therefore, you may read the following
sections and then come back to this section if needed.)

Addition is performed as follows (e.g. See Fig. 4 A) Addi-
tion). (i) Takes two floating-point ciphertexts; (if) Calculate
the maximum of two exponents; (ii/) For each exponent,
subtract exponent values from the max value and calculate
the minimum of p and the subtracted value homomorphically;
(iv) The difference values are sign-reversed and lifted to
the monomial exponent multiplied with its sign message by
ConstToExp; (v) The outputs at (iv) are multiplied with
each fraction polynomial; (vi) CarryAdd bootstraps each
coefficient of the output ciphertext at (v) to make it less
than the precision 8 and move its carry to higher-degree
coefficients.

In Fig. 4 A), there are two noticeable points. The first one
is that the max of two exponents is added by 1. because,
after moving carry to higher-degree coefficients, the p-th
coefficient of fraction polynomial may become non-zero.
For this case only, the resulting fraction polynomial should
be divided by X and the exponent should be increased by
1 to make it a normal form. Note that, it may require a lot
of computation at the server to homomorphically check the
value of the p-th coefficient. However, if the server adds 1 to
the max value in advance, and regards the most significant
position in fraction polynomial as p, normalizing process can
be easily implemented.
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| C) Proofing
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FIGURE 4. Addition: (2,5,0,3)-floating point number system with x = —4.25, y=1.5. Normal representation of

X = (sx, ex,mx) and y = (sy, ey, my) is (-1, (1.0001 )(3), 2) and (1, (1.1)(3), 0), where (1.0001)(3) = X4 +1and (1.1 )2)
= X* 4+ X3. Dashed-circle is the input, dotted-circle is the input value, solid-box is the homomorphic operation requiring
sequential bootstrapping, dash-single dotted box is the homomorphic operation without sequential bootstrapping.

Algorithm 6 ADD

Input FCT' = (CT{,, CTj,., CTey,) for i = 1, 2, CTproof

Output FCTyyt = (Outsign, Outsign, Outsign), CT

proof

1: CTE [max(my, mp)A'] = Max(CTy,,mA'],
CTz,,[mA'])

2: for i=1:2 do

CTSifIf[min (max(my, my) — mi,p))A’] = Min(

CTEy - CTeyp CTIpA'D)

4. tmpCT; = TensorProd (ConstToExp(CTg,ig, CTéign),
CT%I‘}IC)

5: end for

6: (Outsign, Outfrac, (IsZero;)ieppy) =
CarryAdd(tmpCT; + tmpCT,)

7: CT;rOOf = GenProof(CT{;‘&‘)x + 1, CTproof)

8: (Outfryc, Outexp) = Normalize((IsZero;);c(p), CTQ}&‘)" +
1, Outfrac)

9: return (Outsjgn, Outfrac, Outexp, CTproof”)

The second one is that the input to ConstToExp is forced to
take a value between 0 and p by applying Min at (iii). If the
monomial obtained at (iv) has the degree less than or equal
to —p, multiplication of this monomial and each fraction
polynomial, as performed at (v), generates a new fraction
polynomial with coefficient O for the term X/, 0 < i < p.
However, time consumption of the proposed ConstToExp
depends on the maximum input size, and therefore forcing
its input less than or equal p enhances the overall speed of
ADD.

For multiplication as in Fig.5 A), (i) Take two floating-
point ciphertexts; (ii) Multiply two fraction polynomials; (iif)
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CarryMul bootstraps each coefficient of the output at (if) to
make it less than the precision § and moves its carry to higher-
degree coefficients; (iv) Add two exponents; (v) Multiply two
signs.

Algorithm 7 MULT
Input FCT' = (CT.._,CT: ,CT:

sign’ frac> exp

Output FCToy = (Outsign, Outsign, Outgign), CT;rOOf

1: (Tmpg,., (IsZero;)ie(p)) =
CarryMul(TensorProd(CT}mc, CT%raC))

2 Tmpgy, = CTéy, + CTay,

3: Outsign = Packing o BlindRotate o KeySwitcho Sample-
Extract( TensorProd(CT};,,, CT3,,), 0)

sign’
4: CT;)rOOf = GenProof(Outeyp, CTproof)

)fori=1,2,CT

proof

5: (Outfrac, Outexp) = Normal((IsZero;)icp), FCTox, Outgrac)

exp
6: return (Outfrc, Outgign, Outexp, CT;mOf)

For both ADD and MULT, the homomorphic opera-
tion output is converted into a normal form by applying
Normalize as explained in Section V-C. The resulting
exponent after performing ADD or MULT is examined to
check if an overflow occurs or not by GenProof as in Figs. 4
C) and 5 C), and a ciphertext CT . containing overflow

. . . proot .
information is generated, as explained in Section V-D.

B. VARIOUS NON-LINEAR HOMOMORPHIC ALGORITHMS

FOR FLOATING-POINT HOMOMORPHIC ADDITION AND

MULTIPLICATION

In this section, various non-linear homomorphic algorithms

are introduced which are necessary for ADD and MULT.
First, we propose Max in Algorithm 8 to calculate the

maximum of two exponent values. The correctness follows
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FIGURE 5. Multiplication: (2,5,0,3)-floating point number system with x = —4.25, y = 1.75. Normal representation of x

andy is (-1, (1.0001)(3), 2) and (1, (1.11)3), 0), where (1.0001) )

=X%+1and (1.11)) = X* + X3 + X2,

Algorithm 8 Max

Algorithm 9 ConstToExp

Input CTS0[m1A'], CToplmaA']
Output Outeyp[max(my, my)A']
1: CTexpl(Meme—y ... mo)2)A'] < CTep — CTop + 2¢A/
B> e is the smallest integer satisfying emax — emin < 2¢
2: Generate MLWE ciphertext CTtmp;[m; A] by sequential
bootstrapping for all i € [e + 1]
3: for i € [e] do
4: CT[m.m;2' A'] = PackingoBlindRotate o KeySwitcho
SampleExtract (TensorProd (CTtmp,, CTtmp;), 0)
Out < Out + CT[m,m;2' A']
6: end for
7: return Out + CTg()p 2¢ A’

from max(x, y) = ReLU(x — y) 4+ y where ReLU(x) return
0 if x < 0 and x otherwise. To examine the sign of message
in CT&)p — CTg()p, assume that both messages take the value
between emin and emax. Since the magnitude of message in
CTg()p — CTg()p is less than 2¢, the server can add 2¢A’ to it
and check whether m, is still one or not by using sequenctial
bootstrapping in Line 2. Then, a ciphertext CTtmp,[m.A] can
mask other ciphertexts after processing the loop Line 3-5,
which is equivalent to ReLU.

Next, we propose a homomorphic algorithm for lifting a
constant message mA’ to the monomial exponent message
as AX™ in ConstToExp (Algorithm 9), which is used for
equalizing exponent values before doing addition and for
normalizing the resulting ciphertext after doing addition or
multiplication. For the former case, ConstToExp returns a
ciphertext containing the message m;AX " for given sign
message myg, and for the latter case, returns a ciphertext
containing the message AX".
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Input CTeyp[mA'] where m = (m, . ..
f€{0, 1}
Output Out[AX™]if f = 1, Out[m;AX "] otherwise
1:  Generate CT;[m;A] by using sequential bootstrapping
and Packing
Out[(1 = fHim; +fA] =1 _f)CTsign +fA
foriec[e+ 1]do _
Out = TensorProd((X¥ —D2' —
for j € [2] do
Out = Run Packing with BlindRotate
oKeySwitcho SampleExtract(Out, j)
end for
8: end for
9: return Out

mp)2), CTsign[msAl,

1)Out, CT;)+ AOut

~

The correctness of ConstToExp in Algorithm 9 is similar
to the correctness of BlindRotate. Suppose that m =
(meme—1 ... mo)2) and CTgign[msA]. When i = 0 in Line 4,
the message AZ(X — Dmg+1) = AZX™0 is assigned to Out.
By induction on i, we can show that the message A2X"-"0@)
is assigned to Out if the previous message is AZX"i=1-""0@
In addition, we know that Out in Line 4 can be bootstrapped
with sufficiently large Qp since the error added to Out is
relatively small by Propositions 6 and 7.

Next, a homomorphic carryover algorithm for addition is
proposed in Algorithm 10, denoted as CarryAdd, which is
a core part of performing carryover during addition of two
fractions. Let 7 7 — Zg, m(x) = x mod B be a
message-extraction function. After two ciphertexts are added,
message in each coefficient should be adjusted by using 7
and if a carry appears, it should be added to higher-degree
coefficients.
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There are many ways to move carry, and first we give
abstract definition of carry system. Let ¢;,; : Z — Z be a
carry function for all i,j € N with i < j. After defining a
carry collection &; by using ¢; ,; and &y,...,&;_1, recursively,
we define a carry system € over polynomial ring Z[X] as
follows:

n j—1
QJ(Zaixi) = [otj + Z(Ci—>j o Q’)(Oé(X))] €Z,
i=0 i=0

@(Zq,xf) = > (ro&)aX)X/ € ZIX],  (16)
j=0

J=0

where € ( X1 aiX") = o, i.e. the constant coefficient does
not take a carry. Therefore, the carry system € is dependent
only on carry functions ¢;_;.

Intuitively, the carry collection €; adds every carry (¢;—; o
¢)(a(X)) to the j coefficient «; from all coefficients strictly
less than j. In addition, we will call € a valid carry system
if Wg(a(X)) = (Vg o O)(a(X)) € Q for all a(X) € Z[X],
i.e. sharing the same value when evaluating 8. For ADD,
Cisit1(x) = (x —m(x))/pB is used for all i € N.

Algorithm 10 CarryAdd

Input CTrc[m(X)A?]
Output (Outsign, Outfrac, IsZerojepy17)
1 Setet® =0 for et € Zg ™ and CTprye < CTiracX
2: forie[p+2]do
3: Tmp[A%C;(m(X))] = SampleExtract(CTyyc, i)
~+ct€
4 e[ AGToC)mX))], et[A%(cimsis1 0€)MX))] <+
Run
SampleExtract(-,j)  with
KeySwitch) (Tmp) and j € [2]

(BlindRotate o

5: end for

6: CT;ign = (Packing oBlindRotateo KeySwitch)(ct®)
extracting the sign of last carry ciphertext

7. CT = TensorPrOd(CT;ign, Packing(ct)), ..., ct; 1)

and set ¢t =0
8: foric[p+2]do
9: Tmp = SampleExtract(CT’, i) + ct¢
10: (ct/, ct®, IsZero;) = Run SampleExtract(., j) with
(BlindRotate o
KeySwitch) (Tmp) and j € [3]

contains a message mA with m = 1 if the message of ctg/ is zero, and

> IsZero;

m = 0 otherwise.
11: end for
12: return (CT;ign, Packing((ct;/)l.e[p +2])’ (ISZero,-)ie[pH])

The correctness of CarryAdd is as follows: The fraction
polynomial is multiplied by X so that the least significant
coefficient can take a carry from the previous coefficient.
Note that the position of most significant coefficient is p + 1,
not p — 1, since the fraction polynomial is multiplied by
X, and the exponent message is increased by 1 in advance.
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After CarryAdd runs at every iteration on Line 2, a last
carry ct® appears at p + 1 coefficient and its sign becomes
the sign of the output of adding two ciphertexts. However,
if this sign is negative, a packed message from ct,, .. .,ctI’J 1
is sign-reversed, and to fix this problem, CT;ign in Line 6 is
multiplied to the packed ciphertext to CT’ in Line 7. While
adjusting and moving carries in Line 8, CarryAdd also
checks whether each coefficient of €(m(X)) is zero or not,
and generates a ciphertext IsZero;. Note that IsZero; is used
to make the message in normal form in Section V-C.

Similar to CarryAdd, a homomorphic carryover algorithm
for multiplication CarryMul is proposed in Algorithm 11
using a valid € and carry functions ¢;_;.

Algorithm 11 CarryMul
Input CTirc[m(X)A%]
Output (CTj, ., (IsZero))ic[p))
1: Setct! =0 foralli € [2p] where ct] € ZZC‘NC‘H
2: fori € [2p] do
3. Tmp[A%€;(m(X))] = SampleExtract(CTy,, i) +
ctf

4: (ct;[AGr o C(mX))]. (ct]?c[A2(ci_>j o

EHmX ))])j, IsZero;) < Run
sequential bootstrap to generate ciphertexts of i-th

message (7 o €;)(m(X)) and carryovers (¢;j o &;)(m(X))
for all j > i, from the ciphertext Tmp

5: Update carry ct]‘-' += ct]‘-"' forallj > i.

6: end for

7: return (Packing(ct;)ie[g,,], (ISZCI’OZ'),‘E[QP]))

We use the following carry functions for multipli-
cation. For the given i-th coefficient of [-bit message
(mi—1 ...mo)), set cimip1(MA?) = (mzmy))
and ¢;iq0i(m) = (majy3majiomajyima) o) for all j >
1. Note that it is not trivial to design look-up tables for
generating ciphertexts in Line 4 and we list various look-up
tables (ACCPoly(X)) for implementing above carry system
in Appendix.

For accelerating CarryMul, an upper-bound of &;(m1(X)
my(X)) is derived for any valid fraction polynomials m(X)
and my(X) in Proposition 4.

m =

Proposition 4. Suppose that two polynomials a(X), b(X) €
N[X] are given where a; < b;, and carry functions ¢;_,; :
N — N are given for all i, j € N such that ¢;_,j(x) < ¢;;(y)
ifx <yforallx,y € N. Then the inequality €j(a(X)a(X)) <
Ci(a(X)b(X)) holds for all j and any a(X) € N[X].

Proof is provided in Appendix. By Proposition 4,
CimiXmX)) < ClmiXmmax(X)) < €ilmp, (X)),
where mm(X) = (8 — DA 25:01 X/. Therefore, for any
carry functions ¢; ,, the maximum value of each coefficient
is less than or equal to €;(m2,,, (X)) while processing carrys.
From Proposition 4, we can derive the condition for the

modulus Qg (as discussed in Section III-B, (iii)) such that
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21071 > Jog max; Qli(mzmaX(X )). Otherwise, messages may

be deformed due to small Qy. Moreover, this upper-bound can
be determined in advance, and the range of index i in Line 2
of CarryMul can be reduced since the server knows the
worst-case smallest index which affects the least significant
position p — 1 by using max; e:,-(mﬁm(x ).

C. HOMOMORPHIC ALGORITHMS FOR NORMALIZING
FLOATING-POINT OUTPUTS

After doing CarryAdd or CarryMul, fraction and exponent
should be adjusted to a normal form. The first step is to count
the number of consecutive zeros from the most significant
in the fraction until nonzero value appears and we propose
HomCount in Algorithm 12 for that purpose.

Algorithm 12 HomCount

Input (IsZero)c,

Output Out[mA'], where m is the number of consecutive
zeros from the most significant until nonzero value
appears

1: CTi[Amy _1] < IsZeroy _1[Amy_1]

2: Out[A%myy_1] < AlsZeroy_[Amy_1]

3: fori:p/—2t90d0 ,

4 (CTATES mi). CTAA2 T i) «
Packing oBlindRotateo KeySwitch
(SampleExtract(TensorProd(CT, IsZero;),0))

Out +=CT,

6: end for

7: return Out[mA’] < Bootstrap Out

Note that the message of CT; and CT, are the same
except the scaling factor. In Line 4 of Algorithm 12,
TensorProd(CTy, IsZero;) works as AND gate meaning that
the message of its output is A only if the messages of both
CT; and IsZero; are A. Therefore, every returned ciphertext
CT; in Line 4 encrypts A until the message of IsZero; is
0 at some index i for the first time, and encrypt O afterwards.
Then, all the returned ciphertexts CT, are added to generate
Out in Line 5, which has the message scaled by AZ. Finally,
we bootstrap Out to obtain a ciphertext containing the
message about the number of consecutive zeros starting from
the most significant until nonzero significant value appears.

Algorithm 13 Normalize :
Input ((IsZero;)ic(pis CTexp’ CTfrac)
Output Qutfrac, Outexp

1: CTg}(‘I‘,‘ = Min( HomCount((IsZero;)ie[p]), CTexp)
2: CTypp = TensorProd(ConstToExp(CT™"), CTiac)
3: fori € [p] do
4

exp
: out; <~ (BlindRotate oKeySwitcho
SampleExtract)(CTyp, i)
5: end for

., outy_1), CTexp — CTmin

6: return (Packing(outy, .. exp
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By using HomCount, we construct Normalize in Algo-
rithm 13 for normalizing fraction and exponent of the output
ciphertext. Since the number of consecutive zeros in the
fraction is counted by HomCount, Normalize can subtract
this value from the exponent ciphertext. However, since
the subtracted message may be less than eni,, Normalize
evaluates Min in Line 1 and then subtracts this min value from
the input exponent ciphertext in Line 4. Note that CTg‘f};‘ of
constant message is converted to CTyyp of monomial with this
constant message as its exponent by ConstToExp in Line 2.
Finally, all out ciphertext out; are packed into one MLWE
ciphertext.

D. GENERATING A PROOF TO DETECT OVERFLOW AND
CONSTRUCTING OD-FPFHE

In this section, we propose GenProof in Algorithm 14
to generate a ciphertext, called as a proof containing the
message indicating whether &-overflow occurs or not. Note
that we will use the threshold & = 2fmaxt1 and an auxiliary
numbers ¢’ > [log max(|emax — 1|, |émax — 2€min+ 1])] +1 in
Algorithm 14 to examine the value of exponent, which is
used for the proposed OD-FPFHE. The GenProof operates
as follows:

Algorithm 14 GenProof
Input CTexp [mA/]a CTproof[mpf A']
Output proof[(m,r + )Nl witho = 1if m > emax, and
a = 0 otherwise
1: CT[(my—1 ... mo)2)A'] = CTexp + (2° — emax — DHA’
2: CT;roof[(l — my_1))A’] <= > Calculation can be performed
via Line 1-5 of Max (Algorithm 8)
3: return CT;)IOOf += CTproof

GenProof operates similar to Max as follows: If the
previous proof has the message myy is 0, i.e., an overflow
does not occur while performing the previous operations,
then the message m is in 2epmin < m < 2emax. Since
m £ emax—m~+ 11is strictly positive if and only if m < ey,
the ¢/-th bit in the binary representation of 2¢ —m’ is one if and
only if m’ is strictly positive, meaning that CT;mOf in Line 2
has the message about whether m > epax or not. Otherwise,
if the previous proof message m,s has a non-zero message,
then it indicates that an overflow has already occurred, hence
CT;aroof has a non-zero message.

Finally, a user can check whether an overflow occurs or
not by decrypting the returning proof that is a sum of all
the previous proofs. Therefore, by combining FPFHE with
bootstrapping failure probability 27" given in Lemma 4
and an arithmetic circuit family C which contains a circuit f
having poly(v) bounded operations, (8¢ *!, C)-OD-FPFHE
is constructed.

VI. SECURITY ANALYSIS AND SIMULATION RESULTS
As other FHEs, the proposed OD-FPFHE takes key-
dependent message (KDM) and circular security assumptions
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TABLE 1. Concrete parameters of OD-FPFHE for various security levels.

\ Net Kt Ngcl Kgcl n Qo —1 Q1 —1 q By Bpack Bey By h
D128 | 28 13 | 21T 2 813 | 521-239 | 521.229 | 22T [ 272 | 216 | o138 2 131
D160 | 28 16 | 21T 2 1089 | 521-239 | 521.229 | 221 [ 210 [ oI 1 918 2 131
D192 | 2 19 | 21T 3 1292 | 521-239 | 521.229 | 222 | 210 [ 213 1 oI8 2 160

TABLE 2. Time consumption of ADD and Mult for various parameter values (second).
cryptosystem \ operation | ADD(single) | MULT(single) | ADD(double) | MULT(double)
[15] TFHE-based 54,887 1,152 - -
CKKS-based 15,284 39.3 - -
Time (1 thread) 541 452 875 824
D128 Time (4 thread) 192 161 281 277
Time (10 thread) 135 125 191 229
Amortized time 53.88 42.19 90.7 87.7
Time (1 thread) 823 674 1,303 1,230
D160 Time (4 thread) 357 322 565 604
Time (10 thread) 254 236 382 435
Amortized time 95.2 78.4 178 204
Time (1 thread) 1,516 1,257 2,439 2,303
D192 Time (4 thread) 638 556 935 915
Time (10 thread) 414 376 616 688
Amortized time 144 129 260 300

to generate public keys [2], [22], [26]. To determine concrete
parameter values of OD-FPFHE for achieving target security,
we estimate the computational complexity of Primal uSVP
and dual lattice attack using k-block BKZ with SVP oracle
having the sieving cost 20-292¢+16-4 [27] In addition, we apply
hybrid primal and dual attack [28] to LWE key-switching key
encrypted by h-sparse sk-ks.

A. SIMULATION RESULTS

Every simulation is performed by running Ubuntu 20.04 LTS
over Intel(R) Xeon(R) Silver 4210R CPU @ 2.40GHz having
20 core 40 threads and 256 GB of RAM. PALISADE is com-
piled with the following CMake flags: WITH-NATIVEOPT
= ON (machine-specific optimizations are applied by the
compiler), WITH-INTEL-HEXL = ON (AVX-512 acceler-
ation is used), and WITH-TCM = ON (Tcmalloc is used,
which is suitable for multi-thread processing), by Clang++
10.0.0.

In Table 1, the number after D (double precision) refers
to the security level in bits. For instance, D128 guarantees
128-bit security of double precision OD-FPFHE under
Primal, Dual, and hybrid attacks. Note that OD-FPFHE with
D128 can deal with the ciphertexts for both double and single
precision messages.

We implement (4,27,-511,511) and (4,12,-127,127)
floating-point number systems by using PALISADE v1.11.
We simulate ADD and MULT in Algorithms 6 and 7 by
using 1 (single-core), 4, and 10 threads using the parameters
in Table 1 and list the operation time in Table 2. In addition,
we simulate addition and multiplication time per threads,
which is also listed in Table 2 as Amortized time. Therefore,
if many threads are available, run time is expected to be close
to the amortized time if a circuit is evaluated parallel such
as matrix multiplication. However, if a circuit is evaluated by
sequential operations, run time is expected to be close to the
Time (10 thread) in Table 2.
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B. PERFORMANCE EVALUATION OF THE PROPOSED
OD-FPFHE
The speed of ADD and MULT of the proposed OD-FPFHE
with D128 is 100x and 2.6x times faster than those of
TFHE-based implementation [15]. While the floating-point
implementation in [15] inefficiently utilized the existing
homomorphic encryption, the proposed approach redesigned
homomorphic encryption to align with floating-point opera-
tions in the plaintext domain, resulting in a significant speed
improvement. Also, the speed of ADD is 28.8x faster than that
of CKKS-based implementation [15]. However, the speed of
MULT of CKKS-based implementation [15] is faster than
that of the proposed OD-FPFHE because the implementation
in [15] does not normalize the result and hence Proposition 3
is not guaranteed.

Next, we arbitrarily choose double precision and sin-
gle precision messages x without encoding error, i.e.
Decode(Encode(x)) = x as follows:

x} = —9.1763514236254290 1072,
X3 = 6.2467247246375865 % 10724,
X3 = 2.4523526872362373 % 10>,
x§ = —5.4324663335297274 % 10!7,
x! = —2.7914999921796382 x 10713,
= 8.3867001884896375 % 10712,

\y

x;

x2 = 1.82634005135360 % 104,
4

= —6.278269952 % 10°,

S

where xfi denote double precision message and xél denote

single precision message. Then we evaluate z; = x! + x2,

Z2=x3—-xY7P =z nandzy = z% over the ciphertext
domain, and the results together with the correct calculation
values are listed in Table 3. Note that the correct calculation

values are rounded down. It can be easily checked that the
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TABLE 3. Homomorphic computation results For double precision(64-bit) and single precision(32-bit).

\ xé + xfl :Eg - :Eﬁ (:vcli + xﬁ)(xi - 13) ((zé + 13)(:)33 - :):3))2
Correct value | 6.2467246328740732 - 1024 | 2.45240701189957269 - 1022 | 0.153195112910661 | 0.023468742619710
OD-FPFHE | 6.2467246328740717 - 102% | 2.45240701189957230 - 1022 | 0.153195112910657 | 0.023468742619709
\ s + a3 zi — g (w5 +2) (@ —25) [ [(wg +22) (@l — 2)]?
Correct value 0.153195112910661 0.023468742619710 1531.23945 2344694.28
OD-FPFHE 0.153195112910657 0.023468742619709 1531.23937 2344694.00
error between correct value and decryption result is bounded holds. Then for the index j,
as expected from Proposition 3 if an overflow does not occur.
All the simulation codes are open to the public. Ci(a(X)a(X))
C. CONCLUSIONS AND FUTURE WORKS = Z didtj—i Z(c"*f 0 €)(a(X)a (X))
We proposed a floating-point fully homomorphic encryp- el vl
tion with homomorphic normalization. Since floating-point = Z biaj—i +- Z(CH]‘ o E)(b(X)a(X))
number systems are is widely used in many areas such i€[j+1] i€[/]
as high-precision deep learning and control systems, the = G(b(X)a(X))
proposed FPFHE can guarantee both privacy and accuracy
for many precise applications. In addition, we proposed an (|
OD-FPFHE which also has many applications. For instance,
it is quite useful for solving satellite collision problem and APPENDIX B

performing accurate continual learning while keeping the
privacy of training data because the encrypted training data
causing an overflow can be excluded at the training stage to
avoid the degradation in learning.

However, there are still many issues to be studied. First,
we do not propose homomorphic floating-point division
algorithm. Since algebraic structures of many FHEs are
not in Euclidean domain, a simple and natural division
algorithm is not trivial, and hence we have been searching
an effective and fast division circuit suitable for the proposed
FPFHE. In addition, floating-point homomorphic elementary
functions such as exponential, logarithm, and N-th root
functions are also desirable in privacy-preserving machine
learning.

One of the critical disadvantages of current OD-FPFHE
is slow operation time. However, the operation speed can
be improved in many aspects as follows: Since a large Q
affects bootstrapping time, reducing Q should be investigated.
For instance, randomized gadget decomposition is reported
that it reduces error amplification after running GSW-
like multiplication [21]. Therefore, effective randomized
gadget decomposition for OD-FPFHE and both rigorous and
practical error analysis will improve the operation time.

Also, studies of accelerating speed of FHEs on GPUs
have been performed [29] and in the near future, OD-FPFHE
is expected to benefit from such hardware acceleration,
potentially leading to the improved performance.

APPENDIX A

PROOF OF PROPOSITION 4

We prove Proposition 4 by induction on j of €;. Assume that
&o, ..., €;_ satisfy Proposition 4. Since every coefficient of
b(X) is greater than or equal to the corresponding coefficient
of a(X), Co(a(X)a(X)) = apao < boao = Co(b(X)a(X))

VOLUME 12, 2024

ERROR ANALYSIS OF BLINDROTATE

Proposition 5. Assume that BlindRotate in Algorithm 2
runs with a valid squashed ct and returns outy € Zgg”Kg”H
for the message (ACCPoly(X) X ¢, Then for any a €
[Ngel, the error in a-coefficient, denoted as Sé‘f) of outy,
is bounded except with probability 2~ as follows:

& = O(BMM(;@ T a\/%)) (17)

Proof: When Algorithm 2 runs with i on Line 2, by using
(7) and CMux gate analysis in Section 3.4 of [4], the additive
error is derived as follows:

D (X = DG (ACCHE] (X)

Jellpi]
+ DX = DGt (ACCDET (X)
Jellol]
+ > (X9 = DAJX) + (X% = DA (X)]sk — bI(X);,
jellul

(18)

where ACC® is the computed value after the (i — 1)-st
iteration on Line 3, A}(X) and Aj_l(X) are gadget error
polynomials, and Ejl(X) and Ej_l(X) are j-column error
polynomials of BL} and BL;" n respectively.

Since the errors Ejl(X) and Ej_l(X), and the secret
key sk — bl;(X) follow symmetric distribution and each of
them is multiplied by independent and bounded random
variable, then the summands in each summation in (18) have
Pythagorean additivity by Corollary 2. By induction on i,
we can obtain (17) by using (2) and Proposition 1. O
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ERROR ANALYSIS OF PACKING

Proposition 6. Assume that Packing in Algorithm 4 runs
with p ciphertexts (ct;{Am;))ic[p) where ct; € ZggC'Kg“H
are generated by running BlindRotate in Algorithm 2

with valid squashed (ct]’-)je[p], and returns a ciphertext
OouT[A Zie[p] miX'] € R1[\$§+QI Then for any coefficient
o € [2p], the a-coefficient error 5},321( of OUT is bounded

except with probability 2~ as follows:
I€ ackl = |5[(,?)| + O(Bpack\/ VNgctKgct(p +oy lpack ))
(19)

Proof: The decryption result of the output of Packing
OUT in Algorithm 4 is as follows:

- 1
Z Gcrtl(CTi,j,x)y(Sk — blj, XBgz_ck J ¥ ),(X))Xl

L, X,y
%
i€[p]
_Z¢(CT )X’+Z(Z Al XDk — bl
+ Z Gcrt (CTl] X)y ]xy(X) (20)
i,j,x,y
where Aj/ vy is a gadget error and E/ ,(X) is the error

polynomial of packing key P; y y, Wthh 1s already analyzed
(See details in [4]).

Since the errors Ej’!x’y(X) and the secret key sk — bl
follow the symmetric distribution and each of them is
multiplied by independent and bounded random variable,
the second and third summands in (20) have Pythagorean
additivity by using Corollary 2. Since the first summation
in (20) is 3, (AmX' 4+ E), (19) holds. O

APPENDIX D

ERROR ANALYSIS OF TENSORPROD

Proposition 7. Assume that TensorProd in Algorithm 3
runs with two ciphertexts CT{[m1(X)] and CTy[ma(X)] €
Rﬁgg which are generated by Algorithms 2 and 4
with valid squashed (ctj)je, and (ct<)je[,,
OUT[Am (X)my(X)] € R If A = QNutlEpack]) is
chosen and the coefficients of both m1(X) and my(X) are
bounded by A(B — 1), then for any « € [2p], the a-coefficient
error 5}2 of OUT is bounded except with probability 2~
as follows:

1
O(Apﬂ ‘5;’;01( )‘ + KzNzltenBten + UBteanct\/ ltenNgctv)
2

and returns

Proof: We perform decryption of OUT returned from
Algorithm 3 as follows:

> Gat (J/k [aja; + aiajp(CT1)p(CTy)
k,x
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+ ZAZ’X(X)ski(X)skj(X)

+ Z Gt (Vk [aja; + aiaj]) E/ (X)), (22)
X

k,x

where A | are the gadget errors and E|/ (X) are the errors
in Teng . Also, the noise go(CTl)gp(CTz) —m1(X)mr(X) is
calculated as follows:

mi (X)gpack,Z(X) + my (X)gpack, I(X) + gpack, I(X)gpackl(X)a
(23)

where Epack,1(X) and Epack,2(X) are the packing errors in
CT; and CT,, respectively.

Since the maximum degree of both message polynomials
m1(X) and my(X) is p — 1, the (p — 1)-st coefficient of
m(X)Epack,2(X) + ma(X)Epack,1(X) is expressed as

1- 1-
Z (ml ’glgzck 2 )+ m) lglgl;Ck 1 l)) 24
i[p]
by (2). Since each coefficient is the sum of p product
of message and packing error, without loss of generality,
we analyze a worst-case error of (p — 1)-st coefficient having
messages m|(X) = my(X) = Zle[p] A(B — 1)X'. Since
|Epack, 1 (X)Epack 2(X)| = Ol €L 2), by using the fact
A = Q(Ng |5 ack|) (18), and (20) then (23) is bounded
as 0(Ap;3|5 pack |) Moreover for (22), the first summation

is bounded as O( ltenBten) and the second summation is
bounded as O(aBten Kgct, /lienNgetv) by using Corollary 2. [J

APPENDIX E
PROOF OF LEMMA 4
After running Algorithm 5 with input ct, this ct is
multiplied by three values A~!, (v2mtstetl+d=ay=1 " apq
petlHlogNet=q a5 listed in Lines 1, 3, and 9. Since
peHlog Nt =g ) Aypmtstetltd—q i myltiplied to ct, the
error in ct becomes the left of first term of (15). When
Algorithm 5 runs on Line 1, O(+/K¢Nev)-bounded flooring
errors are added, which is negligible compared to |5t(fn_l) |/A.
Next, we consider ct in Line 1 as the ciphertext modulo
v2™_ If the modulus of ct is changed from Qp = v270 +
1 to v20, then O(+/K(N¢y) errors are added by the following
decryption equation on Z:

b—aisi=m+e+hQo=m+e+h+mn2" eZ,

for some i € Z where h = O(/KuNy) for ternary
secret key [6], which is negligible compared to other noises.
Moreover, we regard the message mQ; = mv2"™ + my as
a message mv2™ with error mv. Therefore, the message of
the ciphertext out becomes (my ;.. .mf)(z)ZlogNgC‘_s after
terminating Algorithm 5 and up to mv < p(8 — 1)?v error
is added. Therefore, extra noise vp(8 — 1)? is derived from
the message part and becomes the rest of first term of (15).
After rounding in Line 3, O(y/N¢K¢v)-bounded rounding
error is added. After running on Line 5, errors in KS; , « are
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added, which is O(o Bys+/IksNctKctv)-bounded random vari-
able by Corollary 2. Both errors are divided by 2971108 Nect
after running Line 9, which is the second term in (15).
Finally, the rounding errors after running Line 9 are added.
However, we use h-sparse secret key for encrypting KS and
only & rounding errors are added. By using subgaussian
property with Corollary 2, this error is O(v/hv)-bounded, and
hence the third term of (15) is derived. O

APPENDIX F

ACCUMULATE POLYNOMIALS FOR IMPLEMENTING
HOMOMORPHIC ALGORITHMS MAX, MIN, CONSTTOEXP,
CARRYADD, AND CARRYMUL

In this appendix, we propose accumulate polynomials for
implementing various homomorphic algorithms necessary
for constructing (4, 27, —511, 511) floating-point FHE.

A. MIN AND MAX

To implement and accelerate Max in the (4,27,-511,511)
floating-point FHE with e = 10, we apply two sequential
bootstrappings to generate ciphertext having 4-bit messages
in Line 2 of Max in Algorithm 6. Since the exponential bit is
10, there is remaining significant 2bits, therefore ACCPoly 4
is used once to bootstrap the remaining two message bits in
Line 2 and we obtain two ciphertexts having the messages
mio(memg2® — 219A’ and mjpA at once. Note that Min
can be implemented by using the equation min(x,y) =
—ReLU(x — y) + x in a similar way.

output \ location 0~3 | 4~15 (index as 1)
go outputs (x 28 A’) 0 i—4
g1 outputs (X A) 0 1

B. ConstToExp

To implement and accelerate ConstToExp in the (4,27,-
511,511) floating-point FHE, ACCPoly 5 and ACCPoly 6
are used for bootstrapping in Line 2 in Algorithm 7. Since
the message is cut and m < p = 27 < 27 is less than
5 bits, 3 bits from the least significant bit are sequentially
bootstrapped by using ACCPoly 5 and hence CT[Amy],
CT[Am], and CT[Am;] are obtained. These ciphertexts
generate CT[AX#"2+2m+m0] in Line 3 with i = 0, 1, and 2.
Moreover, two most significant bits are bootstrapped by using
ACCPoly 6 and ciphertext CT[AX 16m4+3m3] i5 constructed
by using Packing with ACCPoly 6 at once.

output \ location [ O [ 1 [ 2 [ 3[4 [5]| 6 |7
gooutputs(xA) | O | I [ O [ 1 [ O] 1]0]1
g1 outputs (xA) | 0 | 0 | 1 170071 1
g2 outputs (xA) | 0 | 0| 0] 0|1 1 1 1
g3 outputs (xA) | 1 1 1 1 1 1 1 1
output \location | O [ T [ 2 [ 3[4 [5[6]7
gooutputs(xA) | 1 [ 0 [ 0| 0 -
groutputs(xA) | 0O [ 1 [ 0|0

gooutputs (xA) | 0 [ 0O [ 1 | O

gsoutputs (xA) | 0 [ 0 [ O [ 1

VOLUME 12, 2024

C. CarryAdd

To implement and accelerate CarryAdd in the (4,27.-
511,511) floating-point FHE, ACCPoly 7 is used for
bootstrapping in Line 4 of Algorithm 8. Note that the i-
th coefficient message m; corresponding to the sum of two
fraction polynomials takes a value between —6 and 6. If a
carry message takes a value from —2 to 1, then ct; and
ct¢ are obtained by adding 8A? and bootstrapping with
ACCPoly 7. When bootstrapping is performed at i = p +
1 in Line 3, ACCPoly 8 is used to obtain the sign of
fraction and message at once. Note that the i-th coefficient
message m; after packing and tensor product in Line 8
takes a value between —3 and 3. Therefore, we obtain ct,
ct®, and IsZero; by adding 4A” and then bootstrapping
using ACCPoly 9.

output \ location

go outputs (X A)
g1 outputs (x AZ)
output \ location

go outputs (X A)

g1 outputs (x A?)
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D. CarryMul

To implement and accelerate CarryMul in the (4,27,-
511,511) floating-point FHE, carry functions are designed
as follows: for the i-th coefficient of [-bit message
m = (m_y...mo)@y, set ¢isiy1(mA%) = (m3mz)@) and
Cisip2j(m) = (majp3majromajpimyy)) for all j > 1.
The remaining carry functions c¢; ;243 are set to zero
function for all j € N. Then carry functions can be
efficiently constructed by using ACCPoly 10 as follows: If
I < 4, ciphertexts of message part and carry are obtained
by using only one common bootstrapping. Otherwise if
I > 4, ACCPoly 10 is used to obtain four cipher-
texts corresponding to four messages (—1)"3(mimgp)o)A,
(=)™ (@m2)yA, (=1)Y™A, and (—1)m A2, respectively.
Note that if my4 is not zero, all calculated ciphertexts have
sign-reversed messages. However, the sign of the first and
second ciphertexts is removed by doing tensor product with
the third ciphertext, and those ciphertexts contain messages
(mymg)) and (m3)(), respectively. Finally, a ciphertext
having the message (m3my)(2) is calculated by adding A to
the output g> and the ciphertext having the message (m2)(2).
Therefore, we can always decompose a message having a
large bit into ciphertexts having a maximum two bit message.
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