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ABSTRACT The current era extensively utilizes the Internet, which uses data. Due to the apparent open-
access Internet service, this data is highly vulnerable to attacks. Data privacy is affected by Web-based
attacks. This Systematic Literature Review (SLR) focuses on two Web-based attacks: Man-In-The-Middle
and session hijacking. It reviews about 30 studies from the years 2016-2023 that have been selected utilizing
a proper study selection procedure. This SLR comprises three research questions. The first describes the
overall trends in Man-In-The-Middle attacks and session hijacking studies. It shows that 7 articles were
published in 2018, and the trend is decreasing to 4 articles by 2021. Moreover, 73% articles are published
in conference venues, and India is the top contributor in this domain. Lastly, this question elaborated that
IEEE is the top contributor as a publisher. The second addresses the sorts of attacks used by Man-In-The-
Middle attacks and session hijacking on Transmission Control Protocol / Internet Protocol (TCP/IP). This
demonstrates that Man-In-The-Middle attacks invade all layers and session hijacking attacks on only two,
that is, the application and network layer. The third research question discusses the solutions provided by
different studies to deal with Man-In-The-Middle attacks and session hijacking. In conclusion, this analysis
highlights the need for stronger cybersecurity measures against Man-in-the-Middle and session hijacking
assaults in the Internet era by revealing evolving trends, contributors, and solutions in data privacy.

INDEX TERMS Privacy, Man-In-The-Middle attack, session hijacking, hypertext transfer protocol (HTTP)
hijacking.

I. INTRODUCTION
Due to the high Internet use, Web-based applications are
widely used [1]. It enables communication among servers
and clients through websites [2]. It is an essential part of
daily activities in business, studies, banks, shopping marts,
etc., to improve the quality of work. The Web is a hub
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of data repositories that holds private and confidential data
of the users [3]. Due to the higher use of the Internet,
websites are highly vulnerable. A software code defect,
system configuration error, or other weakness in the website
or web application or any of its parts and operations is referred
to as a vulnerability. These vulnerabilities are distinct from
other prevalent categories of vulnerabilities, like those related
to networks or assets. They emerge from the necessity for
online programs to communicate with numerous users over
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FIGURE 1. Types of web-based attacks.

various networks, and hackers can readily exploit this degree
of accessibility. Attackers can obtain unauthorized access to
the organization’s systems, procedures, and mission-critical
assets through web application vulnerabilities. With this kind
of access, attackers can plan attacks, commandeer apps,
utilize privilege escalation to steal data, interrupt critical
services on a massive scale, and more. Around 42% of
websites are affected by cybercrimes [4]. Fig. 1 shows the
types of web-based attacks. Packet sniffing is an attack
that observes and gathers all the data transactions in the
network [5]. SQL injection is a malicious activity that uses
unauthorized backend code to access data packets flowing
inside the network [6]. Furthermore, cross-site scripting
(XSS) changes susceptible websites and compromises the
data interaction on that web page [7]. Another attack, named
path traversal, allows access to the web servers by navigating
the trails of a user to gain access to the data [8]. Spooling is
another method to gain access to the data by malicious users
at input and output devices, from where data is originated and
delivered [9]. Furthermore, Session Hijacking (SH) seizes
the whole web session and gathers all the data [10]. Lastly,
Man-In-The-Middle (MITM) is a kind of attack in which the
attacker overhears the network without permission [11].

When it comes to finding holes in an organization’s
application security, it’s crucial to explore beyond con-
ventional vulnerability scanners because there are web
application security solutions made especially for apps.
Vulnerability management helps shield a company’s brand
and financial line from harm by averting data breaches and
other security disasters. Vulnerability management can also
help with compliance with different security requirements
and standards.

Among these web attacks, Man-in-the-middle assaults,
phishing, and session hijacking are the most prevalent kinds

FIGURE 2. Working of Man-in-the-Middle attack.

FIGURE 3. Passive session hijacking state.

of online attacks. Man-In-The-Middle (MITM) [11] and
session hijacking [10] is a type of invasion that includes an
attacker who tries to breach the privacy of the user. The Web-
based application depends upon Hypertext Transfer Protocol
Secure (HTTPS) to ensure privacy and security during user
communication [12]. The communication between users
depends upon Transmission Control Protocol / Internet
Protocol (TCP/IP) [13]. Even due to heavy security, the
attacker finds a way to breach the secrecy of the user.

The MITM is a type of security invasion in which the
attacker even drops the communication among users or users
with a Web page. This attack occurs between two legally
interconnecting hosts that allow the invader to snoop on
communication that is not legal to listen [8]. In this attack,
the attacker sits between the sender and receiver, thus known
as a Man-In-The-Middle attack. It destroys the original
connection between the user and the website and creates a
new relationship where the attacker continuously overhears
each conversation [15]. Fig. 2 shows the MITM attack.

In passive hijacking, the attacker sits inside the network.
The attacker then sends the data to users masquerading as
legitimate users in the network. Thus, in this way, it hijacks
the system [10]. Fig. 3 shows passive session hijacking. In an
active hijacking, the attacker attacks the already established
session among users [10]. The attacker performs a DOS
attack and sniffs the session during that process. In this, the
attacker does not invade the connection between the user and
the Web page but sniffs their session. Fig. 4 shows active
session hijacking. Due to the high rate of attacks in the
current era, it is important to discuss Blockchain technology.
Blockchain is a kind of shared database that keeps data in
blocks connected by cryptography, which sets it apart from
conventional databases. It has a wide range of possible uses.
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FIGURE 4. Active session hijacking state.

Because it has the power to completely transform financial
transactions by facilitating safe, open, and international
payments. Ethereum and Bitcoin are two popular exam-
ples of cryptocurrencies used for this purpose. Blockchain
improves efficiency and transparency in the supply chain
by tracking the flow of assets and goods. Self-executing
contracts that are coupled with blockchain technology can
automate agreements and transactions, reducing costs and
eliminating middlemen. This technology speeds up processes
like document management and identity verification by
providing safe and verifiable digital identities. Blockchain
technology protects patient privacy by facilitating easier
information sharing between authorized parties and securely
handling and storing sensitive healthcare data.

To sum up, this technology has become a revolutionary
force that is changing several industries and influencing
how people will connect digitally in the future. Because
it is secure and decentralized, it has enormous potential
to improve transparency, streamline procedures, and build
trust in the digital sphere. There is no denying that it
can improve security, transparency, and trust. The digital
world will probably be shaped by blockchain to a greater
extent as technology advances and obstacles are overcome
[14], [15], [16].

It is imperative to deploy strong security measures to
prevent the dangers associated with web attacks. Many
tactics have been documented in different literature studies.
Businesses can greatly lessen their susceptibility to MITM
attacks, session hijacking, and other web-based risks by
putting these tactics into practice and remaining aware of
new dangers. We made an effort to gather this information
to use it to inform both the development of new techniques
to address these online vulnerabilities and the application
of these tactics for preventing web attacks, especially Man-
in-the-Middle and session hijacking attacks.

This article comprises three research questions that
will help identify year-wise distribution, country-wise
contribution, publication type, article publishers, the ratio
of attacks, and the proposed solution for MITM and
session hijacking.We comparedMan-In-the-Middle (MITM)

and Session Hijacking (SH), Web Accessibility, and
SH-MITM variables/parameters from several research stud-
ies to manipulate data for our experiment. This quantitative
study is carried out methodically using pertinent MITM
and session hijacking web assaults. Secondly, we collected
information from conference papers and publications. IEEE,
ACM, and Science Direct are the primary sources of data.
Thirdly, we analyzed the primary vulnerabilities identified
in this research, which include phony server links, HTTPS
application layers, unauthorized user access, and unexplored
upgraded technologies.

II. LITERATURE REVIEW
There are a lot of different surveys conducted in the field
of MITM and session hijacking independently, such as
a survey on the prevention of session hijacking [2] on
Secure Socket Layer / Transport Layer Protocol (SSL/TLP).
Its scope is limited to SSL/TLP. Furthermore, another
survey discusses the state-of-the-art methodology of session
hijacking [10]. This only discusses session hijacking in
banking systems. A survey related to MITM attacks [11]
shows the classification of attacks and the countermeasures
to deal with the attacker. Another review article is performed
on MITM in wireless and computing networks [17]. It
categorizes the MITM attacks and shows possible prevention
methods. Another survey [18] is related to Web accessibility
and people with disabilities but does not deal with the issue of
security. This paper [19] does not explicitly focus on matters
likeMITM attacks or session hijacking. Furthermore, another
article deals with Web accessibility but does not deal with the
security issues of session hijacking and MITM. By analyzing
[2], [10], [11], [17], [18], [19], it is extracted that no study
focuses on both session hijacking and MITM at a single
platform. Table 1 shows the research gap, which identifies
a need for SLR that focuses on MITM and Session Hijacking
(MITM-SH). This SLR aims to work on a comparison and
analysis of SH and MITM collectively.

III. RESEARCH METHODOLOGY
This SLR is based on the guidelines by Kitchenham
et al. [20]. A proper mechanism is followed to select the
appropriate articles for the SLR. It has 3 phases: planning,
guiding, and reporting an SLR [21].

A. PLANNING AN SLR
Planning an SLR is an essential and foremost task. The
complete base of SLR depends upon the planning.

1) RECOGNIZING SLR NEED
It is analyzed from studies [2], [10], [11], [17], [18], [19]
that there exists a research gap in the comparison of MITM
and session hijacking. So, there is a need for a systematic
review that discusses and compares MITM with session
hijacking.
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TABLE 1. Research gap for MITM-SH.

TABLE 2. Research questions for MITM-SH.

TABLE 3. Electronic databases for SLR.

2) IDENTIFYING RESEARCH QUESTIONS
The Research Questions (RQs) are an integral part of an SLR.
All the findings and results are based on the RQ. This study
focuses on three RQs that are stated in Table 2.

3) SPECIFYING ELECTRONIC DATABASES
The identification and specification of Electronic Databases
(ED) are essential because the articles are only extracted from
those sources; Table 3 shows the EDs used in this SLR for
digging out research articles.

B. GUIDING AN SLR
During the process of SLR, a query is designed that is
related to the topic to extract data from specified ED’s.
The question comprises all the components and meanings
to gather information about the domain. The query used for
MITM-SH is shown in Fig. 5. The specified query is run
on different ED’s, elaborated in Table 3. Table 4 shows the
format of the question applied to different EDs.

1) STUDY SECTION PROCESS
The article selection procedure comprises four phases. It is a
process through which the studies are extracted to perform
analysis based on RQs. The first step is the identification
phase in which articles are removed based on the query. This
SLR focuses on three ED’s; their applied query is shown in
Table 4. The next process is screening, in which articles are
filtered based on title and abstract. Furthermore, eligibility is
considered based on quality metrics. Lastly, selected studies

FIGURE 5. Query for MITM-SH.

TABLE 4. Query on different EDs.

are elaborated by considering the inclusion-exclusion criteria.
The study selection process of MITM-SH is shown in Fig. 6,
which shows that the final 30 studies are selected for analysis.

2) FINDING AND SELECTING PRIMARY STUDIES
The identification and screening are the first two phases of
the study selection process. In the third phase, the eligibility
of selected primary studies is identified, but inclusion,
exclusion, and quality criteria are established for this purpose.
Based on these criteria, the articles on which SLR will be
performed are selected. The inclusion criteria and exclusion
criteria are shown in Tables 5 and 6, respectively, whereas the
quality evaluation criteria are in Table 7.

6368 VOLUME 12, 2024



M. B. Muzammil et al.: Unveiling Vulnerabilities of Web Attacks

FIGURE 6. Study selection process.

TABLE 5. Inclusion criteria.

TABLE 6. Exclusion criteria.

TABLE 7. Quality criteria.

3) EXTRACTION OF DATA
The study selection process of MITM-SH shows that a final
30 studies are extracted on which further procedures will be
performed. For this purpose, the data needs to be extracted
based on certain factors that will help in answering the
research questions. The following are the factors that will be
extracted to perform this SLR:

• Year of Publication.
• Country of author or conference.
• Type of publication.
• Publisher.

FIGURE 7. Year-wise analysis of MITM-SH.

FIGURE 8. Conference vs Journal publication type in MITM-SH.

• Type of Attack.
• Domain of Attack.
• Attack point in the network.
• Countermeasures to attacks.

IV. RESULTS
This section will show the results and answers of each
RQ with proper facts and figures in a systematic way. The
questions are divided into the following subsections.

A. RESEARCH TRENDS
RQ1: What are the year-by-year analysis, demographic
progress, and publisher details for MITM and session
hijacking?
This RQ focuses on research trends in the domain of MITM-
SH, including publication type, year of publication, country
of publication, and publisher details. The complete detail of
the selected studies is shown in Table 8. Fig. 7 shows the
year of publications. It is analyzed that the research trend
of MITM-SH was at its peak in 2018, and 7 articles were
published; however, the second peak was in 2016. Lastly, the
trend continues with 4 publications in 2021. From facts, it is
analyzed that 22 selected articles were conference papers,
and 8 were journal papers. Their percentage is shown in
Fig. 8. However, the research trend based on geographical
facts states that India is the highest contributor to research
on MITM-SH with 8 articles. Whereas the United States of
America (USA) contributes 6 articles and China contributes
3 articles. This shows that most of the work in the field of
MITM-SH is done by Indians. Fig. 9 shows all contributor
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FIGURE 9. Geographical contribution to MITM-SH.

FIGURE 10. Publishers in the field of MITM-SH.

countries in MITM-SH. Lastly, it is analyzed that most of the
publishers belong to IEEE, which has 18 publication, whereas
ACM provides 4 articles, Science Direct with 2 articles,
and the rest are other venues. Fig. 10 shows the analysis of
publishers in MITM-SH.

B. AFFECT ON TCP/IP LAYERS
RQ2: Which Layers of TCP/IP are affected by MITM and
session hijacking?
The attack by a hacker is performed on some layer of the
TCP/IP model, depending upon the nature of the attack.
Table 9 shows the summary of articles focusing on MITM
and session hijacking. The MITM attack can happen on any
TCP/IP model, depending on the attacker’s way of exploiting
the network [12]. The spoofing-based MITM is an attack
in which the attacker bugs the conversation among users
and websites without their knowledge [15]. The spoofing
includes Domain Name Server (DNS) spoofing, which is
an attack on devices that lie between the website and is
on the application layer [27], [42], [43], whereas Address
Resolution Protocol (ARP) based spoofing is a direct attack
to the hand-held devices of users and it attacks data link layer
[22], [25], [33], [44]. The Secure Socket Layer / Transport
Layer Protocol (SSL/TLS) on MITM is an attack on the
transport layer where the attacker involves itself among

TABLE 8. Research trends in MITM-SH.

TABLE 9. Categorization of MITM-SH.

TABLE 10. MITM-SH attack on TCP/IP model.

browsers andWeb servers [22], [28], [37], [45]. It furthermore
creates its connection with the user, works as a mediator
among user-website links without consent, and sometimes
modifies data. The IP spoofing attack occurs on the transport
and network layer, where the attacker takes the IP address and
delivers data to its autonomous station, where it can be altered
[26], [29], [31], [32], [34], [35]. Table 10 shows the summary
of MITM attacks on TCP/IP layers. Whereas Fig. 11 shows
the categorization of attacks that can occur in the TCP/IP
model.

The session hijacking occurs on two layers of TCP/IP
only: an application and network layer. In the application
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FIGURE 11. MITM types on networking model.

FIGURE 12. Session hijacking types on networking model.

layer, hijacking occurs during the HTTP session when the
user gets its ID, whereas in-network layer interception occurs
during TCP and User Datagram Protocol (UDP) sessions
[48]. Fig. 12 shows the details of the network layer and
application-layer attacks.

Following are the hijacking attacks that occur on the
network layer.

1) In TCP hijacking, the attacker formulates an environ-
ment where the communicating users cannot communi-
cate or share data. The attacker here duplicates the data
coming from both ends and thus captures the whole
network session [40].

2) The IP spoofing takes the mask of an original user
by masking its IP address and communicating over
a network, therefore trying to gain access in an
unauthorized manner [24], [26], [31], [34], [35], [46].

3) In a packet sniffer, the attacker uses an interface among
the users to look at the interchanging data [47].

4) In UDP hijacking, the attacker replies to the UDP
request as a legitimate user before the server responds
[48].

Following are the hijacking attacks that occur on the
application layer.

1) The application-level hijacking obtains the ID of the
session through HTTP requests and then exploits it but
intimidates other users, thus illegally performing tasks
on their behalf [36], [38], [39], [49].

2) Whereas sniffing is the activity of observing and
catching the data that are communicating over the
network [23].

TABLE 11. Session hijacking attacks on TCP/IP model.

3) A way to hijack the network is the brute force method
in which the hit-and-trial process overtakes login data,
encryption keys, and other private information [50].

4) Lastly, misdirecting interest works by diverting users’
interest to other websites, thus gaining, and attaining
their private information [51].

Table 11 summarizes all the session hijacking attacks that
occur on the application and network layer of the TCP/IP
model.

A brief comparison between MITM and session hijacking
is shown in Table 12.

C. EXPLORING SOLUTIONS FOR MITIGATING ATTACKS
RQ3: What are solutions provided by articles to deal with
MITM and Session Hijacking?
MITM and session hijacking are unethical activities that
must be mitigated efficiently to secure a network. There are
different solutions provided by articles depending upon the
nature of the problem. Table 13 shows the types of attacks
and their possible solutions.

V. DISCUSSION AND FUTURE DIRECTIONS
There are still many unanswered questions regarding Man-
in-the-Middle (MITM) attacks and session hijacking. It is
still a key problem to adapt to the ever-changing world of
cyber threats, which calls for the creation of dynamic defense
mechanisms to fend off novel and sophisticated attack meth-
ods. A recurring concern is user knowledge and education
regarding the risks involved with MITM attacks and session
hijacking, necessitating measures to ensure safe and educated
online behavior. The continuous challenge of achieving
seamless interoperability amongst varied cybersecurity meth-
ods highlights the necessity of integrated defense strategies.
Research on privacy-preserving techniques is necessary since
it might be difficult to balance increased security with
user privacy when developing mitigation solutions. Global
cybersecurity initiatives must prioritize the establishment
of international coordination and standardized practices for
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TABLE 12. Comparison between MITM and session hijacking.

TABLE 13. Proposed solution of MITM-SH.

reducing MITM attacks and session hijacking. Emerging
technologies like artificial intelligence and quantum-resistant
encryption present opportunities and challenges that need
to be investigated when they are integrated. Furthermore,
it is still difficult to handle moral and legal issues in the
context of cybersecurity and to choose the right frameworks
for looking into and prosecuting offenders. Managing these
complex issues demands ongoing investigation, teamwork,
and flexibility to successfully combat the changing threat
environment. Following can be future directions considering
attacks in a network.

A. ADVANCED CRYPTOGRAPHIC PROTOCOLS
To strengthen web systems against Man-in-the-Middle
attacks and Session Hijacking, future research can concen-
trate on creating and implementing advanced cryptographic
protocols. Investigating post-quantum cryptography is one
way to be resilient to the advances in quantum computing.
Furthermore, studies can focus on cutting-edge encryption
strategies that surpass conventional approaches and improve
communication and data transmission security.

B. BEHAVIORAL ANALYTICS INTEGRATION
Future research into incorporating behavioral analytics into
cybersecurity measures is quite promising. Real-time anoma-
lies suggest compromised sessions or unauthorized access
can be identified by examining user behavior patterns. To
provide an adaptable layer of defense against potential risks
related toMan-in-the-Middle assaults and Session Hijacking,
research efforts should focus on improving and tailoring
behavioral analytics models.

C. MACHINE LEARNING FOR THREAT DETECTION AND
PREVENTION
Leveraging machine learning algorithms for dynamic threat
detection and prevention is a crucial direction for future
research. Systems can autonomously identify patterns and
anomalies by trainingmodels on historical data related to web
attacks, including Man-in-the-Middle incidents and Session
Hijacking. This enables the proactive mitigation of threats,
enhancing the overall security posture of web applications.
Continuous refinement and adaptation of machine learning
models will be essential to keep pace with evolving attack
strategies.
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TABLE 14. Abbreviations.

In summary, future directions should encompass machine
learning to bolster the resilience of web systems against
the ever-evolving challenges posed by Man-in-the-Middle
attacks and Session Hijacking [52]. Future research must
utilize machine learning algorithms for dynamic threat
identification and prevention. Systems can autonomously
detect trends and anomalies by training models on past data
about web attacks, such as Man-in-the-Middle occurrences
and Session Hijacking incidents. This enables proactively
mitigating risks, and improving web applications’ overall
security posture. Machine learning models must be continu-
ously improved and adjusted to stay up with changing assault
tactics.

To put it briefly, future directions should investigate more
sophisticated cryptography methods, incorporate behavioral
analytics for real-time threat detection, and use machine
learning to make web systems more resilient to the constantly
changing threats posed by Man-in-the-Middle attacks and
Session Hijacking.

VI. CONCLUSION
Web-based applications are widely used over the Internet and
face different attacks. MITM and session hijacking are two
different types of attacks on websites. It is evaluated that
the research trend was highest in 2018 with 7 publications;
moreover, India is the highest contributor in the domain of
MITM-SH with 8 out of 30 articles. Most of the articles
are conference papers; 73% of selected publications are

conference articles. Furthermore, it is evaluated from the
studies that MITM attacks can happen on all the five layers
of TCP/IP protocol, whereas session hijacking occurs only
on application and network layers. Moreover, in MITM, the
attacker sits between the user and the Web portal, whereas,
in session hijacking, the attacker only hijacks the system and
saves a copy at its place without sitting between the user and
the Web page. Lastly, solutions to MITM-SH are provided to
detect, prevent, and mitigate the attacks.

APPENDIX
The Table 14 shows the abbreviations shown in the article.
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