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ABSTRACT In recent years, autonomous driving technology has been developing rapidly, but there is
still a certain gap from commercial production, in which the safety issue is one of the important factors.
In the working of most companies and colleges, the Traffic Jam Pilot (TJP), serving as a prototypical Level
3 autonomous driving function, has predominantly focused on functional implementation and enhancement,
prioritizing functional completeness and user comfort. However, the aspect of functional safety in the system
has received comparatively less attention. To guarantee the safety of the driver’s life and property, it is
essential to consider the functional safety aspect regarding automobile operation after system function
failure. In this paper, according to the functional safety development process and related regulations in ISO
26262, the functions and operation environment of the TJP system are defined in detail, and the longitudinal
function is taken as an example to be developed following the functional safety process and verified by
simulation. Simulation verification results show that the control algorithm is safe and reliable, and can
ensure the safety and stability of the vehicle during operation. The research in this paper further explores the
combination of functional safety and high-level automated driving function, providing some ideas for their
practical application in industry.

INDEX TERMS Vehicle, longitudinal control, functional safety, fault tree analysis, TJP.

I. INTRODUCTION

With the continuous improvement of the economic level of
the population, the number of vehicles is also increasing. Peo-
ple travel more conveniently, but the traffic jams are getting
more serious. Traffic jams increase people’s commuting time
and reduce the comfort of people’s travel [1].

The function of the TJP system is to help the driver steer
the vehicle during traffic jams, reducing the time and fatigue
of driving the vehicle and improving driving comfort and
safety [2].

The TJP system is an L3 autonomous driving function [3].
Some car manufacturers (e.g., Audi [4], Mercedes-Benz [5])
had also proposed research and development programs for
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models with TJP functionality, but due to legal and technical
reasons, this functionality could only be used in certain coun-
tries and regions. Many researchers have also made efforts to
make this technology better.

Binlin Yi et al. explored the relationships and effects
between physiological responses, situational factors, and
takeover criticality when drivers use the TJP function [6].
Peng Guo et al. proposed a new algorithm for the auto-
matic generation of self-driving test scenarios to assist in the
verification of TJP functions [7]. Echeto et al. proposed a pop-
ulation model considering self-driving vehicles to simulate
low-speed vehicles and their interactions with the vehicle in
front of them and performed a simulation analysis in a traffic
congestion scenario [8]. Zhang et al. proposed an open-source
dataset full of congestion scenarios, which contained some
congested roads and highways in China, and this dataset was

© 2024 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

VOLUME 12, 2024

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ 9691


https://orcid.org/0000-0003-3020-2984
https://orcid.org/0009-0007-0973-1482
https://orcid.org/0009-0000-3674-4018
https://orcid.org/0000-0001-8779-0655
https://orcid.org/0000-0003-1802-0264

IEEE Access

L. He et al.: Longitudinal Functional Safety Analysis and Algorithm Design of Traffic Jam Pilot

subjected to scenario parameterization and driving behavior
analysis, which helped in the development and validation
of TJP [9]. Wei et al. developed a control framework using
onboard radar sensors and vehicle-to-vehicle (V2V) com-
munication to realize automatic vehicle following in both
longitudinal and transverse directions, which was demon-
strated to have a good following effect through simulations
and experiments [10].

Following the definition of the L3 autonomous driving
function, it is imperative that before requesting the driver to
control the vehicle, the autonomous driving system ensures
the vehicle’s ability to operate normally and safely or bring
it to a secure stop at the roadside. The development of
features such as the TJP system has brought about more
complex electrical and electronic architectures and func-
tional complexity [11]. Currently, researchers are mainly
focusing on the implementation and enhancement of TJP
system functions, but less consideration has been given to
the security issues caused by the complexity of the system.
The safety issues of autonomous driving can be categorized
into passive safety, functional safety, anticipatory functional
safety, behavioral safety, and information security [12]. The
International Organization for Standardization has respec-
tively published ISO 21448 and ISO 26262 for guidance on
intended functional safety and functional safety [13], [14].

Functional Safety encompasses the prevention of risks
from system failures and stochastic hardware malfunc-
tions. ISO 26262 as a comprehensive document for guiding
functional safety practices, extends its applicability to all
stages of the lifecycle of safety-related systems consisting
of electrical, electronic, and software elements that pro-
vide safety-related functions. Many scholars had done a
lot of research in the field of functional safety in con-
junction with ISO 26262. Lu and Chen proposed a system
hardware architecture framework that combined fault tree
vulnerability analysis with hardware architecture to discover
solutions that met ISO 26262 security requirements and over-
head constraints while generating Failure Mode, Effects, and
Diagnostic Analysis (FMEDA) reports [15]. Marcos et al.
provided a well-established design methodology for battery
management systems (BMS) for lithium batteries in electric
vehicles, following the ISO 26262 process from concep-
tualization to functional verification [16]. Huang and Li
combined ISO 26262 and the technical report from the
National Highway Traffic Safety Administration (NHTSA)
to propose a faulty operation architecture for linear steer-
ing systems, which improved the safety and reliability of
automotive steering systems [17]. Guo et al. summarized the
latest developments and trends in functional safety design
methodologies for vehicles through the analysis, design, opti-
mization, and operation phases [18]. Xia et al.applied the
functional safety analysis method for failure analysis and
hazard identification in adaptive cruise control (ACC) sys-
tem to obtain safety goals, Automotive Safety Integration
Level (ASIL) level, and derive safety constraints, and safety
requirements [19]. In addition to the work of the researchers
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mentioned above, ISO 26262 is also used in other areas,
such as automotive software development [20], power supply
systems [21], robotic drives [22], design of the brake-by-
wire [23], risk quantification for driving scenarios [24], and
test scenario generation [25].

The main work of this article is:

(1) Combine functional safety with the L3 autonomous
driving function, which facilitates the subsequent improve-
ment of the safety of the autonomous driving function.

(2) Define the functional and operational domains of the
TJP system and propose a corresponding architecture.

(3) Conduct Hazard Analysis and Risk Assessment
(HARA), Failure Mode and Effect Analysis (FMEA), and
Fault Tree Analysis (FTA) analyses for longitudinal functions
to obtain longitudinal safety requirements.

(4) Simulate the failure scenarios using fault injection and
verify the results.

The remainder of the manuscript is described as fol-
lows. In Section II, the TJP system is defined to obtain
functional components, operating conditions, and system
structure. HARA is used to analyze longitudinal functions to
identify hazardous events in Section III. In Section IV, the
security objectives acquired in the preceding section undergo
decomposition utilizing the security analysis methodology,
and the corresponding security requirements are extracted
and assigned to their respective modules. A Simulink /
CarSim model is constructed to validate the aforementioned
algorithm in Section V, and the conclusion is presented in
Section VI.

II. TIP SYSTEM DEFINITION AND ANALYSIS

A. TIP SYSTEM FUNCTION DEFINITION

The role of the TJP system is to take control of the vehicle
when driving on a highway or expressway and encounter-
ing congested conditions within the designated operational
parameters known as the Operational Design Domain (ODD).
During such circumstances, the system autonomously fol-
lows the vehicle ahead, executing tasks such as starting,
stopping, and advancing. Consequently, the driver is relieved
of the need to attend to road conditions and can direct
their attention towards non-driving activities. However, it is
important to note that the driver is required to regain control
of the vehicle within a specified timeframe upon receiving
a takeover request from the system. Between the time the
system sends a takeover request and the time the driver takes
control of the vehicle, the system continues to control the
vehicle. The system is specifically designed for use in traf-
fic congestion situations, with a maximum operating speed
ranging from 40-60 km/h.

The TJP system encompasses various functional states,
including (1) standby state, (2) overtaking state, (3) degra-
dation control, and (4) activation state. These states are
described as follows:

Standby state: When the TJP system is inactive, it assesses
the driving environment against the ODD. If the driving
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TABLE 1. TJP system functions.

Function

Functional Description

Longitudinal Function

Lateral Function

Monitoring Function

Alarm Function

Safe Collision Avoidance

(1) Automatically maintain a specified distance from the preceding
vehicle within the defined margin of error.

(2) Automatically maintain a designated speed consistent with the leading
vehicle within the established tolerance.

(3) Automatically execute stop-and-start maneuvers while following the
vehicle ahead.

(4) When encountering a new target vehicle, automatically perform target
transition and appropriately decelerate.

(5) When the preceding target vehicle exits, automatically execute the
target transition and accelerate accordingly.

(6) Upon recognizing environmental speed limit information (including
map data or traffic flow information), automatically implement speed
restrictions.

(1) Compute the lateral control trajectory based on navigation
information and regulate the lateral turning angle through the heading
angle or lateral displacement output.

(2) Automatically uphold the function of lateral trajectory alignment
within a specified tolerance.

(3) Automatically adapt the lateral alignment offset of the vehicle
following the curve radius.

(4) Automatically adjust the lateral alignment offset based on the risk of
the vehicle deviating from the adjacent lane.

(5) Automatically fine-tune the lateral trajectory deviation using feedback
from lateral execution and environmental variations.

Automatically monitor the driver's status and execute corresponding
countermeasures according to the monitoring results.

(1) When the driver's status is detected as heavy fatigue or long
distraction time, the TJP system is not entered.

(2) When the TJP is activated and the driver's condition is assessed as
severe fatigue or prolonged distraction, the TJP's operational duration is
shortened and proactively activates its alarm system.

(3) When the driver monitoring system detects the TJP's activation, it
introduces a delay before initiating its alarm system.

When the system detects a specific collision hazard, it autonomously
assesses the level of risk and notifies the driver through varying degrees
of warning signals.

(1) The TJP system is designed to prevent any collisions occurring within
the ODD to mitigate potential liability incidents involving the vehicle,
which encompasses the avoidance of collisions with other vehicles,
pedestrians, cyclists, and various obstacles located ahead of the vehicle.
(2) The collision avoidance procedure entails decelerating to a complete
stop within a specified speed range while simultancously alerting the
driver.
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conditions do not meet the ODD criteria, the system
prevents the driver from activating TJP and provides clear
explanations without interfering with their normal driving.
Conversely, if the driving environment satisfies the ODD, the
system appropriately prompts the driver to activate TJP.
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Overtaking state: While in the system activation state,
the TJP system monitors the accelerator pedal and steering
wheel. If the driver applies pressure to the accelerator pedal
(with the pedal opening of 2%-5%) or turns the steering wheel
(with a torque exceeding 1.5 N-m-2 N-m), it is interpreted as
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an intention to overtake longitudinally or laterally. In such
cases, the system relinquishes control and returns it to the
driver.

Degraded control: When the system detects that the vehi-
cle’s operating environment lies beyond the predetermined
ODD range or encounters a system failure, the TJP system
endeavors to maintain control of the vehicle to the best of
its ability. Simultaneously, it promptly alerts the driver to
take over. Should the driver fail to regain control within the
specified timeframe, considering the system’s low operating
speed, the system autonomously brakes the vehicle and brings
it to a safe stop at the side of the road.

Once the system monitors the vehicle operating conditions
to meet the ODD, the driver gains the ability to activate
the TJP system. Subsequently, the system assumes con-
trol and carries out a range of driving tasks, encompassing
environment perception, behavioral decision-making, lateral
and longitudinal motion control, feedback regulation, alarm
displays, and more. Further information regarding these
functionalities is provided in Table 1.

B. DEFINITION OF OPERATIONAL DESIGN CONDITIONS
The Operational Design Condition (ODC) refers to the antic-
ipated operating conditions during the system’s design phase,
encompassing elements such as the ODD, vehicle status,
driver condition, and more [26], [27]. The ODC of the TJP
system is outlined in Table 2.

C. SYSTEM CONFIGURATION ARCHITECTURE

To complete the system functions mentioned above, the TJP
architecture should be as shown in Fig. 1. The TJP system is
an L3 autonomous driving system, when the system detects
that the operating environment meets the ODD, the driver will
be reminded to turn on the TJP function through the Human
Machine Interface (HMI) interface, and at this time, the TJP
system will take over the vehicle instead of the driver and
control the vehicle for traveling.

After the system function is turned on, the sensors installed
on the vehicle acquire the driving environment, road signs,
vehicle status and other data, which are processed by the
algorithm and passed to the planning system. The planning
system performs task decision-making and path planning to
generate a motorable trajectory. The planned information is
passed to the downstream controller, which outputs the accel-
eration, steering angle and other information, and ultimately
realises the control of the vehicle, and so on, and so forth,
to realise the driving task.

When the system function is turned on but detects that
the operating environment will not satisfy the ODD, the
driver will be reminded through the HMI interface to notify
the driver to take over the vehicle within a certain period,
returning the control of the vehicle to the driver.

This framework serves as the basis for subsequent
work and provides the basis for subsequent analysis and
improvement.
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TABLE 2. TJP system operational design condition.

Classification Explicit description

-Vehicle speed below 60km/h

-Clear traffic signs, and traffic lights
-No toll booths

-No slopes, tunnels

-No temporary construction sections

-High visibility and good road

ODD . L.
adhesion conditions

-Highways or urban expressways with
opposite physical separation
-Clear lane lines

-No pedestrian crossing
-No two-wheelers

-Driver in the driver's seat and seat
belt fastened

-Conscious head or body movements
-or blink

Driver Status

-Door closed

-Vehicle is trouble-free
Vehicle status . .

-Vehicle not in reverse

-Clear vehicle position information

TABLE 3. ASIL ratings.

Cl 2 c3

El QM QM QM

S E2 QM QM oM
E3 QM QM A
E4 QM A B

El QM QM oM

o E2 QM QM A
E3 QM A B
E4 A B C

El QM QM A
S E2 QM A B
E3 A B C

E4 B C D

IIl. HAZARD ANALYSIS AND RISK ASSESSMENT
A. HAZARD ANALYSIS AND RISK ASSESSMENT
HARA as a comprehensive safety analysis methodology at
the vehicle level, is primarily employed during the conceptual
development stage to identify and analyze potential haz-
ardous events, as well as determine the corresponding ASIL
ratings and safety objectives.
HARA comprises four distinct steps:
(1) Analysis of scenarios and identification of hazards;
(2) Categorization of hazard events;
(3) Evaluation of severity, exposure, and controllability;
(4) Determination of the ASIL rating.
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FIGURE 1. TJP system architecture.

Hazard and Operability Analysis (HAZOP), a prevalent
technique for hazard identification in industrial and power
systems, can be used to accomplish the corresponding aspects
of step (1) mentioned earlier. This method employs suit-
able guide words (e.g., reverse, excessive, etc.) to envision
abnormal manifestations of system functionality and can be
employed to examine the operation of pertinent components
at the vehicle-wide level [28].

The hazards stemming from abnormal system functionality
vary across different driving scenarios and are scrutinized by
assuming the aberrant operation of the relevant component
and combining it with specific driving scenarios during the
risk assessment.

ISO 26262 introduces the concept of ASIL in conjunction
with vehicle characteristics, which can be assessed using
three parameters as follows:

Severity (S): This parameter measures the extent of injury
caused by the hazard to individuals. The severity rating
should be determined based on professional medical eval-
uation or deduced from past crash data [29], ranging from
SO (minimal severity) to S3 (severe severity) in sequential
order.

Exposure (E): Exposure refers to the probability of encoun-
tering hazardous conditions. The exposure rating ranges from
EO (low probability) to E4 (high probability) in ascending
order of occurrence likelihood.

Controllability (C): Controllability assesses the ability of
personnel involved in the hazard to take preventive measures
and avoid harm. The controllability rating is categorized from
CO0 (easy control) to C3 (difficult control) based on the level
of control required.
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The greater the functional safety risk associated with
the system, the more elevated the safety requirements and
ASIL rating become. Consequently, the demands for design
methodologies, testing approaches, safety techniques, perfor-
mance indicators, development processes, and audit confir-
mation also intensify. In the case of functional abnormalities
about the relevant item, its S/E/C must be assessed, followed
by the derivation of the corresponding ASIL rating. The
correlation between various S/E/C ratings and ASIL ratings
is illustrated in Table 3. It is worth noting that “QM” denotes
quality management, signifying that this functionality does
not impact safety, and the development process should com-
ply with the requirements of quality management assurance.

B. LONGITUDINAL HARA ANALYSIS

Based on the longitudinal functions of the TJP system defined
in the previous section, the above methodology is applied to
analyze and obtain the corresponding security objectives as
follows:

Function 1: Automatically maintain a specified distance
from the preceding vehicle within the defined margin of error.
Automatically maintain a designated speed consistent with
the leading vehicle within the established tolerance. Auto-
matically execute stop-and-start maneuvers while following
the vehicle ahead. When encountering a new target vehi-
cle, automatically perform target transition and appropriately
decelerate. When the preceding target vehicle exits, automat-
ically execute the target transition and accelerate accordingly.

Function 2: Upon recognizing environmental speed limit
information (including map data or traffic flow information),
automatically implement speed restrictions.
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TABLE 4. Longitudinal function HARA table.

Serial guide Functional Potential - Hazardous E value C value Security
number words Abnormalities Hazards Driving Scenes Events S E basis ¢ basis ASIL Objectives Number
. o Itis
The excessive This vghlcle 'S difficult Tk.le .
N traveling on proportionality
longitudinal R Rear- . for the
highways or ) . Drivers - between the gas
Provides force causes urban ending with encounter driver to pedal and the
. R failure to the car in take over .
01 excessive excessive maintain a expressways front at a 3 4 almost 3 the D distance to the Safe-1
acceleration 00d distance with opposite higher every time drivin vehicle in front
;g . physical g they drive g should be
rom the car in . speed task for a
front separation at short reasonably
40km/h .- controlled
period
Acceleration
. loss can not .
Sultab]_e follow the Causing
02 Lost acceleration front car Id. rear-end 3 4 Id. 3 Id. D Id. Safe-2
not provided distance in collisions
time
I;;);‘l)(:?ti tilfc Acceleration
03 Reverse actual reverse can not 1d. 1d. 3 4 1d. 3 1d. D 1d. Safe-3
. follow the car
acceleration, in time
such as braking
Throttle lag
The stagnant causes Causing
acceleration acceleration loss of the
04 Stagnant g not to keep up 1d. . 0 4 Id. 3 1d. QM Safe-4
provided is a ith the following
fixed value dist‘;vnce of the vehicle
car in front
Provides Excessive Unanticipated
Not . longitudinal ueip
required acceleration acceleration Rear- provision of
05 when the X 1d. ending the 3 4 Id. 3 1d. D acceleration Safe-5
but . leading to A
. vehicle does - car in front should be
provided . increased
not need it . prevented
vehicle speed
Failure of the Vehicle collisions
Time Provides foll‘(;\exl;ileledue Rear-end ‘T;}ﬁ:‘;y
06 acceleration & Id. - 34 Id 3 Id D Y Safe-6
delay t00 late to late collision acceleration
provision of should be
acceleration prevented
Prematurely
providing Prematurely
acceleration provided
Premature does not Rear- acceleration
07 Premature provision of maintain the Id. ending the 3 4 Id. 3 Id. D should be Safe-7
acceleration correct car in front prevented from

distance from
the vehicle in
front

causing a vehicle
collision

C. SAFETY OBJECTIVES
Upon synthesizing the preceding analyses, the summary of
the safety objectives is shown in Table 6.

The similar objectives in the above safety objectives
are combined to obtain the combined safety objectives in

Table 7.

IV. SECURITY REQUIREMENTS DECOMPOSITION AND

ANALYSIS

ISO 26262 recommends two safety analysis methodologies:
Failure Mode and Effect Analysis (FMEA) and Fault Tree
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Analysis (FTA). These methods employ distinct approaches,
with FTA being a top-down analysis method. FTA initiates
from the top event that violates the safety objective, progres-
sively decomposing it downward to analyze potential causes
leading to the top event and identify the corresponding bottom
events [30]. Conversely, FMEA operates as a bottom-up anal-
ysis method, assuming the failure of bottom-level functions
and subsequently propagating the analysis layer by layer
to ascertain if the outcome conflicts with the safety objec-
tive [31]. Both approaches complement each other, enabling
comprehensive system analysis [32].
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TABLE 5. Environmental identification HARA table.

Serial guide Functional Potential .. Hazardous E value C value Security
number words Abnormalities Hazards Driving Scenes Events S E basis ¢ basis ASIL Objectives Number
. Lo Itis
This vghlcle is difficult
traveling on for the
highways or Drivers X Loss of
Loss of . driver to
recoenized Ignoring urban encounter take over perceptual
08 Lost cnviroimcntal environmental expressways Speeding 3 4 almost 3 the D information Safe-8
. X speed limits with opposite every time - should be
information : - driving
physical they drive task for a prevented
separation at short
40km / h :
period
. L Itis
i
hishwa gs or Drivers for the Brakes should be
- ghway driver to prevented from
Resulting in no urban encounter take over being lost when
09 Lost No braking reduction in expressways Speeding 3 4 almost 3 the D s gee d limit Safe-9
vehicle speed with opposite every time i 5P L
hysical they drive driving mformal.lon is
scppal?;tion at task for a recognized
40km / h short
period
10 Reverse ‘Samle as Safe-10
function 1
Same as
11 Stagnant function 1 Safe-11
False .. .
Not False recognition of a Misinformation
required recognition of s . Speed should be
12 . deceleration Id. ; 3 4 Id. 3 Id. D Safe-12
but deceleration Imessage causes mismatch prevented from
provided information brgking interfering
Late braking
Time Braking oo Causes slow should be
13 del 1 tg speed reduction Id. Speeding 3 4 Id. 3 Id. D prevented from Safe-13
clay ate of the vehicle causing vehicle
collisions
TABLE 6. Summary of safety objectives.
Security target number Content Description ASIL rating
Function 1 Longitudinal control
SG-1 Provides excessive acceleration D
SG-2 Acceleration not provided D
SG-3 Provides the opposite of actual acceleration, such as braking D
SG-4 The acceleration hysteresis provided is a fixed-value QM
SG-5 Provides acceleration when the vehicle does not need it D
SG-6 Provides acceleration too late D
SG-7 Premature provision of acceleration D
Function 2 Identify environmental speed limits and perform deceleration
SG-8 Recognized environmental information is lost D
SG-9 No braking D
SG-10 Reverse deceleration (acceleration) D
SG-11 Deceleration stall D
SG-12 Deceleration without recognition of deceleration information D
SG-13 Too late recognition or too late deceleration D

A. SECURITY ANALYSIS

By leveraging AutoFTA, an FTA is conducted, focusing
on the top event, SG-01, which deviated from the security
objectives in Table 7, as depicted in Fig. 2.
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The meaning of each event in the fault tree is as
follows:

Top event: unintended longitudinal movement of the whole
vehicle
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TABLE 7. The combined table of security objectives.

Security target number Description of security objectives

Security target level

Source of security objectives

Collisions caused by unintended
SG-01 longitudinal movement of the D

vehicle should be avoided

SG-1, SG-2, SG-3, SG-5, SG-6, SG-7, SG-8,
SG-9, SG-10, SG-11, SG-12, SG-13.

Top Event

Event 1

Event

ONONONONONO

) @) @ @

FIGURE 2. Safety target SG-01 fault tree analysis.

Event 1: Unanticipated acceleration request from Domain
Controller Unit (DCU)

Event 2: Unexpected actuation of the drive/brake system

Event 3: Input error causing unintended acceleration/
braking

Event 4: Unintended acceleration due to improper handling
of the sensing module

Event 5: Unintended acceleration due to improper handling
of the decision module

Event 6: Unintended acceleration due to improper handling
of the control module

Event 7: Sensor error causing unintended acceleration/
braking

Event 8: Driver unintended trigger acceleration

Event 9: The environment sensor incorrectly determines
the surrounding environment/the state of the vehicle.

Event 10: Vehicle status sensor incorrectly determines
vehicle status

X1: The perception algorithm fusion processing error

X2: The perception algorithm outputs the wrong static
target information

X3: The perception algorithm outputs the wrong dynamic
target information

X4: The decision algorithm outputs the wrong desired
trajectory

X5: The decision algorithm outputs too large tracking
curvature
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X6: The control algorithm outputs the reverse acceleration
command

X7: The control algorithm outputs excessive acceleration
command

X8: LIDAR generates error point clouds

X9: Camera detection error

X10: Millimeter wave radar misjudges obstacles

X11: GNSS/IMU misjudges vehicle position

X12: The wheel speed sensor incorrectly calculates the
vehicle speed

X13: Driver
pedal/brake pedal

X14: Driver unintentionally activates the shift command

X15: Driver incorrectly turns on TJP

X16: Omitted events

Following the completion of FTA, two failure modes
associated with control-related components are selected for
analysis using the FMEA method. The outcomes of this
analysis are presented in Table 8. It is essential to conduct an
FMEA analysis for each type of failure observed in the sys-
tem’s relevant items, thereby iteratively enhancing the safety
mechanism and supplementing the safety requirements.

After conducting FTA analysis, the failure mode of some
relevant items is taken as an example and analyzed using
the FMEA method, and the results are shown in Table 8.
For each form of failure of relevant items in the sys-
tem, FMEA analysis should be conducted to gradually

unintentionally depresses accelerator
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TABLE 8. FEMA of selected relevant items.

Relevant Securil Failure S
. . ty Potential Risks Response measures
items Objectives  performance
Accurate . . Impact on subsequent functions such as . . .
. Signal Noise p . d .. Appropriate filtering algorithms are used
LIDAR generation feature extraction and target recognition
of point Special scene Inability to accurately judge the .
. . Multi-sensor deployment
cloud maps  signal output error  environment around the system
Error extraction for  Inability to correctly obtain and use the .
. Y Y . Add status extraction checks
vehicle status current status of the vehicle
The output control
Capable of . tp . . .
information is Poor vehicle control Enhanced robustness of algorithms
Control accurate
unstable
control .
Error in the output
control Wrong control of the vehicle Add algorithm result verification
information

TABLE 9. Typical functional security requirements.

Functional safety

Distribution

requirement number

Functional safety requirement description

ASIL rating

FSR-01

FSR-02

FSR-03

FSR-04

FSR-05

FSR-06

Environment-aware sensors should
correctly identify and output environmental
information
The vehicle status sensor should correctly
identify and process the output vehicle
position, speed, attitude, etc.

The sensing module should correctly
receive and process the data from each
sensor and correctly output the sensing
information
The decision module should correctly
receive and process the sensing results from
the sensing module and correctly output the
reference trajectory
The control module should correctly
receive and process the result data from the
sensing module and the decision module,
and output a reasonable horizontal and
Longitudinal motion control law
The drive/brake system should correctly
receive and process and output the
longitudinal motion control from the DCU

D

LIDAR
Millimeter wave radar

GPS/IMU
Wheel speed sensors, etc.

DCU sensing module

DCU Decision Module

DCU control module

Drive System
Braking System

improve the safety mechanism and supplement the safety
requirements.

B. FUNCTIONAL SAFETY REQUIREMENTS EXTRACTION

Functional safety requirements are the meticulous delin-
eation of safety objectives, wherein the overarching safety
objectives at the vehicle level are allocated to individual
architectures. Drawing upon the safety analysis depicted in
Fig. 2 and Table 8, the functional safety requirements are
extracted and reasonably assigned, as presented in Table 9.
To achieve the security goal of ASIL D, each module
should meet ASIL D. Considering the cost, technology, etc.,
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according to ISO 26262 Part IX, which points out the ASIL
level decomposition, redundant architecture can be used, i.e.,
using different chips and algorithms to improve security.
The L3 level of autonomous driving function cannot be
taken over by the driver immediately when the system
fails, so Fail-Operational should be implemented, i.e., the
vehicle can still run until the vehicle stops or the driver
takes over the vehicle after the system fails. The archi-
tectures used to achieve Fail-Operational guarantee include
primary/secondary control architecture, dual-core lock-step
architecture, NooM architecture, etc. Considering the usage
scenario and cost control, this paper adopts an approximate
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FIGURE 3. DCU security architecture.

TABLE 10. Control module software security requirements.

Software
Security
Requirement
Number

Software Security
Requirements
Description

ASIL

. Distribution
rating

The longitudinal
control software
algorithm should
correctly acceptthe ~ B(D)

Processing
SSR-01 PrS:eIZsling
result data from the .
. .. unit 2
sensing and decision
modules
The longitudinal
control software
algorithm should
correctly calculate a
SSR-02 reasonable arr.lount B(D) d
of acceleration
control based on the
reference trajectory
and the state of the
vehicle
The longitudinal
control software
algorithm should

correctly output

SSR-03 B(D) Id.

acceleration control
to the
drive/formulation
system

architecture of 2002 architecture for the control module:
1002D architecture, as shown in Figure 3. Different man-
ufacturers or classes of chips should be used in different
processing units to ensure the security of the hardware.

For the control module, the software should be designed
after securing the hardware. According to the control logic
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in Fig. 3, the software security requirements are obtained as
shown in Table 10.

V. DESIGN AND VERIFICATION OF LONGITUDINAL
CONTROL FUNCTION
A. ALGORITHM INTRODUCTION
As science and technology evolve, so do the control algo-
rithms used for vehicles. Wang Shaohua et al. combined
neural networks with sliding mode control to propose a new
control strategy to improve the longitudinal control perfor-
mance of smart vehicles [33]. Guo Jinghua et al.established a
corresponding longitudinal vehicle model for the vehicle non-
linearity and parameter uncertainty problem and proposed an
adaptive control system to improve the longitudinal tracking
performance of the vehicle [34]. Lu and Bi proposed a lon-
gitudinal brain control method based on human behavior and
vehicle dynamics for disabled people who cannot use their
limbs to drive vehicles, which can accurately enable drivers
to control their vehicles and ensure the safety of driving [35].
The PID control algorithm has the characteristics of simple
and effective, fast response speed, etc., which is widely used
in engineering, and many researchers have studied it, the
related theories are more mature, and the control effect is
stable and effective. Yang et al. proposed a control method
combining deep reinforcement learning and a PID controller
in the cooperative adaptive cruise control (CACC) function to
achieve automatic PID weight adjustment, which resulted in
a significant reduction in the stabilization time of the vehicle
queuing system [36]. Kebbati et al. used genetic algorithms
(GA-PID) and neural networks (NN- PID) two methods to
realize adaptive PID control and thus accomplish the longi-
tudinal control task [37]. Yang and Lin used fuzzy PID as a
longitudinal tracking controller in trajectory tracking control
to control the motor torque and braking pressure and accom-
plish the longitudinal tracking task [38]. Li et al. proposed a
longitudinal dynamics model for an autonomous vehicle and
compared the control effects of various PID controllers [39].
The PID control algorithm adjusts the control effect by
adjusting the size of the proportional coefficient Kp, the
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FIGURE 5. Input-output relationship diagram.

integral coefficient Ki, and the differential coefficient Kd,
where: the role of Kp is to adjust the deviation of the system
proportionally; the role of Ki is to enable the system to
eliminate the steady-state error; and the role of Kd is to reduce
the overshooting and the regulation time, and to improve the
dynamic performance of the system.

In a continuous system, the expression of the PID control
algorithm is:

de (1)

t
u(t) = Kp * e(t) + Ki / e(t)dt + Kd (1
0

In a discrete system, the expression for the PID control
algorithm is:

ek)y—ek—1)

k
u(t) =Kp*e(t)+KiTZe(i)+Kd -

J=0

@

In equation (2), e(t) is the input deviation, numerically the
difference between the input and output quantities, k is the
sampling sequence number, and T is the sampling time.

In the previous chapter, after extracting the safety require-
ments, a hardware redundancy architecture was derived in
which different types of chips should be used. In this chapter,
software redundancy design is required and in this paper,
fuzzy PID and dual closed-loop PID control are used as
longitudinal control algorithms for the vehicle.

It is worth mentioning that this paper focuses on func-
tional safety analysis and the algorithms in this section are
a simple validation of the previous chapters to ensure the
completeness of the work. Due to the focus of the work and
the consideration of efficiency, we choose the PID algorithm
in this paper, and readers can also choose other algorithms
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if they are interested. At the same time, because of the
reasons mentioned before, we have used an ideal system in
this section, and have not considered the disturbances in the
control process.

The double closed-loop PID control algorithm contains
position and velocity loops, which retain the advantages of
the traditional PID algorithm in terms of simple structure
and rapid response, and at the same time improve the control
effect, and its schematic diagram is shown in Fig. 4.

Fuzzy PID control combines fuzzy control with PID
control to improve the robustness of the PID algorithm.
Leveraging the Fuzzy toolbox in MATLAB, it is possible to
set up the affiliation function and fuzzy rules by fuzzification.
The inputs are determined by the rate of change of the speed
deviation and the speed deviation, while the outputs yield the
adjustments for Kp, Ki, and Kd.

The fuzzy PID control algorithm is expressed as:

s de(t)

u(t) = Kp'se(r) + Ki Joe0dt ¢ gg'“G

3
In the equation (3):
Kp' = Kp + AKp
Ki' = Ki+ AKi
Kd' = Kd + AKd
In this paper, the range of values of e and ec is:
ee (-3, 3),ece —(3, 3)

The result after transforming the domain of fungible values

into a fuzzy theoretical domain is:
ee(-3, -2, —1,0,1, 2,3)

ece(—-3, -2, —1,0,1, 2,3)
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FIGURE 6. Joint simulation model.

FIGURE 7. Monitoring module and falling edge trigger system.

The fuzzy theory domains of the output results AKp, AKij,
AKd are:

AKp € (8,9,10, 11, 12,13, 14)

AKi € (3,3.5,4,4.5,5,5.5,6)

AKd € (-0.12, -0.11, —0.10, —0.09,
—0.08, —0.07 — 0.06)

The center of gravity method is used for defuzzification and
the center of gravity method is formulated as:

> guc(t)zi
> uc(t)

In the above equation, Z0 is the exact value obtained after
defuzzification; uc is the value of affiliation before defuzzifi-
cation; and zi is the value in the fuzzy control theory domain.

The final relationship between the input and output
quantities is obtained in Fig. 5.

Z0= “

B. SIMULATION VERIFICATION
In this paper, Simulink/CarSim is used for joint simulation,
and the simulation model is shown in Fig. 6.

The model implements the control algorithm mentioned
before, after the planning module gives the corresponding
trajectory, the control module can control the accelera-
tion according to the information, and then control the
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errflag

corresponding throttle and brake pedal openings to control
the vehicle’s operation.

In addition to the control module, monitoring modules are
added, as shown in Fig. 7, to monitor the output results of the
control module. When a significant error is monitored in the
output, the falling edge trigger system is triggered, passing a
signal to the switching module so that the switching module
can switch the algorithm to ensure the safety of the system.

In the simulation verification, after the vehicle keeps
15 seconds of normal driving, the fault input is carried out,
and the acceleration suddenly increases from 0.5m/s to
5 m/s2, simulating the situation of unintended acceleration
of the vehicle. After injecting the fault, the detection module
will detect the sudden change of acceleration, determine that
the vehicle has a fault, set the fault flag to 1, and pass it to the
switching module, after the switching module recognizes the
fault flag, it will carry out switching of the control algorithm,
the results are shown in Fig. 8. In Fig. 8, the red lines repre-
sent planning conditions and the blue lines represent vehicle
operations.

We have conducted several simulation experiments and
the results are consistent, which shows that the algorithm is
stable and reliable. As shown in Fig. 8, when the vehicle has
a sudden change in acceleration due to a fault, the system
can quickly switch to the redundant control algorithm to
effectively maintain control of the vehicle and ensure the
driving stability of the vehicle.
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VI. CONCLUSION

This paper is based on the functional safety development pro-
cess and related regulations in ISO 26262. The functions and
operating environment of the TJP system are defined in detail,
and the longitudinal function is taken as an example, analyzed
and designed according to the functional safety development
process, and simulated and verified by the Simulink/CarSim
simulation platform.

Firstly, the system is defined in detail to clarify the system
functions, design operation conditions, system configuration
and operation scenarios, etc. For the longitudinal functions of
the system, hazard analysis and risk assessment are carried
out according to the process in ISO 26262, the HAZOP
method is used to find out the hazard events, the S/E/C levels
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of the hazard events are evaluated, the corresponding ASIL
levels are further determined, the safety objectives are formed
and summarize. After getting the aggregated safety objec-
tives, the FTA and FMEA methods are used to decompose the
safety objectives comprehensively, extract the safety require-
ments, and assign them, and to meet the safety requirements,
the 1002D architecture is used to ensure the hardware safety.
Fuzzy PID and double closed-loop PID control algorithms
are used to ensure the safety requirements of the software,
and Simulink/CarSim simulation models are built to verify
the reliability of the algorithms using fault injection.

Simulation verification results show that the control
algorithm is safe and reliable, and can ensure the safety and
stability of the vehicle during operation.
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