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ABSTRACT In an era characterized by ever-increasing data exchange across different networks, the
importance of robust network security measures cannot be overemphasized. Cryptographic algorithms,
on the other hand, perform a vital role in imparting security to the sensitive information during transmission,
with S-Boxes (Substitution Boxes) serving as a fundamental component of symmetric-key ciphers. This
study has endeavored to engineer a novel S-Box algorithm to bolster the network security. Moreover, the
core focus of the suggested algorithm lies in enhancing the confidentiality, defiance to nefarious designs
of cryptanalysis savvy, and overall cryptographic strength of data encryption in network communication.
Random numbers spawned by the 5D multi-wing hyperchaotic system have been employed to design the
proposed box. Apart from that, Rook —a chess piece has been used in this regard. Particularly, the random
walk of Rook on the 16 x 16 hypothetical chessboard has been capitalized to sufficiently permute the
data of the potential S-Box. Through a comprehensive performance evaluation and cryptographic analyses,
the proposed S-Box algorithm exhibits superior resilience against diverse threats thus fortifying network
security effectively. In particular, the state of the art security parameters like bijectivity, non-linearity (NL),
strict-avalanche criterion (SAC), bit-independence criterion (BIC), linear probability (LP) and differential
probability (DP) have been used. This work, no doubt, contributes significantly to the ever-evolving field of
network security.

INDEX TERMS Network security, chaos, random numbers, S-Box, Rook, chess.

I. INTRODUCTION while devising any new symmetric-key cryptosystems [6].

In the realm of network security, where the protection of
precious data is of prime importance, varied cryptographic
techniques play an essential role in the protection of
information from the malicious actors and prying eyes [1],
[2], [3], [4], [5]. Out of these large number of tech-
niques, the notion of S-Box (Substitution Box) enjoys
a special status. S-Boxes are the necessary components
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Symmetric-key cryptosystems, also referred to as secret-
key cryptosystems, are essentially cryptographic algorithms
which employ the same key for both the decryption and
encryption processes [7]. These cryptosystems and ciphers
depend upon the fundamental operations normally dubbed as
substitution-permutation network (SPN) [8]. At the very heart
of these operations lies the construct of S-Box. The particular
modus operandi of S-Box works like this. It is basically a
sort of lookup table which replaces all input values with some
corresponding output values [9]. Although both the size and
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design of these boxes may vary depending upon the particular
requirements of the cipher but they must be designed in such a
way that they are non-linear in their character and orientation
and must be resistant to the potential cryptanalytic attacks.
Here, the significance of the S-box would be discussed in the
context of network security.

o Confidentiality: S-Boxes serve as a major driver in
maintaining the confidentiality of the precious data of
the different organizations [10]. The primary job of
these boxes is to introduce the layer of non-linearity
into the encryption processes thus making it too much
challenging for the hackers to infer the relationship
between the ciphertext and the plaintext without having
the slightest inkling of the secret key. This feature of
non-linearity inherent within the “DNA” of the S-boxes
plays a very crucial role in foiling the brute-force and
varied statistical attacks potentially launched by the
opponents.

o Diffusion and Avalanche Effect: These effects are very
crucial and play a significant role in the different
cryptographic products. One of the jobs of S-Boxes is
that a very little change in the key or the plaintext results
in a sea change in the output of ciphertext [11]. This
feature is normally called as avalanche effect and is very
crucial in spreading the changes in the very fabric of
the encryption process. Change of a single bit in an
input to the S-Box can render a significantly different
result. This phenomenon makes the decryption process
of the encryption algorithm more challenging to the
adversaries.

o Resistance to Cryptanalysis: Well-engineered S-Boxes
are defiant to the different cryptographic attacks which
include linear and differential cryptanalysis [12]. The
cryptographers while designing new products, select
S-Box designs which are amenable to their peculiar
requirements to ensure that their products may withstand
the future rigorous scrutiny.

o Strengthening the Key: S-Boxes are, no doubt, integral
parts of key mixing and key expansion in the symmetric
key ciphers [13]. These boxes ensure that the secret
key is applied in an uncertain and complex manner thus
cementing the whole encryption process.

o Enhanced Security Layers: In the Advanced Encryption
Standard (AES) cipher, the inclusion of S-Box con-
tributes to the multiple layers of security [14]. There
are series of S-Boxes in the design principle of AES,
each one with its unique transformation thus rendering
it exceptionally robust against the varied attacks.

Despite seminal contributions to the realm of network

security, S-Boxes remained the unsung heroes of this
domain. They render the requisite cryptographic strength
and resilience needed to protect sensitive data during the
storage and transmission. As cyber threats continue to evolve
and become more sophisticated in their character, the need
for still stronger encryption mechanisms, including well-
crafted S-Boxes, becomes increasingly more pronounced.
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The construct of S-Boxes contributes to the trio of network
security, i.e., confidentiality, integrity, and authenticity of
data, making them an indispensable component. In an era
where cyber-attacks and data breaches are commonplace, the
importance of S-Boxes in preserving the security and privacy
of our digital assets cannot be exaggerated.

Many studies have developed novel algorithms for the con-
struction of S-Boxes. For instance, the work [15] constructed
an S-Box to address the shortcomings of classical ciphers
like 3DES, AES and SM4. The reported work generated
three S-Boxes by using the 3D discrete memristor-based
chaotic map (3D-MCM). Security analysis demonstrated that
the newly constructed S-Box is effective and defiant to the
various threats in network security. An other work [16]
identified various attacks over the cyber security products
including Grobner-based attacks, linear and differential
attacks, SAT solver, XL-based attacks, interpolation attacks
etc. The focus of the reported research was to design a
novel algorithm for dynamic generation of S-Boxes which
could defy the various algebraic structure-based and chaos-
based cryptanalysis techniques. The random numbers were
spawned through the true random bits of underwater acoustic
waves. Further, a chain of knight’s tour was employed to
dynamically generate the S-Box. An other work [17] in this
domain designed a 5-bit S-box. Chaotic maps were employed
to generate the required stream of random numbers in the
reported work. The simulation results of this study indicated
that the suggested algoirthm was cost-effective and efficient
as far as the performance is concerned. Besides, the suggested
5-bit S-box design was subjected to an array of analyses like
bijectivity, nonlinearity, linear & differential cryptanalysis,
differential style boomerang attack, avalanche effect, bit
independence criterion, etc.

This study has employed the chess piece Rook (aka
Castle) to impart the notion of nonlinearity in the suggested
S-Box. The work [18] has already employed this chess
piece for writing an image encryption algorithm. Moreover,
4D chaotic map [19] and DNA computing [20] were also
employed in that study. In contrast, we have selected the
5D hyperchaotic map [21] to spawn the streams of random
numbers. The chess piece Rook walks randomly over the
entire chessboard depending upon the values of random
numbers. This movement of the Rook has been iterated a
large number to times to inject the feature of nonlinearity
satisfactorily in the proposed S-Box.

A. CONTRIBUTIONS OF THE PROPOSED WORK

Apart from the other salient features of this work, this
study contributes the following in an objective fashion to the
business of network security.

o This work has unlocked the inherent potential of 5D
multi-wing hyperchaotic system. This system enjoys the
marvellous properties of randomness, ergodicity, mixing
and unpredictability. Of course, these properties got
“transferred” to the proposed S-Box.
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o The random walk of chess piece Rook has performed
a seminal role while designing a novel S-Box. Rook
depending upon the random numbers manoeuvres over
the entire hypothetical chessboard with the size of
16 x 16. The introduction of chess piece Rook con-
tributed an added layer of security to the novel S-Box.

« The comprehensive security analyses of the novel S-Box
rendered very promising results. Given these results,
we contend that the proposed S-Box can be embedded
in the varied network cryptographic products to heighten
the security effects.

The rest of the study has been structured like this. Section II
covers the needed related work of this study. Different
researches have been discussed in this section. There are two
preliminaries of this work, i.e., chaotic systems and chess
piece Rook which have been discussed in the Section III. The
Section IV describes in detail the way, the chaotic and random
data has been generated. Apart from that, the way novel
S-Box has been created, has been discussed in this section.
Section V covers the security analyses of the proposed
S-Box using various state of the art security parameters
like bijectivity, non-linearity, strict-avalanche criterion, bit
independence criterion, linear and differential probabilities.
Lastly the discussion, conclusion and future work have been
covered in the Sections VI, VII and VIII.

Il. RELATED WORK

In the past, many S-Boxes have already been written by
the cryptographers to enhance the network security of the
different processes. The work [22], for example, developed
an S-Box by using the capabilities of the 3D chaotic map.
The security analysis of their work indicated that the proposed
S-Box was furnished with nice security properties and has
the potential to withstand the different security attacks. Apart
from that, the newly devised S-Box has been used while
writing a novel algorithm for the image encryption. In an
other work [23], by intertwining the inherent capabilities
of the chaotic system and the Latin square, an S-Box has
been built. The algorithm developed by the authors works
like this. First of all, a complete Latin square was generated
by igniting the chaotic system. After that, an S-Box was
developed by exploiting the complete Latin square. The
security and performance analysis demonstrated that their
newly devised S-Box was equipped with a nice performance
and has the potential to frustrate the diverse security attacks
like differential attack and linear attack. Moreover, their
constructed S-Box was also applied while developing a
novel image encryption scheme. The performance analysis
further depicted that the developed algorithm has the ability
to encrypt varied types of images and they rendered the
histograms with the uniform bar. This uniformity of the
bar, no doubt, acts as a great resistance to the potential
threats of hackers. The research project [24] produced a
yet another S-Box through the clever amalgamation of
the constructs of particle swarm optimization, Hénon map,
and quantum-inspired quantum walks. The security analysis
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of this new S-Box was carried out by taking different
validation metrics. It proved its reliability and effectiveness
while devising new ciphers. By using this S-Box, a novel
image cipher was also developed. Various validation metrics
rendered very nice results. For example, the information
entropy came out to be 7.99977, Chi-square to be 249.481,
NPCR 99.618% and UACI 33.484%.

Some works on the S-box were also carried out to optimize
them. For example, the work [25] wrote a new variant of
metaheuristic algorithm for substitution box construction
and optimization through the implementation of naked mole
rat (NMR) algorithm. This is also sometimes termed as
Q-learning naked mole rat algorithm (QL-NMR). Moreover,
QL-NMR amalgamated many chaotic maps like Sinusoidal,
Singer, circle, logistic and Chebyshev. Apart from that, QL-
NMR keeps track of the past performance of every choatic
system during the construction of S-Box using a Q-learning
table. The simulation results for the generation of 8 x 8§ S-Box
showed that their suggested QL-NMR technique outshined
many other published works. In particular, it beat the other
works in terms of strict avalanche criteria and nonlinearity.
In the same way, the study [26] developed a new S-box
algorithm by using the improved particle swarm optimization
and the 4D hyperchaotic system. First of all, this work
improved the Lorenz chaotic system and suggested a new
chaotic map called as 4D chaotic system along with more
complex dynamics and nicer Lyapunov exponent. Besides,
the notion of simulated annealing was added in particle
swarm optimization scheme. Additionally, a heightened
particle swarm optimization scheme was employed for
optimizing the idea of non-linearity of S-Box. This developed
S-Box was imported while writing a new image cipher. The
performance analyses vividly exhibited that the new S-Box
was furnished with nice security properties of linear and
differential probabilities, nonlinearity, SAC and BIC-NL.

Few works also employed the 5D hyperchaotic system
to spawn the streams of random numbers and to exploit
them while crafting new nonlinear cryptographic constructs
like S - Box [27]. The reported work comprises of
KY dimension, hyperchaotic phenomenon, complex phase
attractors, unstable equilibrium point and conservativity.
Apart from that, the newly developed S-Box was highly
optimized in order to be defiant against the varied attacks.
An other work [28] wrote an algorithm for constructing
cryptographically robust S-Box using the complex dynamics
of 5D chaotic map. The evaluation benchmarks included bit-
independent criteria, a good avalanche effect, low differential
uniformity and high nonlinearity. Besides, the developed
S-Box was also investigated in varied applications where
batch-generation of 8 x 8 boxes are possible. Apart from that,
the examination revealed that by employing a novel method
based solely on chaos, it was possible to generate an 8 x 8
S-box with a remarkable average high nonlinearity of up to
108.5 or S-boxes featuring differentials uniformity as low as
8. Additionally, it was feasible to obtain small-sized S-boxes
characterized by both high nonlinearity and low differential
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TABLE 1. A comparison of hyperchaotic/chaotic systems for creating
S-Boxes.

S-Box Algorithm  Chaotic map chosen Dimensions
Ref. [30] Hyperchaotic 4D
Ref. [31] fractional Rossler chaotic 3D
Ref. [32] fractional Chen chaotic 3D
Ref. [33] chaotic 3D
Ref. [28] Hyperchaotic 5D
Ref. [34] Hyperchaotic 5D
Proposed Hyperchaotic 5D

uniformity. A comparative analysis of the proposed approach
against recent S-box proposals demonstrated its superior-
ity and effectiveness in constructing robust and bijective
S-boxes. The study [29] constructed an S-Box by harnessing
the power of 5-D chaotic map. The security analyses rendered
very superior results like good cryptographic characteristics
and high nonlinearity. Additionally, the newly developed
S-Box was embedded in writing a novel image encryption
scheme rendering very competitive results. Moreover, the
Table 1 gives an overview of the different works using the
kind of chaotic system being employed and the dimensions
of the chaotic streams.

Ill. PRELIMINARIES

Preliminaries of this study include the chaotic system and the
historic chess game. Particularly, the five dimensional chaotic
system along with its attractors and Lyapunov exponents
would be discussed. Moreover, the chess pieces and specially
the Rook would be covered a little bit more so that we may
understand the next sections easily.

A. THEORY OF CHAOS AND 5D MULTI-WING
HYPERCHAOTIC SYSTEM

According to the marvellous theory of chaos, the slightest
change in the primitive and initial conditions of a system
causes a sea change in the output. Mathematicians harnessed
this power of chaos and produced a large number of chaotic
maps and systems. Many properties characterize these maps
including aperiodicity, randomness, ergodicity, mixing and
unpredictability [35], [36]. Different flavours of these maps
exist like 1D, 2D, higher dimensions and the hyperchaotic
maps. These maps have performed a great job in developing
a number of S-boxes [37]. In this work, we have chosen the
five dimensional chaotic map [21]. The mathematical form of
this map is

V= —mv+ wx

W= —nw+rz

X =—ox+sy+w

y=py—tv

I=gqz—Vw D

In this map, v,w,x,y,z are the initial values and the
list m,n,0,p,q,r,s,t are the system parameters. The
nonlinear terms included in the system are wx, vw and
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v?w. The research work [38] explains the various prop-
erties like periodic orbit efc of this map. 0.001 step
value has been taken to draw the different attractors
of this chaotic system. In the same way, Figure 1
depicts the chaotic conduct of this map (1). Lastly, Lya-
punov exponents of this system are {L, Ly, L3, L4, Ls =
9.979, 1.96, 0.005362, —19.13, —27.82} as shown in the
Figure 2.

B. CHESS GAME AND ROOK

Chess is a popular game and is normally played between the
intellectuals of the world [39]. Figure 3 shows the chess board
and all its pieces/players. The numbers {1, 2, 3,4, 5,6, 7, 8}
serve as the labels of the various pieces in rows and columns.
These labels form the addresses of the pieces. For instance,
(1,1) and (8, 1) are the addresses of the white colored
Rooks. There are a total of 32 pieces in this game owned
equally for each player. The names of the pieces are Pawn,
Khnight, Bishop, Rook, Queen and King. These pieces move
according to their own rules and regulations. Figure 3 shows
the chessboard with its players and all the movements of
the Rook. As the Figure 3c shows, Rook can move both
horizontally and vertically.

IV. PROPOSED SCHEME FOR THE S-BOX

A. ALGORITHM FOR THE KEY STREAM GENERATION

In this section, we will explain the way, the key streams of
random numbers have been created for the construction of
S-Box. Spark the chaotic map (1) with the set of values:
v = 1lL,bw = 1L,x = 1,y = 1,z = 1I,m =
10,n = 60,0 = 20,p = 15,q = 40,r = 1,5 =
50,t+ = 10. Moreover, invoke the Algorithm 1 (Key
Streams) for the generation of the key streams with the
parameters’ tuple {v, w, x, y, z, 1280000, 5000}. The for loop
at line 1 is iterating for iterations times. Three streams
{control }1310ms {movel, }irerations and {move2,}¢’aom are
being introduced at the lines 2, 3 and 4 respectively.
Each of these three streams contains the integers in the
range [0, 1,....,255]. The symbol |.| denotes the floor
function. The for loop of the line 6 is translating the
ranges of these streams to [1, 2], [—15, —14,...,15] and
[—15, —14, ..., 15] respectively. The numbers [1, 2] of the
stream control corresponds to the horizontal and vertical
movements of the Rook. Further, maximum movement of
the Rook may be 15 or -15 in the positive and negative
directions. Similarly, the lines 16 and 17 are populating the
initial addresses of the Rook in the arrays init 1 and init2 each
in the range of [1, 2, ..., 16].

B. PROPOSED ALGORITHM FOR CONSTRUCTION OF
S-BOX

Invoke the Algorithm 2 (S — Box Rounds) with the param-
eters of {0, 1,2, 3,...,255}, control, movel, move2, init1,
init2 and &. This algorithm, in turn, calls the Algorithm 3
(SBox — Maker) for & + 1 times to construct the required

VOLUME 12, 2024
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Algorithm 1 Key Streams

Input: v, w, x,y, z, iterations, &
Output: control, movel, move2, init1, init2

1: for i < 1 to iterations do

20 control(i) < |mod((v(i)) — Labs(v(i))] x 1014, 256)]

3 movel (i) < |[mod(abs(w(i)) — |abs(w(i))] x 1014, 256) |
4 move2(i) < |mod(abs(x(i)) — labs(x(i))] x 1014, 256)]
5: end for

6: for i < 1 to iterations do

7 control(i) < control(i) mod 2 + 1

8:  movel(i) < movel(i) mod 31 — 15

9:  move2(i) < move2(i) mod 31 — 15

10: end for

11: fori < 1to& do

12: init1(i)) < |[mod(abs(y(i)) — labs(y(i))] x 1014, 256)]
13:  inir2(i) < |mod(abs(z(i)) — labs(z(i)] x 104, 256)]
14: end for

15: fori < 1to& do

16:  init1(i) < init1(}) mod 16 + 1

17:  init2(i) < init2(i) mod 16 + 1

18: end for

S-Box. In each iteration for £k = 0 to &, this algorithm is
called with the following parameters sbox, control(256k+1 :
256k +256), movel(256k+1 : 256k+256), move2(256k+1 :
256k + 256), init1(k), init2(k), where a : b in control(a : b)
refers to the notion of slicing. Here, we will explain the
Algorithm 3 in a step by step fashion (Kindly see the Figure 4
for its visual version).

Step 1: Line 1 initializes the 2D array sbox’ (size of
16 x 16) with the value of —1.
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FIGURE 2. System (1)’s Lyapunov exponents.

Step 2: Lines 2 and 3 initialize the variables p and g with
il and i2 respectively. These serve as the initial positions of
the chess piece Rook on the chessboard.

Step 3: The for loop at the line 4 extends its reach till the
line 43. In each iteration of this loop, the index control(loop)
of the switch-case structure decides whether the Rook will
move in the horizontal or vertical direction. If case 1 matches,
then the if condition at the line 7 checks whether the random
number in the variable movel(loop) is positive? If it is, then
line 8 further checks whether p — movel(loop) > 17 If it
becomes true, then the value of p is being updated at the line 9,
otherwise, it is being updated at the line 11.

Step 4: The else if control structure (Line 13) further copes
with the situation where movel(loop) renders a negative
value.

Step 5: In case, the value of movel(loop) is zero,
the continue statement on the line 20 is being executed
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FIGURE 3. Chessboard and rook: (a) Chessboard; (b) Rook; (c) Rook with its moves.

Algorithm 2 S — Box Rounds

Input: sbox, control, movel, move2, initl, init2, &
Output: sbox’
1: fork < Oto & do

2:  sbox’ < SBox — Maker(sbox, control(256k + 1 : 256k + 256), movel(256k + 1 : 256k + 256), move2(256k + 1 :

256k + 256), init1(k), init2(k))
3: end for

to shift the control at the start of the for loop on the
line 4.

Step 6: In the same way, the case 2 spanning the lines 20 to
37 handles the vertical movement of the chess piece Rook.

Step 7: The if condition at the line 39 checks whether
sbox'(p,q) = —1. If it is, then the value of sbox(loop) is
being assigned to the position sbox’(p, ). Moreover, a track
that value of sbox at index loop has been shifted to its required
position is being kept at the line 41.

Step 8: Lastly, the Algorithm 4 (Complete—SBox) is being
called at the line 44 with the parameters sbox and shox’.
This algorithm is meant to fill the vacant positions of the
required S-Box. Actually, sometimes, Rook happens to land
on the address of the board which has already been filled.
In those cases, no shifting becomes possible at the line 40 of
the Algorithm 3.

The output of the Algorithm 3 is the required generated
S-Box which can be seen in the Table 2.

V. SIMULATION, RESULTS AND DISCUSSION

Just the development of cryptographic products is not
sufficient, rather, they must be subjected to the state of the
art criteria, yardsticks and other benchmarks agreed upon
among the cryptographers, security experts and analysts.
In this section, we will demonstrate the robustness and
defiance of the proposed S-Box using these benchmarks.
They include bijectivity, nonlinearity (NL), Strict Avalanche
Criterion (SAC), Bit Independence Criterion (BIC), linear
probability (LP), and differential probability (DP) [40].

A. BUECTIVITY
Generally speaking, an n x n S-Box is bijective if it contains
271 distinct integers [24]. Further, all these integers fall
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within the range of [0, 2"=1]. The Table 2 clearly fulfills the
property of bijectivity.

B. NON-LINEARITY

Linear cryptanalysis attacks are occasionally launched on the
security products by the potential hackers [41]. To counter
this threat, a substantial amount of non-linearity in the
developed S-Boxes must be embedded. In case, if there
exists a linear mapping between the ciphertext and plaintext,
then the employed S-Box can be attacked by the adversaries
and other opponents. In order to evaluate the inherent
non-linearity of some n-bit Boolean function say b(k), the
following mathematical equation (2) can be employed [42].

1
NL(b) = 5{2" — maxpe(o,1y |WSp(h)[} 2

In this equation, WSy(h) refers to the Walsh spectrum of
some given function b. Moreover, the following mathematical
equation helps in calculating the non-linearity of n-bit
Boolean function b(k).

WSpay = D (=1)Peh (©)
xe€f{0,1}7

In this equation, 2 € {0, 1}". Moreover, h.x refers to dot
product of /2 and x. This dot product can be computed through

hx=M dx)+...+ (", D x,) @

The list of non-linearity values for the proposed S-Box are:
103, 102, 106, 110, 107, 108, 108, and 105. Besides, 102,
110, 106.125 are the minimum, maximum and the average
values. Moreover, Table 3 presents the non-linearity values
for all eight constituent Boolean functions.

VOLUME 12, 2024
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Input sbox, control,
movel, move2, il, i2

Set shox [p][q] =-1
Yp=1,2,3,..,16
Yg=1,2,3,..,16

loop <256

control(loop)

false

>

!

I shox’ = Complete — SBox(sbox,sbox’)

return shox’

| p=16- (loop) - p) | | p=p - movel(loop)

| q = q - move2(loop)

- movel(loop) <18

p=-movel(loop) - (16 - p) p=p - movel(loop)

sbox’(p,q) = sbox(loop) ‘

shox(loop) = -1

<

FIGURE 4. Flowchart of SBox - Maker.

C. STRICT-AVALANCHE CRITERION (SAC)

To satisfy the strict avalanche criterion, when a single input
bit n is modified, there should be a 50% probability that
the resulting output bit m will change [42]. To put this in
other words, if its SAC value is nearly equal to 0.5, the
S-Box in question is furnished with the sufficient amount
of randomness and chaoticity. Moreover, the Table 4 depicts
computed values of suggested S-Box. This matrix is also
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loop = loop + 1

termed as dependence matrix. Furthermore, the average
SAC value for the proposed S-Box is 0.5077, meeting the
established criterion.

D. BIT-INDEPENDENCE CRITERION (BIC)

This is an other benchmark used by the cryptographers to
check the robustness of their product. According to this
benchmark, if a change in some input bit say g results in
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Algorithm 3 SBox — Maker

Algorithm 4 Complete — SBox

Input: sbox, control, movel, move2, il, i2
Output: sbox’
1: Set sbox'[pllg] < —1
Vp < 1,2,3,...,16
Vg« 1,2,3,...,16

2. p<«il
3 g <12
4: for loop < 1 to 256 do
5 switch (control(loop))
6: case l:
7: if movel(loop) is positive then
8 if p — movel(loop) > 1 then
9: p < p — movel(loop)
10: else
11: p < 16 — (movel(loop) — p)
12: end if
13: else if movel(loop) is negative then
14: if p — movel(loop) < 16 then
15: p < p — movel(loop)
16: else
17: p < —movel(loop) — (16 — p)
18: end if
19: else
20: continue
21: end if
22: case 2:
23: if move2(loop) is positive then
24: if g — move2(loop) > 1 then
25: q < q — move2(loop)
26: else
27: q < 16 — (move2(loop) — q)
28: end if
29: else if move2(loop) is negative then
30: if g — move2(loop) < 16 then
31: q < q — move2(loop)
32: else
33: q < —move2(loop) — (16 — q)
34: end if
35: else
36: continue
37: end if

38:  end switch
39:  if sbox'(p, g) = —1 then

40: sbox'(p, q) < sbox(loop)
41: sbox(loop) < —1

42:  end if

43: end for

44: sbox' < Complete — SBox(sbox, shox")

the change of output bits r and s separately, then S-Box is
dubbed as a successful in separating the output bits with each
other [42]. For satisfying this property, S-Box’s constituent
Boolean functions should comply with the nonlinearity
conditionality. The calculation of the expression (T,[p] &
Trlql) — (Tulp] & Tplp)) is performed over the entire range
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Input: sbox, sbox’
Output: sbox’
loopIndex < 0

1:

2: forp < 1to 16 do

3: forg < 1tol6do

4 if sbox'(p, g) = —1 then

5: while sbox(looplndex + 1) = —1 do
6 loopIndex < loopIndex + 1

7 end while

8 sbox'(p, q) < sbox(loopIndex + 1)
9: loopIndex < loopIndex + 1

10: end if

11:  end for

12: end for

of input values for p spanning from O to 255. Here T is
the S-Box. This computation is used to assess the BIC-SAC
performance of an S-Box. It’s worth noting that in this
evaluation, ¢ and p differ by only one bit. Furthermore,
the effectiveness of an S-Box is determined by the average
BIC-SAC values computed across all input values, with an
optimal performance indicated by values near 0.5. Tables 5
and 6 illustrate the criteria used to evaluate the non-linearity
and SAC for the constituent Boolean functions within the
proposed S-Box. Moreover, the mean non-linearity and SAC
values corresponding to the proposed S-Box, are 103.17 and
0.5061, respectively in these tables. In accordance with the
research conducted by Carlisle and Stafford [43], an S-box
that satisfies the non-linearity and SAC criteria is considered
to fulfill the BIC property. For the proposed S-box, the values
103.17 and 0.5061 indicate a notably weak linear relationship
among the output bits. These statistics unequivocally validate
the BIC property for the proposed S-box.

E. LINEAR-PROBABILITY (LP)
The inherent correlation between the input and output of
an S-Box is also checked through the notion of linear
probability [44]. Lower value of LP is desirable for the robust
S-Box. The equation (5) yields a maximum LP value of
0.1328 for the proposed S-Box. This indicates that the S-Box
possesses sufficient strength to resist linear cryptanalytic
attacks.
#{z € Nl|z.a, =T(2).b;} 1
- SIS
In this equation, T, a, and b, represent the S-Box, input
and output masks, respectively. Additionally, the variable N
encompasses a set of integers spanning from 0 to 255.

LP = maxg_ p, 0|

F. DIFFERENTIAL-PROBABILITY (DP)

In this cryptanalysis, original plaintext is tried to recover from
the given ciphertext by inspecting the differences between
the pairs of ciphertexts and the corresponding plaintexts [45].
By inspecting these differences, the potential hackers can
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TABLE 2. S-box generated using the proposed algorithm.

i/7 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
1 26 34 167 224 129 123 143 159 169 111 89 100 40 255 130 4
2 93 65 175 9 229 53 252 58 230 101 220 180 223 139 225 178
3 152 166 2 213 226 33 196 118 232 160 187 24 62 157 73 104
4 239 105 247 155 217 O 39 45 140 8 3 42 122 154 179 214
5 183 110 197 31 184 37 135 144 245 240 145 97 203 52 146 205
6 234 13 158 76 211 188 51 59 69 115 134 199 96 64 117 151
7 50 90 38 253 198 72 27 30 109 126 208 163 11 116 190 28
8 63 25 210 191 75 215 248 207 162 171 142 228 92 12 87 85
9 212 125 20 121 14 61 242 195 99 44 128 209 88 120 16 48
10 6 98 219 241 156 74 35 168 23 141 18 186 174 114 68 107
11 19 193 124 5 41 83 181 95 47 244 1 238 112 57 206 200
12 79 81 173 250 237 227 54 137 236 176 194 106 164 103 70 138
13 10 131 246 148 60 222 113 8 233 15 165 94 161 127 71 254
14 78 204 251 136 119 177 231 80 29 201 55 218 17 102 132 108
15 149 66 82 153 150 172 46 170 202 182 192 249 221 32 147 67
16 36 49 21 243 84 133 235 91 43 185 7 189 56 22 77 216
TABLE 3. Results of non-linearities for suggested S-box. TABLE 7. Suggested S-box DP table.
Boolean functions fi fa f3 fa fs fe fr fs i/j 0 1 2 3 4 5 6 7 8 9 A B C D E F
Calculated non-linearity 103 102 106 110 107 108 108 105 0 5 6 6 S 6 6 6 6 8 6 6 6 S 6 5 6
1 6 8 6 6 8 6 6 6 6 6 6 8 6 6 6 6
TABLE 4. Results of SAC for proposed S-Box. g g g g 2 g 2 2 2 g 2 g g g g 2 g
4 6 6 8 6 6 6 6 6 6 6 6 6 8 6 6 6
i/j 1 2 3 4 5 6 7 8 5 8 6 6 6 6 6 6 8 6 6 6 6 6 6 6 6
1 0.5643  0.5076  0.5289  0.5178 0.4890  0.4934  0.4790  0.5084 6 6 6 6 6 6 8 6 6 6 6 6 6 6 6 6 6
2 0.4865 0.5127  0.4694 049657 0.4865 04860 0.4890 0.5673 7 6 6 6 8 6 6 6 6 6 6 8 6 6 6 6 6
3 0.5409 0.5278 0.5390 0.5217 0.5388 0.4987 0.5198  0.5001 8 6 6 8 6 6 6 6 6 6 6 6 6 6 6 6 6
4 0.5123 05271 0.4943  0.5127 0.4698 0.4808 0.5098 0.5128 9 8 6 6 6 8 6 6 6 6 8 8 6 6 8 6 8
5 0.5321 04590 0.4905 0.5037 0.5121  0.5238  0.4878  0.5210 A 6 8 10 6 6 6 8 8 8 8 6 10 8 2 6 8
6 05234 04773 04865 05237 05123 05234 05123 05190 B 6 8 6 6 6 6 8 6 8 6 8 6 8 6 8 6
7 05123 04627 04976 05237 05128 04968 05238 05278 C 4 6 6 6 6 8 6 6 6 6 8 6 8 6 8 8
8 05180 04967 05004 04897 05208 05178 04980 0.5034 D 8 6 6 6 6 8 6 6 6 6 6 6 8 6 8 6
E 6 6 6 6 6 8 6 8 6 8 6 6 6 6 6 8
TABLE 5. Suggested S-Box’s BIC non-linearity results. F 8 6 6 6 8 6 6 6 6 6 8 6 6 6 6 -
i/j 1 2 3 4 5 6 7 8
1 - 106 102 100 102 101 108 104 differential probability (DP):
2 106 - 102 104 102 99 103 104
30102 102 - 106 104 103 104 106 DP — max |#{Z ENIT) ® Tepnn = Ay}l ©)
4 100 104 106 - 108 100 105 102 = MAAA#£0,0, on
5 102 102 104 108 - 104 100 101 . . .o
6 03 102 104 100 104 - 104 104 In this e(.]uatlon,. Azand Ay represent the respective input and
7 108 105 103 102 100 105 - 100 output differentials.
8 102 104 106 102 105 104 100 -
VI. DISCUSSION
TABLE 6. BIC-SAC results of suggested S-Box. The development of a novel S-Box algorithm based on the
5D multi-wing hyperchaotic system and the chess piece
77 1 2 3 3 5 6 7 8 Rook given in this study has yielded significant insights and
L Gt A s L G GG S T e B contributions to the field of network security. Our primary
305098 05123 - 0.4787 04980 05143 05321 05023 focus while writing this new S-Box was to enhance the
4 05123 04734 05223 - 05172 05076 04987  0.5087 . L. )
5 05043 04912 05189 04890 - 05209 04987 0.5176 security of data transmission across the different networks.
O s Y0 Apart from that, the resilience of the proposed algorithm to
8 05087 05124 04954 05032 05012 04974 05187 - the various threats like differential and linear cryptanalysis is

have an access over the secret key. For the robust S-Box, this
metric should have the relatively lower value. The differential
probability is found through the usage of equation (6).

The information in Table 7 illustrates that proposed S-box
demonstrates the result of differential probability which
is 12/256 0.0469. This result signals towards robust
resistance to varied attacks of differential cryptanalysis.
The following equation (6) defines the calculation of the
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a testament to its intrinsic robust cryptographic design. The
proposed algorithm underwent rigorous testing, evaluating
its performance against state-of-the-art security parameters
such as bijectivity, non-linearity, strict avalanche criterion,
bit independence criterion, linear probability, and differential
probability. Table 8 presents a comparison between the results
achieved by the suggested algorithm and those reported in
other published works.

Proposed algorithm’s computational efficiency and low
latency make it well-suited for the varied practical network
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TABLE 8. A comparison of the performance of several S-boxes including the proposed one.

Study Algorithm NL BIC-NL  SAC BIC-SAC LP DP

Ref. [24] Based on quantum-inspired QW and the customized PSO  107.00 103.0 0.5044  0.5066 0.1172  0.0313
Ref. [46]  Mackey—Glass equation 104.00 102.9 0.5000  0.4980 0.1328  0.0391
Ref. [23]  Enhanced logistic map and Latin square 105.25 103.2 0.5351  0.5000 - 0.0391
Ref. [47]  Jaya optimization algorithm 106.25 103.64 0.5009  0.4996 0.1171  0.0391
Ref. [22] 3D chaotic map 106.00 104.2 0.4993  0.5030 0.1250  0.0391
Ref. [48]  Gingerbreadman chaotic system 102.00 102.9 0.5178  0.4999 0.1250  0.0313
Ref. [49]  logistic-sine map 105.25 103.8 0.4956  0.4996 0.1562  0.0391
Ref. [50]  quantum-inspired QW 106.00 103.9 0.4958  0.5023 0.1250  0.0313
Ref. [51]  Teaching-learning-based optimization 106.50 104.6 0.4995  0.4983 0.1172  0.0391
Proposed  Rook and 5D chaotic system 106.125  103.17 0.5077  0.5061 0.1328  0.0469

security applications. In an era where real-time data exchange
is one of the most demanding feature, the algorithm’s
ability to complete its task without introducing significant
processing overhead is, no doubt, a valuable asset. Apart
from that, this endeavor has not only addressed the theoretical
requirements but it also focused on the practical integration
of the S-Box into existing network security protocols.

VII. CONCLUSION

The significance of network security in the interconnected
world of ours is self evident. Further, as the cyber threats and
other data breaches are becoming increasingly sophisticated,
there is a pressing need to contain these threats and to
come up with innovative cryptographic solutions. The present
research endeavor has written and evaluated a novel S-Box
algorithm aimed at enhancing the network security. Two
constructs of Rook —a chess piece and 5D multi-wing
hyperchaotic system have been employed while crafting
this new S-Box. Rook walks over the large chessboard.
As 1t walks over the various boxes of the chess, the data
of S-Box gets scrambled. This process has been iterated
for a number of times to satisfactorily create the S-Box.
Moreover, the suggested S-Box algorithm has demonstrated
its efficacy in many key facets of network security. For
instance, it vividly enhanced the confidentiality of data as
the metrics of non-linearity and strong avalanche effect show.
A thorough analysis and evaluation given in this study attest
to the proposed algorithm’s robustness in the face of varied
cyber threats. Concluding, this study has yielded a promising
solution to the exciting field of network security. No doubt,
the suggested S-Box algorithm with its intrinsic crypto-
graphic properties renders a notable addition to the arsenal
of different constructs available to the network security
practitioners.

VIil. FUTURE WORK

The present work has written a novel S-Box algorithm to bol-
ster network security. Potentially, there are many promising
avenues for further exploration and refinement of the current
work. For instance, 1)Performance Optimization: As the
network settings continue to evolve in different directions,
the need for efficient ciphers becomes of primary impor-
tance. Future work may focus for the optimization of the
computational performance of suggested S-Box algorithm
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without striking any sort of compromise of the requisite
security. This may be investigating hardware acceleration
algorithms or parallel computing algorithms for enhancing
the encryption speed. 2) Resilience to Quantum Attacks:
As the quantum computing is emerging on the landscape,
classical cryptographic techniques face new threats. Probing
the algorithm’s defiance to the quantum attacks and exploring
the quantum-resistant cryptographic techniques may be an
other notable research direction. 3) Integration with Exist-
ing Cryptosystems: Network security occasionally depends
upon the interoperability of heterogeneous cryptographic
components. Future research may investigate the prospects
of integration of the novel S-Box algorithm into existing
cryptographic systems, like VPN solutions or TLS/SSL
protocols or to appraise its real-world applicability and
compatibility.
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