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ABSTRACT Health monitoring systems in the home environment are safety-critical. It is necessary to
evaluate the safety of health monitoring systems. Conventionally, system safety is guaranteed through
conformance to related safety standards or requirements. This conformance is qualitatively demonstrated by
the safety case. However, the result of the qualitative evaluation is not straightforward to review. Moreover,
two problems must be considered from the viewpoint of systematic evaluation. First, if the result of the
evaluation of a system is unsafe, the traceability of the result to the system safety requirements must be
considered to improve system safety. Second, re-evaluation may occur in case of changes to system safety
requirements or related system design. Thus, this paper proposes a framework for quantitative evaluating
system safety for health monitoring systems. The framework focuses on three models, i.e., system safety
requirements structure, safety case, and Bayesian network, with five steps to solve the above concerns.
Finally, the framework is applied to an example health monitoring system for demonstration.

INDEX TERMS Bayesian network, health monitoring systems, safety case, system safety evaluation

framework, system safety requirements, traceability.

I. INTRODUCTION
Health monitoring systems (HMSs) in the home environment
adopt information and communication technologies to sense
health information from occupants and transmit it to the cloud
for processing in order to provide appropriate and timely
health services [1], [2]. Thus, HMSs are safety-critical as
their failure or malfunction would cause harm or even death
to occupants, especially the elderly [3], [4]. For example,
an HMS system that failed to provide correct service to
hypertensive patients based on collected health data would
increase the risk of developing cardiovascular disease [5].
Therefore, it requires evaluating the safety of HMS systems.
Conventionally, the safety of a system is guaranteed by
conforming to related safety standards or requirements;
for example, a vehicle mounted system must comply with
ISO 26262 for vehicle safety [6]. This conformance is
generally qualitatively demonstrated by safety cases [7], [8],
[9]. A safety case is a reasoned and compelling evidence-
supported argument that a system is safe for a defined applica-
tion in a given environment. Some works in the literature [10],
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[11], [12], and [13] transform safety cases into Bayesian
networks, which enable the quantitative safety evaluation of a
system. Bayesian networks (BNs) [14], [15] are probabilistic
graphical models that express causal relationships of a set of
variables on which to infer uncertain knowledge. The reasons
to adopt BNs for quantitative system safety evaluation are
triple. First, the knowledge the safety case presented should
be retained since the knowledge is the theoretical foundation
based on which a system can be concluded safe. This
knowledge can be represented by probabilistic variables and
their causal relationships of BNs. Second, safety cases are
characterized by epistemic uncertainty, since it provides an
inductive reasoning process with uncertainties in the evidence
and arguments [16], [17]. BNs can deal with epistemic
uncertainty by reasoning about probabilistic variables with
uncertain states [14]. Third, safety cases are dynamic [18].
The states of some node variables could not be determined
when transforming into BN. BN can handle this, as it can
readily process incomplete data sets [19].

However, there are limitations to only transforming safety
cases into BNs without explicitly considering system safety
requirements from the perspective of systematic system
safety evaluation. First, if a system is evaluated as unsafe,
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it cannot retrieve related system safety requirements based
on the evaluation result to further improve the system
safety. By retrieving related system safety requirements,
system design and results of engineering activities, such
as testing, that can prove that the system design satisfies
the requirements can be scrutinized. Second, the safety
requirements of the system would change since the HMS
systems are self-adaptive and dynamic [20]. Thus, a re-
evaluation of the system safety is required. In this case, the
changes cannot be propagated to the BN through safety cases
to enable re-evaluation.

To overcome the above two limitations, the safety
requirements of the system must explicitly be linked to the
safety cases that connect to the BNs in the first place. Thus,
system safety requirements retrieval and change propagation
can be enabled. To this end, requirements traceability [21],
[22], [23] can be employed. It is used to link artifacts and
to trace the link between artifacts. Artifacts are traceable
elements like a requirement. The traceability in this paper
is different from the requirements traceability. First, the
traceability in this paper is to trace an evaluation result, if it
is not satisfactory, to related system safety requirements for
system safety improvement. Second, the artifacts are not only
system safety requirements but also elements of safety cases
and random variables of BNs. Third, the links are between
the system safety requirements, the safety cases, and the BN,
rather than between the requirements themselves. So, the link
types are different.

Then, on the basis of the traceability, the two limitations
discussed above can be solved. To retrieve related system
safety requirements, highly influential random variables in
the BN to the evaluation result must be identified. The
random variables are then traced through safety cases to
related system safety requirements. To this end, the sensitivity
analysis [24] can be applied. Sensitivity analysis investigates
the importance of model input in determining its output.
The work of this paper takes the variable representing the
safe state of an HMS system as the target while the other
variables in the BN as input to investigate highly influential
variables. For change propagation, changes to system safety
requirements have to be captured first. The changes are
propagated to the BN through traceability links. In other
words, the safety case and the BN need to be revised in
accordance with the changes.

Therefore, this paper proposes a framework for quantita-
tively evaluating the safety of HMS systems in the home
environment. To the best of the author’s knowledge, there
has been no similar framework proposed in the literature.
Thus, compared to the conventional way of evaluating system
safety, i.e., safety cases, the contributions of this paper are
summarized as follows.

o A framework is proposed to quantitatively evaluate the

safety of HMS systems.

o The rules proposed to enable the transformation of the

system safety requirements structure to the safety case
and the BN.
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o A traceability metamodel is proposed to build traceabil-
ity models between the system safety requirements, the
safety cases, and the BN.

e The framework enables requirements retrieval and
change propagation based on the traceability.

« An application example is utilized to demonstrate that
the limitations discussed have been overcome by the
proposed framework.

The paper is organized as follows. Section II discusses
related work. Section III introduces some preliminary knowl-
edge to better understand the proposed framework. Then
Section IV elaborates the framework. Next an application
example is adopted to apply the proposed framework in
Section V. Section VI discusses some issues based on the
application example. Finally, Section VII concludes this

paper.

Il. RELATED WORK

This section introduces related work on the application of
safety cases to evaluate system safety, the transformation of
safety cases into BN, and the traceability of requirements.

A. APPLICATION OF SAFETY CASES

Safety case is the pivotal technique of the proposed frame-
work. It has been applied to qualitatively evaluate the safety
of various safety-critical systems. In safety management
requirements for defense systems, Def Stan 00-56 [9]
introduced a generalization of the safety case concept and
prescribed the necessitate of safety cases in all phases of
system development. [25] focuses on the usability of safety
cases. The author integrates the Bowtie methodology into
the process production to ensure usable safety in the field
of nuclear power plants. The System-Theoretic Process and
Analysis (STPA) [26] is recommended to assist in producing
a safety case in the present paper rather than the Bowtie
methodology. The reason is that STPA is a relatively new
technique. The safety case evolves along with the system
development process. Therefore, [18] proposed a dynamic
safety case for aviation systems. The dynamic safety case
framework consists of four steps, that is, identify, monitor,
analyze, and response. The rationale is to monitor and analyze
the identified uncertainties in the safety case and response
appropriately. The dynamicity of the safety case in the present
paper is due to changes to safety requirements. Changes
are propagated to the safety case through traceability links.
Safety case in the automotive domain is also a research
interest. The paper [27] presents the content of the safety
case in compliance with ISO 26262 and embeds it into
the existing hierarchy of automotive safety. However, if an
automotive system cannot be demonstrated safe by the safety
case, improvement to system safety is not explicitly given.

B. QUANTITATIVE EVALUATION

There are a few techniques to ensure quantitative evaluation
of system safety. A survey in [11] suggested that almost half
of the techniques surveyed for the quantification of safety
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cases are based on BN. In [ 10] the safety case is represented in
the Goal Structuring Notation (GSN) that will be introduced
in Section III-B and is encoded in the BN by following some
predefined rules. This paper proposes the transformation
rules for transforming a safety case represented by GSN
into BN based on [10]. There are some other related works.
Each of these works was to solve some aspect of applying
BN to obtain quantitative confidence in the safety case.
The paper [28] discussed the suitability of employing BN
to represent the safety case. Reference [29] adopted BN
for quantitative confidence propagation in the safety case
network. The work in [13] applied BN to obtain quantified
confidence of each claim.

C. REQUIREMENTS TRACEABILITY

Requirements traceability defined in the literature is ‘“‘the
ability to describe and follow the life of a requirement in both
a forwards and backwards direction” [23], [30]. As discussed
in Sections I and IV-D, the differences between traceability
in this paper and requirements traceability are artifacts and
trace links. However, requirements traceability tools could be
used to implement the traceability in this paper. For example,
matrix, cross-referencing, hierarchy, and database, which the
introduction of these tools can be found in [31] and [23].
Cross-referencing is adopted in the application example in
Section V. This does not mean that the cross-referencing is
more outstanding than others. One could select one based on
the application needs and the features of the tool.

A traceability model varies since the application scenarios
are different. It is impossible to provide a traceability model
for all. Thus, a metamodel that is used to define a model
is required. There are two types of languages to describe
a metamodel, i.e., Ecore and UML (Unified Modeling
Language) class diagram [32]. Ecore [33] is included in the
core of the Eclipse Modeling Framework and can be used to
describe models. The UML class diagram can be found in the
Object Management Group standard [34]. The class diagram
is adopted in this paper since it is widely used and is more
familiar to the author.

lIl. PRELIMINARIES

This section briefly introduces four concepts, i.e., health
monitoring systems, safety case, system safety requirements,
and Bayesian network, to better understand the proposed
framework.

A. HEALTH MONITORING SYSTEMS

Health monitoring systems (HMSs) in the home environment
adopt information and communication technologies to sense
vital signs of occupants (e.g., heart rate), home environment
(e.g., room temperature), occupants’ behavior (e.g., fall),
etc. and preprocessed locally and transmitted them to the
cloud for further processing in order to provide appropriate
and timely health services [1], [2]. The home environment
refers to the smart home whose definitions are classified into
two categories [35]. One focuses on the home and the user.
Another focuses on the building and the system. Sensing

1148

data is preprocessed locally for several reasons. For example,
to obtain preliminary results in case the cloud service is
unavailable due to network failure and to compress the data
for better network bandwidth utilization. The sensed data is
processed on the cloud by professionals such as the hospital
to obtain more accurate results.

The components of an HMS system can consist of
sensing, processing, actuating, communication and stor-
age [1], [36] based on cloud-based smart home [35]. The
sensing component is to collect various sensor data, for
example, vital signs. The processing component includes
two functions, namely perception and reasoning. Perception
means extracting features through various properties. For
example, to extract high- or low-blood pressure features from
a person’s blood pressure data. The reasoning is to predict
and detect more complex situations or illnesses using rules
or algorithms. Actuating refers to informing caregivers and
medical professionals of health deterioration and the like.
Each component should communicate with others through
wired or wireless techniques. Sensor data and processed ones
need to be stored locally or remotely in the cloud.

B. SAFETY CASE

In the safety-critical domains, a system is safe when it
complies with related safety standards or requirements. This
is demonstrated by the safety case. A safety case is a reasoned
and compelling evidence-supported argument that a system is
safe for a defined application in a given environment [7], [9].
The argument of a safety case includes claims and evidence.
Claims are about the safety of a system, while evidence is
used to support claims.

There are many ways to demonstrate the safety case,
among which the goal structuring notation (GSN) [8] is
predominantly adopted in the literature [37]. The GSN
notation is a directed acyclic graphical argument notation
that is capable of explicitly documenting the elements and
structure of an argument and the relationship of an argument
to related evidence. The claims are goals in the GSN
notation, and their satisfaction is achieved through evidence
or subgoals. The evidence can be engineering activities, such
as testing, showing that a goal is satisfied [38]. Thus, the
GSN notation provides a layered structure of arguments.
An argument, except the bottom one, consists of a goal that is
supported by one or more subgoals. A bottom-layer argument
includes a goal that is supported by related evidence.

The core elements of the GSN notation are listed in
Table 1. The core relationships between the core elements are
described in Table 2.

C. SYSTEM SAFETY REQUIREMENTS

System safety requirements are prescriptive statements to be
enforced in terms of the safety of a system in a given envi-
ronment [9], [30], [31]. They prescribe to mitigate, eliminate,
or monitor the identified hazards. The initiation of them can
be from requests from stakeholders or safety standards. For
example, stakeholders may require an HMS system to provide
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TABLE 1. The core elements of GSN notation.

Element Rendering Explanation
Goal {goal identifier} A requirements statement which expressed as a claim concerning some aspect of the system design, implemen-
<goal statement> tation, operation, or maintenance.
{strategy identifier It provides the rationale of the child goals supporting their parent goal. Thus, it is the interface between a goal
Strategy . .
strategy statement> and its supporting goals.
{solution
Solution identifiers It presents a reference to an evidence item. It provides the backing to state that a goal has been achieved.
st
Context Pomw———— It depicts the boundary over which a goal or strategy is made. It_ applies to a goal structure, and any other goal
context statement> structure that has a connection to the goal structure should be within the context boundary.
Tassumption An unsubstantiated statement believed to be true about the system, its operating environment, and the
Assumption dentifiery technologies employed. It can be connected to a goal or a strategy and applies to the entirety of the goal
et structure.
Justification e A statement that provides a rationale behind the adoption of a strategy or the depiction of a goal. It applies to

<justification
statement>

the element to which it is linked, not the entirety of the goal structure.

TABLE 2. The core relationships of GSN notation.

Relationship  Rendering Explanation
SupportedBy It allows support relationships between a goal to another goal, a strategy, and a solution.
InContextOf A contextual relationship between a goal to a context, a justification, and an assumption; and a strategy to a

context, an assumption, and a justification.

the correct service to prevent a hypertension patient from
developing cardiovascular disease.

System safety requirements are system requirements,
so they can be documented in ways that treat system require-
ments. On the one hand, the system requirements are docu-
mented hierarchically. A high-level requirement is satisfied
by satisfying all its connecting bottom-level requirements
through intermediate-level requirements. On the other hand,
system safety is considered a control problem [39]. System
safety requirements are elicited along with the decomposition
of system-level hazards into factors related to controllers of
the system. The controllers must constrain the behavior of
the system. Therefore, system safety requirements can also
be documented hierarchically.

In addition to system requirements, the general building
blocks of the requirements hierarchy also include the
requirement context, etc. [30]. A brief introduction of them
is in Table 3. There are tools that can be used to build a
hierarchy of safety requirements of the system. A prominent
one is the requirement diagram of the system modeling
language (SysML) [40]. SysML is a general-purpose system
modeling language. It extends the UML to address the
requirements [34]. The SysML requirements diagram is
capable of illustrating the requirements hierarchy and their
relationships with other building blocks.

D. BAYESIAN NETWORK

Bayesian networks (BNs) [14], [15] are a probabilistic graph-
ical model that represents the joint probability distributions of
a set of variables in a given domain. It is formally defined
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as a two-tuple, that is, BN = (G, P), where G represents
the directed acyclic graph and P is the joint probability
distribution. G is also a two-tuple and G = (V, E), where
V denotes a set of nodes that represents random variables
and E is a set of directed edges between nodes. P is defined
as the factorization of the joint probability into the product
of conditional probabilities, that is, P(Vq, Vo, ..., V,) =
[T, P(Vilpa(Vy)), where V; € V (i = 1...n), and pa(V;)
is the parent nodes of V;.

The construction of BNs has two parts based on the BN
definition above. One is to build the directed acyclic graph G.
Another is the elicitation of conditional probabilities. The
former is to parameterize domain knowledge and clarify
their dependencies. The latter is to determine the probability
of a node variable at some states dependent on other node
variables. Both can be learned from data or elicited by domain
experts to follow some formal procedures [19], [41], [42].

One critical application of BN is to reason about the
probability of a node variable at a state, given some evidence.
Evidence is that the dependent node variables are in some
known states. One can refer to the sprinkler example in [19]
for better understanding. The present paper employs BN to
evaluate the probability that an HMS system is in a safe state,
given some evidence that influences the safety of the system.
The variable node of BN that represents the safe state of an
HMS system is the target node.

IV. SYSTEM SAFETY EVALUATION FRAMEWORK
The safety of an HMS system is determined by the
compliance of the system with related safety requirements.
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TABLE 3. General elements to build a system requirements hierarchy.

Element Explanation

Requirement justification
Requirement context

Scheme

It explains the necessity of a safety requirement and demonstrates the rationale and sufficiency of child
requirements in supporting their parent requirement.

The facts or assumptions about a system and/or its environment in which the requirement applies.

A solution to implement a safety requirement and related verification/validation activities. For example, it could
be testing, etc. A scheme connects to a bottom safety requirement of the hierarchy.

1. System safety 2. Model transformation
requirements
elicitation

3. System safety

5.2 Change propagation evaluation

System safety
requirements
structure

Safety case Bayesian network

4. Traceability

5.1 Requirements retrieval metamodel

FIGURE 1. The proposed framework for evaluating system safety.

The system safety evaluation consists of calculating the
degree of confidence in the conformance and determining the
acceptance of the result. To this end, the proposed framework
consists of three models, i.e., system safety requirements
structure, safety case, and the BN, as shown in Figure 1.
The safety case is the conventional tool for qualitative safety
evaluation. It is transformed into BN for quantitative safety
evaluation. System safety requirements are required due to
two reasons. First, it is used when retrieving related safety
requirements to improve system safety. Second, changes to
the system safety requirements must be propagated to the BN
through the safety case for re-evaluation. Then five steps are
proposed with respect to the three models. Step five includes
5.1 and 5.2 in the figure, which means that requirement
retrieval and change propagation can be done in parallel with
no preference.

There are two situations about the existence of the system
safety requirements structure and safety case, i.e., preexist
and not exist. This paper deals with the latter case. For the
former case, step one and two would be linking elements of
the safety case to the system safety requirements structure,
and transforming the safety case into BN, respectively.
In this case, step one is to set up the traceability model
between the safety case and the requirements structure.
This can be achieved by using the metamodel introduced in
Section IV-D. Step two can follow the transformation rules in
Section IV-B2.

A. STEP 1: SYSTEM SAFETY REQUIREMENTS ELICITATION
Since system safety requirements are prescribed to mitigate,
eliminate or monitor identified hazards, as discussed in
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FIGURE 2. System safety requirements elicitation along with the risk
management process based on [9].

Section III-C, their elicitation can occur along with the
risk management process, as shown in Figure 2. Risk
management includes hazard identification and analysis,
risk estimation and evaluation, risk reduction, and risk
acceptance [9]. It can start with an undesired event, for
example, an accident, to identify system-level hazards. Then
the identified system-level hazards can be analyzed, and
related risks are estimated and evaluated. Finally, risks are
reduced through countermeasures and demonstrated to be
acceptable.

For a better understanding of the process of eliciting
system safety requirements along the risk management
process, system safety requirements are classified into three
categories, i.e., system-level safety requirements, derived
safety requirements, and safety design requirements. System-
level safety requirements correspond to system-level hazards
that can be elicited based on experts’ knowledge. System-
level hazards are system states that, under some worst-case
environmental conditions, will result in undesired events [39].
Then, hazard analysis is adopted to identify the causes of
system-level hazards. The causes are unsafe control actions
of system components that can be taken as controllers.
Hazard analysis can be achieved using the System-Theoretic
Process and Analysis (STPA) [26], [39]. The reasons are
two-fold. First, STPA is a new hazard analysis technique.
Second, STPA complies with the philosophy that system
safety is a control problem. Therefore, it provides a way
to identify unsafe control actions that cause system-level
hazards. The estimation and evaluation of the risk can
determine whether the risk has been reduced to an acceptable
level by considering the causes. Thus, the derived safety
requirements correspond to unsafe control actions. Risk
reduction is the systematic process of reducing risks [9]. It can
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be a design of sub-systems or a redesign of the original system
to eliminate, mitigate, or monitor the identified hazards. The
input to risk reduction can be the final result of the STPA
analysis, that is, the causes of unsafe control actions. The
safety design requirements are the design constraints that
relate to the causes of unsafe control actions.

Other elements of the requirements hierarchy, shown in
Table 3, can also be generated during the risk management
process. First, the risk management process results, i.e.,
system-level hazards, unsafe control actions, and their
causes, also have context and the necessity of existence.
These can be transformed into requirement context and
justification of safety requirements. Second, one or more
unsafe control actions can cause a system-level hazard, and
several causal factors will cause an unsafe control action.
These relationships can be satisfaction relationships. Third,
the causes of unsafe control actions can be utilized to propose
design solutions. The solution can be the scheme in the
requirements hierarchy.

A map between the system safety requirements and a
system with its components is required. First, the system
and its components are supposed to satisfy these safety
requirements. Second, the system and its components could
be the reason for a system to be unsafe. In step IV-E,
only related safety requirements must be retrieved based on
traceability for further analysis. Third, if the system and its
components change, which compromises system safety, the
change must be represented in the requirements structure.
The system-level safety requirements correspond to the entire
HMS system. The derived safety requirements map to the
sensing, processing, actuating, communication, and storage
components as introduced in Section ITI-A. The safety design
requirements are related to the detailed design of these
components.

B. STEP 2: MODEL TRANSFORMATION

This step introduces the model transformation rules to build
BN from a safety case that is transformed from the system
safety requirements structure. Model transformation is the
creation of a new model based on another model manually
or facilitated by some tools [43]. The transformations are
between two mappings. One is between the system safety
requirements structure and the safety case. Another is
between the safety case and the BN.

1) TRANSFORMING FROM THE REQUIREMENTS STRUCTURE
INTO A SAFETY CASE
As discussed in Section III-B, the safety case in this paper is
represented by the GSN. Therefore, this section will intro-
duce the mapping between the system safety requirements
structure and the GSN, with their transformation rules. The
mapping is based on the semantic meanings of related terms.
The mapping and explanation are shown in Table 4.

The transformation rules are the following steps. It builds
the safety case in a top-down fashion from the requirements
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structure. The goals and requirements form the skeletons of
the structures of GSN and the requirements, respectively. So,
other elements can be easily transformed if the skeleton is
transformed. The transformation rules applied to a system
safety requirements structure will produce a safety case.

1) Transform the system-level safety requirement and its
connecting nodes into the top-level goal and the nodes
that connect to it, respectively.

a) Transform the system-level safety requirement
into the top-level goal.

b) Transform the nodes connecting to the system
safety requirement into the nodes connecting
to the top-level goal based on the mapping in
Table 4. Justification and context may need to be
transformed here. In this case, the connections
between these nodes and the system safety
requirement need to be transformed into the
InContextOf relationship of the GSN structure.

¢) Transform the satisfy connection between the
system-level safety requirement and its adjacent
node below into the SupportedBy relationship.

2) Transform the derived safety requirements and their
connecting nodes into intermediate-level goals and
nodes that connect them.

a) Transform a derived safety requirement into a
corresponding intermediate-level goal.

b) Transform the nodes connecting to the derived
safety requirement into nodes that connect to the
intermediate-level goal based on the mapping in
Table 4. Justification and context may need to be
transformed in this step. The connections between
these nodes and the derived safety requirements
should be transformed into the InContextOf
relationship.

¢) Transform the satisfy connection between the
derived safety requirement and its adjacent nodes
below into a SupportedBy relationship.

d) If there are derived safety requirements that are
not transformed, then go to step 2a.

3) Transform the scheme nodes into solution nodes.

a) Transform a scheme node into a solution node.

b) If there are scheme nodes that are not trans-
formed, go to step 3a.

2) TRANSFORMING FROM THE SAFETY CASE INTO BN

The causal relationships of the nodes in a safety case
enable the transformation into BN. In the GSN structure,
every goal is supported by sub-goals or solutions. The goal
holds only if its supporting sub-goals or solutions, together
with the rationale of the supportiveness, i.e., the strategy
hold. Context, assumption, and justification can be taken
as premises in order for a goal or strategy to hold. The
transformation introduced in this section is based on the
mapping approach discussed in [10]. The main work in this
step consists of transforming the safety case structure into a
BN structure and probability elicitation.
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TABLE 4. The mapping between system safety requirements and GSN elements.

Mapping elements

Svat fot - Explanation
GSN elements ystem safety require-
ments elements
. Different levels of goals correspond to the different levels of requirements. A
Goal Requirement . . ..
goal is a requirement based on the definition of the goal.
. S . Both represent the rationale for items at the child level to support items at the
Strategy Requirement justification P ! v upp
parent level.
Assumption Requirement context The assumed portion in the requirement context.
Justification Requirement justification J us.tlﬁcatlon of goals and strategies both correspond to the requirement justifi-
cation.
Context Requirement context Goal and strategy context corresponds to the context of the requirement.
Solution Scheme Solution means to provide evidence for a goal. The scheme is to provide

evidence for a requirement.

To enable structural transformation, the nodes of the safety
case must be parameterized. Parameters can be used as the
node variables in the BN. The mapping is illustrated in
Table 5. The state space of the variables includes hold and
notHold. hold means that the corresponding GSN element
is satisfied. The transformation follows a top-down fashion,
i.e., from the top goal down to the evidence along the
SupportedBy connections. The rules below can be used to
achieve the transformation.

TABLE 5. The mapping between GSN elements and variables of BN.

GSN elements  Variables of BN  State space

Goal Vy hold, notHold
Strategy Vs hold, notHold
Context Ve hold, notHold
Assumption Va hold, notHold
Justification \% hold, notHold
Solution Ve hold, notHold

1) Transform the top-level goal into V.

a) Transform the supporting elements of the
top-level goal into causal factors of Vi, that is,
transform the sub-goals, strategy, context, and
justification that connect to the top-level goal into
{Vév 1 ng, ...}, Vs, Vi, and V;, respectively. Then
connect {Vg“, ng, ..}, Vs, Ve, and V; to V.
If the strategy has context and justification that
connect to it, then transform them into VC’ and
Vj’, respectively. And connect V/ and Vj/ to Vi as
causal factors.

2) Transform an intermediate-level goal into V;.

a) Transform the supporting elements of the inter-
mediate level goal into causal factors of Vé, that
is, its sub-goals, strategy, context, and justifica-
tion that connect to the intermediate level goal
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into {Vg”, Vgiz, ..} V;, Vci, and Vf, respectively.
Then connect {Véf“, VgS’Q, ...}, Vi Vi and Vji to
Véf. If the strategy has context and justification

that connect to it, then transform them into Vci/ and
V/, respectively. And connect Vci/ and Vjﬂ to V! as
causal factors.

b) If there exist intermediate-level goals that have
not been transformed, then go to step 2.

3) Transform a bottom-level goal into Véf’ .

a) Transform the supporting elements of the
bottom-level goal into causal factors of ng , that
is, the solution, strategy, context, and justification
that connect to the bottom-level goal into V72, V?
Vb, and ij, respectively. Then connect V2, V2,
Vcb , and ij to Vé’ . If the strategy has context
and justification that connect to it, then transform
them into VCI?/ and ij/, respectively. And connect

Vcb/ and V¥ to V% as causal factors.
b) If there are bottom goals that have not been
transformed, go to step 3.

There are two categories for probability elicitation [41],
[42], [44]. The first category is the judgment of experts
assisted by, for example, probability-scale methods, gamble-
like methods, and probability-wheel methods. This category
heavily depends on expert knowledge and empirical experi-
ence to elicit related probabilities by marking them on like
scales. The second category is learning from related data sets.
The quality of the data set, for example, whether missing
values exist and the size of the data set, is critical.

The first category may be more feasible for the probability
elicitation of this paper. On the one hand, the BN built in this
paper is transformed from a safety case that is transformed
from the system safety requirements structure. Experts who
developed the system safety requirements structure may be
capable of eliciting the probabilities assisted by tools or BN
experts. On the other hand, the data set used to learn the
probabilities is difficult to obtain. To the best of the author’s
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knowledge, there are no such and similar data sets in the
literature. Even if there is a small amount of data, it can
be a non-trivial work to apply the data in this paper due to
different systems having different design goals and working
environments.

According to the characteristics of the safety case structure
and the transformed BN, the node variables in the BN
corresponding to the context, assumption, justification, and
solution are the leaf nodes. Their probabilities in the hold
state may depend on the conformity of their description to
related facts. The node variable in the BN corresponding to a
strategy in the hold state is conditioned on variables related
to the context and assumption. The node variable in the BN
corresponding to a goal in the hold state is conditioned on the
variables that correspond to its sub-goals, solutions, context,
justification, assumption, and strategy.

C. STEP 3: SYSTEM SAFETY EVALUATION

The system safety can be quantitatively evaluated on the basis
of the BN obtained in the previous step. To this end, evidence
must be gathered first to evaluate system safety. Then assess
to determine whether the evaluation result is acceptable or
not.

The evidence in the BN is the concrete state of a node
variable. For example, a Boolean variable V denotes all
relevant hazards that have been identified. The evidence can
be V = true or V = false. To determine the state of
V, the answer to the question, for example, are identified
hazards relevant and comprehensive? must be provided with
proof. Not all variables’ states can be determined. The more
evidence gathered, the more reliable the evaluation result
will be.

Generally, safety can be concluded when related risk has
been reduced to an acceptable or tolerable level. Risk is the
combination of two parts [9], [45], that is, the probability
of the occurrence of an unsafe event and the severity of
the consequence of the event. Therefore, safety levels can
be defined in terms of the above two factors. A prominent
and widely used benchmark is the safety integrity level
(SIL), as introduced in IEC 61508 [45]. The safety integrity
is “the probability of a safety-related system satisfactorily
performing the required safety functions under all the stated
conditions within a stated period of time”. The rationale
for evaluating safety can also be applied to assess the BN
result. The reason is that safety is obtained when all safety
requirements are met. System safety requirements are defined
where hazards must be eliminated, mitigated, or monitored
considering the risk the hazards raised, as introduced in step
one (Section IV-A). Risk can be reduced to an acceptable
or tolerable level when the safety requirements of the
system are met. So, the SIL can be applied in this paper.
However, the SIL may need to be customized to fit the
context of HMS systems. Methods to determine the SIL
are not introduced, as they are beyond the scope of this

paper.
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D. STEP 4: TRACEABILITY METAMODEL

Traceability is required to solve the problems discussed in
steps 5.1 and 5.2, that is, to retrieve related system safety
requirements to improve system safety; and to propagate
the changes to system safety requirements and then to
the BN for re-evaluation. Two things have to be done
to enable traceability, that is, artifacts can be traced and
links between artifacts. Since the instances of the system
safety requirements structure, the safety case, and the BN
vary. In this paper, a traceability metamodel is proposed.
A metamodel is generally defined as a model used to build
a model [46], [47]. Therefore, no matter what instances of
the system safety requirements structure, the safety case, and
the BN are, the traceability between them must comply with
the rules defined in the metamodel.

The artifacts to be traced include three categories, i.e.,
elements of system safety requirements and GSN notation,
as well as node variables of BN. For the traceability of this
paper, the link is to connect artifacts that have mapping
relations. The metamodel is depicted in Figure 3. There are
three columns in the figure. The left column corresponds
to the elements of the system safety requirements. The
middle column relates to elements of the GSN notation.
The right column corresponds to the node variables of the
BN. The connection between two artifacts is represented by
the association relation of the class of the unified modeling
language. The association is to connect classes that have
relationships. For simplicity, the details of the classes are
omitted. The relationships between classes of each column
are not shown in the figure, since they are irrelevant to
traceability.

E. STEP 5.1: REQUIREMENTS RETRIEVAL

Once the safety level of the HMS system is evaluated as
unsafe by the BN, the system safety needs to be improved.
To this end, it first identifies the variable nodes that are in
notHold state and have a high influence on the target node
of the BN. In other words, a unit variation in these variables
causes more variation in the target node variable than others.
Then trace these variable nodes to related system safety
requirements based on the traceability. Finally, analyze the
reason for the safety requirements in notHold state to improve
the safety of the system.

To identify the variables that have a high influence on the
target node variable, sensitivity analysis [24] can be applied.
In the field of BN, it studies the uncertainties of random
variables in their possible states to affect the probability of
the target variable in a specific state [48], [49], [50]. Most BN
tools can achieve sensitivity analysis by, for example, setting
the target node and clicking on some buttons. For example,
the GeNle modeler provides ways of automatically analyzing
sensitivity [51]. It is a graphical tool to assist in building and
analyzing based on BNs.

After identifying highly influential variables, trace them to
the system safety requirements through the safety case along
the traceability links. Then analyze to improve system safety.
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r 1 1 1 1
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Requirement 1
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]
1
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Scheme Solution Ve
1 1 1 1

FIGURE 3. The traceability metamodel.

The analysis should be conducted by experienced experts.
The following example questions can be used to guide the
analysis.

1) Are hazards identified comprehensively?

2) Are hazards correctly analyzed?

3) Are system safety requirements correctly and reason-
ably elicited based on the hazards?

4) Are system components correctly designed to meet the
safety requirements?

5) Have the tools used in hazard identification/analysis,
safety requirements elicitation, and system components
design compromised system safety?

6) Can the proposed solutions improve system safety?

F. STEP 5.2: CHANGE PROPAGATION
HMS systems are self-adaptive systems that are characterized
by the dynamicity of system requirements [20]. Therefore,
the system safety requirements can be changed during the
system life cycle. The changes have to be evaluated to
determine if they affect system safety. If they do, the changes
must be propagated to the BN through traceability links for
re-evaluation of the system safety.

In requirement engineering, requirements can be main-
tained, for example, via the version control or evolution
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link [30], [31], [52]. Thus, changes to the system safety
requirements can be captured by comparing two versions of
the system safety requirements or by tracing the requirements
changes through evolution links. To evaluate the changes, one
can always check whether the system-level hazards, unsafe
control actions, and the causes of unsafe control actions are
still taken care of by the changed safety requirements, since
a system is safe when all hazards are under control.

After the changes in the safety requirements are deter-
mined, they are about to be propagated to the safety case and
then to the BN. To this end, the mappings and transformation
rules introduced in Section IV-B can be used. It has to
transform the changes to the corresponding elements of the
safety case first. Then transform the changes in the safety
case to the related part of BN. Be aware that the conditional
probabilities of the changed node variables in different states
may also need to be reelicited. Finally, a re-evaluation of the
system safety can be performed.

V. APPLICATION EXAMPLE

This section adopts an example HMS to demonstrate the
application of the proposed framework so as to discuss
the contribution of this paper. To this end, this section
first introduces an example HMS system. Then apply the
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FIGURE 4. Architecture of the example HMS system.

proposed framework to quantitatively evaluate the safety of
the example system. Finally, to demonstrate requirements
retrieval and change propagation.

A. AN EXAMPLE HMS SYSTEM

The example HMS system introduced in this paper is revised
based on the one in [53]. It gathers environmental, behavioral,
and physiological data through various sensors. Then analyze
them to determine if occupants that are assumed to have
chronic disease need to change their medication or call
emergency service. The architecture of the example system
is illustrated in Figure 4. In this example, two scenarios are
considered. One is to change the current or to deliver a new
medicine. Another is to call first-aid service. The data is
acquired in the home environment and stored locally in the
home gateway and in the cloud. The home gateway can do
preliminary analysis, and the medical service is responsible
for comprehensively analyzing the data. If there is a need
to change the current or to deliver new medication, the
gateway and the medical service can send commands to
the pharmaceutical service. The pharmaceutical service can
inform the information about the medicines through the smart
pillbox to occupants. If an emergency is necessary, they can
command the first-aid service to send an ambulance.

B. QUANTITATIVE EVALUATION OF THE EXAMPLE SYSTEM
This section introduces the application of the proposed
framework to evaluate the safety of the example HMS
system. First, the system safety requirements structure is
built based on the risk management process. Then the safety
case represented by GSN notation is transformed from the
requirements structure. Third, transform the safety case into
BN for quantitative safety evaluation.

To build the system safety requirements structure, hazards
and their causal factors are required to be identified. This is
achieved by applying the STPA technique. The first step is
to define the undesired safety event and system-level hazards
and requirements, as shown in Table 6. Then to induce unsafe
control actions based on the control structure illustrated in
Figure 5. Unsafe control actions and their causal factors are
shown in Table 7. Be aware that the example is to demonstrate
the application of the proposed framework and not to elicit
comprehensive unsafe control actions and their causal factors.
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- — Data analysis
Deliver medication

Deliver first-aid service

Preprocess results
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Deliver first-aid service
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Inform medication change Raw data
Occupant
r——— > >0

Environmental factors Health status

Everyday living activities

FIGURE 5. Control structure of the HMS system example for eliciting
unsafe control actions. The red arrows represent the control directions,
and the text attached to them is the control actions. The blue arrows
denote the feedback.

System safety requirements are then derived from system-
level hazards, unsafe control actions, and their causal factors.
The requirements structure is illustrated by the requirement
diagram of SysML as shown in Figure 6. For compliance
with the relationship between system safety requirements
introduced in section III-C, the satisfy relationship of SysML
is adopted to represent the relationship between different
levels of requirements. Though the meaning of satisfy
relationship may not be exactly the same as in SysML.

Then transform the system safety requirements structure
into the safety case that is represented by the GSN notation
as shown in Figure 7. The transformation takes the require-
ments structure and the transformation rules introduced in
Section IV-B as input. Finally, the safety case is transformed
into the BN based on the transformation rules introduced in
Section IV-B. The transformed BN is illustrated in Figure 8.
The author elicited the probabilities of the node variables of
the BN based on the probability-scale method [41].

After obtaining the BN, it can be used to evaluate the
system safety. This paper utilizes the GeNle modeler for
building and evaluating based on the BN. GeNle is an
interactive tool for model building and learning. The node
Ve_G_SR in Figure 8 represents the safety state of the
HMS system. For demonstration purposes, the state of node
Ve_G1_1 is set to notHold and the probability of node
Ve_G_SR in state hold is 78.24%. This means that the
example HMS system is evaluated as 78.24% safe.

To determine whether 78.24% represents safe or unsafe,
the SIL should be set up. IEC 61508 [45] introduced steps
and suggested techniques to determine the SIL. The SIL, for
example, can have four levels, e.g., safe, tolerable, tolerable
after improvement, and intolerable. Each level corresponds to

1155



“1NsAs jo weiSeip Juswaiinbai sy} Aq pajuawndop ainpniys sjusawalinbai Ajajes weyshs -9 JUNOIA

[ |
goseDisa) | | gesedysaL || Lesedse el guoneoyy gesegyse) el .5'€US,=PI
O ——— {01 €YS,=PI .6 =PI hﬂﬁ_ﬁvv. A <<dWBYIS>> 7 <<dWBYIS>> . L EdS=PI gase)sal gosedisal . uoljeoipaw abueyo
nesyl . /90IAIBS ple 2 21n|fe} INOYHIM UOREOIpaW <<BWaYDS>>
<<dWaYIS>> AAzm,_ﬂvV Js11y BULBAIIP 10} PaBU oL 90I1M8S ple-jsay bul. 1OASP JO PUBLILICO 6L} BINDBX | <<hstesss™ <<®WaYOS>> 10} paau ay) 8)enojes 0} Juauodwiod
<k <k n £ 40 }INS@1 1081100 BY) B}e|NDIED BEAS=PL | i, P Jo p Yy les Buissaooideld ejep ay) o} ejep
” g o s o e || ysnu ssAleue erep jo wioble «Ke[ap B|qe1|0} jim UoyeoIpaW : FSNULICEMIB BUL=pe} 1081100 8pIA0Id PINOYS SIOSUSS,=}X)
<<kiess y LS, =PI _m 1P X . m pinoy S ‘PapeBU UBYM,=IX3} JOA3P JO PUBLIWOD By} pasegysay | <
2L °€HS.=PI L 1un auwny uisseooide.d ejed.=pxe} 9)N0aX® JSNW I0jenjoe 8y 1,=1xe} Bujuonoung <<BWBYDS>> e1eq BUIDIPO 1991100 dd
N L/30IBs | | O uiyym S| siskjeue ejep uonesIpay Jojenjoy T o
WE1°€dS.=PI wy3oB]y 8d1AIBS 3991100 VA <<jsiies>> <<juswaiinbai>>
,90IA18S ple-jslly BULIBAIEP ple-}suy Joj paau sy djenojed | | pue Buisseooidesd ejep | | ejeq @diases .uw:oo va <<uaWwelnbals> asuodsay UOHEDIPa J0JENIOY <<luswaiinbai>> >
0} Juauodwoo Buissacoidaid | | usamieq Aejep ay,=1xe) )W ! 1 bai>> s ZuonesyliaA w0
40 }|Nsal J081I00 8y} i W9 EYS.=PI b
BIEp 8} 0} ejep J08.1100 - . <<dWBYIS>>
9)e|nojed Jsnw Buissaooidaid d _ Kejap awn yun X uiypm
ejep jo wyinoble ay1,=xa} epinold pInoys si0sues,=ixe} Aejag 921M198 ON VA 8X10.=PI . SXLOw=PI Buisseooide.d ejep o) ejep <<hisiess>
QuIDIPOW JAAIIP QUIIPaW JANIIBP
<<juswalnbas>> pauinbau si aolnes puas pinoys s10suag,=1xa}
0} pUBWIWIOO BY) PaAROaI |0} pUBLILLOD By} PaAIRDa)

wiyoBly ©jeQ 901198 100100 dd [~

uawaInbau.
901AI9S 3091100 dd <) >>
<<juswalnbai>> —<<hisnes>>-

V' edS.=PI
. uoneoIpaw
Buuaalep 4O }Nsal 081100 8y}

-JSJ1j OU) SOJEOIPUI | <<hsies>
1Insau sisAleue ay],=1xa)

0jenjoe dyL,=jxe) | <<Asies>> I01enjoe 8y 1, =1xa]
<<hsiies>> | JINSaJ SISA|RUR By ] ,=1X8) Jolenioe 8y L, =xe} Jojeny UL.=xe

Keja@ su1o1psi ON dd
<<juswalnbai>>

<<hispess>

<<J]X8)uoo Juswalnbai>>

Framework for Evaluating the Safety of HMSs in the Home Environment

Z.Yang

IEEE Access

oje|nojeo ysnw Buissesoidaid

oveseoIseL 6XLOu=PI <> | <<PXIUOD Juaweunba>> <<IX8ju0o Azzm.w% b 1o wIIOBIE DUl 1eb)
Prostiriid .’PalInbal S| 80IAISS ple-jsily - Y -
T auy sajeolpul insai sisjeue ay) . — 48'2HS.=PI y +'G'ZHS.=PI 7'2HS.=PI i « PXLOw=PI wyoBly
<<hpsios>> PUB UMOP SIHI0MBU BY |, =1X} . oo_L.MmNNW.,.m‘“_U__ W WBOINIBS ple-jsily WL THS.=PI .9°7HS.=PI ,-aBueyd uonesipaw ’auwn 8y} ,UoIBDIPaW sesop abueyo 10 auldlpaw uoyeaIPa 1901100 dd
Y Jonilep. apmoid m_:;w J18AI8p, 8piroad pinoys *,80IAIS -8bueys uonesipaw wuojul, apiroid pinoys 18AIep,, 8pIroad pinoys Mau aquosaid o} sajeolput .AAurmEm::UEvv
L EHS.=PI <<IX8)U0O JUBWaIINbAI>> 5P, 3p ¥ sisAjeue ejeq,=1xa} ple-1sui Janiep,, apiroid wuoyul, apiroid pinoys 10}enjoe 8y ,=1xa} Buissaooidaid ejeq,=1xa} 1nsau sisjeue ay) pue 2
.Kejop awn yun Jsnw sisA|eue ejeq,=jxa} Jojenjoe ay|,=1xa} UMOP S! }IOM}aU 8Y L, =)x8}) ZaseDjsal
A um Buisseooidesd L0LXLO,=PI o sjuednoo ouwy <<OUIBLoS>>
201198 J9AIIRA dd ' ¥ 0 1L
elep 0} elep pues pauinbay s1 BIAISS ple ! . ujeoineg JeAea VA | | edIMIes JeAled va swe juswainboy wioju] 103enOY Uy SUIDIPSIN SPINOId dd <<I¥X@JU00 JuswBINbaI>>
PINOYs slosuss,=)x8} -Isilj 8} sejedlpul jinsal <<juswainbai>> al bas>> <<juswalnbai>> bs e
sisAjeue ay) pue umop - - e .,m,wmm:un,
SIblomaU 8y L,=Ix8) P . AT ke <cchsionss <<k W un aw d UM S| SisAleue
AKejaq 921198 ON dd > 5ne A At <Heu ) €'2US.=PI e ejep pue Buissaooidaid
<<juswaiinbai>> . Vv UOEOIpaW JaNap, apinoid 2= ejep usamjaq Aejap 8y L,=1xel
<<IX9IU0O JuawRIINbaI>> > I IR 1snw Buisseooideid eleq,=1xe} LEXLO.=py | | SVEP UOSMISq AEISP BYL, =)
LiasedysaL —<<hisnes>>- . o ul mo:.ruwm o :., o _ME ,’sasop abueyd Jo aupipaw
i T | oo aga || s o i b <o ouponomonga | | S| o mpen o vo
<chsiuss /BOIAIBS PlE-}Sulj JONIOp <<uBWBaINbaI>> weyshs SINH ouL=1xe} weshs SWH ouL,=1xe) <<iuswieunbos>> UMOP S YIOM}BU BY 1,=1x8) -
: 0} pUBLILLIOD B} PaAR03I - § " asegysaL
G €YS.=PI Jdoyenjoe ay1,=1xa} knesss” a91A18g 8pIAOId BuIdIpal JaAllag Ziksness> ,2'24S.=PI . <<BWaYdS>>
“aJn|Iej JNoYYIM WLLZHS.=PI | <<juswalinbals>> <<juswalnbai>> T “awil} ayy} ki — > <<hisiess>
L, 9OIAISS Ple-1Sily JOAIISP, <<IXB)U0O JUBWIAIINDBI>: oug|nque puss, apiroid . LUoneoIpaw JaAlep, apiroid ol
<}xa) i I >
JO PUBIWIOD BY) B)ND8XD JSNW Jojenjoe 8y ,=1xe} - N pInoys sisjeue ejeq,=1xa} wC €YS.=PI
ISNwW Jojyenjoe ay ], =1xa) P - <<hisnes>> <chysnés>> wCX10.=PI JaumIpaw abueyd Joj pasu
Y - <chjiness> ‘sasop aBueyo Jo suloIpaw oy} 91eInojeD 1oy siskjeue ejep
Bumonoun aouenquy u:aw Jojenjoy . L u m:.u.qu%v;P_u va Mmau aquoseid o} sajealpul 0} EJEP 1091100 PUBS PINOYS
20118 wo usu_u ziesedisaL SoweINbe> : MS.=PI <<juswIB.NbaL>> Jnsel siskeue 8y, =18} Buisseooidaid ejeq,=xa)
S ambaiy <<oWalds>> /09[BUONEY, =PI | | ,welSAS SINH ou) Buisinu | Zug=Pl
i . /90IAISS ple-}siy pue 8y} Japun o) -UoREOIpOW JOAISP, SPIACId <<JX@)UOO JuaWalINbaI>> eleQ BUIDIPAYN 199109 VA
e W21 'THS.=PI uonesipaw JaAljep o' ‘skem omy Ajuo ut a|qels ut st sjuednooo jo " U sisk . PO v— e <<juawainbas>>
9L °€HS.=PI . .,@ouBINque puas, apinoid | |sjuednaoo Jo SNjE}S YYeBY BUY} SBUBAIBIUI | | BSEBSIP DIUOIYD BY L, =IX8} isnwi sishjeue ejeq,=ixs} i N !
B|ap 9|qBJS|0) YlIM 80IAIeS 1snw Jojenjoe ay|,=1xa} wiaysAs SWH YL “ayes si waysAs 40X 10.=PI h 3
Ple-}Sliy JBAIISP JO PUBILIOD By} WZLX10.=PI SINH 8y} sequosaid jey) Juswaiinbal Kiojes SIWH . JUBLUUOIIAUB BWOY UBAIB auIpa apiroid Ya - X10.=PI .co;mu_uw:u mmw_m> op
9)N0aXa JSNW JOJenjoe ay | ,=)xa} 30IAI9S PIE-JSil JOAIIBP sy up Kiajes [ons|-walsAs ay) st 1|,=1xa) <<jUBLIBINDBI>> eu _umMm_mm_u se Bupiom <<juswalnbai>> . S9s0p abueyd Jo suIpaw Mau aquasald Jonsel Uomu_,._ou mE. m.m,:o_m.o Jsnw
(0} PUBLILLIOD BU} PaAISdBI 2ouUBINqUIY PUIS J0JEN}OY ! WISHS SNH SuL.=per 0} $9Je0IPUI NSl SisAjeue oy 1=} sisAjeue ejep jo wyuobe ayy,=1xa}
asuodsay 22119 Jojenjoy Jojenjoe ayL,=jxa} <<juswalnbai>> ajeuoney Ajajes SWH
<<juswaiinbai>> <<uol] [ Inbai>> 1xaju09 Majes SIWH JuoREdLLIaA BULIOY <<IX8)U02 Juswalinbal>> 1081100 va
<<IX3)u09 Juswalinbai>> <<Xelu0d JuawiaIbos>> - e _MAEmEmw_:Um_vv

VOLUME 12, 2024

1156



IEEE Access

Z. Yang: Framework for Evaluating the Safety of HMSs in the Home Environment

U0 RE L\ [BULIO 4

poseDisel
Tl s:uopnjog

geseoisel

LL7LS:uonnlog

gLLs:uopnjog L1 eds
clLeds 9 [e0!
B Ll £9[e0d VE)
Tl €9:1e0) _
8 ZD:xsuoed
7\
EL'eds 6x10
~£9: JhAo B LIS
£1£9:[e0D 6 ZohMeuey 2
oLesedisal —
8 79:|e0o
¥L7LS:uonNoS l'eds 67dS
7L7€D: 0D 6 29:[e09 \
4/./ S

0Lx1O
01720:jxe0)

0L'zes

Sheds

0} 29:[e0d

L}eseQiss]
Sl LSiuonnjos

clLesedsel
oL71s!uonnjos

S0l /

1172ox8u0d

L 729ie0

Ll°Tds

clcds

0l'eds
917g2ie 00

[« | z1729te00

[k}

ZL7Zixau0y

017 1§:uo

2inpnas syuawaiinbai fjayes ayy woiy pauniojsuesy Yoiym ased Ajajes pajuasaidal NSO L JuNDI4

Jeseonel CUONBILUBA[RILIOS

|0S

6 IS:uonnios

oL'eds 6edS
01 909 | | 6 €D:IE0D
IX1D
£7Toax8u00
LTys
779:[e09

Deleuoney
LT1S:ABRjenS
0sleuoney
VT hriuoyeaygsnr

LESINETR

EREET ]

GOSBDISe |
L71S uennies

858 0188]
ERERL T

gesenise

1X10

g -
gEdS s EES &S uonnios
87£9:[€09 _ 9 £9:[e09
Le9:eon
Y10
9x10 Sx10 Vznaxauon
9 2DixaueD ERAELCILE]
e ceds
QTS STds b 7us § £91809 ZUONBI LB A|BLLIOS
9 ¢9:[e09 9 ¢9:[e0 - yLS uOHNIOS
e -
¥ g9ieen pu— \1
\ v e9:e0n
[NES g
VCloieog [  €TS B
£7zoileeD € 20'xejU0D
eseDise)
ceus € ls:uonnios
£7€9:e00
\*
TS
_ [=ELE] oo
A\ LTLoixeue0 T ToiKeu0)
|eseDIsa]
ceus 2 Is:uonnjog
L'ZdS|_—W g e9ieen
172910 I~

L'eds
1 €9:e09

17221 X3)U09

LUONEI YU AlBLLIOS

1TLs:uennios

1157

VOLUME 12, 2024



Z. Yang: Framework for Evaluating the Safety of HMSs in the Home Environment

IEEE Access

‘apou n@M.—Mu. 9} 0} dAl}ISUas ale 10]0d pal ul SSpoN “apou uvw._mu. 9y} sl EM\U\M\_ 9pON .m_m>_-w=~ >u_>_u_m=0m JO }|nsai 3y] “ased rwﬁﬂm 9y} woJij pawiojsues} jeyl N9 3yl "8 33nNdDI4

[o2 protou] {6 proroy]

615N

9 poy

[ zeotn O

PoHIO
%68 Py
@]

6 €9 6/

%
8 pol

T
;
[ _weoon O

[_ozotn O

s {8 poHiou [ Y
[ >z5 Py [ v5e Py

siisen O sieobh O

[EET ooroy]

ploy

T %8 poHIO
[P oro]
el
(6]

o co B 626 Py

[ vz J sisen O

FZZI
B
[ PoHou| o
[nse__poy
[ vwm O
PoHIOY
Py [P %8 ProHou]
[ zzon O C %25 oo
[ o J

A M€ proriou]
[ %6 pey
PR e potoy [ _rwsen O
Dﬁm Py
Fa) " 5 ] [ seoon O 92 PoHIoU
—- 616 pioy e
[_ren O n O
[To%o1 prorioy %9 _PloHIOU
e VRN B Tls poriod ﬂ!
[_s2on O Dxmm P [_cewen O
{__czo0on O
ProHiou]
- a "
b Ex [ ceoon O
e O

A= [0 prornod]
Dn\a& Py
[_zeoon  Of = v ko]

zzoon O
FE
[ %92 protiou] =
L vz proy Dséuuxs: [ET (%L Porioy
L] M) S 06 PO [N vsc5  Po
e O visen O

269 A

VOLUME 12, 2024

1158



Z. Yang: Framework for Evaluating the Safety of HMSs in the Home Environment

IEEE Access

a probability interval that represents the average probability
that the unsafe event to the system has occurred. If the 78.24%
were in the tolerable after improvement probability interval,
the HMS system is tolerably safe only if the unsafe event has
been handled.

C. REQUIREMENTS RETRIEVAL AND CHANGE
PROPAGATION

As discussed at the end of the last section, the system is
78.24% safe and needs improvement. The next step is to
determine the node variables that are in notHold state and are
sensitive to the target node variable. Then trace the sensitive
nodes to related safety requirements. Finally, analyze the
reasons why the safety requirements are not satisfied.

The GeNlIe modeler provides the function for sensitive
analysis. The result of the analysis is shown in Figure 8.
The nodes V,_G1_1, V,_S1_1, V._CI_1, V;_J1_1, and
V,_G1_2 are sensitive to the target node V,_G_SR. The node
V,_G1_1 is in notHold state. Thus, node V,_G1_1 should
be traced based on the traceability model. The traceability
links are embedded between the models of system safety
requirements structure, safety case, and the BN. For example,
the requirement ID SR3.4 is stored at the goal node G3_4 of
the safety case. The goal node ID G3_4 is stored at the node
V,_G3_4 of the BN. So, the requirement SR3.4 is retrieved
through the traceability link.

The change to requirements can be modification, addition,
and deletion. If a requirement is revised or deleted, its child
requirements may also need to be modified or deleted. For
example, the requirement SR2.4 in Figure 6 was modified or
deleted, its context CTX4, the child requirement SR3.6 and
the scheme TestCase4 are also modified or deleted. Then trace
the requirements to nodes G2_4, C2_4, G3_6, and S1_6 of
the safety case in Figure 7. Finally, trace these goal nodes to
nodes V,_G2_4,V,_C2_4,V,_G3_6,and V,_S1_6of the BN
in Figure 8. In this case, not only the conditional probabilities
of nodes V,_G2_4,V,_C2_4,V, _G3_6, and V,_S1_6 need
to be revised, but also the conditional probabilities of nodes
on these nodes also need to be revised, e.g., V,_G1_1.If a
new requirement SR3.6" is added to node SR2.4, then trace
SR2.4 to G2_4 of the safety case and V,_G2_4 of the BN.
Finally, add a new node G2_4' to G2_4, and a new node
Vg_G2_4/ to V,_G2_4. Whereafter, a reevaluation can be
conducted.

VI. DISCUSSION

This section provides a discussion based on the application
results. The first is the feasibility of the proposed framework,
which proves that the proposed framework has overcome the
limitations discussed in Section I. Second, problems need
to be solved to apply the proposed framework into practice.
Third, the pros and cons of the proposed framework.

A. FEASIBILITY
Safety case consists of layered arguments, in which a
parent claim is supported by child claims or evidence.
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Claims are about the safety requirements of a system, and
evidence relates to engineering activities about the system.
A system is safe when the top-level claim is satisfied
by the lower-level claims and evidence. Generally, it is
tolerable if some claims are not supported or have weak
evidence support. In this case, the safety of a system
depends entirely on the expertise to judge. It may not be
straightforward to know the safety of a system. Thus, the
safety case is transformed into BN for quantitative safety
evaluation. As seen from the result in section V-B and
Figure 8, even when the node variable V,_G1_1 is in notHold
state, the possibility of the system being safe can still be
obtained.

The transformation from the safety case to the BN depends
on the semantic meaning of GSN notation elements and
their causal relationships, as discussed in Section IV-D.
For example, the goal G1_1 is supported by sub-goals of
G2_1, G2_2, G2_3, G2_4, G2_5, and G2_6 in Figure 7.
The satisfaction of the sub-goals causes the goal G1_1 to
hold. Thus, this relation is represented in the BN in that the
state of node V,_G1_1 is affected by the states of V,_G2_1,
Ve, G2_2, Vo_G2_3,V,_G2_4, Vo_G2_5, and V,_G2_6 as
shown in Figure 8.

Quantitative evaluation of the system’s safety is not
the end. If the evaluation result is not acceptable, safety
improvement to the system is required. In the case of this
paper, the node variables in state notHold are mainly focused.
The reason is that the requirements corresponding to these
variables are not satisfied. Then a sensitive analysis is applied
to look for the node variables which are more sensitive
to the target node. The higher sensitive node variables
in state notHold are traced to related safety requirements.
In Figure 8, the node V,_GI1_1 is more sensitive to the
target node V,_G_SR and is in notHold state, as introduced
in Section V-C. Then trace the node V,_G1_1 to the node
G1_1 of safety case in Figure 7 and to the requirement
SR1.1 of Figure 6. Finally, analyze the requirement SR1.1 for
further improvement.

Changes to safety requirements affect the safety of the
system. Re-evaluation is a must when changes have occurred.
To re-evaluate the system safety, the safety case and BN
must be modified according to the changed requirements.
The changes propagated from safety requirements to the
BN through safety case is based on the traceability model.
The last paragraph of Section V-C demonstrated how
modification, addition, and deletion of the requirements
propagated to the BN.

B. PROBLEMS

To apply the proposed framework into practice, several
problems need to be solved. The problems in this paper refer
to the activities that are time-consuming or relatively more
difficult. The problems listed here may not exhaustive.

1) Safety requirements elicitation and requirements struc-
ture construction.
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TABLE 6. Definitions in order to apply the STPA technique.

Unsafe event System level hazard

System level requirement

The chronic disease deteriorated under the nurs-

ing of the HMS system and needs medical —medicine in time. (HI)

interference

service in time. (H2)

The HMS system does not deliver the correct The HMS system must deliver the correct

medicine in time.

The HMS system does not provide first-aid = The HMS system must provide first-aid service

in time.

TABLE 7. Unsafe control actions that can result in system-level hazards and their causal factors.

Hazar .
I]; ard Unsafe control actions Causal factor
The_ da}a analysis compon_ent does n Ot. provide de!wer med- The data analysis component believed that there is no need to
ication" when the analysis result indicates prescribing new .. L .
- . administer medicine based on a flawed control algorithm.
medicine or changing doses.
The data analysis component provides "deliver medication" too . .
Hi Y mp L pr o .. The data analysis received delayed preprocessed data from the
late when the analysis result indicates prescribing new medicine .
. data preprocessing component.
or changing doses.
. . . Th repr sin mponent beli hat there was n
The data preprocessing component does not provide "deliver e data p CProcessing compone ¢ believed that there was no
R . . need to administer medicine based on a flawed control algo-
medication" when the network is down, and the analysis result . . .
. g .. . rithm. The data preprocessing component received the wrong
indicates prescribing new medicine or changing doses.
data from sensors.
The data preprocessing component provided "deliver medica- . .
. . . Th reprocessin, mponent receiv 1 from
tion" too late when the network is down, and the analysis result e data preprocessing component received delayed data fro
S L .. . Sensors.
indicates prescribing new medicine or changing doses.
Al IS n rovide "inform medication change" after . .
ctu.aFo s do not provide nto 'e('i cation change” afte The command "deliver medication" has not been executed.
receiving the command to deliver medicine.
Actuators provide "inform medication change" too late after a1 .
.. p . .. & The command "deliver medication" was executed too late.
receiving the command to deliver medicine.
. . . . The data analysis component believed that there is no need to
The data analysis component does not provide "deliver first-aid . y mp .
s . L. . . deliver first-aid service based on a flawed control algorithm.
service" when the analysis result indicates the first-aid service . .
is required The data analysis component received the wrong preprocessed
’ data from the data preprocessing component.
H2 The data analysis component provided "deliver first-aid service The data analysis component teceived delayed preprocessed

too late when the analysis result indicates the first-aid service is
required.

The data preprocessing component does not provide "deliver
first-aid service" when the network is down, and the analysis
result indicates the first-aid service is required.

The data preprocessing component provides "deliver first-aid
service" too late when the network is down, and the analysis
result indicates that the first-aid service is required.

Actuators do not provide "send ambulance" after receiving the
command to deliver first-aid service.

Actuators provide "send ambulance" too late after receiving the
command to deliver first-aid service.

data from the data preprocessing component.

The data preprocessing component believed that there was no
need to deliver first-aid service based on the flawed control al-
gorithm. The data preprocessing component received the wrong
data from sensors.

The data preprocessing component received delayed data from
Sensors.

The command "deliver first-aid service" has not been executed.

The command "deliver first-aid service" was executed too late.

o Safety requirements are elicited based on iden-
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tified system hazards. Both requirements elici-
tation and identification of system hazards are
labor-intensive and thus error-prone. There are
only 31 requirements in the application example,
which would be large in real projects. They and
the requirements structure construction consumed
roughly half the time the author applied the
proposed framework to the example HMS system.

Luckily, there are tools and formal procedures,
e.g., STPA and SysML, that can assist in doing this
work.

2) Transform the safety requirements structure into the
safety case and the BN.

o The transformation is conducted by hand since
there are only 31 requirements, and the complex-
ity is manageable manually. If the requirements
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are large and the complexity is unmanageable
manually, there must be a way to handle the
problem. One possible solution could be model-
driven engineering [32].

3) Probability elicitation of node variables of BN.

« Probability elicitation is a time-consuming process
in applying BN, especially by experts. First, the
number of conditional probabilities to be elicited
is large. Second, elicitation always comes with
biases. Nearly 30% of the time the author spent was
doing the elicitation.

4) Traces between requirements and BN through safety
case.

« Traceability is still a manual process in the applica-
tion example. Therefore, it is prone to errors. If the
requirements become large, traceability could be
unmanageable. If the trace process is automated,
the problem could be solved.

5) Identification of what requirements have been changed
and assessment of whether they can affect the safety of
the system.

o Asdiscussed in Section I'V-F, changes can be iden-
tified by techniques of requirements maintenance.
However, to assess whether changed requirements
will affect system safety must be a manual
process.

C. PROS AND CONS
This section introduces the advantages and disadvantages of
the proposed framework.

The advantages are as follows:

1) It can quantitatively evaluate the safety of an HMS
system.

2) It can trace related requirements for improving system
safety when a system is evaluated unsafe.

3) Changes to requirements can be propagated to the BN
in order to re-evaluate the system safety.

The disadvantages could be that:

1) Some work is done manually, e.g., the process of
transforming safety case into BN. So, it may be
time-consuming and error-prone.

2) The accuracy of the evaluation depends on the proba-
bilities elicited for the BN. Probability elicitation could
only be performed manually. The data used to learn the
probabilities seem infertile. The quality of the BN may
not be easily managed.

VII. CONCLUSION

This paper proposes a framework for quantitatively eval-
uating the safety of an HMS system. Compared with the
conventional way of system safety evaluation, i.e., safety
cases, the contributions are as follows. First, it enables the
quantitative evaluation of system safety by transforming the
safety case into a BN. Second, it can trace from an evaluation
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result to related safety requirements to improve system safety.
Traceability depends on trace links between system safety
requirements, safety cases, and BN. Third, changes to safety
requirements can be propagated through trace links to the BN
to re-evaluate the system’s safety. The application results of
the proposed framework to an example HMS system illustrate
these advantages.

There are some work can be done in the future, for
example,

« Automate some work of the proposed framework, e.g.,
transformation from requirements structure to safety
case and the BN.

« Methods to determine the SIL that fits the HMS system
environment are used to assess the evaluation results.

o The approach or procedure for eliciting the probability
of BN aims to ensure the evaluation accuracy.
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