
Received 29 November 2023, accepted 18 December 2023, date of publication 26 December 2023,
date of current version 26 January 2024.

Digital Object Identifier 10.1109/ACCESS.2023.3347495

A Comprehensive Systematic Review of Access
Control in IoT: Requirements, Technologies,
and Evaluation Metrics
ZEINAB M. IQAL 1,2, ALI SELAMAT 1,2,3,4, (Member, IEEE), AND ONDREJ KREJCAR 3,4
1Faculty of Computing, Universiti Teknologi Malaysia, Johor Bahru, Johor 81310, Malaysia
2MagicX (Media and Games Center of Excellence), Universiti Teknologi Malaysia, Johor Bahru, Johor 81310, Malaysia
3Malaysia-Japan International Institute of Technology (MJIIT), Universiti Teknologi Malaysia, Jalan Sultan Yahya Petra, Kuala Lumpur 54100, Malaysia
4Faculty of Informatics and Management, University of Hradec Králové, 500 03 Hradec Kralove, Czech Republic

Corresponding authors: Zeinab M. Iqal (zeinabiqal@gmail.com) and Ali Selamat (aselamat@utm.my)

This work was supported in part by the Ministry of Higher Education (MOHE) through the Fundamental Research Grant Scheme (FRGS)
under Grant FRGS/1/2022/ICT08/UTM/01/1, in part by the Universiti Teknologi Malaysia (UTM) Fundamental Research under Grant Vot
Q.K130000.3843.23H46, and in part by the Faculty of Informatics and Management, University of Hradec Kralove, through the Specific
Research Project (SPEV) under Grant 2102/2023.

ABSTRACT The Internet of Things (IoT) is an emerging technology with a high market growth rate. In
the IoT, machines and users from different levels must collaborate to exchange data and share resources.
The IoT opens the door for a vast improvement in all aspects of human life. However, the increasing
adoption of the IoT in many sectors makes it difficult to control security risks. For this reason, there is a
need for more effort in both research and industry to address the risks and find convenient solutions. This
systematic literature review delves deeply into understanding the unique challenges and requirements posed
by IoT environments. Through a detailed examination of 96 selected studies, this paper primarily addresses
three research questions. The study concludes by summarizing key requirements, technologies, and metrics
founded on our comprehensive analysis, aiming to steer further research in the domain. As IoT continues
its expansion into various facets of our daily lives, there’s a paramount need to integrate with emerging
technologies and ensure scalability. Prioritizing real-world implementations is crucial for the next wave of
innovations in access control systems.

INDEX TERMS Access control, Internet of Things, IoT, security, systematic review.

I. INTRODUCTION
The Internet of Things (IoT) is an emerging technology
that enables communication, interaction, and data exchange
between IoT devices. In IoT, data flows from different points
and are collected for decision-making and analysis. The
Development IoT applications faces many challenges, and
security is a major one. The IoT promises to improve the
quality of human life by providing advanced applications to
support individuals’ needs at all levels, including business,
personal, and industry. IoT is built based on the available
infrastructure of the Internet and combines both Internet
infrastructure and emerging technologies. The result of this
combination makes it easy to interconnect hundreds of bil-
lions of embedded systems and provide service management
with less cost, and both scalability and flexibility changes [1].
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Access control works as a central support, ensuring strong
information security. Recognizing the unique challenges
presented by the IoT, access control not only serves to
monitor and regulate resource access but also diligently
restricts the needless spread of information [2]. Even as the
IoT draws upon the legacy of traditional Internet technolo-
gies, it presents distinct characteristics absent in standard
systems [3].
Access control sets the overarching framework governing

who can access a resource and under which stipulations [4].
Authentication acts as a gatekeeper, verifying the identities of
users, systems, or devices. Once this identity is authenticated,
it is the domain of authorization to define the scope and nature
of access permitted to the entity, ensuring precise adherence
to the allowed parameters [5]. However, there is a conflict
in understanding the difference between authentication and
access control. Authentication asks ‘‘Who are you?’’ in gen-
eral, whereas access control asks ‘‘Who is trusted?’’ [6].
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Access control is responsible for ensuring security by pre-
venting unauthorized access to data and resources.

As a result, IoT inherits the characteristics of the Internet
and has unique features that are not present in traditional
Internet technology. Therefore, technologies built for the con-
ventional Internet can be used for IoT, but cannot perform in
the best way. Access control is one such type of technology.
Access control is a backbone technology that protects IoT
resources by enforcing access restrictions on devices, objects,
data, and services. Access control has many definitions, but
in simple terms, it can be described as the mechanism for
deciding access to resources.

Traditional access control techniques do not perform well
in IoT environments. However, they cannot fully solve secu-
rity challenges that are more complex than those encountered
in traditional networks. Many known access control frame-
works are based on policies including Role-Based Access
Control (RBAC) [7], Attribute-based Access Control(ABAC)
[4], and Usage Control [8]. These frameworks work implic-
itly, assuming that the systems have central authority. IoT is
an environment that has both similar and different require-
ments to the traditional Internet.

The growth of IoT applications requires considerable
efforts to support and secure IoT at all levels. This article
aims to provide a general view of access control in the IoT
environment. In this study, we present a systematic literature
review of recently published papers on access control for
the IoT environment to investigate access control models,
technologies, challenges, and evaluation metrics, which is
a step toward designing an improved access control model
for IoT.

This review helps us to identify available research on
access control in the context of IoT, and provide researchers
to understand the access control requirement in IoT, the
available used techniques for development, and the evaluation
metrics. In this study, and based on the selected research plan,
96 articles were selected for final investigation. We discussed
and analyzed the access control technologies, models, chal-
lenges, and evaluation metrics, to make this study as a first
step of researchers during their journey on this topic.
Motivation: The IoT has transformed the structure of our

digital society, we can see IoT devices everywhere, connect-
ing everything from our homes to our hospitals. But with
so many devices talking to each other, we need to be sure
that they’re sharing information safely. That’s where access
control comes in - it’s like a gatekeeper for device inter-
actions. The question of who gets access, when, and under
which conditions isn’t just technical - it’s foundational. It
determines the trustworthiness of the entire ecosystem. How-
ever, understanding how to best control this access is a big
task, and there’s a lot of scattered information out there. Yet,
despite its significance, the domain of access control within
IoT remains scattered across diverse studies, each exploring
a sliver of the vast landscape. This problem calls for a synthe-
sized, holistic exploration, setting the stage for our systematic
review.

Contributions: In our comprehensive systematic review
titled ‘‘A Comprehensive Systematic Review of Access Con-
trol in IoT: Requirements, Technologies, and Evaluation
Metrics,’’ we’ve made several significant contributions to the
field. Firstly, we have gathered and meticulously analyzed
the various requirements essential for an effective IoT access
control system. Beyond just collating requirements, we’ve
also conducted a thorough review of the myriad of technolo-
gies proposed and implemented in this sphere, presenting
them in a comparative framework that facilitates side-by-
side evaluation, filling a notable gap in existing literature.
Additionally, our focus on evaluation metrics introduces a
standardizing element, suggesting benchmarks that validate
the effectiveness of these technologies not just theoretically,
but in practical, real-world scenarios.

A crucial addition to our paper is the development of a
taxonomy for access control technologies specific to IoT.
This taxonomy categorizes and organizes these technologies,
providing a clear and structured understanding of the field.
This not only offers a comprehensive overview of the current
landscape but also illuminates the way forward, identifying
existing knowledge gaps and suggesting promising areas for
future research and innovation.

II. RELATED WORK
The existing studies covered access control in the IoT in
different ways. In recent years, various research studies have
profoundly enriched the discourse on access control within
the Internet of Things (IoT) environment, each offering
nuanced perspectives on the challenges and potential solu-
tions. Qiu et al. embarked on an exhaustive journey through
the domain of access control specific to IoT search environ-
ments. Their survey underscored the necessity of effective
access control mechanisms to regulate the ever-growing vol-
ume of IoT data, especially when such data is of a sensitive
nature, encompassing personal health, location details, and
more. They aptly identify challenges like node heterogene-
ity, open environments, and the complexities of multiparty
resource sharing. Of particular note is their emphasis on the
unresolved research issue of policy conflicts arising from
diverse authorizations and multiparty dynamics [9].

Shruti et al., on the other hand, turned their gaze towards
the world of attribute-based encryption (ABE) within the IoT
paradigm. With the IoT realm now intertwined with cloud
and fog computing, the need for robust security measures
is paramount. Through their research, the criticality of ABE
emerges, a mechanism offering granular control coupled with
flexibility. They provided valuable insights into various ABE
schemes, drawing attention to the fact that while some ABE
solutions might shine in certain performance aspects, no sin-
gle model is the gold standard across every performance
indicator. This lends weight to the importance of contextual
selection of ABE schemes based on the precise needs of
specific IoT applications [10].

Shifting the focus broader still, Ragothaman et al. offer an
extensive survey on designing access control solutions for
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the IoT. With the IoT characterized by its diverse range of
devices, resource constraints, and heterogeneity, it’s evident
that a one-size-fits-all approach is far from viable. Their paper
makes a compelling argument for the importance of dynamic
policy specifications and presents an intricate tapestry of
access control requirements critical for the IoT’s security.
They underscore that while a multitude of access control
models for the IoT have been postulated, the search for a
universally applicable model remains ongoing [11].
At the intersection of blockchain and IoT, Butun and

Österberg present an analysis of the potential of blockchain
systems to bolster the security layers of IoT networks. The
decentralized nature of blockchain introduces a new set of
challenges for traditional access control systems. Their paper
emphasizes the importance of scalability and interoperability
within blockchain-based IoT applications, pushing the narra-
tive towards the need for lightweight consensus algorithms
and a comprehensive understanding of system behavior from
a cybersecurity vantage. They strongly advocate for permis-
sioned Blockchain Systems (BCSs) for IoT platforms due to
data volume considerations, emphasizing the necessity of a
hybridized access control system [12].

Collectively, these studies illuminate the multifaceted
world of access control within the IoT ecosystem.While each
offers unique insights, the overarching narrative underscores
the importance of tailored access control models to navigate
the complexities of the IoT landscape.

Building upon this extensive body of work, we present
a review titled ‘‘A Comprehensive Systematic Review of
Access Control in IoT: Requirements, Technologies, and
Evaluation Metrics’’ that aims to synthesize the diverse
streams of research into a coherent narrative.While preceding
studies have presented insights into particular dimensions of
access control within the IoT environment, this evaluation
sticks out in its comprehensive technique to the issue. By inte-
grating the numerous perspectives, it offers a panoramic view
of the requirements, the present-day technologies presently
employed, and the metrics used for assessment. Furthermore,
this article addresses gaps identified in previous literature
and proposes a more holistic framework for understanding
access control in the IoT realm. The systematic methodology
employed ensures that the review captures a wide spectrum
of research, making it an invaluable resource for researchers,
industry experts, and policymakers eager to navigate the intri-
cate world of IoT access control.

III. METHODOLOGY
A systematic literature review (SLR) is a protocol in which
researchers conduct a review of specific studies using a sys-
tematic process. The process begins with predefined research
questions and keywords, followed by a search strategy, selec-
tion of studies, and analysis of the selected studies to evaluate
the impact of the research. The objective of this system-
atic literature review is to examine and assess the current
research on access control technologies for IoT systems.

The review follows the guidelines for systematic literature
reviews in software engineering areas as set and described
in [13].

SLR is a methodology that provides the reader with a
complete description of the review’s steps. The methodology
starts by defining the research questions to determine a spe-
cific target before proceeding to the next step. Inclusion and
exclusion criteria are then determined as filters for the initial
search results. The selection process for the relevant articles
is discussed in detail. This methodology provides the reader
with a comprehensive understanding of the research process,
including information on the final selected articles. Figure 1
illustrates the steps involved in the review.

A. RESEARCH QUESTION
The following are the research questions (RQs) definitions
for the proposed review:

RQ1.What are the distinct requirements for access control
in IoT environments compared to traditional systems, and
how have these needs evolved with the growth and diversi-
fication of IoT applications?

RQ2. Which technologies and methodologies have been
proposed or adopted for access control in IoT, and what are
their advantages, limitations, and applicability in various IoT
scenarios?

RQ3. How are the effectiveness and robustness of access
control mechanisms in IoT evaluated in the literature, and
what are the commonly accepted metrics and benchmarks?

B. SEARCH AND SELECTION PROCESS
The search process is conducted rigorously and accurately
to ensure all relevant papers are found, and no potentially
helpful study is missed. The most well-known libraries are
Scopus andWeb of Science (WOS).We built the search query
by defining the main keywords using Boolean operators. The
final search query is:
(‘‘Internet of Things’’ OR IoT) AND (‘‘access control’’)

AND (requirements OR challenges OR comparison OR
‘‘technologies’’ OR methodologies OR methods OR solutions
OR model OR framework OR evaluation OR estimation OR
metrics OR ‘‘performance measurement’’ OR ‘‘evaluation
criteria’’ OR effectiveness OR robustness)

C. INCLUSION AND EXCLUSION CRITERIA
Inclusion and exclusion criteria were set to achieve this
review’s goals: i) to answer research questions, and ii) to
ensure an efficient review as a result.
Inclusion Criteria: Studies written in the English language,

relevant to the research questions, scientific, peer-reviewed,
and published between 2019 and 2023.
Exclusion Criteria: Studies focusing solely on protocols,

architecture, or device access control, and articles that are not
fully accessible to researchers.
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TABLE 1. List of retrieved studies with their type and year of publication.

D. ANALYSIS OF RESULTS
Figure 2 illustrates the number of annual publications and
citations related to IoT Access Control from 2015 to 2023
(data sourced from Scopus and WoS as of 15/9/2023), high-
lighting the growing interest and importance of this research
area. The selected studies equal to 96 studies 58 are jour-
nal articles and 36 are conference publication, Figure 3
shows the types of the selected studies. Where Table 1
showing the list of selected studies, including years pub-
lished, type article or conference, and the times each study is
cited.

IV. DISCUSSION
Access control in the IoT is one of the hottest topics facing
many challenges as an essential issue in IoT security. This
paper can be a starting point for understanding and exploring
research ideas about access control in the Internet of Things.
This section will discuss the selected publications from the
research question’s point of view.

RQ1:What are the distinct requirements for access control
in IoT environments compared to traditional systems, and
how have these needs evolved with the growth and diversi-
fication of IoT applications?

VOLUME 12, 2024 12639



Z. M. Iqal et al.: Comprehensive Systematic Review of Access Control in IoT

FIGURE 1. The steps involved in the review.

FIGURE 2. The number of annual publications and citations.

Exploring and testing the selected studies based on the
requirements is the first step to achieving the best access
control solution in any system. There are many ways to list
the important requirements. In our case, we have chosen

FIGURE 3. Selected studies types (Article or Conference).

to base our requirements on the survey in [110], where the
leading access control requirements were elicited based on
the IoT requirements and IoT application requirements. In
this study, we will use the listed access control requirements
to identify whether the available access control models satisfy
the requirements or not.

As mentioned in [110], three main categories were
specified:

A. POLICY SPECIFICATIONS
1) FINE-GRAINED ACCESS CONTROL
In the intricate landscape of IoT, the granularity of access
control plays a pivotal role. Fine-grained access control
revolves around detailed and specific rules or conditions
that determine how resources within an IoT environment
are accessed. It offers a high level of precision and speci-
ficity in setting access parameters, ensuring only authorized
entities, under specific conditions, can interact with an IoT
device or its data. The study [64] introduces ‘Bloccess,’
a reliable fine-grained access control mechanism rooted in
blockchain technology, designed to instill trust in inherently
distrusted environments. The architecture of Bloccess, with
its user-centric focus, can be effortlessly incorporated into
existing systems. Bloccess supports adaptable fine-grained
access control implementation, which can be defined without
restrictions. Another study, [56], proposes a solution based
on fine-grained requirements – a layered IoT-based secure
access control model. This model facilitates: i) Fine-grained
control over patient health data, allowing role-specific users
to access cloud-stored health data based on their access
permissions. ii) Mapping of health device nodes into vir-
tual objects in the cloud. Users can remotely control the
statuses of these virtualized devices based on their rights.
The scheme has proven to be effective, secure, and efficient
through theoretical analysis and experiments. Researchers
in [16] explained that traditional solutions tend to offer
blanket access, or they are overly reliant on cloud back-
ends, which affects granular access, scalability, and robust-
ness. This research introduces ‘‘Heracles’’, an IoT access
control system designed to provide fine-grained, scalable
access control. It is built on a 3-tier structure that balances
centralized policy with decentralized execution. The study
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[51] introduces the use of SDN technology in the IoT realm to
enable network control and forwarding separation, making it
easier to handle access controls in this dynamic environment.
The authors have designed a method to facilitate granular
access control in IoT devices using SDN. The approach
allows detailed specifications regarding which devices can
access what, under what conditions, and when. A testing
platform is constructed, combining Mininet simulation with
an industrial wireless system. The results highlight that the
designed access control can effectively filter unauthorized
accesses based on several parameters like device source,
action requests, and access timing.

2) CONTEXT-AWARE ACCESS CONTROL
Equally crucial is the system’s ability to be context-aware.
Access control decisions that are context-aware adjust based
on the surrounding environment or the state of a user or
device. Such a system takes into account factors like loca-
tion, time, device status, and even environmental conditions,
which enables dynamic and relevant security measures. This
ensures that access controls aren’t just static rules but can
adapt in real-time to provide appropriate security based
on the situation. The study [93] proposes implementing an
access control policy for each node in the IoT network using
context awareness, ensuring that only genuine nodes have
access to network resources. The access control policy is
set for each node in the IoT network using context aware-
ness, ensuring only genuine nodes have access to network
resources. In contrast, [92] proposed Enhanced context-aware
capability-based access control model. This model integrates
context-based authentication and access control, aiming to
achieve scalability and flexibility in a distributed environment
like IoT. The model employs Elliptic Curve Cryptography
(ECC) for authentication, which provides a secure way to
ensure the identity of entities within the IoT network.

B. POLICY ADMINISTRATION
1) HANDLING IoT DYNAMICITY
IoT ecosystems are inherently dynamic, with devices fre-
quently joining or leaving the network or changing states. An
access control system needs to effectively handle this dynam-
icity to maintain optimal security. It should be capable of
adapting to these changes without compromising security or
functionality, thus ensuring that as the IoT ecosystem evolves,
securitymeasures remain robust. The study [68] addresses the
challenge in existing communication systems that require a
robust trust mechanism. Establishing security and thwarting
potential malicious activities, especially by users with high-
risk behaviors, are prime concerns. The researchers proposed
a technique that aims to curtail malevolent activities by
closely observing user behavior through smart contracts. The
foundation of this approach is blockchain technology, which
ensures trust and verification of user possessions. The solu-
tion’s infrastructure is primarily divided into two sections: the
smart contract itself and an authentication system protocol.

The paper highlights the importance of blockchain technol-
ogy and smart contracts in establishing trust and security. The
immutable nature of blockchain ensures that once a transac-
tion is recorded, it cannot be altered. This provides a layer
of trust and transparency. Simultaneously, smart contracts
automate and enforce the contract’s terms, ensuring that users
adhere to the stipulated behavior or face repercussions.

2) USABILITY
While security is paramount, the ease of use for end-users
and administrators cannot be ignored. The usability of an
access control mechanism denotes how user-friendly and
intuitive it is. Balancing security with ease of use ensures
that while the environment remains secure, stakeholders can
effectively manage and interact with access controls with-
out facing undue complexities. Usability is an urgent need
in some IoT applications, such as smart homes, as demon-
strated in [52]. While the paper introduces a fine-grained
and highly secure model, it also acknowledges potential chal-
lenges related to usability, especially for home IoT users who
might find such detailed access controls overwhelming. The
paper introduces a compelling extension to the ABACmodel,
considering the unique challenges posed by the IoT environ-
ment. By integrating authentication scores and advocating
for functionality-based access controls, the study presents a
robust solution to some of themost pressing security concerns
in IoT. However, its real-world application, especially in
terms of usability and integration with platforms like Azure
IoT, remains an area for future exploration. The study sets a
promising direction for further research in refining and imple-
menting these models in actual IoT environments. In contrast,
the study [30] focuses specifically on usability. It introduces
a trust management scheme that leverages the Markov chain,
acknowledging the evolving nature of IoT devices.’’. This
is particularly crucial in countering the security challenges
arising due to the potential vulnerabilities of IoT devices.
The prototype system, deployed on Ethereum for testing
purposes, indicated that the scheme can efficiently provide
secure, high-throughput, and adaptable access control for IoT.
It is adept at resisting network misbehaviors and attacks. The
system ensures detailed authorization by evaluating a broad
spectrum of factors, thus improving usability by catering
to specific device and environment needs. The usability is
further enhanced by integrating access policies with smart
contracts, ensuring both flexibility and security. To counteract
the challenges posed by the ever-changing attributes of IoT
devices, the trust management scheme is incorporated. This
not only enhances security but also ensures that devices can
be trusted and accessed without continuous re-evaluation,
thus improving usability.

3) POLICY MANAGEMENT
Central to policy administration is the systematic control
of who can do what. Policy management offers tools and
processes that allow for the definition, deployment, and
updating of access control policies across IoT devices. This
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centralization ensures consistent security enforcement across
all devices, regardless of their roles or functions within the
network. The study [75] provides a detailed insight into the
multiple challenges associated with IoT management and
access control, emphasizing the need for enhanced security
protocols. It provides a detailed insight into the multiple chal-
lenges associated with IoT management and access control,
emphasizing the need for enhanced security protocols. The
proposed approach to integrating both SDN and blockchain
offers a comprehensive solution to a majority of the chal-
lenges associated with IoT access control and management.

4) AUTOMATED DECISIONS
With the scale of IoT networks, manual oversight for each
access request is impractical. The capability for automated
decision-making, where the system can autonomously grant
or deny access based on predefined rules, speeds up access
processes and minimizes human errors. This efficiency
ensures that devices and users receive timely access permis-
sions as needed. Almost all studies addressed this require-
ment, underscoring its particular importance in the context
of IoT. The paper [73] introduces the crypto-currency-based
access control model (CcBAC), which utilizes blockchain
technology and is supported by the Trusted Execution
Environment (TEE). This model seeks to resolve existing
challenges by providing fine-grained access, strong auditabil-
ity, and efficient access procedure control. By incorporat-
ing blockchain technology, the CcBAC model leverages the
inherent benefits of decentralization and tamper resistance.
This decentralized ledger ensures that access control poli-
cies are transparent and cannot be altered without detection.
Instead of relying on centralized decision-making mecha-
nisms, CcBAC uses smart contracts on the blockchain to
automate policy decisions. This makes the decision process
and its outcomes both transparent and verifiable.

5) REDUCING OVERHEAD ON IoT CONSTRAINED DEVICES
Many IoT devices operate with limited computational and
memory resources. As such, it’s crucial to design access con-
trols that are lightweight and don’t exert undue strain on these
devices. By reducing overhead, these devices can operate effi-
ciently without compromising on security. One of the studies
that covers this requirement is [54], the article introduces an
innovative trust-aware continuous authorization architecture
specifically designed for the consumer Internet of Things
(IoT) sector, such as Smart Homes. At its core, the archi-
tecture is built to tackle the overhead challenges frequently
encountered in constrained IoT devices. The system seam-
lessly integrates trust-level assessments into the authorization
rules and policies. This integration is achieved by fusing
an Attribute-Based Access Control (ABAC) authorization
engine with a Trust-Level-Evaluation-Engine (TLEE). This
fusion ensures that policies are assessed without putting
undue pressure on the device’s computational resources.
The architecture employs a microservices-inspired approach,
optimizing performance by leveraging publish/subscribe pro-

tocols. This ensures maximum concurrency between various
processes, such as policy parsing and attribute value retrieval.
The benefit here is twofold: it maximizes system performance
and minimizes reliance on high computational resources or
low network latency.

C. POLICY EVALUATION AND ENFORCEMENT
1) PERFORMANCE
As IoT often involves real-time operations, the performance
of the access control system becomes vital. This refers to
the system’s efficiency in processing requests and enforc-
ing policies promptly. Any significant delay can impede
the functionality of the device or system, so ensuring quick
and effective access decisions is paramount for optimal IoT
operations. Almost all implemented solutions were tested to
ensure their performance, the following is an example: in the
study [84], the BacS system, utilizing blockchain technology,
addresses the pivotal need for performance in Distributed
IoT. By emphasizing unified identity management through
the node’s account address and incorporating lightweight
encryption, BacS offers an innovative approach to access
control mechanisms. This not only bolsters data integrity
but also augments system responsiveness, a crucial element
for retaining user trust and propelling the adoption of IoT
applications. The intricate relationship between performance
and blockchain solutions becomes evident in shaping the
future of IoT access control through BacS.

2) INTEROPERABILITY
Given the diverse range of devices, communication pro-
tocols, and software platforms in IoT, interoperability is
non-negotiable. An access control system must function
seamlessly across this varied ecosystem, promoting inte-
gration and consistent security measures irrespective of the
device brand or platform. The study [95] proposes an inter-
operable access control framework for diverse Internet of
Things (IoT) platforms, focusing on enhancing the current
access control methods. The proposed approach uses an
Interoperable Access Token (IAT) which simplifies permis-
sion management. The framework has been implemented
on two open-source IoT platforms: Mobius and FIWARE.
Where in [71], the emphasis is placed on the vital need for
advanced cross-domain access control mechanisms within
the Industrial Internet of Things (IIoT) to foster secure
and efficient cross-domain interactions and resource-sharing
amongst varying system departments integral to smart man-
ufacturing. To address the interoperability requirement and
the inherent challenges in achieving seamless interactions
between diverse and heterogeneous systems in IIoT, the
article proposes a decentralized, scalable primary-secondary
chain structure, offering solutions beyond the conventional
centralized and single-chain blockchain models. This pro-
posed structure ensures enhanced security and reliability
through a reputation-based node selection mechanism and
introduces a nuanced access control method, amalgamat-
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ing roles and attributes for high granularity, catering to
the specific necessities of IIoT environments. A group-
ing strategy-based matching algorithm is also presented to
refine the efficiency in attribute strategy matching, with
experimental validations showcasing an 82% improvement
in throughput over single-chain models. The concluding
remarks pinpoint potential future directions, highlighting the
incorporation of machine learning for intelligent access con-
trol enhancements and optimizations tailored to the diverse
nature of IoT environments, focusing on overcoming network
latency and ensuring unified management in access control
systems.

3) AVAILABILITY
the resilience and reliability of the IoT access control system
are gauged by its availability. Even in the face of failures,
attacks, or adverse conditions, authorized users and devices
should be able to access the necessary resources. Ensuring
such availability means designing the system to be robust and
adaptable, safeguarding continuous and reliable access when
needed. From an availability perspective, the presented secure
integrated framework in [14] for Fog-IoT systems is designed
to enhance the resilience and uninterrupted functioning of
Fog-IoT deployments. Fog-IoT systems, being set up in
remote areas, are susceptible to a range of attacks, including
insider threats and various external attacks like Denial of
Service (DoS) and Distributed DoS. This framework inte-
grates two vital components: the security component (SC)
and the trust management component (TMC). SC’s role is
to maintain data confidentiality, integrity, authentication, and
authorization, while TMC assesses the dependability of Fog-
IoT entities based on a trust model grounded in Quality
of Service (QoS) metrics and other performance indicators.
Significantly, trust is embedded as an attribute in SC’s access
control policies, ensuring that only those entities with proven
trustworthiness can access fog resources. The integration
of these components aims to thwart potential disruptions,
thereby ensuring consistent access to resources and maintain-
ing the availability of Fog-IoT systems. Evaluations using the
Raspberry Pi 3 Model B+ further confirm the lightweight
nature of the proposed framework, indicating its suitabil-
ity for resource-constrained environments and underlining
its capability to sustain Fog-IoT system availability effec-
tively. Another solution in the paper [19] presents a dis-
tributed fog-based access control architecture tailored for the
healthcare domain, particularly focusing on IoT-driven med-
ical services. Recognizing the vulnerabilities associated with
centrally managed access controls, especially in healthcare
where timely access to data is crucial, the proposed model
decentralizes access control functions. By distributing policy
decision-making and information mechanisms to the edges
of the network, closer to the end nodes, the model effectively
reduces latency and augments system availability. Thus, the
key advantage of this architecture is the enhancement of
data accessibility for authorized users, while concurrently
ensuring the security of patients’ data. The importance of

these benefits is underscored by the authors’ future intentions
to further implement and evaluate this architecture using the
XACML standard.

4) SCALABILITY
Lastly, scalability in IoT access control is paramount due
to the exponential growth and interconnected nature of IoT
devices. As the number of devices, users, and services in
the IoT ecosystem multiply, the access control system must
be able to efficiently manage an ever-increasing volume of
access requests, permissions, and policy changes without
compromising on performance or security. Without scalabil-
ity, as the network expands, there may be delays in access
decisions, bottlenecks in communication, or even potential
vulnerabilities. Hence, a scalable access control mechanism
ensures that as the IoT environment evolves and expands,
it continues to provide timely, secure, and efficient access
management across all devices and services. From a scal-
ability perspective, the article [71] underlines the necessity
of a highly scalable cross-domain access control model
for the evolving Industrial Internet of Things (IIoT) land-
scape. The IIoT’s shift from a traditional model to a multi-
department, cross-domain data-sharing paradigm emphasizes
the inadequacy of existing access control systems. Tradi-
tional centralized schemes, while efficient, are susceptible
to single-point failures, and current blockchain-based mod-
els, predominantly single-chain structures, lack the scalabil-
ity essential for the demands of the IIoT. To address this,
the research introduces a decentralized primary-secondary
chain access model, boasting enhanced scalability. Exper-
imental results spotlight its superiority, showing an 82%
surge in throughput compared to the single-chain models.
This primary-secondary chain structure not only exhibits
improvements in scalability but also augments throughput
and reduces latency. The article concludes by highlighting
the need for more expansive experiments and potential future
optimizations, emphasizing scalability’s indispensable role in
IoT access control.

In Figure 4 illustrates the extent of interest in access control
requirements within IoT, as shown by the selected studies.
The automated decision requirement is the highest covered
requirement with 96%, where IoT dynamicity, fine-grained,
and performance in the next level with 48%, 44%, and 40%
in the same order. The two requirements: availability and
reduced overhead have the same percentage of 27%, followed
by policy management and context-awareness with 25% and
22% in the same order. The lowest interest was in interop-
erability and usability with 10% for each. Table 2 shows
each requirement categorization, description, importance and
occurrence in the selected studies. Figure 5 shows the tax-
onomy of access control requirements in IoT context. These
requirements were collected from selected studies.

In response to RQ2: ‘Which technologies and methodolo-
gies have been proposed or adopted for access control in IoT,
and what are their advantages, limitations, and applicability
in various IoT scenarios?’ we found that various technologies,
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FIGURE 4. Summary of the requirements results.

FIGURE 5. Taxonomy of access control requirements in IoT context.

models, and architectures are used to build access control
models within the IoT framework. The most commonly
applied access control model type was ABAC (33%), fol-
lowed by RBAC (10%) and CBAC (3%). Blockchain (31%),
cloud-based (14%), and edge computing (3%) were the most
common technologies used. Two types of IoT architectural
styles were reported: distributed IoT architecture (40%) and
centralized architecture style (25%). The highest communi-
cation protocol is MQTT with a rate of (10%). The access
control data format was either XACML (10%) or JSON
(10%). Finally, we found that 55% of the access control

models were in the theoretical or design phases, while (45%)
were developed as simulations or prototypes, and evaluated
to prove the effectiveness and robustness of the proposed
models.

5) ACCESS CONTROL MODELS
1. Role-Based Access Control (RBAC): This model

assigns roles to users, with permissions associated with
roles rather than individual users, thereby simplify-
ing management in large-scale environments. In [79],
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TABLE 2. Analysis of existing models in the selected studies for IoT access control requirements.

The article introduces the ‘‘Role-based Reputed Access
Control (RRAC)’’ method, tailored for Intelligent IoT

platforms to address the challenges presented by mali-
cious risks. This method is rooted in the Role-Based
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Access Control (RBAC)model but extends its capabilities.
RRAC works in two dimensions: an internal adaptive
certificate authentication, which ensures that communi-
cations between users and resources are authentic, and
an external security feature, which focuses on facilitating
secure service discovery and user selection. The essence
of the RRAC method is to enhance the reliability of IoT
communications. Each IoT device’s role is ascertained
by its reputation, gauged by the service provider (SP).
This SP evaluates a device’s communication behaviors
to determine its reputation. A notable feature is the sys-
tem’s ability to filter out unreliable devices that present
inaccurate reputation data. To fortify the security of
communications among recognized devices, the article
incorporates linear hashing and hyperelliptic curve-based
digital signatures. The method’s effectiveness was val-
idated through experiments, which showed that RRAC
not only boosts malicious activity detection rates but also
reduces false positives, misdetection, and detection times,
leading to a more secure and efficient IoT communication
environment.

2. Attribute-Based Access Control (ABAC): Determines
access rights based on attributes (e.g., device type, loca-
tion, time) allowing for fine-grained and dynamic access
decisions. One study that worked on an ABAC model
is [61]. The article introduces the HABACa model,
an attribute-based access control system designed for
smart-home IoT setups. Focusing on capturing diverse
attributes such as user, environment, operation, and
device characteristics, HABACa leverages a dynamic,
fine-grained Attribute-Based Access Control (ABAC)
approach. Its functionality and applicability were demon-
strated through use-case scenarios and a proof-of-concept
implementation inAmazonWeb Services. The researchers
also conducted a comparative analysis between HABACa
and EGRBAC, an existing role-based access control
model tailored for smart-home IoT. This comparison
involved converting the specifications of each model into
the other to assess their respective expressiveness. While
EGRBAC effectively managed relatively static attributes,
it struggled with dynamic attributes. On the other hand,
HABACa had challenges in preventing specific future
authorizations.

3. Based on a thorough theoretical comparison against estab-
lished criteria for access control models, the paper con-
cludes that a combined, or hybrid, model that integrates
features of both HABACa and EGRBAC might be the
optimal choice for IoT-enabled smart homes and likely
other broader applications.

4. Capability-Based Access Control (CBAC): Devices or
users are given tokens or ‘‘capabilities’’ that explic-
itly state their access rights. The article [92] addresses
the security and privacy challenges prevalent in the
heterogeneous IoT environment, especially in health-
care. As the medical sector increasingly adopts IoT for
patient health data sharing and analysis, ensuring reliable

authentication and access control becomes impera-
tive. The paper introduces the Enhanced Context-
Aware Capability-based Access Control (ECCAPAC)
model, which integrates Elliptic Curve Cryptography for
robust authentication. This model augments the exist-
ing Capability-based access control by integrating a trust
value into the capability tag or token. This trust value
is derived from the social relationship, emphasizing the
importance of understanding the connections in a dis-
tributed environment. Moreover, the ECCAPAC model
focuses on resilience, which is crucial given the healthcare
sector’s susceptibility to crypto attacks. Upon comparison
with the standard Role-based Access Control (RBAC)
model, ECCAPAC not only prioritizes context by assess-
ing an object’s trust value based on relevance and node
importance but also proves to be more efficient in terms
of security analysis and computation time. The findings
suggest that the ECCAPAC model offers a more resilient
and socially-aware access control mechanism for IoT in
healthcare, paving the way for further enhancements in
context evaluation and semantic relationships between
entities.

6) ACCESS CONTROL ARCHITECTURE STYLE
Access control in IoT can be implemented in one of these
two types of architectural styles: Centralized and Distributed
architecture. The first is the centralized model, where a single
authority or server manages access permissions. While this
offers a streamlined control mechanism, it may introduce
scalability and single-point failure issues. Conversely, the
decentralized approach distributes the control across nodes
or devices, enhancing scalability but potentially complicating
policy enforcement and consistency. Peer-to-peer models,
another notable style, enable devices to communicate and
decide access controls directly amongst themselves without
a central entity, fostering flexibility and resilience. Mean-
while, hierarchical structures, often seen in industrial IoT,
organize devices into layered tiers, where superior levels
manage and dictate access controls for the levels beneath
them. Furthermore, hybrid models, combining features from
multiple architectural styles, are also emerging to harness the
strengths and mitigate the weaknesses of each style, ensuring
adaptive, scalable, and efficient IoT access control.

The article [16] introduces ‘‘Heracles’’, a fine-grained
access control system tailored for large-scale enterprise envi-
ronments with numerous smart objects and users. Unlike
conventional solutions that tend to offer limited access con-
trol granularity and often rely heavily on cloud backends,
Heracles offers a more efficient and robust access control
mechanism. This system utilizes a three-tier architectural
design, emphasizing centralized policy formulation while
still permitting distributed execution, making it apt for enter-
prise settings. Heracles operates through secure, unforgeable
tokens which describe user authorizations for object access.
These tokens pave the way for users to access IoT devices
quickly and securely without the need for cloud intervention.
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Notably, Heracles showcases substantial advantages in reduc-
ing updating overhead, particularly when there are frequent
changes in user memberships and policies. In performance
evaluations, the system demonstrated impressive responsive-
ness, especially in accessing objects within proximity. Thus,
through its centralized policy approach combined with the
capability to perform distributed execution, Heracles stands
out as a viable solution for enterprise-scale IoT access con-
trol needs. The model presented in the paper [53] proposes
an advanced Industrial Internet-of-Things (IIoT) architecture
tailored for smart manufacturing. This layered architecture
leverages the benefits of both Blockchain technology (BCT)
and Machine Learning (ML) and is strategically structured
into five distinctive layers: sensing, network/protocol, trans-
port (reinforced with BCT components), application, and
advanced services such as BCT data, ML, and cloud-based
functionalities. One of the chief benefits of integrating BCT is
the capability to efficiently accumulate sensor access control
data. On the other hand, ML is employed to bolster the archi-
tecture’s defence against a variety of potential cyberattacks,
ranging from Denial of Service (DoS) and Distributed Denial
of Service (DDoS) to cross-site scripting (XSS) and brute
force attacks, by utilizing various classifiers to distinguish
between regular and malicious activities. In the practical
evaluation of the architecture, using the TON_IoT dataset,
it was evident that combining the power of Blockchain’s
smart contracts with ML classifiers can considerably miti-
gate multiple types of cyberattacks, specifically highlighting
significant reductions in the occurrences of DDoS, injection,
brute force, and XSS attacks. This innovative approach not
only champions the advantages of decentralized access con-
trol in IIoT networks but also showcases the potential of
distributed technologies in enhancing security measures in
smart manufacturing scenarios.

7) ACCESS CONTROL AUTHORIZATION ARCHITECTURE
1. Policy-Based Access Control (PBAC) makes decisions
based on predefined policies. These policies are set by admin-
istrators and dictate who can do what, and under which
conditions. It’s not just about the identity of the user (like in
traditional Role-BasedAccess Control) but takes into account
various contextual information such as location, time, type
of device, etc. Policy-based access control can be highly
advantageous because of the diverse nature of devices, their
operations, and the varied contexts in which they operate.
For instance, a smart thermostat might be adjusted by a
homeowner from a smartphone but might reject requests from
other devices if they’re outside of certain geolocations or if
the request comes outside of typical operating hours. The
article [96] is an important example of policy-based access
control. The paper introduces an access control architecture
tailored for constrained healthcare resources within the IoT
context. Rooted in a policy-based approach, it zeroes in on
a fine-grained access mechanism, where authorized users
are permitted to services, simultaneously safeguarding vital
resources from any unauthorized intrusion. The architecture

adopts a unique hybrid stance, interweaving attributes, roles,
and capabilities for its authorization model.

2. Token-Based Access Control (TBAC) revolves around
the use of tokens – cryptographic entities that prove the
identity and permissions of a user or device. The user/device
has to present a valid token to get access to a resource. These
tokens are usually issued by a trusted authority after proper
authentication. In the world of IoT, where there are numerous
devices with varying levels of security, tokens can be a way to
ensure that only devices with valid tokens can access certain
resources. For example, a smart door lock might only unlock
if it receives a signal accompanied by a valid token. This can
prevent unauthorized devices or hackers from easily gaining
control over IoT devices. Furthermore, tokens can be set to
expire, offering temporary access, or can be quickly revoked
if a device is believed to be compromised. In [31] a descrip-
tion of a solution that emerges to bridge this cross-domain
connection is the delegation of access rights. However, with
the diverse security constraints across IoT domains, crafting
a one-size-fits-all authorization protocol proves challenging.
Instead, specific carriers, like the OAuth token or the secret
URL of IFTTT, are employed to grant users authorization
capabilities within their IoT domain. This process allows
these users to independently decide if they wish to transfer
these access rights to users in other domains, often in situ-
ations demanding immediate or convenient response, termed
as cross-domain delegation. For instance, a patient might del-
egate the access rights of his wearable ECGmonitor to family
members or caregivers. Another example could be a home-
owner providing firefighters the capability to unlock smart
doors during emergencies like fires, signifying an ad hoc right
delegation. Utilizing such delegation mechanisms reduces
the decision-making burden on trusted central servers. More
importantly, this method aligns with the inherent decentral-
ized and dynamic nature of IoT, positioning it as an essential
feature for expansive IoT setups.

8) BLOCKCHAIN ACCESS CONTROL
Recently, there has been a surge in the application of
blockchain technology for enhancing security and privacy.
A defining feature of blockchain is its decentralized architec-
ture. Various literature categorizes blockchain-based access
control into two primary methods: transaction-centric and
smart contract-centric access control. Transactions can be
employed to allocate, delegate, or withdraw access privileges.
On the other hand, smart contracts assess access petitions
and arrive at decisions grounded on the guidelines set by the
resource holder. Regardless of the method, an access token
is produced and handed to the individual requesting access,
symbolizing the permission to access. A notable drawback of
the transaction-centric model is its dependency on a central
node for making access decisions. Conversely, the smart
contract-centric model might introduce significant overhead
due to the need for contract establishments between nodes
[27], [64], [67], [68].
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TABLE 3. Analysis of existing models for IoT based on access control technologies.

Figure 6 shows the access control technologies that can
be used in the IoT context, with these technologies collected
from the selected studies. Where Table 3 provides the infor-
mation about technologies and the sources from selected
studies as well.

For RQ3, ‘How are the effectiveness and robustness of
access control mechanisms in IoT evaluated in the literature,
and what are the commonly accepted metrics and bench-
marks?’ the question comprises two parts: the first being
‘How are the effectiveness and robustness of access con-
trol mechanisms in IoT evaluated in the literature?’ and the
second, ‘What are the commonly acceptedmetrics and bench-
marks?’. In addressing this research question, we discovered
several evaluation metrics. The most widely used in the liter-
ature include:

- Response Time: defined as the time taken for the system
to respond to a particular request or action. 43% of the
selected articles used this metric. This metric can be
calculated as RT=tresponse−trequest.

- Delay: Defined as the time taken to transfer or process
data or messages. Although similar to Latency, it can be
more general or context-specific. This metric was used
in 9% of the selected articles.

- Throughput: Defined as the number of successful
messages or operations processed per unit of time.
This metric was utilized in 8% of the selected
articles.

These are the most commonly used metrics found in the
literature. Other metrics are listed in Table 4, along with their
definitions and calculation methods.

V. ACCESS CONTROL TAXONOMY
In Figure 6, we provide a comprehensive taxonomy of access
control technologies used within the Internet of Things (IoT)
context, organized into several key categories that reflect the
multi-dimensional nature of IoT systems.

A. MODELS
- Attribute-Based Access Control (ABAC): This model

grants access rights based on attributes associated with users,
resources, and the environment, providing a high level of
granularity and control.

- Role-Based Access Control (RBAC): Access rights are
grouped by role names, and permissions are associated with
roles rather than individuals, simplifying management across
numerous users.
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FIGURE 6. Taxonomy of access control technologies needed in IoT context.

- Capability-Based Access Control (CBAC): It uses
tokens or keys, granting capabilities for access, often used in
distributed systems where direct authorization from a central
authority is impractical.

- Hybrid: A combination of two or more access control
models to leverage the benefits of each and provide a more
comprehensive control mechanism.

B. ARCHITECTURAL STYLE
- Policy-Based: The access control is driven by poli-

cies defined by the organization, which can be dynamically
adapted to changing circumstances.

- Token-Based: Access is granted based on possession of
a token that provides certain rights, akin to capabilities in
CBAC.

C. IoT ARCHITECTURE
- Centralized: All decision-making processes are handled

by a central authority, which could be cloud-based, providing
a centralized point for managing access controls.

- Distributed: Decision-making is spread across multiple
nodes, which can include edge computing devices, improving
scalability and reliability.

- Cloud: Utilizes cloud computing resources to manage
access control, offering scalability and resource efficiency.

- Fog: A decentralized computing infrastructure in which
data, compute, storage, and applications are located some-
where between the data source and the cloud.

- Blockchain: Utilizes blockchain technology for a decen-
tralized and secure method of managing access controls, with
an immutable record of transactions and policies.
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TABLE 4. Evaluation metrics that are used in the tested models.

D. COMMUNICATION PROTOCOL
- Constrained Application Protocol (COAP): A special-

ized web transfer protocol for use with constrained nodes and
networks in the IoT.

- Hypertext Transfer Protocol (HTTP): A widely used
protocol for data communication on the World Wide Web,
which can also be employed in IoT contexts.

E. DATA FORMAT
- eXtensible Access Control Markup Language

(XACML): A declarative access control policy language

implemented in XML and a processing model, describing
both the access control policies and the request/response
decision protocol.

- JavaScript Object Notation (JSON): A lightweight
data-interchange format that is easy for humans to read and
write and easy for machines to parse and generate, often used
for APIs in web services and IoT devices.

Each category in this taxonomy represents a critical choice
point in the design of an IoT access control system, affecting
scalability, security, complexity, and administrative overhead.
By mapping out these categories, the taxonomy provides
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a structured framework for understanding the landscape of
access control technologies and their application in IoT
scenarios.

VI. CONCLUSION AND FUTURE WORKS
This study conducts a comprehensive systematic review of
access control in IoT, with focusing on requirements, tech-
nologies, and evaluation Metrics. In conclusion, access con-
trol in the realm of IoT stands as a foundation stone for
ensuring the secure and continuous operation of the massive
web of interconnected devices. A significant insight drawn
from our analysis is the transition from traditional access
control models like RBAC to more dynamic and granular
models such as ABAC and CBAC. As IoT continues to
be embedded into various domains – from smart homes to
healthcare – the need for context-aware, attribute-centric,
and capability-based models is ever-apparent. Technologies
like edge computing, and cloud computing, while being
instrumental in enhancing these models, also bring forth
new challenges in terms of performance and scalability. It’s
noteworthy that while a rise of access control models for
IoT exists, most are in the theoretical or design phases, with
fewer making it to the prototype or evaluation stage. The
many of architectural styles, from centralized to decentral-
ized models, reflects the evolving nature of IoT’s dynamic
ecosystem. Techniques such as Policy-Based Access Control
and Token-Based Access Control offer tailored solutions to
address specific challenges faced by IoT devices in diverse
contexts. Furthermore, the arrival of blockchain technology
has introduced novel means to enhance the decentralization,
transparency, and trustworthiness of access control mech-
anisms. The evaluation metrics, including response time,
delay, and throughput, provide quantifiable measures that
assist in gauging the effectiveness and robustness of these
mechanisms. Finally, we listed requirements, technologies
and evaluationmetrics based on our findings, which can serve
as a roadmap for the next level of research in this field.

For future work, there are many areas to explore, including
scalability and interoperability, real-time adaptability, and
economic considerations, especially when using blockchain
technology, integration with emerging technologies is a need,
such asAI-driven access control, and not to forget the need for
real-world implementations. Because after theoretical mod-
els and simulations, the field could benefit from real-world
implementations and evaluations of access control systems
in diverse IoT deployments. Such evaluations can offer prac-
tical insights and highlight unexpected challenges for further
driving innovation.

Additionally, it is essential to examine the specific needs
and the relevant technologies pertinent to IoT applications.
This detailed analysis will enable us to determine which
solutions are most suitable for the varied scenarios presented
by IoT deployments. For instance, while a particular feature
may be fundamental for the functionality of smart homes,
it might be less critical for smart cities, and possibly irrele-
vant for smart transportation systems. For example, consider

the necessity of real-time data processing. In a smart home
environment, real-time processing is crucial for systems like
intrusion detection, where an immediate response is neces-
sary. However, for a smart city infrastructure, while real-time
data is important, some applications such as long-term urban
planning can work with data that is not processed in real-
time. In contrast, for smart transportation, especially in
autonomous vehicles, real-time data processing is not just a
convenience but an absolute necessity for safety and opera-
tional efficiency.
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