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ABSTRACT With the development of cyber technology, the intelligence of power systems has increased,
and cyber-physics is highly integrated and mutually constrained. In this paper, a globalized cyber-physical
cooperative recovery strategy based on node importance is proposed for the failure of a cyber-physical
power system under communication failure. First, the static importance of communication nodes and the
importance of services are comprehensively analyzed based on the structural business transmission function
characteristics of the network. Secondly, based on the fault characteristics of generators, power lines, and
loads, the recovery model of the physical system is constructed by considering the safety constraints such
as system frequency, node voltage, and line capacity. Finally, considering the possible delay caused by the
cyber system failure to the generator output regulation, power line commissioning, and load recovery, the
interaction model of physical system recovery and cyber system recovery is established and solved by using
the solver after linearizing it. The results show that the cyber-physical recovery strategy can effectively reduce
outage losses and improve recovery efficiency.

INDEX TERMS Cooperative recovery strategy, cyber-physical power system, node importance, physical
system recovery, cyber system recovery.

I. INTRODUCTION
At present, the concept of cyber-physical systems has fre-
quently appeared in academic fields and industrial fields,
and has promoted the development and progress of power
systems, production systems and energy management sys-
tems. Cyber-physical power system (CPPS) is a kind of
cyber-physical system developed by the combination of
traditional physical power system and cyber power sys-
tem. In CPPSs, a large amount of complex data needs to
be generated, processed, and exchanged, which presents
a huge challenge for computer monitoring, protection,
and real-time control [2]. Although combining physical
systems with cyber systems can bring many benefits to
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electromechanical systems, it also makes systems more vul-
nerable to damage and threats frommore advanced and covert
cyber-attacks [1].

Cyber-attacks against CPPS are mainly divided into
integrity attacks, availability attacks and confidentiality
attacks. Confidentiality attack is a type of attack in which
an unauthorized party obtains information illegally. Integrity
attack is a kind of attack that tampers the information content
of CPPS. The typical attack mode is false data injection
attack (FDIA). The purpose of availability attacks is to pre-
vent the system from getting the required data or signals
in time, including denial of service (DoS) attacks and the
introduction of control signal delay.

In recent years, several major outages around the world
have demonstrated the significant impact of cyber systems
on grid operations. 2003, the U.S. blackout was caused by a
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software failure in the cyber system that affected the control-
lability of the grid, and the emergency measures that should
have been triggered in the event of a change in primary-side
operation were not triggered, leading to the development of
the incident. In the same year as the Italian blackout, inade-
quate cyber acquisition capabilities led to a system collapse
when a tree flash occurred on a critical transmission line due
to the dispatcher’s incorrect estimation of the system’s power
angle and failure to take timely FM measures [3]. In 2019 a
power company in the western U.S. was attacked by a hacker
group due to a Dos attack, causing the power plant and its
equipment and regulators to shut down. This caused a short
interruption of communication between the power plant and
its equipment and the regulation center; in the same year,
cyber-attacks caused Venezuela to suffer multiple cyber virus
attacks and physical attacks such as electromagnetic damage
and substation explosions, disintegrating the hydroelectric
power grid and causing widespread power outages across the
country for more than five days [5].

Over time, cyber and physics have become more and
more closely linked, integrating and influencing each other.
In recent years, the power system has been subject to frequent
cyber-attacks, and the recovery of the cyber-physical system
has attracted a lot of attention from the academic community.

In order to face the impact of typhoon and reduce the out-
age cost, literature [6] carried out collaborative optimization
on the emergency repair of fault lines, the pre-adjustment of
generator output and the urgent load control, and proposed
a three-order toughness improvement strategy of preven-
tion, response and recovery. A strategy for fault component
recovery based on Q-Learning algorithm was proposed in
literature [7]. Literature [8] established the emergency coop-
erative maintenance model of transmission network after
disaster according to the uncertainty of the time required
by the maintenance team to shift and other actions in the
fault maintenance process and the constraints of mainte-
nance resources and road stiffness planning. Most of the
above studies are traditional restoration methods, focusing
on the physical system without considering the case of
cyber-physical compound failures. In 2022, a two-layer net-
work islanding method is proposed, which is based on the
theory of phase-dependent networks from the perspective of
the CPPS topology and achieves simultaneous recovery of
physical cyber nodes for regional grid failures, improving
the load response rate [9]. However, the disadvantages of
this method are that the two-layer island division makes the
algorithm converge slowly in the later stage, and the cou-
pling mechanism between the cyber network and the physical
network is relatively simple. Considering the facilitating role
played by the measurement and monitoring side function of
cyber devices in the maintenance process of transmission
lines, a framework for power system defense against natural
disasters is proposed from three perspectives proving that
cyber-physical synergistic restoration can effectively improve
the line restoration rate and reduce the losses caused by power
outages [10]. But the shortcoming is that the model of each

process is not fine enough, and the accuracy of the overall
recovery of the network line is not high. The literature [11]
established a geographic grid based on the corresponding
characteristics of communication nodes and power nodes
in the distribution network and established a quantitative
index of resilience, as a basis for proposing a two-layer
repair model for power faults and communication faults. The
above research proves the feasibility and effectiveness of
cyber-physical collaborative recovery in the process of fault
repair, and mainly includes three methods to solve the current
problem of cyber-physical power system recovery. The first
method is Markov decision process, which has the advan-
tage of dynamic scheduling of recovery resources. However,
the computational complexity of this method increases sig-
nificantly with the exponential growth of the state space.
The second method is Q-learning algorithm, which has the
advantage of good performance and effect on the system
with high complexity and large search space. However, the
disadvantage is that if the length of the repair sequence is
uncertain, the implementation of this method will become
difficult. The third method is some heuristic optimization
algorithms, such as particle swarm algorithm, fish swarm
algorithm and so on. The advantages of this algorithm are that
it can solve the characteristics of many dimensions and strong
randomness in the actual power grid fault recovery, and can
improve the recovery efficiency. However, the disadvantage
of this algorithm is that it is more effective only for the
recovery of physical network, and it is not dominant when the
cyber network and physical network cooperate to recover.

To sum up, the deep integration of cyber and physics is
the basis of realizing smart grid, but it also makes the stable
operation of the power system facemore challenges and risks.
How to quickly restore the normal operation state of power
system in the case of communication failure is an important
research topic. Against this background, a globally coopera-
tive recovery strategy of CPPS based on the network topology
of communication system and transmission characteristics of
power business is proposed to minimize the loss of power
outage and effectively improve the recovery efficiency.

II. STUDY OF THE IMPORTANCE OF
COMMUNICATION NODES
A. STUDY OF THE IMPACT OF COMMUNICATION
FAILURE ON THE GRID
In recent years, with the continuous development of commu-
nication systems, the number of various services controlled
and managed through statistical analysis of cyber has been
growing, and the dependence on cyber in the huge power
system has been deepening. The recovery in this paper is after
the role of power system communication system failures and
network attacks. The importance of the communication side
system nodes is used as an indicator to develop the recovery
strategy. For communication failures, this paper develops a
recovery plan by considering the importance of nodes in the
power network and the allocation of resources for recovery,
respectively.
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The research of power communication systems mainly
focuses on the cyber level, and the configuration of services
is generally from the perspective of time delay, bit error rate,
reliability, bandwidth, and other such communication perfor-
mance, lacking consideration of system coupling perspective,
real-time production control services are distributed in the
communication network, and there is a certain variability in
the impact on the stable and safe operation of the system after
it suffers from cyber-attacks, resulting in some more impor-
tant services cannot get The priority of the processing should
have, that is, the security of the communication link and the
business importance of the mismatch situation. Specifically,
some of the services that have a significant impact on the
power system may be centrally assigned to high-risk com-
munication links, but the less influential part of the service
can be reliably transmitted, a situation that increases the
risk of power outages when the service is transmitted in
extreme situations such as integrity network attacks. As one
of the core businesses of power communication networks
when it comes to real-time control services for production,
this paper establishes quantitative indicators for assessing
the importance of cyber nodes from the business perspective
by combining network structure, node degree, and clustering
coefficients.

Most of the current recovery studies are based on scenarios
where the cyber is fully accessible. Once the communica-
tion of the system fails, the command-and-control personnel
may not be able to obtain the status cyber of the power
grid in time, failing to make optimal decisions. Along with
the development of cyber technology, the power grid has
been highly digitalized, and the traditional power grid has
gradually evolved into a system with deep cyber-physical
integration. The literature [21] analyzes and studies the power
system control of real-time load-making based on the com-
munication system, i.e., the communication system has an
indelible impact on the power system. Most of the actual
restoration of the current grid is aligned to the restoration
under extreme disasters, and after a disaster, there are two
main options, one is to use the importance of the load as the
basis for the order of repair, and the other is to take a random
repair approach. After an extreme disaster, network reconfig-
uration is an important measure to quickly restore the load in
non-faulty areas [22]. When the communication system fails,
the planned nature of the recovery process is disrupted and is
carried out randomly, i.e., by using a maximum to minimum
load. In this process, the recovery speed cannot be determined
and there will be cases when repairing a particular fault does
not restore the load. That is some faults that are not connected
to the busbar or distributed power supply, whose inability to
provide a load to the system.

In the case of random recovery, the randomness can lead to
a situation of ineffective recovery.

As shown in Figure 1, when the power system is
under network attack in the case of communication fail-
ure, the fault occurs and cannot be recovered in a planned
manner. If the recovery is just carried out in a random

FIGURE 1. Framework of communication failure impact study.

recovery manner, it will not only increase the recovery time
but also may cause secondary outages of the system and
greater losses in the assembly because of the improper recov-
ery sequence. To cope with this situation and improve the
recovery efficiency of the power system, this paper proposes
a cyber-physical cooperative recovery strategy based on node
importance.

B. STATIC IMPORTANCE OF COMMUNICATION NODES
When calculating the importance of communication nodes,
this paper selects degree centrality as an indicator. Only
the information of the nodes themselves needs to be ana-
lyzed, and the calculation is simple, convenient, and low
complexity, which is more suitable for large-scale network
calculation.

In the network structure of power communication net-
works, the aggregation characteristics of nodes are crucial to
the degree of influence of network nodes. Representing the
power communication network abstractly as an undirected
connectivity graph, the cohesiveness of the nodes can be
judged based on the degree of contraction of the nodes in
the network topology. Since the most common in our current
power cyber network is a stable triangular structure, assum-
ing that no weights are considered and only the mesoscopic
number is used as a measure, most of the nodes have degree 2,
while the shortest path of the network generally does not
include these nodes with degree 2. This will affect the mea-
surement of the importance of the nodes. Again, because it is
difficult to form a triangular structure at the edge positions of
the network, the influence of the clustering coefficient will
become greater. Although the clustering coefficient cannot
indicate the number of nodes around that node and the coun-
try mode size of the network, it can be used as a measure of
the topological closeness around the node.

From the above analysis, when calculating the static impor-
tance of a node, this paper will use the metric of node
degree combined with the clustering coefficient to measure
the importance of a node T . The larger the value of T ,
the greater the risk to the network topology when the node
fails, i.e., this node has a greater importance in the network
topology, and in the recovery after failure, restoring this node
will bring a more positive effect to the next step of recovery.
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The value of T for node i is

T (i) =
k(i)√

N∑
j=1

[k(j)]2
+

f (i)√
N∑
j=1

[f (j)]2
(1)

where k(i) represents the node degree of node i.

f (i) =

maxj∈N
[
c(j)
k(j)

]
−

c(j)
k(j)

maxj∈N
[
c(j)
k(j)

]
− minj∈N

[
c(j)
k(j)

] (2)

where c(i) denotes the clustering coefficient of node i.

c(i) =
2e(i)

[k(i)]2 − k(i)
(3)

where e(i) is the number of edges between all neighboring
nodes of node i.
The static importance index of node i in the power com-

munication network depends on two important factors, one is
the number of nodes N connected to node i, and the other is
the position of node i in the power communication network.
Under the same condition, the more the number of nodes
connected to node i, the less the number of nodes left in
the network after shrinking the node, that is, the greater the
cohesiveness of the network, the greater the static importance
of the node. The greater the degree of centrality and cohesion
of the node, the more important its position in the power
communication network, the greater the role it plays, and
the more important the priority recovery of the node with
high importance when the network is restored after a failure.
When the network is restored, the first node to be restored is
necessarily the part of the node connected to the dispatch cen-
ter, and secondly, considering the mutual influence between
the nodes, to minimize the loss of power outage, the key
nodes are determined according to the importance of the
nodes, i.e., considering the impact of the nodes on the network
topology and operational functions, and these nodes should
have certain priority in the restoration process.

C. SERVICE IMPORTANCE OF COMMUNICATION NODES
In practice, each node in the power communication network
structure is responsible for its various services related to the
safe operation of the power grid, including line relay protec-
tion, security and stability systems, wide area measurement,
scheduling automation, and power plant and substation video
monitoring and other transmission services, commonly used
communication business importance indicators are shown
in Figure 2. For the node, the type of services it undertakes
is different, and the impact on the safe operation of the
power communication network is also different. The business
importance of a node refers to the degree of impact on the safe
and stable operation of the power grid when a service is inter-
rupted or defective, and the higher the business importance,
the greater the impact on the safe operation of the power grid,
i.e., the two are positively correlated. Therefore, the business
importance of the node is used as an indicator to measure the
importance of the node in the power communication network.

FIGURE 2. Framework of communication failure impact study.

When a communication node of the power network under-
takes more types and a greater number of services, the greater
the impact on the safe and stable operation of the power
system after its failure, i.e., the higher the importance of the
node. When the power system is recovered after a failure, the
nodes with high service importance are restored as a priority
to facilitate the next step of system recovery.

Since the security requirements for different types of ser-
vices and cyber transmission are of different levels, the
importance of various types of services that have appeared
in various types of literature so far are summarized and
classified into a total of five categories, and their average
values are taken into the calculation to obtain the business
classification importance of communication nodes, as shown
in the following table.

TABLE 1. Types of communication node services and their importance.

Table 1 shows the service types of communication nodes
in the physical system and their importance, and these five
services in the table are all services for the power system,
which will have an impact on the restoration of the physical
system. It can be seen from the table that these five service
types have different importance degrees according to their
different influence degrees on the power system.

As shown in Table 1, the business importance of line relay
protection is the highest among the five types, and in practical
application, the importance increases with the voltage level,
and the voltage level is unified in the research object of

182 VOLUME 12, 2024



Z. Qu et al.: Globally Cooperative Recovery Strategy for CPPS Based on Node Importance

this paper, so it importance is calculated with a determined
unified value. The importance of business such as stability
control systems and dispatching automation is lower than
the importance of urgent you to protection, but its direct
impact on the safe and stable operation of the power system.
The business of lightning positioning monitoring and office
automation, on the other hand, has limited impact on the oper-
ation of power production, so its importance is the lowest.

The business importance of each node in the power
communication network depends on the number of lines con-
nected to the node and the business undertaken on this line.
The more the number of lines connected to the node means
that the node needs to undertake the transmission of more
business, and the type and number of services are also more,
i.e., the node is restored first, then the work is restored first,
and the recovery process is faster and the loss is minimized.
To make a full and comprehensive consideration of the node
importance, the type of service, the number of various types
of services, and the number of lines connected to the node all
need to be taken into account, as follows

B(i) =

n∑
i=1

bkjnkj (4)

where B(i) denotes the value of the business importance of
node i, n denotes the number of lines connected to node i,
bkj is the value of the importance of the kth type of business
undertaken by the jth line connected to node i, and nkj is
the number of the kth type of business running on line j.
The larger the calculated value of B(i), the higher the business
importance of this node, and the more important and more
numerous the business undertaken. When the system fails,
the node with high importance is restored first in the process
of recovery, and the business undertaken by the node is also
restored, and the more business is restored the less damage is
caused.

From the two aspects of the node’s static importance index
and business importance index, the two are integrated and the
importance quantification value of the power system commu-
nication node is obtained, namely.

I (i) =
(B(i) − 1)(T (i) − 1)

1 − T (i) − B(i) + 2T (i)B(i)
(5)

III. GLOBALIZED RECOVERY STRATEGY BASED ON NODE
IMPORTANCE
To meet the research needs and challenges brought by the
deep cyber-physical convergence, reduce outage losses, and
improve recovery efficiency after power system failures,
this paper proposes a globalized cyber-physical cooperative
recovery strategy based on node importance from the per-
spective of the power system communication system itself
by analyzing the impact of communication failures on power
system power recovery.

A. OBJECTIVE FUNCTION
From the perspective of an electric utility, to ensure the rapid
restoration of critical loads, the recovery strategy after a

power system failure is optimized to minimize the loss of
power due to outages caused by the failure.

min
∑
l∈�D

clPDl t
D
l (6)

In the above equation,�D denotes the set of all loads in the
system; cl denotes the outage loss per unit of power for load l,
i.e., the number of dollars lost per kWh for load l; PDl denotes
the active power demand for load l; tDl denotes the moment
when load l is restored, and tDl is the optimization variable.

Depending on the load level, a variety of factors such as the
size of the load, the socio-economic value of the load, and the
different impacts of the load on security, medical care, and
people’s lives are taken into account, and historical outage
data as well as the outage losses per unit of electricity for dif-
ferent types of loads set by the government are also included
in the analysis to provide indicators for the development of
the sequence of load restoration.

B. PHYSICAL SYSTEM RECOVERY MODEL
When the system communication fails, the generator’s eco-
nomic dispatch control function fails to accept the regulation
instructions from the regulation center, thus it cannot auto-
matically respond to the dispatch instructions and has to
rely on the manual regulation method to change the output,
resulting in the prolongation of the whole recovery process.

As shown in (7), when the generator economic dispatch
control fails, the upper and lower limits of the power achieved
by generator g at the recovery moment t are expressed by
PG,max
g,t and PG,min

g,t ; G denotes the set of generators in the
system; Rg is used to represent the active power regulation
speed of generator g; the time required to manually regulate
the generator output is expressed by 1TG; then the range
of the active power output P of generator g at its recovery
moment at this time is expressed as t . The range of the
active power output PGg,t of generator g at its recovery time
is expressed as

PG,min
g,t + Rg1TG ≤ PGg,t ≤ PG,max

g,t − Rg1TG (7)

From the above equation, when the economic dispatch
control of the generator with normal system communication
is intact, there is no delay1TG caused by manual regulation,
1TG is zero, and the regulation range of the generator g at this
time is significantly larger than that of the generator when
the system communication fails. From this, it is clear that
after the cyber failure of the generator, its active regulation
range at the next recovery moment will become smaller.
To facilitate the computational analysis, (7) is written in
discrete form as

PGg,t ≥ max
{
PGg,t − Rg

[
LT − (1 − uCBg,t−1)1TG

]
,PGg,min

}
∀g ∈ �G, t ∈ T (8)

PGg,t ≤ min
{
PGg,t + Rg

[
LT − (1 − uCBg,t−1)1TG

]
,PGg,max

}
∀g ∈ �G, t ∈ T (9)
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where PGg,min denotes the minimum active output of gener-
ator g and PGg,max denotes the maximum active output of
generator g. LT is the specific length of the discrete recov-
ery interval at recovery time; T denotes the set of discrete
recovery time intervals; the state variable uCBg,t−1 denotes the
real-time state of the cyber system of the node where gen-
erator g is located at time t − 1; to facilitate the modeling
calculation, 0/1 is used to recognize the two different states,
uCBg,t−1 = 0 indicates that the node is faulty, and uCBg,t−1 = 1
indicates that the node is in a normal state in the system.
As the above equation shows, if the cyber node of the node
where the generator g is located is faulty, it cannot automat-
ically adjust the active output, and at this time the generator
needs to adjust its output by manual adjustment, resulting in
a longer time for the start of the adjustment and a consequent
smaller adjustment range of the active output.

At the same time, to avoid secondary system outages
during the restoration process, the generator output needs
to comply with the system safety constraint, i.e., the output
value of generator g should not exceed its maximum capacity
value, as expressed in (10).(

PGg,t
)2

+

(
QGg,t

)2
≤ S2g,max ∀g ∈ �G, t ∈ T (10)

where Sg,max represents the maximum apparent capacity of
generator g and QGg,t represents the reactive power output of
generator g at moment t .

After a failure occurs, the system’s recovery process is
not only limited by the system network topology but also by
the recovery resources. The following equation describes the
situation where the repair process is limited. In the case of
power line recovery, when the lines adjacent to a particular
line are in a fault state and cannot operate normally, this line
cannot be recovered and cannot operate normally, and (11)
describes this situation. In this equation, the set of power lines
in the system is represented by �L , while ψmn represents the
set of all lines adjacent to line (m, n); the state variable uLmn,t
represents the state of power line (m, n) not restored/restored
at moment t with a value of 0/1.

uLmn,t ≤

∑
(α,β)∈ψmn

uLαβ,t (11)

uLmn,t =

{
0, uLm,t + uLn,t < 2
1, uLm,t + uLn,t = 2

, ∀(m, n) ∈ �L , t ∈ T (12)

uLi,t =

{
1, xi = max {x1, · · · , xi, · · · , x30}

0, xi ̸= max {x1, · · · , xi, · · · , x30}
, ∀i ∈ ψzx

(13)
In the recovery process, node importance x determines

the sequence of node recovery. The higher the node impor-
tance, the higher the priority of node recovery, as shown in
equation (13), xi represents the node importance of node i and
ψzx represents the set of communication nodes that have not
been recovered.

The limited resources in the recovery process of the repair
are represented by RP to denote the number of recovery

resources of the physical system, and (14) bounds the number
of lines recovered in each discrete time interval. uLmn,t and
uLmn,t−1 sub-tables represent the recovery status of the lines at
moment t and moment t − 1.∑

(m,n)∈�L

(
uLmn,t − uLmn,t−1

)
≤ RP ∀t ∈ T (14)

However, in the actual recovery process, due to the high
degree of integration of power cyber and physical systems,
the recovery of power lines is not only affected by the state
of adjacent lines but also by the state of cyber systems.
The cyber nodes at both ends of any line, if they are not
in the same normal communication state, the operation of
equipment such as contact switches on this line cannot be
quickly adjusted automatically, and can only rely on man-
ual dispatch adjustment, while the manual operation will
produce a certain time difference. In (15), tLmn represent the
line (m, n) specific recovery moment; manual operation to
put the line into operation the time spent by 1TL to repre-
sent; state variable uCBmn,t = 0 is representative of the line
(m, n) at least one of the two ends of the cyber node is not
back in operation, state variable uCBmn,t = 1 is representative
of the line (m, n) two ends of the cyber node all back to
normal.

tLmn ≥

∑
t∈T

(
1 − uLmn,t

)
LT +

(
1 − uCBmn

)
1TL

∀(m, n) ∈ �L (15)

uCBmn,t =

{
0, uCBm,t + uCBn,t < 2
1, uCBm,t + uCBn,t = 2

, ∀(m, n) ∈ �L (16)

uCBn,t =

{
1, xn = max {x1, · · · , xn, · · · , x30}

0, xn ̸= max {x1, · · · , xn, · · · , x30}
, ∀n ∈ ψzx

(17)

To circumvent the secondary faults that may be caused
during the recovery process, the recovery of line (m, n) needs
to comply with the maximum allowable power constraint.
As shown in formula below

P2mn + Q2
mn ≤ S2mn,max ∀(m, n) ∈ �L , t ∈ T (18)

where Pmn,Qmn and Smn,max denote the active power, reactive
power and the maximum allowable apparent power transmit-
ted on the line (m, n), respectively.
When a load is restored in the system, a load can be restored

if at least one of the lines adjacent to the node where the load
is located has been restored.

uDl,t ≤

∑
(m,n)∈ψl

uLmn,t ∀l ∈ �D, t ∈ T (19)

where ψl is the set of lines adjacent to the node where
load l is located; the state variable uDl,t represents the recovery
state of load l at moment t , uDl,t = 1 means the load has
been recovered, and uDl,t = 0 means the load has not been
recovered; �D represents the set of loads in the system.
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In the same way as line restoration, load restoration is
also affected by the state of the cyber nodes. However, the
recovery of load needs to take into account the frequency
overrun of the system that may be triggered by the gener-
ator power adjustment. When the recovery of load is small
and the generator communication is normal with sufficient
regulation, the commissioning of the system load does not
cause the frequency overrun to occur. These small amounts
of load can be automatically restored by the generator’s reg-
ulation without waiting for manual regulation orders. On the
contrary, when the load is large and the regulation capacity
of the generators with normal communication is insufficient,
the recovery of the load needs to wait for the other generators
with communication failure to receive the manual regulation
order to recover. Therefore, when judging the recovery time
of the load, the regulation capacity of the generators in the
system needs to be calibrated.

tDl ≥

∑
t∈T

(
1 − uDl,t

)
LT

+ max
{
(1 − uCBl )1TD,

(
1 − uGl

)
1TG

}
∀l ∈ �D (20)

In this case, the time taken for the manual operation to
put the load into operation is represented by 1TD; the state
variable uCBl = 0 means that the communication of the
node where the load l is located is not restored, and the state
variable uCBl = 1 means that the communication of the node
where the load l is located has been restored to the normal
state; uGl represents the relationship between the load l and the
generator receiving the manual order, uGl = 1 means that the
load is restored before the generator unable to communicate
receives the manual order, and u = 0 means that the load is
restored after the generator unable to communicate receives
the manual order. uGl = 0 means that the load is restored after
the uncommunicative generator receives the manual order.
uGl then requires the following constraints to be satisfied.∑
l∈�D

(
uDl,t − uDl,t−1

)
PDl ≤

∑
g∈�G

uCBg,t−1RgLT ∀t ∈ T (21)

The formula indicates that the amount of load that can be
restored without waiting for a manually regulated generator
during the recovery interval cannot exceed the regulation
capacity of a generator with intact and fault-free communica-
tion. At this point, the voltage and system frequency of each
node in the system should satisfy the following constraints.

Vi,min ≤ Vi,t ≤ Vi,max ∀i ∈ �PB, t ∈ T (22)∣∣∣∣∣∣∣∣∣
∑
l∈�D

(
uDl,t − uDl,t−1

)
PDl∑

g∈�G

PGgN
δg

∣∣∣∣∣∣∣∣∣ ≤
1fmax

fN
∀t ∈ T (23)

where �PB denotes the set of nodes in the system;
Vi,min, Vi,t , Vi,max denote the minimum value of voltage

amplitude allowed at node i, the voltage value at moment t ,
and the maximum value of allowed voltage amplitude,
respectively. PGgN , δg denote the rated active output and power
angle of generator g, respectively;1fmax, fN denote the maxi-
mum frequency deviation allowed in the recovery process and
the rated frequency of the system.

C. CYBER SYSTEM RECOVERY MODEL
The development of communication technology has led to
the increasing application of more reliable methods such as
power IoT, 5G communication, and fiber optic communica-
tion in power cyber systems. Therefore, for the construction
of the power communication network in this paper, the tradi-
tional carrier communication is not considered but the fiber
optic link is the main one. The erection of the fiber compos-
ite overhead ground line is established with the erection of
transmission lines, so the restoration of transmission lines is
a prerequisite for the restoration of their corresponding fiber
links. Therefore, the time of fiber recovery should be later
than the recovery of the corresponding transmission line in
the physical system. As shown in (24).

uCLmn,t ≤ uLmn,t ∀(m, n) ∈ �O, t ∈ T (24)

where the state variable uCLmn,t indicates the recovery state of
the communication link (m, n) at moment t . Its value of 0
indicates that the link is not recovered, and its value of 1
indicates that the link is recovered; �O indicates the fiber
optic link built with the transmission line.

The recovery of the communication link presupposes that
the link connected to at least one end of the node being
recovered at a certain moment is functioning normally or
has been recovered so that the communication between it
and the regulation center can be guaranteed. This problem is
considered in this paper for the recovery of cyber systems.
To solve this problem, the recovery priority of the node
connected to the normally operating equipment is proposed
to ensure communication between the recovered node and the
regulation and control center. The abstraction of the power
communication network is simplified and transformed into
a directed graph consisting of cyber nodes and communi-
cation links. Recovery models are established for both of
them respectively, corresponding to different fault cases. The
recovery-constrained case of communication links is similar
to the constrained case of power line recovery, and the net-
work topology and the number of recovery resources have
an impact on the speed of repair. Formula (25) indicates that
a communication link can be recovered only if at least one
of the nodes at both ends of the link has been recovered.
Formula (26) indicates that the number of restored links in
each restoration interval cannot be more than the number of
restored resources.

uCLmn,t ≤ uCBm,t−1 + uCBn,t−1 ∀(m, n) ∈ �CL , t ∈ T (25)∑
(m,n)∈�

(
uCLmn,t − uCLmn,t−1

)
≤ RCL ∀t ∈ T (26)
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In this case, the set of all communication links in the cyber
system is represented by �CL ; the state variables uCBm,t−1 and
uCBn,t−1 indicate the recovery status of communication node m
and communication node n at time t − 1, respectively, and its
value of 0means that the node has not recovered, and its value
of 1 means that the node has been recovered; RCL indicates
the number of repair resources that can be mobilized when
the communication link is recovered.

According to the description above, the recovery of a
communication node is influenced by the state of the com-
munication links connected to it. Formula (27) expresses
the meaning that the node can be recovered only if at least
one of the communication links connected to the cyber node
has been recovered. Formula (28) describes the constraint
on the number of salvage resources when the cyber node is
restored.

uCBmn,t ≤

∑
(α,β)∈ψCL

i

uCLαβ,t−1 ∀i ∈ �CB, t ∈ T (27)

∑
(m,n)∈�CB

(
uCBi,t − uCBi,t−1

)
≤ RCB ∀t ∈ T (28)

where�CB denotes the set of all communication nodes in the
cyber system;ψCL

i denotes the set of all communication links
adjacent to node i in the cyber system; and RCB denotes the
number of repair resources that can be mobilized when the
communication node is restored.

To simplify the model for computational analysis, the
‘‘hardware’’ and ‘‘software’’ failures of cyber systems are
not specifically distinguished in the recovery model. Accord-
ing to the specific type of failure, the communication link
recovery resource RCL and communication node recovery
resource RCB can be used as both a line repair team for
repairing ‘‘physical hardware’’ and an engineering team
for repairing ‘‘cyber software’’ when performing recovery
repair. The team can be used as either a line repair team
to repair ‘‘physical hardware’’ or as an engineer to repair
‘‘cyber software’’.

D. MODEL SOLVING
The recovery optimization model in this paper is a nonlinear
optimization problem, which is difficult to solve directly, so it
is solved by AC linearization method by converting it into
a mixed integer second-order cone programming model and
then using a commercial solver GUROBI 9.0.

Formulas (29) to (34) represent the AC constraint of the
power system in discrete time, where (29) and (30) represent
the relationship between the power injected into each node
and the generator output and load power demand; formu-
las (31) and (32) are the relationships between the line tide
distribution and the power injected into the nodes; formu-
las (29) and (30) are the relationships between the line tide
and the voltage at both ends description.

Pi,t =

∑
g∈�Gi

PGg,t −

∑
l∈�Di

uDl,tP
D
l ∀i ∈ �PB, t ∈ T (29)

Qi,t =

∑
g∈�Gi

QGg,t −

∑
l∈�Di

uDl,tQ
D
l + QRi,t ∀i ∈ �PB, t ∈ T

(30)

Pi,t =

∑
(i,m)∈1i

Pim,t −

∑
(n,i)∈3i

Pni,t ∀i ∈ �PB, t ∈ T

(31)

Qi,t =

∑
(i,m)∈1i

Qim,t −

∑
(n,i)∈3i

Qni,t∀i ∈ �PB, t ∈ T (32)

Pmn,t = V 2
m,tGmn

− Vm,tVn,t
(
Gmn cos θmn,t + Bmn sin θmn,t

)
∀(m, n) ∈ �L , t ∈ T (33)

Qmn,t = −V 2
m,tBmn

− Vm,tVn,t
(
Gmn sin θmn,t − Bmn cos θmn,t

)
∀(m, n) ∈ �L , t ∈ T (34)

where the set of physical nodes is denoted by �CB; �G
i and

�D
i represent the set of generators and loads under node i,

respectively; 1i and 3i represent the set of lines with node i
as the first and last; the active and reactive power injected, the
active and reactive power emitted, and the demand for reac-
tive power at moment t by node i, generator g, and load l are
denoted by Pi,t and Qi,t , PGg,t and Q

G
g,t , and Q

D
l , respectively;

the compensation provided by the reactive power device at
node i is denoted by QRi,t . The voltage amplitude at both ends
of the line (m, n) at moment t and the active and reactive
power flowing on it are Vm,t , Vn,t , Pmn,t , Qmn,t ; the voltage
phase difference between the two ends of the line (m, n)
is θmn,t ; the conductance and the conductance on the line
(m, n) are Gmn, Bmn.
Linearization of (33) and (34).

Vm,t = V base
m + φm,t ,∀m ∈ �PB, t ∈ T (35)

Pmn,t =

(
V base
m

)2
Gmn − V base

m V base
n Bmn

(
θm,t − θn,t

)
− V base

m V base
n Gmn cos∗ θmn,t

∀(m, n) ∈ �L , t ∈ T (36)

Qmn,t = −

(
V base
m

)2
Bmn − V base

m V base
n Gmn

(
θm,t − θn,t

)
+ V base

m V base
n Bmn cos∗ θmn,t − V base

m Bmn
(
φm,t − φn,t

)
−

(
V base
m − V base

n

)
Bmnφm,t

∀(m, n) ∈ �L , t ∈ T (37)

cos∗ θmn,t =
cos θmax

mn − cos θmin
mn

θmax
mn − θmin

mn

(
θmn,t − θmin

mn

)
+ cos θmin

mn

∀ (m, n) ∈ �L , t ∈ T (38)

cos∗ θmn,t − (sin a)
(
θmn,t − a

)
+ cos a

∀ (m, n) ∈ �L , t ∈ T (39)

where V base
m and V base

n represent the voltage reference values
at both ends of the line; φm,t and φn,t represent the offset
variables introduced by the voltages at both ends; θm,t and
θn,t represent the voltage phases at both ends of the line;
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cos∗ represents the segmented linearization function of cos;
a is the correlation constant of the segmentation function;
θmax
mn and θmin

mn are the maximum and minimum values of the
voltage phases at both ends of the line, respectively.

In (15) and (20), uCBmn , u
CB
l and uGl represent the states of the

cyber system during the recovery operation of the physical
system, respectively, and portray the interaction between the
physical system and the cyber system during the recovery
process.

The state variable uCBmn indicates the communication status
of the line (m, n) at its two connected nodes when the recov-
ery is performed, and the state variable uCBl then denotes the
communication state of the node where the load l is located
when it is recovered, and the following constraints need to be
satisfied.

1 − uCBmn ≥

∑
t∈T

(
uLmn,t − uLm,t−1

)
N

,∀ (m, n) ∈ �L (40)

1 − uCBmn ≥

∑
t∈T

(
uLmn,t − uLn,t−1

)
N

,∀ (m, n) ∈ �L (41)

1 − uCBl ≥

∑
t∈T

(
uDl,t − uCBl,t−1

)
N

,∀ (m, n) ∈ �D (42)

where N denotes the number of recovery intervals. Formu-
las (40) and (41) indicate that the state variable uCBmn is 1 only
when the line (m, n) has been recovered and all the nodes
connected to it at both ends have also been recovered.

IV. EXAMPLE ANALYSIS
A. PARAMETER SETTING
The IEEE30 node standard power system is used as the basis
to build a power cyber-physical system to verify the feasi-
bility and effectiveness of the collaborative recovery strategy
proposed in this paper. A cyber network corresponding to
IEEE30 nodes is built and redundant communication links are
added. The objective function is solved based on MATLAB
programming using GUROBI 9.0. The following parameter
quantities are set: during the power system recovery process,
the nodes allow the maximum magnitude of the voltage
standardized value of 1.1 and the minimum magnitude stan-
dardized value of 0.9; the frequency deviation allowed for
power system operation is ±0.5 Hz; the time for manual
generator, line, and load regulation in case of communication
failure is 8min, 10min, and 10min, respectively; the recovery
time interval for each discrete the details of the load param-
eters, voltage parameters and generator parameters of each
node of the system are shown in MATPOWER 7.0.

B. SIMULATION RESULTS AND ANALYSIS
The quantitative normalization results of the importance of
communication nodes are shown in Figure 3, which shows
that nodes 6, 10, 12, 15, and 27 not only undertake important
services in the cyber system but also occupy an important
position in the network structure. Combined with the analysis

FIGURE 3. Power network diagram of power system.

FIGURE 4. Power system communication network diagram.

of the system wiring diagram, the number of lines connected
to node 6 is the largest, and the number of lines connected
to nodes 10, 12, 15, and 27 is also more than other nodes
in the system, and in the case of cyber transmission, if its
communication fails, the number of links affected is more,
so priority is given to restoring these nodes when performing
recovery, so that the overall process of recovery is accelerated
and losses are reduced. Therefore, it can be seen that the
results obtained by using a combination of static importance
and service importance are more consistent with the actual
situation.

Four global recovery schemes are considered in this paper.
Scheme 1 is the cooperative recovery strategy in the absence
of communication failure; scheme 2 adopts the traditional
recovery strategy in literature [30] to give priority to power
system recovery; scheme 3 is the cooperative recovery strat-
egy without considering node importance [25]; scheme 4 is
the cooperative recovery strategy based on node importance.
Table 2 lists the importance of failed communication node.
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FIGURE 5. Static importance curve of communication nodes.

FIGURE 6. Business importance curve of communication nodes.

FIGURE 7. Integrated importance curve of communication nodes.

According to the importance ranking of information nodes
in Table 2, the recovery strategies of communication nodes
under four schemes are developed, as shown in Table 3.

It can be seen from the above that the generator commu-
nication recovery will have an impact on the recovery of the
power system. On the one hand, the generator communication

TABLE 2. Importance of failed communication nodes.

failure will lead to the reduction of its active power output
regulation range, and then lead to the decrease of the active
power regulation of the entire power system, which will pro-
long the entire recovery process. On the other hand, when the
generator communication is limited, the larger load recovery
amount will cause the frequency of the system to exceed the
limit, so the way of manual adjustment is adopted to avoid
this situation. However, manual adjustment means that the
recovery time increases, the power outage is prolonged, and
the economic loss caused by power outage also increases.
As can be seen from the recovery sequence of communication
nodes shown in Table 2, node 22, 23 and 27 correspond-
ing to generator nodes were recovered within the first three
time-intervals, which also means that the node has a large
volume of service and plays an important role in the network
structure. As a result, some of the nodes recovered during
the first three time-intervals were negatively affected by the
generator communication failure. It can be seen from the data
in column 4 of the table that nodes 4, 12, 15 and 24 are
restored at the beginning of the time interval without waiting
for manual instructions because of the sufficient generator
adjustment capacity.

The efficient and coordinated restoration strategy of power
system speeds up the recovery speed of power system and
reduces the loss of power outage. Manual adjustment will
increase the time of system outage, so the priority of restoring
the communication system corresponding to the node can
avoid the extra time ofmanual restoration. Therefore, as far as
possible, the communication of the node should be restored
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TABLE 3. Communication nodes recovery strategy.

before the load of the node is restored. As can be seen from the
data in the table, except for a few individual nodes, the com-
munication of the remaining nodes was restored before the
load was put into operation. For example, the communication
of load nodes 14, 17, 19, and 21 has not been restored during
load recovery. Therefore, manual adjustment is required to
restore the load, and the recovery time is delayed by 10 min-
utes. Table 4 and 5 lists the active power required by each
node in the power system and the power loss per unit load.

TABLE 4. Active power required for IEEE 30-Bus standard power system.

Figure 8 shows the load recovery of each scheme in four
time-intervals. In the first time-interval, scheme 1 has the

TABLE 5. Power failure loss per unit load of IEEE 30-Bus standard power
system.

FIGURE 8. Load recovery in each time interval of the four schemes.

largest load recovery; scheme 4 has a slightly smaller load
recovery in the first time-interval than scheme 1; scheme 2
and scheme 3 have a significantly smaller load recovery.
In the second and third time-intervals, the load recovery
amount between scheme 1 and scheme 2 shows an obvi-
ous difference, while the difference between scheme 3 and
scheme 4 is very small. In the final interval, there was lit-
tle difference in the amount of recovery between the four
schemes. From the stability of load recovery speed, the recov-
ery speed of scheme 4 is the most stable.

As shown in Table 6, the average recovery time of
scheme 1, scheme 3 and scheme 4, which adopt the collab-
orative recovery strategy, is reduced by 19.4% and 19.4%
compared with scheme 3 and scheme 4. The weighted recov-
ery time decreased by 28.2% and 16.0%. The corresponding
recovery rate is increased by more than 20%. It can be seen
that when the system communication is normal, the average
recovery time and weighted recovery time of the load are
the shortest, and the recovery rate is the fastest, that is, the
communication state of the system has a key influence on the
recovery rate of the system load. In the case of communi-
cation failure, the average recovery time of scheme 2, 3 and
4 which adopts the cooperative recovery strategy is reduced
by 10.1% compared with the traditional recovery scheme 2
which does not consider the coordination. The weighted
recovery time increased by 10.9% and 1.5%, respectively.
The corresponding recovery rate is only slightly improved.

The cyber-physical cooperative recovery strategy based on
node importance proposed in this paper, that is, scheme 4 has
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TABLE 6. Recovery time and recovery rate of four schemes.

the same average recovery time and the weighted recovery
time is reduced by 10.6% compared with scheme 3, which
does not consider node importance. The corresponding recov-
ery rate is also better than scheme 3. From the economic
perspective, as shown in Row 6 of Table 6, the power failure
loss of scheme 1 is reduced by 120.2%, 105.8% and 84.0%
compared with that of scheme 2, 3 and 4. The power failure
loss of scheme 3 and 4 is reduced by 7.0% and 19.7% com-
pared with scheme 2. Scheme 4 had a reduction of 11.8%
per cent compared with scheme 3. To sum up, the impact of
communication failure on load recovery time and rate as well
as power failure loss is not beneficial. However, when the
system is subjected to compound attacks and communication
failure, the traditional recovery mode still needs to spend a
lot of time and money to restore the system. The cooperative
recovery strategy can effectively improve the recovery effi-
ciency of the system and reduce the power failure loss of the
system.

IEEE 30 system is a typical and complete distribution
system, and its topology and functions are sufficient to cover
all the research content of this paper. Therefore, under the
condition of normal topology and complete functions, the
optimized model in this paper is suitable for all large node
complex systems.

V. CONCLUSION
The power system is highly integratedwith cyber and physics,
and to cope with the risks brought by compound faults, this
paper analyzes the interaction impact of cyber system and
physical system, formulates the restoration order of com-
munication nodes based on their importance, and optimizes
the outage time of each load node by using mixed integer
planning, i.e., to achieve the goal of minimum outage loss.
The results of the algorithm show that

(1) The communication status of the generator has a critical
role in the recovery of the cyber-physical system, and
therefore the cyber system should be prioritized in the
recovery process. Compared with the recovery strategy
of ignoring the cyber system, coordinating the recovery
process of the physical and cyber systems is beneficial
for the recovery of the whole system.

(2) The strategy of synergistic restoration allows for
proper regulation of generators and load restoration
to avoid secondary outages in the power system due

to frequency crossing limits. At the same time, the
synergy of the two speeds up the recovery of the load
and thus reduces the losses caused by power outages
compared with the strategy of independent recovery of
the physical system and the cyber system.

In terms of the average time and weighted average time
of load recovery, the cooperative recovery strategy based on
node importance of the cyber-physical system has the shortest
weighted average time of load recovery, so it can effectively
improve the load recovery rate and reduce the economic
loss caused by system power failure. However, considering
that the information is too miscellaneous in the process of
power system emergency repair and restoration, the recovery
strategy based on node importance will significantly increase
the workload of emergency repair and restoration and is
not conducive to subsequent management and maintenance.
Therefore, in the follow-up research, we will further consider
the introduction of grid method on the basis of global cooper-
ative recovery, divide the power system into grids, and restore
nodes in each grid according to the importance of nodes, so as
to formulate a power system recovery plan from different
situations and give a more efficient recovery strategy.
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