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ABSTRACT In a rapidly advancing world of technology, information security studies have become the
backbone of the digital age, and steps in this area are critical. In this context, cryptography, in particular,
plays a key role in ensuring the confidentiality, integrity and authentication of data. s-box structures provide
a certain diversity and security layer in encryption algorithms, forming one of the key elements in this area.
This study focuses on the design and analysis of s-box structures, examining the potential impact of chaos
theory-based structures on encryption systems. First, it provides a comprehensive classification of existing
s-box design proposals in the literature, and explores the contribution of chaos theory to the security features
of these structures. The original contribution of the study is the results obtained with the help of the developed
analysis and design program. The program optimizes levels of complexity, randomness, and resistance, and
demonstrates the resistance of these new structures to cryptanalysis attacks. The paper also draws attention
to open issues in the field of chaos-based s-box design and provides a road map for future research. It is
estimated that all these findings will provide a common motivation for researchers in the relevant literature

and constitute the basis for many practical practices.

INDEX TERMS Chaos theory, cryptography, information security, substitution box.

I. INTRODUCTION

The relationship between information security and the digiti-
zation of society shows a remarkable parallel. The process
began with the use of computers by limited experts in the
1960s and early 1970s, and gained new dimensions with the
spread of personal computers in the 1980s. However, aware-
ness of information security at that time was at levels to be
lost. The 1990s, with the opening of the Internet to the public,
accelerated the exchange of information, but also increased
cyber-attacks. In the 2000s, cybersecurity awareness rose
with the rapid increase in Internet use, and companies began
to take various security measures to protect personal informa-
tion. The 2010s, with the rise of big data analytics and cloud
computing, allowed more data to be stored and processed in a
digital environment. This has made data security issues even

The associate editor coordinating the review of this manuscript and

approving it for publication was Aneel Rahim

more important. In the 2020s, however, the rise of technolo-
gies such as artificial intelligence and the Internet of Things
(IoT) made cyber threats more complex and made it com-
pulsory to update information security strategies [1]. In the
future, the emergence of new technologies, such as quantum
computers, has made more research and development in this
area a must, given the fact that it will bring more challenges
in information security issues [2].

Cryptology is one of the cornerstones of information
security and therefore continues to be a continuously evolv-
ing field. In collaboration with other sub-disciplines within
the discipline of information security, cryptography is con-
stantly undertaking new research to provide effective defense
against emerging technologies and threats [3]. Substitution
box (s-box) structures are notable as part of cryptographic
algorithms. These structures allow certain bits or bytes to
be replaced with a different value during encryption, which
forms an important layer of encrypting security [4]. s-boxes,
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when properly designed and implemented, can increase the
security of encryption algorithms. As a result, s-box design
work has had a long historical development process in the
field of cryptography. In the classical cryptography era, it was
defined by simple encryption methods used with mechani-
cal machines and electromechanical devices. However, the
Feistel network structure, developed by Horst Feistel in the
1970s, laid the foundation of modern block encryption algo-
rithms, and s-boxes became an important part of this network
structure. During this period, the development of the Data
Encryption Standard (DES) attracted particular interest in
the design of the s-box. The safety of the DES was studied,
through the mathematical properties of the s-boxes. This
period marks the beginning of mathematical analysis in s-box
design. In the following years, the Advanced Encryption
Standard (AES), a new encryption standard, increased the
interest in the design of the s-box [5]. During this period, work
on how to design s-boxes in terms of resistance and safety
has formed an important area. Nowadays, s-box designs are
being redesigned to be resilient to future threats, especially
under the influence of new perspectives such as quantum
cryptography and post-quantum encryption. Among these
efforts are chaotic s-box design work aimed at increasing
the security levels of encryption algorithms and providing an
effective defense mechanism against emerging threats.

This article deals with chaos-based substitution box
designs and examines the existing literature in this field in a
comprehensive way. An analysis program that can evaluate
the s-box design criteria is required to be able to conduct
such a review. In this context, the previously developed
chaos analysis and design program [6] has been upgraded
to a higher level and is designed to automatically gener-
ate more robust s-box structures. The role of chaos theory
in s-box design has been further highlighted through our
analytical and design generator software. Our program suc-
cessfully integrates chaos theory to increase complexity,
strengthen randomness properties, and optimize resistance
levels. Another genuine contribution of the study to the lit-
erature was the results we obtained with the program we
developed. It has been shown that suggesting new and power-
ful chaos-based s-box designs can enhance the security levels
of encryption algorithms and resist cryptanalysis attacks.
Another important point in the study is that it offers a critical
assessment of chaos-based s-box literature, covering about
twenty years. This drew attention to unresolved open prob-
lems in the area of chaos-based s-box design, and provided a
projection for future work on this. It is estimated that this will
enable researchers to further advance their work in this field.

The rest of the study is organized as follows. The pur-
pose of the second section is to provide a comprehensive
classification of existing proposals in the literature based on
how the basic design methodologies emerged, the mathemat-
ical details of the metrics used as the success measure of
the s-box structures, the relationship of these metrics with
attack scenarios, and chaos, creating a solid starting point
for both new researchers planning to work in this field and
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other researchers having the very unknown design details in
the s-box literature. The third section shares details of the
s-box design and analysis software developed to meet the
requirements that are shaped in the framework of all these
results. The fourth section discusses the potential contribu-
tions to literature of new s-box structures obtained using
s-box design and analysis software. The fifth section focuses
on open problems in chaos-based s-box design, and presents
a projection of future work on this. This is thought to enable
researchers to move their work in this field further. In the last
section, all the results obtained were evaluated and the study
was summarized.

Il. SUBSTITUTION BOX STRUCTURES

s-box structures are considered one of the cornerstones of
cryptography, and in encryption algorithms they transform
input data into output data through a complex conversion.
They essentially provide a non-linear transformation to solve
the truthfulness problems of encryption algorithms. This non-
linearity helps to increase resistance to differential and linear
attacks in cryptoanalysis. In addition, s-box structures are
used to increase the key dependency of encryption algo-
rithms, which means that key changes should lead to major
changes in s-Box outputs. s-box structures also support the
diffusion and confusion principles of encryption algorithms,
allowing small changes in input bits to have a broad impact
on output bits. These structures are designed to enhance the
security of cryptographic algorithms by strengthening math-
ematical properties, controlling the distribution of identical
values, or increasing their randomness properties. As a result,
s-box structures have a decisive influence on the security,
resilience and performance of cryptographic algorithms, and
play a fundamental role in the field of information secu-
rity [7], [8].

Different techniques used in the design of s-boxes are often
studied under three main categories: algebraic, geometric,
and combinatorial methods [9]. S-boxes are designed to be
created using mathematical processes. For example, modular
arithmetic or linear algebra operations focus on the creation
of s-boxes that provide specific characteristics. Geometric
methods create s-boxes using geometric structures and con-
cepts. In these methods, s-box tables can be designed by
creating a specific matrix structure based on flat geometry
or the properties of shapes. Combinatory methods generate
s-boxes using different combinations and permutations. s-box
structures can be created by combinatory operations, such
as replacing or replacing input and output values within a
particular structure. Each method aims to design s-boxes
using different mathematical or logical operations, and this
diversity allows different s-box structures to be designed
according to the requirements of cryptographic algorithms.
In parallel with this information, an alternative classification
process has been tried to be presented below:

o Permutation and Substitution Method: In this method,
a s-box is generated using the processes of permutation
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(change of location) and substitution combined. This
involves changing the input bits in a specific way and
then converting them to the output with a special math-
ematical transformation.

o Logical and Mathematical Operations: s-box structures
can be created using Boolean logical operators (such as
AND, OR, XOR, NOT) and mathematical operations
(modular arithmetic, linear and nonlinear transforma-
tions). These methods focus on obtaining the desired
s-box structures using various mathematical operations.

o Random Generatio: In some cases, s-box structures are
developed by random creation and subsequent improve-
ment of these structures with specific parameters or
metrics. Heuristic algorithms such as simulated anneal-
ing can be used in this process.

o Matrix-based Design Approaches: Matrix operations,
especially linear algebra techniques, are often used in the
generation of s-box structures. It is commonly used in
special matrix operations, and in particular in the design
of the linear shape of the s-box, to certain characteristics.

e Chaos Theory and Nonlinear Dynamic Systems:
Inspired by chaos theory and nonlinear dynamic sys-
tems, s-box structures can be designed. The properties
of chaotic systems can be used to enhance properties
such as randomness, complexity, and non-reality.

Each of these methods aims to design s-box structures
using different mathematical and information techniques.
These methods can be combined or adapted in different ways
to enhance the safety, resistance and complexity features of
the s-boxes [10].

While describing the relationship between any particular
algorithm and the s-box design is usually more possible when
there is a preference specific to a clearly defined standard
or algorithm, this section attempts to present some relation-
ships primarily from a general perspective. The logic behind
the selected s-box design is often focused on strengthening
security features, improving cryptographic metrics such as
non-truthfulness, randomness, and resistance. Which S-box
design is chosen for which algorithm is usually based on
a specific standard, performance requirements, or security
priorities [11]. For example, a specific s-box structure may be
preferred to enhance the non-truth and resistance properties.
Other features such as key dependency, confusion, and ran-
domness can also affect the preferred s-box structure. These
choices depend on the security requirements and performance
targets of a specific encryption algorithm.

Table 1 shows that there are s-box structures in very
different structures [12]. However, this paper focused on
developing a software on the design and analysis of AES-like
s-box structures. The most important factor in setting such
a focus is that the Rijndael algorithm is an accepted stan-
dard for cryptographic security, and that the s-box structure
has been supported over the years by mathematical analysis
and cryptographical tests [12]. The AES s-box framework
is carefully selected to be resistant to cryptographic attacks
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TABLE 1. Commonly known S-box structures and basic properties.

Algorithm S-box structure Properties
Nyb;rg Proposmon, It is known for its structure
irreducible . o .
AES . determined using inversion and
polynomials and . . .
f . irreducible polynomials.
inversion
32-bit specially It contains special structures
Blowfish prepared S-box . .
associated with the key.
tables
8x8 matrix-based Matrices produce output based on
Serpent .
structure predetermined values.
It contains S-box structures in
Twofish key-associated S- which t_he key agts through
box structures special operations and
permutations.
Logical and It is created using Boolean logic
Camellia mathematical operators and mathematical
operations operations.
. It is determined using
Special structures ) ;i
DES . permutations and special
and permutations
structures.
IDEA 16-bit tables It contains sp§c1a]1y prepared 16-
bit tables.
ial . .
Specia sm_lctures It contains special structures
RC6 and logical - .
- created by logical operations.
operations

and designed to provide resistance to differential, linear
cryptanalysis. In addition, AES-like s-box structures have
been optimized for high performance and compliance with
widely accepted standards. These structures, supported by
mathematical analysis and in long-term use, have been widely
recognized for their reliability because of their wide scope
of use and a wide academic-industrial review process. For
these reasons, AES-like s-box structures often provide more
security than other alternatives in terms of reliability, security,
and compatibility. After the idea of producing AES-like s-box
structures were adopted as the focus of the study, the need
to assess how well the s-boxes designed in the first phase
are suited to important metrics such as security, resistance,
complexity and randomness emerged. As a result of com-
prehensive evaluations of literature, the following key points
have emerged to assess the role and importance of the s-box
analysis program in cryptology studies:

o Security Assessment: The analytical programs to be
developed should have the capacity to assess the security
levels of the designed s-boxes. The s-box designs, which
are weak in security, may be sensitive to potential attacks
and cryptanalysis techniques. Analysis programs should
help determine the level of security of the designed
s-box by simulating possible attack scenarios and using
mathematical assessments.

o Resistance and Confusion Analysis: Assessing the
resistance and confusion levels of s-box designs is
a fundamental measure in cryptology studies. Anal-
ysis programs must apply a variety of mathematical

VOLUME 12, 2024



Y. Aydin, F. Ozkaynak: Automated Chaos-Driven S-Box Generation and Analysis Tool

IEEE Access

techniques to determine and optimize these metrics.
High resistance and confusion levels will make the s-box
more resistant to crypto-analysis attacks.

« Randomity and Distribution Analysis: Random behavior
of s-boxes may reduce the predictability of attackers.
Analysis programs should be able to determine how
close the designs are to the expected random behavior
by evaluating the random characteristics of the s-boxes
and the bit distribution.

o Performance Optimization: Analysis programs should
be able to evaluate the performance of designed s-boxes
and optimize them to speed up processes and use
resources efficiently.

o Cryptanalysis Testing: Analysis programs should be
able to assess whether the designed s-boxes are resistant
to cryptoanalysis tests. These tests should be designed
to measure levels of resistance to attacks, especially
differential and linear cryptographic analysis.

o Compliance with standards: Analysis programs should
be designed to verify compliance with specific crypto-
graphic standards (e.g. NIST standards). This could pro-
vide an advantage in determining whether the designed
s-box meets generally accepted safety standards.

It is an undeniable fact that analytics programs that can
meet these requirements will have a significant impact on
the security and performance of designed cryptographic algo-
rithms. This will provide critical insights to cryptologists and
security professionals on how to make their designs stronger
and more resilient, thereby helping them develop effective
defenses in the field of information security. However, since
making these evaluations is not an easy process, the five
main metrics used for s-box analysis in line with the need
for quantitative evaluation criteria are:

o Nonlinearity: This metric measures the nonlinearity
property of the s-box. An irregularity means that the
slightest change between the input and output of an
s-box causes the greatest change in the output. High
nonlinearity values indicate a stronger s-box in terms of
non-linearity.

« Bijection: These metric checks that the s-box generates
an output value for each input value and that each output
is matched to an input value. If the s-box generates a dif-
ferent output for each input and each output corresponds
to an input, this shows the bijective property.

e SAC (Strict Avalanche Criterion): SAC measures how
many changes a single bit changes in an s-box input
causes in the output. High SAC values indicate that
single-bit changes in inputs have a broad impact on
outputs.

« Bit Independence Criterion (BIC): A bit independence
criterion measures how independent the input and output
bits of an s-box are from each other. If any of the s-box
input bits change, the output bits are expected to change
as randomly and independently as possible. This may
indicate a statistically random distribution.
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o XOR Distribution: This metric examines the rate of
distribution in the outputs after the application of the
XOR operation to the inputs of the s-box. A balanced
XOR distribution ensures that the s-box is effectively
distributed and that there is sufficient differentiation
between inputs.

These metrics are used to evaluate and analyze the cryp-
tographic security features of an s-box. The study of s-box
designs according to these metrics helps create powerful and
resilient encryption algorithms. In the following subsections,
the details of each metric are examined in detail [4], [7], [8],
[91, [10], [11].

A. NONLINEARITY

The nonlinearity value used to measure the non-linearity
property of a s-box structure is determined by calculating
the maximum of the absolute values of the minimum value
of the linearity functions in the matrix obtained by the
Walsh-Hadamard transformation of all the linear combina-
tions between input and output values. The Walsh-Hadamard
transformation is used to calculate the value of nonlinearity.
This transformation is to create a linear table representing all
possible differences between the input and output values of
the s-box. As a first step, the input and output values are rep-
resented as bit vectors. For example, a 4-bit s-box has 16 input
and output values, each of which is 4 bits long. A linear table
is obtained by applying the Walsh-Hadamard transformation
of these values. In another expression, the Walsh-Hadamard
transform forms a matrix representing all the linear com-
binations between input and output values. A rationality
function is then calculated for each linear combination. This
calculation is done by minimizing the difference between the
absolute value of each combination and half the number of
bits of 2. In the final stage, the minimum values of the vertical
functions represent the nonlinearity value of the s-box. Non-
linearity is calculated by taking the maximum of the absolute
values of the minimum values derived from these functions.
Table 2 presents a pseudo code that can be used to calculate
the value of nonlinearity.

The value of nonlinearity calculated as a result of the
analysis is preferred to be higher. Because the high nonlin-
earity value indicates the s-box’s non-realistic attribute and
can help it to be resistant to cryptanalysis attacks. However,
an “‘ideal” nonlinearity value is not constant in all cases and
may vary depending on the requirements of the cryptographic
algorithm used. The nonlinearity value of the s-box structure
of the AES is selected in accordance with the criteria speci-
fied in the design phase and is carefully designed to meet the
cryptographic security requirements. The AES nonlinearity
value is calculated as 112. The objective of the study is to
produce AES-like s-box structures.

B. BIJECTION
The bijection criterion is a critical metric in s-box design and
contains several important details. If an s-box is bijective,
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TABLE 2. Pseudo code for nonlinearity criterion.

Function Calculate Nonlinearity(S):
n =28 # Bit length of the AES S-box
max_nonlinearity = 2"(n-1)

result =0
fora=1to2"n-1:
ifa==1 then

continue # Exclude the case whena =0
min_sum = infinity # Initialize minimum value
forx =1to 2"n-1:

if x ==0 then

continue # Exclude the case when x =0

fx = S[x]

fx_xor_a=S[x XOR a]

current_sum = AbsoluteValue(fx XOR fx_xor a)

if current_sum < min_sum then
min_sum = current_sum

if min_sum > max_nonlinearity / 2 then
min_sum = max_nonlinearity - min_sum
if min_sum > result then
result = min_sum

return result

it means that each input bit series must match a different
output bit series. This criterion is based on the principle that
the s-box must match each input value with a unique output
value. Each input must have a single output and each output
must have one single input, so that each input bit series corre-
sponds to one output, and every output bit series to one input.
This principle ensures that there is no duplicate matching; any
input is not matched to more than one output, and any output
does not match multiple inputs. This ensures that there is no
collision and that each input matches a different output. The
bijection criterion enhances the security features of the s-box,
as it is resistant to linear and differential attacks because there
is a unique match between each input and output bit series.
Therefore, the bijection criterion in s-box design is critical
for reliability and cryptographic stability. Several different
alternatives can be observed to evaluate the bijective criterion
of a s-box structure. These are:

o Matching Test: A matching test can be performed to
determine whether each input bit series of the s-box
matches a different output bit series. This test shows that
the output is different for each input.

« Inverse Matching Test: Inverse matching test can also
be performed. This means that each output bit series is
checked to match a different input bit series.

« Collision Analysis: A collision analysis can be per-
formed to determine whether there is any collision in the
s-box. A collision is when two or more inputs or outputs
match the same value.

The pseudo codes that can be used for these tests are given

in Table 3.

C. STRICT AVALANCHE CRITERION
The Strict Avalanche Criterion (SAC) is a metric that mea-
sures how much change a s-box changes in an input bit. The
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TABLE 3. Pseudo codes for bijection criterion.

Function MatchingTest(S):
For i= 0 to length(S) - 1:
For j =0 to length(S) - 1:
If i #j and S[i] = S[j]:
Return False
Return True

Function InverseMatchingTest(S):
For i =0 to length(S) - 1:
For j =0 to length(S) - 1:
If i #j and S[i] = S[j]:
Return False
Return True

Function CollisionAnalysis(S):
Fori=0 to length(S) - 1:
For j =0 to length(S) - 1:
If i #j and S[i] = S[j1:
Return True
Return False

SAC determines the susceptibility of the s-box to single-bit
changes. The SAC measures the non-linear properties of the
s-box and evaluates the impact of single-bit changes on the
s-box output. This metric is important to understand how
strong or resistant the s-box is cryptographically.

The step-by-step process of calculating the SAC could be
as follows:

o Creating Linear and Non-Linear Input Changes: All
possible combinations representing changes in an input
bit are created. For example, combinations involving the
change of a single input bit from 0 to 1 or from 1 to 0.

o Application of Input Changes: Every possible input
change is applied to the s-box and changes to the output
are saved.

« Measurement of the Avalanche Effect: For each input
change, the number of changes in the output bits is
recorded.

o Calculating Average Avalanche Value: The sum of out-
put changes caused by all input changes is calculated.

« Normalization of average Avalanche Value: The total
value obtained is divided by the number of output bits
of the s-box. This shows the average effect of average
output changes on an input change.

These steps represent a general method for calculating the
SAC. These steps are repeated for each input bit, thereby
determining how much change the s-box changes to a single
input bit. The pseudocode for how the SAC value can be
calculated is shown in Table 4.

According to Table 4, we first need to determine the num-
ber of possible input and output values for the s-box. For
example, if the s-box has 8-bit input and output values, there
are 28 = 256 possible input and output values. Next, we need
to iterate through each possible input value and determine
the number of bits that change in the output when a single
bit is changed in the input. For example, if the input value
0 x 00 maps to the output value OxFF and we change the input
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TABLE 4. Pseudo codes for SAC criterion.

function calculate SAC(sbox):
num_inputs = 8
num_outputs = 8
sac =0

for i from 0 to num_inputs - 1:
for j from 0 to num_outputs - 1
input_diff = 1 shifted left by i
output_before = sbox[input_diff]
output_after = sbox[input_diff XOR (1 shifted left by j)]
output_diff = output_before XOR output_after
sac += count_bits_set(output_diff)

return sac / (num inputs * num outputs)

value to 0x 01, the output value would change to OXFE. In this
case, the number of bits that change in the output would be 1.
After we have determined the number of bits that change in
the output for each possible input value, we can calculate the
SAC of the s-box using the Eq. (1):

SAC = SUM(Ni * (n — Ni))/(n % (n — 1)) 1)

where n is the number of possible input and output values and
Ni is the number of bits that change in the output when the
i-th input bit is changed. For example, if our s-box has 8-bit
input and output values and the number of bits that change in
the output when the input value 0 x 00 is changed is 1, the
SAC of the s-box would be calculated as Eq. (2):

SAC = SUM(1 * (256 — 1))/(256 * (256 — 1))  (2)

The SAC of the s-box is a value between 0 and 1. The SAC
value should ideally be 0.5 This value represents the average
of the change made at the output by any bit change in the
s-box’s inputs. If the SAC is closer to 0.5 this may indicate
that the s-box is more balanced and safer. Because any change
in the input makes a stronger mix that affects the output more.

D. BIT INDEPENDENCE CRITERION

The Bit Independence Criterion (BIC) is used to assess how
independent the input and output bits of an s-box are from
each other. This criterion measures that when the input bits
of the s-box change, the output bits change as randomly and
independently as possible. Thus, it may be a statistically ran-
dom distribution indicator. A probability table is first created
to measure how independent the probability values are for
each combination of input and output bits. A probability table
containing combinations of all inputs and outputs for the
respective s-box is produced. For each input/output combina-
tion, the corresponding probability value is then calculated,
with the degree of independence being calculated by match-
ing the combined probability of the input and output. For
example, P(a, b) = P (a) * P(b), where “a” represents the
input and “b”’ the output values. When calculating the degree
of independence, the probability varies from the expected
value. The absolute value of this difference constitutes the
value of the bit independence criterion. For all degrees of
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independence, absolute differences are calculated and the
sum of these values is taken. Total absolute difference rep-
resents the resulting value of the bit independence criterion.
A higher BIC may indicate that the input and output bits are
more independent, so the s-box behaves more statistically
randomly. This could increase the level of security of the
s-box.

While the BIC refers to the Bit Independence Criterion,
additions such as BIC-SAC and BIC-Nonlinearity represent
versions of the bit independence criterion associated with
different analyses. These can be obtained as follows:

o BIC-SAC (Bit Independence Criterion - Strict Avalanche
Kriterion): BIC-SAC refers to the relationship between
the Bit Independence and Strict SAC criterion. The SAC
measures how much change a single bit change in the
inputs of an s-box creates in the output bits. BIC-SAC
examines the relationship between SAC and BIC. The
relationship between the BIC value and the SAC is
usually expressed as follows: the higher that BIC, the
better the s-box’s SAC property. High BIC may indicate
that the change in a single input bit is more likely to
affect the output bits, and that this may be an undesirable
situation.

« BIC-Nonlinearity (Bit Independence Criterion - Non-
linearity): BIC-Nonlinearity refers to the relationship
between the Bit Independence Criterion and the nonlin-
earities of a s-box. Nonlinearity refers to the nonlinear
property of an s-box. A higher nonlinearity value may
indicate that the s-box is more resistant to linear crypt-
analysis. The relationship between the BIC value and
nonlinearity is usually expressed as follows: that Higher
BIC values are often associated with high non linearity.
This may indicate that the high independence criterion
(BIC) may represent a s-box with a stronger nonlinearity
attribute.

These relations indicate the connection of the Bit Inde-
pendence Criterion with different cryptographic properties.
Relationships between BIC, SAC and nonlinearity provide
insight into the different analyses and properties of the s-box.

E. XOR DISTRIBUTION

The XOR distribution table is a table showing the distribution
of the inputs and outputs of an s-box in the XOR process.
This table shows the distribution of outputs for each input
pair resulting from the XOR operation. The XOR distribu-
tion table is used to study the properties of the s-box, such
as the relationship between non-linearity and input-output.
To create a XOR distribution table, the XOR operation is
first performed for each input pair: for every input value in
the s-box with another expression, it is performed between
this input value and all other input values. For example,
the XOR operation between 0x00 and 0x01 is: 0x00-XOR-
0x01=0x01. The XOR operations of the output values are
then recorded. The resulting XOR results are compared to
outputs when these inputs are applied to the s-box, and the
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XORs of these outputs are calculated. For example, if the
output value matched with 0x01 is 0x05, then the XOR oper-
ation is: In the final stage, the output XOR values obtained as
a result of the XOR operation of each input pair are placed
in the corresponding cells in the table. At the end of this
step, a picture is obtained. This table shows the distribution of
outputs from each input pair resulting from the XOR opera-
tion. Thanks to the XOR distribution table, properties such as
truthfulness, randomness, and input-output independence can
be evaluated. A properly dispersed XOR distribution table
may indicate that the s-box is stronger and more complex.

The pseudo code in Table 5 takes a specific s-box structure
and calculates the XOR process for each input pair.

TABLE 5. Pseudo codes for XOR distribution Table.

function create_ XOR_distribution_table(sbox):
num_inputs = 8
num_outputs = 8
xor_table = initialize_empty_table(num_inputs, num_outputs)

for input_1 from 0 to num_inputs - 1:
for input_2 from 0 to num_inputs - 1:
input_diff = input_1 XOR input_2
output 1 = sbox[input_1]
output_2 = sbox[input_2]
output_diff = output_1 XOR output 2
xor_table[input_diff][output_diff] += 1

return xor_table

The s-box structure of AES is known to have all values
4 in the XOR distribution table, especially for 8-bit inputs
and outputs. This is due to a particular feature of the s-box
structure of the AES and is one of its mathematical structures.
The s-box of the AES ensures that the output XOR value is
also complementary when the input XOR is complementary.
That is, the output value between an input value and its
complementary value is the same as that between the XOR
resulting from the operation and the XOR resulting of the
operation. This attribute causes all values to be shown as 4 in
the XOR distribution table. This is due to a specific mathe-
matical feature of the s-box structure of AES, and is designed
for cryptographic security. However, the fact that all values
in the XOR distribution table are 4 is not always called an
““ideal” situation. While there is no “ideal” XOR distribution
table value for each cryptographic situation, it is often more
desirable to have specific XOR values at low frequencies.
This may indicate that the s-box is more complex, non-linear,
and more resistant to cryptanalysis attacks.

IIl. s-box ANALYSIS AND GENERATION PROGRAM

There is a variety of software for performance analysis of
s-box structures [13], [14], [15], [16], [17]. Although each of
these software is superior in different ways, a program was
developed to analyze s-box structures such as AES, after it
was found that there are certain requirements that existing
programs do not meet, given a specific purpose. In the first
version, only the AES-like s-box structure was developed
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because Rijndael’s proposed 8bit input 8-bit output design
approach to the s-box has the ideal features for the standard
AES, as outlined in the second part. As an alternative to
the AES s-box structure, the s-box structures need to have
design metrics that compete with AES s-box structures. It is
therefore a basic assumption that the program developed
meets the following characteristics.

o Comprehensive Properties Assessment: It is important
for the program to be able to comprehensively evalu-
ate the cryptographic properties of s-boxes (precision,
non-linearity, differential and linear correlation, differ-
ential and linear properties, balanced distribution, etc.).
It should provide a wide range of analysis across differ-
ent metrics and criteria.

o Performance and Speed: Efficient analysis programs are
essential. It should be able to evaluate large-scale s-box
structures quickly and effectively and deliver results
within a reasonable timeframe.

« Flexibility and adjustability: It is important for programs
to work with different s-box structures and to be able to
analyze s-box structures of different lengths and sizes.
It is also useful that they can be customized for different
analysis needs.

« Reliable Results and Accuracy: Analysis programs
should produce accurate results and be reliable. The
algorithms and metrics in their evaluations must comply
with standards accepted and approved by safety experts.

o User-Friendly Interface: It is important that users can
easily use the program and understand the results.
A user-friendly interface ensures that the program is
used effectively.

« Expandability: Analysis programs should be designed to
adapt to new discoveries or developments. New features
and analysis methods should be easy to add or update.

Taking these factors into consideration, the new version of

the software shown in Figure 1 has been prepared as part of
this software.

Sbox Analyzer v2

File Help About

Kriptarium - 2022 Copyright

FIGURE 1. Main form of s-box analysis and generation software.

Figure 1 illustrates a straightforward yet highly functional
interface that has been developed. The program’s generator
and analysis sections are easily accessible through the top
menu. Additionally, a help menu is incorporated within the
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program. Developed within the Visual Studio development
environment using the C# language, the program requires
the installation of Net Framework 4.8 or a higher version for
operation. Supplementary files for download, helpful docu-
ments, indexed publications featuring s-box structures, and a
comprehensive video tutorial outlining the program’s func-
tionalities can be accessed through the tool’s web page [18].

The updated program offers three distinct methods for
conducting s-box analysis. Firstly, as depicted in Figure 2,
analysis can be initiated by reading data from a file. This file
can contain data in integer, hexadecimal, or binary formats,
separated by spaces, commas, semicolons, or new lines. Sec-
ondly, within the ‘Discrete Time Chaotic Systems’ section,
an analysis module is instantly accessible upon s-box gener-
ation without the need to save it to a file. Thirdly, within the
‘Discrete Time Chaotic Systems’ module, a sequential auto-
matic generator can undergo background analysis, a method
that will be elaborated upon in subsequent sections. After
determining the data in the first and second methods, the anal-
ysis screen is started as shown in Figure 3. Simultaneously,
the program tests whether the data is bijective—ensuring
that each number within the relevant sequence is unique.
If the data lacks bijectivity, a warning is issued indicating
“the selected s-box is not bijective.” Conversely, if the data
adheres to bijective criteria, the s-box data is visually pre-
sented on the screen as a 16 x 16 matrix. Users can select
specific criteria for calculation at the top of the form field and
proceed to the analysis screen by clicking the ‘ANALYZE’
button. Figure 4 demonstrates a summary of the analysis
results obtained from the sample data.”

O X
SELECT DATA AND DELIMITER
Data Type Integer
SELECT
Delimiter Character comma v

semicolon
newline

FIGURE 2. Input data screen.

The detailed results for each test are individually presented
in Figures 5, 6, 7, and 8. In this paper’s sample test, the AES
standard s-box structure was utilized to showcase the pro-
gram’s efficient functionality. The analysis of the nonlinearity
property of the s-box structure is detailed in Figure 5 with per-
formance measurements. This measurement is very important
for the s-box because s-box structures are the only nonlinear
component in many cryptographic algorithms. Nonlinearity
is expected to be high and the maximum nonlinearity value
that can be achieved is 112.
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Test Types

@ Nonlinearty

@ Strict Avalanche Criterion

@ B independence Criterion ANALYE it

@ e Equiprobable input/Output XOR Distribution
0 1 2 3 4 5 6 7 8 9 A B C D E F

> mm 19 123 (242 (107 (M 197 (48 |1 103 (43 |25 |215 1711 |18
202 |130 (201 |125 (250 |89 n 220 173 212 (162 175 (156 (164 |14 192
183 |253 (147 (38 54 63 247 (204 |52 165 (229 (241 113 (216 |49 21
4 19 (35 195 (24 150 |5 154 7 18 18 |26 |35 |39 178 |17
9 131 M4 2% 27 10 (%0 160 |82 59 24 179 41 27 4 132
83 209 |0 237 |32 252 177 |9 106 |203 |10 |57 74 7% 88 207
208 (239 170 (251 |67 7 51 133 |69 249 |2 127 |80 60 159|168
81 163 64 143 146 (157 |56 245 |188 182 (218 |33 16 265 (243 210
25 (12 19 236 |9 151 |68 23 19% (167 [126 |61 100 |3 % 15
96 129 | 20 M4 42 144 (136 |70 238 (184 |20 22 (%4 n 219
24 (50 |8 |10 (73 |6 % (%2 194 |21 172 (38 |15 |18 (28 [
21 (200 S5 109 41 213 |78 169 [108 86 244 24 1 12 174 (8
186 120 |37 46 28 166 (180 (158 (232 21 (116 A 7S 189 139 138
m2 (&2 |18 |12 72 |3 46 14 |97 |53 |87 (185 (134 (193 |29 |158
25 (248 [152 (17 (105 (217 142 (148 (155 (30 (135 (233 |206 (85 |40 (223
140 161 137 |13 191 (230 |66 104 |65 153 |45 15 176 (84 187 |2
.

FIGURE 3. s-box preparation screen.

- 0O X
Results
Nonlinearity Strict Avalanche Criterion
Minimum Value 112 Minimum Value  0,4531
Maximum Value 112 Maximum Value 0 5625
Average Value 112 Average Value 05049
Detail Detail

Bit Independence Criterion Input/Output XOR Distribution

BIC-SAC 04984 Minimum Value

BIC-Nonlinearity 112 Maximum Value 4

Detail Detail

(PRNT ] save

FIGURE 4. Main analysis summary screen.

Nonlinearity Values
112 112 112 112 112 112 112 112

FIGURE 5. Analysis report for nonlinearity criterion.

Another important measurement tool is the strict avalanche
criterion (SAC). SAC analyzes the rate of change in the output
bits when only one bit is changed in the input bits and is
optimally expected to be 0.5. A SAC value of 0.5 means that
changing one bit in the input bits changes half of the output
bits and the detailed results are shown in Figure 6.
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Strict Avalanche Values
0,5156 0,4688 0,5156 0,5312 04531 04531 05312 0,5156
0,5156 0,4844 10,5156 0,5312 0,5 0,5156 0,5312 0,5625

0,4531 10,5625 0,5 04688 04531 0,5156 0,4688 0,5156
0,5625 0,5 04688 04531 05156 04688 0,5156 0,5312
04531 04844 0,5625 0,5 0,5 0,4688 0,4688 0,4844
04844 04531 0,5 05312 05 0,5469 0,5312 0,5312
04531 0,5 0,5312 0,5 0,5469 0,5312 0,5312 10,4844
0,5 0,5312 0,5 0,5469 10,5312 10,5312 04844 10,5156
FIGURE 6. Analysis report for SAC criterion.
BIC SAC Values
0 0,4805 0,4902 0,4883 10,5078 04961 0,5039 0,4922
04805 0 0,5 0,5117 0,498 0,5117 0,4941 0,4922
04902 0,5 0 0,5273 0,4961 0,5215 0,498  0,5098
04883 05117 05273 0 0,4668 0,5195 04648 0,4883
0,5078 0,498 04961 04668 O 0,4785 0,5098 0,498
0,4961 0,5117 10,5215 0,5195 04785 O 04941 0,5312
0,5039 0,4941 0,498 04648 10,5098 04%41 0 0,4844
0,4922 10,4922 10,5098 0,4883 0,498 0,5312 04844 0
BIC Nonlinearity Values
0 12 112 112 112 112 112 112
112 0 112 112 112 112 112 112
112 112 0 112 112 112 112 112
112 112 112 0 112 112 112 112
112 112 112 112 0 112 112 112
112 112 112 112 112 0 112 12
112 12 112 112 112 12 0 112
12 112 112 112 112 112 112 0

FIGURE 7. Analysis report for BIC criterion.

Input/Output XOR Distribution Table

4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 1
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 a4
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 14
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 14
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 14
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 a4
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 a4
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 1
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 a4
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 a4
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 a4
4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 0

FIGURE 8. Analysis report for Input-output XOR values.

Another test criterion, the “bit independence criterion
(BIC)” is shown in Figure 7. This test evaluates the “nonlin-
earity”” and ‘“‘avalanche criterion” of both inputs and outputs.
The optimal values of BIC-nonlinearity and BIC-SAC are
the same as the optimal values of nonlinearity and strict
avalanche criterion. Therefore, a BIC-nonlinearity value of
112 and a BIC-SAC value of 0.5 are expected.

The final test is the difference distribution table (XOR
table) test, which is used in conjunction with the existing
tests to demonstrate the robustness of s-box structures to
differential cryptanalysis. The largest value in the table is
expected to be as small as possible, and a sample distribution
is shown in Figure 8.
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In the analysis results screen of the program, the results
can also be printed out or saved to a file via the “SAVE”
and “PRINT” buttons, so that the values can be evaluated
together.

Another notable feature of the program involves the batch
s-box testing module, enabling bulk testing of s-box struc-
tures within a designated folder. Prior to file selection, users
are prompted to specify the number formats and brackets
within the files, ensuring uniformity across the dataset. The
program then sequentially analyzes these files, saving the
results as.csv files. Figure 9 provides an illustration of this
module’s functionality. Moreover, the program can process
files containing data of the same number type, each line
representing an individual s-box. An important contribution
of this study to the field is the performance analysis of chaos-
based s-box structures facilitated by the proposed analysis
program. The analysis results, as depicted in Table 6, offer a
comparative reference for researchers entering this domain,
aiding them in benchmarking their newly proposed s-box
structures against prior studies.

Batch S-box Test

Firstly,select data type and delimiter,
Then select the files which w
All files must contain same data type and seperated same delimiter.

be analyzed

Data Type Integer

Delimiter Character comma

SELECT FILES

-m3\Downloads\test\results.csv

FIGURE 9. Batch test module.

Table 6 also includes some important results for the chaos-
based s-box literature. For example, studies with the * symbol
next to them use optimization algorithms as a conversion pro-
cess. For this reason, the success metrics of these algorithms
are expected to be much higher.

IV. THE NEW PROPOSED CHAOS DRIVEN s-box
STRUCTURES

The study makes a significant contribution through its s-box
generator tools. While various algorithms exist in the litera-
ture for chaos-based s-box generators, the available generator
functions remain limited. This research presents an s-box
generator that utilizes random distribution, a continuous-time
chaotic system-based generator, and a discrete-time chaotic
systems-based generator. A notable innovation lies in the
enhancement of the discrete-time s-box generator module,
an improvement over the previous version. The number of
discrete-time chaotic maps has been expanded to six, and
two new s-box generator algorithms have been incorporated.
The continuous-time systems employed include the Lorenz
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TABLE 6. Performance analysis results of existing chaos-based s-box

structures in the literature.

Strict Avalanche
Criterion

Ref. S-
box

Nonlinearity

Bit
Independence 1/0
Criterion XOR

min

max

avg Min Max

Avg

SAC Non.

Ref. [4] _ 0,3906

0,6562

0,5027

102

108

104,75

0,4987 103 12

Ref.[6] 0.3906

0.5938

0.5034

102

108

104,70

0.4972 103.3 10

Ref. [10] 0,4219

0,6094

0,4995

108

110

109,25

0,5017 103,43 10

Ref. [11] 0,3906

0,5938

0,4978

98

106

102,75

0,502 103,36 12

Ref. [19]
Ref. [20]
Ref. [21]
Ref. [22]
Ref. [23]
Ref. [24]
Ref. [25]
Ref. [26] 0.4375
Ref [27] -

Ref [28] -
Ref. [29] 0.4375
Ref. [30] 0.438
Ref. [31]* 0,4375
Ref. [32]* 0,4531
Ref. [33] 0.4375
Ref. [34] 0.4063
Ref. [35] -

Ref. [36]* 0,4531
Ref [37] -

Ref. [38]* 0,4062
Ref. [39]* 0.4219
Ref. [40] 0,4375
Ref. [41]* 0,4375
Ref. [42] 0.4531
Ref. [43] 0.4062
Ref [44]* -

Ref. [45]* 0.3906
Ref. [46]* 0.4063
Ref. [47] 0.4258
Ref. [48] 0,4219
Ref. [49] 0.4453
Ref. [50] 0.4063
Ref. [51]* 0.3750
Ref. [52] 0.4065
Ref. [53] 0,3906
Ref. [54]* 0,4219
Ref. [55]* 0.4063
Ref [56] -

Ref. [57]
Ref. [58]
Ref. [59]
Ref. [60]
Ref. [61]
Ref. [61]
Ref. [62] 0.4062
Ref. [63] 0.4219
Ref. [64]* 0.4375
Ref. [65] 0.4375
Ref. [66] 0.4063
Ref. [67] 0.4219
Ref. [68] 0.4219
Ref. [69] 0.4375
Ref. [70] 0.4219
Ref [71] 0.4375
Ref. [72] 0.4062
Ref. [73] 0.4219
Ref. [74] 0.5027
Ref. [75] 0.4219
Ref. [76] 0.4063
Ref. [77] 0.4062
Ref. [78]
Ref. [79]
Ref. [80]

0.4531
0.4375
0.4375
0.4531
0.4531
0.4219

0.4219
0.3909
0.4063

0.5625
0.5625
0.5625
0.5625
0.5625
0.5469

0.5547

0.5625
0.563
0,5625
0,5781
0.5781
0.5781

0,5781

0,5781
0.5781
0,5938
0,5781
0.5156
0.5938

0.5781
0.5781
0.5175
0.5781
0.5313
0.5781
0.6094
0.5785
0,5938
0.5731
0.5625

0.6250
0.6094
0.4971
0.625
0.5781
0.6406
0.5938
0.5781
0.5938
0.5781
0.5625
0.5938
0.625
0.6406
0.5781
0.5938
0.5938
0.5781
0.5937

0.4063 0.6094
0.4375 0.5781
0.4531 0.5469

0.5049
0.5007
0.4998
0.5049
0.5049
0.5115
0.4998
0.4998
0.504
0.4951
0.5053

0,5022
0,5005
0.5053
0.5068
0.5007
0,5103
0.5046
0,4929
0.4953
0.5068
0,5002
0.5012
0.5017
0.4995
0.491

0.5068
0.5007
0.5073
0.4988
0.4990
0.5093

0.5

0.4980
0,4944
0.5015
0.5101
0.4993

0.4932 0.5625 0.4932
0,460940,535160,50056 104

0.5034
0.4941
0.4063
0.4976
0.5015
0.5120
0.4978
0.4990
0.5039
0.501
0.5059
0.5002
0.5197
0.5012
0,4985
0.4062
0.4976
0.5022
0.4926
0.5010
0.5056
0.4987

112
112
112
112
112
112
112
112
112
112
112
112
112
106
110
110
110
110
108
110
110
106
108
108
106
106
108
108
104
106
106
106
106
106
104
106
106
106
104
106

106
106
106
104
106
104
106
106
104
106
104
102
104
104
106
102
104
100
98

102
102
104

112
112
112
112
112
112
112
112
112
112
112
112
112
114
112
112
112
112
112
112
112
112
110
112
110
110
110
108
110
110
110
110
110
110
110
108
110
110
110
108
108
108
108
108
108
110
110
108
108
110
108
110
108
110
110
106
108
108
110
110
110
108
108

112,00
112,00
112,00
112,00
112,00
112,00
112,00
112,00
112,00
112,00
112,00
112,00
112,00
112,00
111,50
111,25
111,25
110,75
110,50
110,50
110,25
109,50
109,25
109,00
108,50
108,50
108,50
108,00
108,00
108,00
108,00
108,00
107,50
107,50
107,50
107,50
107,00
107,00
107,00
107,00
106,75
106,70
106,70
106,70
106,70
106,70
106,50
106,50
106,50
106,20
106,20
106,20
106,00
106,00
106,00
106,00
105,75
105,70
105,50
105,50
105,50
105,30
105,25

0.5046 112
0.4997 112
0.5026 112
0.4992 112
0.4992 112
0.5027 108
0.504 112
0.504 112
0.4890 112
112
112
112
112
104,21
111.3
111.5
102.5
111,29

0.5013

0,5005
0,5005
0.5053
0.4950
0.5034
0,4995

#5#&###&&%#####

—_ =
S o

o0 o N

0,4964 104,21
0.5021 104.07
0,499 106.8
0,4975 109,71
05012 104 8
0.4971 104
0.5011 103.85
0.5048 103.78
0.4950 90
0,5006 112 12
0.5020 104
0.4969 102.85 12
0.4961 104.2
0.5025 103.7
0.5048 105
0,5022 103.5
0.5001 104.3
0.5010 105.5
0.5006 106.2
0.5050 100
- 1022
0,50241 104
0.4951 104
0.4957 103.5
0.4994 103.2
0.504 103.5
0.5029 104.07
0.4984 105.2
0.5003 104.2
0.5033 103.5
0.5023 102.3
0.5288 100
0.5026 104
0.4968 105.4
0.5014 104.2
0.4977 103.5
0,5029 103,14
0.4972 102,36
0.5032 104
0.4983 107
0.4994 105.7
0.4988 104.3
0.4971 104
0.4990 102.6 10
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TABLE 6. (Continued.) Performance analysis results of existing

chaos-based s-box structures in the literature.

0.4375
0.4062
0.4063
0.4063
0.4750
0.4290
0.4218
0.3906
0.3906
0.4218
0,3906
0.4219
0,4219
0.3750
0.2813
0.3750
0.4825
0.4218

Ref. [81]

Ref. [74]

Ref. [82]

Ref. [83]

Ref. [84]

Ref. [85]

Ref. [86]

Ref. [87]

Ref. [88]*
Ref. [89]

Ref. [90]

Ref. [91]

Ref. [92]

Ref. [93]*
Ref. [94]

Ref. [95]

Ref. [96]

Ref. [97]

Ref. [98] 0.3906
Ref. [99] 0,2344
Ref. [100] 0.3906
Ref. [101] 0.4140
Ref. [102] 0.4140
Ref. [103] 0.4062
Ref. [104] 0.4218
Ref. [105] 0.3671
Ref. [106] 0.4218
Ref. [107] 0.3906
Ref. [108] 0.4062
Ref. [109] 0,4062
Ref. [110] 0.3906
Ref. [111] 0.3281
Ref. [112] 0.4219
Ref. [113] 0.125
Ref. [114] 0.125
Ref. [115] 0,4531
Ref. [116] 0,4531
Ref. [117] 0,3438
Ref. [118] 0,4375
Ref. [119] 0,4062
Ref. [120] 0,4375
Ref. [121] 0,4531
Ref. [122] 0,4062
Ref. [123] 0,4219
Ref. [124] 0,375
Ref. [125] 0,4375
Ref. [126] 0,4375
Ref. [127] 0,3594
Ref. [128] 0,4062
Ref. [129] 0,3906
Ref. [130] 0,4375
Ref. [131] 0,4062
Ref. [132] 0,4219
Ref. [133] 0,4375
Ref. [134] 0,3906
Ref. [135] 0,3906
Ref. [136] 0,4062
Ref. [137] 0,4062
Ref. [138] 0,4062
Ref. [139] 0,4219
Ref. [140] 0,4375
Ref. [141] 0,375
Ref. [142] 0,4375
Ref. [143] 0,4062
Ref. [144] 0,4062
Ref. [145] 0,4375

—r—_—_—

0.5625
0.6094
0.5781
0.5938
0.6093
0.5850
0.6093
0.5937
0.5938
0.5781
0,5938
0.6406
0,6094
0.6093
0.6094
0.6250
0.5175
0.6093
0.5781
0,6094
0.5781
0.6328
0.6015
0.625
0.5937
0.5975
0.6093
0.625
0.5937
6094
0.6719
0.6016
0.6094
0.625
0.625
0,5625
0,5625
0,6094
0,5781
0,5625
0,5625
0,5625
0,5781
0,5625
0,5938
0,5625
0,5781
0,6094
0,5781
0,625
0,5469
0,5938
0,6094
0,5625
0,5938
0,5938
0,5938
0,5781
0,5938
0,5938
0,5625
0,5781
0,5781
0,5781
0,5781
0,5781

0.5037
0.5073
0.5059
0.5012
0.5046
0.4990
0.4978
0.5056
0.4037
0.4982
0,5034
0.498

0,502

0.4980
0.4954
0.4946
0.5018
0.5039
0.5026

0.5
0.5058
0.5036
0.4987
0.5058
0.5048
0.5058
0.5

0.5039
0.5012
0,488

0.5178
0.4836
0.5059
0.4812
0.4812
0,5049
0,5049
0,5027
0,5042
0,5017
0,4978
0,5049
0,4944
0,5066
0,4937
0,5034
0,501

0,4973
0,5029
0,4929
0,502

0,4983
0,501

0,5029
0,498

0,4973
0,4954
0,501

0,5076
0,4985
0,4998
0,4998
0,5056
0,4973
0,4985
0,5144

102
98
102
104
102
100
100
102
100
100
102
102

110
110

108
108
108
106
106
107
108
108
108
108
108
108
106
106
108
106
106
108
106
108
108
106
106
106
106
108
106
106
108
106
106
108
108
106
106
112
112
110
110
108
116
112
110
112
110
112
112
108
112
106
116
110
108
112
112
110
108
110
106
110
112
112
112
112
112

112

105,25
105,25
105,20
105,00
105,00
104,80
104,75
104,70
104,70
104,70
104,75
104,50
104,25
104,00
104,00
104,00
104,00
104,00
104,00
104,00
103,80
103,80
103,30
103,30
103,20
103,20
103,00
103,00
103,00
102,70
102,50
102,30
102,25
100,00
100,00
112
112
106,75
109,75
104,75
114
112
106,5
110,5
109
112
111,25
105
108
104,5
116
107,75
106,25
111,75
109,5
107,5
103,75
106,5
103,75
108,5
112
111,25
112
111
110,75

110,25

0.4994 102.6
0.4986 103,86
0.5013 104.3
0.4994 103.4
0.5004 103.6
0.4890 104.7
0.5009 103,6
0.5021 104.1
0.4965 105
0.4942 103.1
0,4972 103,36
0.5013 104.6
0,4992 102,64
0.4971 103.2
0.4967 102
0.4990 102.5
0.5019 103.5
0.5078 104
0.5033 103.2
0.498 102.8
0.4958 102.6
0.5037 103.4
0.4995 103.3
0.5037 103.6
0.5009 103.7
0.5031 104.2
0.5024 103.1
0.5010 100.3
0.4988 104.1
0,5027 105,75
0.4026 102.5
0.4992 100
0.5050 103.5
0.4962 101.9
0.4962 101.9
0,5017 112
0,5034 112
0,4976 103,57
0,4953 109,86
0,5077 103,5
0,4976 103,86
0,4984 112
0,5052 103,36
0,4972 106,43
0,5001 103,86
0,4985 112
0,4989 103,79
0,4971 104,21
0,5012 104,43
0,4999 103,5
0,5013 104,86
0,5007 104,14
0,5001 103,14
0,4997 111,57
0,5041 104,21
0,4989 103,57
0,4976 103,14
0,4987 103,93
0,501 103,79
0,5005 104
0,4939 112
0,4958 102,57
0,4991 104
0,4977 103,43
0,4964 103,86
0,4996 104,14
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System, Chua System, and Chaotic Labyrinth Rene Thomas
System. For discrete-time systems, enhanced formulas are
applied to the Logistic map, Circle map, Sine map, Cosine
map, Square map, and Tent map, as outlined in Table 7,
illustrating the formulas of the chaotic maps used [146].

TABLE 7. Pseudo codes for XOR distribution Table.

Name Equation u
Logistic map Va1 = 1yl — ) 4.0
Square map VY1 =1 — py? 2.0
Cosine map Vne1 = cos(uyy) 6.0
Tent map Vne1 = umin{y,, 1 — y,.} 1.9999
Sine map Va1 = —usin(y) 4.0
Circle map Vst = Y — usin(y,) 4.5

The method proposed in Ozkaynak [61] is used as the s-box
design algorithm. The low complexity of the algorithm is
an advantage and it has been observed that it achieves high
performance values. The working logic of the algorithm is
explained step by step.

Step 1. One of 6 different discrete-time chaotic systems
or 3 different continuous-time chaotic systems is
selected.

Step 2. State variables are calculated according to initial
values and control parameters

Step 3. A state variable is selected for continuous-time
chaotic systems

Step 4. The selected state variable is normalized between
0 and 255 with the mod 256 function

Step 5. If the value obtained is not in the table, add it,
otherwise go to the next loop

Step 6. Repeat steps 4-6 until the entire table is filled

In the discrete-time chaotic systems module of the study,
three new maps were added and three different methods were
developed for initial values. The first one is s-box structures
generated with random numbers generated entirely by the
system. The generated s-box can be saved to a file with the
“Save” button. The second is to generate an s-box with a
random initial value generated by the system according to the
selected map and the module is shown in Figure 10.

One of the six chaotic maps detailed in Table 7 is selected,
and following the selection of initial conditions, the s-box
is generated using the aforementioned algorithm and dis-
played on-screen. The generated values can be saved to a
file by clicking the ‘Save’ button. Alternatively, the ‘Ana-
lyze’ button allows direct transfer of generated values to the
analysis screen without saving them first. The study intro-
duces two innovative options for automatic s-box generation
to yield more results. Both options involve generating the
s-box, and if it meets specified criteria, it is saved to a
file. In the ‘Auto Generate’ section, users input the number
of s-boxes to generate (‘s-box Count’) and set a minimum
average nonlinearity target (‘Minimum Nonlinearity Average
Value’). Clicking ‘Start’ initiates continuous generation of
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FIGURE 10. s-box auto generation module.

s-box structures according to the algorithm. If the generated
s-box meets the conditions, it’s automatically saved to the
program’s folder, streamlining thousands of manual opera-
tions. The last method involves s-box generation through the
sequential test approach. Within the ‘Sequential Test’ section,
users input the initial numerator and denominator, along with
the targeted minimum nonlinearity value. The system pro-
gressively increments the numerator by one and divides it
by the denominator, utilizing the resulting decimal value as
the initial value for the selected map. This method ensures
unique, rule-following seed values. If the test achieves the
targeted nonlinearity value, the initial value and map name
are saved to the file. The Table 8 displays the efficient results
obtained through this method.

V. DISCUSSION AND OPEN PROBLEMS
As part of the study, the chaos-based s-box literature was
tried to be discussed with all the details. Table 6 aims to
present an overview of a broad literature. The fundamen-
tal motivation behind the emergence of so many studies is
to achieve a design that can compete with the AES s-box
structure in terms of design metrics. Because the AES s-box
structure can fail in modern attack scenarios such as algebraic
attacks and application attacks [1], [2]. A capable attacker
can leverage artificial intelligence and machine learning tech-
niques to obtain the algorithm’s secret key using side-channel
information such as heat, light, noise, and power consump-
tion. Therefore, random selection-based s-box designs have
started to become increasingly popular. The new s-box stud-
ies produced within the scope of this study should also be
evaluated within this context. During the study, thousands of
s-box structures were generated. The performance metrics
of only around 50 of these structures are provided in the
fourth section. It is expected that these structures will offer
significant contributions in various practical applications.
The studies listed in Table 6 can be grouped into three main
categories: s-box structures derived mathematically, s-box
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TABLE 8. Analysis results for generated new s-boxes.

Map Initial Value Average NL Average Average Max
Value BIC SAC XOR
S1 (Logistic) 0,357509274721758 106,75 0,495 04944 10
S2 (Logistic) 0,236992890213294 107 0,5045 0,4998 10
S3 (Logistic) 0,960471185864424 107,25 0,4997 0,5037 10
S4 (Logistic) 0,693900570784018 107 0,4967 04976 10
S5 (Logistic) 0,638498122052582 107 0,4964 0,5002 10
S6 (Logistic) 0,555400448787434 107 0,5025 0,499 10
S7 (Logistic)  0,683940849656210 107 0,4982 0,5085 10
S8 (Logistic) 0,316059150343790 107 0,4982 0,5085 10
S9 (Logistic) 0,201514357597987 107,5 0,4981 0,498 10
S10 (Cosine) 0,614051578452646 106,75 0,4927 0,5015 10
S11 (Cosine) 0,0794776156715299106,75 0,5007 0,4995 10
S12 (Cosine) 0,61801145965621 107,25 0,5006 0,5085 10
S13 (Cosine) 0,660769498454043 107 0,5033 0,5042 10
S14 (Cosine) 0,440495666121349 107 0,502 0,5007 10

S15 (Tent) 0,866304010879674 106,75 0,4966 0,5083 10
S16 (Tent) 0,967220983370499 106,75 0,5002 0,4998 10
S17 (Tent) 0,63131106066818 107 0,4987 0,5044 10
S18 (Tent) 0,694436555776438 107 0,5001 0,5083 10
S19 (Tent) 0,305563444223562 107 0,5001 0,5083 10
S20 (Tent) 0,345178335006620 107,25 0,4971 0,5034 10
S21 (Circle)  0,0167494975150745106,75 0,5003 0,4956 10
S22 (Circle)  0,727558173254802 106,75 0,4991 04956 10
S23 (Circle)  0,331160065198044 107 0,4994 0,4998 10
S24 (Circle)  0,771366401740751 107 0,5007 0,4973 10
S25 (Circle)  0,764514593591379 107 0,5031 0,5012 10
S26 (Circle)  0,531853108112973 107 0,4987 10,5039 10
S27 (Circle)  0,464199002427932 107 0,4973 0,501 10
S28 (Circle)  0,979492574207922 107,25 0,5033 0,501 10
S29 (Sine) 0,984160443507582 107 0,4926 0,4995 10
S30 (Sine) 0,602343134392237 107 0,5026 0,5063 10
S31 (Sine) 0,580659741527237 107 0,501  0,5012 10
S32 (Sine) 0,499334018647478 107 0,4971 0,5085 10
S33 (Sine) 0,347030283152072 107 0,4957 0,502 10
S34 (Sine) 0,140396068910071 107 0,4963 0,4968 10
S35 (Sine) 0,502193938569720 107 0,5019 0,5081 10
S36 (Sine) 0,187522749363018 107,25 0,5019 0,5039 10
S37 (Sine) 0,864484065478036 106,75 0,4995 0,5073 10
S38 (Sine) 0,0316090517284481107 0,5007 0,4973 10
S39 (Sine) 0,495635130946072 107 0,5001 0,5005 10

S40 (Square) 0,289715887955137 107 0,498 0491 10
S41 (Square) 0,358737955337251 107,25 0,5066 0,4988 10
S42 (Square) 0,574731907506590 107,25 0,4964 10,5039 10
S43 (Square) 0,331338722515770 107,5 0,4973 0,5 10
S44 (Square) 0,908972730818076 107 0,4987 0,5066 10
S45 (Square) 0,553003409897703 107 0,5029 0,4973 10
S46 (Square) 0,530384088477346 107,25 0,4968 0,5044 10

designs based on specific transformations, and s-box designs
based on chaotic transformations. Within designs based
on chaotic transformations, there are subcategories such
as discrete-time, continuous-time, hyper-chaotic, time-delay,
fractional-order, spatiotemporal, and other transformations.
However, due to the lower design metrics compared to
mathematically derived designs, studies using optimization
techniques to significantly enhance the design metrics are
considered as a separate group. A recent development in this
field is the proposed post-processing techniques to enhance
the performance of chaotic-based s-box structures. Showing
that designs based on post-processing techniques can improve
the nonlinearity property of s-box structures as much as the
nonlinearity property of the AES s-box structure has brought
a new dimension to the literature [141], [142], [143], [144],
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[145]. From this point, it is anticipated that addressing the
following open problems in future studies will significantly
contribute to the relevant literature.

Open Problem 1: An exploration of alternative post-
processing techniques should be conducted to list their
advantages and disadvantages. A comparison should be made
between these techniques and optimization-based approaches
to determine the best practices in this field.

Open Problem 2: For chaos-based s-box literature, the fun-
damental metric considered so far has been the nonlinearity
criterion. Following recent studies that have shown improve-
ments in the nonlinearity value up to 112, it is now necessary
to demonstrate that the same success can be achieved within
the XOR distribution table. When reviewing Table 6, it is
observed that in chaos-based studies, the lowest nonlinearity
value is 10. Efforts should be focused on studies that could
reduce this value to 4.

Open Problem 3: Efforts to reduce the maximum value
in the XOR distribution table to below 10 should be reit-
erated for optimization-based approaches. Specifically, it is
observed that the studies in the literature tend to employ
single-objective optimization algorithms. There is a need to
reconsider contributions to the literature using an objective
function based on all s-box design metrics.

Open Problem 4: We are currently in an era of artificial
intelligence where significant advancements are being made
in various fields using Al algorithms. However, successful Al
applications require reliable data sources. Through the pro-
posed s-box generation software in this study, thousands of
different s-box structures meeting specific requirements can
be easily generated. By transforming these generated s-box
structures into an s-box dataset, the general characteristics
of successful s-box structures can be learned using a black-
box model. This allows for the acquisition of robust s-box
structures from different perspectives.

Open Problem 5: The study conducted analyses using
five widely accepted metrics for evaluating s-box structures.
However, there are many alternatives, such as the Bent
Index Criterion, that can be used in the evaluation of s-box
structures. The proposed software has been designed in an
expandable form. Future studies should delve into how differ-
ent metrics can be integrated into the s-box analysis process
in detail.

VI. CONCLUSION

Because many of the encryption algorithms are the under-
lying constructors, research has been carried out on how
changes in the design of s-box structures can affect the
resilience of the cryptographic algorithms. These researches
revealed that new and more complex s-box designs could pro-
vide improved resistance, but also require more computing
power. This revealed an effort to strike a balance between
security and performance. As a result, research into s-box
structures aims to raise security standards in the field of
cryptography and create more effective defences against new
threats. In parallel, the chaos-based s-box design has been
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the subject of serious research over the last two decades,
especially after the deterministic structure of mathematical-
based s-box projects has been shown to be a disadvantage
in application-oriented attacks such as side channel analysis.
However, the fact that the performance metrics of chaos-
based s-box structures are not as good as the AES s-box
structure occupies the researchers’ agenda as a problem
awaiting solution in the literature.

The aim of this study was to develop a s-box analysis
and design program that could form the basis of literature
for this problem. The enhanced analytical tool meets a crit-
ical requirement by providing a method that can evaluate
core cryptographic properties for AES-like s-box structures.
The program enables researchers to evaluate s-box struc-
tures using verticality, non-linearity, differential properties,
XOR distribution, and other important metrics. Thanks to this
ability, it will have a standard assessment approach for all
researchers for chaos-based s-box literature. The miscalcula-
tion of the cryptographic properties of some of the previously
suggested s-box structures confirms once again the need for
such a standard evaluation program.

One of the most important advantages of the enhanced
analytical tool is that chaos theory is effectively integrated
into the s-box design phase and represents an innovative
approach to s-box design. The study suggests the possibil-
ity of increasing the security levels of the s-box structures
by simultaneously analyzing several s-boxes and producing
s-box structures that provide a certain nonlinearity value.
Thousands of s-box structures have been produced with the
program. Newly designed s-box structures tend to have higher
complexity, randomness, and non-realistic characteristics.
This has been seen as an important step towards increasing the
security levels of modern encryption algorithms and making
them more resistant to cryptanalysis attacks. As a result, the
development of chaos theory-based s-box analysis and design
programs could enhance the security levels of cryptographic
systems, and enable development of next-generation encryp-
tion algorithms. This study represents an important step in
this direction and aims to be an inspiration for future research.
Another important motivation for the study to contribute to
future work is the sharing of a list of open problems that could
be collaborated in this field in the future. With more robust
s-box structures to be developed to solve these problems,
it is envisaged that a wide range of practical work can be
influenced, from image encryption to key generators, from
block encryptions to the design of symmetrical encrypting
algorithms.
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