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ABSTRACT Extremely large antenna arrays (ELAAs) are being proposed for sixth-generation (6G) systems
as an evolution of massive multiple-input, multiple-output (mMIMO). Besides having a large number of
antennas, ELAAs can be physically large, whichmakes communication in the radiative near-field very likely.
This means the plane wave approximation does not hold and channel models that accurately capture the
propagation effects in the near-field are required. Recent works have highlighted the beam-focusing effect
available in the near-field region, where antenna arrays can generate beams not only limited in width but
also limited in depth. This work leverages a precise channel model for ELAAs intending to explore the
inherent physical layer security (PLS) features in the radiative near-field. For that purpose, it is presented
a study on the power ratio between a legitimate and a malicious user, considering the effects of the field
region, relative distance, and beamforming direction. By taking advantage of that analysis, it is shown that
both the jamming rejection and the secrecy rate can be substantially improved when communicating in the
near field, demonstrating that beam-focusing constitutes an interesting PLS technique for upcoming 6G
communications.

INDEX TERMS Massive MIMO, extremely large antenna arrays, near-field, physical layer security, secrecy
rate.

I. INTRODUCTION
Massive MIMO (mMIMO) has been employed in fifth
generation (5G) for substantial spectral efficiency enhance-
ments [1]. The preliminary visions for 6G indicate that the
importance of mMIMO will persist or even increase [2]. This
is justified by the need for improved data rates, increased
multiplexing capabilities, and homogeneous service in the
cell [3].

It is widely known that mMIMO systems provide large
spatial multiplexing capabilities thanks to their high ability
to filter signals in the spatial domain (i.e., very high spatial
selectivity). In fact, mMIMO arrays can transmit and/or
receive signals with high precision in a specific direction,
yielding a very narrow half-power beamwidth (HPBW) [4].
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As a consequence, the array gain decreases sharply outside
the receive/transmit directions, which enables exploitation
of physical layer security (PLS) features such as increased
eavesdropping protection and jamming suppression [5], [6].

Secure communications are indeed one of the most impor-
tant concerns in the initial sixth generation (6G) research [7],
[8]. Among different PLS techniques being proposed for 6G,
the use of large antenna systems is considered one of the
most promising, namely by using the narrow beamforming
provided by extremely large antenna arrays (ELAAs) [9].

The main difference between mMIMO and ELAAs is the
higher physical size of ELAAs since both are composed of
a large number of antenna elements [3]. Among ELAAs,
one can distinguish between active antenna ELAAs (or
surfaces), also known as large intelligent surfaces (LIS) [10],
and passive ELAAs surfaces, also known as reconfigurable
intelligent surfaces (RIS) [11]. Regardless of the ELAA
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type, their large physical size leads to a larger near-field
region, being hence very likely that communications do not
occur in the far-field as it is usual in conventional mMIMO.
Therefore, far-field channel models based on the plane
wave approximations which are used to calculate the array’s
response vector become inaccurate, and new channel models
that accurately capture near-field effects are required [12],
[13], [14].

Recently, it was shown that beamforming in the radiative
near-field provides not only narrow beams but also leads
to beams with finite depth [15], [16], [17]. This contrasts
with the conventional, infinite-depth beamforming associated
with the far-field. As an interesting consequence, ELAA can
potentially focus its large gain in a particular zone, presenting
a beam-focusing effect that could lead to interesting PLS
features [18].

A. RELATED WORK
PLS features of multiple-input, multiple-output (MIMO)
systems have been studied in the last years. For instance,
the secrecy capacity of the MIMO wiretap channel was
presented in [19] and recently revisited in [20]. PLS in
MIMO can be improved using several techniques, among
which we have artificial noise [21], deep learning [22],
power allocation [23], and other techniques (see [24] and
the references therein for an overview of PLS schemes for
massive MIMO with both active and passive eavesdroppers).
Besides showing how MIMO systems can increase PLS,
those works and the references therein use a plane wave
approximation to model the legitimate and malicious MIMO
propagation channels. Although we can have important
PLS features due to the angular characteristics associated
with the plane wave regime, especially for large antenna
systems, the increasing interest in near-field communications
triggered the need for appropriate channel models that
take into account spherical wave propagation and all the
near-field communication aspects to fully characterize the
PLS features of the very large antenna arrays envisioned
for 6G.

PLS benefits of near-field beamforming were first pointed
out in [25]. Concretely, authors of [25] considered an extra-
large (XL) multiple-input, single-output (MISO) downlink
channel. They presented a PLS study concerning the
achievable secrecy rate that demonstrates the benefits of
near-field beamforming to achieve secure communications.
In [26], the authors presented optimized hybrid beamforming
algorithms for increasing the secrecy capacity in a near-
field MIMO downlink channel and highlighted the security
advantages of communicating in this field zone. While [25],
[26] considered downlink transmissions, [27] studied the PLS
features in the near-field of an ELAA for uplink commu-
nications and demonstrated that the jamming rejection can
substantially increase when communication occurs in the
near-field.

The main relevant work to this manuscript and their
limitations are summarized in Table 1.

TABLE 1. Main relevant work and their key limitations.

B. MAJOR CONTRIBUTIONS
This work presents the PLS features of an ELAA considering
near-field beamforming and both downlink and uplink com-
munications. It is a profound extension of [27] and, contrarily
to the approaches of [25] and [26], it considers a channel
model with all spherical wave particularities. This channel
model is based on uniform rectangular arrays (URAs) with
aperture antennas and captures polarization, amplitude, and
phase variations over the array. This substantially differs
from the simplified spherical wave channel model of [25]
and [26], where ULAs with isotropic antennas are considered
and only the nonlinear phase variations over the array are
taken into account. Also, differently from [25], [26], and [27],
where optimized beamforming algorithms are presented, the
main goal of this work is to highlight the benefits of the
beam-focusing effect in PLS using propagation arguments
such as the normalized antenna array gain.

The impacts of near-field beamforming in this work are
presented by taking advantage of the channelmodel presented
in [12] and [16]. The power ratio between a legitimate user
and a malicious user is presented in a way that emphasizes the
impact of the beamforming gain independently of the natural
effect of increased PLS that naturally arises when the distance
between the users increases. Subsequently, both the secrecy
rate associated with downlink transmissions and the jamming
rejection of uplink transmissions are presented. The main
contributions of this work can be summarized as follows:

• Definition of a line of sight (LoS) channel model valid
for the near-field of an ELAA that is suitable for
non-broadside directions and considers all particularities
of the non-plane wave regime;
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• Analysis of the power ratio between a legitimate and a
malicious user that decouples the impact of the relative
distance between users and the ability of the ELAA to
filter signals in the spatial domain;

• A study on the downlink secrecy rate considering
different field regions. It is demonstrated that the secrecy
rate can increase if the legitimate user is located in the
near-field region, thanks to the beam-focusing effect;

• A study on the jamming suppression features of uplink
communications in the near-field where it is shown that
jamming can be substantially reduced with the beam-
focusing effect.

For the considered scenarios, it is shown that the field region
where communication takes place has a considerable impact
on the PLS. This is justified by the fact that beamforming in
the near-field allows for maximization of the array factor in
a given zone (i.e., the beamforming gain is limited in width
and depth). As a result, signal-to-noise ratio (SNR) loss of
a malicious user is magnified, leading to an increase PLS.
Moreover, it is shown that the fraction of active antennas of
the ELAA can be adjusted according to the indented level
of required protection, which constitutes an interesting PLS
feature for upcoming 6G communications.

C. ORGANIZATION & NOTATION
This work is divided into the following sections: Section II
concerns the description of the adopted geometry and the
considered communication scenario. Section III is dedicated
to the channel modeling in the near-field. Section IV takes
advantage of the channel model described in Section III and
presents an analysis concerning the PLS aspects associated
with ELAAs operating in different field regions. Finally,
Section V presents the conclusions of this work.

1) NOTATION
The notation is as follows: Boldface capital letters or symbols
denote matrices. Xij represents the element on the ith row
and jth column of the matrix X. Boldface lowercase letters
represent vectors. The nth element of a vector is represented
as xn. It is considered that vector representing a position in
a regular rectangular coordinate system can be expanded as
v = vx êx + vyêy + vzêz with êx , êy and êz. ||v|| denotes
the norm of v and v̂ =

v
||v|| represents the direction of v.

(v · u) is the dot product between v and u. (·)H represents
the Hermitian operator (i.e., transpose conjugate). IN is the
N × N identity matrix. mod(a, b) yields the remainder of an
the integer division b

a . ⌊ · ⌋ is the floor function. j =
√

−1 is
the imaginary unit.

II. SYSTEM CHARACTERIZATION
It is considered a LoS scenario where a legitimate user
equipped with a single antenna communicates with an active
ELAA using carrier frequency fc (λ =

c
fc

denotes the
corresponding wavelength and c is the speed of light). The
ELAA is deployed in the YZ plane and is composed of

N edge-to-edge square aperture antennas with area A. The
center of the nth antenna is defined as pn = (0, yn, zn),

with yn = −
(
√
N−1)L
2 + L mod ((n − 1),

√
N ) and zn =

(
√
N−1)L
2 − L⌊

n−1
√
N

⌋, where n = 1, · · · ,N . The index of the

center antenna of the ELAA is defined as nc =

√
N−1
2

√
N +

√
N−1
2 + 1. The ELAA is centered on the origin as shown in

Fig. 1.

FIGURE 1. Considered scenario with an ELAA deployed on the YZ plane.

Each aperture antenna has side L, area A = L2 and
diagonal D = L

√
2. Therefore, the side of the ELAA is

LELAA = L
√
N and the diagonal is DELAA =

√
ND.

The area of the ELAA is AELAA = NA = N D2

2 . It is
considered the possibility of using a square sub-array inside
the ELAA formed byQ ≤ N active antennas. To characterize
the dimension of this sub-array, it is defined the ELAA
occupation ratio as O =

Q
N .

Two users can communicate with the ELAA, one at a
‘‘reference’’ position p0 and another at p. Without loss of
generality, it is considered that both users are equipped with
an isotropic antenna (i.e., point source) characterized by an
effective area AT =

λ2

4π (which is equivalent to unitary gain
GT = 1) and excited with a current density directed along the
z axis. Unless it is otherwise stated, in the remainder of the
paper it is considered an ELAA with N = 1252 antennas,
each with diagonal D = 0.25λ. Although this number of
antennas is very large (the ELAA occupies an area of roughly
5m2), it is in agreement with the literature, where it has been
envisioned beyond-5G use cases based on ELAAs occupying
the entire facade of a building [10]. Moreover, a carrier
frequency fc = 3 GHz is adopted.

III. NEAR-FIELD CHANNEL MODELLING
Modeling the underlying propagation aspects of the com-
munication link becomes crucial when large antenna arrays
are considered [14], [15], [16], [17]. This is justified by the
fact that the far-field distance becomes very large, meaning
that it is very likely that the communication occurs in the
near-field. In fact, even if the propagation distance is larger
than the so-called Fraunhofer distance (DF ) of each antenna
element, DF =

2D2

λ
, it might be substantially lower than the

Fraunhofer array distance DFA, which is N times larger, i.e.,

DFA = 2
D2
ELAA
λ

= N 2D2

λ
= NDF .
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In the near-field regime, the curvature of the impinging
wave should be considered when deriving the channel
model, namely through a characterization of the electric
field components responsible for generating power [12]. This
substantially differs from the conventional plane wave regime
usually adopted in mMIMO literature, where each antenna of
the array is seen as a single ‘‘point’’ from an electromagnetic
perspective and neither the variations of effective area nor
variations of polarization losses across the array are taken into
account.

In the following, it is presented a channel model con-
sidering an uplink transmission (i.e., for a scenario where
the legitimate user is transmitting to the ELAA). By taking
advantage of the principle of reciprocity [28], this channel
model will also be used for the downlink configuration.

The channel model for single antennas is presented in
Subsection III-A. The channel model for ELAA with a
large number of electrically small antennas is presented
in Subsection III-B. The array and beamforming gains of
ELAAs are characterized in Subsection III-C.

A. SINGLE ANTENNA
Let us consider a user located at p = (x, y, z) communicating
with a square aperture antenna. The user position also defines
the affix of the vector p ∈ R3×1

= xêx + yêy + zêz. Each
receive point of the antenna has format r = (0, yr , zr ), where
r is the affix of the vector r = yr êy+zr êz. The collection of all
receive points forms the region spanned by the antenna, which
is defined asA = {(0, yr , zr ) : −

L
2 ≤ yr ≤

L
2 , −L

2 ≤ zr ≤
L
2 .

Our goal in this subsection is to derive the channel response
of the LoS user-antenna link.

The electric field generated on a given location r is a
function of the vector

d(r, p) = r − p = (xr − x)êx + (yr − y)êy + (zr − z)êz
= xd êx + yd êy + zd êz, (1)

and the length of this vector represents the propagation
distance between the points p and r , i.e.,

d(r, p) = ||d(r, p)|| =

√
x2 + (yr − y)2 + (zr − z)2. (2)

The electric field structure is closely related to the vector
defined in (1). More concretely, it can be computed through
Green’s tensor function [13]. In the following, it assumed that
all points of the receive aperture are beyond the near-field of
the point source (d(r, p) > λ), i.e, the near-field effects of
the transmit antenna are neglected. This allows us to write an
approximation of the C3×3 Green’s tensor as1

0(d) ≈ −
jZ0e−jkd

2λd

(
I − d̂d̂H

)
, (3)

where k =
2π
λ

is the wavenumber and Z0 represents the free
space’s impedance. The electric field generated at a position

1For the sake of notation simplicity, the dependence of d(r, p) and d(r, p)
with r and p are neglected and these symbols are referred as d and d,
respectively.

r due to a point source at p is a C3×1 vector that depends on
d = r − p and can be calculated as

E(d) = 0(d)J(p) = Ex êx + Eyêy + Ezêz. (4)

Note that 0i,j(d) represents the relation between a current
density directed along the direction êi and the component of
the electric field directed along êj, where i, j can be x, y or
z. Also, to decouple the impact of different excitations at the
transmit antenna, one can write the Green’s tensor as

0(d) =
[
0x(d) 0y(d) 0z(d)

]
, (5)

where 0i is a C3×1 column vector that represents the impact
of a current density oriented in the direction êi on the three
electric field components (Ex , Ey and Ez). As it is assumed
that J(p) = Jzêz, the electric field available on the aperture
simplifies to

E(d) = 0z(d)Jz. (6)

The received power at the aperture output has a contribution
from each receive point r that is related to the normal
component of the Poynting vector (i.e., only the power
density component perpendicular to the aperture effectively
contributes to the collected power). This ‘‘local’’ contribution
is defined as the local channel coefficient

c(d) = |c(d)|e−jkd , (7)

which is a complex quantity with a magnitude computed as

|c(d)| =

√
4AT
Z2
0

||0z(d)||2
(
d̂ · êx

)
=

√(
x2d + y2d

)
xd

√
4πd5

(8)

and with phase −kd , where d given by (2).
The effective channel of the antenna is calculated by

considering all contributions c(d) over the antenna aperture,
i.e.,

h(d) =

√
1
A

∫
A
c(d)dr. (9)

On the other hand, the received power can be computed as

PR(d) = PT |h(d)|2, (10)

where |h(d)|2 concentrates the path loss and the gains of the
transmit and receive antennas.

B. MULTIPLE ANTENNAS
Let us now consider an ELAA with N antennas. In the
following, (9) is used to define both the channel of each
antenna as well as the achievable array gain. The local
channel coefficient between a user located at (x, y) and a
receive point (zr , yr ) in the ELAA is

c(yr , zr ) =

√(
x2 + (yr − y)2

)
x

√
4π
(
x2 + (yr − y)2 + z2r

) 5
4

e−jkd , (11)

which results from applying (9) to the particular geometry of
Fig. 1.
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The channel response between a user located at (x, y) and
the nth antenna of the ELAA (which spans the region An =

{(yr , zr ) : yn −
L
2 ≤ zr ≤ yn +

L
2 , zn −

L
2 ≤ zr ≤ zn +

L
2 })

can be computed as

hn(x, y) =

√
1
A

∫
An

c(yr , zr ) dyrdzr . (12)

The CN×1 column vector h(x, y) = [h1(x, y) h2(x, y) . . . hN
(x, y)]T represents the channel responses between the ELAA
and a user located at (x, y), where hn(x, y) is computed as
in (12).

C. ARRAY GAIN AND BEAMFORMING GAIN
In the so-called plane wave regime, the maximum array
gain of the ELAA is GFF

=
4π
λ2
AELAA. This gain can

be achieved when the communication takes place in the
broadside direction and beyond the Fraunhofer array distance
DFA. In that scenario, the received power can be easily
estimated by the well-known Friis’ formula [29]

PFFR = PT

(
λ

4πd

)2

GFF
= PT

AELAA
4πd2

, (13)

where d is the propagation distance between the user and the
center of the ELAA (i.e., the origin of the adopted coordinate
system). Note that this equation predicts a received power that
can increase indefinitely as long as the area of the ELAA
increases, which clearly reveals the limitations of the plane
wave regime. Alternatively, to capture the near-field effects,
the array gain be computed as [31]

G(x, y) =
4π
λ2

N∑
n=1

∣∣∣∣∫
An

c(yr , zr )dyrdzr

∣∣∣∣2∫
Anc

|c(yr , zr )|2dyrdzr
, (14)

where Anc = {(0, yr , zr ) : −
L
2 ≤ yr ≤

L
2 , −L

2 ≤ zr ≤
L
2 } is

the region occupied by the center antenna. Provided that the
channel responses are known, the gain in (14) can be obtained
with matched filtering (MF) beamforming. In that case, the
received power at the ELAA due to a signal transmitted by
an isotropic source at (x, y) is

PR(x, y) = PT

(
N∑
n=1

|hn(x, y)|2
)

= PT ||h(x, y)||2. (15)

Moreover, the received power can also be approximated by
a ‘‘modified’’ Friis equation where the conventional far-field
array gain is substituted by the one computed in (14), leading
to

PR(x, y) ≈ PT

(
λ

4πd

)2

G(x, y), (16)

with G(x, y) ≤ GFF. Note also that this approximation is
based on the so-called Fresnel approximation, where ampli-
tude variations of the local channel coefficient (see (11)) over
each antenna are neglected [16].

IV. ANALYSIS OF PLS IN THE NEAR-FIELD
In the far field, channels of antenna arrays are modeled
by complex values with the same magnitude with phase
differences determined by the array response vector. This
vector only depends on the direction-of-arrival (DoA) and
on the distance between the antenna elements. As a conse-
quence, in LoS scenarios, conventional DoA beamforming
can be used to maximize the array gain in a given direction.
However, as noted in Section III, if the communication takes
place in the near-field, the different channels associated with
the antennas of the ELAA do not have the same amplitude.
Moreover, the channel phases are not characterized by simple
functions of the DoA. Therefore, MF beamforming design
should account for the spherical wave curvature, which
therefore involves a given target position rather than a given
target DoA.

In this section, the channel model introduced in Section III
is used to study the inherent PLS features of ELAAs operating
in different field regions. In subsection IV-A, a study on
the power ratio between two users is presented, namely by
considering the array gain defined in subsection III-C. This
power ratio decouples the effects of the relative distance
between users and the spatial selectivity of the ELAA.
By taking advantage of that power ratio, the impact of
communicating in different field regions on conventional
PLS metrics is studied. More concretely, the secrecy rate
associated with downlink communications is analyzed in
subsection IV-B) and the jamming rejection associated with
uplink communications is studied in subsection IV-C.

FIGURE 2. Top view of the considered communication scenario.

A. POWER RATIO BETWEEN USERS
When studying classical PLS features based on the relative
SNRs between users, more important than analyzing the
achievable gain of a legitimate user is to evaluate the
ratio between the received powers from a legitimate and
a malicious user. To this end, let us start by considering
the communication scenario of Fig. 2 and by defining
the position of the legitimate and malicious users.2,3 It is
considered that p0 represents the legitimate user position,

2Since both users are located in the XY plane (i.e., zl = zm = 0), the z
axis coordinate is not considered for defining their locations.

3In what follows, it is assumed that the position of the legitimate user
is perfectly known. This is supported by the strong positioning features of
ELAAs [32].
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i.e., the ‘‘reference’’ position which is the target of the
beamforming. This reference position is defined as p0 =

(x0, y0) = (d0 cos(α), d0 sin(α)), with d0 denoting the
distance between the legitimate user and the center of the
ELAA and α the direction of that user measured relatively to
the array’s broadside. On the other hand, a general position
in that direction α that represents a potential position of the
malicious user is defined as p = (x, y) = (d cos(α), d sin(α)),
with d = d0 + 1d , x = x0 + 1x, y = y0 + 1y, where
1x and 1y denote the deviations relatively to p0 in the x
and y directions, respectively. Since it is assumed that both
users are in the same direction, the displacements in the
x and y directions can be written 1x = 1d cos(α) and
1y = 1d sin(α).

Let us now consider the power ratio between users at p0
and p. For a generic position (x, y) the beamforming weights
of MF are defined as

w(x, y) = ĥ =
h(x, y)

||h(x, y)||
, (17)

which assures ||w||
2

= 1. Note that since in the considered
scenario the beamforming is always designed for the
‘‘reference’’ position p0 = (x0, y0), the beamforming weights
are written as

w0 ≜ w(x0, y0). (18)

Let us now define the ratio between the power associated
with a user in a generic position and the power at the reference
location as

κ̄(x0, y0, 1x, 1y) =
PR(x0 + 1x, y0 + 1y)

PR(x0, y0)

=
||wH

0 h(x0 + 1x, y0 + 1y)||2

||h(x0, y0)||2
. (19)

Note that by considering the alternative definition of the
received power of (16), one can rewrite (19) as

κ̄(x0, y0, 1x, 1y) =

(
λ

4πd

)2(
λ

4πd0

)2 Ḡ(x0, y0, 1x, 1y), (20)

where

Ḡ(x0, y0, 1x, 1y) =
G(x0 + 1x, y0 + 1y)

G(x0, y0)
, (21)

represents the normalized beamforming gain, which is
defined as the ratio between array gains obtained at a general
position (x, y) and at the reference beamforming position
(x0, y0).

It should be highlighted that to analyze the impact of the
near-field beamforming and to analyze the potential PLS
features of this field region when comparing to the far-field,
it is more adequate to consider that users are in the same
direction. This is explained by the fact that antenna arrays
can efficiently filter out signals that are coming from different
directions but are not able to do it when signals are coming
from the same direction, which is therefore a challenging

scenario. Under these conditions the positions of both users
p0 and p can be defined through the reference distance d0, the
displacement1d , and direction α. Therefore, one can rewrite
the power ratio in (19) as

κ̄(d0, 1d, α) =
d20

(d0 + 1d)2
Ḡ(d0, 1d, α). (22)

Fig. 3 presents the evolution of the normalized beamform-
ing gain in the XY plane considering users at the broadside
direction, i.e., Ḡ(d0, 1d, 0), fixed displacements 1x and 1y,
and two distinct reference distances: a) near-field (d0 =

DFA
30 )

and (b) far-field with (d0 = DFA).

FIGURE 3. Normalized beamforming gain in the XY plane for the
broadside direction considering two field regions: near-field with
d0 =

DFA
30 (left figure); far-field with d0 = DFA (right figure).

As expected, in the far-field region (Fig. 3b)), it can
be noted that the normalized beamforming gain has an
infinite depth along the beamforming direction, i.e., Ḡ(d0 ≥

DFA, 1d, 0) = 1, regardless of 1d . This is explained by
the fact that users in the same direction experience the same
array gain. Under these conditions, the ratio between received
powers of (19) becomes

κ̄(d0 ≥ DFA, 1d, 0) = κ̄FF(d0, 1d) =
d20

(d0 + 1d)2
. (23)

As expected, in the far-field, the power ratio κ̄ between users
in the same direction is dominated by their relative distance,
and its behavior is intuitive: for a fixed reference distance d0,
it naturally reduces 1d increases. As a result, it can be noted
that in this field region, the beamforming is not bringing any
additional PLS feature as the ELAA is not able to spatially
distinguish both users. On the other hand, the situation is
different in the near-field (Fig. 3a)), where it can be that the
normalized gain is concentrated around the target position.
As a consequence, beamforming in the near-field (i.e., when
d0 < DFA) effectively creates a beam-focusing effect. As a
result, the term Ḡ(d0, 1d, 0) substantially reduces when
1d increases, therefore it ‘‘magnifies’’ the SNR loss of a
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malicious user relative to the target position, even if that
malicious user is in the beamforming direction.

It is also interesting to study how this beam-focusing
effect manifests when the ELAA is beamforming for
non-broadside directions (i.e., for α ̸= 0) and in the near-
field. This can be observed in Fig. 4, which shows the
evolution of Ḡ(d0, 1d, α) in the plane XY considering a
reference distance d0 = DFA/30, different beamforming
directions α.

FIGURE 4. Evolution of the normalized beamforming gain in the plane XY
considering the near-field (d0 = DFA/30) and different beamforming
directions: α = 60◦ (left figure); α = 30◦ (right figure).

FIGURE 5. Evolution of the normalized beamforming along the
beamforming direction considering different field regions and different
beamforming directions.

From the figure, it can be noted although the beam depth is
not equal for the two scenarios, the normalized beamforming
gain Ḡ(d0, 1d, α) reduces substantially with 1d , meaning
that the beam-focusing effect is available for non-broadside
directions.

To further study the beam depth in the beamforming
direction it is presented Fig. 5, which shows the evolution
of the normalized beamforming gain considering a fixed

displacement 1d = [0, 200λ], different reference distances
d0, and different beamforming directions α.
From the figure, it can be observed that in the far field, the

normalized beamforming gain is always unitary regardless
of the beamforming direction, confirming that in this field
region, the power ratio between users in the same direction
only depends on the relative distance between them. On the
contrary, for the two other reference distances (d0 =

DFA/20 and d0 = DFA/30) the normalized beamforming
gain decreases substantially with 1d . In those scenarios, the
larger the beamforming direction α, the larger the depth of the
beam. However, the impact on the focusing effect is almost
negligible.

B. SECRECY RATE
Let us consider a downlink communication scenario where
the malicious user acts as an eavesdropper that tries to tap
the communication link between the legitimate user and the
ELAA. It is assumed that the ELAA transmits a signal with
power PT that is received by both users.

It is assumed that the ELAA is precoding the signal
considering MF beamforming towards a legitimate user.
According to (15) and defining the beamforming weights as
w0, the legitimate user located at p0 = (x0, y0) receives the
signal

y0 =

√
PTw0h(x0, y0)s+ n, (24)

where n ∼ CN (0, σ 2) is the additive white Gaussian noise
(AWGN) term with power PN = σ 2. On the other hand,
the received signal at a potential eavesdropper located at
p = (x, y) is given as

y = wH
0 h(x, y)s+ n. (25)

Therefore, the powers of received signals of the legitimate
and eavesdropper are PR(x0, y0) = PT ||h(x0, y0)||2 and
PR(x, y) = PT ||wH

0 h(x, y)||
2, respectively. Together with

the noise power PN , which is assumed to be equal at both
receiving users, these powers dictate the SNR, which can be
calculated for a given position as

ρ(x, y) =
PR(x, y)
PN

. (26)

It is widely known that channel capacity associated with
a given user can be calculated as a function of its SNR [33].
More specifically, the capacity associated to a user at (x, y) is

C(x, y) = log2(1 + ρ(x, y)). (27)

The channel capacity of the legitimate user is defined asC0 ≜
C(x0, y0) = log2(1 + ρ(x0, y0)).
The eavesdropper’s ability to tap the legitimate link is

usually measured by the secrecy rate, which is computed as
the difference between the capacity of the legitimate user and
the eavesdropper [34], i.e.,

S(x0, y0, 1x, 1y) = C(x0, y0) − C(x, y)

= log2 (1 + ρ(x0, y0)) − log2 (1 + ρ(x, y))
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= log2

(
1 +

1
ρ(x0,y0)

ρ(x,y)
ρ(x0,y0)

+
1

ρ(x0,y0)

)
. (28)

The secrecy rate depends on the power ratio between the
legitimate user and the eavesdropper κ̄ = ρ(x, y)/ρ(x0, y0).
Therefore, by considering (19) and by assuming that both
users are positioned in the beamforming direction, one can
rewrite the secrecy rate as

S(d0, 1d, α) = log2

(
SNR−1

0 + 1

SNR−1
0 + κ̄(d0, 1d, α)

)
, (29)

where SNR−1
0 = 1/ρ(x0, y0) is the inverse of the SNR of the

legitimate user.
In terms of PLS, the best scenario exists when κ̄ → 0

which corresponds to a scenario where the eavesdropper is
not able to receive the transmitted signal and S → C0. On the
other hand, the worst scenario is when the eavesdropper
has the same ability to receive the transmitted signal as the
legitimate user, which traduces in a null secrecy rate (i.e., S =

0 bps/Hz). This only happens when both users are co-located
(i.e., 1d = 0), regardless of the field region dictated by d0,
since κ̄(d0, 0, α) = 1. For any other eavesdropper’s location,
κ̄(d0, 1d, α) < 1 and a positive secrecy rate S > 0 bps/Hz is
expected. For the same eavesdropper displacement 1d , the
analysis of subsection IV-A indicates that the field region
dictates how the array contributes to the PLS. As previously
noted in (22), the impact of the normalized gain Ḡ on the
power ratio κ̄ is clearly affected by the operating field region
associated with the legitimate user reference distance d0,
which solely relies on the relation between d0 and DFA (see
Fig. 3). This means that the field region of a given user at a
distance d0 can be changed by modifying Fraunhofer’s array
distanceDFA, which can be done by activating or deactivating
antenna elements. As described in Section II, this scenario is
modeled by considering that the ELAA can operate with a
variable occupation ratio O.

Let us now consider an ELAA transmitting to a fixed
reference location p0 = (x0, y0) in the broadside direction
(α = 0). This point corresponds to a reference distance
d0 = DFA when the ELAA is operating with an occupation
ratio O = 4%. Fig. 6 shows the evolution of the secrecy
rate considering different occupation ratios and potential
eavesdropper displacements 1d = [0, 1000λ] in the
beamforming direction. The transmit power PT is defined
to assure that the channel capacity of the legitimate user is
C0 = 3 bps/Hz.

From the figure, it can be noted that for small values
of 1d and regardless of O, the secrecy rate is very low,
which is explained by the fact that both users experience the
same power gain. However, as expected, as 1d increases,
the secrecy rate increases. Also, it can be observed that for a
fixed value of 1d , the secrecy rate increases as O increases.
For instance, when the eavesdropper is at 1d = 500λ
from the beamforming target, the secrecy rate increases from
S = 1.6 bps/Hz to S = 2.2 bps/Hz when the occupation ratio

FIGURE 6. Secrecy rate considering an ELAA with different occupation
ratios.

increases from O = 4% to O = 80%. This behavior can be
explained by the fact that the physical size of the sub-array
effectively used for communication increases, which means
that the focal point (x0, y0) enters progressively in the
near-field asO increases. As a consequence, the beamforming
gain imposes a reduction in the SNR of the eavesdropper.
For instance, when O = 100%, the reference distance is
d0 =

DFA
30 , where the beam focusing effect is available and the

SNR of the eavesdropper is substantially degraded, leading to
an increase in the secrecy rate. Note that since the complexity
of the signal processing tasks is conditioned on the number of
antennas, the ELAA might operate with an occupation ratio
O < 100% (i.e., without all antennas being active) most
of the time. However, when a secure downlink transmission
is required, the occupation ratio can increase to force the
operation in the near-field regime so that the beam-focusing
effect can be exploited. This can be very useful when the
security level of the communication should be increased, such
as in scenarios involving key exchange processes or when
very sensitive information is transmitted. This suggests that
one can change the occupation ratio O to manage the secrecy
rate, which yields an additional degree of freedom in terms of
PLS.

C. JAMMING REJECTION
Let us now consider the uplink scenario for analyzing the
jamming rejection features of the ELAA. In this scenario, it is
considered a malicious user transmitting a jamming signal to
sabotage the communication between the legitimate user and
the ELAA. The jamming user transmits a signal with power
PT = βPT , where PT is the power of the signal transmitted
by the legitimate user and β ≥ 1 is a scale factor representing
the power advantage of the jamming user.

The received signal at the ELAA is composed of the sum
of the signal transmitted by the legitimate user, the jamming
signal, and the noise, i.e.,

y = h(x0, y0)s0 +
√

βh(x, y)s+ ν, (30)
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where ν ∼ CN (0, σ 2IN ) is a vector representing the AWGN
components of the different receive antennas and s0 ∈ C
and s ∈ C are data symbols transmitted by the legitimate
and malicious user, respectively. The ELAA employs MF
combiningwith weightsw0 leading to a combined signal after
beamforming given by

z = wH
0

(
h(x0, y0)s0 +

√
βh(x, y)s+ ν

)
= wH

0 h(x0, y0)s0 +
√

βwH
0 h(x, y)s+ wH

0 ν, (31)

where the term wH
0 ν is the combined noise with power

PN = σ 2. Therefore, the ‘‘transmit’’ SNR associated to
the legitimate user is defined as SNR =

PT
PN

. Clearly,
in the presence of a jamming signal, the capacity becomes
dependent on the signal-to-noise plus jamming ratio (SNJR),
which is defined as

SNJR(x0, y0, 1x, 1y, β) =
PT ||h(x0, y0)||2

βPT ||wH
0 h(x, y)||

2 + PN

=
SNR||h(x0, y0)||2

1 + βSNR||wH
0 h(x, y)||

2
.

(32)

By taking advantage of (19) and by considering that both
users are in the same beamforming direction, one can also
write the SNJR as a function of the power ratio κ̄(d0, 1d, α),
namely

SNJR(d0, 1d, α, β) =
SNR

1
||h(d0,α)||2

+ βSNRκ̄(d0, 1d, α)

(33)

Moreover, by defining the SNR for the legitimate user after
MF as SNR(d0, α) = SNR||h(d0, α)||2, it results

SNJR(d0, 1d, α, β) =
1

1
SNR(d0,α)

+ βκ̄(d0, 1d, α)
. (34)

Clearly, when the jamming user is not present (β = 0) the
effective SNR becomes SNR(d0, α). Naturally, the achievable
capacity in this situation is C0 ≜ C(d0, α) = log2(1 +

SNR(d0, α)). On the other hand, the achievable capacity in
the presence of a jamming signal with power βPT is

C(d0, 1d, α, β) = log2

(
1 +

1
1

SNR(d0,α)
+ βκ̄(d0, 1d, α)

)
.

(35)

For a given β, it is clear that the jamming rejection can
increase if the power ratio decreases. To assess the impact
of the jamming signal on the legitimate link, one can define
the normalized achievable capacity as

C̄(d0, 1d, α, β) =
C(d0, 1d, α, β)

C0
, (36)

is the ratio between the capacity with and without the
jamming signal.

Fig. 7 shows the normalized achievable capacity con-
sidering different values of β, different reference distances
d0 along the array’s broadside (α = 0), and a jamming user
in the beamforming direction with a relative displacement
1d = [0, 500λ].

FIGURE 7. Normalized achievable capacity considering different values
of β and different field regions.

As can be noted from the figure, a higher value of β

increases the jamming ability. Moreover, when the legitimate
user is in the far field, the achievable capacity increases
slowly as the jamming user moves away (i.e., when 1d
increases), which is explained by the fact that the array does
not exhibit spatial selectivity in the beamforming direction
(i.e., both users experience the same array gain in this field
region). In fact, in the far field, the normalized power gain
is dictated by (23), confirming that the beam-focusing effect
is not available. However, when the legitimate user is in the
near field, the jamming effect reduces substantially when the
jamming user moves away from the beamforming target at d0,
which is explained by the fact that the array is filtering signals
in the beamforming direction (Ḡ < 1). For instance, when
β = 1, the normalized achievable capacity at 1d = 50λ
is 31%, 55% and 95% considering far-field, near-field with
d0 =

DFA
5 and near-field with d0 =

DFA
30 , respectively. This

demonstrates that in the near field region, the array has a
higher ability to filter out jamming signals.

Fig. 8 shows the evolution of the achievable capacity for
different occupations ratios O when the jamming user is in
the beamforming direction, operates with β = 1 and can
be located with a relative displacement 1d = [0, 500λ].
It is assumed that the legitimate user has a reference distance
d0 equal to the Fraunhofer array distance (DFA) for the
scenario where O = 4%. As a result, when O = 4%, the
communication occurs in the far-field.

As expected, whenO = 4%, the capacity decreases slowly
as the jamming user moves away from the legitimate user
since the focal point d0 is located in the far field. As O
increases, the physical size of the effective ELAA sub-array
increases, and the achievable capacity increases for the same
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FIGURE 8. Normalized achievable capacity for different occupation
ratios O.

displacement 1d . This is explained by the fact that the focal
point enters the near-field, where the beam-focusing effect
is available. As expected, the best performance in terms of
jamming rejection happens when O = 100%, where the
legitimate user is located in the near-field and the beam depth
is small. This means that the fraction of active antennas of
the ELAA can increase or decrease according to indented
level jamming rejection, which brings an additional degree
of freedom to manage resources based on the required level
of PLS.

V. CONCLUSION
In this work, we studied PLS features associated with
the communication with ELAAs. By using an appropriate
channel model that captures the near-field effects, we pre-
sented a study of the power ratio between a legitimate and
a malicious user that highlights the ability of ELAAs to
spatially filter signals along a given beamforming direction.
It is demonstrated that this ability depends on the field
region and only exists in the near-field, where beam-focusing
can be used to increase the secrecy rate and the jamming
rejection features. Since the classification of the field region
is dependent on the effective antenna array size, it was
demonstrated that the PLS features can be controlled by
modifying the number of active antennas of the ELAA,
leading to an interesting degree of freedom to manage PLS
in upcoming 6G communications.

Concerning future work, we consider the development
of new optimized beamforming algorithms that take into
account the near field particularities of non-LoS scenarios
an interesting research opportunity. Another interesting
direction of future work might be to use the high positioning
capabilities of ELAAs to identify the position of malicious
users and use that information for secure beamforming.
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