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ABSTRACT To address the challenges of selecting task schemes and ensuring secure channels duringdata
collection and transmission by unmanned aerial vehicles, the study divides the secure transmission model
into physical domain and social domain based on graph theory to ensure the security of unmanned aerial
vehicles during task execution. Secondly, the multi to one matching problem was optimized through
matching theory, achieving maximum benefits between drones and ground to ground (D2D) users. This
study designed a stable matching scheme for drone task allocation based on bipartite graphs and a popular
matching strategy for drone security spectrum resource allocation based on bipartite graphs. By adapting the
design of a series of coherent actions of drones from information collection to information transmission, the
efficiency and security of drone information transmission can be improved. The experimental results show
that the average revenue of the designed algorithm for unmanned aerial vehicles is between 21 and 40, while
the average revenue range for a single task is between 173 and 210. Compared with other algorithms in
terms of security performance for drones and D2D users, the algorithm designed in the study shows strong
advantages. Specifically, in terms of drone safety performance, the design algorithm’s performance improves
as the spectrum sharing limit increases. The advantage becomes more obvious when the sharing limit value
reaches 1; From the perspective of D2D users, the average worst-case safety rate of the design algorithm
increases with the increase of flight cycle and average power. Compared tofixed-trajectory drones, the overall
performance gain of the research and design algorithm reaches about 18.2%, and compared with fixed power
drones, the overall performance gain reaches about 15.5%. In summary, the research has made significant
progress in task allocation and channel security spectrum resource allocation. The design algorithm achieves
the optimal effect between computational complexity and performance, and overall maximizes the benefits
between drones and D2D users.

INDEX TERMS Bipartite graph, stable matching, spectrum resources, task allocation, drones, popular
matching.

I. INTRODUCTION

With the continuous popularization and development of drone
technology in recent years, many industries have gradu-
ally shown certain application trends in the drone industry.
Unmanned aerial vehicles (UAV) have the advantages of
relatively low cost, diverse job perspectives, relatively flex-
ible application deployment, and free operation from human
control during the application process. These advantages
can greatly improve work efficiency under special operating
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conditions. In addition, drones can utilize real-time inter-
action capabilities to transmit actual data to ground base
stations, ensuring timely data transmission [1], [2], [3]. The
process of collecting and transmitting data via drones entails
two primary concerns. The first issue is the allocation of tasks
during the data collection process; The second issue is chan-
nel allocation during data transmission. The two allocation
issues run through the entire process of drone data collection
and transmission. If the task allocation problem cannot be
solved, it will result in no one being able to effectively allo-
cate tasks based on their own energy and task needs during
the task execution process. This will lead to a decrease in
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the application efficiency of drones. If the issue of channel
allocation cannot be resolved, it may result in an absence of
assurance regarding data transmission by drones post data
collection. The security of the transmission channel will be
insufficient, and information is prone to external leakage [2],
[4], [5]. With the development of artificial intelligence tech-
nology and its application in the field of network security, the
application of Internet of Things technology provides effec-
tive solutions for these two problems. By relying on Internet
of Things technology, drones can not only establish airspace
networks and air to ground networks, but also compensate for
the shortcomings of ground networks in terms of longitudinal
spatial scalability. The integration and optimization of data
collection and transmission by UAV, and the guarantee of
reliability and safety in information gathering, is addressed
through task and channel allocation [6], [7], [8]. Therefore,
from this point of view, this research takes bipartite graph
technology as the optimization basis to optimize the continu-
ous operation of UAV information collection and information
transmission in an integrated way. This ensures stable and
secure transmission of drone data, as well as laying the
groundwork for future drone applications.

This study has the potential to enhance drone security
during task execution by presenting a secure transmission
model utilizing graph theory. The model is segregated into
physical and social domains, ensuring drone security dur-
ing task execution. This is of great significance for the
safe application of drones in military reconnaissance, air
transportation, emergency rescue, and other fields; It can pro-
mote collaborative operation between drones and ground to
ground users: The matching theory in research optimizes the
multi to one matching problem, achieving maximum benefits
between drones and ground to ground users. This study aims
to enhance the efficiency and effectiveness of coordination
between drones and ground users during mission execution,
optimizing the overall operational efficiency of the drone
system. The focus is on improving the efficiency and security
of drone information transmission by adaptively designing
a series of coherent actions from information collection to
transmission. This approach enhances the efficiency and
security of drone information transmission. This will help
ensure the secure transmission of information during drone
missions and reduce potential risks caused by information
leakage. By researching and designing algorithms, significant
achievements have been achieved in task allocation and chan-
nel security spectrum resource allocation between drones and
D2D users. This will help to further expand the application of
drones in urban planning, environmental monitoring, disaster
warning and other fields, bringing more convenience to social
and economic development and people’s lives. In summary,
this study’s accomplishments in task allocation and channel
security spectrum resource allocation enhance drone system
performance while promoting safe and efficient drone oper-
ation in various application scenarios, contributing to social
and economic development and improving people’s quality
of life.
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At the social level, the social motivation of this study lies in
providing efficient, stable, and secure solutions for real-world
drone application scenarios through the design of intelligent
drone task allocation and channel security spectrum resource
allocation schemes. First, there is a need to enhance the
efficacy of drone resource utilization. This can be achieved
by dynamically matching and optimizing the allocation of
drone tasks and channel resources, resulting in effective use
of limited resources, forestalling waste and redundancy, and
overall fostering resource utilization efficiency. Secondly,
data transmission security needs to be ensured: during the
data transmission process, it ensures the information secu-
rity and communication quality of drones, prevents network
attacks and leaks, and is conducive to maintaining personal
privacy and data security. Once again, the application tech-
nology of drone technology needs further development: this
research achievement will help promote the wider application
of drone technology in various fields, including logistics dis-
tribution, monitoring and inspection, emergency rescue and
other scenarios, bringing convenience to social development.
Furthermore, the optimization of drone scheduling and man-
agement necessitates the implementation of intelligent task
allocation and channel security spectrum resource allocation.
These measures will reduce the need for manual scheduling
management, heighten scheduling accuracy, augment drone
group collaboration abilities, and allow for greater adaptabil-
ity in complex application scenarios.

At the technical level, the objective of binary matching is
to achieve the optimal outcome in the optimization problem,
which is to maximize the overall benefits for all partici-
pants. In the design of this intelligent drone task allocation
and channel security spectrum resource allocation scheme,
a stable matching model based on bipartite graphs and a
popularity matching model are used to achieve long-term
benefits in changing environments and optimal allocation
of drone tasks and channel resources during flight cycles.
In the task allocation scheme based on bipartite graph sta-
ble matching, the task information decomposition of UAV
is achieved, and in a dynamically changing environment,
UAV can balance various benefits and costs to make optimal
decisions. Moreover, this model meets the three necessary
conditions of policy anti-counterfeiting, jealousy elimination,
and effectiveness, ensuring optimal matching in changing
environments. In the drone safety spectrum resource allo-
cation strategy based on bipartite graph popular matching,
it ensures the efficient operation of drones while ensuring
the security of drone data transmission. Through an analysis
of physical and social domains, it is possible to enhance
data security while maximizing transfer rates, and achieve
effective solutions to multi-objective optimization match-
ing issues. Overall, the motivation behind bipartite graph
matching is to maximize overall benefits through rational
decision-making and trade-offs in complex and changing
environments as much as possible. The social motivation
of this study is to provide effective practical guidance
for the development and application of drone technology,
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resulting in innovation and advantages for socio-economic
development.

The contribution of this study to society is reflected in
the following aspects: it can improve the security of drones
during task execution: by introducing a secure transmission
model based on graph theory, it is divided into physical
and social domains, ensuring the security of drones during
task execution. This is of great significance for the safe
application of drones in military reconnaissance, air trans-
portation, emergency rescue, and other fields; It can promote
collaborative operation between drones and ground to ground
users: The matching theory in research optimizes the multi to
one matching problem, achieving maximum benefits between
drones and ground to ground users. This will help improve the
efficiency and effectiveness of cooperation between drones
and ground users during mission execution, and optimize the
operational efficiency of the entire drone system; This study
enhances the efficiency and security of drone information
transmission by adaptively designing a series of coherent
actions from information collection to information trans-
mission, thereby improving the efficiency and security of
drone information transmission. This will help ensure the
secure transmission of information during drone missions
and reduce potential risks caused by information leakage.
By researching and designing algorithms, significant achieve-
ments have been achieved in task allocation and channel
security spectrum resource allocation between drones and
D2D users. This will help to further expand the application of
drones in urban planning, environmental monitoring, disaster
warning and other fields, bringing more convenience to social
and economic development and people’s lives. In summary,
the achievements of this study in task allocation and channel
security spectrum resource allocation not only improve the
performance of drone systems, but also facilitate the safe and
efficient operation of drones in various application scenarios,
making contributions to social and economic development
and improving people’s quality of life.

In terms of originality, firstly, this study is based on graph
theory, dividing the secure transmission model into physical
and social domains to ensure the security of drones during
task execution. It comprehensively guarantees the secure
transmission of drones in different scenarios from multiple
dimensions, which is more detailed and comprehensive than
previous studies. This is an innovative point of this study.
Secondly, the study optimized the many-to-one matching
problem by using matching theory, achieving the maximum
benefit between drones and ground to ground users. This opti-
mization method is based on game theory and breaks through
the limitations of traditional drone task allocation methods,
further improving the efficiency of drones in executing tasks.
It is another major innovation in this research. Overall, this
study combines graph theory and game theory, with a new
theoretical perspective and method, to completely change the
task allocation and secure spectrum resource allocation meth-
ods of drones, providing strong theoretical support for the
efficient and safe operation of drones, with high innovation.
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Il. RELATED WORKS

In recent years, research on unmanned aerial vehicle channels
has been continuously deepening. The Zhong X team has
designed a network system that serves UAV for device to
device spontaneous docking. This system jointly optimizes
the network from the perspectives of channel allocation and
relay allocation, thereby maximizing the capacity of the
relay network. The optimization problem can be divided into
two sub-problems through alternating optimization. Then a
reinforcement online learning method based on real-time
capacity technology was proposed to solve the sub prob-
lem. The research results indicate that drone assisted D2D
networks can achieve higher capacity effects through joint
optimization [9]. The He Y team analyzed the transmission
delay problem of drones in relay self-organizing networks.
This study optimizes the channel allocation and relay per-
formance of UAV from the perspective of information
transmission security. The optimization process introduced a
framework called alternating optimization, which was solved
using the Newton method. The research results show that
this method has achieved significant performance improve-
ment in information transmission delay [10]. Yang C team
analyzed the UAV assisted vehicle edge computing scheme.
The study proposes a method that utilizes UAV for temporary
learning schemes to assist in channel and task allocation.
This method uses drones as temporary relay points for
decision-making system calculation support. The research
also includes the design and study of a more efficient data
transmission method. This transmission method eliminates
the cost minimization problem of human processing through
composite selective tasks. The research results show that the
designed method greatly improves the data transmission effi-
ciency between drones and vehicles [11]. Shuaipeng Fei used
five machine learning algorithms, including Cubist, Support
Vector Machine (SVM), Deep Neural Network (DNN), Ridge
Regression (RR), and Random Forest (RF). These algorithms
fuse multiple sensor data from drones to predict wheat yield.
Experiments have shown that the prediction accuracy of using
UAV multi-sensor data fusion is significantly higher than
that of a single sensor in each machine learning model.
When further integrating these models for ensemble learn-
ing, the prediction accuracy improves [4]. Jiang Zhang et
al. reviewed the generation of aerial orthophoto images in
UAV remote sensing. This study focuses on the correc-
tion and stitching of aerial images, which is the key to
generating UAV orthophoto images based on vision. They
summarized three main visual orthophoto generation frame-
works, namely 2D stitching framework, SfM framework,
and SLAM framework, and detailed and compared relevant
important algorithms to solve the problem of difficulties in
cross platform evaluation of SLAM based orthophoto gener-
ation methods [3]. Adnan Fayyaz Ud Din et al. applied the
theory of optimal dynamic programming. They proposed an
innovative control architecture to maximize the glide range
of UAVs. They proposed a unique reinforcement learning
technique called ““optimal dynamic programming” to address
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the control complexity arising from the unique design of
UAVs. This method is computationally acceptable while
effectively controlling the entire flight state of the UAV. The
nonlinear simulations conducted under different environmen-
tal conditions indicate that their proposed method is more
effective than traditional classical methods [2].The Hosen MS
team has proposed a dynamic communication wireless self
address network solution for public safety communication
systems. This scheme can achieve wireless access of UAV
in a short period of time in case of network congestion.
Drones can reliably and efficiently transmit information from
various devices. Additionally, the study suggests a fuzzy
logic-based channel allocation method that can prioritize
channel allocation [12]. The Zhao N team has designed a
negative number unmanned aerial vehicle joint optimization
strategy for joint trajectory and power allocation problems.
Research is based on multi-agent deep learning technology
to maximize network utility while meeting customer needs.
Research provides a solution for joint optimization through
deterministic strategy gradient methods. The research results
show that the method network designed in the study is more
robust and computationally simpler [13].

On the other hand, graph theory and related technologies
have also been deeply applied in many fields. The Li X
team has proposed a graph fusion framework for multi view
clustering. Then the research applies the bipartite graph car-
dinality to it. The special structure of the Gnu data divides
the data into different groups, and uses the self supervised
weighting method to find the joint graph across views. This
study manipulates the joint graph through direct constraints.
The algorithm design allows for scalability with data size
and exhibits robust stability [14]. Li Z proposed a nonlinear
interaction graph neural network based on user project bipar-
tite graph. This model can provide more personalized project
recommendations under the theme driven and user driven
conditions of the same community. Traditional computing
methods tend to employ linear interaction and single-level
community operations, which incur relatively high costs.
Therefore, a hierarchical bipartite graph neural network is
proposed for large-scale e-commerce project processing.
It can predict user preferences on a large scale and match
them with e-commerce projects. The research results show
that this method has broad application prospects [15]. Wang
K team applied the bipartite graph to community search.
Aiming at the problem that the cohesive subgraph in the exist-
ing bipartite graph technology can not measure the marginal
weight of the community, but can only measure the cohe-
sion between different vertices, it proposed a group search
technology based on weighted bipartite graph. The main goal
of this technology is to find significant communities. Then,
the study limited the search space to subgraphs smaller than
the original graph, thus forming a new search structure. The
research results show that the model designed in the study has
higher indexing efficiency [16]. The employment of matching
algorithms is progressively rising, and the Liang S team is
utilizing prevalent matching algorithms for spatial matching
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and fixed image transformations. The learning transformation
domain block matching method designed in the research can
perform high-precision similar block clustering in the pres-
ence of noise interference, and perform multi-layer sparse
transformation. The research and design methods not only
have higher accuracy, but also can achieve high-performance
local denoising [17]. The Zhang W team has proposed a
matching algorithm for recognizing left and right hand posi-
tion and angle features. This algorithm locates interfering
factors during the process of recognizing gesture features.
Then it can perform similarity judgment based on template
matching and eliminate interfering factors. In addition, it also
has certain effectiveness in real-time recognition and clas-
sification of Jingtai jewelry. The research results show that
this method can effectively eliminate interference factors to
achieve gesture recognition effect with a recognition rate of
96% [18]. Chen K proposed four different matching algo-
rithms. The four algorithms are based on computer vision and
can match features of outdoor scenes. Under different circum-
stances such as full rotation of the original image, continuous
transformation of scene clarity, continuous transformation of
scene, continuous scaling of specific areas, and resolution
changes. The research and design methods allow for accurate
matching of the transformed image with the original image
while ensuring the number of feature points during the match-
ing process. The study conducted experimental analysis on
four matching algorithms, and the results showed that all
four algorithms have robustness [19]. Therefore, the research
content and contributions of drone channels are summarized
and presented in an intuitive form, as shown in Table 1.

From the current research results in relevant fields, it can
be concluded that there is a research on IoT based joint
applications between D2D users and drones in terms of drone
channels. However, most studies concentrate on transmission
performance and analyzing the dynamic features of UAV,
without comprehensively examining transmission security.
The bilateral problem directionality and multi-objective opti-
mization characteristics of both graph theory and matching
theory can play an important role in unmanned aerial vehicle
channel security issues. Therefore, from this perspective,
the study combines the two and innovatively starts with the
continuous action of drone information collection and trans-
mission. Finally, it analyzes the transmission guarantee of
drone data transmission.

Ill. DESIGN OF UAV TASK ALLOCATION AND CHANNEL
SECURITY SPECTRUM RESOURCE ALLOCATION SCHEME
BASED ON BIPARTITE GRAPH

A. TASK ALLOCATION SCHEME BASED ON STABLE
MATCHING OF BIPARTITE GRAPH

The study analyzes the coherent behavior of unmanned aerial
vehicle information collection and transmission. Conse-
quently, the study incorporates an analysis of data collection.
Under the intelligent perception of drones, users can receive
certain rewards by performing perception tasks through pri-
vate drones. The task publisher recruited a group of drones
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TABLE 1. Literature summary table.

Reference Author Document Name Document Content Document Contribution
number
X Joint optimization of relay
9] Zhon' ot deployment, channel allocation, and Joint optimization of channel Increase in the capacity of the relay
alg’ relay assignment for UAVs-aided allocation and relay allocation network
D2D networks
Trajectory optimization and channel .
. . Channel allocation and relay . . . o
Y. He, et allocation for delay sensitive secure S Reduction of information transmission
[10] o performance optimization from an
al transmission in UAV-relayed . . - . delay
VANETS information security perspective
Learning basejd channel allocation and Drone-assisted channel allocation and Improvement in data transmission
C. Yang, task offloading in temporary UAV- . .
[11] . . . task allocation based on temporary efficiency between drones and
etal assisted vehicular edge computing . .
learning schemes vehicles
networks
Demonstrated better prediction
accuracy for wheat yield with the use .
. UAV-based multi-sensor data fusion of multi-sensor data fusion from Imprf)v;d the accuracy of \yheat yield
S. Fei, et . . . . . predictions by fusing multiple sensor
[4] and machine learning algorithm for drones compared to a single sensor in f .
al. . LS. L data and using ensemble learning
yield prediction in wheat every ML model. Prediction accuracy
. ; . models
improved further when implementing
ensemble learning
Offere.d a detailed summary a}nd Provided insights into the key
comparison of three primary visual . .
: algorithms for generating UAV-based
J. Zhang,  Aerial orthoimage generation for UAV orthophoto generation frameworks orthophoto images, and took steps
[3] ' ? . (2D stitching, SfM, SLAM) tackling . ?
et al. remote sensing . . towards solving the cross-platform
the problem of difficulties in cross- . .
. evaluation difficulty for SLAM-based
platform evaluation of SLAM-based orthophoto methods
orthophoto generation methods P
The method was computationally
feasible and effectively managed the
entire flight state of the UAV. The Proposed a novel control architecture
AFU Robust flight control system design of robustness and effectiveness were for UAV flight, bringing forth greater
2] é + ;11 ? a fixed wing UAV using optimal further validated through nonlinear efficacy and robustness in controlling
’ dynamic programming simulations under various UAV's flight state compared to
environmental conditions, with results conventional methods
indicating higher efficacy compared to
traditional classical methods
M.S. Dynamic channel allocation technique
Hosen, yn o . q Wireless access of drones in the event Achievement of priority allocation of
[12] for cognitive radio based UAV .
and Y. of network congestion channels
networks
Peng
Multi-agent deep reinforcement Solution for joint trajectory and power
N. Zhao, learning for trajectory design and ' 1or J M pow Improve network robustness and
[13] o . allocation problems based on multi- . .
etal. power allocation in multi-UAV ) computational complexity
agent deep learning technology
networks
. Multiview clustering: A scalable and C -
[14] X.Li,et parameter-free bipartite graph fusion App llcathn of.the cardinality of Demonstrated scalability and stability
al. bipartite graph
method
7. Li. et Hierarchical bipartite graph neural Large-scale e-commerce project
[15] ' al ? networks: Towards large-scale e- processing, prediction of large-scale Broad application prospects
’ commerce applications user preferences
[16] K. Wang, Efficient and effective community Proposal of a group search technology Higher indexing efficiency of the
et al. search on large-scale bipartite graphs based on weighted bipartite graph model
S. Liang, Labmat: Learned feature-domain H1gl?—pr§c151on similar bIOCkA . ..
[17] . . . clustering in the presence of noise High-performance local denoising
etal. block matching for image restoration .
interference
Ww. Research on gesture recognition based Similarity iudement based on template
[18] Zhang, et on improved template matching yJudg . P Achieved a recognition rate of 96%
. matching
al. algorithm
[19] K. Chen, Efﬁm?nt feature mgtchmg algorlt.hms Matching features of outdgqr scenes Robustness of all four algorithms
etal. applied to robust image processing based on computer vision

through the Internet of Things and conducted sensing tasks.
The complete sensing system is shown in Figure 1.

In this environment, the task environment faced by drones
is often variable. It is assumed in this study that drones will
experience energy costs when selecting to wait for higher
reward tasks. Therefore, drones will balance the benefits and
costs for task planning [20], [21], [22]. Based on this, task
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informatization can be divided into two main stages: release
and perception, as shown in Figure 2.

The study proposes a dynamic matching model that
emphasizes long-term benefits in dynamic environments.
The task of drones is stochastic, and the path of drones
is also stochastic. Therefore, the research mainly focuses
on dynamic stable matching under time-varying features.
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FIGURE 1. Complete sensing system.
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FIGURE 2. The two main stages of release a

The dynamic matching mode of bipartite graph is shown in
Figure 3.

The study and design of the bipartite graph dynamic
matching model are presented as five-tuple expressions. The
preference values of UAV under different sub regions are
shown in Formula (1).

ey

In formula (1), s and r are both represented by task
elements; v represents the speed of the drone. There
are three necessary conditions in the dynamic match-
ing process. Firstly, a matching mechanism with strategic
anti-counterfeiting needs to be such that no participant can
deviate from their current true preferences to benefit them-
selves. Secondly,it is possible to reasonably eliminate the
effect of jealousy. Finally, an effective task allocation plan
cannot make one party solely profit without harming the inter-
ests of other drones. The condition for eliminating jealousy is

LZ),' = Sisr,-,,v,-
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nd perception.

shown in formula (2).
(st 4700 (') >u (5,1 4 75 (1)) )

In formula (2), ¢ represents time; s and r are both task
element representations. The task allocation plan also needs
to meet the effectiveness requirements, and the primary con-
ditions that an effective task allocation plan needs to meet are
shown in formula (3).

vQ £ Q 3

In formula (3), 2 represents an effective allocation scheme
for assigned tasks, as shown in formula (4).

Q — (Su, 1)

“

Allocation scheme ' represents the allocation task under
time ¢, which can be expressed as formula (5).

)

/ /

u’ru

Q — <s %)
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Online drone Published Offline drone Unpublished

Currently Matchable

------ Waiting for matching
FIGURE 3. Dynamic matching mode of bipartite graph.

At this point, formula (6) needs to be met.

(S;,p ty + Tsl,ty (r,;)) > (sus ty + Ty, (ru)) (6)

There are also some drones that meet the conditions as
shown in formula (7).

(Su/, Ly + Tsyty (ru’)) >uw (S/ua Iu + Ty 1, (r;)) N

Based on three necessary conditions, an example of task
allocation algorithm is formed as shown in Figure 4.

Figure 4 shows that at a certain moment, newly added
drones enter the public queue to participate in task allocation;
At this point, the sub region releases tasks, and the drones that
were already in the queue can detach from the public queue
for decision-making. Due to the principle of first in, first out
being the basis for determining the task queue, priority will be
given to the first arriving drones. If the drone receives a task,
it is capable of executing said task. If the task is not accepted,
alternative sub-areas are available for task waiting.

In the Bipartite graph dynamic matching model, we rep-
resent the matching relationship between UAV and tasks in
the form of five tuples. Whenever the nodes in the Bipartite
graph change due to UAV joining or completing a task,
the preference value of each UAV for the task is recalcu-
lated, followed by matching them. This process will take
place every time a new drone is added or a drone com-
pletes a task. The dynamic matching process entails three
necessary conditions. Firstly, a matching mechanism with
strategic anti-counterfeiting needs to be such that no partici-
pant can deviate from their current true preferences to benefit
themselves. Secondly, the jealousy effect can be reasonably
eliminated. Finally, an effective task allocation plan cannot
make one party solely profit without harming the interests of
other drones. To address the issue of time variation, we use a
time window approach to adjust the algorithm of the graph.
Within each time window, we recalculate the task preference
values for each drone and perform matching. As the time
window progresses, the graph structure adjusts accordingly.
In order to solve the Assignment problem, we designed a
task allocation algorithm. At a certain moment, newly added
drones enter the public queue to participate in task allocation.
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At this time, sub regions publish tasks, and drones that were
already in the queue can leave the public queue for decision-
making. Due to the principle of first in, first out being the
basis for determining the task queue, priority will be given to
the first arriving drones. If the drone receives a task, it can
execute it. If it does not accept it, it can enter other sub
areas for task waiting. We understand that this is an NP
hard problem, so we use heuristic algorithms to solve it.
Although heuristic algorithms cannot guarantee finding the
optimal solution, in practical applications, they can find a
satisfactory solution within an acceptable time. Ant colony
optimization (ACO) algorithm is a heuristic algorithm that
simulates the foraging behavior of ant colonies. It can find
local optimal solutions in the search space and has good
robustness. Therefore, the study applies the ACO algorithm to
the proposed allocation algorithm. The allocation algorithm
steps are:

1) Enter the next moment t.

2) The swarm intelligence perception system prioritizes
drones based on their social reputation, sensor accuracy, flight
speed, and other indicators. Each drone will establish its own
preference list based on the expected waiting time and the
energy consumption information required to perform tasks in
sub regions obtained through ACO algorithm.

3) If no tasks are published at the current time t, the
algorithm will jump out of the loop. Otherwise, the swarm
intelligence perception system will select a sub area for pub-
lishing tasks.

4) If the first in, first out queue associated with the selected
sub region js is empty, the system will allocate the tasks
published by the js sub region to the top ranked drone in
the public waiting queue. Then, the system will return to the
previous step and select the sub area for the next publishing
task. In case, the first-in, first-out queue related to JS isn’t
empty, then the system will allocate the tasks published by JS
to the top-ranked drone in the first-in, first-out queue.

5) If the drone accepts the task, the swarm intelligence
perception system will officially deliver the task and record
relevant information. If the drone refuses the task, it will
select a first in, first out queue associated with a sub area with
more expected benefits, and wait for the task to be released
in that area. Then, the system will return to step 3 and select
the sub area for the next publishing task.

6) Repeat steps 3 to 5 until no tasks are released within
time t. Then, the system will return to step 1 and proceed to
the next time t.

This study focuses on the design of drone task allocation
and channel security spectrum resource allocation schemes
based on bipartite graphs, mainly involving two specific
schemes: task allocation scheme based on stable matching
of bipartite graphs and drone security spectrum resource
allocation strategy based on popular matching of bipartite
graphs. Among them, bipartite graph is a special graph struc-
ture used here to describe the correlation between drones
and tasks. Task allocation scheme based on stable matching
of bipartite graphs: Firstly, research divides tasks into two
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Entering other waiting queues

® 000

Q:--000- O

Public waiting queue

FIGURE 4. Task allocation algorithm.

main stages: publishing and perception. A dynamic matching
model is then established to represent the preference values
of drones in each sub-region in quintuples. This model can
address long-term benefits concerns in changing environ-
ments. A task allocation scheme that strategically counters
counterfeiting, eliminates jealousy effects and meets effec-
tiveness requirements is deemed efficient. A UAV security
spectrum resource allocation strategy based on bipartite graph
popular matching: After the UAV successfully obtains the
task, further planning of the data transmission path begins.
In order to ensure the security of data during transmission, the
research divides the transmission model into two main parts:
physical domain and social domain. In the physical domain,
drones may face the threat of eavesdropping during commu-
nication. To avoid this situation, drones can adjust their flight
trajectory, reduce transmission power, and collaborate with
D2D users on the ground. In social domains, only trusted
D2D users can share channels. This strategy can improve the
security of transmission.

In terms of task allocation strategy, first, initialize all
drones and tasks, assign a weight to each drone based on
their attributes, and then establish a priority queue for each
task. Since the task needs to be matched in the bipartite
graph, it is necessary to calculate the priority between each
drone and the task. This can be achieved by calculating the
time and energy consumption required for drones to perform
tasks. Each drone will establish a preference list based on the
priority of the task and the expected waiting time. For each
task and drone, tasks can be assigned to each drone from their
respective priority queues. In addition, we need to ensure that
the allocation process meets the working time constraints of
the drone. This task can be accomplished using a method akin
to the Hungarian algorithm. However,since this problem is
NP hard to solve, alternative heuristic algorithms, such as
simulated annealing algorithms or genetic algorithms, may
be necessary.

In channel security spectrum resource allocation, first, it is
necessary to construct a graph to represent the security of
each channel. This can be achieved by calculating the signal-
to-noise ratio and interference of the drone on the channel,
as well as considering other factors that may affect channel
security. Based on the calculation results, construct a chan-
nel safety spectrum diagram, where each node represents a
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specific channel, and edges represent the possibility of drones
switching between channels. Assign drones to channels: For
each drone, a channel needs to be assigned based on its
security. A method similar to task allocation algorithms can
be used to establish a priority queue for each drone based
on channel security. Then, assign a channel to each drone.
Lastly, dynamic adjustments can be enacted based on the
time windows of drones and tasks when allocating duties and
channel resources. In this way, when a new drone is added to
the task queue or a drone completes a task, the task and chan-
nel allocation can be recalculated. This algorithm ensures the
long-term stability of the entire system in rapidly changing
environments. In practical applications, this algorithm can
find a satisfactory solution within an acceptable time.

Here, a heuristic task allocation method based on genetic
algorithm is proposed. Genetic algorithm is an optimization
algorithm that simulates the evolutionary process of organ-
isms in nature, and is usually used to solve some NP hard
problems. Genetic algorithms gradually improve solutions
by simulating natural selection, crossover, and mutation pro-
cesses. The following are the detailed steps:

1) Algorithm initialization: Firstly, randomly generate a set
of solutions called a population. Each solution represents a
feasible task allocation scheme referred to as an individual
or chromosome. Chromosomes are composed of genes that
represent the mapping relationship between tasks and drones.

Fitness evaluation: Traverse each individual and calculate
their fitness. Fitness is an indicator that measures the quality
of a task allocation plan. Here, fitness can be defined as the
negative value of the total task completion time, drone energy
consumption, or other indicators that measure task execution
efficiency. In this way, the smaller the fitness, the better the
solution.

2) Selection step: According to a certain selection strategy
(such as roulette selection or tournament selection), select
pairs of individuals from the current population based on fit-
ness probability. This mimics the process of natural selection,
where exceptional solutions have a higher chance of being
selected, but less optimal solutions still have a probability of
selection to maintain diversity in the search.

3) Cross step: Selected individuals are paired for cross
operation. Crossing is the generation of new solutions by
exchanging partial genes in chromosomes. For example,
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crossing strategies such as single point crossing, multi-point
crossing, or even crossing can be adopted. In the con-
text of task allocation problems, it is necessary to perform
cross-breeding operations under constraints, such as avoiding
task assignment to multiple drones and ensuring that all tasks
are assigned to drones.

4) Mutation step: Perform mutation on newly generated
individuals. Variation involves introducing new features by
altering one or more genes in a chromosome. The probability
of mutation is usually small to ensure that the algorithm has
a certain degree of randomness and flexibility. In this issue,
we should ensure that mutation operations do not break task
allocation constraints.

5) Replacement step: Replace individuals with lower
fitness in the current population with newly generated indi-
viduals. This process is actually abandoning inferior solutions
and leaving behind better ones, promoting the overall fitness
of the population.

6) Termination condition: If a certain termination condition
is met (such as reaching the maximum number of iterations,
having sufficient fitness, etc.), the algorithm stops. If not,
return to step 2 and continue with the next iteration.

B. UAV SAFETY SPECTRUM RESOURCE ALLOCATION
STRATEGY BASED ON BIPARTITE GRAPH POPULAR
MATCHING

After the drone successfully assigns tasks, it will start task
route selection and data transmission. From the allocation
and selection of data collection task points, the planning of
task paths, to the process of task transmission, the security of
drone transmission is to some extent lacking guarantee [23],
[24], [25], [26]. Therefore, to ensure the efficient operation
of drones, it is necessary to analyze the transmission security
meanwhile. When designing a secure transmission model for
the unmanned aerial vehicle Internet of Things, the secure
transmission model is divided into two main parts: the logis-
tics domain and the social domain. This division allows for
the unmanned aerial vehicle flight cycle to be divided into
small, fixed time slots. When the time slot is small enough,
the topological network changes within continuous time slots
can be ignored. The physical domain of the model is shown
in Figure 5.

Figure 5 shows that after task allocation, the drone will
choose to hover above a certain task point. During data trans-
mission, drones usually start from the starting point and fly
directly to the location directly above the base station. This is
because the position directly above the ground base station is
often the location with the best quality of information trans-
mission in the air to ground link. No one has the opportunity
to hover in this position for as long as possible to ensure
the integrity of data transmission. However, air-to-ground
communication is extremely susceptible to eavesdropping.
Assuming that all eavesdroppers can eavesdrop on air to
ground communication information in random subchannels,
drones need to actively adjust their trajectory during flight
to avoid eavesdropping on air to ground communication
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information. Meanwhile, the drone must decrease its signal
transmission power in the vicinity of potential eavesdroppers
and cooperate with D2D users on the ground who can manage
eavesdropping interference. This is to ensure the security
of cellular downlink transmission, and the specific secure
transmission model is shown in Figure 6.

Figure 6 shows that each D2D user pair consists of
two main components, namely a transmitter and a receiver.
By sharing the spectrum, different D2D user pairs can ensure
mutual information transmission security. In addition, under
similar circumstances, social networks can encourage indi-
viduals to act as friendly jammers. Different D2D users and
drones form a social domain together. Illegal and unautho-
rized D2D users in social domains can also cause information
security issues. Therefore, it is possible to distinguish users
within the social domain based on whether they have social
trust information, and only share the social spectrum of the
channel with trusted D2D users. This study adopts the orthog-
onal frequency division multiple access scheme as the basis,
under which the system will allocate orthogonal subchannels
with equal bandwidth to all drones. At this point, the drone
can actively obtain channel status information between the
base station and D2D users. At this point, although the drone
can obtain the location of the eavesdropping user, the eaves-
dropping user can hide themselves by maintaining silence,
so the error in location information is relatively large. Hence,
this research employs Euclidean distance between a variety of
devices to signify their three-dimensional coordinates, with
formula (8) displaying their positional arrangement.

xi (1) = x,'(E () + Axg ®)
Vi (1) = ¥ (1) + Ay

In formula (8), Ax; and Ay respectively represent the
radius of the range defined with the uncertain position as the
center; xi (t) and yi (¢) respectively represent the accurate
location coordinates of the eavesdropping user; ¢ represents
the time; x,f (t) and yf (t) respectively represent the exact
location coordinates of the eavesdropping user. The move-
ment limit of the drone during the normal flight cycle can be
expressed as:

\/(xj t+1)—x (f))2 + e+ -y (t))2 < VmaxA
9)

In formula (9), viax represents the maximum flight speed,;
xj (t) and y; (t) represent the set of flight trajectory coor-
dinates, respectively. The drone utilizes this constraint to
ensure smooth planning from the starting point to the des-
tination. When drones share subchannels with D2D users,
eavesdroppers will eavesdrop on the channel. Due to the
use of spectrum resource allocation in research, D2D users
can act as eavesdropping jammers while sacrificing security
in some areas for interference; Meanwhile, drones sacrifice
some of their reachability rates to enhance information con-
fidentiality. The worst-case average security rate of the drone
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channel is shown in formula (10).

+
Rjx (1 )]

(10)

C™ () = %Z |:Rj,b () —max  max

€e 2 2 2
=1 €kSE Axp+AY<R;

In formula (10), T represents the flight cycle; R; i (¢) rep-
resents the real-time achievable rate of D2D communication
channel eavesdropping for eavesdropping users; R; , (t) rep-
resents the real-time reachable rate of the base station; ¢
represents the eavesdropper. At this point, assuming that all
drone and D2D users aim to improve their own profits, the
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optimization objective of drone u; can be expressed as:

M

1
P1: max_ Z C2 (u;) (11)

j=1
In formula (11), x and y are both positional variables; P
is the power variable; w represents the channel allocation
decision variable. The goal of D2D users is to maximize the
rate while fully utilizing security constraints. All D2D users
make decisions through local channel decision-making, and
the optimization goal of the users is shown in formula (12).
N T
P2 : max % Zi:l Zi:l R; () (12)

In formula (12), R; (¢) represents the real-time reachable
rate of D2D user receiving end; N represents the elements
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of the signal decision matrix; T represents the time ele-
ment. Under the premise of fixed drone trajectory and power,
the study utilizes binary variables to jointly optimize the
goals of drones and D2D users, forming a multi-objective
optimization problem. The main optimization objective of
drones is the confidentiality rate, while the main optimization
objective of D2D users is the achievable rate. Matching theory
is a mathematical tool that optimizes the personal interests
of all matching participants to achieve multi-objective and
optimization among different groups. This theory assumes
that all matching participants are rational, so conflicts may
arise between different individuals due to different interests.
There may be conflicts between drone benefits and D2D user
interests in this study. Optimizing the safety performance of
drones separately may reduce the accessibility rate of D2D
users; Unilaterally increasing the user’s accessibility rate may
reduce the safety performance of drones. In this case, the
Pareto optimal solution of bilateral interests obtained through
matching theory is often the most practical.

Therefore, this study proposes a hierarchical maximum
size popular matching algorithm to achieve popular matching
under the same group effect. The multi-objective optimiza-
tion matching problem proposed in the study essentially
belongs to the bidirectional matching problem of disjoint sets.
The overall goal is to simultaneously satisfy the interests
of both users. Without considering the same group effect,
the utility function of drones only considers the same chan-
nel interference introduced by D2D users, while users only
consider the same channel interference formed by drones in
the opposite direction. At this point, the preference list of
different users is fixed, and the optimization objective can
be consistent with a single optimization objective. At this
juncture, bilateral many-to-one matching can be described
as a unidirectional projection of a many-to-one matching
function. The mapping direction is shown in formula (13).

DUUUP=DUUUY
dieD (13)
MJ'EU

Due to the fact that the spectrum reuse limit of drones
under stable matching cannot be met in practical many-to-
one matching, stable matching is not the best match for
both drones and D2D users. Therefore,recent research has
shownthat matching stability to popularity has become more
flexible, transitioning from local stability to global stability.
The deviation in popularity can be defined in the form of
formula (14).

10 (Q, Q/)
=D vi(QE). Q@)+ D v (Qw) . @ () (14)
dieD ui el

In formula (14), 2 represents matching; Q’ represents that
matching € is a popular match if and only if it is for any
match obtained from D U U U @; d represents D2D user.
The hierarchical matching algorithm designed in this study
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mainly searches for the largest popular matching, as shown
in Figure 7.

In the initial stage, all D2D users in the underlying system
detach from the offline state and transition to the online state.
On this basis, all top-level D2D users have moved from online
status to offline status. Hierarchy differentiation is beneficial
for some D2D users who are rejected by drones to have a
second chance of matching. Bottom-tier users that have been
rejected by the drone will be designated to the top tier, where
users of higher priority matching permissions compared to
those at the lower level are present. The overall complexity
of the algorithm at this point is shown in formula (15).

7 = 0(max{|8/|} + |D/UU’ ,

ol-lv)  as

In formula (15), max {}8/|} + |D/ U U’| represents the
complexity of establishing the graph; |D’ | . ‘U ! | represents
the matching complexity. At this point, if no drones receive
requests from top-level D2D users, it can be determined that
matching limited to the current region is popular. Because the
receiving conditions for requests from drones in the region are
that D2D users are within the channel receiving range and are
suitable for receiving. Based on their preference list, underly-
ing D2D users will send requests to drones, with drones being
more likely to fulfill requests from top-level users than from
underlying ones. This also indicates that matching is popular
and there are no blocking edges.

The algorithm process includes the following steps:

In the initial stage, the D2D user in the first layer is online
and requests spectrum reuse from the top ranked drone in the
preference list, which has not previously rejected the D2D
user.

If all drones in the first layer reject the online D2D user,
then the user moves to the queue Q, and the second layer D2D
user becomes available for online.

Whenever the drone replica receives a spectrum multiplex-
ing request, it will reject or receive it based on the preference
list.

The complexity of the algorithm depends on building and
matching the graph.

This algorithm proves that the obtained matching is the
maximum size popular matching relative to the original
image. Firstly, divide D into a set containing the first layer
D2D users and a set containing the second layer D2D users.
Similarly, the set of drones matched to the first and second
layer D2D users is represented by Ul and U2, respectively.

The algorithm demonstrates that any D2D users not
matched in the matching process are situated in the second
layer of D2D users while all unmatched drones are located in
the first layer of drones.

In addition, the algorithm also proves that if a matching 2
‘obtained from €2 is given, and €2’> €2, then the popularity
deviation is greater than 0. Therefore, this algorithm can find
the maximum size popular matching in many to one matching
problems without considering the same group effect. Taking
into account the same group effect, this algorithm can also
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FIGURE 7. Hierarchical matching algorithm.

maintain popularity in the initial construction of popular
matching structures.

IV. ANALYSIS OF THE EFFECTIVENESS OF UNMANNED
AERIAL VEHICLE TASK ALLOCATION AND CHANNEL
SECURITY SPECTRUM RESOURCE ALLOCATION SCHEMES
A. ANALYSIS OF THE EFFECTIVENESS OF DRONE TASK
ALLOCATION SCHEMES

The experimental environment is set as follows: Firstly, the
simulation is conducted ina 1 x 1 x 1 km three-dimensional
space with 8 drones and 50 pairs of D2D users. There is a base
station located in the center of the space, while D2D users are
evenly distributed throughout the entire area, ensuring that
the distance between the sending and receiving ends does
not exceed 50 meters. The Unit of time we set is timeslot.
There are 160 timeslots in total, and each timeslot is 1 second
long.During each time slot, every drone will fly towards the
base station’s vicinity from its starting position, achieving a
maximum speed of 10 meters per second. The base station
has four specific locations with coordinates of (—400, —400),
(400, —400), (400, 400), and (—400, 400). Every two drones
will fly from location n to location (n mod 4+1), with values
ranging from 1 to 4. If the drone is unable to reach the base
station within the designated time slot, it will directly fly to
the destination. In addition, 8 eavesdroppers were randomly
distributed in the network, and their estimated position error
radius ranged from 20 meters to 80 meters. The flying altitude
of drones ranges from 80 meters to 120 meters. In terms of
transmission power, the ground equipment has a transmission
power of 10 dBm, and the average transmission power of the
drone is 20 dBm, with a maximum of 4 times the average
value. The path loss coefficient of ground communication
is 3, the unit channel gain is —60 dB, and the noise power
is —120 dBm. Drones have a spectrum sharing limit of 5,
a mutual interference threshold of —90 dB, and D2D users
have a security rate threshold of 0.5 bps/Hz. In the social

10080

domain, the Erdos Renyi model was used to construct a social
relationship graph, with a probability of establishing a social
link of 0.6. When analyzing the effectiveness of unmanned
aerial vehicle task allocation schemes, the parameters were
set based on the energy model and stochastic environment of
the rotor type unmanned aerial vehicle, as shown in Table 2.

Meanwhile, comparative analysis was conducted using
exhaustive search algorithm, static stable matching algorithm,
random algorithm, and the algorithm designed in this study.
The average perceived energy consumption and average
perceived system revenue of different sub regions are shown
in Figure 8.

Figure 8 (a) shows that with the increasing number of
data nodes in the sub region, the average energy consump-
tion of the three algorithms shows a gradual upward trend.
This can be attributed to the increment in collection points,
which leads to a longer shortest path. From the comparison,
it can be seen that the energy consumption of the algorithm
designed in the study is between the other two algorithms.
This reflects the balance between computational complexity
and energy consumption performance. Figure 8 (b) shows
that the average revenue of the system increases with the
increase of the number of sub regions, and the curve position
of the research and design algorithm ranks second, between
the revenue values of 800 and 2100. Although this algorithm’s
efficiency is slightly inferior to an exhaustive search, the latter
can lead to significant computational waste. The research
and design algorithm achieved the optimal effect between
performance and efficiency. The changes in average revenue
of drones and average revenue of individual tasks are shown
in Figure 9.

Figure 9 shows that the average revenue of the designed
algorithm for UAV shows an increasing trend with the number
of sub regions, with revenue values ranging from 21 to 40.
The position of the curve is second only to the exhaus-
tive algorithm, and it also achieves a balance between
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FIGURE 8. Perceived average energy consumption and perceived system average revenue in different sub regions.

TABLE 2. Test parameters for human-machine task allocation scheme.

Test parameter setting Numerical value

Number of sub regions 5
Number of drones 10
Sensor accuracy 1
Initial Social Reputation Value 0
Data collection point data volume interval 0.8-12Mbits
Drone propulsion power 340W
Drone hover power 220W
Drone hover power 1.1V
Battery capacity 2*¥104mAh
Charging time ratio 0.25
Slot Is
The length interval between data collection points 100-1000m
Advance speed 2-16m/s
Number of collection points in a single area 15

computational complexity and profitability. In terms of the
average return effect of a single task, the algorithm designed
by the research also achieved a benefit advantage; The curve’s
growth occurs within the return values of 173 and 210.

B. ANALYSIS OF THE EFFECTIVENESS OF CHANNEL
SECURITY SPECTRUM RESOURCE ALLOCATION SCHEME
The study on drone task allocation schemes utilized a
three-dimensional spatial network range to evaluate its effi-
ciency. Meanwhile, research will be conducted to set the base
station in the central area, and users will be evenly distributed
within the area. The specific parameter settings are shown in
Table 3.
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To avoid route confusion caused by excessive overlap of
test drone trajectories, this study selected five representative
drone trajectory routes as the analysis route, as shown in
Figure 10.

Figure 10 displays the simultaneous formation of flight
trajectories between location 1 and location 2 by two UAV.
Although the takeoff point and time of the unmanned aerial
vehicle are the same, the spectrum flying strategy is also
different due to the different flight heights of the unmanned
aerial vehicle. Therefore, the flight trajectory exhibits subtle
differences. The changes in algorithm iteration times and the
average worst-case confidentiality rate of UAV are shown in
Figure 11.

From Figure 11, it can be seen that the study compared
popular matching channel allocation algorithms, popular
matching algorithms, stable matching channel allocation
algorithms, and stable matching algorithms. The data shows
that iteration times for all four algorithms increase as the
number of drones increases, indicating a convergence effect.
In addition, from the comparison, it can be seen that the
algorithm designed in the study is superior to other algorithms
in terms of both the number of iterations of the algorithm
itself and the number of iterations of channel allocation appli-
cations. At the same time, in the comparison of the average
worst-case confidentiality rate, the average worst-case confi-
dentiality rate of the algorithm designed in the study increases
with the increase of social link probability. Compared with
other algorithms, the algorithm studied ensures performance
while greatly reducing complexity. We also achieved a
midpoint in performance and complexity.The comparison
between the security performance of the algorithm and the
average reachable rate is shown in Figure 12.

From Figure 12, it can be seen that the study com-
pares exhaustive algorithms, popular matching algorithms,
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FIGURE 9. Changes in average revenue of drones and average revenue of individual tasks.

TABLE 3. Experimental parameters of channel security spectrum resource
allocation scheme.

Test parameter setting Numerical value

Network range 1*1*1km3
Number of drones 8
Number of D2D user pairs 50
Distance betwgen sender and 50m
receiver
Number of time slots 160
Time slot duration Is
Maximum rate 10m/s
Location 1 coordinates (-400, -400)
Location 2 coordinates (400, -400)
Location 3 coordinates (400, -400)
Location 4 coordinates (-400, 400)

stable matching algorithms, and game algorithms formed
by alliances. The research results demonstrate a com-
parison between exhaustive algorithms, popular matching
algorithms, stable matching algorithms, and the alliance for-
mation game algorithm designed by our institute in terms
of drone safety performance and reachability rate. From
the perspective of drone safety and D2D user safety, the
algorithm developed in this study presents notable bene-
fits. With the increase of drone spectrum sharing limit, its
security performance gradually enhances, especially after the
sharing limit value reaches 1, its advantages become more
obvious. In contrast, other algorithms, especially exhaustive
algorithms, although slightly higher in security performance,
can lead to a large amount of computational waste, so they
are not applicable in practical applications. In terms of the
achievable rate of drones, although the algorithm designed
in this study gradually decreases with the increase of drone
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spectrum sharing limit, its value is second only to the exhaus-
tive algorithm at each sharing limit point. Overall, the alliance
formation game algorithm designed in this study not only
ensures the safety performance of drones and D2D users, but
also effectively controls the decrease in reachable rate. Com-
pared with other algorithms, it has higher practical value and
superiority. Specifically, it shows a trend of rapid improve-
ment in the early stage and a decrease in the later stage,
with advantages gradually becoming apparent after the shared
limit value is 1. Meanwhile, by comparing with other algo-
rithms, it can be seen that the security performance numbers
of the algorithm designed in the study are only lower than
those of the exhaustive algorithm at each shared limit point;
Exhaustive algorithms can cause a significant amount of
computational waste and are not applicable in practical appli-
cations. In addition, in terms of reachability rate, the designed
algorithm’s drone reachability rate gradually decreases with
the increase of drone spectrum sharing limit. The reachable
rate values of the algorithm studied and designed are only
lower than those of the exhaustive algorithm at each shared
limit point. From the perspective of D2D users, the security
performance curve of D2D users studying and designing
algorithms gradually increases with the increase of drone
spectrum sharing quotas. There is a noticeable pattern of
rapid improvement in the initial stage,followed by a decline in
later stages, with the advantage eventually becoming apparent
once the shared limit value reaches 0. Meanwhile, by com-
paring with other algorithms, it can be seen that the security
performance numbers of the algorithm designed in the study
are only lower than those of the exhaustive algorithm at
each shared limit point; Exhaustive algorithms can result
in a considerable amount of computational waste and are
impractical in real-world scenarios. In addition, in terms of
reachability rate, the designed algorithm’s drone reachability
rate gradually decreases with the increase of drone spectrum
sharing limit. The reachable rate values of the algorithm
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FIGURE 10. Drone trajectory route.
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FIGURE 11. Changes in algorithm iteration times and average worst secret rate of unmanned aerial vehicles.

studied and designed are only lower than those of the exhaus-
tive algorithm at each shared limit point. The comparison and
variation of the average worst-case safety rate of UAV are
shown in Figure 13.

Figure 13 shows that the average worst-case safety rate of
UAV studied and designed with algorithms increases with the
increase of flight cycle and also with the increase of average
power. In addition, it can be seen that the algorithm designed
in the study has a significant overall performance gain in the
average worst-case safety rate during the information trans-
mission process of UAV. Compared to fixed trajectory drones,
the overall performance of the average worst-case safety rate
has been improved by about 18.2%, while compared to fixed
power drones, the overall performance has been improved by
about 15.5%. This indicates that the algorithm can effectively
improve the security performance of UAV during information
transmission, enabling them to ensure the safe transmission
of information and achieve high economic benefits during
the execution of tasks.Compared to the average worst safety
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rate curve of UAV on fixed trajectories, the research and
design algorithm yields an overall performance increase of
approximately 18.2% for the average worst safety rate curve.
Compared with the average worst safety rate curve of fixed
power UAV, the overall performance gain of the average worst
safety rate curve of the research and design algorithm is about
15.5%. This demonstrates the superior performance of the
algorithm developed in the research.

Compared with existing spectrum resource allocation
schemes, the algorithm studied not only ensures channel
security but also improves spectrum utilization, enabling
drones to more effectively utilize spectrum resources during
data transmission. In addition, compared to other existing
algorithms, the algorithm studied has a slower growth rate
in iteration times, indicating that when dealing with complex
problems, the algorithm studied can converge faster, thereby
improving computational efficiency. Moreover, compared to
existing unmanned aerial vehicle communication security
solutions, the algorithm studied not only ensures the safety
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FIGURE 12. The security performance and average reachable rate of algorithms.

rate, but also improves the flight efficiency and spectrum
utilization efficiency of UAV, with obvious advantages.

In terms of practicality, the algorithms studied can be
widely applied to various scenarios that require UAV for data
collection and transmission, such as agriculture, environmen-
tal monitoring, emergency rescue, military reconnaissance,
etc. In these applications, drones need to perform tasks in var-
ious complex environments, such as mountains, forests, water
bodies, etc. Optimizing task and spectrum resource allocation
strategies is critical for drones. In addition, with the develop-
ment of 5G and IoT technology, the application of drones will
become more widespread. This algorithm can help achieve
efficient, secure, and reliable operation of unmanned aerial
vehicle networks, providing important technical support for
intelligent applications such as intelligent cities and agricul-
ture. However, the practicality of this algorithm also depends
on various factors in the actual environment, such as the
number of drones, the complexity of tasks, and the complex-
ity of the environment. Thus, conducting application-based
research in particular environments is imperative. Overall,
this study provides a new, efficient, and secure solution for
task allocation and spectrum resource allocation of drones,
which has important theoretical and practical significance for
promoting the development of drone technology. Therefore,
robustness testing was conducted on the drone task alloca-
tion scheme and spectrum resource allocation scheme, with
specific parameters shown in Table 4.
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In robustness testing, the study repeated 100 experiments
and recorded the results of each experiment. In approximately
95% of the experiments, the results of each indicator were
within a very close range, demonstrating good consistency.
In addition, even in certain specific situations, such as an
increase in the number of drones or a decrease in the num-
ber of D2D users, the experimental results only show slight
changes. This indicates the robustness of the research, that is,
our task allocation and spectrum resource allocation schemes
can maintain efficient and stable performance in various
situations.

Compared to other methods, research innovatively adopts
matching theory to optimize many-to-one matching prob-
lems, which can maximize the benefits between drones and
ground users. At the same time, a stable matching scheme
for drone task allocation based on bipartite graphs and a pop-
ular matching strategy for drone security spectrum resource
allocation based on bipartite graphs have been innovatively
researched and designed. These two strategies optimize a
series of coherent actions of drones from information col-
lection to information transmission, improving the efficiency
and security of drone information transmission. In terms of
the security performance of unmanned aerial vehicles and
D2D users, the algorithms designed and studied have shown
strong advantages: specifically, the security performance of
unmanned aerial vehicles improves with the increase of
spectrum sharing limit, and the advantage is more obvious
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FIGURE 13. Comparison and variation of average worst-case safety rate for unmanned aerial vehicles.

TABLE 4. Robustness testing.

Test parameter settings Numerical value

Runs 100
network range 171km3
Number of drones 8
Number of D2D user pairs 50
Distance between sender and receiver 50m
Number of time periods 160
Duration of time period 1s
maximum speed 10m/s
Position one coordinate (400, -400)
Position two coordinates (-400, -400)
Position three coordinates (400, 400)
Position Four Coordinates (-400, 400)

when the sharing limit reaches 1. From the perspective of
D2D users, the average worst-case safety rate of the design
algorithm increases with the increase of flight cycle and
average power. Compared to fixed trajectory drones, the
overall performance improvement of the algorithm studied
and designed is about 18.2%, and compared to fixed power
drones, the overall performance improvement is about 15.5%.
In terms of maximizing the benefits between drones and
D2D users, the algorithm studied and designed achieves
the optimal effect between computational complexity and
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performance, and overall achieves the maximization of bene-
fits between drones and D2D users. The design method of this
study effectively solves the problem of selecting task plans
and ensuring a secure channel for drone data collection and
transmission, and has high application value.

V. CONCLUSION

The results indicate that under the research design method,
the average income of drones ranges from 21 to 40; The
average return on a single task is between 173 and 210;
The optimal effect was achieved between performance and
efficiency. In terms of the convergence effect of iteration
times, the safety performance curve of drone and D2D user
research and design algorithms gradually increases with the
increase of drone spectrum sharing restrictions. After the
shared limit values are 1 and O, the advantage gradually
becomes apparent. In terms of accessibility, the designed
algorithm’s drone accessibility gradually decreases with the
increase of drone spectrum sharing restrictions. In addition,
the overall performance gains of the average worst-case
safety curve for research and design algorithms are approx-
imately 18.2% and 15.5%. This indicates that algorithms
designed for research have more advantages. The energy con-
sumption of the algorithm designed by the research institute
is between the other two algorithms, reflecting the balance
between computational complexity and energy performance.
However, this also exposes the potential limitations of our
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method in balancing energy consumption and computational
complexity, and future research can delve deeper into this
issue.
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