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ABSTRACT Logistics transports, stores, and delivers goods from the producer to the final user. Logistics
have become increasingly complex in today’s globalized world, making it imperative to address data
integrity, transparency, and secure storage challenges. [oT devices in logistics allow for real-time monitoring
of goods, vehicles, and environmental conditions. However, this generates vast amounts of data, necessitating
areliable and secure data storage and management system. These issues above can be addressed by deploying
a blockchain-based solution. Blockchain is an innovative technology that operates on a decentralized
database system, and it has different applications, which include finance, healthcare, and so on. This research
proposed a blockchain- IoT-based Model for enhancing the logistics process. The proposed model utilized
the Interplanetary file system to secure and efficiently store logistics data on a distributed and decentralized
network and the SHA-256 hashing algorithm to ensure users’ private information anonymity. The model
also establishes rules by using smart contracts, which increases efficiency. The performance evaluation
of the proposed model was done based on the security transactions, latency, cost, and throughput. The
experimental results and performance evaluation show that the proposed model is more efficient and secure
than the existing blockchain-based systems. Additionally, the proposed model offers the real-time monitoring
of goods while in transit. The proposed model solves the IoT logistics system’s Security, storage, and
interoperability challenges. It also provides recommendations for logistics stakeholders to adopt blockchain
technology. Despite the implications, the limitation of this study is that it was tested in a controlled
environment.

INDEX TERMS Blockchain, efficiency, hashing algorithm, IoT, IPFS, logistics system, smart contract and

security.
I. INTRODUCTION consumers [1]. However, logistics operations involve com-
A. GENERAL CONTEXT plex procedures requiring efficient handling of numerous
The logistics industry is vital to the world economy as it goods, vehicles, storage facilities, and stakeholders. It entails
moves and delivers goods and services from producers to  delivering the correct goods to the right customer in the

proper condition at the right destination [2].
The associate editor coordinating the review of this manuscript and . The logistics 1n.tegrat10n W%th the IoT has s‘1gn1f1.cant¥y
approving it for publication was Alessandro Pozzebon. improved the logistics domain. The IoT device aids in
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FIGURE 1. The blockchain-layered architecture.

efficiently acquiring logistics data using radio frequency
identification (RFID), sensors, bar codes, [3] etc. In addition,
the IoT tracking device helps in the real-time location of
goods, which invariably increases the end-to-end visibility
in logistics operations. IoT devices also help monitor logis-
tics shipment conditions in transit using real-time sensing
capability.

Despite the benefits of IoT in logistics, it poses some pri-
vacy, Security, and efficiency challenges in logistics systems.
For example, the centralized database nature of IoT-enabled
systems makes logistics systems more vulnerable to cyberat-
tacks. Some vulnerable cyber-attacks in IoT-enabled logistics
systems include DoS, DDoS, masquerading, insider attacks,
and so on [4]. In addition, the vast amount of data collected
with IoT devices creates efficiency issues that affect the logis-
tics systems’ data processing time and scalability. Finally,
the inability of IoT devices to exchange data with other
devices(interoperability) hinders the efficiency of informa-
tion flow in logistics systems. However, the existing logistics
system solution has yet to be able to address these chal-
lenges. Therefore, to address the issues above, we deploy a
blockchain-based innovation with interplanetary file systems
(IPES) in the logistics system.

Blockchain is a distributed ledger system that provides
a secure, decentralized network. It offers an environment
where peer-to-peer networks validate transactions using cryp-
tographic techniques to protect data [5]. Blockchain enables
a transaction to be carried out in the network without the
permission of a central authority. The decentralization fea-
tures in blockchain reduce the risk of one-point failure
attacks [6]. Blocks store transactions in the blockchain,
and each block contains transaction data, timestamps, block
hashes, Merkle toots, etc. These features offer better Security
with anonymity, immutability, and transparency [7]. Fig 1
depicts the blockchain layer architecture.
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Application Layer: This is the topmost layer of the
blockchain, where smart contracts and decentralized appli-
cations interact with the users via scripts.

Consensus Layer: This layer is responsible for the
authentication of transactions. It deploys nodes to validate
transactions.

Network Layer: This layer is referred to as propagation or
p2p layer. It helps nodes in the blockchain network to identify
another node for internode communications.

Data Layer: This layer is responsible for storing data.
When a transaction is validated through a consensus mech-
anism, the data is recorded in a block and linked in a chain.

Infrastructure Layer: This layer consists of a data server
that securely stores data in the blockchain.

IPFS (interplanetary file system) is a decentralized [8]
storage system used to store and distribute data in files
with hashing identifiers that offers strong Security with
low latency in data sharing and communication in the IoT
network.

However, this research aims to develop a holistic logistics
model that leverages the capabilities of IoT, blockchain, and
IPES to address the following key objectives:

Real-time Monitoring: Utilizing IoT sensors and devices to
monitor the condition, location, and status of goods in transit,
ensuring real-time traceability and transparency.

Data Integrity and Security: Implementing blockchain
technology to create an immutable record of transactions,
thereby ensuring the integrity and Security of logistics data,
including the tracking of goods, contracts, and payments.

Efficient and Resilient Data Storage: Leveraging the IPFS
to securely store and retrieve logistics data in a decentralized
and efficient manner, reducing data redundancy and improv-
ing data availability.

Cost Reduction: Evaluating the proposed model by opti-
mizing routes and reducing the cost of transportation and
delivery.

Enhance Scalability and Interoperability: Develop smart
contracts on the blockchain to automate IoT devices and
streamline logistics processes, including goods monitoring,
route optimization, and warehouse management.

B. THE CONTRIBUTION OF THE RESEARCH

The primary contributions of this study are presented as
follows:

a) The research proposed a secured and efficient blockchain-
based IoT logistics model on distributed and decentralized
Ethereum networks.

b) A secured security mechanism that utilizes the SHA-
256 hashing algorithm was deployed to improve users’
private data anonymity. The model also used the Ethereum
blockchain smart contract to enhance the system’s effi-
ciency

¢) The proposed model deployed a secured, distributed, and
decentralized storage mechanism using the IPFS system
to store gathered logistics data.
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d) The security evaluation of the proposed model is done
based on DoS, DDoS, Sybil attacks, etc., while the per-
formance evaluation is done based on latency, cost, and
throughput of transactions. Experimental results show that
the proposed model is more secure and efficient than the
existing blockchain-based systems.

C. RESEARCH ORGANIZATION

The remaining parts of the research are organized as follows:
Section II presents the background of the study, which com-
prises the overview of the IoT technology, the IoT in logistics,
and the challenges of IoT logistics systems. In addition, this
section also presents the blockchain smart contract with a
hashing algorithm and IPFS mechanism with blockchain.
Section III reviews the existing literature and works on two
streams. They comprise blockchain-based logistics applica-
tions, IoT-enabled blockchain systems in different domains,
and the limitations of related works. Section IV describes
the proposed work, which consists of the proposed model,
operational flow, the deployed smart contract algorithm, and
the experiment environment setup. Section V presents the
results and findings, which include security and performance
analysis. Section VI offers the study’s discussion, which
addresses scalability and real-life deployment of the proposed
model, and section VII concludes the research and recom-
mends future research directions.

Il. BACKGROUND OF RESEARCH

A. OVERVIEW OF IOT TECHNOLOGY

Internet of thing (IoT) may be defined as a network of
physical objects, such as wearables, machines, etc., equipped
with sensors, network connectivity, or other technologies
that enable data exchange between devices [9]. The perspec-
tives on the IoT paradigm for applications and developments
are categorized as thing-based, internet-based, and semantic-
based view [10].

Things-Based Perspective: This focuses on the research
and development of physical and virtual things into smart
things. Thus, IoT features itself as a technology responsible
for this development. The embedded technologies in tracking
and identification devices (RFID, barcode) facilitate smart
objects to function effectively.

Internet-Based Perspective: This deals with developing
Internet protocol-based networks, which facilitate smart
objects to link and communicate with one another. All the
things connected to the IoT network are recognized through
their respective internet protocol addresses (IP addresses).
The IPSO Alliance (IP for intelligent objects) developed an
IP stack, a lightweight protocol to link a quiet number of
IP-oriented bright things.

Semantic-Based Perspective: With the rising number of
connecting devices in IoT systems, a vast amount of data
is generated and transmitted with IoT devices. These data
are diverse in terms of types, content, and shape. These
data, which may originate from homogenous or heteroge-
nous environments, create an interoperability problem in IoT
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FIGURE 2. Architecture models of loT-based systems with different
mapping layers.

networks. The Semantic IoT Perspective helps resolve this
issue and allows IoT systems to recognize and extract raw
data in homogenous or heterogeneous environments using
semantic technologies. Semantic technology also aids in
analysing and interpreting pre-processed data for a better
understanding and fast decision-making [11].

The concept of an IoT system can be compiled from all
these perspectives and be construed as the interconnection
and interoperation between intelligent objects connected to
a network that facilitates ubiquitous data exchange. Thus,
from an architectural view, [oT systems comprise numer-
ous components with various characteristics that work in
conjunction to achieve the functions of systems. It contains
four layers: The sensing layer is used for data acquisition,
the network layer is used for data communication, and the
data processing layer is used for developing applications and
services. The interface layer is used for end-user access to
applications) [12]. IoT systems offer intelligent services like
in-depth data analysis and prediction. Fig 2 depicts the three
different architecture models of IoT-based systems with their
mapping layers.

B. INTERNET OF THINGS IN LOGISTICS

The evolution of IoT technology in logistics has drasti-
cally transformed logistics operations. The data analytics
generated from IoT-enabled logistics systems facilitate fast
decision-making. IoT logistics (smart logistics) technology
enablers comprise sensing and tracking devices such as
GPRS, GPS, Bluetooth, 2G, 4G, WSN, etc. The machines
facilitate the acquisition, transmission, and distribution of
logistic data. Fig 3 shows the use cases of the Internet of
Things in logistics.

Inventory Management: 10T sensors can monitor inven-
tory levels in warehouses and distribution ports. Real-time
stock-level data helps forecast demand better, reducing over-
stocking and understocking issues.

Asset Tracking: 10T sensors and GPS devices can
be attached to trucks, containers, pallets, and individual
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packages to track their real-time location. This enables logis-
tics companies to monitor the movement of goods, optimize
routes, and reduce theft and loss.

Fleet Management: 10T enables efficient fleet manage-
ment through vehicle diagnostics, fuel monitoring, driver
behavior tracking, and route optimization. This results in cost
savings, improved safety, and reduced environmental impact.

Smart Containers: Containers equipped with IoT sensors
can provide valuable data on cargo conditions, including
humidity, temperature, shock, and tampering. This informa-
tion is crucial for ensuring the integrity and quality of goods.

Smart Warehouse: The warehouse serves as a distribution
or storage facility. Multiple logistics assets in warehouses are
the core source of complexit y. Smart warehouse management
implies using connected [oT devices that provide data about
the availability of space or capacity in the warehouse to
enhance the optimal usage of the warehouse for the storage
of logistics goods.

Yard Management: 10T sensors and RFID technology can
be used for efficient yard management, helping companies
manage the flow of goods in and out of distribution ports.

Data Analytics: Analyzing IoT data to gain insights into
operations, identify trends, and make data-driven decisions
in logistics operations.

Cold Chain Management: For transporting temperature-
sensitive goods such as pharmaceuticals and perishable foods,
IoT sensors can monitor temperature, humidity, and other
environmental conditions to ensure that products remain
within specified ranges during transit.

C. CHALLENGES OF IOT LOGISTICS SYSTEMS
The significant challenges confronting IoT logistics sys-

tems are privacy, Security, scalability, and interoperability
issues [13], [14].

o Privacy Issue: The privacy issues of [oT-enabled logis-
tics result from the ubiquitous smart-integrated artifacts
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or sensors that allow information distribution in logis-
tics operations. The pervasive connectivity provided by
Internet access creates an avenue for privacy concerns by
making the data of anonymous users more accessible.

o Security Issue: The IoT systems consist of tradi-
tional computers, computing devices, and sensors. The
deployed sensors are often part of a collection of shared
types of equipment with the same features and similar
components. They also have a centralized database sys-
tem. The quality makes them susceptible to the same
pattern of attack.

o Scalability Issue: The vast amount of data collected
from IoT sensors from a heterogeneous environment
affects the data retrieval from the storage, affecting oper-
ation efficiency.

« Interoperability: This issue arises in IoT networks
due to the vast data IoT devices generate. As more
devices join the IoT system network in the hetero-
geneous environment, generating diverse data with
different data sizes and contents creates interoperability
issues. In addition, th inability of these sensing devices
to communicate between themselves in heterogeneous
environments hinders the adoption of IoT in logistics.

However, all these identified issues in IoT logistics will be
addressed in this study by deploying blockchain smart con-
tracts, hashing algorithms, and (IPFS).

D. BLOCKCHAIN SMART CONTRACT AND HASHING
ALGORITHM

Smart contracts are non-hackable, self-executable computer
programs stored in the blockchain server [15]. It can ver-
ify the accuracy of the rules, instructions, and conditions
that are put into effect. Smart contracts are created using
a high-level programming language, Solidity. Smart con-
tracts can regulate interactions between parties to speed
up decision-making, and when storing transaction data,
intelligent contracts adhere to the blockchain consensus
mechanism [16].

Blockchain utilizes a hashing algorithm to improve the
anonymity of data. In blockchain hashing algorithms, the
input and output data can be alpha-numeric. The hash func-
tions are mathematical operations that change input values
with variable lengths or predetermined lengths. The hash
value is used to describe the result of a hash function. SHA
denotes a secured hashing algorithm, and Table 1 depicts the
types of hashing algorithms used for the Security of data.

E. THE INTERPLANETARY FILE SYSTEM MECHANISM
WITH BLOCKCHAIN

An interplanetary file system (IPFS) is a distributed and
decentralized file storage system that offers an efficient stor-
age system [17]. It defines how data in files moves over an
IoT network. The IPFS network is very efficient since each
file has a unique hash identifier, which helps in reducing
the tendency of file redundancy. In IPFS, a file can only be
updated on the IPFS network when several peer nodes publish
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TABLE 1. Types of hashing algorithm.

Types of Description Output size
hashing
algorithms
MD5(Message  This kind of algorithm is 128 bits/16bytes
digest) not cryptographically
based, and it is measured
in seconds
SHA-1 It consists of 1 hashing 160 bits/20 bytes
algorithm
This hash consists of 2 SHA-256(256 bits/32
SHA-2 algorithms (SHA-256 and bytes)
SHA-512). The SHA-512 SHA-512(512 bits/64
algorithm is more secure bytes)
than SHA-256.
SHA-3 It is a subset of the SHA-(224) (256)

primitive family of Keccak  (384)
with broader cryptography  (512) bits

it. A file can be requested directly using its hash_ID rather
than the actual file name.

A single IPFS object can store up to 256 kB in the size of
files. Larger files are divided into 256 kB-sized units and dis-
persed throughout a network of nodes to be stored. IPFS uses
the protocols of the Merkle tree to create a unique hash_ID.
The hash_IDs assigned to each section of the original file are
then added to create a single hash ID. Every file stored in
the IPFS is identified by its unique hash ID, and the file will
only be published and stored in the blockchain network after
it passes the validation check.

Ill. RELATED WORKS

As a disruptive technology, blockchain has been deployed in
the logistics supply chain domain to enhance visibility and
improve efficiency. In this section, we present the applica-
tions of blockchain in logistics, IoT systems, and existing
blockchain-based solutions in logistics.

A. BLOCKCHAIN APPLICATIONS IN LOGISTICS

Blockchain has been applied in different areas of logis-
tics operation. For example, [18] proposed a food
anti-counterfeiting traceability system utilizing smart con-
tracts and the Ethereum blockchain platform. Blockchain is
used to improve the Security of data records. The blockchain
storage of the system ensured fast data retrieval. However,
the plans were limited; they were dress trade party trust
issues. [19] proposed a blockchain-based logistics solution on
a peer-to-peer network. The authors used the Ethereum smart
contracts and the RSA encryption method to improve the
efficiency of the logistics system and the privacy of clients’
private information. The proposed system’s performance was
evaluated in terms of throughput and latency. [20] presented
an Ethereum blockchain-based solution for efficient tracking
of healthcare materials. The author proposed a smart contract
on decentralized off-chain storage. The smart contract was
used to promote data provenance and improve the Security
of transaction history. The security analysis of the proposed
system, as well as its performance, was tested.
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B. BLOCKCHAIN APPLICATIONS IN IOT SYSTEMS
Blockchain has been applied to IoT systems to solve different
sector problems. For instance, using blockchain technology,
[21] designed a novel authentication method for dispersed
healthcare networks. Users are connected using the dis-
tributed identity. Public blockchain connected IoT devices
with the distributed hospital network. Verification is unnec-
essary if participating individuals or devices move across
hospitals. As a result, it cuts down on the time needed
to authenticate genuine users or devices [22] blockchain
to create a revolutionary rating-based data allocation tech-
nique for IoT. This approach uses the rating value to
assign the data to the on-chain storage system. Additionally,
it deploys a data controller that chooses how to distribute data
across blockchain storage using fuzzy logic. The system’s
limitation is that it takes longer to complete the transac-
tions [23] presented a blockchain-based, lightweight, and
secure solution for healthcare systems. This model uses IoT
devices for remote monitoring, and cryptographic techniques
are used instead of a PoW algorithm. [24] presented an
Ethereum innovative contract-based logistics management
platform with IoT integration. The logistics data were col-
lected using IoT Sensor devices. Blockchain storage acts
as a central repository for all transactions. The author pro-
poses the sequence diagram of the system, although the
reliability of the framework was not tested. Table 2 compares
related works on blockchain-based solutions in different
domains.

C. EXISTING BLOCKCHAIN-BASED SOLUTIONS IN
LOGISTICS

Blockchain technology has been increasingly explored and
implemented in logistics systems due to its potential to
enhance transparency, Security, and traceability. Table 3 sum-
marizes the existing blockchain-based logistic solutions with
their identified challenges.

The objective of this table is to present an informative
and straightforward overview of the constraints identified by
different writers and researchers in the blockchain solutions
currently in use in the logistics industry. It will also act as
a basis for demonstrating how the study’s suggested model
handles these particular difficulties.

Based on the identified limitations of the existing
blockchain IoT solution, this research will implement a
blockchain-based IoT logistics model deploying IPFS to
address these issues.

IV. THE PROPOSED WORK

This part of the study presents the proposed model, the
improved smart contract algorithms, and the materials used
for the deployment of the Ethereum smart contract.

A. THE PROPOSED SYSTEM MODEL
The proposed blockchain-loT-based model for an efficient
and secured logistics operation is depicted in Fig 4.
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TABLE 2. Comparison of blockchain-based solutions in different domain. TABLE 3. Existing blockchain-based solutions in logistics.
Autho  Description Technology Domain Limitation
r Used S
Authors Blockchain Proposed ~ Limitations/Challenges
[18] Blockchain- Ethereum Food-Agro Lack of’ /Citations Solutions Identified
based Smart Supply chain proper
solution for contract authenticati . .
tracking on of the [26] Solultlon for Supply . Restrlc?tf:d
agricultural  isor Chain Tracking scalabll{ty as
products transaction
volumes rises
[19] Blockchain- Ethereum Logistics/ Inadequate
based smart Supply chain  Security of .
solution for contract, o user data ° Lk da.ta
management  RSA processing
of logistics encryption Hife
goods,
Security of Method . Insufficient
client data privacy
information measures
[20] Blockchain- A smart Pharmaceuti  Low
based contract, cal Logistics efficiency [27] Decentralized e Security flaws
solution for decentralize Logistics in the design of
tracking d storage Management System intelligent
medical contracts
product
[21] Blockchain- IoT devices, Healthcare Low ° Interoperability
based Blockchain domain efficiency problems with
solution for Technology current
authenticatio logistics
n of the systems
healthcare User interface complexity
network resulting in low adoption
users - Ineffective consensus
[22] Blockchain- Blockchain,  Internet of Scalability [28] Block'chal'n for ASS"% ﬁ?;szscstit(};;tcr:;:: >
based system an On-chain Thing§ Issues Tracking in Logistics - ILfiatiies) epiboeill
for rating- storage Domain applicability because of
based Qata system regulatory restrictions
allocation .
Fuzzy logic
[23] Blockchain- Cryptograp - Ingdequate 're§1llence
based hic against sophisticated
solution for  techniques ~ Healthcare Lack of cyberattacks
monitoring and IoT . privacy of -Blockchain Integration in
: Logistics data . fleet management
and Security ~ sensor [29] IoT-Blockchain . sement.
of healthcare Integration for Fleet ) lekfl'lcul'tlei'wnh data
e eme synchronization
AL Management throughout the blockchain
[24] Blockchain- IoT sensor, Logistics Low: network -
based Ethereum supply chain  Scalability
solution for smart Excessiv i
-Excessive energy usage of
the contract .
the consensus algorithm
management
of logistics
operation [30] Blockchain Solution ° Low
] o ] for Cold Chain throughput
[25 Blockchain- Smart Logistics High Monitoring iicles (e
based smart Contract Supply chain  latency ability to
contract for monitor data in
logistics/sup el e,
ply chain
. . . Inadequate
The system model is made of the following components. safeguards
o The stakeholders: This comprises manufacturers, trans- against loss of
data integrity

porters, retailers, distributors, and customers. They are
the users of the proposed system.

. ° Integration
o IoT devices: sensors, RFID tags, GPS trackers, cameras, s

with
etc. These IoT devices collect and transmit data from conventional
different physical logistics assets. cold chain
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FIGURE 4. The proposed blockchain-based IoT logistics model.
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o Blockchain: a distributed ledger that verifies transac-
tions and occurrences.
« Smart contracts: The smart contract enforces agreements
and automates operations
o IPFS: The IPFS stores data in a distributed decentralized
format with unique hash_ID. Fig 5 depicts the IPFS
distribution and decentralized storage scheme deployed
by the model.
The proposed model operation is highlighted in the follow-
ing steps below;
Step 1: The registration of (manufacturers, transporters,
retailer’ customers) and IoT devices through the application
interfac

VOLUME 12, 2024
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Step 2: The assigned user_IDs and device_IDs are auto-
matically stored in the blockchain.

Step 3: The registered users and devices can log in to the
system

Step 4: The data gathered from the logistics physical assets
are Stored in the IPFS, where they are assigned with unique
hash_ID

Step 5: The data generated from logistics stakeholders are
stored in the IPFS with a unique hash value.

Step 6: The generated Hash_IDs are published in the
blockchain.

Step 7: The registered users make some transactions such
as customers, tracking goods, manufacturers checking the
availability of the warehouse, etc.

Step 8: The feedback on the transactions will be sent to the
initiator.

Fig 5 depicts the sequence diagram for registering IoT
devices into the blockchain network utilizing smart contracts.

The device owner registers their device and is initiated by
a smart contract, and they will be issued user_ID. The data
is assigned with hash_ID and published in the blockchain
network.

Fig 6 depicts the interaction between logistics stakehold-
ers, IoT devices, IPFS, and blockchain.

The logistics stakeholders register through the applica-
tion interface initiated by a smart contract. They can make
inquiries through the application interface and receive feed-
back. The logistics data acquired or gathered by IoT devices
is stored in the IPFS and assigned hash_ID. The hash_ID is
broadcast on the blockchain network.

B. THE DEPLOYED SMART CONTRACTS ALGORITHMS IN
THE PROPOSED SYSTEM MODEL
The core functions of the system consist of the following.
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TABLE 4. Notations with meaning.

Notations Meaning

User_AD User address

User_ID User unique identification
Asset AD Asset Address

Asset_ID Asset unique identification

Asset Certification identification
(Manufacturers, Suppliers, Distributors)

Asset cgrr 1
Stakeholders

o Register _User: Register the User and assign the user_ID
and public key.
o register_device: writes a new IoT device to the
blockchain and gives it an ID and public key
« send_data: sends encrypted and signed data from an [oT
device to the blockchain
« store_file: stores an image or document to the IPFS
network and returns its hash
o retrieve_file: retrieves a file from the IPFS network
using its hash
« create_contract: creates a blockchain smart contract that
outlines the terms and conditions of a logistics operation
e execute_contract: executes a blockchain smart contract
using IoT data and events.
All the notations used in the smart contract algorithms are
depicted in Table 4.
Algorithm 1 describes the smart contract execution for reg-
istrations of logistics stakeholders (manufacturer, supplier,
and distributor) and logistics physical assets (warehouse,
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Algorithm 1 Registration of User and Asset

1:Input: User details, Asset details

2: Output: Registered and Assigned User_ID
3: if (user_AD == True)then

4: Register and assign User_ID

5: Assign a hash of user_ID = (SHA-256)

6: Store the hash of user_ID in the blockchain
7: else

8: Return to None

9: if (Asset address == True) then

10: Register and assign Asset_ID

11: Assign a hash of Asset_ID =(SHA-256)
12: Store hash of Asset_ID in Blockchain
13: else

14: Return to None

15 : end if

ship, trucks, etc.). It uses the logistics stakeholders ’details,
such as address and asset address. The smart contract verifies
the address and issues a user_ID. The generated user_ID is
assigned with hashing value, then stored and updated in the
blockchain network. The same procedure is followed by the
asset owners for registration.

Algorithm 2 Smart Contract for Validation Check on Stake-
holders and Assets

1:Input: User detail, Asset details

2: Output: Log in to the system and generate certification of
operation

3: if (user_ID == True) then

4: Login user to the Blockchain network

5: else

6: Declare that the user does not exist and create an account
7: end if

8: if (Asset_ID == True) then

9: login an asset to the blockchain network

10: Generate a certificate of operation

11: else

12: Declare that the Asset does not exist and register an
account

13: end if

14: if (Asset cgrT_Ip == Pass) then

15: Declare Asset fit for use

16: Transmit collected data in and save as (Hash_ID)

17: else

18: Reschedule for Inspection of Asset and apply for certi-
fication

19: end if

Algorithm 2 describes the validation checks of all the
logistics stakeholders and assets with their unique User_ID.
The smart contract generates a certificate of operation for the
logistics physical assets and checks the Asset’s functionality.
The smart contract fastens the transmission of collected data
from a specific asset and saves it as a file with a unique
IPFS_ID. This algorithm utilized the stakeholder details and
the asset details.
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Algorithm 3 Smart Contract to Check Warehouse Availabil-
ity and Goods Condition

TABLE 5. Tools used with specifications.

1: Input: Asset details

2: Output: Confirm Asset availability and monitor goods condi-
tion

3: if (Asset cgrr_p =Pass) then

4: Check for available space

5: else

7: Reschedule for Inspection of Asset and apply for certi-
fication

8: If(goods stored in Asset_ID >1000 Units), then

9: Declare Asset not available for booking

10: else

11: Return to none 12 if (goods stored in Asset_ID <
10 units), then

11: Mark Asset_ID open for booking

12: else

13: Return to none

12: If (the temperature of goods stored in Asset_ID <25 degrees),
then

13: Mark goods safe

14: else

15: Alert the management
16: end if

In algorithm 3, the intelligent contract checks the availabil-
ity of assets for bookings and monitors the condition of goods
with regulated temperatures. It makes use of the asset details
to validate transactions.

C. EXPERIMENT ENVIRONMENT SETTINGS AND TOOLS
The experiment environment setting for the proposed model
consists of the Remix IDE (Remix Integrated Development
Environment). Remix IDE is utilized to deploy smart con-
tracts using solidity language. The proposed model is imple-
mented on an Ethereum blockchain platform, and Ethereum
provides an open-sourced public blockchain network. The
test net is used to check the deployment of smart contracts.
The Ganache tool was utilized to set up the blockchain net-
work. The application interface front end was created using
React Native. In addition, NodelS 10.16.0 offered a commu-
nication channel between the application interface and the
Ethereum framework.

Etherscan, an analytics platform for decentralized
Ethereum intelligent contracts, was utilized to record the
transaction’s duration in seconds and the cost of gas (fees
associated with the successful execution of commerce on the
Ethereum blockchain) deployed in the transaction. Table 5
shows the used tools with their specifications.

V. RESULTS AND FINDINGS

A. SECURITY ANALYSIS OF THE PROPOSED MODEL

The security evaluation of the proposed model is evaluated
based on theorems. The security threats prevalent in IoT
logistics consist of masquerade attacks, DoS, DDoS, and
phishing attacks [31], [32]. The Proposed Model is secured
against the following attacks with the specified mechanism:
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S/NO Tools Specifications
1 Windows 10  personal i5-10210 processor, 2.10 GHz,
computer and 16 GB RAM
(Intel (R) Core (TM), i5
2 Remix IDE 8250U) (0.7.0)
3 IoT device CC2530
Solidity Version 0.7-0.9
a) Masquerade Attack: A masquerade attack enables an

b)

c)

d)

€)

unauthorized user to enter a system using fictitious infor-
mation or credentials. To stop a masquerade attack, the
proposed model offers a registration service for users, and
unauthorized users are prevented from utilizing a false
identity to access the suggested application services. In the
worst-case scenario, the proposed model verifies the user
identification using the requested logistics certificate of
operation before giving access to the transaction.

Denial of Service (DoS) Attack: This attack occurs when
an adversary sends several bogus messages to the com-
munication network, slowing it down and allowing it to
exploit network traffic. Attacks can also be used to block
or ruin communication channels. However, using IPFS
with high latency will protect the Internet of logistics
systems from this kind of attack.

Distributed Denial of Service (DDoS) Attack: This attack
is similar to a traditional DoS attack. The main differ-
ence between DoS and DDoS is the attack size that an
enemy could launch. In a distributed denial of service
attack, an adversary jams or floods the communica-
tion channels with substantial traffic, thereby hijacking
the communication network. The proposed model pre-
vents this attack using IPFS with more decentralized
nodes.

Phishing Attack: In this attack, the adversary has access
to a user’s login details, such as their user_ID, and uses
it to gain access to the sensitive information, but in the
proposed model, the blockchain network will store all user
information as hash values. Since all user ID hash values
are stored in the blockchain, it will be hard for the attacker
to access this information.

Man-in-the-Middle Attack: In this attack, the adversary
takes over the communication channel to find the identi-
ties of the real nodes participating in network exchange.
Since the attacker does not need to know the alleged
victim’s identity, the adversary forces the server to identify
the transaction as a legitimate event. However, the pro-
posed model uses blockchain smart contracts to secure the
system against this attack.

Sybil Attack: In this attack, the adversary initiates the
attack by providing a node with multiple identities and
taking over several other nodes in the network. The pro-
posed model offers Security against this attack by using an
identifying mechanism. Each user in the proposed model
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TABLE 6. The security comparison between blockchain-related work and
the proposed model.

Authors  Masquerading ~ Man,  Phishing ~ Sybil DoS  DDoS
migldle

[33] X v X X v Vv

[34] X v Vv X X X

[35] X v X v v Vv

Proposed

Model

v v v v v

is validated using a different user_ID and stored as a hash,
preventing the process of giving the same identity to many
users.
Table 6 depicts the security comparison of existing
blockchain-related works with our proposed model.

B. THE PERFORMANCE EVALUATION OF THE PROPOSED
MODEL
The performance evaluation of the proposed model was
done by utilizing two blockchain-based systems, the test
blockchain system (Test-BS) and the proposed model. The
Test-BS is a blockchain-based system on a distributed
network without IPFS, while the proposed model is a
blockchain-based model on a distributed, decentralized net-
work with IPFS. The smart contract transactions consist of
registration of the logistics user, generation of hashing after
validation, issuing of the certificate, verification, and query-
ing of logistics file with unique hash_ID. To evaluate the
network overhead of the systems, 20 transactions were carried
out; the experiment’s outcome shows that the Test BS system
can only handle 15 transactions, and the proposed model can
handle more.

The three metrics parameters utilized in the proposed
model performance analysis consist of transaction latency,
cost of transactions, and throughput.

1) TRANSACTION LATENCY

Transaction Latency is the duration from the transaction
submission time to the transaction completion time. Table 7
shows the transaction time on the test blockchain-based sys-
tem and the proposed blockchain model with different smart
contract transactions and corresponding results.

From the above table, the proposed model latency is lower
than the test blockchain system. Fig 8 shows the latency com-
parison between the proposed model and the test blockchain
system for retrieving logistics data.

From the diagram above, the latency of the proposed model
is lower than that of the test blockchain syste; it is also
deduced that as the amount of retrieved data increases, the
transaction execution time rises, too.
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TABLE 7. Comparison of transaction latency between the test system and
the proposed model.

Initiators Smart Contract ~ Test-BS Proposed model
functions Transaction Transaction
. Time (Sec)
Time (Sec)
Logistics Registration () 11.54 10.55
User
Logistic Generate Hash ~ 10.34 9.57
User 0
Asset Issue 12.04 11.44
Owner Certifications
0
Asset Verify 8.58 7.47
Owner Certificate ()
Logistics Query file () 10.11 9.45
User
45
40
35
~ 30
g
©n 25
2 20
B 15
10
5
0
25 50 75 100 125

Amount of Retrived Data( MB)

e=@==Tcst-BS  e=@==Proposed Model

FIGURE 8. Latency comparison in data retrieval.

2) COST OF TRANSACTION

The transaction cost is the gas used to carry out smart
contract transactions (where gas price = 1Gwei and one
ether = 176.62USD). Table 8 shows the cost of transactions
between the test blockchain-based system and the proposed
blockchain model with the corresponding results.

The above table shows that the proposed model uses a
lower gas price to execute the smart contract transaction. Fig 9
compares the cost of gas for registering users between the
proposed model and the test blockchain system.

The proposed model consumes less gas compared to the
test blockchain system while registering users, and there is an
increase in the cost of gas as the number of registered logistics
users increases.

3) TRANSACTION THROUGHPUT

The transaction throughput is the number of transactions
a system can process at a given time. It is measured in
TPS (Transaction per second). Table 9 shows the transaction
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TABLE 8. Comparison of transaction cost between the test system and
proposed mode.

TABLE 9. Comparison of transaction throughput between the test system
and the proposed mode.

Initiators Smart Contract Test-BS Gas Proposed model
functions Cost (USD) Gas Cost (USD)
Logistics Registration () 0.95 0.19
User
Logistics Generate Hash 1.21 0.21
User 0
Asset Issue 1.05 0.25
Owner Certifications ()
Asset Verify 1.15 0.31
Owner Certificate ()
Logistics Query Logistics 1.10 0.45
User file ()
18
16
14
~ 12
2
< 10
2 8
on
— 6
=}
é 4
2
0
25 50 75 100 125

Number of Registered Users

e=@==Tcst-BS  e=@== Proposed Model

FIGURE 9. Comparison of gas cost for user registration.

throughput between the test blockchain-based system and the
proposed blockchain model with the corresponding results.

The above table shows that the proposed model has higher
throughput than the test system in performing intelligent
contract transactions. Fig 10 shows the comparison between
the system uptime and the throughput.

From the above diagram, the proposed model system
throughput is higher than the test system, and as the system
uptime increases, the system throughput rises, too.

C. COMPARATIVE ANALYSIS OF THE PROPOSED MODEL
AND EXISTING BLOCKCHAIN-BASED SYSTEM
The proposed model is compared with blockchain-related
works. Table 10 compares the proposed model and related
results on blockchain-based logistics supply chain systems.
Access Control: Th e access control of the proposed model
is defined by the smart contract. The smart contract will
trigger the validation of an authenticated user. But when an
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Initiators Smart Contract Test-BS Proposed model
functions Transaction Transaction
Throughput Throughput
(TPS) (TPS)
Logistics Registration () 330 310
User
Logistics Generate Hash 430 475
User ()
Asset Issue 440 605
Owner Certifications ()
Asset Verify 431 625
Owner Certificate ()
Logistics Query Logistics 552 701
User file ()
=== BS-Test System === Proposed Model

900
800
700
600
500
400
300
200
100

(=)

10 20 30 40 50 60 70 80 90 100120

SYSTEM THROUGHPUT (TPS)

SYSTEM UPTIME (MIN)

FIGURE 10. Comparison of system uptime and throughput.

TABLE 10. The comparison of blockchain-based related work and the
proposed model.

Author  Access ~ Data  Efficiency Scalability ~Interoperability
control _Integrity

[36] v X v v X

[37] v v X v X

[38] v v v X X

[39] v v X v X

[40 v X X X X
Propose  \/ v v v v
System

illegitimate user wants to access the system, the predefined
smart contract will deny him access.

Data Integrity: The immutability of logistics data stored in
the blockchain repository ensures that the data stored in them
are tamper-proof.
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Efficiency: Theefficiency is measured in terms of latency,
cost of gas deployed to perform an innovative contract trans-
action and throughput. The model is more efficient with the
use of smart contracts and IPFS.

Scalability: The use of blockchain smart contracts and
IPFS Improved the scalability of the proposed system.

Interoperability: The use of intelligent contracts automated
the communication between logistics sensing devices and
improved interoperability.

VI. DISCUSSION

In this section, we discuss the proposed model’s limita-
tions in terms of scalability and future work for real-world
deployment.

A. ADDRESSING SCALABILITY

In the present study, scalability was examined regarding the
capacity of IPFS and the blockchain to withstand growing
loads; however, a more comprehensive investigation is neces-
sary. For example, the network’s efficiency and Security must
be maintained as the number of IoT devices and transaction
volume rise. Blockchain systems are prone to this scalability
issue, especially regarding transaction throughput and block
size restrictions.

To overcome this, subsequent versions of our model might
investigate blockchain sharding techniques, in which the
network is split up into more manageable, smaller sec-
tions (shards) that can process transactions concurrently, thus
boosting the total transaction throughput. Scalability may
also be increased by introducing more effective consensus
techniques, like Proof of Stake (PoS) or Directed Acyclic
Graphs (DAGs).

B. REAL-WORLD DEPLOYMENT CONSIDERATION

Several factors beyond technological capabilities need to be
considered for real-world deployment. These include cost
ramifications, user adoption obstacles, regulatory compli-
ance, and interoperability with current logistics systems.

e Regulatory Compliance: It’s critical to comprehend and
abide by the legal frameworks in various jurisdictions,
particularly regarding data privacy (such as GDPR) and
the application of blockchain technology.

e Interoperability: Our Model must integrate with cur-
rent logistics systems and Internet of Things devices
to facilitate seamless communication between various
platforms and technologies. This may involve the need
for standardization protocols or APIs.

e User Adoption: The Model should be easy to use
to promote broad adoption. This entails developing
user-friendly interfaces and ensuring all relevant parties
know the advantages and workings of the blockchain
and Internet of Things systems.

e Cost Implications: A cost-benefit analysis is necessary
for real-world deployment, considering the expendi-
tures associated with system updates, maintenance, and
infrastructure.
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VIi. CONCLUSION AND FUTURE WORK

The originality of this research is that it identified and pre-
sented the security, privacy, and efficiency challenges of IoT
logistics systems. This study mitigated all these challenges by
proposing a blockchain-IoT-based logistics model for secured
and efficient logistics management. This model enhances
the privacy of logistics users and IoT devices by utilizing
the SHA-256 hashing algorithm to enforce the anonymity
of user-private information. In addition, a secure storage
scheme using an interplanetary file system for storing logis-
tics data was proposed and integrated into the IoT logistics
system. The smart contracts, automated transactions, and
interoperability of IoT devices enhance logistics operations’
efficiency.

The findings show that the proposed model is secured
against cyber threats such as insider attacks, masquerade
attacks, DoS, DDoS, phishing, etc. The model is efficient in
registering logistics users, registering IoT devices, issuing a
certificate of operation for the Asset, checking the availability
of the logistics warehouse, and monitoring the condition of
goods.

The performance evaluation of the proposed model shows
that the transaction latency is very low, the cost of gas
used for transactions is lower compared to the (Test-BS) test
blockchain system, and the throughput is higher compared
to the test system. The comparative analysis shows that the
proposed model is more efficient and secure than the existing
logistics blockchain-based systems.

The study implies that global logistics companies with
lower and higher computer configurations can use the
proposed model. Smart contract automation optimizes trans-
portation, which will help reduce transportation costs and
increase the fast delivery of goods.

Despite the contributions of this study, this research is
limited since the simulation was carried out in a controlled
environment, and the system may encounter some challenges
in a real-life scenario.

Based on the limitation of existing literature and technol-
ogy deployed in this study, this research will recommend
the application of machine learning and Blockchain in IoT
logistics to predict data breaches and improve the Security of
IoT logistics systems.
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