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ABSTRACT New technologies drive educational shifts, transforming offline to online learning. This
study investigates e-learning and cloud computing integration to understand synergies and their potential
impact. The study addresses two primary research questions: the influence of e-learning on factors like
architecture, software, performance, security, hardware, network, and virtual aspects, and the examination
of cloud computing services and models such as SaaS, PaaS, IaaS, and S.0.A. The research aims to provide
insights into how e-learning is incorporated in a cloud computing environment. The motivation behind this
study is to investigate the intricate relationship between e-learning and cloud computing. By analyzing
154 scientific papers, the study delves into the specifics of this integration, highlighting trends and areas
that have received more attention. The study examines e-learning in a cloud computing environment,
focusing on architecture (27%), general topics (21%), software (19%), and performance (18%). Virtual
environments have fewer security issues, while storage and network focus are more prevalent. Cloud
computing services are mainly all services, with software as a service (18%), infrastructure as a service
(17%), and platforms as a service (10%). Most studies are based on public clouds (74%), all other models
(11%), and hybrid clouds (3%). The study examines e-learning integration in cloud computing, highlighting
limitations in hybrid and private clouds, specialized infrastructure, and a gap in platforms and infrastructure
offerings.

INDEX TERMS Cloud computing, e-learning, environment, educational, e-learning based cloud computing,

systematic.
I. INTRODUCTION
COVID-19 made us realize the importance of e-learning in
The associate editor coordinating the review of this manuscript and filling the gap in the education process during lockdown.
approving it for publication was Rebecca Strachan . This resulted in the introduction of numerous e-learning
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platforms that assist students and institutions in accessing
and managing educational resources and real-time virtual
classrooms. Simultaneously, the cloud computing environ-
ment has improved and is the standard for such applications.
Cloud computing has changed the traditional web-based
e-learning environment by providing internal or external pro-
grams that organize academic performance in a cloud-based
environment and providing full software support and sub-
stantial computing resources implemented anywhere and
anytime as the educational institution desires. Cloud com-
puting improves e-learning performance. It is for higher
institutions such as institutes and universities, and it is called
Cloud Campus, as it reduces the infrastructure and is more
flexible in technology [1].

In recent years, e-learning and cloud computing have
become increasingly prevalent in educational environments,
offering new opportunities for online learning and collabora-
tion [2], [3]. E-learning, which refers to the use of electronic
technologies to deliver educational content, has been shown
to offer flexibility and accessibility to learners. In contrast,
cloud computing, which involves using remote servers to
store, manage, and process data, can provide scalability and
cost-effectiveness for educational institutions [4]. However,
there is still much to be understood about the interaction of
these technologies and the potential benefits and limitations
they offer in educational settings.

To address this knowledge gap, this study analyzed
the impact of e-learning in a cloud computing envi-
ronment by reviewing 154 related scientific papers. The
study focused on research questions about the effects
of e-learning and cloud computing services and models,
including architecture, software, performance, security, hard-
ware, network, and virtualization. By examining existing
research in this area, this study provides insights into the
current state of e-learning in a cloud computing environ-
ment. It highlights potential areas for future research and
development.

Therefore, it focuses on detecting the dimension of
the empirical use of cloud computing environments to
build E-learning platforms. This systematic study method
was used to answer the research questions. The results
show that most selected studies focus on architecture, fol-
lowed by general topics such as software, performance,
security, storage, network, hardware, control, manage-
ment, and virtualization. The objectives of this study are

as follows:
o To present a comprehensive and systematic review of

e-learning based on cloud computing
simultaneously with their advantages and challenges.

o To review most methods in e-learning cloud-based and
associated characteristics and drawbacks.

« To specify the supplementary services and models cloud
computing can provide to e-learning.

o To discuss the challenges of integrating e-learning into
cloud technologies.
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A. AREAS OF INTEREST OF THE STUDIES

The web-based e-learning environment has become inap-
propriate to the requirements of society, as there are many
problems, such as cost, maintenance, management, and oth-
ers in e-learning systems, which have prompted educational
institutions to search for practical solutions. The rapid growth
of cloud computing and the provision of appropriate ser-
vices such as word processing programs, presentations, and
databases force educational institutions to turn to cloud
computing companies for the right solutions in terms of
Hardware, software, and cost so that applications, programs,
and services can be run online with the option of expanding
on demand [2].

B. MOVING TO CLOUD BASE E-LEARNING

Cloud computing is a standard that provides easy-to-request
network contact for shared networking resources and is a type
of service—platform as a Service (PaaS) and Software as a
Service (SaaS). In addition to the N.I.S.T. definition, four
types of clouds can access all services, including Hardware
as a Service (HaaS), Database as a Service (DaaS), and
Business Process as a Service (BPaas) [3]. Data as a Service
(DaaS) container for several services for learning organi-
zations within the use of cloud computing for it drives far
away additional services supplied via the cloud, approaches
a wide range of external data sources, and is capable of
transporting positive impacts for organizations, particularly
for developing countries that suffer from a variety of prob-
lems getting information and assistance among organizations
for similar or related data and information—software as a
Service (SaaS) on-demand prepared software according to
their needs. Learning software could be involved as well. Cus-
tomers are provided additional free or paid software delivered
via the cloud that is not installed on the device. The PaaS
(Platform as a Service) stores the data for testing, estab-
lishing, developing, hosting, and maintenance. On request,
the software industry engineers in PHP or Java can use the
software environment, such as the integrated development
environment (IDE), or application software development
stage, such as the software development kit (SDK). IaaS
(Infrastructure as a Service) refers to infrastructure managed
and delivered to users on demand, such as storage, memory,
and networking. It must be allowed to manage the infrastruc-
ture through different types of consumer communication with
the cloud domain [4].

C. MOTIVATION OF THE STUDY

The motivation behind this study arises from the transforma-
tive influence of emerging technologies on the educational
landscape, particularly the shift from traditional offline learn-
ing to online platforms. This transition has been driven by
the rapid advancements in new technologies, which have cre-
ated innovative learning environments. As e-learning gains
prominence, a natural curiosity arises about the potential syn-
ergies that could be harnessed by integrating it with another
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groundbreaking technology: cloud computing. The impetus
is to understand how the union of these two fields, e-learning
and cloud computing, could result in a mutually beneficial
relationship, potentially enhancing the quality, accessibility,
and efficiency of educational experiences.

D. CONTRIBUTIONS AND DIFFERENCES FROM PREVIOUS
STUDIES

Even though many previous studies have introduced
e-learning in cloud computing, there are areas for improve-
ment in explaining the interaction between cloud services
and cloud development models and the affected areas in e-
learning. Table 1 summarizes the related studies reviewed
and surveyed in cloud-based education and compares this
study to previous studies. The contributions of this study are
summarized as the following points:

« Provide Analysis of the previous studies from 2010 to
the present, which include e-learning-based cloud com-
puting, answering questions, and presenting them in the
form of diagrams.

« An in-depth analysis of the e-learning-based cloud com-
puting environment from 2010 to date, along with their
existing solutions and respective limitations.

o Analyze the performance of SaaS, TaaS, and PaaS on e-
learning.

« Provide opportunities, open issues, challenges, and lim-
itations of e-learning based on cloud computing.

o Analyze and compare the relevant studies in the
same area, considering different factors, as shown
in Table 1.

Through this study, we explain the interaction between
e-learning and cloud computing by defining the type of ser-
vice, type of development model, and the solution provided
in education, whether it is software, performance, storage,
or a virtual environment, for previous studies in the period
from 2010 to 2022, to clarify the interaction in the e-learning
environment based on cloud computing and its limitations,
as well as trends and future work.

Il. RELATED WORK

There are logical reasons to move to cloud computing, such
as lower cost per usage, improved performance, availability
of software packages and higher processing capabilities in
Hardware, automatic software upgrades, saving login times
to the cloud, and increased data reliability. All data is com-
plete in the cloud. No one can an unauthorized individual
have access to data, which improves security [5]. Cloud
computing technologies are commonly used to improve edu-
cational institutions’ effectiveness, cost-effectiveness, and
acceptability [6].

A. STRUCTURAL DESIGN OF E-LEARNING SYSTEMS

The structural design of e-learning systems refers to the
organization, architecture, and framework that underlie the
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FIGURE 1. Communal structural design of e-learning systems in cloud
computing [7].

development and functioning of digital learning environ-
ments. It encompasses various elements and components
designed to facilitate effective online education.

Many studies discuss the structure of e-learning in cloud
computing. Study [6] provided a standard proposal or model
of three layers. The first-layer Cloud Management System
contains subsystems that enable content delivery, resource
management, and content creation, as well as evaluation and
monitoring, with which users interact via the Internet using
user interface software. The second layer is a service provided
via the cloud (software, platforms, and infrastructure). The
third layer represents the hardware components of computers,
networks, central processing units, and memory [7]. Fig.1
shows these layers in detail.

B. IMPLEMENTING E-LEARNING-BASED CLOUD
COMPUTING CHALLENGES

Implementing e-learning-based cloud computing presents
several challenges that organizations and educational insti-
tutions must address to transition to this technology-driven
approach to education successfully.

Firstly, security issues are a concern in academic institu-
tions, and secondly, the bandwidth could be improved if the
internet bandwidth is available. We will not provide educa-
tional services. Acceptance is the difficulty of convincing
officials to switch to another environment. Third, the rules
of learning management. There are differences between tra-
ditional and cloud learning management, such as learning
management, teaching, content, courses, exams, and learners
[8]. Educational institutions, students, and teachers must be
educated to transition to an e-learning-based cloud com-
puting environment. In addition to choosing the transition
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mechanism through paying for service or relying on resources
within the institution, creating a cloud computing infras-
tructure, and adapting the e-learning structure based on the
cloud [9]. The study [10] highlights the growing interest in
leveraging technology, especially the Internet, for learning
purposes. However, they show that e-learning systems often
require significant hardware and software resources, which
may require more work for some institutions to afford. Cloud
computing is a potential solution for these institutions as it
offers a cost-effective way to access necessary resources. The
study emphasizes that cloud computing is the future plat-
form for e-learning, and the paper focuses on the application
of cloud computing in the e-learning environment. Another
study [11] discusses the impact of COVID-19 on education
and the need for educational institutions to become more
efficient in the virtual delivery of quality teaching services.
Cloud computing can be a valuable platform for educators
to improve their teaching practices and productivity. The
study explores the applicability of cloud computing in edu-
cational settings and describes various applications such as
cloud rendering, gamification, and collaborative e-learning
technologies. The study also highlights some challenges asso-
ciated with using cloud computing in education. The study
[12] aims to understand the significance of adopting cloud
computing (CC) in higher education institutions (HEIs). The
paper discusses the benefits of CC adoption in HEIs and
analyzes the challenges that may arise due to its adoption.
The study proposes early steps toward adopting CC while
mitigating the associated risks. The study is based on a
systematic review of various sources from different back-
grounds and contexts. The study identifies several factors that
impact CC adoption in HEIs, including administrative bod-
ies and governments, internal stakeholders, cloud suppliers,
firm attributes, socio-political changes, and IT infrastructure.
The study suggests opportunities for future research and
offers insights for cloud suppliers, advisors, governments,
and academics to improve their services in HEISs. [13] Focuses
on the usability and effectiveness of e-learning systems in
education. The authors used a systematic review of 99 arti-
cles from 2010 to 2018. The results were analyzed using
qualitative software, identifying four dominant themes: edu-
cation systems, learning issues, student behaviors, and online
learning tools. The study provides research propositions that
can be used in a theoretical framework and proposes a new
definition of e-learning. The findings suggest that e-learning
has the potential to bring new opportunities for learning and
teaching. Still, more research is needed to address interoper-
ability issues and assess the usability of e-learning systems.
[14] This study discusses using cloud computing tools for
collaborative learning in a blended classroom. A review of
29 relevant studies categorized the tools into synchronized,
LMS, and social networking tools and identified specific
activities supported by each type of tool. The review also
highlighted the opportunities and challenges of using these
tools in a blended learning context. The findings suggest that
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cloud computing tools have the potential to enhance collabo-
rative learning in education and offer insights for educators
and researchers seeking to integrate technology into their
teaching practices.

[15] Presents a systematic literature review and classifi-
cation of research related to applying multi-criteria decision-
making (MCDM) methods in evaluating the effectiveness of
E-learning. The review includes 42 papers published between
2001 and 2015 in 33 academic journals and international
conferences. The studies were classified according to the
year of publication, MCDM techniques used, and the journals
and conferences in which they appeared. The study identi-
fies significant criteria for evaluating E-learning. It provides
insights into the state-of-the-art MCDM application for E-
learning evaluation, which could be helpful for researchers
and practitioners in the field. The study [16] explores the
adoption of cloud computing in e-learning within universi-
ties and institutes of higher education. Using a systematic
literature review, the paper identifies critical success factors
for implementing cloud-based e-learning, categorized into
four dimensions: cloud service resilience, university tech-
nological maturity, university organizational readiness, and
cloud-based e-learning imperatives. The findings aim to be
helpful for policymakers and practitioners of e-learning in
implementing cloud-based e-learning platforms. Study [17]
evaluates the development of research on cloud computing
for education (CCE) and analyzes the empirical valida-
tion of the literature. The study finds that the empirical
investigations in CCE are weak. The necessary scientific
development of CCE requires extending its scope of interest
and involving scholars synergistically to create and maintain
a “‘common research agenda.” The systematic mapping study
review identifies research gaps. It suggests more effective
research on the production and use of content in CCE to
support better pedagogical developments and processes for
better-quality studies. The study [18] conducts a systematic
literature review to explore the current level of adoption of
cloud computing in the education systems of universities and
higher education institutions. The review identified seven
empirical studies, which found that many universities are
interested in using different cloud computing service mod-
els. However, there needs to be more empirical research
on using cloud computing within educational institutions.
The paper highlights the need for more empirical studies in
this research area. [19] It aims to review and analyze the
literature on cloud-based learning adoption in educational
institutions and identify the most frequent factors affecting its
adoption. The study found 32 suitable articles from sources
such as Science Direct, Emerald, and IEEE and identified
ease of use, usefulness, and security as the most frequent
factors. TAM, TOE, and UTAUT were the most commonly
used theories for adoption, and students were the majority of
respondents. The study recommends future research to inves-
tigate adoption using UTAUT and to incorporate security and
trust.
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TABLE 1. A comparison between the current study and previous studies.

Context [3] (o] | 111 | 121 | 131 | 141 | 1151 | [16] | [171 | [18] | Current study
2018 | 2021 | 2017 | 2019 | 2018 | 2016 | 2019 | 2018 | 2015 | 2016
Comparison based year X X X X X \ X \ X X \
Cloud development model X X X X X X X X X X v
Cloud services X X X X X X X X X X \
Taxonomy X \ X X \ \ X X X X \
Affected area in e-learning \ \ \ \ \ \ \ \ \ \ v
Graphic representation X X \ \ X \ X \ X \ \
Summarizing previous studies X X X X \ \ X X \ X \
Open issue X X \ X \ X X X X X \
Future trends X X y \ \ X \ X X X y
Limitations X X X X X X «/ X X \ \
Covered ] Uncovered [ ‘
These studies collectively provide a comprehensive
overview of the challenges, benefits, and opportunities
associated with the intersection of e-learning and cloud com- Planning
puting in education, offering valuable insights for readers and
researchers.
Table 1 provides an overview of recent review studies
on e-learning and cloud computing, which have been dis-
cussed in this section. It presents information on the main Conducting Reporting

topics, publication year, and the years covered in each study.
The varying perspectives in these reviews suggest that a
more thorough and methodical literature review is needed to
address some of the common shortcomings.

Ill. SYSTEMATICAL REVIEW METHODOLOGY
For a broader understanding of the interaction of e-learning
with cloud computing and to clarify the gap in this field,
we have provided the literature survey to be a guide for
researchers in this field to offer new additions and give a
larger picture to educational institutions, including the advan-
tages that cloud computing technology provides. Therefore,
the systematic review study was used to define, analyze, and
synthesize the evidence related to explicit research questions.
It is divided into three phases: planning, conducting, and
reporting the review [10]. Fig. 2 describes the general phases.
The activities in the planning phase are to collect the nec-
essary documentation for the study, develop a study protocol,
define study questions, and evaluate the review protocol. The
review phase activities include primary research, data extrac-
tion, quality assessment and monitoring, and data synthesis.
Finally, the reporting phase involves identifying dissemina-
tion mechanisms, structuring the main report, and assessing
the information.

A. PLANNING THE REVIEW

Planning the review step is an essential stage in the sys-
tematic review methodology, which involves developing a
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FIGURE 2. General phases of systematic literature review.

comprehensive plan for the review process. The planning
of the review stage contains basics and activities for sum-
marizing the subject of study, defining objectives, selecting
appropriate search terms and databases to search for pri-
mary information, inclusion/exclusion criteria, screening and
selecting studies, extracting data, and analyzing and synthe-
sizing the data.

1) IDENTIFYING THE NEED FOR A REVIEW

Identifying the need for a review is the first step in the system-
atic review methodology. It involves assessing the existing
literature to determine if a review is necessary, defining the
research question, and conducting a preliminary search to
determine the feasibility of the evaluation. This step explores
the importance of education and the search for ways to spread
it. Cloud computing offers additional benefits for e-learning
and systematic review publications in the field to examine the
limitations of this track. This step is essential in the systematic
review methodology.

2) REVIEW PROTOCOL
The review protocol step provides a detailed plan for the
research question, search strategy, inclusion and exclusion
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criteria, data extraction and analysis, and dissemination
of results. It ensures the review’s transparency, rigor, and
reliability, beginning with defining the research question,
developing a search strategy, establishing inclusion and
exclusion criteria, and creating a data extraction and analysis
plan. Ultimately, the review protocol ensures a thorough and
transparent systematic review, which others can replicate.
Therefore, we need to understand current cloud computing
in e-learning environments and define a classification for all
research in this field to analyze, compare, and discuss the
results.

3) RESEARCH QUESTIONS

Formulating research questions is crucial to a research study’s
success as it provides direction and focus. Research ques-
tions create a structure for the study and help the researcher
develop the research design and methodology. Poorly crafted
research questions can lead to a lack of focus and unclear
objectives in the study. Moreover, research questions are
essential for assessing the study’s success, serving as the basis
for the research hypothesis, which is the initial explanation of
the research question. The researcher can determine whether
the survey accomplished its goals by answering the research
question and testing the hypothesis. This research gives the
ability to set the edge for aims review, allowing for the
reference inclusion and exclusion measures to be followed
in this research. The research questions of this study are as
follows:

e RQ 1: What is the distribution of the selected stud-

ies regarding the year of publications, publication
source, type of papers, deployment, service type, and
e-learning elements?
Description: Definition of publication distribution for
the papers included in this study regarding years, pub-
lication source, cloud environment, and the impact on
e-learning.

e RQ 2: What is the current research on e-learning-based
cloud computing environments?

Description: Focus on previously published studies on
e-learning in the cloud computing environment.

e RQ 3: Which areas of e-learning are most commonly
used in cloud computing environments?

Description: Defining the impact of cloud computing
in terms of services and development models and which
one is more appropriate or used in e-learning.

e RQ 4: Which cloud computing models (deployment,

service type, e-learning element) are suitable for use in
e-learning areas?
Description: More clarification of the interaction of
the cloud environment in terms of services and devel-
opment models with e-learning and the suitability of
the cloud environment for e-learning.

e RQ 5: What cloud computing service models (IaaS,
PaaS, and SaaS) are most regularly used in e-learning?
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Description: The services and development models are
mainly used and reflect their effects on e-learning.

e RQ 6: What are the present study’s potential future
research directions and limitations?
Description: Identification of research gaps, areas of
future research, and limitations of this study.

4) STUDY SELECTION CRITERIA

We prioritize quality assessment and precise article selection
criteria. Our selection process involves carefully examining
titles, keywords, and abstracts to identify relevant articles in
e-learning-based cloud computing. We apply various publi-
cation types for comprehensive coverage and tailor search
queries to digital libraries’ guidelines. Inclusion criteria
demand reliability, focus on e-learning elements, and rele-
vance to e-learning and cloud computing. Exclusion criteria
filter out unrelated, non-English, and short papers. These
rigorous criteria ensure our review relies on credible, per-
tinent, and methodologically sound sources, enhancing the
credibility and validity of our findings in e-learning-based
based-cloud computing. Table 2 presents the origins and
search strings for primary studies. A broad query is created by
joining the terms. We have developed unique strings for each
digital library as the string formation guidelines of different
libraries vary. In this process, we followed the recent study
[19], which aimed to analyze software development practices
in cloud computing systematically. This research explores
perceptions and insights about the software development pro-
cess within cloud computing environments.

- INCLUSION CRITERIA

e Papers must be reliable in the field.
e Papers must be based on e-learning environment
elements.
e Papers must be in e-learning and cloud computing.
- EXCLUSION CRITERIA

e Papers must not relate to “‘cloud” and “‘e-learning.”
e Papers that must not be in English are excluded.
e Papers with less than five pages.

B. CONDUCTING THE REVIEW

First, define a set of keywords to be retrieved and begin the
search in the IEEE, Scopus, Springer, A.C.M., and Science
Direct databases. All papers related to cloud computing and
e-learning environments are retrieved. For full query, we use
“e-learning environment” or “framework” AND “cloud
computing.”

1) SELECTION OF PRIMARY RESEARCH

After the initial search that collects a set of papers, an auto-
matic search from four sources, and a manual search of the
mentioned sources, we stop giving 50 unrelated results.

To improve the quality of the study, a set of tools is used to
analyze the survey according to a standard method. It consists
of three stages: the first is the definition and extraction of
articles; the articles are explored; and the last stage is the
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TABLE 2. Sources and formulated searches string.

Source Search strings URL

“e-learning  based on cloud
. computing” /“cloud computing” OR . .

Springer “plag’onn% OR“environrﬂent”gAND www.springerlink.com
“e-learning” OR “lab”
“e-learning  based on  cloud

Elsevier | computing” / “cloud computing” | www.elsevier.com
AND “e-learning”
“e-learning in cloud computing
environment” OR “e-learning based

A.CM. on cloud computing” WWW.acm.org

I

/ “cloud computing” AND “e-
learning”

“e-learning in cloud computing
environment” OR

IEEE “e-learning  based on  cloud
Explore computing” /  “cloud computing”
OR “platform” OR “environment”
AND “e-learning” OR “lab”

www.ieee.org

TABLE 3. Search query result.

s By By
Database Initial hits Title Abstract Full text
IEEE 1,730 117 98 71
ACM 481 56 50 25
Springer 58,490 69 47 43
Science Direct 15,434 64 48 15
Total 154

extraction of reports. Fig. 3 describes the phases of conduct-
ing the methodology.

The tools include EndNote, NVIVO, and Microsoft Excel.
These tools were pivotal in facilitating the research process,
notably enhancing our ability to manage, organize, and ana-
lyze data effectively. By leveraging these tools, we aimed to
elevate the overall quality of our study, ensuring that it met
rigorous academic standards.

For the subject of the study, as shown in Table 3, after
the manual search, the studies are sorted based on the title
and abstract. The investigation is conducted according to
the criteria previously clarified in Fig.3 and Fig.4, showing
the Study selection process. The number of studies is then
defined based on the three stages. In Table 4, we explain the
types of studies that were included.

2) STUDY QUALITY ASSESSMENT

The study relies on reliable sources to collect scientific
papers, such as Springer, IEEE, A.C.M., and Science Direct.
And filter the documents to ensure their relevance to the
subject of the study and read the full text.

3) DATA EXTRACTION AND MONITORING

We selected one paper after determining the relevant scien-
tific papers relevant to the topic. The chosen studies contain
information about the articles, such as authors, years, coun-
tries, paper type, and publication source, to answer the
recognized questions. The applicable abstract standard to
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FIGURE 4. Process of study selection.

conduct a systematic study to supply answers to a stated study
question Fig. 5 illustrates the classification scheme for data
synthesis.

The paper selection process represented in Fig.5 follows
a systematic approach to curate a relevant and representative
collection of papers for analysis in this study. The main objec-
tive is to identify scholarly publications offering insights into
integrating cloud computing and e-learning environments.
This selection process is critical for ensuring the quality and
validity of the data used for analysis.

The process begins with the central focus on the main
item, “Cloud Computing E-Learning Environment.” This
represents the overarching theme of the study, emphasizing
the intersection of cloud computing and e-learning.

The primary item branches into two sub-items (level two),
“Cloud Computing” and “E-Learning Environment,” which
serve as the primary categories for paper selection.

Under the “Cloud Computing” sub-item (level three),
papers are sought that provide information and insights into
different aspects of cloud computing relevant to e-learning.
This includes (Level four) cloud models (such as public,
private, hybrid, and all related models) and cloud service
(SaaS, PaaS, IaaS, SOA, and all services) that impact the
delivery and management of e-learning content.

Under the “E-Learning Environment” sub-item, a diverse
range of elements related to the e-learning landscape are con-
sidered. These include the architectural design of e-learning
platforms, software applications used for content delivery and
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interaction, hardware infrastructure supporting e-learning,
performance optimization strategies, security protocols, stor-
age solutions, network connectivity, and overarching general
aspects of the e-learning environment.

C. REPORTING THE REVIEW

At this stage, the results are presented in graphs, through
which we can answer the questions posed above and discuss
and analyze the results.

Fig.6 shows the distribution number of papers published
from 2010 to 2022; we can note that the lowest number of
articles was published in 2022, with only two articles. This
is due to the difficulty of accessing new papers. Most of the
articles are from 2014 to 20202, which is evidence of a recent
interest in this area of research.

Fig.7 shows the distribution of the selected articles by
database sources. We find 71% in the IEEE database, 43%
in the Springer database, 25% in the A.C.M. database, and
15% in the Science Direct database.

Fig.8 shows the distribution of the publication sources.
A variety of research data sources were used, including jour-
nals (24%), conferences (66%), workshops (2%), and book
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chapters (12%). Table 4 shows the variety of publications per
specified sources.

It was classified based on a study conducted in collabora-
tion with IEEE that explained a set of criteria for categorizing
scientific papers related to computer science. Fig. 9 and
Table 8 refer to the primary study classification; it was orga-
nized into six types of research:

> Evaluation research: (survey, case study, experiment,
and field study).

> Validation research: (mathematical proof of properties,
experiments, simulation, mathematical analysis, proto-
typing).

> A proposal of a solution: discussing a new technology
solution or an improvement to an old technology.

> Philosophical papers: such as frameworks, new con-
cepts, etc.).

> Opinion paper: clarifies the author’s opinion on some
things, good or bad.

> Personal experience: it discusses a topic of concern without
focusing on research methods and contains the results of
experiments.

Fig.10 shows the distribution service of cloud computing.
The results show that in the percentage of the paper that
discusses all benefits in general (53%), software as a service
(18%), infrastructure as a service (17%), service-oriented
architecture (2%), and platform as a service (10%).

Fig.11 depicts the outcome of keywords for a research
question: “Cloud computing models used with an e-learning
environment.” Public cloud (74%), hybrid cloud (3%), pri-
vate cloud (12%), and all (11%) are the most popular models.

Fig.12 illustrates that most studies focus on architecture
(27%). Most of the studies have reviewed a structure of
e-learning in cloud computing consisting of three layers, and
there are also proposals for five and seven layers. The general
(21%) statement represents some of the studies that discussed
the definition, advantages, and challenges of e-learning on
cloud computing without going into the details of the envi-
ronment. Software 19% of many studies have been applied
as a software process for e-learning that works on cloud
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computing, such as learning management systems and others
listed under the section Software. Some studies discussed
other factors of the e-learning environment, such as improv-
ing performance, monitoring programs and increasing the
speed of the performance (18%), the virtual (6 %) environ-
ment, and less on security (4%) following it in storage (2%)
following it in the network (2%) following it in Hardware
(1%). The results in Tables 3 and 4 showed that the selected
primary studies in Fig.10 showed a map of focus areas in
research on e-learning in cloud computing environments by
e-learning elements and cloud computing models. Table 7
refers to the primary study classification, and Table 9 sum-
marizes all included studies.

IV. DISCUSSION

In this section, we will discuss e-learning and its interaction
with its cloud computing environment, review the services
provided and their impact on e-learning, and present and
discuss the results of the studies. In this study, we clarify the
interaction between e-learning and cloud computing through
a survey of studies from 2010 to 2022, including e-learning
and cloud computing. The summary of all selected studies is
shown in Table 9.
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A. CLOUD COMPUTING SERVICE

In answer to the question of cloud service, in terms of ser-
vices, it was found that most of the studies dealt with all the
services in the study because there was an overlap between
the services. The studies included proposals or a framework
that consists of all services with the highest percentage (53%),
followed by software as a service (18%), then infrastructure
as a service (17%), Platforms as a Service (10%), and finally,
Service Architecture (2%) as shown in Fig. 10.

B. CLOUD COMPUTING DEVELOPMENT MODEL

In answer to the question of cloud development models, the
public cloud was the most common (74%), and the private
cloud (12%), followed by all the models (11%), and then the
hybrid cloud (3%), as shown in Fig. 11.

C. IMPACT ON E-LEARNING

To answer the third question, which is about the impact of
e-learning, we discovered that most studies challenged the
architecture or structure (27%), followed by a study that was
published in general about e-learning in cloud computing
(21%), followed by studies of software development in edu-
cation (19%), and another on performance (18%), followed
by the virtual with (6%), then security with (4%), then storage
and networks with (2%) studies for each, and the last in hard
disk storage.
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TABLE 4. Distribution of primary studies by the publisher’s type.

Publisher Number of % Type of publication
Publications Evaluation Opinion Philosophical Validation Proposal solution Personal experience
Springer 43 28% 17 11 6 9 - -
IEEE 71 46% 24 9 16 17 4 1
A.CM. 25 16% 4 5 10 6 - -
Elsevier 15 10% 4 2 2 4 3 -
Total 154 100% 49 27 34 36 7 1

TABLE 5. Distribution of deployment Cloud computing model.

Cloud computing Acronym Number of % References
Deployment model publications
Public cloud Public cloud 114 74% [211,[22],[231,[241,[251,[81,[261,[271,[281.[291,[301,[311,[321,[331.[51,[341,[351.[36 .
37].[381,[391,[40].[41],[42].[43].[44],[45].[46],[47],[48].[49],[50L[1].[51].[52].[53].
[541,[55].[561.[571.[581,[59].[60],[61].[62],[63].[64],[65],[66],[67],[68],[69].[ 70],[ 7
11,[41,[72],[73].[171,[741,[75),[761.[ 771.[781,[71,[ 791,[801,[81],[82],[83],[84],[85.[8
6],[87],[881,[89],[9].[90],[911,[92],[931,[94].[951,[96].[97],[98],[99],[100],[ 101],[ 1O
2],[103],[104],[105],[106],[13],[50],[107],[107],[108],[109],[110],[ 1 11],[112],[113]
LJ[114],[115],[116],[117],[118],[119],[120],[121],[122],[123], [124]
ALL model ALL 17 11% [125],[126],[127],[128],[129],[130],[131],[132],[133],[134],[135],[136],[137],[138]
, [139],[140]
Privet cloud Private cloud 18 12% [141],[142],[143],[144],[145],[146],[147],[148],[1491,[150],[151],[138],[120],[152]
L[153],[154],[50],[155],[156]
Hybrid cloud Hybrid cloud 5 3% [1571,[158],[1591,[160] ,[161]

TABLE 6. Distribution of cloud computing service type.

cloud computing service Acronym Number of % References
publications
ALL service ALL 82 53% [21],[157],[81,[26],[271,[158],[291,[32],[33].[51.[34].[35],[36],[38],[40],[41
1,[42],[43],[44]1,[45],[125],[49],[126],[127],[128],[129],[11,[51],[52],[53].[5
4],[551.[56],[58],[59].[601,[61],[62],[63].[64],[65].[65],[68],[70.[4].[72].[7
31.[77],[71,[143],[801,[81],[84],[86],[88].[891,[91,[901,[911.[92].[93,[95].[1
61],[96],[99],[100],[162],[131],[132],[107],[108],[ 109],[ 1 19],[121],[122],[
135],[136],[137],[124],[138],[126],[140],[139]
software as a service SaaS 27 18% [24],[28],[30],[37],[47],[57],[66],[69],[74],[75],[761,[ 791,[83],[ 145],[146].[
941,[101],[102],[104],[130],[13],[110],[112],[114],[115],[116],[123]
platforms as a service PaaS 16 10% [23],[163],[46],[159],[78],[971,[98],[147],[105],[106],[133],[1 11],[118],[13
41,[151],[153]
infrastructure as a service laaS 26 17% [25],[31],[39],[48],[50],[160],[67],[142],[82],[85],[87],[ 144],[103],[50],[ 11
3],[117],[120],[148],[149],[150],[138],[120],[152],[154],[50],[155],[156],
Service Oriented S.0.A. 3 2% [141],[22],[71],
Architecture

D. INTERACTION OF CLOUD SERVICES AND THE IMPACT
ON E-LEARNING

The interaction of cloud services and the impact on e-learning
is shown in Fig. 13, and Table 6 refers to the primary study.
The highest percentage of cloud computing services was
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about architecture, which includes all services, followed by
performance, and there needs to be more practical and inter-
active applications of e-learning, recommendation systems,
artificial intelligence, and business intelligence. Platforms as
a Service reported the highest performance among others,
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TABLE 7. Distribution of e-learning element environment.

E-learning effect Number of publications % References
Architecture 42 27% | [211,[22],[157],[25],[33].[35],[37],[1631,[41],[451,[11,[51],[52],[55],[59],[60],[61],[62],[63],[68
1,[701,[71],[4),[72],[73],[142],[71,[811,[891,[90],[1611,[96],[97].[131],[148],[135],[136],[ 124],[ 1
38],[156],[140]
General 33 21% | [81,[26],[158],[29],[32].,[5].[36],[43],[44],[125],[126],[127],[128],[53],[56]1,[171,[77],[80],[84].[
861,[881,[91,[911,[921,[93],[951,[991,[100],[ 13],[108],[109],[121],[126],[139]
Software 30 19% | [24],[28],[30],[42],[46],[471,[571,[58],[66],[69],[74],[76],[79],[143],[83],[144],[ 145],[146],[94],
[98],[101],[102],[104],[162],[130],[110],[112],[113],[114],[115],[116],[119]
Performance 27 18% | [341,[38],[40],[49],[50],[129],[160],[641,[65],[651,[751,[82],[105],[106],[132],[133],[107],[111],
[117],[122],[123], [149],[137],[150],[151],[138],[120]
Virtual 10 7% [23],[159],[1471,[50],[118],[120],[152],[153],[154],[50],[155]
Security 5 3% | [391.[54].[78].[87].[134]
Network 3 2% [48],[67],[103]
Storage 3 2% [27],[31],[85]
Hardware 1 1% [141]
TABLE 8. Distribution studies by the publisher’s type.
Type of Number of % References
publication publications
Evaluation 49 32% [141],[23],[24],[32],[163],[39],[40],[46],[47],[159],[127],[129],[561,[571,[63],[66],[69],[73],[17],[ 142],
research

]
[751,[761,[1431,[801,[83].[851,[881.[91.[ 1441,[1451,[ 1461, 164],[162],[106],[13],[133],[110],[112],[114],
[1151,[116],[117],[119],[121],[123],[153],[154],[155],[156]

Opinion paper 27 17% | [81.[301,[51.[431.[441,[125L.[1L[521[531.[55].[58].[701.[ 721, 71.[791,[841,[901.[91],[95],[ 161],[96],[99],
[1001,[108] [113],[124]

Philosophical 34 22%

[21],[22],[25],[26],[28],[158],[33],[35],[37],[45],[48],[50],[128],[ 160],[51],[59],[60],[61],[62],[64],[65
paper 1,[681.[4]1,[77],[811,[89]1,[94],[97],[130],[50],[ 148],[135],[136],[138]

Proposal of 7 5% [157],[126],[147],[103],[1311,[132],[107]
solution
Personal 1 1% [49]

experience

Validation 36 23% [271,[29],[311,[341,[36],[38],[411,[42],[541,[71],[74],[78],[82],[861,[871,[92],[931,[98],[ 101],[102],[ 105
research 1L[109],[111],[118],[120],[122],[1491,[134],[137],[150],[151],[120],[1521,[501,[140] ,[139]

followed by virtual infrastructure, labs, virtual machines, and
programs for development on them, such as programming
languages and others, have a dearth of matching software
that does not run on the cloud, enhancing security, mea-
suring quality, and evaluating performance. Infrastructure as
a service has the highest performance percentage, followed
by networks, security, and storage. There needs to be a
more practical experience to measure service stability with
increased demand and migration of virtual machines and
green computing.

E. INTERACTION OF CLOUD COMPUTING MODELS AND
IMPACT ON E-LEARNING

In the interaction of cloud computing models and their impact
on e-learning, the highest percentage was for software and
infrastructure in the public cloud. There needs to be more
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private and hybrid clouds, as shown in Fig. 14 and Table 5,
referring to the primary study. We rely heavily on the public
cloud in most studies in order to reduce costs and the ability
to connect with distributed and remote places, but the pub-
lic cloud is less secure than the hybrid and private clouds.
The hybrid cloud represents a solution to reduce costs and
enhance security where the educational institution is linked
from the inside with a private cloud, connects with other
institutions, and provides services through the public cloud.

V. APPLICATIONS AND SYSTEMS USED IN CLOUD
COMPUTING BASED ON E-LEARNING

In the world of e-learning based on cloud computing, several
typical applications and systems are widely used to facilitate
online education and training. These applications and systems
allow institutions and educators to deliver content, engage
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with learners, and effectively manage various aspects of e-
learning.

A. LEARNING MANAGEMENT SYSTEMS

Many companies and e-learning platforms have moved to
provide their services through cloud computing, such as
Google Educational Cloud, Microsoft Education Cloud,
Moodle, Blackboard, Sakai, Cisco Collaborative Knowledge,
Braidio Collaborative Learning Platform, Echo 360 Active
Learning Platform, N2N Illuminate Services Student Engage-
ment Platform, rSmart OneCampus, WizIQ, Engrade, Wig-
gio, Edmodo, Wikispaces, Classdojo, Snapwiz, and Docent-
EDU and GoClass [163].

B. MOBILE LEARNING APPLICATIONS

Popular mobile learning applications like Coursera, edX,
Khan Academy, and Duolingo enable learners to access
educational content on smartphones and tablets, promoting
flexible and on-the-go learning. In addition, there are edu-
cational game apps for children, professional development
apps like LinkedIn Learning, and university-specific apps for
course management and resources.

C. VIDEO CONFERENCING TOOLS

Many tools can be used for synchronous learning sys-
tem applications, including Zoom, Microsoft Teams, Google
Meet, and Adobe Connect, to facilitate real-time video
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conferencing, allowing educators to conduct virtual lectures,
webinars, and interactive sessions.

D. CLOUD-BASED LEARNING ANALYTICS

Some analytics platforms can help educators make
data-driven decisions to improve courses. These include
Learning Locker and Watershed, which collect and analyze
learner performance, engagement, and behavior data.

E. OPEN EDUCATIONAL RESOURCES REPOSITORIES
Platforms like MERLOT, OER Commons, and OpenStax host
a vast collection of free and open educational resources that
educators can incorporate into their courses. The analysis
revealed significant variations among these repositories in
terms of metrics. These platforms attract millions of users
monthly, with visitors worldwide, while others have a more
localized audience [164].

F. CLOUD STORAGE AND FILE SHARING

Cloud storage and file sharing are essential components of
modern digital life, offering convenient and secure ways
to store, access, and share files and data over the internet.
Cloud storage services, including Google Drive, Dropbox,
and Microsoft OneDrive, store, share, and collaborate on
documents, presentations, and other course materials. They
ensure easy access to resources from anywhere.

G. E-LEARNING RECOMMENDER SYSTEM

A cloud-based e-learning platform aims to implement a
recommender system utilizing Google Cloud services. This
system’s primary function is to suggest suitable courses
to students based on their individual needs and prefer-
ences, ultimately motivating them to make informed course
selections [165].

VI. OPPORTUNITIES, OPEN ISSUES, AND CHALLENGES

With the increasing sources of information, the Internet
of Things (IoT) is attaining its scope daily in the near
future. Data generated by such an extensive set of dissimilar
machines stored in massive data, the appearance of fog Com-
puting goals to less data that needs for conveyed in a cloud
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for the procedure plus storage on fog computing, for gener-
ally improved system efficiency a resource is transferred to
the network border. Technological evolution supports several
learning organizations. 2018 University of Parma, Riccardo
Pecori showed a new e-learning structure that joined Cloud
Computing over fog computing plus big data. It develops the
cloud on the e-learning stage by the fog computing competen-
cies over inner APIs wherever the cloud appearance a primary
function in sequential back up with a big storage operator in
adding the mining mechanism requiring broad time.

The fog mechanism emerges light dole out NoSQL storage
services, which are used to realize interim predictions above
the light mining mechanism.

Utilized the outer APIs to compute architecture and give
layout with the learning cloud users such as educators, teach-
ers, and learners to attain the rise interactivity and give
beneficial proposal [33].

Despite the effectiveness of cloud computing in educa-
tion, its application has some challenges. The most important
of these challenges are technical, bandwidth, and security.
And non-technical, such as Charge, user concept, educational
forms and methods, management rules for education, and
resource development [124]. Organizations face some chal-
lenges when converting from a traditional e-learning system
to a system that works in a cloud environment, and the
challenge is how to convert. Is it to go to a payment service
provider or switch through the available resources? Also,
students and users may suffer from problems of delays in
accessing cloud education systems, and therefore, the dimen-
sion of cloud centers and problems of delays in the network.
Among the most critical challenges are some lectures and
laboratory materials unsuitable for the cloud computing envi-
ronment, which is challenging to implement. The cloud is
inappropriate for some programs that need special devices or
tools, such as robots, digital forensics, and other programs.
The presence of packages and programs that do not fit the
cloud environment and the fact that there are no versions of
them suitable for the cloud environment could be improved
in some of the interaction tools in the cloud. Vendor lock-in
problems are a concern for everyone who deals with cloud
computing.

VII. FUTURE TRENDS

Cloud computing has contributed to finding solutions to many
e-learning problems. For example, there were limitations in
practical application and access to remote laboratories and a
need to adapt some materials in practical application. Dur-
ing the survey, many studies provided feasible and practical
solutions.

A. BUSINESS INTELLIGENCE AND ARTIFICIAL
INTELLIGENCE

Business intelligence in e-learning can be through dashboards
for reports to help decision support and manage the data in the
cloud, recommendation systems, and artificial intelligence
techniques such as facial recognition and natural language
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TABLE 9. Summary of included studies.

NO

Refno

Summarized

year type of paper

(21]

It provides the
integration of e-learning
reality with cloud
computing and the
design of a framework
consisting of the learner,
mixed reality, learning
tools, and methods, and
finally, management
using easy tools

2017 Philosophica

1 paper

[141]

We are implementing
cloud computing
technology for four
universities upon request
and providing many
services, such as
laboratory resources and
a dedicated work
environment.

2012 Evaluation

research

[22]

Explore the benefits of
cloud computing for
Improving the learning
environment through a
set of integrated virtual
technologies

2012 Philosophica

1 paper

[157]

A proposal to use
electronic materials in
the educational
community through
cloud computing in an
effective manner and at a
lower cost

2014 Proposal of

solution

(23]

It discusses the
implementation of
simulation-based
education for students of
engineering, energy, and
technology who face
problems in practical
application over the
Internet

Evaluation
research

2019

[24]

Proposal for integrating
e-learning standards with
the cloud computing
platform

2011 Evaluation

research

[25]

A directed model based
on cloud computing and
electronic learning
systems based on smart
engine management and
Scrum standards

2017 Philosophica

1 paper

Present the challenges
and benefits of cloud
computing in e-learning

2014 Opinion

paper

(26]

A model for ensuring the
success of using the
cloud computing
environment in
education and defining
the most critical
standards in the
education system

2013 Philosophica

1 paper

10.

(27]

Provides a storage
service for educational
platforms via cloud
computing

2014 Validation

research
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11.

(28]

A proposal for a scrum
standard-compliant
model offering
consistent content
management and lower
storage cost

2011

Philosophica
1 paper

12.

[158]

An e-learning model
based on a hybrid cloud
with the integration of
educational, technical,
and general requirements

2013

Philosophica
1 paper

(29]

It reviews an experiment
to convert a web-based
educational system to
cloud computing. The
experiment involved 500
participants

2017

Validation
research

14.

[30]

Developing a model for
providing educational
programming services
through cloud computing

2013

Opinion
paper

15.

(311

model suggests cloud
computing for semantic-
based content storing of
E-Learning materials

2013

Validation
research

(32]

Use the collaborative
Google platform as a
case study for applying
cloud computing in an e-
learning environment

2010

Evaluation
research

17.

[33]

An illustration of the
current state of e-
learning in cloud
computing and existing
technologies, such as fog
computing

2018

Philosophica
1 paper

18.

(3]

Explain some of the
solutions provided by
cloud computing in
terms of scalability and
security for e-learning
advantages and
disadvantages

2013

Opinion
paper

19.

(34]

Clarify the current state
of e-learning in the cloud
computing environment
and provide
recommendations for
improvement

2016

Validation
research

20.

[35]

Analyze essential
requirements and
technologies and build a
standard architecture for
educational cloud
computing

2014

Philosophica
1 paper

21.

[36]

A model using cloud
computing that allows
universities and schools
to share educational
resources at the lowest
cost

2016

Validation
research

22.

[37]

The importance of using
cloud computing for
organizations and
learners illustrates the
benefits and design
offerings

2016

Philosophica
1 paper

23.

[38]

Clarify and solve e-
learning problems using
cloud computing to
participate in lifelong
learning

2012

Validation
research

TABLE 9. (Continued.) Summary of included studies.

24.

[163]

Demonstrates a range of
innovations that can be
applied to current cloud
computing to
accommodate cloud-
based education
platforms

2012

Evaluation
research

25.

[39]

Use simulation software
such as Cloudsim. This
is for students to gain
practical experience and
understanding of aspects
of cloud computing

2016

Evaluation
research

26.

[40]

It demonstrates the
success of the open
learning experience
based on cloud
computing in terms of
file sharing and ease of
access

2014

Evaluation
research

217.

[41]

The Education
Everywhere Proposal
The study included all
previous studies in
Indonesia and then
proposed an open
learning environment
based on cloud
computing

2016

Validation
research

28.

[42]

Submit a proposal for
open education in
Indonesia that relies on
cloud computing to
reduce educational
disparities and bridge the
technological gap

2014

Validation
research

29.

[43]

The possibility of
adopting cloud
computing services in
education is discussed
and called "Teaching and
Learning as a Service."

2012

Opinion
paper

30.

[44]

It studies an e-learning
ecosystem that supports
the modern era, the
integration of web
technologies and cloud
computing

2011

Opinion
paper

31.

[45]

It studies an e-learning
ecosystem that supports
the modern era, the
integration of web
technologies and cloud
computing

2015

Philosophica
1 paper

32.

[46]

Providing a cloud
desktop for engineering
students that supports
their requirements

2014

Evaluation
research

33.

[47]

Providing software as a
service for education and
supporting the economy
through service pricing

2010

Evaluation
research

34.

(48]

Providing a virtual
environment for
universities through
cloud computing,
providing mobile and
decentralized

2014

Philosophica
1 paper
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35.

[125]

A descriptive analysis to
determine the
importance of e-learning
and its factors in cloud
computing

2020

Opinion
paper

36.

[49]

The use of cloud
computing in co-
education through an
educational platform and
performance evaluation

2017

Personal
experience

37.

[50]

A framework for
improving performance
in virtual laboratories
and quality of services

2015

Philosophica
1 paper

38.

[159]

Hybrid cloud design in
e-learning and the use of
programs such as
C.M.S., WordPress, and
programming languages
such as PHP

2019

Evaluation
research

39.

[126]

A proposal for higher
education in Nigeria
based on a cloud
computing infrastructure
using the theory of DOI
and T.O.E.

2019

Proposal of
solution

40.

[127]

The results of a
questionnaire for
classroom learners on
the Google platform,
which included 255
learners, are discussed
and analyzed using
S.P.S.S.

2020

Evaluation
research

41.

[128]

A proposal that allows
increased cooperation
creates a basis for
building an intelligent
system and contributes
to innovation

2020

Philosophica
1 paper

42.

[129]

A proposal for intelligent
modeling of cloud
computing resources in
e-learning systems
through the MS2CRAE
algorithm

2020

Evaluation
research

43.

[160]

Experimenting with a
hybrid cloud application
in e-learning and costing,
where 30% of the cost is
saved

2011

Philosophica
1 paper

44,

(1]

The study presents the
pros and cons of cloud
computing in education,
health, and agriculture

2018

Opinion
paper

45.

[51]

Integration of an
educational web
environment with cloud
computing using a tool
called JBraindead

2013

Philosophica
1 paper

46.

[52]

A partial learning
platform designed to
support lifelong learning
that uses mass cloud
storage

2011

Opinion
paper

47.

(53]

The benefits and
limitations of Cloud
Computing in the
education sector are
presented

2014

Opinion
paper
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48.

[54]

A survey of historical
studies and a
questionnaire on the
factors of confidence in
cloud-based e-learning

2017 Validation
research

49.

[55]

the implementation of
new technologies for
education, such as cloud
computing with teacher
training to contribute to
improving education

2017 Opinion
paper

50.

[56]

Obstacles and solutions
for full implementation
of cloud computing

2016 Evaluation
research

51.

[57]

A collaborative
intelligent learning
management system
called a smart cloud to
support resource
management

2018 Evaluation
research

52.

[58]

Transitioning from
traditional learning
management systems to
learning management
systems operating in the
cloud computing
environment

2019 Opinion
paper

53.

[59]

Concepts for applying
cloud computing in the
education sector in India

2016 Philosophica
1 paper

54.

[60]

A proposal to apply
cloud computing and big
data technologies in
education, discovering
the advantages and
disadvantages

2017 Philosophica
1 paper

55.

[61]

Clarify the steps needed
to create a quality virtual
learning environment
and use Moodle to study
the case

2014 Philosophica
1 paper

56.

[62]

essential factors
affecting users in
accepting classroom
computing and use of
cloud computing in
Thailand

2018 Philosophica
1 paper

57.

[63]

Building a Bridge
Connecting Learning
Analytics

Dashboards (L.A.D.s)
and Open Learner
Models (OLMs) to
conduct a study and
present the results

2018 Evaluation
research

58.

[64]

An online platform for
the Malaysian
government (MOOC)
called ArmadaNet uses
the Moodle model

2011 Philosophica
1 paper

59.

[65]

it reviews the G.O.D.
project for managing
educational data in a
cloud computing
environment

2013 Philosophica
1 paper

60.

[66]

I put forward a system
called Protus that works
on cloud learning
systems that identify
learners' behaviors and

2017 Evaluation
research
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Tearning styles using
classification
mechanisms and make
use of them in
recommendations

61.

[67]

Provide a model for the
application of cloud
computing in the
university system in
terms of structure and
environment for
implementation

2020

Opinion
paper

62.

[68]

It offers a cloud service
provider architecture that
enables the efficient and
effective provision of
educational services to
improve education

2014

Philosophica
1 paper

63.

[69]

A proposal that supports
the exchange of
knowledge and the
creation of a community
to exchange information
and educational
experiences in the cloud
environment

2014

Evaluation
research

64.

[70]

It raises some of the
advantages and
challenges of cloud
computing in the field of
education and solutions
for its application in
higher education
institutions

2019

Opinion
paper

65.

[71]

A training model that
aims to provide
educational materials in
short periods that suit
workers through micro-
education and integrating
them with learning
management systems

2020

Validation
research

66.

[4]

A framework of six
layers that can be
implemented in
educational institutions
located in developing
countries

2019

Philosophica
1 paper

67.

[72]

A detailed illustration of
the shared infrastructure
for e-learning systems in
the cloud environment
with actual examples

2012

Opinion
paper

68.

[73]

Applying the virtual
learning environment in
three stages and
displaying the results for
each stage

2015

Evaluation
research

69.

[17]

Clarify the actual
experiences of applying
cloud computing in
education. The study
included 27 studies

2015

Evaluation
research

70.

[74]

Implementing a SaaS
presentation platform
called E.D.I.S.O.N. that
provides computerized
design software

2018

Validation
research

71.

[142]

Developing a private
cloud that allows sharing
the university's resources
and linking the various
systems with each other

2017

Evaluation
research

72.

[75]

Directing cloud
computing in education
to solve some
companies' problems,
such as lack of resources
and knowledge gaps

2014

Evaluation
research

73.

[76]

Courses covering cloud
computing concepts ten
years ago explored the
existence of
shortcomings compared
to the impact of cloud
computing

2017

Evaluation
research

74.

[77]

It demonstrates the
importance of integrating
and combining
educational components
with cloud computing
technology to reduce
costs and increase
storage and security

2015

Philosophica
1 paper

75.

[78]

This study presents
descriptive census results
to clarify the advantages
and limitations of using
cloud computing
services as a commodity
in educational platforms.

2019

Validation
research

76.

It provides an analysis of
the limitations facing e-
learning and provides
some solutions to suit the
cloud computing
environment

2017

Opinion
paper

77.

[79]

It explains cloud
computing in universities
and how information and
resources are managed

2012

Opinion
paper

78.

[143]

Providing a private cloud
that meets the needs of
universities and the
requirements of e-
learning

2011

Evaluation
research

79.

[80]

The use of cloud
computing in higher
education in developing
countries such as
Thailand. The study
included collecting data
from two universities
and analyzing and
presenting the results.

2015

Evaluation
research

80.

[81]

Showcasing online
educational platforms
and explaining how they
can contribute to
educational efficiency
and sustainability

2012

Philosophica
1 paper

81.

[82]

Enhance security in the
cloud by encrypting
messages before storing
them and saving
encrypted messages in
the storage center for e-
learning systems

2018

Validation
research

82.

[83]

A study about
Armangarayan Company
in Iran is providing e-
learning services: cloud
computing was used in
Ayandeh Bank. The
study aimed to find out
the results of this
experiment.

2017

Evaluation
research
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83.| [84] Providing the 2013 Opinion 95.1 [145] A prototype for building | 2017 Evaluation
infrastructure for cloud paper an e-learning research
computing and using it environment in cloud
in the educational field, computing with
specifically in emergency and disaster
universities alert
84.| [85] Focuses on using cloud 2015 Evaluation 96.| [146] A prototype for building | 2015 Evaluation
computing in developing research an e-learning research
countries in the field of environment in cloud
education and making computing, a content
use of cloud storage and management system, and
storing educational using the phone to
materials display an emergency
85.1 [86] A survey of 282 2014 Validation and disaster alert
participants ip cloud- research 97.1 [94] Explain how cloud 2012 Philosophica
based education systems computing can be used 1 paper
was analyzed b}’ in the educational
structural equation process and its essential
modeling (S.E.M.) characteristics
86.| [87] The study aimed to 2013 Validation 98.| [95] Moving to cloud 2010 Opinion
_clarify the security is§ues research computing in universities paper
in the field of e-learning through six stages and
in the cloud, to clarify discussing policy
the gaps, and to find change, security, and
some solutions i reliability issues
87.| [88] The effect of cloud 2011 Evaluation 99.| [161] A mixed private and 2012 Opinion
computipg on education research public cloud to paper
and the importance of implement the proposed
cloufl cor'npl}lltlrll‘g ot five-unit learning system
services m the field o 100 [96] Discuss the concept of 2014 Opinion
cducation cloud learning b aper
88.| [89] Development of a model | 2012 Philosophica i ey pap
.. explaining the idea of the
to support e-learning in 1 paper . .
: virtual environment and
cloud computing and L3
Lo providing a platform for
model analysis using learning from the ground
C.S.P. and evaluation up g g
89.| [9] !ncludes aset of.stu(.hes 2019 Evaluation 101} [97] Developing a framework | 2020 Philosophica
in cloud computing in research
b based on A.R. for 1 paper
the field of education, .
. collaborative product
determining what has .
. design and Cloud
been implemented, .
. o platform assistance for
analyzing, and clarifying
file exchange and
future challenges. storage
90. Clarify the basic 2013 Opinion - - —
concepts of cloud paper 102 [98] It_ almls 1to prgv1<1eba . 2014 Vahdat}llon
[90] computing in the field of virtua earr;mlg Z ]; at d researc
e-learning and suggest a luses a set o dc lou -base
five-layer model for earning models
implementation 103 [99] A stgdy on the barriers 2018 Opinion
91.] [91] Using cloud computing 2019 Opinion to using clgud _ paper
platforms to increase the paper computing in higher
effectiveness of e- education included 69
learning universities in Kenya,
92.] [92] Encouraging the 2013 Validation and. th_e results were
transition to cloud research statistically
computing in the
education sector and
analyzing using SWOT 104 [100] E-learning standards and | 2015 Opinion
to illustrate strengths and their contribution to paper
weaknesses cloud computing and the
93.1 [93] Examine the factors 2015 Validation most important current
affecting the adoption of research issues: a comparison
cloud computing in between e-learning
higher education using before the transition to
SmartPLS and present the cloud environment
the results 105 [147] Improving the 2014 Proposal of
94.| [144] Development of an TaaS 2014 Evaluation educational process solution
e-learning system research through cloud computing
infrastructure to equip and reducing
the private cloud and complexity. It also aims
operate the learning to develop virtual
management system laboratories
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106

[101]

Design and evaluation of
educational activities in
a cloud computing
environment that rely on
inquiry and social
networks and support
critical thinking skills

2014

Validation
research

107

[102]

Using artificial
intelligence mechanisms
in cloud learning
platforms to evaluate the
user and recommend
additional education for
him

2014

Validation
research

108

[103]

Using two models of
SaaS and Paa$S cloud
computing to teach
networking to graduate
students, this experience
affected the extent of
students' learning and
participation.

2011

Proposal of
solution

109

[104]

A software-as-a-service
application in the
education field with a
user interface

2015

Evaluation
research

110

[162]

survey gamification
techniques in cloud
computing to increase
the effectiveness of
education with
clarification of current
and future requirements

2019

Evaluation
research

111

[130]

Framework It contains
services such as
recording activities,
exercises, and others,
and providing C ++
Workbook as a software
service in the cloud

2013

Philosophica
1 paper

112

[131]

It discusses e-learning in
the cloud computing
architecture divided into
five layers, as well as the
advantages and
disadvantages

2015

Proposal of
solution

113

[105]

Analysis of student
activity data in the
English language
through a classroom
built in the cloud
environment

2021

Validation
research

114

[106]

The CLEM cloud
learning project for
mechatronic students
enables access and use of
their virtual laboratories
and interact with them
via the cloud

2015

Evaluation
research

115

[13]

A survey of learning
management systems
and interaction with
social networking
platforms, including 29
studies

2018

Evaluation
research

116

[132]

A proposal to reduce
complexity in the cloud
computing environment
through agent and virtual
resource management
tools

2020

Proposal of
solution

TABLE 9. (Continued.) Summary of included studies.

117

[133]

It aims at cooperative
and interactive education
through behavioral
analysis

2015

Evaluation
research

118

[50]

A framework that aims
to ensure the quality of
services, specifically
infrastructure as a
service, by measuring
services and
performance with what
has been agreed upon by
the service provider.

2015

Philosophica
1 paper

119

[107]

A proposal for a smart
system that aims to share
content such as photos
and videos and access
them via smart devices

2017

Proposal of
solution

120

[108]

Clarification of cloud
computing in e-learning,
the benefit, and the cost-
effectiveness

2018

Opinion
paper

121

[109]

A comprehensive survey
of cloud computing in
the field of e-learning
and the most important
factors affecting its
success for stakeholders

2019

Validation
research

122

[110]

The use of cloud services
in teaching engineering
students: the study
included 10 Cloud
Services from Amazon
and Google Firebase

2021

Evaluation
research

123

[111]

Experience using the
Google platform to
collaborate and teach
subjects in the College of
Engineering, such as
industrial neural
networks, that need
expensive devices and
high specifications

2020

Validation
research

124

[112]

Discusses cooperation
between students in the
development of a
software engineering
project and remote
interaction between
students

2020

Evaluation
research

125

[113]

Adaptation of the cloud
computing environment
for courses distributed
through the T.AM.
model and the use of
open-source software

2018

Opinion
paper

126

[114]

Design and
implementation of a
collaborative educational
system based on cloud
computing. The
experiment includes two
groups of students

2018

Evaluation
research

127

[115]

A proposal to develop a
cloud-based educational
system using educational
media to deliver lessons
focused on writing code,
storage size, and server
simulation

2019

Evaluation
research

128

[116]

A cloud-based learning
management system with
new features that support
interaction between
teacher and learner

2021

Evaluation
research
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129 [117] Cloud performance 2018 Evaluation 140, [136] A proposal to move 2013 Philosophica
monitoring in case of research academic institutions to 1 paper
increased demand from rely on cloud computing
beneficiaries and load in education
distribution 141] [137] Analysis of e-learning in | 2019 Validation

130 [118], A survey of a group of 2018 Validation the previous period by research
students and their views research collecting data from
on the use of cloud- different education
based virtual laboratories platforms to know the
to apply information current situation and
technology courses future requirements

131] [119] Develop a cloud-based 2021 Evaluation 142/ [150] Analysis of e-learning in | 2017 | Validation
education system, data research the previous period by research
science techniques, and collecting data from
recommendation systems different education
that work in real-time platforms to know the

132 [120] Designing a virtual lab 2017 Validation current situation and
and applying the research future requirements
networking course to it 143 [151] Developing an 2018 | Validation
using the OpenNebula educational platform research
cloud opera_ting system using and relying on
and evaluating the Hadoop to analyze data
performance of the lab to improve performance

133] A survey of e-learning in | 2022 Evaluation through feedback and
Malawi during the research student assessment
Corona period and a 144 [124)] Discussing e-learning in | 2011 Opinion
proposal ff)r some cloud computing in paper

[121] technologies that support terms of structure and
e-learning _ — challenges

134 [122] A CI9Ud computing 2022 | Validation 145 [138] A framework for e- 2012 | Philosophica
architecture that research learning in ways that suit 1 paper
integrates with the educational
physiological systems community, including
that ar}alyzes images and individuals and
beh.avwr- of students ) organizations, in an
during distance learning . effective manner with

135 [123] Develqpment of 2011 Evaluation cloud computing
1ngredlen_t management research 146 [120] Developing a cloud- 2017 Validation
softwarg in pharmacy ,by based virtual lab to study research
developing a cooperation Kine through the
program to support networking ¢
resource sharing and Open Nebula program

S 147 [139] Test strategies that help 2019 Validation
communication students with dyslexia in research

136 [148] A proposal for a 2010 Philosophica the c-learnin
prototype for private 1 paper . 2
cloud infrastructure in environment on the
universities, colleges, Amazon platform
and research centers 148 [152] A virtu_al l‘ab experience 2017 Validation

137 [149] Improving performance 2012 Validation fora dlstr1b}1 teq LT. . rescarch
in scheduling using the research course application using
fairy algorithm by OpgnStack -
applying to a private 149 [153] A v1rtgal lab tq apply 2021 Evaluation
cloud designed for e- some 1nformat10n. research
learning technology matenalg,

13§ [134] | Improving security in 2017 | Validation such as big data, which
platforms as a service by research we ﬁn‘d shortcomings in
isolating devices and usm.g in the cloud .
using more than one 150 [154] A V1¢ual laborator.y fc_)r 2016 Evaluation
algorithm to determine studying communication research
which devices are close and networking courses
to each other in terms of 151) [50] A framework to improve | 2015 Validation
location and scheduling the quality of virtual research
tasks, and then the laboratories and reduce
algorithm was compared time and delays in
with three different performance
algorithms to evaluate 152 [155] An open-source private 2019 Evaluation
performance cloud for higher research

139 [135] A proposal for a national | 2016 | Philosophica education
framework for e-learning 1 paper 153| [156] implementing the 2018 Evaluation
that includes a set of infrastructure for higher research
layers of applications, education in Oman on
services, databases, and cloud computing using
networks OpenStack
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154 [140] Validation

research

Evaluation of computer 2011
courses through cloud
computing in platforms
as a service and
infrastructure as a
service

processing that support more significant interaction with
learning management systems.

Artificial intelligence techniques can help improve the
online course content design because the course design is
difficult and time-consuming and does not adapt to every
employee’s specific requirements. To overcome the limi-
tations of educational systems, business intelligence and
artificial intelligence techniques can be excellent choices to
support e-learning systems.

B. PRIVATE CLOUD

Here, we discuss cloud computing as a specialization or
subject within the field. Private clouds in educational insti-
tutions provide students with an environment for applying
research and projects related to cloud computing as a path
in information technology. A private cloud enables the actual
application in the infrastructure and prepares containers
for platforms as a service. The private cloud can provide
and attain scalability, persistent storage, distributed access,
effective resource utilization and management, and interop-
erability of the e-learning system. In addition, it can support
maximizing the resource with more efficiency and control by
avoiding bottlenecks and downtime, ensuring the stability of
the e-learning system for a long time with reasonable control
of the system. In addition, using a private cloud can offer a
high-security environment instead of an unsecured internet
connection.

C. PERFORMANCE

Improving performance in cloud computing would enhance
the learning services provided through the cloud. Using
machine learning algorithms to schedule tasks and distribute
the load balance improves performance, response speed, and
processing, whether parallel or multiple processing. This is a
fertile field for study, research, and development.

D. QUALITY SERVICE

Service providers compete to provide quality service to keep
customers and attract more trust in service level agreements
(S.L.A.s). Conduct experiments to evaluate trials, service sta-
bility, and change factors. The quality of e-learning can focus
on several aspects of quality service that lead to the satisfac-
tion of the students, e-learning system quality, and loyalty of
students to the e-learning system, e-learning instructor, and
course materials. Quality and e-learning were administrative.
These factors can increase and directly affect e-learning ser-
vice quality and student satisfaction.
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E. DEVELOPMENT

Harmonization of software and open-source cloud operat-
ing systems such as OpenStack competes with commercial
companies in performance and is considered one of the best
cloud operating systems. However, there are some areas for
improvement, such as Internet of Things sensors and artificial
intelligence.

F. GREEN INTERNET OF THINGS

IoT devices need massive Power for tremendous and effec-
tive performance to support a sophisticated environment for
e-learning organizations. This primary concern has earned
enormous attention in the forthcoming investigation research.

Green computing can help reduce Power and energy, which
are the main points in designing and implementing the future
computing system. Green computing solutions can provide
the organization’s e-learning system with friendly and less
energy consumption.

The Green Internet of Things (GIoT) is a solution for the
protection and sustainability of such issues. GIoT represents
the framework of connecting smart sensors and devices and
creating automation by enabling energy conservation meth-
ods. Sensors monitor students and control virtual classrooms
and other tasks that help in education. Monitoring energy
depletion and energy use variability is one of the priorities for
the next stage. Integrating green Internet of Things (GIoT),
technologies would be performed in the best potential manner
and improve the e-learning system environment to be friendly
and less energy-consuming.

G. BLOCKCHAIN AND METAVERSE

Blockchain is a distributed, unchanging record that enables
recording transactions and tracking resources. On the other
hand, the metaverse is a massive structure that has many
digital aspects. There are several advantages to the Meta-
verse globe, such as interaction, authenticity, and portability.
Using blockchain and the metaverse can benefit e-learning’s
future development, such as guaranteeing data security and
privacy in the e-learning environment. Another thing can be
ensuring the quality of the e-learning process and offering
data Integrity in different backgrounds. This integration can
promote a new feature to e-learning progress.

VIIl. LIMITATIONS

In this study, we analyzed an e-Learning cloud computing
environment. The study has some limitations, such as the
selection of database sources. There are many sources for
publishing scientific papers. However, this study focused on
only four reliable sources to collect articles (Springer, IEEE
Xplore, A.C.M., and Elsevier).

Many terms related to e-learning, such as mobile learning,
massive open online courses (MOOC), continuing learning,
micro-learning, and types of e-learning, are added to the tech-
niques used with e-learning and are focused on the e-learning
environment. Several factors may impact the findings, such
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as whether the contents were only partially analyzed or the
study’s researchers.

The study’s research questions focused on the impact of
e-learning and cloud computing services and models in scien-
tific papers related to the subject. This limited scope may have
excluded other potential research questions that provided
additional insights into the topic.

The study only analyzed papers written in English, which
may exclude relevant research published in other languages.
This could limit the generalizability of the findings or miss
essential insights. While the study analyzed a range of topics
related to e-learning and cloud computing, it may have over-
looked specific topics or issues relevant to particular contexts
or stakeholders. For example, the study did not mention the
role of teachers or instructors in e-learning environments or
the impact of e-learning on student outcomes.

We can give some suggestions to address the limitations:

To enhance the study’s comprehensiveness, consider
expanding the selection of database sources beyond the four
mentioned (Springer, IEEE Xplore, A.C.M., and Elsevier).
Additional reputable databases can help capture more rele-
vant scientific papers and provide a more holistic view of the
topic.

We are incorporating a broader spectrum of e-learning-
related terms beyond those analyzed in the study, such as
mobile learning, MOOCsSs, micro-learning, and continuing
education. This expansion can offer a more comprehensive
analysis of the subject matter.

To expand the scope of the study, explore additional
research questions beyond the impact of e-learning and
cloud computing services and models. This can uncover new
dimensions and perspectives within the field and provide a
more nuanced understanding of the subject.

Acknowledge that the impact of e-learning and cloud com-
puting can vary across different educational contexts, and
consider investigating specific issues or stakeholders, such as
the role of teachers or instructors and the effects on student
outcomes.

IX. CONCLUSION

Since the direction is now for online learning as the devel-
opment of the technology, on the other hand, with its
on-demand, metered access to computing resources (Process,
Memory, Storage, etc.), cloud computing is a new paradigm
that is fostering technical advancement and enabling dis-
persed applications across different geographies. Therefore,
this study reviewed an e-learning-based cloud computing
environment. The study extensively examined the integra-
tion of e-learning and cloud computing from 2010 to 2022,
analyzing 154 scholarly works. The potential for remote
engagement in education and employment is emphasized.
The reliance on literature reviews signals a need for practical
implementations and comprehensive integration of hardware,
software, security, and other facets. While public cloud com-
puting offers cost efficiency, data security remains pivotal,
particularly for sensitive information like student grades.
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Cloud computing’s role in shaping e-learning is recognized,
yet challenges necessitate ongoing innovation for a compre-
hensive educational environment.

The primary finding of this study underscores the sub-
stantial role of cloud computing in enhancing the integration
and effectiveness of e-learning, particularly concerning archi-
tecture, software, performance, and the potential of diverse
cloud computing service models. Furthermore, this study
offers recommendations for both researchers and readers. For
researchers, it suggests a shift towards empirical validation
to bridge theoretical concepts with practical applications,
emphasizing the comprehensive integration of all e-learning
elements, prioritizing practical implementations, and advanc-
ing research in data security. As for readers, the study
advises them to seek studies that provide practical relevance
through empirical insights, promote integrated approaches in
e-learning, consider case studies, and maintain awareness of
security measures within cloud-based educational systems.

Author Contribution:

Conceptualization: Hana Eljak, Ashraf Osman Ibrahim,
and Fakhreldin Saeed; Methodology: Hana Eljak, Ashraf
Osman Ibrahim, and Fakhreldin Saeed; Validation: Ibrahim
Abaker Targio Hashem, Abdelzahir Abdelmaboud, and Has-
san Jamil Syed; Formal analysis: Abdelzahir Abdelmaboud,
Mohd Arfian Bin Ismail, and Abubakar Elsafi; Visualization:
Ibrahim Abaker Targio Hashem, Anas Waleed Abulfaraj, and
Abubakar Elsafi; Writing-Original Draft: Hana Eljak and
Ashraf Osman Ibrahim; Writing-Review and editing: Ibrahim
Abaker Targio Hashem, Hassan Jamil Syed, Mohd Arfian
Bin Ismail, and Anas Waleed Abulfaraj; Supervision: Ashraf
Osman Ibrahim.

REFERENCES

[1] O. K. J. Mohammad, “Recent trends of cloud computing applications
and services in medical, educational, financial, library and agricultural
disciplines,” in Proc. 4th Int. Conf. Frontiers Educ. Technol., 2018,
pp. 132-141, doi: 10.1145/3233347.3233388.

[2] G. Riahi, “E-learning systems based on cloud computing:
A review,” Proc. Comput. Sci., vol. 62, pp.352-359, Jan. 2015,
doi: 10.1016/j.procs.2015.08.415.

[3]1 S. Azouzi, S. A. Ghannouchi, and Z. Brahmi, “Study of e-
learning system based on cloud computing: A survey,” in
Proc. Int. Conf. Intell. Syst. Design Appl. Cham, Switzerland: Springer,
2018, pp. 532-544, doi: 10.1007/978-3-030-16660-1_52.

[4] B. S. Shukur, M. K. A. Ghani, and M. Burhasnuddin, “A cloud
computing framework for higher education institutes in developing coun-
tries (CCF_HEI_DC),” in Intelligent and Interactive Computing. Cham,
Switzerland: Springer, 2019, pp. 397-409, doi: 10.1007/978-981-13-
6031-2_24.

[S] E. Leloglu, T. Ayav, and B. G. Aslan, “A review of cloud deploy-
ment models for e-learning systems,” in Proc. 43rd Annu. IEEE/IFIP
Int. Conf. Dependable Syst. Netw. (DSN), Jun. 2013, pp. 1-2, doi:
10.1109/DSN.2013.6575331.

[6] M. A. H. Masud and X. Huang, “An e-learning system architecture
based on cloud computing,” World Academy Sci., Eng., Technol., vol. 62,
pp. 74-78, Jan. 2012.

[71 A. El Mhouti, M. Erradi, and A. Nasseh, “Using cloud computing ser-
vices in e-learning process: Benefits and challenges,” Educ. Inf. Technol.,
vol. 23, no. 2, pp. 893-909, Mar. 2018, doi: 10.1007/s10639-017-9642-x.

[8] M. Ketel, “E-learning in a cloud computing environment,” in
Proc. IEEE SOUTHEASTCON, Mar. 2014, pp. 1-2, doi: 10.1109/
SECON.2014.6950728.

7349


http://dx.doi.org/10.1145/3233347.3233388
http://dx.doi.org/10.1016/j.procs.2015.08.415
http://dx.doi.org/10.1007/978-3-030-16660-1_52
http://dx.doi.org/10.1007/978-981-13-6031-2_24
http://dx.doi.org/10.1007/978-981-13-6031-2_24
http://dx.doi.org/10.1109/DSN.2013.6575331
http://dx.doi.org/10.1007/s10639-017-9642-x
http://dx.doi.org/10.1109/SECON.2014.6950728
http://dx.doi.org/10.1109/SECON.2014.6950728

IEEE Access

H. Eljak et al.: E-Learning-Based Cloud Computing Environment

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

7350

M. A. Khan and K. Salah, “Cloud adoption for e-learning: Survey and
future challenges,” Educ. Inf. Technol., vol. 25, no. 2, pp. 1417-1438,
Mar. 2020, doi: 10.1007/s10639-019-10021-5.

S. Agrawal, “A survey on recent applications of cloud computing in
education: COVID-19 perspective,” J. Phys., Conf. Ser., vol. 1828, no. 1,
Feb. 2021, Art. no. 012076.

R. F. Olanrewaju, B. U. I. Khan, M. U. I. Mattoo, F. Anwar,
A. N. B. Nordin, R. N. Mir, and Z. Noor, “Adoption of cloud
computing in higher learning institutions: A systematic review,”’
Indian J. Sci. Technol., vol. 10, no. 36, pp. 1-19, Sep. 2017, doi:
10.17485/ijst/2017/v10i36/117641.

H. Rodrigues, F. Almeida, V. Figueiredo, and S. L. Lopes, “Tracking e-
learning through published papers: A systematic review,” Comput. Educ.,
vol. 136, pp. 87-98, Jul. 2019, doi: 10.1016/j.compedu.2019.03.007.

H. Al-Samarraie and N. Saeed, “A systematic review of cloud com-
puting tools for collaborative learning: Opportunities and challenges to
the blended-learning environment,” Comput. Educ., vol. 124, pp. 77-91,
Sep. 2018, doi: 10.1016/j.compedu.2018.05.016.

M. Zare, C. Pahl, H. Rahnama, M. Nilashi, A. Mardani,
O. Ibrahim, and H. Ahmadi, “Multi-criteria decision making
approach in e-learning: A systematic review and classification,”
Appl. Soft Comput., vol. 45, pp. 108-128, Aug. 2016, doi: 10.1016/
j-as0¢.2016.04.020.

Q. N. Naveed and N. Ahmad, ““Critical success factors (CSFs) for cloud-
based e-learning,” Int. J. Emerg. Technol. Learn. (iJET), vol. 14, no. 1,
p. 140, Jan. 2019, doi: 10.3991/ijet.v14i01.9170.

M. T. Baldassarre, D. Caivano, G. Dimauro, E. Gentile, and G. Vis-
aggio, “Cloud computing for education: A systematic mapping study,”
IEEE Trans. Educ., vol. 61, no. 3, pp.234-244, Aug. 2018, doi:
10.1109/TE.2018.2796558.

M. S. Ibrahim, N. Salleh, and S. Misra, “Empirical studies of
cloud computing in education: A systematic literature review,” in
Proc. Int. Conf. Comput. Sci. Appl. Cham, Switzerland: Springer, 2015,
pp. 725737, doi: 10.1007/978-3-319-21410-8_55.

M. H. Kayali, N. Safie, and M. Mukhtar, “Adoption of cloud based e-
learning: A systematic literature review of adoption factors and theories,”
J. Eng. Appl. Sci., vol. 11, no. 8, pp. 1839-1845, 2016.

H. U. Khan, E Ali, and S. Nazir, “Systematic analysis of software
development in cloud computing perceptions,” J. Softw., Evol. Process,
vol. 2022, pp. 1-26, Jun. 2022, doi: 10.1002/smr.2485.

W. Bandara, S. Miskon, and E. Fielt, “A systematic, tool-supported
method for conducting literature reviews in IS,” in Proc. ECIS, vol. 1,
2011, pp. 1-13, doi: 10.4018/jesma.2010100105.

H. M. Al-Barhamtoshy and Abdullah. Al-Ghamdi, “Toward cloud-
based mixed reality e-learning system,” in Proc. Int. Conf. Infor-
mat., Health Technol. (ICIHT), Feb. 2017, pp.1-6, doi: 10.1109/
ICIHT.2017.7899008.

A. Belahcen, M. Abik, and R. Ajhoun, “C-MADAR learning:
Cloud based learning environment,” in Proc. IEEE Global
Eng. Educ. Conf. (EDUCON), Apr. 2012, pp. 1-7, doi: 10.1109/
EDUCON.2012.6201064.

Y. E. Cherner, J. Uhomoibhi, G. Mullett, M. M. Kuklja, C. Mkude,
L. Fweja, and H. Wang, “Implementation of interactive and adjustable
cloud-based e-learning tools for 21st century engineering education:
Challenges and prospects,” in Proc. IEEE World Conf. Eng. Educ. (EDU-

NINE), Mar. 2019, pp.1-20, doi: 10.1109/edunine.2019.
8875847.
C.-C. Wang, W.-C. Pai, and N. Y. Yen, “A sharable e-learning plat-

form based on cloud computing,” in Proc. 3rd Int. Conf. Com-
put. Res. Develop., vol. 2, Mar. 2011, pp. 1-5, doi: 10.1109/ICCRD.
2011.5764071.

S. Agadzhanova, A. Tolbatov, O. Viunenko, and O. Tolbatova, “Using
cloud technologies based on intelligent agent-managers to build per-
sonal academic environments in e-learning system,” in Proc. 2nd
Int. Conf. Adv. Inf. Commun. Technol. (AICT), Jul. 2017, pp. 92-96, doi:
10.1109/ATACT.2017.8020073.

A. Kang, L. Barolli, J. D. Lee, J. H. Park, and H. Y. Jeong, “‘Information
success model for learning system in cloud computing environment,”
in Proc. Int. Joint Conf. Awareness Sci. Technol. Ubi-Media Com-
put. (iCAST UMEDIA), Nov. 2013, pp. 764-768.

D. Kallergis, K. Chimos, S. Vizikidis, T. Karvounidis, M. Bassios, and
C. Douligeris, “Pirus: A file storage service in cloud computing for
educational use,” in Proc. IEEE Global Eng. Educ. Conf. (EDUCON),
Apr. 2014, pp. 416-421, doi: 10.1109/EDUCON.2014.6826128.

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

W. Huang, Y.-X. Zhao, Y. Xiao, and X.-H. Sun, “A cloud service
environment framework for SCORM compatible content,” in Proc. 3rd
Pacific-Asia Conf. Circuits, Commun. Syst. (PACCS), Jul. 2011, pp. 1-4,
doi: 10.1109/PACCS.2011.5990129.

D. Cvetkovic, M. Mijatovic, M. Mijatovic, and B. Medic, “Web ser-
vice model for distance learning using cloud computing technologies,”
in Proc. 40th Int. Conv. Inf. Commun. Technol., Electron. Micro-
electron. (MIPRO), May 2017, pp. 865-869, doi: 10.23919/MIPRO.
2017.7973543.

Md. A. H. Masud and X. Huang, “ESaaS: A new software paradigm
for supporting higher education in cloud environment,” in Proc. IEEE
17th Int. Conf. Comput. Supported Cooperat. Work Design (CSCWD),
Jun. 2013, pp. 196-201, doi: 10.1109/CSCWD.2013.6580962.

G. Malini, T. Mala, and A. Karuppaiah, ‘““Semantic based for e-learning
content storage on cloud,” in Proc. Int. Conf. Inf. Commun. Embed-
ded Syst. (ICICES), Mali, Feb. 2013, pp. 389-393, doi: 10.1109/ICI-
CES.2013.6508363.

H. Ma, Z. Zheng, F. Ye, and S. Tong, “The applied research of
cloud computing in the construction of collaborative learning plat-
form under e-learning environment,” in Proc. Int. Conf. Syst. Sci.,
Eng. Design Manuf. Informatization, vol. 1, Nov. 2010, pp. 190-192, doi:
10.1109/ICSEM.2010.58.

Z. A. Lone, P. Chawla, and A. Rana, “E-learning system
architecture for cloud computing—A review,” in Proc. 3rd
Int. Conf. Contemp. Comput. Informat. (IC3I), Oct. 2018, pp. 252-256,
doi: 10.1109/1C3144769.2018.9007286.

T. Zarra, R. Chiheb, R. Faizi, and A. E. Afia, “Cloud computing and
sentiment analysis in e-learning systems,” in Proc. 2nd Int. Conf. Cloud
Comput. Technol. Appl. (CloudTech), May 2016, pp. 171-176, doi:
10.1109/CloudTech.2016.7847695.

D. Wu and X. Peng, “Research on constructing the standard architecture
of educational cloud computing,” in Proc. Int. Conf. Intell. Environ.,
Jun. 2014, pp. 326-329, doi: 10.1109/1E.2014.71.

M. Watfa, “Cloud computing and e-learning: Potential pitfalls and ben-
efits,” in Proc. 6th Int. Conf. Innov. Comput. Technol. (INTECH),
Aug. 2016, pp. 140-144, doi: 10.1109/INTECH.2016.7845128.

M. R. M. Veeramanickam and M. Mohanapriya, ‘“‘Research paper
on e-learning application design features: Using cloud computing &
software engineering approach,” in Proc. Int. Conf. Inf. Commun. Embed-
ded Syst. (ICICES), Feb. 2016, pp. 1-6, doi: 10.1109/ICICES.2016.
7518886.

S. Thamarai Selvi, D. Kaleel, and V. Chinnaiah, “Applying prob-
lem based learning approach on e-learning system in cloud,” in
Proc. Int. Conf. Recent Trends Inf. Technol., Apr. 2012, pp. 244-249, doi:
10.1109/ICRTIT.2012.6206814.

Y. Shi, D. Lo, and K. Qian, “Teaching secure cloud computing con-
cepts with open source CloudSim environment,” in Proc. IEEE 40th
Annu. Comput. Softw. Appl. Conf. (COMPSAC), vol. 2, Jun. 2016,
pp. 247-252, doi: 10.1109/COMPSAC.2016.201.

N. Selviandro, M. Suryani, and Z. A. Hasibuan, “Open learning opti-
mization based on cloud technology: Case study implementation in
personalization e-learning,” in Proc. 16th Int. Conf. Adv. Commun. Tech-
nol., Feb. 2014, pp. 541-546, doi: 10.1109/ICACT.2014.6779019.

N. Selviandro and G. Septiana, “Context-aware ubiquitous learning on
the cloud-based open learning environment: Towards Indonesia open edu-
cational resources (I-OER),” in Proc. 4th Int. Conf. Inf. Commun. Tech-
nol. (ICoICT), May 2016, pp. 1-6, doi: 10.1109/ICoICT.2016.7571966.
N. Selviandro, M. Suryani, and Z. A. Hasibuan, “Enhancing the imple-
mentation of cloud-based open learning with e-learning personalization,”
in Proc. 17th Int. Conf. Adv. Commun. Technol. (ICACT), Jul. 2015,
pp. 472-479, doi: 10.1109/icact.2015.7224912.

N. Radhakrishnan, N. Poorna Chelvan, and D. Ramkumar, ‘‘Utilization
of cloud computing in e-learning systems,” in Proc. Int. Conf. Cloud
Comput. Technol., Appl. Manage. (ICCCTAM), Dec. 2012, pp. 208-213,
doi: 10.1109/ICCCTAM.2012.6488100.

S. Ouf, M. Nasr, and Y. Helmy, “An enhanced e-learning ecosystem based
on an integration between cloud computing and web2.0,” in Proc. 10th
IEEE Int. Symp. Signal Process. Inf. Technol., Dec. 2010, pp. 48-55, doi:
10.1109/1ISSPIT.2010.5711721.

N. V. Naik and K. Madhavi, “Cloud computing architecture for collabo-
rative e-learning system,” in Proc. Int. Conf. Appl. Theor. Comput. Com-
mun. Technol. (iCATccT), Oct. 2015, pp. 58-62, doi: 10.1109/ICATCCT.
2015.7456855.

VOLUME 12, 2024


http://dx.doi.org/10.1007/s10639-019-10021-5
http://dx.doi.org/10.17485/ijst/2017/v10i36/117641
http://dx.doi.org/10.1016/j.compedu.2019.03.007
http://dx.doi.org/10.1016/j.compedu.2018.05.016
http://dx.doi.org/10.1016/j.asoc.2016.04.020
http://dx.doi.org/10.1016/j.asoc.2016.04.020
http://dx.doi.org/10.3991/ijet.v14i01.9170
http://dx.doi.org/10.1109/TE.2018.2796558
http://dx.doi.org/10.1007/978-3-319-21410-8_55
http://dx.doi.org/10.1002/smr.2485
http://dx.doi.org/10.4018/jesma.2010100105
http://dx.doi.org/10.1109/ICIHT.2017.7899008
http://dx.doi.org/10.1109/ICIHT.2017.7899008
http://dx.doi.org/10.1109/EDUCON.2012.6201064
http://dx.doi.org/10.1109/EDUCON.2012.6201064
http://dx.doi.org/10.1109/edunine.2019.8875847
http://dx.doi.org/10.1109/edunine.2019.8875847
http://dx.doi.org/10.1109/ICCRD.2011.5764071
http://dx.doi.org/10.1109/ICCRD.2011.5764071
http://dx.doi.org/10.1109/AIACT.2017.8020073
http://dx.doi.org/10.1109/EDUCON.2014.6826128
http://dx.doi.org/10.1109/PACCS.2011.5990129
http://dx.doi.org/10.23919/MIPRO.2017.7973543
http://dx.doi.org/10.23919/MIPRO.2017.7973543
http://dx.doi.org/10.1109/CSCWD.2013.6580962
http://dx.doi.org/10.1109/ICICES.2013.6508363
http://dx.doi.org/10.1109/ICICES.2013.6508363
http://dx.doi.org/10.1109/ICSEM.2010.58
http://dx.doi.org/10.1109/IC3I44769.2018.9007286
http://dx.doi.org/10.1109/CloudTech.2016.7847695
http://dx.doi.org/10.1109/IE.2014.71
http://dx.doi.org/10.1109/INTECH.2016.7845128
http://dx.doi.org/10.1109/ICICES.2016.7518886
http://dx.doi.org/10.1109/ICICES.2016.7518886
http://dx.doi.org/10.1109/ICRTIT.2012.6206814
http://dx.doi.org/10.1109/COMPSAC.2016.201
http://dx.doi.org/10.1109/ICACT.2014.6779019
http://dx.doi.org/10.1109/ICoICT.2016.7571966
http://dx.doi.org/10.1109/icact.2015.7224912
http://dx.doi.org/10.1109/ICCCTAM.2012.6488100
http://dx.doi.org/10.1109/ISSPIT.2010.5711721
http://dx.doi.org/10.1109/ICATCCT.2015.7456855
http://dx.doi.org/10.1109/ICATCCT.2015.7456855

H. Eljak et al.: E-Learning-Based Cloud Computing Environment

IEEE Access

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

S. Moser, F. Krapp, S. Birtele, K. Wunderlich, G. Groger, F. Slomka,
and H. Schumacher, “Cloud-based virtual desktop environment for
advanced online master’s courses,” in Proc. Int. Conf. Web Open
Access Learn. (ICWOAL), Nov. 2014, pp. 1-4, doi: 10.1109/ICWOAL.
2014.7009235.

V. Monfort, M. Khemaja, N. Ammari, and F. Fehli, “Using
SaaS and cloud computing for ‘on demand’ e learning services
application to navigation and fishing simulator,” in Proc. 10th
IEEE Int. Conf. Adv. Learn. Technol., Jul. 2010, pp. 663-665, doi:
10.1109/ICALT.2010.188.

A. Memeti and B. Cico, “Supporting content and learner collabora-
tion and interaction through cloud computing models,” in Proc. 6th
Int. Conf. Comput. Intell., Commun. Syst. Netw., May 2014, pp. 145-148,
doi: 10.1109/CICSyN.2014.39.

H. Liu, Y. Chen, Z. Zhang, J. Shu, and Z. Li, “Cloud-terminal inte-
gration learning platform and its applications in blended learning,”
in Proc. Int. Symp. Educ. Technol. (ISET), Jun. 2017, pp. 71-73, doi:
10.1109/ISET.2017.24.

P. Tamang, A. Alsadoon, C. Withana, L. S. Hoe, and A. Elchouemi,
“A model to improve quality of service (QoS) in cloud based virtual lab
framework,” in Proc. Int. Conf. Workshop Comput. Commun. (IEMCON),
Oct. 2015, pp. 1-5, doi: 10.1109/IEMCON.2015.7344519.

E. J. Lorenzo, R. Centeno, and M. Rodriguez-Artacho, “A framework
for helping developers in the integration of external tools into virtual
learning environments,” in Proc. Int. Conf. Technol. Ecosyst. Enhancing
Multiculturality, 2013, pp. 127-132, doi: 10.1145/2536536.2536556.

X. Li, J. Liu, J. Han, and Q. Zhang, “The architecture design
of micro-learning platform based on cloud computing,” in
Proc. Int. Conf. Innov. Comput. Cloud Comput., 2011, pp.80-83,
doi: 10.1145/2071639.2071659.

M. Ketel, “Cloud services for e-learning,” in Proc. ACM Southeast
Regional Conf., Mar. 2014, pp. 1-4, doi: 10.1145/2638404.2638504.

S. S. M. Kassim, M. Salleh, A. Zainal, and A. R. C. Husin, “Risk
tolerance and trust issues in cloud-based e-learning,” in Proc. 2nd
Int. Conf. Internet Things, Data Cloud Comput., Mar. 2017, pp. 1-11,
doi: 10.1145/3018896.3018973.

N. F. Gomes, M. del carmen Arau Ribeiro, and M. J. H. Ser-
rano, “Up in the clouds: Where to find enhanced learning,” in
Proc. 5th Int. Conf. Inf. Educ. Technol., 2017, pp.84-88, doi:
10.1145/3029387.3029423.

A. M. Gamundani and D. O. Kandjii, “A review of cloud computing
capabilities towards building virtual learning centres,” in Proc. 2nd
Int. Conf. Inf. Commun. Technol. Competitive Strategies, Mar. 2016,
pp. 1-10, doi: 10.1145/2905055.2905313.

A. El Mhouti and M. Erradi, “Towards a smart learning management
system (smart-LMS) to improve collaborative learning in higher educa-
tion,” in Proc. 3rd Int. Conf. Smart City Appl., Oct. 2018, pp. 1-9, doi:
10.1145/3286606.3286784.

A. Ekuase-Anwansedo and A. Smith, “Effect of cloud based learning
management system on the learning management system implementation
process:,” in Proc. ACM SIGUCCS Annu. Conf., Oct. 2019, pp. 176-179,
doi: 10.1145/3347709.3347835.

S. Duggal and M. K. Sharma, “‘Proposed frame work of e-learning ser-
vices through cloud,” in Proc. 2nd Int. Conf. Inf. Commun. Technol. Com-
petitive Strategies, Mar. 2016, pp. 1-5, doi: 10.1145/2905055.2905080.
K. Dahdouh, A. Dakkak, and L. Oughdir, “Integrating big data technolo-
gies in a dynamic environment EIAH dedicated to e-learning systems
based on cloud infrastructure,” in Proc. 2nd Int. Conf. Comput. Wireless
Commun. Syst., Nov. 2017, pp. 1-7, doi: 10.1145/3167486.3167506.

E. F Coutinho, L. O. Moreira, G. A. Paillard, and J. G. Maia,
“How to deploy a virtual learning environment in the cloud,” in
Proc. 7th Euro Amer. Conf. Telematics Inf. Syst., 2014, pp. 1-4, doi:
10.1145/2590651.2590675.

S. Chaveesuk, P. Wutthirong, and W. Chaiyasoonthorn, ““Cloud comput-
ing classroom acceptance model in Thailand higher education’s institutes:
A conceptual framework,” in Proc. 10th Int. Conf. Inf. Manage. Eng.,
Sep. 2018, pp. 141-145, doi: 10.1145/3285957.3285989.

M. H. B. N. Azhan, M. Y. B. M. Saman, and M. B. Man,
“A framework for collaborative multi-institution MOOC environment,”
in Proc. Int. Conf. Internet Things Cloud Comput., Mar. 2016, pp. 1-6,
doi: 10.1145/2896387.2896421.

E. Aljenaa, F. S. Al-Anzi, and M. Alshayeji, “Towards an effi-
cient e-learning system based on cloud computing,” in Proc. 2nd
Kuwait Conf. E-Services E-Syst., Apr. 2011, pp. 1-7, doi: 10.1145/
2107556.2107569.

VOLUME 12, 2024

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

M. Adriani, Y. W. Choong, B. H. Ngo, L. D’Orazio, D. Laurent, and
N. Spyratos, “Optimized data management for e-learning in the clouds
towards Cloodle,” in Proc. 4th Symp. Inf. Commun. Technol., 2013,
pp. 320-324, doi: 10.1145/2542050.2542089.

S. Bhaskaran and B. Santhi, “An efficient personalized trust based hybrid
recommendation (TBHR) strategy for e-learning system in cloud com-
puting,” Cluster Comput., vol. 22, no. S1, pp. 1137-1149, Jan. 2019, doi:
10.1007/s10586-017-1160-5.

H. Xu, “Application of cloud computing information processing sys-
tem in network education,” in Proc. Int. Conf. Appl. Techn. Cyber
Secur. Intell. Cham, Switzerland: Springer, 2019, pp. 1809-1815, doi:
10.1007/978-3-030-25128-4_238.

S. R. Babu, K. G. Kulkarni, and K. C. Sekaran, “A generic agent
based cloud computing architecture for e-learning,” in Proc. 48th
Annu. Conv. Comput. Soc., vol. 1. Cham, Switzerland: Springer, 2014,
pp. 523-533, doi: 10.1007/978-3-319-03107-1_58.

A. Al-Rasheed, J. Berri, and A. Chikh, “Toward a cloud based knowledge
management system of e-learning best practices,” in New Perspectives
in Information Systems and Technologies, vol. 1. Cham, Switzerland:
Springer, 2014, pp. 115-125, doi: 10.1007/978-3-319-05951-8_12.

A. E. Mhouti, M. Erradi, and A. Nasseh, “Application of cloud com-
puting in e-learning: A basic architecture of cloud-based e-learning
systems for higher education,” in Proc. 3rs Int. Conf. Smart City Appl.
Cham, Switzerland: Springer, 2018, pp. 319-333, doi: 10.1007/978-3-
030-11196-0_29.

R. P. D. Redondo, M. C. Rodriguez, J. J. L. Escobar, and A. F. Vilas,
“Integrating micro-learning content in traditional e-learning platforms,”
Multimedia Tools Appl., vol. 80, no. 2, pp. 3121-3151, Jan. 2021, doi:
10.1007/s11042-020-09523-z.

A. Fernandez, D. Peralta, F. Herrera, and J. Benitez, “An overview
of e-learning in cloud computing,” in Proc. Workshop Learn. Tech-
nol. Educ. Cloud. Cham, Switzerland: Springer, 2012, pp. 3546, doi:
10.1007/978-3-642-30859-8_4.

R. B. Silva-Lépez, 1. 1. Méndez-Gurrola,
M. I Silva-Lépez, and J. Fallad-Chavez, ‘Strategic learning
meta-model (SLM): Architecture of the personalized virtual
learning environment (PVLE) based on the cloud computing,” in
Proc. Mex. Int. Conf. Artif. Intell. Cham, Switzerland: Springer, 2015,
pp. 183-194, doi: 10.1007/978-3-319-27101-9_13.

I. Jeon, J. Ma, J. H. Seo, J. R. Lee, K. Cho, and H. Ryu, “A devel-
opment on the SaaS cloud scientific computing platform for education
and research in nanoscience,” in Advances in Computer Science and
Ubiquitous Computing. Cham, Switzerland: Springer, 2017, pp. 951-956,
doi: 10.1007/978-981-10-7605-3_151.

I. Hamburg and M. Marian, “Supporting knowledge transfer and
mentoring in companies by e-learning and cloud computing,” in
Proc. Int. Conf. Web-Based Learn. Cham, Switzerland: Springer, 2012,
pp. 231-240, doi: 10.1007/978-3-662-43454-3_24.

D. Guo and A. Koufakou, “How cloud computing is addressed
for software development in computer science education,” in
Proc. Int. Conf. Hum.-Comput. Interact. Cham, Switzerland: Springer,
2017, pp. 415-426, doi: 10.1007/978-3-319-58071-5_31.

S. Ghallabi, F. Essalmi, and M. Jemni, ‘“Enhanced federation and reuse
of e-learning components using cloud computing,” in Emerging Issues in
Smart Learning. Cham, Switzerland: Springer, 2015, pp. 159-166, doi:
10.1007/978-3-662-44188-6_23.

R. T. H. Farouk, ““Studying the effect of using e-learning through secure
cloud computing systems,” in The Challenges of the Digital Transforma-
tion in Education, vol. 2. Cham, Switzerland: Springer, 2019, p. 54, doi:
10.1007/978-3-030-11935-5_6.

T. Dong, Y. Ma, and L. Liu, “The application of cloud computing in
universities’ education information resources management,” in Informa-
tion Engineering and Applications. Cham, Switzerland: Springer, 2012,
pp. 938-945, doi: 10.1007/978-1-4471-2386-6_122.

V. Bhatiasevi and M. Naglis, “Investigating the structural relation-
ship for the determinants of cloud computing adoption in education,”
Educ. Inf. Technol., vol. 21, no. 5, pp. 1197-1223, Sep. 2016, doi:
10.1007/s10639-015-9376-6.

S. Bensch and M. Rager, “Cloud-based online learning platforms,” in
Proc. Int. Conf. Business Inf. Syst. Cham, Switzerland: Springer, 2012,
pp. 165-176, doi: 10.1007/978-3-642-34228-8_16.

G. S. S. Jose and C. S. Christopher, “Secure cloud data storage
approach in e-learning systems,” Cluster Comput., vol. 22, no. S5,
pp. 12857-12862, Sep. 2019, doi: 10.1007/s10586-018-1785-z.

O. H. Alcantara,

7351


http://dx.doi.org/10.1109/ICWOAL.2014.7009235
http://dx.doi.org/10.1109/ICWOAL.2014.7009235
http://dx.doi.org/10.1109/ICALT.2010.188
http://dx.doi.org/10.1109/CICSyN.2014.39
http://dx.doi.org/10.1109/ISET.2017.24
http://dx.doi.org/10.1109/IEMCON.2015.7344519
http://dx.doi.org/10.1145/2536536.2536556
http://dx.doi.org/10.1145/2071639.2071659
http://dx.doi.org/10.1145/2638404.2638504
http://dx.doi.org/10.1145/3018896.3018973
http://dx.doi.org/10.1145/3029387.3029423
http://dx.doi.org/10.1145/2905055.2905313
http://dx.doi.org/10.1145/3286606.3286784
http://dx.doi.org/10.1145/3347709.3347835
http://dx.doi.org/10.1145/2905055.2905080
http://dx.doi.org/10.1145/3167486.3167506
http://dx.doi.org/10.1145/2590651.2590675
http://dx.doi.org/10.1145/3285957.3285989
http://dx.doi.org/10.1145/2896387.2896421
http://dx.doi.org/10.1145/2107556.2107569
http://dx.doi.org/10.1145/2107556.2107569
http://dx.doi.org/10.1145/2542050.2542089
http://dx.doi.org/10.1007/s10586-017-1160-5
http://dx.doi.org/10.1007/978-3-030-25128-4_238
http://dx.doi.org/10.1007/978-3-319-03107-1_58
http://dx.doi.org/10.1007/978-3-319-05951-8_12
http://dx.doi.org/10.1007/978-3-030-11196-0_29
http://dx.doi.org/10.1007/978-3-030-11196-0_29
http://dx.doi.org/10.1007/s11042-020-09523-z
http://dx.doi.org/10.1007/978-3-642-30859-8_4
http://dx.doi.org/10.1007/978-3-319-27101-9_13
http://dx.doi.org/10.1007/978-981-10-7605-3_151
http://dx.doi.org/10.1007/978-3-662-43454-3_24
http://dx.doi.org/10.1007/978-3-319-58071-5_31
http://dx.doi.org/10.1007/978-3-662-44188-6_23
http://dx.doi.org/10.1007/978-3-030-11935-5_6
http://dx.doi.org/10.1007/978-1-4471-2386-6_122
http://dx.doi.org/10.1007/s10639-015-9376-6
http://dx.doi.org/10.1007/978-3-642-34228-8_16
http://dx.doi.org/10.1007/s10586-018-1785-z

IEEE Access

H. Eljak et al.: E-Learning-Based Cloud Computing Environment

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92

[93]

[94]

[95]

[96]

[97]

[98]

[99]

[100]

7352

M. R. R. Roveicy and A. M. Bidgoli, “Migrating from conventional e-
learning to cloud-based e-learning: A case study of Armangarayan Co,”
in Proc. Comput. Sci. Line Conf. Cham, Switzerland: Springer, 2017,
pp. 62—67, doi: 10.1007/978-3-319-57141-6_7.

V. Paranjape and V. Pandey, “An innovation in education through
cloud computing,” in Proc. India Seminar Biomed. Eng. Cham,
Switzerland: Springer, 2013, pp.255-261, doi: 10.1007/978-81-322-
0970-6_29.

T. Olokunde and S. Misra, ‘“Towards a cloud-based data storage medium
for e-learning systems in developing countries,” in Proc. Int. Conf. Soft
Comput., Intell. Syst., Inf. Technol. Cham, Switzerland: Springer, 2015,
pp. 457-468, doi: 10.1007/978-3-662-46742-8_42.

T. D. Nguyen, T. M. Nguyen, Q.-T. Pham, and S. Misra, “Acceptance
and use of e-learning based on cloud computing: The role of con-
sumer innovativeness,” in Proc. Int. Conf. Comput. Sci. Appl. Cham,
Switzerland: Springer, 2014, pp. 159-174, doi: 10.1007/978-3-319-
09156-3_12.

M. A. H. Masud, M. R. Islam, and J. Abawajy, “Security concerns and
remedy in a cloud based e-learning system,” in Proc. Int. Conf. Secur. Pri-
vacy Commun. Syst. Cham, Switzerland: Springer, 2013, pp. 356-366,
doi: 10.1007/978-3-319-04283-1_22.

S. Manro, J. Singh, and R. Manro, “Cloud computing in education:
Make India better with the emerging trends,” in Proc. Int. Conf. High
Perform. Archit. Grid Comput. Cham, Switzerland: Springer, 2011,
pp. 131-139, doi: 10.1007/978-3-642-22577-2_18.

H. Jeong and B. Hong, “CSP based e-learning model in cloud computing
environment,” in Computer Applications for Graphics, Grid Comput-
ing, and Industrial Environment. Cham, Switzerland: Springer, 2012,
pp. 110-117, doi: 10.1007/978-3-642-35600-1_16.

N. Selviandro and Z. A. Hasibuan, “Cloud-based e-learning: A proposed
model and benefits by using e-learning based on cloud computing for
educational institution,” in Proc. Inf. Commun. Technol.-EurAsia Conf.
Cham, Switzerland: Springer, 2013, pp. 192-201, doi: 10.1007/978-3-
642-36818-9_20.

S. T. Siddiqui, S. Alam, Z. A. Khan, and A. Gupta, “Cloud-
based e-learning: Using cloud computing platform for an effective
e-learning,” in Smart Innovations in Communication and Computa-
tional Sciences. Cham, Switzerland: Springer, 2019, pp. 335-346, doi:
10.1007/978-981-13-2414-7_31.

P. Soni and P. Gupta, ““E-learning through cloud computing: Shaping the
future of learning for learner of tomorrow,” in Proc. Int. Conf. Inf. Tech-
nol. Manag. Sci. Cham, Switzerland: Springer, 2013, pp. 481-486, doi:
10.1007/978-3-642-34910-2_56.

A.N. Tashkandi and I. M. Al-Jabri, “Cloud computing adoption by higher
education institutions in Saudi Arabia: An exploratory study,” Cluster
Comput., vol. 18, no. 4, pp. 1527-1537, Dec. 2015, doi: 10.1007/s10586-
015-0490-4.

C.-S. Wang, Y.-M. Huang, and Y.-M. Huang, ““Interactive e-learning with
cloud computing framework,” in Human Centric Technology and Service
in Smart Space. Cham, Switzerland: Springer, 2012, pp. 311-316, doi:
10.1007/978-94-007-5086-9_41.

D. C. Wyld and R. L. Juban, “Education in the clouds: How colleges and
universities are leveraging cloud computing,” in Technological Devel-
opments in Networking, Education and Automation. Cham, Switzerland:
Springer, 2010, pp. 1-6, doi: 10.1007/978-90-481-9151-2_1.

M. Zhang and J. Zhou, “Construction of basic education cloud
computing platform based on virtualization technology,” in
Proc. Int. Conf. Intell. Comput. Cham, Switzerland: Springer, 2014,
pp. 709-716, doi: 10.1007/978-3-319-09339-0_71.

D. Mourtzis, V. Siatras, J. Angelopoulos, and N. Panopoulos, “An
augmented reality collaborative product design cloud-based platform in
the context of learning factory,” Proc. Manuf., vol. 45, pp. 546-551,
Jan. 2020, doi: 10.1016/j.promfg.2020.04.076.

A. Dukhanov, M. Karpova, and K. Bochenina, ‘“Design virtual learning
labs for courses in computational science with use of cloud computing
technologies,” Proc. Comput. Sci., vol. 29, pp. 2472-2482, Jan. 2014,
doi: 10.1016/j.procs.2014.05.231.

K. Njenga, L. Garg, A. K. Bhardwaj, V. Prakash, and S. Bawa, ““The cloud
computing adoption in higher learning institutions in kenya: Hindering
factors and recommendations for the way forward,” Telematics Informat.,
vol. 38, pp. 225-246, May 2019, doi: 10.1016/j.tele.2018.10.007.

F. F. Ahmed, “Comparative analysis for cloud based e-learning,”
Proc. Comput. Sci., vol. 65, pp.368-376, Jan. 2015, doi: 10.1016/
j-procs.2015.09.098.

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

P. Thaiposri and P. Wannapiroon, ‘“Enhancing students’ critical thinking
skills through teaching and learning by inquiry-based learning activities
using social network and cloud computing,” Proc.-Social Behav. Sci.,
vol. 174, pp.2137-2144, Feb. 2015, doi: 10.1016/j.sbspro.2015.
02.013.

V. Stantchev, L. Prieto-Gonzilez, and G. Tamm, “Cloud computing
service for knowledge assessment and studies recommendation in crowd-
sourcing and collaborative learning environments based on social network
analysis,” Comput. Hum. Behav., vol. 51, pp. 762-770, Oct. 2015, doi:
10.1016/j.chb.2014.11.092.

M. Z. J. P-S. Murah and B. Sciences, ‘“Teaching and learning
cloud computing,” Proc.-Social Behav. Sci., vol. 59, pp.157-163,
Jan. 2012.

A. F. Hegazy, A. E. Khedr, and Y. A. Geddawy, ““An adaptive framework
for applying cloud computing in virtual learning environment at education
a case study of ‘AASTMT,” Proc. Comput. Sci., vol. 65, pp. 450-458,
Jan. 2015, doi: 10.1016/j.procs.2015.09.121.

L. Xiong and M. Li, “Behavioral modeling based on cloud comput-
ing and target user recommendation for English cloud classroom,”
Microprocessors Microsyst., vol. 80, Feb. 2021, Art. no. 103587, doi:
10.1016/j.micpro.2020.103587.

K.-M. Chao, A. E. James, A. G. Nanos, J.-H. Chen, S.-D. Stan,
I. Muntean, G. Figliolini, P. Rea, C. B. Bouzgarrou, P. Vitliemov,
J. Cooper, and J. van Capelle, “Cloud e-learning for mechatronics:
CLEM,” Future Gener. Comput. Syst., vol. 48, pp. 46-59, Jul. 2015, doi:
10.1016/j.future.2014.10.033.

M. Maraoui and O. Nasfi, “Smart tools for cloud e-learning system,”
in Proc. Int. Conf. Eng. Technol. (ICET), Aug. 2017, pp. 1-5, doi:
10.1109/ICEngTechnol.2017.8308195.

A. E. M. Abdalrahman, A. M. M. Mahmoud, S. O. H. Salih, and
M. O. Altaieb, “E-learning based on cloud computing technology,” in
Proc. Ist Int. Conf. Comput. Appl. Inf. Secur. (ICCAIS), Apr. 2018,
pp. 1-6, doi: 10.1109/CAIS.2018.8441968.

Q. N. Naveed, M. R. N. Mohamed Qureshi, A. Shaikh, A. O. Alsayed,
S. Sanober, and K. Mohiuddin, “Evaluating and ranking cloud-
based e-learning critical success factors (CSFs) using combinato-
rial approach,” IEEE Access, vol. 7, pp. 157145157157, 2019, doi:
10.1109/ACCESS.2019.2949044.

S. Neela, Y. Neyyala, V. Pendem, K. Peryala, and V. V. Kumar,
“Cloud computing based learning web application through Amazon web
services,” in Proc. 7th Int. Conf. Adv. Comput. Commun. Syst. (ICACCS),
vol. 1, Mar. 2021, pp.472-475, doi: 10.1109/ICACCS51430.
2021.9441974.

A. N. Handayani, I. A. E. Zaeni, W. C. Kurniawan, and R. A. Asmara,
“Development of e-Collab classroom for CNN practice on
electrical engineering, universitas Negeri Malang,” in Proc. 4th
Int. Conf. Vocational Educ. Training (ICOVET), Sep. 2020, pp. 47-51,
doi: 10.1109/ICOVET50258.2020.9230345.

A. P Patil and T. S. S. Sree, “Imparting quality education with prac-
tical approach: Using cloud computing for education case study,” in
Proc. IEEE Bengaluru Humanitarian Technol. Conf. (B-HTC), Oct. 2020,
pp. 14, doi: 10.1109/B-HTC50970.2020.9297835.

M. M. Raikar, P. Desai, M. Vijayalakshmi, and P. Narayankar, ‘“‘Augment-
ing cloud concepts learning with open source software environment,” in
Proc. Int. Conf. Adv. Comput., Commun. Informat. (ICACCI), Sep. 2018,
pp. 1405-1411, doi: 10.1109/ICACCI.2018.8554826.

H. H. Saleh, W. Nsaif, and L. Rashed, “Design and implemen-
tation a web-based collaborative e-learning model: A case study—
computer science department curriculum,” in Proc. Ist Annu. Int. Conf.
Inf. Sci. (AiCIS), Nov. 2018, pp. 193-200, doi: 10.1109/AiCIS.2018.
00045.

V. Sittakul, S. Sangnikornnopkao, T. Paisuwan, and S. Pasakawee, “Web
based design for e-learning contents on cloud network,” in Proc. IEEE
Asia—Pacific Conf. Circuits Syst. (APCCAS), Nov. 2019, pp. 413416,
doi: 10.1109/APCCAS47518.2019.8953095.

N. M. S. Surameery and M. Y. Shakor, “CBES: Cloud based learn-
ing management system for educational institutions,” in Proc. 3rd
East Indonesia Conf. Comput. Inf. Technol. (EIConCIT), Apr. 2021,
pp. 270-275, doi: 10.1109/EIConCIT50028.2021.9431932.

S. A. Sokolov, S. M. Vlaev, M. Vukadinoff, A. P. Zahariev, T. B. Iliev,
and I. S. Stoyanov, “Performance estimation of scalable e-learning
systems in the cloud,” in Proc. IEEE 24th Int. Symp. Design
Technol. Electron. Packag. (SIITME), Oct. 2018, pp. 148-151, doi:
10.1109/SIITME.2018.8599252.

VOLUME 12, 2024


http://dx.doi.org/10.1007/978-3-319-57141-6_7
http://dx.doi.org/10.1007/978-81-322-0970-6_29
http://dx.doi.org/10.1007/978-81-322-0970-6_29
http://dx.doi.org/10.1007/978-3-662-46742-8_42
http://dx.doi.org/10.1007/978-3-319-09156-3_12
http://dx.doi.org/10.1007/978-3-319-09156-3_12
http://dx.doi.org/10.1007/978-3-319-04283-1_22
http://dx.doi.org/10.1007/978-3-642-22577-2_18
http://dx.doi.org/10.1007/978-3-642-35600-1_16
http://dx.doi.org/10.1007/978-3-642-36818-9_20
http://dx.doi.org/10.1007/978-3-642-36818-9_20
http://dx.doi.org/10.1007/978-981-13-2414-7_31
http://dx.doi.org/10.1007/978-3-642-34910-2_56
http://dx.doi.org/10.1007/s10586-015-0490-4
http://dx.doi.org/10.1007/s10586-015-0490-4
http://dx.doi.org/10.1007/978-94-007-5086-9_41
http://dx.doi.org/10.1007/978-90-481-9151-2_1
http://dx.doi.org/10.1007/978-3-319-09339-0_71
http://dx.doi.org/10.1016/j.promfg.2020.04.076
http://dx.doi.org/10.1016/j.procs.2014.05.231
http://dx.doi.org/10.1016/j.tele.2018.10.007
http://dx.doi.org/10.1016/j.procs.2015.09.098
http://dx.doi.org/10.1016/j.procs.2015.09.098
http://dx.doi.org/10.1016/j.sbspro.2015.02.013
http://dx.doi.org/10.1016/j.sbspro.2015.02.013
http://dx.doi.org/10.1016/j.chb.2014.11.092
http://dx.doi.org/10.1016/j.procs.2015.09.121
http://dx.doi.org/10.1016/j.micpro.2020.103587
http://dx.doi.org/10.1016/j.future.2014.10.033
http://dx.doi.org/10.1109/ICEngTechnol.2017.8308195
http://dx.doi.org/10.1109/CAIS.2018.8441968
http://dx.doi.org/10.1109/ACCESS.2019.2949044
http://dx.doi.org/10.1109/ICACCS51430.2021.9441974
http://dx.doi.org/10.1109/ICACCS51430.2021.9441974
http://dx.doi.org/10.1109/ICOVET50258.2020.9230345
http://dx.doi.org/10.1109/B-HTC50970.2020.9297835
http://dx.doi.org/10.1109/ICACCI.2018.8554826
http://dx.doi.org/10.1109/AiCIS.2018.00045
http://dx.doi.org/10.1109/AiCIS.2018.00045
http://dx.doi.org/10.1109/APCCAS47518.2019.8953095
http://dx.doi.org/10.1109/EIConCIT50028.2021.9431932
http://dx.doi.org/10.1109/SIITME.2018.8599252

H. Eljak et al.: E-Learning-Based Cloud Computing Environment

IEEE Access

[118]

[119]

[120]

[121]

[122]

[123

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134

M. A. Sultani, M. N. Kabiri, and M. Wannous, “Utilization of
cloud technologies in building a virtual programming lab for
higher education in Afghanistan work in progress,” in Proc. IEEE
Int. Conf. Appl. Syst. Invention (ICASI), Apr. 2018, pp. 422-425, doi:
10.1109/ICASI.2018.8394274.

A. Tahir, A. Ijaz, and F. Javed, “Classy AA-NECTAR: Personal-
ized ubiquitous e-learning recommender system with ontology and
data science techniques,” in Proc. Int. Conf. Digit. Futures Trans-
formative Technol. (ICoDT2), May 2021, pp.1-8, doi: 10.1109/
1CoDT252288.2021.9441481.

Y. A. Ushakov, A. E. Shukhman, P. N. Polezhaev, and L. V. Legashev,
“Virtual cloud network laboratory based on IaaS for university
IT education,” in Proc. IEEE Global Eng. Educ. Conf.
(EDUCON), Apr. 2017, pp.906-909, doi: 10.1109/EDUCON.2017.
7942955.

L. C. Gama, G. T. Chipeta, and W. D. Chawinga, “Electronic learn-
ing benefits and challenges in Malawi’s higher education: A literature
review,” Educ. Inf. Technol., vol. 27, no. 8, pp. 11201-11218, Sep. 2022,
doi: 10.1007/s10639-022-11060-1.

M. X. Li, M. Nadj, A. Maedche, D. Ifenthaler, and J. Wohler, “Towards a
physiological computing infrastructure for researching students’ flow in
remote learning,” Technol., Knowl. Learn., vol. 27, no. 2, pp. 365-384,
Jun. 2022, doi: 10.1007/s10758-021-09569-4.

J. Puustjdrvi and L. A. Puustjdrvi, “The opportunities of cloud computing
for managing competences and learning paths in pharmacy,” in Proc. 13th
Int. Conf. Inf. Integr. Web-Based Appl. Services, 2011, pp. 160-165, doi:
10.1145/2095536.2095565.

X. Laisheng and W. Zhengxia, “Cloud computing: A new busi-
ness paradigm for e-learning,” in Proc. 3rd Int. Conf. Measuring
Technol. Mechatronics Autom., vol. 1, Jan. 2011, pp. 716-719, doi:
10.1109/ICMTMA.2011.181.

A. A. Aziz, S. Osman, S. Widyarto, and S. Marjudi, “The descriptive
data analysis for e-learning cloud-based factor adoption,” in Proc. 6th
Int. Conf. Interact. Digit. Media (ICIDM), Dec. 2020, pp. 1-3, doi:
10.1109/ICIDM51048.2020.9339645.

A. M. Tom, W. Virgiyanti, and W. Rozaini, ‘““Understanding the deter-
minants of infrastructure-as-a-service-based e-learning adoption using
an integrated TOE-DOI model: A Nigerian perspective,” in Proc. 6th
Int. Conf. Res. Innov. Inf. Syst. (ICRIIS), Dec. 2019, pp. 1-6, doi:
10.1109/ICRIIS48246.2019.9073418.

Q. Alajmi, L. A. Al-Nuaimy, G. J. A. Jose, M. Mastan, and
M. A. Al-Sharafi, “Cloud computing services and its effect on tertiary
education: Using Google Classroom,” in Proc. 7th Int. Conf. ICT
Accessibility, Oct. 2019, pp.1-3, doi: 10.1109/ICTA49490.2019.
9144797.

F. Akram and R. Kumar, “Analysis of collaborative and convenient
e-learning on cloud computing,” in Proc. Int. Conf. Smart Elec-
tron. Commun. (ICOSEC), Sep. 2020, pp.805-808, doi: 10.1109/
ICOSEC49089.2020.9215239.

N. M. Alhakkak, ‘“Modeling smart cloud computing resource
allocation in e-learning,” in Proc. Int. Conf. Comput. Vis., Image
Deep Learn. (CVIDL), Jul. 2020, pp.274-277, doi: 10.1109/
CVIDL51233.2020.00-87.

A. M. Elamir, N. Jailani, and M. A. Bakar, “Framework and archi-
tecture for programming education environment as a cloud comput-
ing service,” Proc. Technol., vol. 11, pp. 1299-1308, Jan. 2013, doi:
10.1016/j.protcy.2013.12.328.

W. Huang and J. Li, “Using agent solutions and visualization tech-
niques to manage cloud-based education system,” in Proc. IEEE
Int. Conf. Dependable, Autonomic Secure Comput., Int. Conf. Pervasive
Intell. Comput., Int. Conf. Cloud Big Data Comput., Int. Conf. Cyber
Sci. Technol. Congr.,, Feb. 2020, pp.375-379, doi: 10.1109/DASC-
PICom-CBDCom-CyberSciTech49142.2020.00073.

Y.-H. Huang, P-H. Wu, and G.-J. Hwang, “The pilot study of the
cooperative learning interactive model in e-classroom towards students’
learning behaviors,” in Proc. 4th Int. Congr. Adv. Appl. Inform., 2015,
pp. 279-282, doi: 10.1109/IIAI-AAL.2015.193.

J. Sianipar, C. Willems, and C. Meinel, “Team placement in
crowd-resourcing virtual laboratory for it security e-learning,” in
Proc. Int. Conf. Cloud Big Data Comput., 2017, pp.60-66, doi:
10.1145/3141128.3141146.

S. Saay and A. Norta, “A reference architecture for a national e-learning
infrastructure,” in Proc. IEEE/ACM 9th Int. Conf. Utility Cloud Com-
put. (UCC), Dec. 2016, pp. 404—409, doi: 10.1145/2996890.3007894.

VOLUME 12, 2024

[135]

[136]

[137]

[138]

[139]

[140]

[141]

[142]

[143]

[144]

[145]

[146]

[147]

[148]

[149]

[150]

[151]

[152]

S. A. Mokhtar, S. H. S. Ali, A. Al-Sharafi, and A. Aborujilah, “Cloud
computing in academic institutions,” in Proc. 7th Int. Conf. Ubiqui-
tous Inf. Manage. Commun., Jan. 2013, pp. 1-7, doi: 10.1145/2448556.
2448558.

D. Foster, L. White, D. C. Erdil, J. Adams, A. Argiielles, B. Hainey,
H. Hyman, G. Lewis, and S. Nazir, “Toward a cloud computing
learning community,” in Proc. Working Group Rep. Innov. Tech-
nol. Comput. Sci. Educ., 2019, pp. 143-155, doi: 10.1145/3344429.
3372506.

Md. A. H. Masud and X. Huang, ““A novel approach for adopting cloud-
based e-learning system,” in Proc. IEEE/ACIS 11th Int. Conf. Com-
put. Inf. Sci., May 2012, pp. 37-42, doi: 10.1109/ICIS.2012.10.

R. Wang, L. Chen, A. Ayesh, J. Shell, and I. Solheim, “Gaze-based assess-
ment of dyslexic students’ motivation within an e-learning environment,”
in Proc. IEEE SmartWorld, Ubiquitous Intell. Comput., Adv. Trusted
Comput., Scalable Comput. Commun., Cloud Big Data Comput., Internet
People Smart City Innov., 2019, pp. 1-4, doi: 10.1109/SmartWorld-UIC-
ATC-SCALCOM-IOP-SCI.2019.00142.

L. M. Vaquero, “EduCloud: PaaS versus IaaS cloud usage for an
advanced computer science course,” IEEE Trans. Educ., vol. 54, no. 4,
pp. 590-598, Nov. 2011, doi: 10.1109/TE.2010.2100097.

F. D. Anton, S. Anton, and T. Borangiu, ‘“Educational services in
cloud with IBM technology: A new model for open, on demand
learning in higher education,” in Proc. Int. Conf. Inf. Technol. Based
Higher Educ. Training (ITHET), Jun. 2012, pp.1-6, doi:
10.1109/ITHET.2012.6246047.

K. Jayasena and H. Song, “Private cloud with e-learning for resources
sharing in university environment,” in E-Learning, E-Education. Cham,
Switzerland: Springer, 2017, pp. 169-180, doi: 10.1007/978-3-319-
49625-2_21.

F. Doelitzscher, A. Sulistio, C. Reich, H. Kuijs, and D. Wolf, “Private
cloud for collaboration and e-learning services: From laaS to SaaS,”
Computing, vol. 91, no. 1, pp. 23-42, Jan. 2011, doi: 10.1007/s00607-
010-0106-z.

S. Togawa and K. Kanenishi, “Private cloud collaboration framework
for e-learning environment for disaster recovery using smartphone
alert notification,” in Proc. Int. Conf. Hum. Interface Manage. Inf.
Cham, Switzerland: Springer, 2014, pp. 118-126, doi: 10.1007/978-3-
319-07863-2_13.

S. Togawa and K. Kanenishi, “Building a disaster recovery framework for
e-learning environment using disaster information and inter-cloud com-
puting,” in Advances in Human Factors, Business Management, Training
and Education. Cham, Switzerland: Springer, 2017, pp. 901-908, doi:
10.1007/978-3-319-42070-7_83.

S. Togawa and K. Kanenishi, ‘“Disaster recovery framework for
e-learning environment using private cloud collaboration and
emergency alerts,” in Proc. Int. Conf. Hum. Interface Manag. Inf.
Cham, Switzerland: Springer, 2015, pp.588-596, doi: 10.1007/
978-3-319-20618-9_58.

S. A. Radulescu, “A perspective on e-learning and cloud computing,”
Proc. Social Behav. Sci., vol. 141, pp. 1084-1088, Aug. 2014, doi:
10.1016/j.sbspro.2014.05.182.

Y. Khmelevsky and V. Voytenko, “Cloud computing infrastructure pro-
totype for university education and research,” in Proc. 15th Western
Can. Conf. Comput. Educ., May 2010, doi: 10.1145/1806512.1806524.
O. Morariu, C. Morariu, and T. Borangiu, “A genetic algorithm
for workload scheduling in cloud based e-learning,” in Proc. 2nd
Int.  Workshop Cloud Comput. Platforms, 2012, pp.1-6, doi:
10.1145/2168697.2168702.

A. Chaffai, L. Hassouni, and H. Anoun, “E-learning real time analysis
using large scale infrastructure,” in Proc. 2nd Int. Conf. Big Data, Cloud
Appl., Mar. 2017, pp. 1-6, doi: 10.1145/3090354.3090378.

F. Tuo, Y. Bai, S. Long, Y. Luo, T. Wang, R. Wang, and G. Yin,
“A new model of docker-based e-learning in Hadoop,” in
Proc. Int. Conf. Distance Educ. Learn., May 2018, pp.22-31, doi:
10.1145/3231848.3231875.

M. N. Kabiri and M. Wannous, “An experimental evaluation of a cloud-
based virtual computer laboratory using openstack,” in Proc. 6th IIAI
Int. Congr. Adv. Appl. Inform., 2017, pp. 667-672, doi: 10.1109/11AI-
AAL2017.94.

N. Liang, C. Wang, P. Liu, and Y. Zhang, “Research of college com-
puter laboratory based on cloud computing technology,” in Proc. IEEE
Int. Conf. Inf. Commun. Softw. Eng. (ICICSE), Mar. 2021, pp. 1-4, doi:
10.1109/ICICSE52190.2021.9404093.

7353


http://dx.doi.org/10.1109/ICASI.2018.8394274
http://dx.doi.org/10.1109/ICoDT252288.2021.9441481
http://dx.doi.org/10.1109/ICoDT252288.2021.9441481
http://dx.doi.org/10.1109/EDUCON.2017.7942955
http://dx.doi.org/10.1109/EDUCON.2017.7942955
http://dx.doi.org/10.1007/s10639-022-11060-1
http://dx.doi.org/10.1007/s10758-021-09569-4
http://dx.doi.org/10.1145/2095536.2095565
http://dx.doi.org/10.1109/ICMTMA.2011.181
http://dx.doi.org/10.1109/ICIDM51048.2020.9339645
http://dx.doi.org/10.1109/ICRIIS48246.2019.9073418
http://dx.doi.org/10.1109/ICTA49490.2019.9144797
http://dx.doi.org/10.1109/ICTA49490.2019.9144797
http://dx.doi.org/10.1109/ICOSEC49089.2020.9215239
http://dx.doi.org/10.1109/ICOSEC49089.2020.9215239
http://dx.doi.org/10.1109/CVIDL51233.2020.00-87
http://dx.doi.org/10.1109/CVIDL51233.2020.00-87
http://dx.doi.org/10.1016/j.protcy.2013.12.328
http://dx.doi.org/10.1109/DASC-PICom-CBDCom-CyberSciTech49142.2020.00073
http://dx.doi.org/10.1109/DASC-PICom-CBDCom-CyberSciTech49142.2020.00073
http://dx.doi.org/10.1109/IIAI-AAI.2015.193
http://dx.doi.org/10.1145/3141128.3141146
http://dx.doi.org/10.1145/2996890.3007894
http://dx.doi.org/10.1145/2448556.2448558
http://dx.doi.org/10.1145/2448556.2448558
http://dx.doi.org/10.1145/3344429.3372506
http://dx.doi.org/10.1145/3344429.3372506
http://dx.doi.org/10.1109/ICIS.2012.10
http://dx.doi.org/10.1109/SmartWorld-UIC-ATC-SCALCOM-IOP-SCI.2019.00142
http://dx.doi.org/10.1109/SmartWorld-UIC-ATC-SCALCOM-IOP-SCI.2019.00142
http://dx.doi.org/10.1109/TE.2010.2100097
http://dx.doi.org/10.1109/ITHET.2012.6246047
http://dx.doi.org/10.1007/978-3-319-49625-2_21
http://dx.doi.org/10.1007/978-3-319-49625-2_21
http://dx.doi.org/10.1007/s00607-010-0106-z
http://dx.doi.org/10.1007/s00607-010-0106-z
http://dx.doi.org/10.1007/978-3-319-07863-2_13
http://dx.doi.org/10.1007/978-3-319-07863-2_13
http://dx.doi.org/10.1007/978-3-319-42070-7_83
http://dx.doi.org/10.1007/978-3-319-20618-9_58
http://dx.doi.org/10.1007/978-3-319-20618-9_58
http://dx.doi.org/10.1016/j.sbspro.2014.05.182
http://dx.doi.org/10.1145/1806512.1806524
http://dx.doi.org/10.1145/2168697.2168702
http://dx.doi.org/10.1145/3090354.3090378
http://dx.doi.org/10.1145/3231848.3231875
http://dx.doi.org/10.1109/IIAI-AAI.2017.94
http://dx.doi.org/10.1109/IIAI-AAI.2017.94
http://dx.doi.org/10.1109/ICICSE52190.2021.9404093

IEEE Access

H. Eljak et al.: E-Learning-Based Cloud Computing Environment

[153]

[154]

[155]

[156

[157]

[158]

[159]

[160]

[161]

[162]

[163]

[164]

[165]

7354

M. G. Xevgenis, L. Toumanidis, D. G. Kogias, and C. Z. Patrikakis,
“The virtual lab (VLAB) cloud solution,” in Proc. IEEE Globecom
Workshops (GC Wkshps), Dec. 2016, pp. 1-5, doi: 10.1109/GLO-
COMW.2016.7849065.

G. Bhatia and I. H. Al Sulti, “CASCloud: An open source private cloud
for higher education,” in Proc. Int. Arab Conf. Inf. Technol. (ACIT),
Dec. 2019, pp. 14-20, doi: 10.1109/ACIT47987.2019.8991052.

G. Bhatia, I. A. Noutaki, S. A. Ruzeiqi, and J. A. Maskari, “Design
and implementation of private cloud for higher education using Open-
Stack,” in Proc. Majan Int. Conf. (MIC), Mar. 2018, pp. 1-6, doi:
10.1109/MINTC.2018.8363161.

I. Carol, G. G. R. Roy, and A. J. P. Prassanna, ““A cloud model for effective
e-learning,” in Proc. World Congr. Comput. Commun. Technol. 2014,
pp. 167-169, doi: 10.1109/WCCCT.2014.51.

R. Hammad, M. Odeh, and Z. Khan, “Towards a generic requirements
model for hybrid and cloud-based e-learning systems,” in Proc. IEEE 5th
Int. Conf. Cloud Comput. Technol. Sci., vol. 2, Dec. 2013, pp. 106-111,
doi: 10.1109/CloudCom.2013.169.

F.-C. Chuang, Y.-N. Tsai, Y.-N. Chow, Y.-C. Chuang, M.-C. Huang,
T.-W. Chuang, and T.-H. Chuang, “Implementation of an e-learning
platform in hybrid clouds,” in Proc. IEEE Eurasia Conf. Biomed. Eng.,
Healthcare Sustainability (ECBIOS), May 2019, pp.91-94, doi:
10.1109/ECBIOS.2019.8807891.

S.-M. Chuang, K.-E. Chang, and Y.-T. Sung, “The cost effective struc-
ture for designing hybrid cloud based enterprise e-learning platform,”
in Proc. IEEE Int. Conf. Cloud Comput. Intell. Syst., Sep. 2011,
pp. 523-525, doi: 10.1109/CCIS.2011.6045123.

S.-J. Kim and D.-E. Cho, “Study on virtual education system modeling
in hybrid cloud computing,” in Future Information Technology, Applica-
tion, and Service. Cham, Switzerland: Springer, 2012, pp. 275-280, doi:
10.1007/978-94-007-5064-7_38.

S. Hakak, N. F. M. Noor, M. N. Ayub, H. Affal, N. Hussin, E. Ahmed,
and M. Imran, “Cloud-assisted gamification for education and learning—
Recent advances and challenges,” Comput. Electr. Eng., vol. 74,
pp- 22-34, Mar. 2019, doi: 10.1016/j.compeleceng.2019.01.002.

T. M. C. Simdes, J. J. P. C. Rodrigues, J. E. F. Costa, and M. L. Proenca,
“E-learning solutions for cloud environments,” in Proc. IEEE Latin
Amer. Conf. Cloud Comput. Commun. (LatinCloud), Nov. 2012,
pp. 55-59, doi: 10.1109/LatinCloud.2012.6508158.

V. Kumar and D. Sharma, “E-learning theories, components, and
cloud computing-based learning platforms,” Int. J.  Web-based
Learn. Teaching Technol., vol. 16, no. 3, pp. 1-16, May 2021, doi:
10.4018/ijw1tt.20210501.0al.

V. Jalili, E. Afgan, Q. Gu, D. Clements, D. Blankenberg, J. Goecks,
J. Taylor, and A. Nekrutenko, “The galaxy platform for accessible,
reproducible and collaborative biomedical analyses: 2020 update,”
Nucleic Acids Res., vol. 48, no. W1, pp. W395-W402, Jul. 2020, doi:
10.1093/nar/gkaa434.

M. Rahhali, L. Oughdir, Y. Jedidi, Y. Lahmadi, and M. Z. E. Khattabi,
“E-learning recommendation system based on cloud computing,” in
Proc. 6th Int. Conf. Wireless Technol., Embedded, Intell. Syst., Cham,
Switzerland: Springer, 2022, pp. 89-99, doi: 10.1007/978-981-33-6893-
4.9.

HANA ELJAK received the B.Sc. degree in infor-
mation systems and the M.Sc. and Ph.D. degrees
in information technology from the Faculty of
Computer Science and Information Technology,
Al Neelain University, Khartoum, Sudan. She
is currently a Lecturer with the Department of
Information Technology, Faculty of Computer Sci-
ence and Information Technology, Al Neelain
University. Her current research interests include
cloud computing, social commerce, e-learning,
and e-commerce.

ASHRAF OSMAN IBRAHIM (Senior Member,
IEEE) received the B.Sc. degree in computer
science from Al-Neelain University, the M.Sc.
degree in computer science from the University
of Khartoum, and the Ph.D. degree in com-
puter science from Universiti Teknologi Malaysia
(UTM). He is currently a member of the Advanced
Machine Intelligence Research Group, University
Malaysia Sabah. He has extensive experience in
supervising and co-supervising postgraduate stu-
dents, with more than 20 postgraduate scholars successfully graduating
under the guidance. In addition, he serves as an external and internal exam-
iner/evaluator for the Ph.D. and master’s theses at numerous universities.
His research interests include application of intelligence systems, machine
learning, artificial neural networks, deep learning in cyber security and
different areas, evolutionary computation, data science, big data analytics
in different applications and multi-objective optimization. He serves as a
Journal Reviewer for many reputation journals, such as IEEE TRANSACTIONS
ON NEURAL NETWORKS AND LEARNING Systems, IEEE Acckss, Expert Sys-
tems with Applications, Engineering Applications of Artificial Intelligence,
Biomedical Signal Processing and Control, and Journal of King Saud
University-Computer and Information Sciences.

FAKHRELDIN SAEED received the Ph.D. in com-
puter science from Al Neelain University, Sudan,
in 2008, with a focus on performance evalua-
tion of computer systems. He is a Co-Founder of
Data Science Sudan and an experienced Associate
Professor with a proven track record in higher edu-
cation across various countries and industries. He
possesses extensive experience supervising post-
graduate students at both the M.Sc. and Ph.D.
levels. Additionally, he serves as an external and
internal examiner for Ph.D. and master’s theses at numerous universities.
His research interests encompass e-learning, web security, machine learning,
deep learning, digital twins, federated learning, and applications of machine
learning in healthcare. He holds a Fellowship from the Higher Education
Academy (FHEA), U.K.

IBRAHIM ABAKER TARGIO HASHEM rece-
ived the master’s degree in computer science from
the University of Wales, Newport, and the Ph.D.
degree in computer science from the University
of Malaya. He also received the professional cer-
tificates from CISCO (CCNP, CCNA, and CCNA
Security) and the APMG Group (PRINCE2 Foun-
dation, ITIL v3 Foundation, and OBASHI Founda-
tion). He is currently an Assistant Professor with
the Faculty of Computing and Informatics, Uni-
versity of Sharjah, United Arab Emirates. He is also an active member of
the Center for Mobile Cloud Computing Research (C4AMCCR), University
of Malaya Kula Lumpur, Malaysia. He has published a number of research
articles in refereed international journals and magazines. His research inter-
ests include big data, cloud computing, distributed computing, and machine
learning. His numerous research articles are very famous and among the most
downloaded in top journals.

VOLUME 12, 2024


http://dx.doi.org/10.1109/GLOCOMW.2016.7849065
http://dx.doi.org/10.1109/GLOCOMW.2016.7849065
http://dx.doi.org/10.1109/ACIT47987.2019.8991052
http://dx.doi.org/10.1109/MINTC.2018.8363161
http://dx.doi.org/10.1109/WCCCT.2014.51
http://dx.doi.org/10.1109/CloudCom.2013.169
http://dx.doi.org/10.1109/ECBIOS.2019.8807891
http://dx.doi.org/10.1109/CCIS.2011.6045123
http://dx.doi.org/10.1007/978-94-007-5064-7_38
http://dx.doi.org/10.1016/j.compeleceng.2019.01.002
http://dx.doi.org/10.1109/LatinCloud.2012.6508158
http://dx.doi.org/10.4018/ijwltt.20210501.oa1
http://dx.doi.org/10.1093/nar/gkaa434
http://dx.doi.org/10.1007/978-981-33-6893-4_9
http://dx.doi.org/10.1007/978-981-33-6893-4_9

H. Eljak et al.: E-Learning-Based Cloud Computing Environment

IEEE Access

ABDELZAHIR ABDELMABOUD received the
M.Sc. degree in computer science and informa-
tion from Gezira University, Sudan, and the Ph.D.
degree in software engineering from Universiti
Teknologi Malaysia (UTM), Malaysia. He is cur-
rently an Assistant Professor with the Department
Information System, College of Science and Arts,
King Khalid University, Asir, Saudi Arabia. Pre-
viously, he was the IT Manager, the Quality
Manager, and the Database Administrator. His
research interests include the integration of blockchain technology with the
Internet of Things and cloud computing. He is a member of the Software
Engineering Research Group (SERG), UTM.

HASSAN JAMIL SYED received the bachelor’s
degree in electrical engineering from the Quaid-
e-Awam University of Engineering, Sciences and
Technology, Nawabshah, Pakistan, in 2003, the
master’s degree in personal mobile and satellite
communication from the University of Bradford,
England, U.K., in 2008, and the Ph.D. degree in
computer science from the University of Malaya,
Malaysia, in 2019. After completing the Ph.D.
degree, he was an Assistant Professor with the
Department of Computer Sciences, National University of Computer and
Emerging Sciences, Karachi, Pakistan, from August 2019 to June 2022.
He was with WorldCall Telecom Ltd., Karachi, as a Network Engineer, for
two years, and after that he was with the Faculty of Engineering Science
and Technology, Igra University, Karachi, for four years. He is currently a
Senior Lecturer with the Faculty of Computing and Informatics, Universiti
Malaysia Sabah (UMS), Sabah, Malaysia. During the career, he supervised
several M.S. thesis/final year projects and taught courses in the electron-
ics, telecommunication, and computer science departments. His research
interests include cloud computing, cybersecurity, SDN, NFV, eBPF, and the
Internet of Things.

ANAS WALEED ABULFARAJ received the
B.S. degree in information systems from King
Abdulaziz University, Jeddah, Saudi Arabia,
in 2012, and the M.S. and Ph.D. degrees in
human—computer interaction from DePaul Uni-
versity, Chicago, USA, in 2016 and 2021, respec-
tively. He is currently an Assistant Professor with
the Department of Information Systems, Faculty
of Computing and Information Technology, King
: Abdulaziz University, Rabigh, Saudi Arabia. His
research interests include human—computer interaction, machine learning,
artificial intelligence, and cybersecurity.

VOLUME 12, 2024

MOHD ARFIAN BIN ISMAIL received the
B.Sc., M.Sc., and Ph.D. degrees in computer sci-
ence from Universiti Teknologi Malaysia (UTM),
in 2008, 2011, and 2016, respectively. He is
currently a Senior Lecturer with the Faculty of
Computing, Universiti Malaysia Pahang. His cur-
rent research interests include machine learning
method and soft-computing algorithms.

ABUBAKAR ELSAFI received the B.Sc. degree
in computer science from the International Uni-
versity of Africa (IUA), Sudan, the M.Sc. degree
in computer science (Software Engineering) from
the Sudan University of Science and Technology
(SUST), and the Ph.D. degree in computer science
(Software Engineering) from Universiti Teknologi
Malaysia (UTM), Malaysia. He is currently work-
ing as an Assistant Professor with the Department
of Software Engineering, College of Computer
Science and Engineering, University of Jeddah (Saudi Arabia). His research
interests lie in computer science with particular interests in software engi-
neering such as software testing, reliability and quality, component-based
software engineering, agile methodologies, and systematic mapping and
review.

7355



