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ABSTRACT This paper presents a new application of the encryption and decryption techniques for securing
the electrocardiogram (ECG) signal. The secure communication system (SCS) is embedded twoChen chaotic
systems with different initial conditions, which were named master and slave, respectively. An ECG signal is
encrypted by using master chaotic system. Which can be sent to the far destination to serving the heath care
monitoring process. To obtain the original data, the state of the slave system is used to decrypt the signal.
To obtain the goal, the master and slave need to be synchronized. Therefore, to softening the calculation of
synchronization control design, the Takagi-Sugeno fuzzy (TSF) was used to remodel the master and slave
into the fuzzy format, which are consists of the sublinear systems and fuzzy outer membership functions.
Second, the disturbance observer (DOB)was proposed on slave system,which is used to reject the parameters
variations and disturbances during the transmission. Third, the sliding mode control (SMC) was designed
to synchronize the master and slave systems. Fourth, the stability of SCS is proved based on the Lyapunov
condition. Finally, the simulation by using MATLAB software on computer and experiment by using the
WIFI microchip ESP8266 were provided to show the power of the proposed methods.

INDEX TERMS Electrocardiogram, secure communication system, Takagi-Sugeno fuzzy, disturbance
observer, sliding mode control.

I. INTRODUCTION
Nowadays, the secure communication system (SCS) is more
and more important. Especially, in the fourth industrial rev-
olution era, sensor devices around us collect and transmit
sensitive information such as personal information, healthy
information, location, consumer behavior and so on. The
electrocardiogram (ECG) is an important signal in the health
care and monitoring process [1]. The ECG can be used for
application of the computer aided diagnosis system [1]. The
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ECG can be used to analyze the sleep time [2], [3]. The
driver emotion recognition using ECG was presented in [4].
Together with the development of the industrial devices, the
computer aided system for health care processes is growth.
Therefore, the security problem is more and more considered
in the system. The security of the health care signal was
presented in [5]. The encryption and decryption of the ECG
signal is presented in [6]. Herein, the secure communication
of two wireless devices is presented with application of the
secure ECG application. The presented secure communica-
tion system is real time operation. The application of wireless
secure communication of chaotic systems was presented
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in [7]. The SCS of chaotic systems with applications on the
electronic circuits can be found in [8], [9], [10], and [11]. The
secure of images were presented in [12], [13], [14], [15], and
[16]. The secure communication based on microcontroller
was presented in [17].

Herein, the Takagi-Sugeno fuzzy (TSF) modeling is used
to convert the discrete-time chaotic system into the fuzzy
format. The basic concept of the sector nonlinearity method
can be found in [18], which was used for convert the chaotic
system into the fuzzy model in this paper. The applications
of the TSF in secure communication control systems can be
found in [19], [20], [21], [22], and [23]. The other applica-
tions of TSF in control design can be found in [24], [25], and
[26]. In fact, the TSF was used for modeling the master and
slave systems (MSSs) for serving the control design online.
In the real communication system, MSSs were remained in
the original chaotic systems. After obtaining the MSSs in the
fuzzy format, the DOB was designed and embedded into
the slave side. Which helps the control system robust with
external attacks and internal changing.

Herein, the disturbances on public channels were assumed
embedded into the slave area. The DOB in this paper is
proposed to overcome the illness of the conjunction of the
template of disturbance and its first derivative of the previous
papers [27], [28], [29], [30]. The DOB of this paper was adap-
tively designed to cope with the complexity of disturbances.
The synchronize control was obtained based on the adaptive
SMC. The basic concept of SMC can be found in [31].
Moreover, this paper introduces the adaptive SMC method,
which reduces significantly the chattering phenomenon. This
has been discussed in [7].
As well-known SMC can be used with the aim of soft-

ening the matched disturbances. However, that depends on
the reaching gain of the switching control signal. The larger
reaching gain coefficient leads the disturbance to be elimi-
nated. However, this also leads to an increase the chattering
phenomenon. Hence, the use of a disturbance observer is
requested for effective disturbance rejection.

Motivated from the previous papers in the ECG encryption
and decryption methods [32] without the consideration of
disturbance effects. The proposed synchronization of [33]
also ignored the effect of the disturbance. According to the
best of the author’s knowledge, the number of discussions
for real time ECG secure on wireless protocol is minimal.
Therefore, the real system of ECG with robustness con-
trol is designed. The contributions of this paper are listed
below.
1. The mathematical mode of the Chen chaotic system is

remodel into the TSF system in the discrete-time domain.
This is a first stage of the computation on chips of the
control design for SCS.

2. An adaptive DOB was designed to estimate the unwanted
signal both on the public channels and variations of param-
eters on master and slave sides. Together with the DOB,
an adaptive SMC was designed to synchronize the master
and slave systems.

3. The stability was theoretically verified by using Lyapunov
condition.

4. To show the power of the proposed control methods, the
simulation of MATLAB software was used to conduct the
correction and effectiveness. To enhance the visualization
of the power of the proposed method, the experimental
study of the wireless secure communication system was
used to obtain the goal. The obtained results are good to
state that the designed control system is good for secure
the ECG data.

The paper consists of the introduction in the first section. The
preliminary mathematics were shown in section II. The pro-
posed control methods for SCS are given in the third section.
The simulation and experimental studies are given in the
fourth section. In the last, conclusion and some concluding
remarks of future work are given.

II. PRELIMINARY MATHEMATICS AND PROPOSED
THEORY
Herein, the mathematical modeling of the TSF and the basic
concept of the proposed DO are given. First, the TSF is given
as below.

A. TSF MODELING
First, the nonlinear system is considered:{

χ̇ = gm {x, u} χ + hm {x, u} u
y = lm {x, u} χ

(1)

where, χ is the state vector of the system with n variable; y is
output vector; u is control input; gm, hm and lm are smooth
functions of state χ .

According to [18], system (1) can be remodeled as: χ̇ =

r∑
i=1

ωi(χj)(Aiχ + Biu)

y = Cχ

(2)

where wj0(χj) =
χ
j
max − χj(.)

χ
j
max − χ

j
min

wj1(χj) = 1 − wj0

(3)

The condition of the state of the nonlinear system (1) is
satisfied χj ∈

[
χjmin, χjmax

]
.

B. CALCULUS IN DISCRETE-TIME DOMAIN
Herein, the basic concepts and properties of the derivative
calculus are given.
Definition 1: Simple approximation of the first derivative

at time tk as follows: [34]. Forward differencing:

f ′(tk ) ≈
f (tk + h) − f (tk )

h
(4)

Backward differencing:

f ′(tk ) ≈
f (tk ) − f (tk − h)

h
(5)
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FIGURE 1. Lyapunov exponents of Chen chaotic in discrete time domain.

Central differencing:

f ′(tk ) ≈
f (tk + h) − f (tk − h)

2h
(6)

With h is time step; tk = kh and k = 0, 1, 2 . . . There-
fore, a first-order differential equation in the continuous time
domain as follows:

ẏ(t) = f (t) (7)

can be represented in the discrete time domain as follows:

y(tk+1) = y(tk ) + hf (tk ) (8)

C. MASTER AND SLAVE MODELING
Chen’s chaotic system of this paper is reused from [35], in the
continuous time domain:

dx
dt

= −ax(t) + ay(t)

dy
dt

= −τx(t) + cy(t) − x(t)z(t)

dz
dt

= x(t)y(t) − bz(t)

(9)

With a = 35, b = 3, c = 28, τ = a− c. System (9) can be
converted into the discrete time domain such as follows:

x(tk+1) = x(tk ) + h× [−ax(tk ) + ay(tk )]
y(tk+1) = y(tk ) + h× [−τx(tk ) + cy(tk ) − x(tk )z(tk )]
z(tk+1) = z(tk ) + h× [x(tk )y(tk ) − bz(tk )]

(10)

To show the correction of the continuous time to discrete
time chaotic system, the Lyapunov exponent of the converted
system is shown in Figure 1.

Figure 1 shown the Lyapunov exponents of Chen chaotic in
discrete time domain follow (10) with step time h = 0.001s
and initial conditions x(0) = 0.15; y(0) = 0.25; z(0) =

−0.5. The Jacobian matrix is J =

 −35 35 0
−7 − 20z 28 −20x

5y 5x −3

.

MATLAB was used to get the Dynamics of Lyapunov expo-
nents. The Lyapunov exponents are L1 = 2.015;L2 =

0;L3 = −12.013. The fractal dimension of reduced scales
chaotic system is 2.168. The equivalent points are λ1 = 0
0
0

 , λ2 =

 −1012.7
27897j
28328

 , and λ3 =

 1012.7
−27897j
28328

 . Apply-

ing the TSF modeling with the sector nonlinearity method to
convert the system (10) into the fuzzy model yields

χ (tk+1) =

2∑
i=1

ωi {χ (tk )}Aiχ (tk ) + H (tk ) (11)

where χ (tk+1) =
[
x(tk+1) y(tk+1) z(tk+1)

]T is state vector.
The weighting function ωi {χ (tk )} can be calculated as:

ω1(χ(tk )) =
xmax − x(tk )
xmax − xmin

ω2(χ(tk )) =
xmax + x(tk )
xmax − xmin

(12)

with x(tk ) ∈ [xmin, xmax]. Approximated matrices Ai ∈ R3×3

are:

A1 = h×

 −a a 0
−τ c −xmin
0 xmin −b

 ;

A1 = h×

 −a a 0
−τ c −xmax
0 xmax −b

 (13)

The matrix H (tk ) ∈ R3×1 is:

H (tk ) =

 x(tk )
y(tk )
z(tk )

 (14)

With the selected parameters a, b, c, xmin = −100, and
xmax = 100, system (10) with fully consideration of the
uncertain terms for master is as follows:

xm(tk+1) = xm(tk ) + h
× [−(a+ 1am)xm(tk ) + (a+ 1am)ym(tk )]
ym(tk+1) = ym(tk ) + h

×

[
−(τ + 1τm)xm(tk ) + (c+ 1c)ym(tk )
−xm(tk )zm(tk )

]
zm(tk+1) = zm(tk ) + h
× [xm(tk )ym(tk ) − (b+ 1b)zm(tk )]

(15)

where m is mark of master. 1am, 1bm, 1cm are variations of
the parameters.
Therefore, master system can be described as

χm(tk+1) =

2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk ) + Ddm(tk )

(16)

where dm(tk ) =
[
dmx(tk ) dmy(tk ) dmz(tk )

]T is the uncertainty
of the master system.MatrixD is an 3×3 identity matrix. The
system can work if the assumption 1 can be guaranteed.
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Assumption 1: The uncertainty of each axis need to be
bounded as follows: |dmx(tk )| ≤ εx ,

∣∣dmy(tk )∣∣ ≤ εy, and
|dmz(tk )| ≤ εz. Where εx , εy and εz are positively defined.
System (10) with fully consideration of the uncertain terms

for slave is as follows:

xs(tk+1) = xs(tk ) + h

×

[
−(a+ 1as)xs(tk ) + (a+ 1as)ys(tk )
+ux(tk ) + lx(tk )

]
ys(tk+1) = ys(tk ) + h

×

[
−(τ + 1τs)xs(tk ) + (c+ 1c)ys(tk )
−xs(tk )zs(tk ) + uy(tk ) + ly(tk )

]
zs(tk+1) = zs(tk ) + h

×

[
xs(tk )ys(tk ) − (b+ 1b)zs(tk )
+uz(tk ) + lz(tk )

]
(17)

where s is marked for representing the slave. 1am, 1bm,
1cm are variations of the parameters. lx(tk ), ly(tk ), lz(tk ) are
disturbance signals on each axis. ux(tk ), uy(tk ), uz(tk ) are con-
trol signals on each axis. Therefore, master system can be
described as:

χs(tk+1) =

2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk )

+ Bu(tk ) + Dds(tk ) (18)

where ds(tk ) =
[
dsx(tk ) dsy(tk ) dsz(tk )

]T is the disturbance
and uncertainty of the slave system. The system can work if
the assumption 2 can be guaranteed.
Assumption 2: The disturbance and uncertainty of each

axis need to be bounded as follows: |dsx(tk )| ≤ θx ,
∣∣dsy(tk )∣∣ ≤

θy, and |dsz(tk )| ≤ θz. Where θx , θy and θz are positively
defined.

III. PROPOSED APPROACH
To design the SMC and DO for the SCS, the definition of the
tracking error and some disturbance terms are given. We have

ex(tk+1) = xm(tk+1) − xs(tk+1)
ey(tk+1) = ym(tk+1) − ys(tk+1)
ez(tk+1) = zm(tk+1) − zs(tk+1)

(19)

and

e(tk+1) = χm(tk+1) − χs(tk+1)

=

2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk ) + Ddm(tk )

−

[
2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk )

+Bu(tk ) + Dds(tk )] (20)

By referring Ddm(tk ) − Dds(tk ) = Dd̄(tk ). Eq. (20) can be
written as follows:

e(tk+1) =

2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

FIGURE 2. The proposed control methods for SCS of ECG signal.

FIGURE 3. States of the MSSs: (a) xm and xs, (b) ym and ys, and (c) zm
and zs.

−

[
2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk ) + Bu(tk )

]
+ Dd̄(tk ) (21)
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FIGURE 4. Tracking errors: (a) tracking errors without tested disturbance,
(b) tracking errors with tested disturbance (c) tracking errors in the first
0.03(s).

A. SLIDING MODE CONTROL FOR SCS
First, the sliding mode surface is designed by:

s(tk ) = e(tk ) + λe(tk−1) (22)

where λ =

 λx 0 0
0 λy 0
0 0 λz

 is the matrix of sliding surface.

To calculate the equivalent control signal, we need consider
the system in steady-state. It means the effect of disturbance is
not considered. The equivalent control signal, whichmaintain
the system to stay on the sliding mode surface:{

s(tk+1) = 0
d̄(tk+1) = 0

(23)

Therefore

e(tk+1) + λe(tk ) = 0 (24)

FIGURE 5. Phases of the MSSs: (a) yx-axes, (b) zy-axes, (c) zx-axes, and
(d) 3D phase portrait.

Eq. (24) can be written as follows:

2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

−

[
2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk ) + Bu(tk )

]
+ λe(tk ) = 0 (25)
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FIGURE 6. Tested and estimated disturbances on three axes: (a) on x-axis,
(b) on y-axis, and (c) on z-axis.

or

Bu(tk ) =

2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

−

[
2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk )

]
+ λe(tk ) (26)

Therefore, the equivalent control of x− axis is as follows:

ueqx(tk ) =
[
1 0 0

] 2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

−

[
2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk )

]
+ λxex(tk ) (27)

FIGURE 7. Sent and received signal: (a) Sent and received signal in 10(s),
(b) Sent and received signal in 1(s), (c) Encrypted signal.

The equivalent control of y− axis is as follows:

ueqy(tk ) =
[
0 1 0

] 2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

−

[
2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk )

]
+ λyey(tk ) (28)

And the equivalent control of z− axis is:

ueqz(tk ) =
[
0 0 1

] 2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

−

[
2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk )

]
+ λzez(tk ) (29)
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FIGURE 8. Histogram charts compare between encrypted ECG signal and
Sent ECG Signal.

FIGURE 9. Experimental setup.

This paper used the sign function to construct the switching
control value and chattering will be reduced significantly by
an adaptive control. First, the switching control of x− axis is
given by:

uswx(tk ) = k̂xsign{sx(tk )} (30)

where k̂x is the reaching gain for x- axis, achieved by follow-
ing adaptive law of

k̂x = kx |ex(tk )| (31)

The switching control of y− axis is given by:

uswy(tk ) = k̂ysign{sy(tk )} (32)

where k̂y is the reaching gain for y- axis, achieved by follow-
ing adaptive law of

k̂y = ky
∣∣ey(tk )∣∣ (33)

The switching control of z− axis is given by:

uswz(tk ) = k̂zsign{sz(tk )} (34)

where k̂z is the reaching gain for z- axis, achieved by follow-
ing adaptive law of

k̂z = kz |ez(tk )| (35)

FIGURE 10. States of the MSSs: (a) xm and xs, (b) ym and ys, and (c) zm
and zs.

B. DISTURBANCE OBSERVER FOR SCS
The uncertainty of master system and perturbations of slave
system together with the attack signals on the public channels
can be calculated by:

Ddm(tk ) = χm(tk+1)

−

[
2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

]
Dds(tk ) = χs(tk+1)

−

 2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk )

+Bu(tk ) + Dd̂(tk )


(36)
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FIGURE 11. The tracking errors: (a) tracking errors without disturbances
and (b) tracking errors with disturbances.

where, d̂(tk ) is the proposed DO for SCS. Therefore,

Dd̄(tk ) = χm(tk+1) − χs(tk+1)

+

 2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk )

+Bu(tk ) + Dd̂(tk )


−

[
2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

]
(37)

When the master and slave are synchronized, the χm(tk+1) is
equal to χs(tk+1). It means:

Dd̄(tk ) =

2∑
i=1

ωsi {χs(tk )}Aiχs(tk )

+ Hs(tk ) + Bu(tk ) + Dd̂(tk )

−

[
2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

]
(38)

The error of estimated and real disturbance is calculated as
follows:

Dd̃(tk ) =

2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk ) + Bu(tk )

FIGURE 12. Phase of master and slave systems.

−

[
2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

]
(39)

The adaptive DO for of this paper is proposed as follows:

d̂(tk ) = d̄(tk ) + k̂d d̃(tk−1) (40)

Therefore, the adaptive DO for x- axis is given by (41), as
shown at the bottom of page 10, where k̂dx is the DO gain for
x- axis, achieved by following adaptive law such as

k̂dx = kdx
∣∣∣d̃x(tk−1)

∣∣∣ (42)
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FIGURE 13. Performance of the proposed DOB: (a) performance on
x-axis, (b) performance on y-axis, and (c) performance on z-axis.

The adaptive DO for y- axis is given by (43), as shown at the
bottom of the next page, where k̂dy is the DO gain for y- axis,
achieved by following adaptive law such as

k̂dy = kdy
∣∣∣d̃y(tk−1)

∣∣∣ (44)

The adaptive DO for z- axis is given by (45), as shown at the
bottom of the next page, where k̂dz is the DO gain for z- axis,
achieved by following adaptive law such as

k̂dz = kdz
∣∣∣d̃z(tk−1)

∣∣∣ (46)

FIGURE 14. Sent and received signal: (a) Sent and received signal in
0.2(s), (b) Encrypted signal.

Here, D1j, D2j, D3j are row 1, 2, 3 matrix of identity matrix
D, respectively.
Remark 1: Eq. (40) at the time tk+1 is

d̂(tk+1) = d̄(tk+1) + k̂d d̃(tk ) (47)

or

d̃(tk+1) = −k̂d d̃(tk ) (48)

C. STABILITY ANALYSIS
The Lyapunov condition is used here to give the proof of
stability for whole SCS. The Lyapunov candidate is selected
as follows:

V
[
s(tk ), d̃(tk )

]
= V [s(tk )] + V

[
d̃(tk )

]
(49)

Herein,

V [s(tk )] = s2x(tk ) + s2y(tk ) + s2z (tk ) (50)

By taking derivative for Eq. (50) using the theorem 1 in
discrete time yields

V̇ [s(tk )] =
V [s(tk+1)] − V [s(tk )]

h
(51)
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or

V̇ [s(tk )] =
s2(tk+1) − s2(tk )

h
(52)

From the Section III, it is easily attainable that s(tk+1) =

−k̂sign [s(tk )]. It means:

V̇ [s(tk )] =
k̂2x − s2x(tk )

h
+
k̂2y − s2y(tk )

h
+
k̂2z − s2z (tk )

h
(53)

with k̂ = k |e(tk )| and s(tk ) = e(tk ) + λe(tk−1). The initial
reaching gain k should be selected to let V̇ [s(tk )] < 0 with
s(tk ) ̸= 0.
and

V
[
d̃(tk )

]
= d̃2x (tk ) + d̃2y (tk ) + d̃2z (tk ) (54)

By taking derivative for Eq. (54) using the definition 1 in
discrete time yields

V̇
[
d̃(tk )

]
=
d̃2x (tk+1) − d̃2x (tk )

h
+
d̃2y (tk+1) − d̃2y (tk )

h

+
d̃2z (tk+1) − d̃2z (tk )

h
(55)

or

V̇ [d(tk )] =
k̂2dx d̃

2
x (tk ) − d̃2x (tk )

h
+
k̂2dyd̃

2
y (tk ) − d̃2y (tk )

h

+
k̂2dzd̃

2
z (tk ) − d̃2z (tk )

h
(56)

The initial reaching gain kd should be selected to let
V̇ [d(tk )] ≤ 0 with.
This completes the proof.

IV. AN ILLUSTRATIVE EXAMPLE
Herein, two illustrative examples are given to show the power
of the proposed control methods for securing the ECG signal.
The structure of the proposed method for the SCS is illus-
trated in Figure 2.

d̂x(tk ) = D1j


2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk ) + Bu(tk )

+Dd̂(tk ) −

[
2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

]


+ k̂dxD1j


2∑
i=1

ωsi {χs(tk−1)}Aiχs(tk−1) + Hs(tk−1) + Bu(tk−1)

−

[
2∑
i=1

ωmi {χm(tk−1)}Aiχm(tk−1) + Hm(tk−1)

]
 (41)

d̂y(tk ) = D2j


2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk ) + Bu(tk )

+Dd̂(tk ) −

[
2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

]


+ k̂dyD2j


2∑
i=1

ωsi {χs(tk−1)}Aiχs(tk−1) + Hs(tk−1) + Bu(tk−1)

−

[
2∑
i=1

ωmi {χm(tk−1)}Aiχm(tk−1) + Hm(tk−1)

]
 (43)

d̂z(tk ) = D3j


2∑
i=1

ωsi {χs(tk )}Aiχs(tk ) + Hs(tk ) + Bu(tk )

+Dd̂(tk ) −

[
2∑
i=1

ωmi {χm(tk )}Aiχm(tk ) + Hm(tk )

]


+ k̂dzD3j


2∑
i=1

ωsi {χs(tk−1)}Aiχs(tk−1) + Hs(tk−1) + Bu(tk−1)

−

[
2∑
i=1

ωmi {χm(tk−1)}Aiχm(tk−1) + Hm(tk−1)

]
 (45)
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A. SIMULATION STUDY
Simulation study by using MATLAB code on the computer
with CPU Intel(R) Core(TM) i5-12450H, RAM 16GB. The
parameters of the proposed control scheme in the simulation
study are as follows: total time t = 15s with time step
h = 0.001s; The initial states of master chaotic system are
xm(0) = 0.15, ym(0) = 0.25, zm(0) = −0.5; The initial
states of slave chaotic system are xs(0) = −0.1, ys(0) =

−0.2, zm(0) = 0.4; The damping coefficients of SMC:
λx = 0.5, λy = 0.5, λz = 0.5; The initial reaching gain
of SMC: kx = 300, ky = 300, kz = 800; The initial
gain of DO: kdx = 0.5, kdy = 0.5, kdz = 0.5. The per-
formance of the proposed method is shown in Figures. 3-7.
First, the states of master and slave are shown in Fig. 3.
The tracking errors are all small. To show the power of the
proposed control method, the states of the MSSs are firstly
shown.

The settling time of three axes is approximately 0.015s.
In the first period, the vibrations of convergence appeared.
Afterward, the tracking errors rapidly converged into zero.
When systemwas at the time 0.5 (s), the tracking errors is less
than 1 × 10−11. Starting from 1 (s), tested disturbance with
random values from −50 to 50, which changes every second
was added to slave system. The maximum error when tested
disturbance is added is 7 × 10−3. The tracking errors of the
tested studies with and without the disturbances are shown in
Figure 4.
To show the correction of the designed secure commu-

nication system, the phases of the master and slave after
synchronized are shown in Figure. 5. Which is used to show
that the chaotic systems of master and slave are remained as
it is.

The tested attacked signals on three channels were mostly
rejected by the proposed DO. The performance of the pro-
posed DO is given in Figure 6.

At the time of the 3 second, ECG signal was started
encrypted and sent. The ECG signal used in the simula-
tion is an array of real numbers with values from −1 to
1 representing the amplitude of the heart rate. The sent
ECG signal and received signals are mostly identical. The
y-axis of MSSs was used for encryption and decryption by
in period of 10s is shown in Figure 7a, which can be seen
more clearly in Figure 7b. The encrypted signal is shown in
Figure 7c.
To show the correction masking method, the histogram of

the sent signal and encrypted signal are given in Figure 8.
Therefore, the proposed control method for secure com-

munication system is good for synchronizing master and
slave systems. For enhanced clarity, a comparative analysis
is conducted on the histogram charts of the encrypted signal
and the sent signal in Fig. 8. The proposed DO can archive the
good performance of disturbance rejection. The difference
value between sent and received data is zero. To verify the
correction and effectiveness of the proposed methods for
the secure communication system, the experimental study on
chip is given.

B. EXPERIMENTAL STUDY
Herein, the experimental study by using heart rate sensor
and two NodeMCU Esp8266 chips was used to conduct the
effectiveness of the proposed SCS system. The heart rate
sensor in this paper is commercial sensor. Experimental setup
is shown in Figure 9.

Heart rate sensor recorded the values corresponding to the
amplitude of the ECG signal. Esp8266 chip as the master
system read the value from the sensor, then encrypted and
sent it to the other Esp8266 as slave system through wireless
communication. The sent and received ECG signals were
displayed on the computer as monitor. The parameters of
the proposed control scheme in the experimental study are
as follows: total time t = 5s with time step h = 0.001s;
The initial states of master chaotic system are xm(0) =

0.15, ym(0) = 0.25, zm(0) = −0.5; The initial states of slave
chaotic system are xs(0) = −1, ys(0) = −2, zm(0) = 4; The
damping coefficients of SMC: λx = 0.5, λy = 0.5, λz = 0.5;
The initial reaching gain of SMC: kx = 30, ky = 30, kz = 80;
The initial gain of DO: kdx = 0.1, kdy = 0.1, kdz = 0.1.
First, the states of MSSs are shown in Figure 10.

In Figure 11, the tracking errors are displayed, which are
all small. The settling time of three axis are approximately
0.015s. After stabilization,maximum error value is 1.7×10−2

when the simulated disturbance is just applied and quickly
converge to zero.

To show the maintenance the chaos characteristics after
synchronized control design, the phases are shown in
Figure 12.
To show the correction of the proposed SCS system, the

ECG signal is encrypted and sent from the master to the slave
are. The performance of the encrypted and decrypted by using
the 10 times of ym and 10 times of ys is shown in Figure 14.

As shown in the Figure above, the effectiveness of the
proposed control method for the SCS is good for securing
the heart rate signal.

V. CONCLUSION
This paper proposed a numerical methods to support the
synchronization control of two nonidentical chaotic system,
which was used for implementing the encryption and decryp-
tion the ECG data on chips. Simultaneously, an adaptive
SMC and an adaptive DOB are presented to minimize the
errors. Especially, in this paper the ECG signal is also secured
in wireless communication system with support of ESP
8266 devices. The experimental study is a huge suggestion for
the secure communication of the wireless data transmission
protocol based on the chaotic systems for the medical care.
In the next, a new application of health care signal with secure
communication on chips will be presented.
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