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ABSTRACT Blockchain has shifted the paradigm of computer-based commercial applications during the
last decade. Initially developed as a public ledger for Bitcoin transactions, it has already shown that it has
the potential to revolutionize the world, where trust, security, privacy, and anonymity are the assurances.
The data stored within the blockchain remains unchangeable, resistant to tampering, and distributed across
multiple locations within a decentralized network. The existence and reliability of blockchain rely heavily on
robust cryptographic primitives, as these are fundamental to its operation. While blockchain faces significant
challenges in the ever-evolving landscape of hardware and software technologies, it has retained its reputation
for being secure due to its underlying cryptographic primitives. The architecture of blockchain, various
consensus protocols, and the impacts of quantum computing are also discussed here. This study reviews
the existing academic literature on cryptographic primitives used in blockchain and endeavours to bridge
the gaps and provide a detailed understanding of their role in blockchain security. An exploratory qualitative
research methodology is used in this study and is based on the latest literature on the topics. The findings of
this study provide a valuable reference to the knowledge body and enhance the comprehension of blockchain,
cryptography, and cryptographic primitives in blockchain for both new and experienced researchers, enabling
them to identify new opportunities and challenges in the domain.

INDEX TERMS Asymmetric cryptography, blockchain, consensus protocols, digital signatures, elliptic
curves, hash functions, Merkle root, quantum-proof digital signatures.

I. INTRODUCTION
Blockchain is a kind of digital distributed ledger that works
on a decentralized network, ensuring security and provid-
ing immutability of the data. A blockchain network consists
of interconnected nodes that validate and incorporate new
transaction blocks into the existing chain. These blocks con-
tain transactions and possess some distinct cryptographic
hashes that connect them to the preceding block, form-
ing a linked chain of blocks known as a blockchain [1].
Modifying information within a block would require alter-
ing subsequent blocks, ensuring the complete security of
the data. The security of blockchain is a crucial aspect
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and it relies on the cryptographic primitives to guaran-
tee the authenticity and integrity of recorded transactions
[2]. This characteristic sets blockchain apart as a superior
technology. Blockchain possesses essential features such as
decentralized data distribution across a network of nodes,
the near-immutability and permanence of data stored in
blocks, and transparent operations. All network nodes have
access to an identical copy of the distributed ledger, and
any changes or updates are visible to all participants. Origi-
nally developed as a platform for the cryptocurrency Bitcoin,
blockchain aimed to create a decentralized, public infrastruc-
ture capable of preserving data privacy, security, integrity,
and anonymity. However, after demonstrating its potential
in Bitcoin, blockchain has been gaining attention in other
domains. Sectors including finance, accounting, healthcare,
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supply chain management, education, IoT, and public sector
governance are areas where blockchain-based applications
have already been implemented [3].

Over the past decade, blockchain has undeniably trans-
formed the landscape of computer applications. Since its
emergence in 2008, blockchain has proven its capacity to
address vital needs in global record-keeping systems [4].
The true identity of the blockchain and Bitcoin’s creator(s)
remains unknown. Yet their development was intended to
establish a secure transaction mechanism while safeguarding
user anonymity [5]. The transaction process in blockchain
eliminated the necessity for intermediaries, and there was no
requirement for a pre-existing trust relationship between the
parties involved [6]. In the blockchain network, each node
perceives itself as the custodian of the data, enabling the sys-
tem to operate without any central authority [7]. A blockchain
is a chain of blocks and each block contains a timestamp,
Nonce, nBit, Merkle Root hash, the hash value of the previous
block, and a set of transactions.

The demand for blockchain-based applications is rapidly
increasing. It is expected that blockchain will generate $2 tril-
lion in revenue by 2030 [8]. It is important to distinguish
between the technology and its implementations, such as
Bitcoin and Ethereum. Various cryptocurrency applications,
including Bitcoin, use the blockchain as a foundational tech-
nology. It operates as a database for storing records or data,
with Bitcoin using the blockchain as its data storage solution.
Blockchain is a combination of cryptographic primitives and
works on decentralized peer-to-peer networks [9]. The signif-
icance of blockchain lies in its ability to allow participants to
operate and govern the system without the need for interme-
diaries [10]. It functions as a public ledger not owned by any
specific entity, providing a trustworthy and reliable platform
for managing transactions. Blockchain-based solutions can
address vulnerabilities commonly found in Artificial Intelli-
gence (AI) and the IoT [11]. By using robust cryptographic
hash functions, blocks in the blockchain are interconnected
[12]. Every block in the blockchain has the hash value of its
previous block.

Consequently, any modifications made to the data within
a previous block will change its hash value, altering the
hash value of all subsequent blocks in the chain. It makes it
extremely difficult, if not impossible, to modify the contents
of any block without detection [13]. The immutability and
security of the blockchain stem from this linking process. Any
attempt to alter a previous block would require the attacker
to recalculate the hashes of all subsequent blocks since each
block is dependent on the one preceding it, so it becomes
computationally infeasible to modify the contents.

A. RESEARCH METHODOLOGY
The objective of this study is to present a comprehensive
review of the latest research on cryptographic primitives
used in blockchain. The findings of the study contribute to
enhancing the comprehension of blockchain, cryptography,

and cryptographic primitives in blockchain. This study car-
ried out a structured approach to search, evaluate, and review
the most up-to-date and relevant studies. An exploratory
qualitative analysis methodology is used in this study and is
based on the latest academic literature. It reviews some of
the latest studies on a variety of topics related to blockchain,
cryptographic primitives, SHA, RIPMED, and related fields.

1) LITERATURE SELECTION
The literature searched was from reputable databases,
including IEEE, MDPI, Taylor & Francis, Google Scholar,
ACM, Science Direct, ResearchGate, and Springer Link,
with a particular emphasis on the most relevant publi-
cations in recent years. Additionally, student theses were
also considered and evaluated. In our literature searches,
we employed specific search terms such as ‘‘blockchain
security and integrity’’, ‘‘cryptographic primitives’’, ‘‘secure
hash algorithms’’, security and privacy in blockchain’’,
‘‘elliptic curve’’, ‘‘blockchain distributed security architec-
ture’’, ‘‘digital signatures’’, ‘‘blockchain consensus proto-
cols’’, ‘‘quantum computing and blockchain’’, and ‘‘security
vulnerabilities in blockchain’’. The search was conducted and
a total of 780 papers were retrieved.

2) INCLUSION AND EXCLUSION CRITERIA
The criteria for inclusion and exclusion of studies were also
set to help refine the search results further. The criteria for
inclusion and exclusion are as follows:

Inclusion Criteria: The studies specifically examined cryp-
tographic primitives in the context of blockchain. Stud-
ies were published in reputable journals and conference
proceedings.

Exclusion Criteria: Papers that were out of the scope of
this study. Grey literature from blogs and websites. Irrelevant,
unpublished, and low-quality studies. Papers that were more
than 5 years old. Non-English publications and duplicate
articles were also not included.

3) SELECTION RESULTS
The literature selection process was undertaken following
four steps: 1: identification, 2: screening, 3: eligibility, and
4: grouped/included. At first, 780 studies were identified
from various sources: 747 from databases and 33 from other
sources. Out of those, 312 studies were removed before the
screening process as they were deemed irrelevant or did not
cover the topics fully. In the next step, 468 studies were
screened and analyzed to determine if they fulfilled the
requirements. After analyzing their titles, abstracts, and key-
words, a further 203 studies were excluded in the second step.
In the third step, the eligibility of the literature was checked
by applying inclusion and exclusion criteria to 265 studies
for further refinement. 166 studies were excluded: 14 were
found to be out of scope, 18 were published in other than the
English language, 93 studies were found to be of low quality
or unpublished, 34 duplicate studies were found, and 7 papers
were not found. The study publishing period criteria were
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FIGURE 1. Literature selection process.

relaxed because the number of studies found after filtering
was insufficient.

Finally, 99 studies were left after the filtering process, and
they are included in this study. Figure 1 shows the literature
selection process for this study.

B. STRUCTURE OF THE ARTICLE
The remainder of the paper is organized as follows: Section II
presents the background of blockchain, the structure of
blockchain, block structure, types of blockchains, P2P net-
work structure, and the Bitcoin transaction process. The
cryptographic primitives, hash function, digital signature,
and Merkle root are explored in Sections III, IV, and V,
respectively. Consensus protocols, their types and workings,
and a comparative analysis of popular consensus protocols
are presented in Section VI. The discussion part is covered in
Section VII before conclusions are drawn in the final section.

II. BACKGROUND OF THE STUDY
A. BLOCKCHAIN AT A GLANCE
The roots of blockchain technology can be traced back to
various critical milestones in its innovation history. In 1982,
Chaum introduced protocols as the basis for blockchain
technology [14]. Subsequently, in 1991, Haber and Stor-
netta defined cryptographically coupled block chaining [15].
Merkle trees were then introduced in 1993 [16]. In 1998,
Szabo presented Bit-Gold, a digital currency that oper-
ated on a decentralized network [17]. The breakthrough
moment came in 2008 when Nakamoto introduced Bitcoin,
a cryptocurrency that used an electronic cash transaction
mechanism on a decentralized peer-to-peer network [18].
During this time, the term blockchain gained recognition
as the underlying technology supporting Bitcoin [19]. Over
time, blockchain technology continued to mature, leading to
the development of new variants and approaches. In 2013,
Buterin introduced Ethereum, which brought about signifi-
cant advancements [20]. In 2015, the Linux Foundation intro-
duced Hyperledger Fabric, an open-source, permissioned

version of the blockchain framework [21]. Through these his-
torical developments and subsequent innovations, blockchain
technology has evolved, offering diverse applications and
capabilities [22]. The distinctive features and characteristics
of blockchain set it apart from other technologies in the sci-
ence and technology domains [23]. Through the utilization of
a cryptographic hash function, blocks within a blockchain are
connected and linked together. Each block contains a header
that holds the hash value of the preceding block’s header,
forming a continuous chain of interconnected blocks known
as a blockchain. When a new block is created, it includes
a reference to the header hash of the previous block. Any
modifications made to the data in a previous block will result
in an alteration of its hash value, which, in turn, will change
the hash value of every subsequent block in the chain.

Consequently, attempting to change the contents of any
block without detection becomes extremely difficult. The
immutability and security of the blockchain derive from this
linking process. Altering a previous block would require the
attacker to recompute the hashes of all subsequent blocks
since each block relies on the information of the preceding
one. This computational challenge makes it virtually impos-
sible to modify the contents of the blockchain without being
noticed, rendering it a secure and trustworthy method for
managing and storing data [24]. Initially, the development of
blockchain was solely aimed at facilitating Bitcoin transac-
tions and ensuring data security. There was no intention to uti-
lize blockchain in any other domain. However, its potential to
address confidentiality and immutability has become evident
in recent years, leading to its application in various vital areas
and industries beyond cryptocurrency [25]. Blockchain oper-
ates on a fully decentralized peer-to-peer networkwithout any
specific entity, user, company, or group governing or control-
ling its operation [26]. In addition to its use in cryptocurrency,
blockchain has found relevance in diverse domains. These
include applications related to security and privacy control
[27], healthcare [28], copyrights, energy, advertisements,
supply chain [29], automobiles [30], agricultural production,
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FIGURE 2. Structure of the blockchain.

FIGURE 3. Formation of the blockchain.

FIGURE 4. A Simplified Bitcoin block.

electronic health records (HER) management applications
[31], customer and citizen identity management [22], IoT
[32], and intrusion and fraud detection [33]. Blockchain was
introduced in 2008 to provide a platform for recording Bit-
coin transactions without the involvement of third parties.

This concept of eliminating intermediaries from the system
was groundbreaking and revolutionary, as it had never been
attempted before.

B. STRUCTURE OF BLOCKCHAIN
In the blockchain, the main or original chain is determined
by considering only the longest chain, while any blocks out-
side this chain are known as orphan blocks. Orphan blocks
are generated when miners attempt to mine and add blocks
without authorization, resulting in their inability to persist
and grow like the original main chain. Figure 2 illustrates
the blockchain as a sequence of interconnected blocks tightly
linked using SHA, a cryptographic hash function. Each block
holds the hash value of its previous block. The initial block in
the chain is called the genesis block and it does not have any
hash value because it is the starting point of the chain [34].
Figure 3 depicts the formation of the blockchain.

1) BLOCK STRUCTURE
A block is a fundamental component of blockchains and is
divided into the header and the body, as shown in Figure 4.
The header consists of information that is mainly related to

the block and does not include any transactions or transaction
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components. Typically, each block contains the following
information: [35], [36]

1) Block ID: Each block is assigned a unique identifier for
identification purposes.

2) Version: A 4-byte value indicating the version number
of the block, which can be helpful for future system or
software upgrades.

3) Timestamp: A timestamp in seconds obtained from the
UNIX Time Server as a 4-byte numeric value is added
in the header of every block.

4) Previous Block Hash: A 32-byte, 64-character hash
value representing the previous block’s hash value.

5) Merkel Root: A 32-byte hash value derived from all
transactions in the block’s body.

6) nBits: A 4-byte value indicating the computational dif-
ficulty level for block mining.

7) Nonce: A 4-byte random number used in the compu-
tation process to generate a correct hash value. Nonce
stands for ‘‘Number Only Used Once,’’ indicating that
each nonce value is used only once.

The blocks within a blockchain serve as the fundamental data
structure, housing the transactions within them. These trans-
actions are permanently recorded and cannot be modified,
deleted, or further added once the block has been added or
mined into the main chain. In the case of Bitcoin, transactions
are consolidated into blocks, and each block contains one
or more transactions. Miners are responsible for adding or
mining blocks into the chain, and upon successfully forming
a block, miners receive a reward in the form of bitcoins. This
reward transaction, a coinbase transaction, is included in the
list of transactions within the block’s body [37].

Figure 5 provides some additional details on the coinbase
transaction and other transactions recorded in the body of a
block.

FIGURE 5. Bitcoin block’s body structure.

2) BITCOIN TRANSACTION PROCESS
There are various steps involved in a Bitcoin transaction and

Figure 6 depicts the flow of a Bitcoin transaction.

A Bitcoin transaction is completed in various steps [38],
which are as follows:

1) Initiating a Transaction:When a user intends to transfer
bitcoins to another user or recipient, they commence
the transaction process. They use a dedicated Bitcoin
application called a wallet for this purpose [28]. The
transaction includes essential details such as the recipi-
ent’s Bitcoin address, the amount of bitcoin being sent,
and other relevant information. The sender digitally
signs the transaction using a private key. This digital
signature proves that the sender authorized the transac-
tion and ensured its integrity and security.

2) Broadcasting the Transaction: After the transaction
has been signed, the user’s wallet sends the transac-
tion message across the Bitcoin network. It transmits
this transaction information to multiple computers,
known as Bitcoin nodes, and they are connected to the
network.

3) Propagating the Transaction: The broadcasted transac-
tion spreads throughout the network, eventually reach-
ingminers after passing through various nodes.Miners,
participants within the Bitcoin network, are responsible
for validating and adding transactions to blocks.

4) Verifying the Transaction: Miners thoroughly examine
various aspects to determine the validity of a transac-
tion. They ensure that the transaction adheres to the
network’s rules and protocols, possesses a valid signa-
ture and that the sender has sufficient funds to cover the
transaction’s cost.

5) Inclusion in a Block: Once a miner confirms the trans-
action’s validity, they include it in a candidate block.
Miners engage in a competitive process of solving a
challenging mathematical puzzle known as Proof-of-
Work (PoW) to add a new block to the blockchain.

6) Block Confirmation: The transaction is confirmed if
a miner solves the puzzle. Then, the miner adds the
newly created block to the blockchain. A confirmed
transaction becomes part of the transaction history and
is permanently recorded on the blockchain.

7) Transaction Finality: As additional blocks are added to
the blockchain, the transaction becomes more secure
and resistant to tampering. The possibility of a trans-
action being reversed decreases with each subsequent
block added to the chain. After adding six blocks to
the chain, Bitcoin transactions are deemed final and
irreversible.

3) NETWORK STRUCTURE
Blockchain works on a decentralized network where multiple
nodes or participants collaborate to collectively uphold and
verify the blockchain without relying on a central entity.
No single organization or central server possesses complete
control or power over the system within a decentralized
blockchain network. Figure 7 illustrates a P2P decentralized
network in which all nodes are connected.
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FIGURE 6. Bitcoin transaction process.

FIGURE 7. P2P decentralized network.

Decentralization in blockchain networks offers numerous
benefits such as enhanced security, transparency, and robust-
ness. Below is a summary of how a decentralized blockchain
network functions:

1) Peer-to-peer (P2P) network: The blockchain network
operates on a peer-to-peer network structure, where
multiple nodes or computers directly communicate.
Nodes within the blockchain possess a complete copy
of the entire ledger.

2) Transaction Verification: On the blockchain network,
nodes validate and verify transactions, ensuring their
authenticity and compliance with predefined consensus
rules.

3) Decentralized Governance: As blockchain governs in
a decentralized manner, decision-making processes are
based on consensus, where participants vote on the
authenticity and validity of transactions, block mining,
etc.

4) Distributed Ledger: The blockchain functions as a dis-
tributed ledger, wherein participating nodes possess a

copy of the complete transactions. Whenever a new
transition occurs, it is communicated to the entire
network.

5) Block Creation and Addition: Once transactions are
verified, they are organized into blocks and added
sequentially to the blockchain. This process creates
a chain of interconnected blocks, each containing a
reference to the preceding block.

6) Consensus Mechanism: Nodes participate in a consen-
sus mechanism to validate and agree upon the state
of the blockchain. This mechanism ensures that all
participating nodes reach a consensus regarding the
legitimacy of transactions and the order in which they
are appended to the blockchain.

4) CONSENSUS MECHANISM
Bitcoin operates on a public blockchain, and a copy of all
transactions is available on each full node. When a user
initiates a transaction, it is broadcasted on the network and
is added to a transaction pool in an unconfirmed state. The
pool transactions are then published on the network and are
visible to every full node, and they verify each transaction.
Once the transactions are verified, they become available to
add to the public ledger or blockchain [39]. The transactions
are combined into a block published on an append-only
blockchain [40]. This process is called block mining. Min-
ers also combine their resources to get more computational
power and resources, which is called theminers’ pool. A PoW
is a consensus algorithm that allowsminers to agree on adding
a block to the blockchain. In the algorithm, the miners have
to compute the value of Nonce to complete a 256-bit hash
value. Computing the puzzle requires powerful computers for
computation [41]. A few miners solve a puzzle of low diffi-
culty, and vice versa. Once a block is added to the blockchain,
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it is considered confirmed. The consensus achieved by the
network makes it exceptionally computationally intensive to
reverse, thus rendering transactions in confirmed blocks as
final and irreversible. The probability of finding Nonce for
PoW, H for a given target T is defined in Equation (1) [42].

P(H ≤ T) = T/2256 (1)

C. TYPES OF BLOCKCHAIN
The general classification divides blockchains into three
main categories according to their features. There is another
category, which is a hybrid model of blockchain that is a
combination of public and private blockchains [43]. Figure 8
illustrates various types of blockchains.

FIGURE 8. Various types of blockchains.

1) PUBLIC OR PERMISSIONLESS BLOCKCHAIN
In a public or permissionless blockchain, permission to enter
the network is unnecessary. It operates as an open and pub-
licly accessible system without a centralized authority. Users
have unrestricted access to a public blockchain that is not
under the ownership or control of any person or organiza-
tion [44]. In this particular kind of blockchain, each node
in the network operates as an equal participant and retains
a copy of the entire transaction in the blockchain. A pub-
lic blockchain allows anyone to engage in the process of
reaching a consensus and authenticating transactions. Bitcoin
and Ethereum are prominent examples of public blockchains.
Consensus protocols like PoW, Proof-of-Stake (PoS), and
Delegated Proof-of-Stake (DPoS) are employed in public
blockchains [45].

2) PRIVATE OR PERMISSIONED BLOCKCHAIN
A private or permissioned blockchain allows access only to
authorized users. It operates as a closed and secure system,
offering higher security and privacy than a public blockchain
[44]. A single authority or a designated group governs the
network. A private blockchain is employed and maintaining

privacy and security are of utmost importance, as specific
nodes and users are allowed to conduct transactions. This
type of blockchain prioritizes speed, scalability, and secu-
rity as its main features. It finds extensive use in supply
chainmanagement and facilitating intercompany transactions
within a federated environment. In a private blockchain, Prac-
tical Byzantine Fault Tolerance (PBFT), Proof-of-Authority
(PoA), and Proof-of-Elapsed-Time (PoET) consensus proto-
cols are used [45].

3) CONSORTIUM BLOCKCHAIN
The consortium blockchain is a blend of public and pri-
vate blockchains. In this type of blockchain, a consortium
comprising multiple organizations or entities collaboratively
manages and operates it. A consortium blockchain is partic-
ularly beneficial when several organizations require coopera-
tion while simultaneously upholding certain levels of privacy
and control. In a private blockchain, PBFT, Proof-of-Vote
(PoV), and Proof-of-Trust (PoT) consensus protocols are
used [45].

4) HYBRID BLOCKCHAIN
The hybrid blockchain model combines the best parts of both
public and private blockchains. Private transactions can hap-
pen within a network that is connected to a public blockchain
to make things safer and clearer [46]. Users interact with
the network through smart contracts [47]. This arrangement
allows for the selective sharing of information while lever-
aging the decentralized nature of the public blockchain. The
blockchain is still immutable while under control, making
changes or deletions impossible. The network uses auto-
mated smart contracts, and roles and permissions are prede-
fined. Table 1 summarizes various types of blockchains, their
advantages and disadvantages, and the cases in which they
are used.

D. BLOCKCHAIN VULNERABILITIES
1) 51% ATTACK
A 51% attack, also known as a majority attack, is a potential
threat in which the attacker gains control of more than half of
the network in order to disrupt it. If a single attacker or a group
of people pool their resources and gain control of more than
50% of the total network, then they can override the network’s
consensus mechanism and carry out malicious activities such
as double-spending. An attacker can execute a 51% attack
when it has enough mining power to intentionally change
the order of transactions, preventing some or all transactions
from being confirmed. This situation is known as transaction
denial of service. If the attacker or attackers gain access to the
network, they can also prevent or stop the other miners from
performingmining activities, resulting in aminingmonopoly.

2) DDOS
Due to blockchain’s digital nature, it is vulnerable to attack
and exploitation. DDoS attacks on a blockchain concentrate
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TABLE 1. Types of blockchain and their features.

on the protocol layer, with transaction flooding posing the
greatest threat to blockchains. Traditional DDoS attacks can
be executed against a blockchain to slow down its operations,
and attackers can use the blockchain ecosystem to execute
DDoS attacks. The majority of blockchains have a fixed
block size and limit the number of transactions per block.
By sending spam transactions to the blockchain, attackers
can fill up the blocks with fake transactions and prevent
the addition of legitimate transactions. All legitimate trans-
actions will then be stored in the mempool, awaiting the
next block. With the proliferation of blockchain applications,
a new type of denial-of-service (DoS) attack has emerged: the
blockchain denial-of-service (BDoS) attack. These assaults
target blockchains like Bitcoin and utilize the proof-of-work
(PoW) consensus mechanism.

3) ECLIPSE ATTACKS
The attacker overshadows the target node’s connection,
which is why it is called an eclipse attack. An eclipse attack
on the blockchain is a specific type of attack that is not
very common. When the attack does take place, the attacker
isolates a particular node on the P2P network, prevents it from
accessing the network, and starts directly interacting with that
node. All incoming and outgoing traffic from that affected
node is redirected to the attacker’s nodes.

E. CRYPTOGRAPHIC PRIMITIVES IN BLOCKCHAIN
In blockchain, strong cryptographic functions were used that
changed the entire scenario, and now we have a technique
for storing data that can be trusted [48]. Blockchain is a type
of ledger that contains transactions and their details, such as
date, time, amount, sender, and receiver. The transactions are
recorded in blocks linked to each other and form a chain
of blocks. The transaction recorded in the ledger becomes
permanent and cannot be deleted or altered [49]. The blocks
are distributed to many nodes on a P2P network; therefore,
multiple copies of the data are available for validation [50].
At the core of blockchain is its cryptographic primitives,
which make it valuable. There is no concept of any third
party in a blockchain, and it works in a fully decentral-
ized manner. Therefore, security on the blockchain is of
the utmost importance. Cryptographic primitives are used to
secure networks [40]. They are the fundamental algorithms

used to create higher-level security in blockchain and serve
as the cryptosystem’s core. Securing information and com-
munications so only the intended recipient can decode and
process them is known as cryptography [51].

Information access by unauthorized parties is prevented.
Cryptography combines the words ‘‘crypt,’’ which means
hidden, and ‘‘graphy,’’ which means writing. The techniques
used in cryptography are based on mathematics, and these
techniques or algorithms ensure that messages are transmitted
in ways that make them difficult for any unauthorized per-
son to decode. These algorithms are also used for creating
cryptographic keys and digital signatures, protecting privacy,
and securing private information on internet transactions like
purchases and payments. The fundamental building blocks
to maintaining a high level of security in a blockchain are
cryptographic primitives [52]. They are, therefore, considered
the most critical parts of blockchain for security, integrity,
confidentiality, encryption, decryption, authentication, and
validation.

Cryptography is frequently associated with encoding plain
text with the intention that only the recipient can decode
it. This process is known as encryption, while decryption
converts the encrypted text into plain text so the original
message can be read. Some key features of cryptography are
listed as follows:

1) Confidentiality: The information is highly secure, con-
fidential, and only for the intended person. Cryptogra-
phy ensures confidentiality by encrypting data so only
the intended recipient can decrypt it. It is done by
converting the data into an unreadable format using a
key. The only person with the key can change the data
back to what was initially sent to them.

2) Integrity: Cryptography ensures the integrity of the
data using the hash function, which creates a distinct
fingerprint or hash value for each piece of data. Any
modification or deletion of any part of the data pro-
duces a changed hash value, whichmakes it easy to spot
any datamanipulation. Information cannot be altered or
deleted in storage or during transmission.

3) Non-repudiation: Cryptography ensures non-
repudiation by ensuring that the sender cannot claim
that they never sent the data (i.e. the sender or originator
cannot deny that they sent the data) and for this purpose
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TABLE 2. Cryptographic primitives in various cryptocurrencies [40].

TABLE 3. Requirements of hash function [19], [72], [73].

digital signatures are used, giving evidence of the
sender’s identity and preventing them from denying
that they sent the data.

4) Authenticity: The sender and receiver of the informa-
tion are authenticated. Cryptography provides authen-
tication by using digital signatures, which enable the
recipient to confirm that the intended sender has sent
the data. It is done by signing the data with a private
key, which can be validated using the sender’s public
key.

5) Secure Communication: Cryptography does not allow
anyone to enter the communication channel except
the sender and the receiver. Therefore, communication
challenges under cryptography are considered signif-
icantly restricted. Communication between the two

parties takes place in well-secured ways, and any unau-
thorized person is strictly prohibited from entering or
even intercepting the communication.

Table 2 summarizes the cryptographic primitives and consen-
sus algorithms used in various mainstream cryptocurrencies.

III. HASH FUNCTION
A hash refers to a mathematical function that takes an input of
varying length and generates a fixed-size output called a hash
value or message digest [70]. A hash function creates a dis-
tinct, irreversible representation of the input data as its output.
Since hash functions are intended to be one-way operations,
deducing the input data from the hash value is challenging.
Hash functions are helpful in cryptography because they
possess several significant characteristics. A hash function
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will consistently produce the same hash value when given
the same input data, quickly and efficiently, even for signif-
icantly larger inputs [71]. Finding two different inputs that
produce the same hash value or finding the input data that
produces a particular hash value is computationally impos-
sible. The National Institute of Standards and Technology
(NIST) released information about the SHA-2 in 2002. As per
their standards, the cryptographic hash function must satisfy
certain requirements as presented in Table 3.
The hash function computes the fixed-length hash value

of any input in a fraction of the time, but computing an
arbitrary-length input from that compact hash value is impos-
sible [74]. Cryptographic hashing is a complex and highly
sophisticated mathematical function that takes a single input
and generates a fixed-length output. The mathematical com-
plexity of SHA makes blockchain secure, and any reverse
calculation to find the input value from a given output hash
value is a mathematical trapdoor [38]. The input length does
not matter at all. SHA is a popular cryptographic hashing
algorithm with variants SHA-0, SHA-1, SHA-2, and SHA-3.
It was developed by the United States National Security
Agency (NSA) [75]. Bitcoin uses the SHA-2 family variant
and, in particular, SHA-256. This cryptographic hash func-
tion creates an output of fixed length from an indefinite input
length. Table 4 shows some essential characteristics of the
SHA-2 variant family.

TABLE 4. Characteristics of SHA-2 variants [75].

Bitcoin uses the SHA-256 and RIPEMD-160 algorithms
for hashing [76]. These algorithms are used in combina-
tion, so they not only increase security but also main-
tain the highest level of privacy in Bitcoin transactions.
The combination aims to ensure two main requirements:
one-wayness and collision resistance [77]. The purpose
of one-wayness is to ensure that the hash value is not
reversible or, at the very least, extremely challenging to
reverse, and it also aims to be collision-resistant, mean-
ing it avoids producing the same output for different
inputs. In the case of a hash value with a 256-bit out-
put length, breaking its one-wayness would require a brute
force attack 2256 times, and preventing collisions would
take approximately 2256/2 attempts using a birthday attack.
The SHA-256 cryptographic algorithm consistently gener-
ates the same output for a given input and satisfies prop-
erties like preimage-resistance, second-preimage-resistance,
and collision-resistance. This cryptographic technique is dis-
tinct from encryption and decryption algorithms. Another
cryptographic function employed in Bitcoin is RIPEMD160,
a hash function based on the Merkle-Damgård construction.

Bitcoin combines SHA-256 and RIPEMD160, collectively
referred to as HASH160. This algorithm is used to hash trans-
actions within a block, construct a Merkle tree, and hash the
transaction signed by the sender [78]. The SHA-256 variant
is more powerful and robust than SHA-0 and SHA-1.

The SHA-256 algorithm processes an arbitrary input
length in the following order: to complete the length in mul-
tiples of 512 bits, the input message M is padded with 1 and
then led by 0. The 64-bit tail length L of the message M
stores the message’s original length. The message M is then
divided into 512-bit blocks as M1, M2,. . .Mn. Each block
processes 64 rounds and generates a 256-bit partial hash as
H1, H2,. . .Hn. This partial hash is further used for processing
in the subsequent block. This process ends at the Mn block,
and a 256-bit string Hn is computed as the output.

A. ETHASH
The Ethereum platform uses a memory-hard hash function
resistant to ASICs (Application Specific Integrated Circuits),
specialized hardware devices for mining specific cryptocur-
rencies. Ethash is a heavy-duty and specialized proof-of-work
mining algorithm that requires miners to exert some compu-
tational effort, generate hashes, validate transactions, and add
them to the blockchain. Developing ASICs capable of gener-
ating hashes at high speeds is more challenging, resulting in a
more decentralized mining process on the Ethereum network.
Ethash, derived from Keccak256 and Keccak512, is consid-
ered an ASIC-resistant hash function that is used in Ethereum
and other ETH-based cryptocurrencies like Expanse, MOAC,
and Pirl. The highest average hash rate was reported in May
2022, which was 1,126,674 GH/s [79].

B. SCRYPT
Several cryptocurrencies, including Tenebrix, Fairbrix,
Dogecoin, and Litecoin, utilize SCrypt, a memory-hard hash
function. Scrypt is designed to requiremorememory thanBit-
coin in the long run. Innosilicon has developed Scrypt-based
A12+ LTC Master Miners with a hash rate of 12.5 GH/s
[80]. Scrypt was explicitly designed to counter attacks with
sophisticated hardware. The A12+ LTC Master challenges
the development of such specialized hardware, which can
produce many hashes. Due to their memory-intensive nature,
Scrypt-based cryptocurrencies are considered more decen-
tralized and less conducive to the concentration of power
among a few dominant miners [81].

C. X11
The X11 function is a sequence of 11 different hashing
operations, and it is designed to resist hardware optimization,
making it challenging for specialized hardware like ASICs.
Consequently, X11-based cryptocurrencies tend to be more
decentralized and less influenced by a few dominant miners.
The hash rate of X11 is around 227.9600 THash/s [82].

D. EQUIHASH
Zcash, a cryptocurrency, uses an Equihash-based PoW hash
function. It is designed based on the Generalized Birthday
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FIGURE 9. A conceptual view of the SHA-256 algorithm’s working.

Problem, which assesses the probability of finding collisions
within extensive data sets. The Equihash function is inten-
tionally resistant to hardware optimization and can produce
a considerable number of hashes in a second. This char-
acteristic promotes a more decentralized mining process
within the Zcash network and its hash-generating capacity is
917.4213 MH/s [83].

E. ASIC-RESISTANCE
ASICs are a particular type of integrated circuit that are
designed to perform specific tasks in computing. ASIC
devices are specially designed to help miners in the mining
process [40]. These devices are capable of producing billions
of hash values in a second, which helps the miner solve the
complex puzzle to mine the block [49]. There are a few
cryptocurrencies like Ethereum, Monero, Haven Protocol,
and Ethereum Classis that have been working and developing
ASIC-resistant techniques and algorithms so that any special-
ized device brings no benefits to the miners.

Hash functions are known for their intensive computational
design, which can affect their complexity. The computational
complexity of a hash function is typically O(n), where n is the
size of the input. Hence, the required hash computation time
is proportional to the input size. In addition, the efficiency
of the hash function depends on the algorithm used and
resources such as hardware. Figure 9 depicts the conceptual
view of the SHA-256 function and Figure 10 illustrates the
use of cryptographic hash functions in various parts of the
Bitcoin blockchain.

IV. DIGITAL SIGNATURE
A. ASYMMETRIC CRYPTOGRAPHY
Asymmetric key cryptography, also known as public-key
cryptography, uses a pair of keys for encryption and

decryption [83], [85]. The sender encrypts the information
using the recipient’s public key, and the recipient uses their
private key to decrypt it. It is widely used for encryption
and decryption. Although it is slower than symmetric cryp-
tography, it does not require key distribution between the
sender and the receiver. In this instance, one key is public,
and the other is private [70]. The public key is used to lock
or encrypt data. Only the receiver has access to the private
key. To ‘unlock’ the data, the recipient uses a private key.
Everyone has access to the public key, but it only functions in
one way. The private key, which functions in one way and is
used to decrypt the message, is in the receiver’s possession.
DSA and RSA are two examples of public-key cryptography.

B. ELLIPTIC CURVE
In 1985 [86], Neal Koblitz [78] and Victor Miller developed
elliptic curve cryptography (ECC). ECC uses the elliptic
curve to create public and private keys linked with strong
mathematical functions and asymmetric public-key encryp-
tion. A 256-bit ECC public key is equally secure compared
to RSA, which generates a 3072-bit public key; therefore,
the ECC-generated public key is 12 times shorter, reducing
the processing time [86]. The recommended parameters for
secp256k1 for a sextuple T = {p, a, b, G, n, h} where the
finite field can be found with Equation (2).

y2 = x3 + ax + b (2)

from (2), where a = 0 and b = 7, we have:

y2 = x3 + 7 (3)

An illustration of the elliptic curve from (3) is also shown in
Figure 11.
The Standard of Efficient Cryptography Group (SECG) is

an international consortium that sets standards for the ECC.
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FIGURE 10. Cryptographic hash function in Bitcoin blockchain [40].

FIGURE 11. An illustration of the elliptic curve from (3).

The SECG has published a document recommending a set
of parameters for the ECC called Elliptic Curve Domain
Parameters. Secp256k1 are the parameters of ECC, which is
used in Bitcoin. The algorithm used in secp256k1 relies on
the Elliptic Curve Discrete Logarithm Problem (ECDLP) for
mathematical complexity [87].

The ECC employs elliptic curves over finite fields, with p
being a prime number and field size p= 2m. It means the field

is a square matrix of p x p size, and the integer coordinates
are limited to being only within the field. So, the elliptic curve
equation for a finite field takes on a new form, as shown in
Equation (4):

y2 = x3+ax + b(mod p) (4)

for secp256k1 (where a = 0 and b = 7):

y2 = x3 + 7(mod p) (5)

The elliptic curve over the finite field F17 would create the
points as shown in Figure 12 for the following (6):

y2 ≡ x3 + 7(mod 17) (6)

For the calculation of elliptic curves over finite fields, (7)
must always be true:

x3 + 7 − y2 ≡ 0 (mod 17) (7)

To further understand this calculation, we explain it with an
example. We have two points and want to know whether they
exist on the elliptic curve for P = {5, 8} and P = {9, 15}. By
putting the values in (7), we can find the answer:

for P = {5, 8} = (53 + 7 − 82) mod 17 == 0

for P = {9, 15) = (93 + 7 − 152) mod 17 ! = 0
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FIGURE 12. Point of elliptic curve for (6).

Public-key Cryptography is the underlying technology for
wallets and transactions. A pair of public and private keys are
generated when a user creates a wallet and becomes part of
the Bitcoin network. The public key derives from the private
key and is further used in the verification process. A public
key is a user ID for identification, becomes the address of the
user’s wallet, and is publicly visible on the network. At the
same time, the private key is only known to the user, which
is the only proof of wallet ownership. If a private key is lost,
everything associated with it is lost forever. The calculation
of points on the elliptic curve is also shown in Figure 13.

FIGURE 13. Calculation of points on the elliptic curve.

There are three main components of asymmetric are:
1) Private Key: The private key is a positive integer value

exclusively known to the individual who generates it.
By possessing a valid private key, a user can access
and utilize Bitcoins by sending them or using them for
transactions.

2) Public Key: Derived from the private key, the public
key serves as an address for individuals in the Bitcoin
system. It functions as an identifier for the holder and

does not require confidentiality. The public key is pub-
licly visible and used to verify the identity of the person
initiating a transaction.

3) Signature: This mathematical value is based on the
transaction and the sender’s private key.

Suppose Bob wants to send a message to Alice, so he would
generate a message, S_Message, using the original message
M and his Private-Key, as explained in Equation (8).

S_Message = Sign (Message (M),Bob′s Private − Key)

(8)

where Sign is a function to encrypt the message, which takes
two parameters: the original message M and his Private-
Key, then S_Message would transmit to Alice. Alice would
verify the S_Message usingBob’s Public-Key and the original
messageM, as shown in Equation (9):

Result(T/F) = Verify(S_Message,Bob′s Public − Key,M )

(9)

Verify is a function that usesM, S_Message, and Bob’s public
key for verification and returns true or false results. Figure 14
explains the message-sending and verification processes.

1) ECDSA (ELLIPTIC CURVE DIGITAL SIGNATURE
ALGORITHM)
Public-key cryptography is a high-level framework that is
used in many applications. ECDSA is used by Bitcoin to
digitally sign transactions and ensure that the funds are
in their rightful hands. ECDSA is an essential element of
cryptosystem security that derives its security from the com-
putational infeasibility of the ECDLP, which is hard to break.
And Bitcoin uses it to ensure security and authenticity [88].
ECDSA has become the standard in the U.S. government for
implementation in blockchain applications.Most blockchain-
based applications generate digital signatures using ECDSA
or large integer factorization problems like RSA (Rivest,
Shamir, and Adleman). These algorithms work based on the
computational complexity of mathematical problems [89].
The algorithms used in ECDSA have undergone deep crypto-
graphic analysis and are considered themost secure, effective,
and efficient compared to RSA or DSA [78]. A public key can
be produced with the help of a simple function in ECDSA
[69]. Getting a private key from that public key requires
solving a mathematical discrete logarithm problem that is
nearly impossible or practically infeasible [77]. Bitcoin uses
the secp256k1 variant of ECC for generating public keys. Key
lengths typically range from 256 to 521 bits, with 256 bits
being the most common. ECDSA is known for its signature
generation and verification efficiency, making it suitable for
resource-constrained environments. Deterministic signatures
are unavailable by default, but variants like RFC 6979 provide
a standardized approach. The private key is an integer value,
and the public key is a corresponding point of the private key
on the elliptic curve (EC point) over finite fields [41]. Private
key storage is crucial to maintaining security.
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FIGURE 14. Message sending and verification process.

The mathematical basis for signing with ECC:
Message hash: h = hash(msg)
k = h+ PvtKy (message hash + Private key)
Generate a random number r : (1 . . . ..n−1)
Calculate random point R = k ∗G and coordinate: r = R.x
Signature proof: s = k−1

∗ (h+ r + PvtKy) (mod n)
Modular inverse: k−1 (mod n) = k ∗ k−1

≡ 1 (mod n)
Return: signature {r = s}
The mathematical basis of verification with ECC:
Message hash: h = hash(msg)
Modular reverse of signature proof: s1 = s−1 (mod n)
Random point: R′

= (h ∗ s1) ∗ G (r ∗ s1) ∗ PubKy
Taking the coordinate of R′

: r′ = R′.x
Comparing if: verify (r, r ′)

2) EDDSA (EDWARDS-CURVE DIGITAL SIGNATURE
ALGORITHM)
The EdDSA digital signature technique uses ECC [90] and
offers secure and efficient digital signatures while aim-
ing to reduce complexity and potential risks. It is widely
regarded as an advanced option to RSA and DSA, provid-
ing robust security with shorter key lengths [91]. It offers
protection against various attacks and is particularly suitable
for resource-constrained environments [92]. The algorithm
streamlines cryptographic operations for signature creation
and verification. With its deterministic approach, EdDSA
ensures consistent signatures for the same message and
private key, facilitating aggregation and deterministic wal-
lets. It has gained significant popularity in cryptographic

applications, including cryptocurrencies like Monero, which
uses the Ed25519 variant. Libraries support EdDSA well,
making integration easier for developers.

3) ONE-TIME SIGNATURE (OTS)
OTS is a cryptographic method used to sign a single message
or document. OTS ensures security by preventing reuse. It
draws inspiration from one-time pad encryption, where each
message has its own unique key. OTS generates a different
key pair for each signed message. The signer creates a private
and public key specifically for that message. The private key
produces a secure and unique digital signature using complex
mathematical operations. The recipient can verify the signa-
ture using the public key. After verification, the private and
public keys associated with the signature are destroyed. OTS
protects against forgery and impersonation, as each signature
is unique [93]. The absence of a stored private key makes
future compromises impossible. Compromising one key does
not affect the security of other signed messages, ensuring
perfect forward secrecy. OTS is well-suited for time-sensitive
transactions or secure communication protocols, particularly
in cases of unreliable online connectivity. It reduces reliance
on network connectivity by allowing offline key generation
and signature creation.

4) MULTI-SIGNATURE
Multi-signature authentication involves multiple parties sign-
ing a document or transaction, enhancing security and
preventing individual control. A private key signs while the
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corresponding public key verifies, ensuring authentication,
integrity, and non-repudiation [94]. Multiple private keys
are required for verification in multi-signature schemes, pro-
tecting against single-point failures and malicious activities.
Multiple keys are needed to forge a signature, even if one
is compromised. Multi-signature allows multiple parties to
control a document or transaction, which is useful for con-
sensus and involving multiple parties [95]. It creates an audit
trail and makes denial of involvement challenging. Signature
requirements can be customized by implementing techniques
like threshold cryptography, secret sharing, and multi-party
computation to distribute the signing process and avoid com-
plete key possession.

5) QUANTUM-PROOF DIGITAL SIGNATURES
Quantum-proof digital signatures are cryptographic signature
schemes designed to withstand quantum computer attacks
[96]. The advent of quantum computers poses a potential risk
to various cryptographic algorithms, including those com-
monly used for digital signatures, potentially compromising
their security. To address this concern, researchers have been
actively exploring and developing cryptographic algorithms
that can resist attacks from quantum computers [97]. These
post-quantum signature schemes aim to provide long-term
security, even in the face of powerful quantum computers.
Quantum-proof digital signatures typically rely onmathemat-
ical problems expected to be computationally difficult, even
for quantum computers.

These algorithms are built upon mathematical constructs
such as lattice-based cryptography, code-based cryptogra-
phy,multivariate cryptography, hash-based cryptography, and
other resilient techniques against quantum attacks. The pri-
mary objective of quantum-proof digital signatures is to
ensure that signatures generated using these post-quantum
schemes remain secure, even if quantum computers become
capable of breaking current cryptographic algorithms. Sev-
eral types of quantum-proof digital signature schemes are
being proposed and studied, and some of them are:

1) Lattice-based: Tomake encryptionmore secure, lattice-
based cryptography schemes use the difficulty of cer-
tain mathematical problems associated with lattices
and the correct way to arrange points in a space
that has more than one dimension. It is considered
a quantum-proof digital signature technique and a
promising alternative to RSA and DSA [98]. Lattice-
based cryptography facilitates public-key encryption,
digital signatures, and key exchange and is used
for authentication, secure communication, and data
integrity. It produces larger key sizes with higher com-
putational requirements, which somehow raises per-
formance issues [99]. It provides improved security
because lattices are very difficult to break as compared
to other mathematical-based cryptography techniques.
The computational process of lattice-based encryption
is much faster, requires less energy consumption, and is

relatively easy and flexible to implement [100]. NTRU
(N-th degree truncated polynomial ring) and BLISS
(bimodal lattice signature scheme) are some lattice-
based schemes.

2) Code-based Cryptography: Signature schemes based
on code-based cryptography, such as the McEliece
signature scheme, utilize error-correcting codes. The
security of these schemes relies on the difficulty of
decoding linear error-correcting codes and offers pro-
tection against quantum attacks.

3) Multivariate Cryptography: There are public-key cryp-
tography schemes that use multivariate quadratic (MQ)
polynomials in which the trapdoor one-way function
takes the form of an MQ polynomial map over a
finite field. Multivariate cryptography-based schemes
are considered to be amongst the top quantum-proof
schemes [97]. They are based on MQ problems on
a finite field of q elements, m quadratic polynomials
p1,. . . , pm ∈ [X1,. . . ,Xn] in n variables. The quadratic
polynomial problem is proved to be nondeterministic
polynomial or NP-complete, and it seems that using
quantum computers does not provide any advantage in
attempting to solve it. However, NP-completeness does
not exclude the possibility that for certain polynomials
p1,. . . pm, it can efficiently find a solution [96]. The
decryption process of an encrypted message without
knowing the secret key is one example of the MQ prob-
lem, and it is difficult even for a quantum computer. The
special structure of p1,. . . pm, may lead to some vulner-
abilities, but, on the other hand, it is necessary to adopt
it. Some examples of this category include Rainbow,
HFE (hidden field equations), and UOV (unbalanced
oil and vinegar) signature schemes.

4) Hash-based Cryptography: The Merkle signature
scheme and one-time signature are some examples of
hash-based signature schemes. They provide robust
security by leveraging the collision resistance property
of the underlying hash function and they are considered
to be quantum-proof.

Some of the key features of various digital signature algo-
rithms used in blockchain are summarized in Table 5 below:

6) ECC KEY FEATURES
ECC is one of the key components used in modern cryp-
tography due to some of its unique features and because
it provides far better security than RSA and DSA. ECC’s
security features mainly rely on elliptic curves’ mathematical
complexity. This complexity makes it more secure and very
difficult to solve. ECC is used in the key exchange process,
digital signature and facilitates secure communication. Some
of the key features of ECC are listed below:

1) Mathematical Complexity: Elliptic curves are used in
ECC over a finite field. This makes it more robust as
it is harder for attackers to solve the discrete logarithm
problem.
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TABLE 5. Key features of various digital signature algorithms used in blockchain.

2) Key Exchange: Elliptic Curves Diffie-Hellman
(ECDH) is used with ECC, which makes communi-
cation secure on the open channels where the data is
comparatively more vulnerable. The shared secret key
is very challenging for reverse calculation.

3) Digital Signature: ECDSA, a well-known digital sig-
nature algorithm, also employs ECC, which is used
for data integrity and authentication while still being
computationally effective and hard to reverse.

4) Efficiency: ECC provides a high level of security and
is more effective as it produces small key sizes, which
are suitable for mobile and IoT devices.

5) Strong Resistance to Quantum Attacks: As compared
to some traditional cryptography techniques like RSA
and DSA, ECC seems to have quantum resilience.

7) PUBLIC KEY MANAGEMENT: CHALLENGES AND
MITIGATION STRATEGIES
Public key management is one of the greatest concerns in
asymmetric cryptography. The user would not know that the
key had been hacked or compromised until it was used by the
hacker. Some of the main challenges involved in public key
management are:

1) Week Keys: A week key, in terms of its length, can
easily be compromised because fewer computational
requirements are necessary to solve it.

2) Improper Storage: Sometimes, a user stores their key
along with the data on the same computer or server,
which makes it highly vulnerable.

3) Non-destruction: In some cases, the key remains valid
for a certain period, and during this time, it can be used
multiple times, even if it has already been used.

4) Lack of Resilience: Sometimes, the user does not get
the key when it is required or is lost accidentally or
due to some technical or non-technical problems. The
data associated with that particular key may also be
inaccessible or lost permanently.

5) Incorrect Use: Sometimes keys are generated without
considering the number of times they can be used or
without defining their life span. In such cases, the
required security level may not be achieved.

Several solutions are suggested to help with the challenges
associated with managing keys. These include keeping track
of the key’s life cycle, making sure that it rotates automati-
cally, and setting up a safe and automated system for handing
out keys. The key must be destroyed after its expiration date.
Policy-based controls for the issuance and use of keys may
also prevent their misuse and reuse.

Digital signatures’ computational complexity varies and
depends on the algorithm used. For example, RSA and DSA’s
complexity depends on the key size: RSA’s complexity is
roughly O(n2), where n is the number of bits in the key, while
ECDSA’s complexity is around O(n). In addition, the digital
signature’s efficiency depends on the key size. The larger
the key, the more computationally expensive it is. On the
other hand, with the advancement of hardware and software
optimizations, the process would be more efficient.

V. MERKLE ROOT
Merkle trees are a data structure extensively used in computer
science and cryptography to effectively verify the integrity of
data sets. In 1979, RalphMerkle introduced them, hence their
name. In a Merkle tree, non-leaf nodes represent the hash of
their child nodes, while leaf nodes represent individual data
elements [85]. The root node of the tree represents the hash of
the entire data set. The key advantage of employing a Merkle
tree is its ability to quickly verify the accuracy of large data
sets. By knowing just the hash of the data and a few other
specific hashes within the Merkle tree, a user can confirm
the integrity of a particular data element. Even when dealing
with extensive data sets, the user can ensure data integrity by
traversing the tree from the leaf node containing the data to
the root node and verifying hashes at each level. Merkle trees
are commonly used in blockchain technology to verify the
accuracy of transactions [71].

In a blockchain, every block contains a list of transactions,
and the block header, including theMerkle Root, holds signif-
icant importance in Bitcoin and blockchain technology as it
accurately represents all transactions within a specific block
[101]. It is obtained from a hierarchical data structure called
a Merkle tree, which organizes and categorizes transactions.
When a block is created in the Bitcoin network, it consists
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FIGURE 15. Formation of the Merkle tree and Merkle root.

of a collection of transactions. To store and verify these
transactions efficiently, they are organized in a binary tree
structure known as a Merkle tree. Each transaction is individ-
ually hashed using SHA-256 [102]. These transaction hashes
serve as the leaf nodes of the Merkle tree. The transaction
hash values are paired, and each pair is collectively hashed to
generate a new hash, and it continues until the final hash, the
Merkle Root, is obtained [103].

A Merkle tree is a complete binary tree and uses the hash
value associated with each node of the tree. Merkle trees are
constructed in such a way that the authentication path of a
leaf can be checked against a publicly known root value [85].
A Merkle tree hash is constructed from these transactions,
which allows users to quickly validate whether a transaction
is included in a specific block without downloading and
verifying the entire block [101]. Merkle binary hash trees
derive their security from two properties of hash functions:

1) Pre-image Resistance: Computing the value of h=H(x)
as H(x)=h must be computationally infeasible. It must
satisfy the preimage resistance requirement and ensure
one-wayness.

2) Collision resistance: Finding the pair of (x, y) from
H(x) = H(y) must be computationally infeasible.

There is a recursive process in Merkle Roots that combines
hashes in a binary tree structure. The number of items in the
tree determines how deep the tree would be. Merkle trees
have a computational complexity of O(log n), where n is
the number of data items in the tree. In addition, Merkle
trees are an efficient means of meeting one of the security
requirements: integrity. It allows integrity verification of data
without the need to compute the entire Merkle root.

Figure 15 depicts the formation of the complete Merkle
Tree.

VI. CONSENSUS PROTOCOLS
Blocks within the blockchain are appended through a pro-
cess called consensus, which miners carry out via mining
activity. In 1982, Lamport introduced the Byzantine Gen-
erals problem, which laid the foundation for developing
consensus algorithms that address the challenges of Byzan-
tine faults [104]. In a decentralized system like blockchain,
where no central authority exists, multiple nodes collabo-
rate to reach a consensus. Blockchain relies on a consensus
mechanism to resolve disputes related to the validity of pre-
vious transactions and maintain the integrity and accuracy
of the distributed ledger. Consensus represents the process
by which a group of participants collectively establishes
a shared understanding of the real state of the blockchain
[105]. A typical mining process involves the following
steps:

1) Collecting Transactions: To incorporate a set of trans-
actions into a block, miners collect them from different
sources, like their own wallet, the Bitcoin network’s
mempool, where unconfirmed transactions are stored,
and a mining pool.

2) Verifying Transactions: The miner verifies the authen-
ticity of each transaction by confirming its input accu-
racy and ensuring that sufficient funds are available for
the transaction.

3) Creating a Block: Once valid transactions are collected,
the miner creates a new block. The new block has a
timestamp, a nonce, a Markel Root hash representing
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FIGURE 16. Classification of popular consensus protocols.

FIGURE 17. Proof-of-work (PoW) consensus.

the group of transactions, and the previous block’s
hash.

4) Finding Nonce Value: Once the block is prepared, the
miner discovers the nonce value by producing a hash
with the network’s predefined difficulty target nBit.
The miner achieves this by repeatedly hashing the
block header with different nonce values to find the
valid hash.

5) Broadcasting the Block: When a valid hash is found,
the miner shares the new block with the entire Bitcoin
network by broadcasting it. Other nodes in the network
validate the block and incorporate it into their records.

6) Receiving the Reward: As compensation for adding
a new block to the blockchain, the miner receives a

reward in the form of a newly created coin and a trans-
action fee associated with the transaction processing is
also included in the block.

The classification of popular consensus algorithms is pre-
sented in Figure 16 below.

A. PROOF-OF-WORK (POW)
PoW is the most widely adopted consensus algorithm in
blockchain, used by Bitcoin and numerous other cryptocur-
rencies [106]. Miners compete to find the correct nonce value
to validate transactions and append blocks to the blockchain.
The first miner to solve the puzzle is rewarded with the new
cryptocurrency [107]. PoW requires miners to use substantial
computational power and energy to solve these puzzles. The
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FIGURE 18. Proof-of-stake (PoS) consensus.

FIGURE 19. Delegated proof-of-stake (DPoS) consensus.

miner who completes the puzzle and validates the block is
also rewarded [108]. PoW serves as a security mechanism,
preventing easy manipulation of the transaction history and
ensuring the security of the blockchain network. The dif-
ficulty of the puzzles is adjusted to maintain a consistent
block creation rate. By ensuring that trustworthy users control
most of the network’s computational power, PoW makes it
challenging for attackers to gain control over the system
[109]. PoW incentivizes honest behavior among network
users and deters malicious actions by mandating miners to
invest resources and compete to solve puzzles. However, PoW
is associated with high energy consumption and scalabil-
ity challenges. As a result, developers and researchers are
exploring some alternate consensus algorithms and develop-
ing them, such as PoS and others that are more secure, fast,
and energy-efficient [110].

Figure 17 illustrates the working mechanism of the PoW
consensus protocol.

B. PROOF-OF-STAKE (POS)
PoS is a well-liked consensus algorithm that many cryp-
tocurrencies use. Based on the amount of cryptocurrency
they hold, PoS selects validators to create and validate new
blocks. In contrast to PoW, in which miners compete on
the basis of computational power, they are willing to stake
or lock up [111]. In a Proof-of-Stake consensus, the val-
idators are chosen based on their network stake in order to
create new blocks and validate transactions. The chances
of being selected as a validator are proportional to the
amount of cryptocurrency one holds and is willing to risk
[112]. This selection procedure is frequently arbitrary or
dependent on several variables, including age and stake size.
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Confirming transactions and adding them to the blockchain
are the responsibilities of validators. Validators are rewarded
with additional cryptocurrency for their participation and net-
work security. This incentive system encourages validators
to act honorably and uphold the blockchain’s integrity. PoS
offers several advantages compared to PoW [110].
Figure 18 depicts the process of the PoS consensus

protocol.
One notable benefit is its lower energy consumption since

it does not rely heavily on computational power. Additionally,
PoS addresses the scalability challenges associatedwith PoW,
allowing for faster transaction processing. However, PoS
introduces challenges, such as the nothing at stake problem,
where validators may attempt to validate multiple blockchain
forks without incurring expenses. Blockchain platforms and
cryptocurrencies have implemented different PoS variations,
each with unique guidelines and mechanisms. PoS is an
alternative consensus algorithm that leverages network par-
ticipants’ stakes and financial incentives to ensure network
security and transaction validation [113].

C. DELEGATED PROOF-OF-STAKE (DPOS)
The DPoS consensus algorithm is used in some blockchain
networks as an alternative to PoW and PoS. A more effi-
cient and scalable way to reach consensus is through DPoS,
which gives the job of validating blocks to a small group
of trusted delegates or nodes. The token holders within the
network can vote for delegates responsible for constructing
and validating new blocks. Depending on the blockchain
protocol, the delegates typically range from a few to a few
dozen [114]. During the voting process, token holders can
select delegates based on qualities such as reputation, skill,
or contributions to the network [115]. Often, the influence or
weight of a voter’s decision is inversely proportional to the
number of tokens they possess. The chosen delegates take
turns creating blocks and approving transactions on behalf
of the network. By eliminating the requirement for each
participant to validate every transaction, DPoS introduces a
level of efficiency that allows for higher transaction through-
put and reduced network latency as the consensus process
becomes faster with a smaller group of trusted delegates.
Consequently, DPoS is well-suited for blockchain applica-
tions that prioritize scalability and fast transaction processing.
In a DPoS consensus, the elected delegates are incentivized to
act honorably and prioritize the network’s best interests. They
may receive compensation for their efforts in generating and
validating blocks, which can come from transaction fees or
newly created tokens. Token holders retain the power to vote
out or replace delegates in subsequent voting rounds if they
behave maliciously or fail to fulfill their duties [116].
DPoS has been implemented on various blockchain plat-

forms and cryptocurrencies, each with unique rules and
variations. While DPoS offers scalability benefits, it also
introduces a level of centralization due to the limited number
of delegates involved [110]. Designing and implementing

DPoS-based blockchain systems requires careful consider-
ation of how to strike a balance between scalability and
decentralization.

Figure 19 illustrates the flow of DPoS consensus.

D. PROOF-OF-AUTHORITY (POA)
In blockchain networks where the validators or block produc-
ers are pre-approved and trusted entities, PoA is a consensus
algorithm that is frequently used. To validate and add blocks
to the blockchain, PoA relies on the reputation and identity
of validators, as opposed to other consensus mechanisms
that depend on computational work or stakes. A group of
authorized validators, frequently called authorities or signers,
are chosen to build new blocks and approve transactions in a
PoA system. These authorities are frequently well-known and
dependable entities, such as reputable businesses, govern-
ment organizations, or people [117]. They are chosen based
on their standing, experience level, or position within the net-
work. In PoA, the designated authorities propose and validate
blocks as part of the block creation process. The ability to
create and validate blocks is granted to each authority without
the need for intense computation or competition. Authorities
decide whether to approve a transaction based on established
guidelines and consensus agreements.

The consensus achieved in a PoA system relies on the
assumption that trusted authorities will act in the network’s
best interest [113]. This consensus model offers fast block
confirmation times and high transaction throughput since
there are no computational or stake-based competition restric-
tions on the block creation process. One of the key advantages
of PoA is its resilience to attacks from malicious actors. The
presence of well-known and reliable authorities significantly
reduces the likelihood of a 51% or double-spending attack.
Concentrating consensus power among a few trusted entities
introduces a certain level of centralization. In PoA, validators
or authorities may not require traditional mining rewards or
transaction fees as incentives. Instead, they are typicallymoti-
vated by reputational advantages or other strategies. PoA is
commonly used in private or consortium blockchains, where
network participants are known and have a stake in preserving
the security and integrity of the blockchain.

E. BYZANTINE FAULT TOLERANCE (BFT)
The Byzantine Generals Problem is what BFT is based on.
This problem happens when it is hard to reach a consensus
because some nodes in a network are acting randomly and
inconsistently. In a BFT algorithm, a predetermined set of
nodes, often called replicas or validators, participate in the
consensus process. These nodes exchange messages to agree
on the system’s state, such as the transactions’ order or the
blocks’ content in a blockchain. Byzantine fault tolerance
means that the nodes can handle and get around the presence
of bad or malfunctioning nodes. This is done by using differ-
ent protocols and mechanisms. These mechanisms typically
involve multiple rounds of voting and communication among
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FIGURE 20. Practical Byzantine fault tolerance (PBFT) consensus.

the participating nodes [118]. In each round, nodes commu-
nicate with each other and share their proposed decisions or
values. Based on the received messages and predefined rules,
they collectively decide on the agreed-upon value.

The goal is for the non-faulty nodes to agree on the cor-
rect value, even when malicious nodes provide contradictory
information [119]. BFT algorithms often require a certain
number of correctly functioning nodes to reach consensus.
For example, a common requirement is that at least two-thirds
of the participating nodes behave honestly and consistently.
This threshold ensures that most presumed-reliable nodes
participate in the consensus decision-making process [120].
BFT provides several benefits in distributed network includ-
ing blockchain network and some of them are as follows:

1) Fault and Attack Resistance: BFT algorithms make
sure that a small number of bad nodes do not change
the consensus decision. This defends against attacks
and unintentional errors. This resilience strengthens the
overall security and reliability of the system.

2) In BFT algorithms, the agreed-upon value is considered
final and cannot be changedwithout the participation of
a large number of nodes. This ensures that the state of
the system will not change and that it will be safe.

3) Security and Trustworthiness: BFT algorithms make
the network safer andmore trustworthy by stopping bad
nodes or attackers from interfering with the consensus
process. This protects the system’s integrity and builds
trust among network participants in how it works.

BFT algorithms have many different implementations, each
with a unique protocol and set of features. Popular BFT
algorithms include Tendermint, ByzCoin, and PBFT.

F. PRACTICAL BYZANTINE FAULT TOLERANCE (PBFT)
The purpose of PBFT is to provide distributed systems with
Byzantine fault tolerance. It is often used in permissioned
blockchain networks that value scalability, low latency, and

quick transaction processing. Traditional Byzantine fault tol-
erance algorithms have problems like too much communica-
tion overhead and slow performance. PBFT resolves these
problems by using a more efficient and useful consensus
approach [45]. In PBFT, the network comprises multiple
nodes known as replicas or validators, which participate in
the consensus process [118]. Applications that value speed,
scalability, and fault tolerance in permissioned blockchain
networks with known and reliable participants are well-suited
for PBFT [110].
Figure 20 depicts the practical byzantine fault tolerance

consensus.
In PBFT, consensus is achieved through a series of rounds,

each involving the following steps:

1) Request: The consensus process begins when a client
initiates a request by sending a transaction proposal to
the replicas.

2) Pre-Prepare: Upon receiving the client’s request, the
primary replica disseminates a pre-prepare message to
the other replicas. This message contains the proposed
request and a sequence number assigned by the primary
replica.

3) Prepare: Replicas validate the request and broadcast
prepared messages to express their agreement with
the proposed request in response to the pre-prepare
message.

4) Commit: Upon receiving a sufficient number of pre-
paredmessages, a replica broadcasts a commit message
to indicate its readiness to finalize the request.

5) Reply: Once a replica receives commit messages from
the required number of replicas, it responds to the
client, who considers the request fulfilled.

The key features and benefits of PBFT include:

1) Enhanced Performance: PBFT exhibits superior per-
formance in terms of reduced latency and increased
throughput compared to alternative consensus
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FIGURE 21. Ripple protocol consensus algorithm (RPCA) consensus.

FIGURE 22. Tangle consensus.

TABLE 6. Comparative analysis of tangle and Bitcoin (PoW) consensus protocols.

algorithms. It is done through a message-based proto-
col and concurrent processing of requests.

2) Improved Scalability: PBFT can scale to accommodate
many replicas while maintaining efficient transaction

processing, making it well-suited for highly distributed
systems.

3) Byzantine Fault Tolerance: PBFT ensures reaching
consensus even if malicious or faulty replicas exist.
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TABLE 7. Comparison of different consensus protocols [39].

It guarantees that all correct replicas agree on the same
set of requests.

4) Irreversible Finality: Once a request is committed in
PBFT, it is considered finalized and cannot be reversed
without a significant portion of the replicas failing
simultaneously.

5) Resource Efficiency: PBFT requires fewer compu-
tational resources for activities such as mining and
proof-of-work calculations compared to certain other
consensus algorithms. This results in improved energy
efficiency [121].

G. RIPPLE PROTOCOL CONSENSUS ALGORITHM (RPCA)
Another well-known consensus protocol that RIPPLE created
is RPCA. Ripple uses the RPCA consensus mechanism to
facilitate the agreement and validation of transactions within
distributed networks [122]. RPCA also addressesmany issues
facing current systems to facilitate cross-border payment
processes. RPCA streamlines the agreement and validation
of transactions within the Ripple network, enabling secure,
efficient, and decentralized transaction processing, which
facilitates fast and reliable cross-border payments and other
financial transactions [123].
Figure 21 illustrates the RPCA consensus.
The underlying principles of RPCA’s consensus are [122]:

1) Validator Nodes: The Ripple network consists of val-
idator nodes that determine the validity and order
of transactions. Users of the network choose these
nodes, run by individuals, organizations, or financial
institutions.

2) Unique Node List (UNL): Validators maintain their
own UNL, a subset of trusted validators considered
during consensus. UNL ensures communication with
reliable nodes.

3) Iterative Process: RPCA operates in rounds, with val-
idators engaging in iterative steps to propose, validate,
and agree on the transaction set for the ledger.

4) Agreement Process: Validators exchange messages and
adjust candidate transactions to converge on a majority
decision. The aim is to reach a consensus on a single
valid transaction set.

5) Transaction Ordering: RPCA allows validators to order
transactions based on rules and priorities indepen-
dently. This ordering ensures consistency and resolves
conflicts.

6) Fault Tolerance: RPCA is Byzantine fault-tolerant,
accommodating malicious or faulty nodes. Consensus
ensures agreement on the ledger state despite Byzantine
failures.

7) Ripple-Validated Ledger: Once the consensus is
reached, the validated transaction set is added to the
Ripple-validated ledger, which provides a shared and
immutable record.

H. TANGLE
IOTA utilizes a distinctive consensus process known as tan-
gle consensus instead of relying on traditional methods like
PoW or PoS commonly found in blockchain technology
[60]. The foundation of IOTA’s consensus is the Tangle,
a Directed Acyclic Graph (DAG) structure [124]. Trans-
actions in IOTA are interconnected, forming a network of
transactions resembling a web. IOTA employs a tangle-based
consensus mechanism called tip selection instead of relying
on miners to establish consensus. When a new transaction is
initiated, participants in the network validate the authenticity
of two previous transactions, thereby confirming their legiti-
macy. This process allows for high scalability and eliminates
the need for transaction fees [104]. The Tangle consensus
mechanism prioritizes decentralization, network security, and
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scalability. It is known as the weighted cumulative weight
algorithm. As the number of transactions grows, the Tangle
aims to enhance its security and efficiency. Each new trans-
action indirectly validates earlier transactions, bolstering the
network’s overall security. It is important to note that the Tan-
gle consensus mechanism IOTA employs is unique to the
network and differs from the PoW or PoS consensus systems
used by other cryptocurrencies such as Bitcoin or Ethereum
[125]. The consensus process in Tangle is completed in the
following steps [126]:

1) Transaction Validation: When a participant intends
to conduct a transaction on the IOTA network, they
must validate two preceding transactions. This vali-
dation procedure involves confirming the authenticity
of the transactions by checking their digital signa-
tures and ensuring they do not clash with any existing
transactions.

2) Tip Selection: As part of the transaction process, partic-
ipants are required to select and validate two tips, which
are unconfirmed transactions. Generally, tips are cho-
sen based on specific criteria, such as the transaction’s
weight (cumulative difficulty).

3) Adding Transaction: Once the tips are chosen, the par-
ticipant generates a new transaction that refers to them.
This newly created transaction is included in the DAG
and becomes an integral part of the Tangle structure.

4) Proof of Work: Before broadcasting the new trans-
action to the network, the participant must perform
a brief Proof of Work task. This step aims to safe-
guard against spam attacks by necessitating a specific
level of computational work to add each transaction to
Tangle.

5) Confirmation and Approval: As more participants gen-
erate transactions, they will refer to and indirectly
endorse previously created transactions. Through these
references to past transactions, the newly created trans-
action contributes to their cumulative weight, thereby
reinforcing their security and confirmation.

6) Network Consensus: Over time, as additional trans-
actions are incorporated into the Tangle, the consen-
sus is achieved by considering the overall weight of
the transactions. Transactions with higher cumulative
weights are regarded as more secure and confirmed.
Participants can evaluate the level of trust in a trans-
action by assessing the number of validations and
approvals obtained from other transactions within the
Tangle.

The deeper a transaction is within the Tangle, or the more
transactions are intertwined, the more finalized and secure it
becomes [126]. While the blockchain does not allow for two
conflicting transactions, the Tangle may temporarily contain
such transactions. These conflicting transactions can exist in
the Tangle for a short time until nodes with integrity detect
the conflict. Once a conflict is identified, nodes must decide
which transaction to process [128]. For the Tangle to func-
tion as a true consensus protocol, it is necessary to resolve

these conflicting transactions. In Figure 22, the transaction
represented by the darker green color is more deeply embed-
ded in the Tangle and is expected to eventually receive
approval from all nodes. The decision regarding which trans-
action to accept should be determined using a consensus
protocol [126]. In Figure 22, the light green transactions
validate the dark green transactions, illustrating this concept.
Table 6 presents a comparison between the Tangle and Bit-
coin consensus protocols.

Table 7 summarizes the features comparison of popular
consensus protocols.

VII. DISCUSSION
The unique features of blockchain technology make it appli-
cable to various domains such as IoT, healthcare, data storage,
inventory tracking, finance, etc. Adapting blockchain to spe-
cific application requirements presents a challenge, requir-
ing new or customized implementations. In this research
work, we have identified areas where specific research chal-
lenges need to be addressed, including scalability issues, data
privacy protection [129], increasing throughput, reducing
latency, overhead computing, and network and storage lim-
itations. As blockchain is considered a significant invention
in the ICT community, studying the underlying cryptographic
primitives in the blockchain is crucial for understanding its
security and privacy [130]. By examining various studies,
cryptographic primitives have been classified into three main
categories, with an evaluation of their functionality, usage,
and evolution.

Despite the advancements in blockchain and its applica-
tions, there are still unresolved challenges related to security
and privacy [131]. These issues encompass the need for
lightweight algorithms that can operate effectively, finding
improved methods to counteract the unexpected accumula-
tion of computational power, and tackling the paradoxical
situation where cryptographic algorithms have a limited
lifespan and, at the same time, blockchain claims to pro-
vide everlasting and tamper-proof characteristics [132].
These challenges require urgent attention from researchers
and development companies. While blockchain offers sev-
eral advantages, such as decentralization, transparency, and
immutability, it also has limitations and challenges. These
limitations and challenges are important to address as they
are directly and indirectly related to blockchain’s capacity for
security and privacy. Some direct limitations and challenges
are listed as follows:

1) Privacy Concerns: While blockchain offers trans-
parency, the public nature of transactions can com-
promise participants’ privacy. Sensitive information
recorded on the blockchain may be accessible to any-
one, potentially leading to privacy concerns.

2) Security Vulnerabilities: Although blockchain net-
works are designed to be secure, vulnerabilities can still
exist. Smart contract bugs, 51% attacks, and vulnerabil-
ities in specific implementations can pose risks to the
security of the blockchain.
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3) High Upfront Cost: Ensuring blockchain security
depends on some specialized hardware and software
that require a huge upfront cost.

Indirect limitations and challenges could have resulted in
structural changes in the blockchain. Therefore, any flaw or
weakness in the blockchain network could come to the sur-
face. Addressing them simultaneously would not be possible,
and there are chances some of them may not be noticed,
leading to an open end for attacks. Some indirect limitations
of and challenges to blockchain are as follows:

1) Scalability: As the volume of transactions and par-
ticipants in blockchain networks, particularly public
networks like Bitcoin and Ethereum, grows, scalability
concernsmay arise. These issues canmanifest as longer
transaction processing times and increased fees.

2) Energy Consumption: PoW consensus algorithms
employed in certain blockchains demand substantial
computational power, resulting in significant energy
consumption. Consequently, concerns have been raised
regarding the environmental consequences associated
with the energy usage of blockchain technology.

3) Governance and Regulation: The decentralized nature
of blockchain can make governance and regulation
challenging. Issues related to legal compliance, juris-
diction, and resolving disputes within blockchain net-
works require careful consideration.

4) Adoption and Usability: Blockchain technology is still
relatively new and complex, hindering widespread
adoption. User interfaces and tools for interacting with
blockchain systems must be more user-friendly to
enhance usability.

A. TECHNICAL CHALLENGES
Although blockchain assists in ensuring confidentiality and
integrity (e.g., resistance to unauthorized modifications) of
data, there are several security issues and challenges that arise
and present threats to it. In the blockchain, cryptographic
primitives are the essential building blocks for ensuring
data confidentiality and integrity. However, these primitives
are exposed to different challenges as technology advances.
Some of the current challenges and threats include the
followings:

1) Quantum Threats: Many blockchain protocols rely
on cryptographic algorithms such as RSA and ECC
to ensure data security and privacy. These primitives
mainly rely on integer factorization and discrete loga-
rithms, and quantum computing nowadays can factor
large numbers exponentially faster than classical com-
puters [133]. This could indeed compromise the secu-
rity requirements, e.g., confidentiality and integrity,
of stored data on the blockchain. For long-term safety
and to protect against these kinds of threats, experts
and researchers are now focusing on making and
using cryptographic primitives that are resistant to
quantum attacks, like code-based and lattice-based
cryptography [134].

2) Side-Channel Attacks (SCA): SCA is quite easy to
launch, and it uses less power. It is an important chal-
lenge to the blockchain and is mainly used in IoT
during the exchange of data [135]. Attackers can extract
relevant information during cryptographic operations
through different attacks, such as power consump-
tion attacks, electromagnetic radiation attacks, timing
variation attacks, acoustic cryptanalysis attacks, and
differential fault analysis [136]. For example, a sim-
ple power consumption analysis may expose crypto-
graphic keys to malicious parties [137], and continuous
SCA can easily break any unprotected cryptographic
implementations [138].

3) Sustainability: Cryptographic primitives need to
withstand attacks over time despite advances in com-
putational power, e.g., quantum computing. Modern
cryptography follows Kerckhoff’s principle, which
goes as follows: a cryptographic system should be
secure even if everything about the system, except
the key, is public knowledge. Hence, these primitives
should be continuously cryptanalyzed to withstand any
attempt to exploit new vulnerabilities [139].

4) KeyManagement: It is one of the urging issues in cryp-
tographic primitives. The blockchain uses two keys:
a public key and a private key. However, if the pri-
vate key is lost, there is no way to retrieve it due to
the decentralization of the blockchain [140]. Proper
key management will reduce the threat of private key
theft, but storing these keys in third-party services may
increase the risk due to the possibility of exploiting
vulnerabilities in these services [141].

5) Implementation Vulnerabilities: In response to quan-
tum threats, it is very important to ensure that imple-
mented quantum cryptographic algorithms are secure
and effective to withstand emerging attacks. In [142],
the authors studied the implementations of different
types of quantum cryptographic primitives, and their
study revealed security vulnerabilities that an attacker
could exploit.

6) Interoperability: The expansion of the blockchain
ecosystem requires secure communication and inter-
operability between different blockchain networks.
For instance, all blockchains must support compatible
implementations of the necessary cryptographic prim-
itives for digital signatures to be valid. If they do not,
this could cause problems when signing and verifying
those signatures [143].

B. BROKEN OR COMPROMISED CRYPTOGRAPHIC
PRIMITIVES AND CONTINGENCIES
Cryptocurrency networks rely heavily on cryptographic prim-
itives to function, and these primitives do not last forever and
become weaker with time, making them vulnerable to attacks
[76]. This is due to advances in hardware with high compu-
tational powers and the most recent advancements in hacking
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techniques. Developers must remain vigilant to anticipate
such breakdowns. As a result, it is prudent to anticipate that
the cryptographic primitives used by Bitcoin will be partially,
if not completely, broken over time [73]. In anticipation of
such scenarios, the Bitcoin community has issued guidelines
and contingency plans [144].

1) HASH FUNCTION
The hash function has a 256-bit output and requires SHA256
to be applied as SHA256(SHA256(x)). It is used for Bit-
coin mining as well as hashing transactions and Merkle
Tree. The second hash function is used in the scripts
with the combination of RIPEMD160 and SHA256 as
RIPEMD160(SHA256(x)), and it has a 160-bit output.
[145]. If the hash function is broken or compromised,
only a few days of effort are required to break or bypass
OP_CHECKSIG, which is used for hashing the transactions
before signing. Attackers can also split the network by gen-
erating identical transactions or blocks with the same hashes.
They may also generate new blocks extremely quickly.

If the hash function in Bitcoin is broken or compromised,
the users will be instructed to close their applications until
further instructions are given. The OP_CHECKSIG function
will be modified to use different hash schemes on the old
blocks [144]. The known public key in the old chain with
at least one unspent output will be hardcoded, and when
a transaction from the new chain spends one of those old
chains, the hash will be replaced by the hardcoded public key.
TheMarkel root will also be hashed into the new chain. A new
hashing scheme will be implemented for all of its hashing
requirements [144].

2) DIGITAL SIGNATURES
Bitcoin signs transactions with the main hash using the
ECDSA digital signature scheme with secp256k1 parameters
[73]. A signature of HM(m) must also be valid for HM(m′ )
to break the integrity of the signature scheme. If a signature
is verified using a different key, the address hashes of the two
public keys must be the same [145]. Attackers may be able to
sign the public key with only a few days of effort.

In many cases, attackers can spend money that does not
belong to them. Transactions made to previously unknown
addresses may be protected if SHA-256 and RIPEMD-160
are not compromised. After only a few days of work, attackers
can use their private key to sign for a public key that they do
not own [144]. If attackers cannot easily obtain the private key
from the public key and a stronger algorithm capable of using
ECDSA keys is available, switching to a stronger algorithm
is an option. When the new version of Bitcoin is launched,
it should automatically send all previous transactions to a new
location using the new algorithm.

VIII. CONCLUSION
This study reviews the cryptographic building blocks that
underpin both blockchain technology and Bitcoin. These
cryptographic primitives are at the core of the blockchain,

which helps to ensure that the technology is reliable and
trustworthy. The blockchain’s security barriers are robust
enough due to the combination of SHA-256, RIPEMD160,
and ECDSA, which together ensure the security of the
blockchain. As far as the current state of the security of
blockchain is concerned, it is still flawless, and there is no
evidence that, at any stage, the security of blockchain has
been breached or compromised on a large scale. In the past,
it was reported that 51% of miners pooled themselves to gain
more control over the mining process. The so-called ‘‘Man
in the Middle’’ attack is similar to the others and has been
documented numerous times; however, such attacks can be
avoided with the help of strong network security. The data
associated with Bitcoin is secure and protected by crypto-
graphic primitives, and it is still robust enough to withstand
any method of attack that is currently known to hackers.
On the whole, we are confident that blockchain technology
and Bitcoin are quite secure because they have implemented
the most effective combination of security algorithms and
cryptography techniques that are both impossible or nearly
infeasible to hack or reverse.

Ransomware is an emerging threat to digital devices and
blockchain can also play a vital role inmitigating ransomware
attacks to protect digital devices, networks and information
[146]. Further, quantum computing should be taken into
consideration as well. This should emphasize the focus on
investigating the vulnerabilities and shortcomings in the cryp-
tographic primitives and consensus algorithms that are used
to protect the blockchain. It has been suggested that the
security levels of the blockchain and cryptographic primitives
be re-examined with the processing speed of quantum com-
puting in mind. Quantum computing could represent either
a potential threat or a potential opportunity for the future
of the blockchain, which has been relatively secure for now.
During the time of transition, it is also recommended that a
contingency plan is developed, implemented and tested to be
ready in the event of a disruption.
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