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ABSTRACT The significance of data security has become more critical due to the ever-changing goals and
capabilities of attackers. As a result, many cryptosystems employing diverse approaches are being developed
to safeguard sensitive data. A Substitution box (S-box) plays a vigorous role in modern cryptosystems
because of its credence for inducing confusion during the encryption process and ultimately protecting the
data. Currently, chaotic maps are being developed and widely employed to yield S-Boxes as the use of chaotic
maps aids in the randomness and resistance to mitigate many cryptanalytic attacks. In this paper, a novel
chaotic map and an inventive systematic search method are proposed for the generation of key-dependent
dynamic and highly nonlinear S-boxes. A variety of standard cryptographic tests such as fixed-point analysis,
nonlinearity (NL), strict avalanche criterion (SAC), bit independence criterion (BIC), linear probability (LP),
differential probability (DP), etc.) are applied to assess and analyze the cryptographic strengths of S-boxes
generated using the proposed method. The findings from experimental and comparative analyses show that
the proposed S-box provides stronger and better cryptographic features (no fixed point, no opposite fixed
point, average NL = 111.75, SAC offset = 0.0000, BIC-NL = 103.9, LP = 0.125, and DP = 0.039) than
many of the existing S-boxes studies presented in recent years. Hence, the proposed S-box construction
technique has a lot of potential and genuine prospects for its utilization in cryptographic applications to
protect sensitive data from attackers.

INDEX TERMS Key-based substitution-box, chaotic map, cryptosystem.

I. INTRODUCTION objective to safeguard the data from intruders. As a result,

The importance of information in all aspects of our daily lives
is clearly transforming the globe along with technological
advancements. For running day-to-day business operations,
it is need of time to store data somewhere and transmit it
over public networks through the Internet. Public networks
are always good targets for intruders to grasp the transmit-
ted data and misuse it later on to harm the communicating
parties. Before storage and transmission, digital data must
be transformed into a form that is meaningless for attackers
and hence useless [1]. Cryptography assists in achieving this
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a large number of researchers are exploring and designing
novel cryptographic systems to provide security to sensitive
data [2].

These cryptographic solutions allow users to securely com-
municate data and information in a secure manner via an
insecure network by making the transmission more and more
meaningless for the attackers. On the other hand, intrud-
ers try to use various cryptanalytical efforts and approaches
to weaken data fortification. Consequently, cryptographers
design robust cryptosystems (ciphers) to resist such malicious
techniques [3]. Modern block ciphers employ a substitu-
tion operation that assists in achieving meaninglessness in
the stored or transmitted data. Characters in the original

© 2023 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

VOLUME 11, 2023

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/

139745


https://orcid.org/0000-0002-6123-6610
https://orcid.org/0009-0006-4378-6391
https://orcid.org/0000-0002-4915-9325
https://orcid.org/0000-0001-8513-0645
https://orcid.org/0000-0002-3113-017X

IEEE Access

A. H. Zahid et al.: Secure Key-Based S-Box Design Using Systematic Search

data (plaintext) are substituted with other characters mak-
ing the resultant data (ciphertext) much meaningless for the
intruders. A substitution process is nonlinear in nature as
compared to other operations of a cipher which are generally
linear. This nonlinear nature of a substitution operation makes
the job of an attacker very difficult in getting the original
data from the captured ciphertext via insecure networks. The
substitution process is carried out with the help of a substitu-
tion table generally known as a substitution box (S-box). An
S-box is the most central constituent of modern block ciphers
as it assists in achieving the confusion property that is one of
the basic requirements of an encryption algorithm [4].
Well-known ciphers like Data Encryption Standard (DES),
Advanced Encryption Standard (AES), etc. employed static
S-boxes in the encryption and decryption processes. Such
S-boxes have associated weaknesses and drawbacks that
assist the attackers in reaching the original data from the
ciphertext [5], [6]. Modern block ciphers use dynamic
S-boxes which are designed with the assistance of the cipher
key. Such S-boxes have the capability to provide more protec-
tion to the data by creating more confusion in the ciphertext as
compared to the static S-boxes and are difficult to be guessed
by the attackers due to the use of cipher key in their con-
struction [7], [8]. The overall cryptographic forte of a block
cipher is highly reliant on the S-box employed in that cipher
and consequently, the cryptographic robustness of an S-box
has been the primary motivation and concern of cryptosystem
designers. As a result, many cryptographers have proposed
diverse techniques for S-box design over time including the
use of elliptic curves [9], [10], [11], [12], DNA computing
[13], [14], optimization techniques [15], [16], [17], [18],
cellular automata [19], linear fractional transformation [20],
[21], [22], compressive sensing [23], [24], [25], [26].
Chaotic maps have gained the worthwhile attention of
cryptosystem designers to construct robust and dynamic
S-boxes due to their inherent characteristics such as sim-
ple implementation, controlling of results through parame-
ters, initial condition sensitivity, randomness, unpredictable
behavior, etc. As randomness and unpredictability are among
the major traits of a cryptosystem, chaos theory is one of
the most promising fields today used for the generation of
dynamic S-boxes. Riaz et al. [27] proposed an S-box design
method based on two chaotic maps and utilized the resultant
S-box in image encryption. Comparative analysis proved the
effectiveness of the proposed methodology against crypt-
analytical efforts. Lu et al. [28] proposed an S-box design
technique using another compound chaotic map that is com-
putationally efficient and offers enough chaotic behaviour.
Alghafis et al. [29] introduced a three-dimensional chaotic
map-based S-Box creation approach. The resulting S-Box is
used for image encryption alongside other chaotic systems,
and the results indicate the resilience of the substitution box
against different attacks. Liu et al. [30] developed an effi-
cient quadratic map and a dynamic S-Box was constructed
using this map. S-box analysis proved the feasibility of the
proposed S-box design technique for security applications.
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With the help and usage of the Logistic chaotic map, matrix
rotation, and affine transformation, authors in [31] presented
an innovative approach for generating dynamic S-boxes. Dif-
ferent researchers [32], [33], [34], [35], [36], [37], [38], [39],
[40], [41], [42], [43], and [44] have generated S-boxes using
well-known and innovative chaotic maps along with other
novel ideas. Hyperchaotic systems are gaining popularity due
to the dynamic complexities and the resistance offered against
cryptanalysis. Hence, these systems have been used for the
construction of robust S-boxes by authors in [45], [46], [47],
[48], [49], and [50].

A. MOTIVATION FOR THE PROPOSED TECHNIQUE
Although the use of chaotic maps for the generation of
S-Boxes is on an increasing side, these maps also demonstrate
a number of drawbacks associated with them [51]. Con-
sequently, cryptographers try to explore, design, and apply
new and novel optimization, heuristic, and transformation
methodologies to increase the number of potential S-boxes
and improvise the associated cryptographic forte. Zahid et al.
[51, [52], [53] presented simple and novel improvisation and
effective heuristic techniques to initial S-boxes to produce
more robust S-boxes to defy the efforts of the attackers. How-
ever, these techniques lack huge key space, chaotic range, etc.

As cryptanalytic attempts grow, there is a dire need
to design new techniques on a regular basis for generat-
ing S-boxes having enhanced and more dependable perfor-
mances. In this paper, a pioneering technique for constructing
dynamic S-boxes is proposed that uses an innovative chaotic
map and a novel systematic search approach for improvising
the cryptographic forte of the initial S-boxes.

B. CONTRIBUTIONS OF THE PROPOSED TECHNIQUE
The following are the significant contributions made in this
paper:

« A novel one-dimensional chaotic map is put forward
that possesses upright dynamics and incredible chaotic
features as compared to state-of-the-art chaotic maps.

o The novel chaotic map is employed in the design of an
algorithm that yields an initial S-box with the help of the
cipher key.

« A novel systematic search approach is applied to the
basic S-box to create a highly nonlinear one. The sys-
tematic search method improves the final S-box’s secu-
rity strength, particularly its nonlinearity.

The rest of this research article is organized as follows.
Section II describes a new chaotic map-based S-Box con-
struction approach in detail. The suggested method’s dis-
tinctive advantages in creating S-Boxes for cryptographic
applications are described in this section. Section III ana-
lyzes the suggested method’s S-Box performance and com-
parisons. It examines how parameters affect S-Boxes. This
section also includes security evaluations to evaluate the
created S-Boxes’ cryptographic strength and resilience. The
proposed method’s efficacy and acceptability are assessed
through rigorous examination and comparison. Section IV
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FIGURE 1. Bifurcation diagrams of (a) Logistic Map, (b) MAZa Map, (c) AZ Map, and (d) Proposed TCP

Chaotic Map.

presents the conclusion of this research work, summarizing
the key findings, contributions, and implications.

Il. PROPOSED METHOD FOR S-BOX DESIGN
In recent years, numerous researchers have used chaotic maps
in the design of robust S-Boxes as these maps offer random-
ness and unpredictable behavior which are among the major
traits needed from a cryptosystem. These characteristics of
chaotic maps assist a cryptosystem in achieving diffusion
and confusion features needed for the data security. These
features of chaotic maps are the motivation behind the design
of a novel chaotic map for the generation of key-dependent
S-boxes which may then be used for putting forward novel
cryptosystems. The procedure of creating dynamic S-boxes
using a cipher key is comprised of following simple phases
with brief description:

« A novel Chaotic map design.

o Formulation and generation of an initial S-Box.

o Systematic search approach for nonlinearity improve-

ment of the final S-Box.

A. NOVEL CHAOTIC MAP

A novel chaotic map using trigonometric functions and a

cubic polynomial (named TCP Map) for the inception of

an 8 x 8 S-box is stated in Equation (1) as follows.

Xorr — 0.33 % X, +1.67%Sin(X,) 00<X, <0.5
T R Cos(X,) — (X,)° else

(D
where X, € (1.0, 1.0), R € (0.0, 1.0).

VOLUME 11, 2023

As the proposed TCP map of Equation (1) employes two
variables, X, and R, cipher key assists in the provision of
values to these variables. The proposed chaotic map is 1-D
in nature and bears the sensitivity to the initial values of the
variables (X, and R) and stated conditions. Use of variables
R and X, in the chaotic map of Equation (1) assists the
cryptographers in designing more secure cryptosystems to
minimize the attacks on the captured data by the attackers.

A chaotic map x,4+1 = f(xy) is said to have a fixed point
(equilibrium point) for which xp 1 = x5 = x* = f (x*). The
absence of a fixed point in a chaotic map is a fundamental
property of chaotic systems and the map’s trajectory may
continue to explore different regions of its state space indef-
initely. It signifies the intricate and unpredictable nature of
the map’s dynamics, where points in the system’s trajectory
continue to evolve in a complex and ever-changing manner.
The proposed chaotic map of Equation (1) does not have any
fixed point in the range 0.0 < X, < 1.0, and thus possesses an
unpredictable behaviour that is needed in present-day cryp-
tosystems. Along with it, Bifurcation diagram and Lyapunov
exponent are the two well-established standards to evaluate
the performance of a given chaotic map [52]. Bifurcation
diagrams of well-known Logistic chaotic map, recently pub-
lished in [52] and [53] chaotic maps, and the proposed TCP
chaotic map are compared in Figure 1. Similarly, Lyapunov
exponents of these mentioned chaotic maps are compared in
Figure 2. Careful analysis of these standards clearly grati-
fies that the proposed TCP chaotic map holds a noteworthy
amount of chaotic sophistication as it covers more spatial
areas in comparison to Logistic, and chaotic maps in [52]
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FIGURE 2. Lyapunov exponents of (a) Logistic map, (b) MAZa map, (c) AZ map, and (d) Proposed TCP Chaotic map.
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FIGURE 3. Sensitivity test of proposed chaotic map where initial values of state variables x and y difference by 0.001 only.

and [53]. Moreover, we have also performed the sensitivity
test shown in Figure 3. The diagram shows that our map
is quite sensitive to a minor difference in the initial values
and both the trajectories are somewhat different and non-
overlapping.

B. PRELIMINARY S-BOX CONCEPTION

A preliminary S-Box is generated using the proposed chaotic

map (TCP) specified in Equation (1) and Algorithm 1.
Figure 4 illustrates the flowchart depicting the step-by-step

process involved in the generation of an initial substitution

box (S-Box). Furthermore, Table 1 showcases a specimen

example of an initial S-box.
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C. SYSTEMATIC SEARCH APPROACH

A substitution-box with candid cryptographic properties
especially the nonlinearity provides a candid defense to pro-
tect the data against the cryptanalytical efforts. Permuting
elements of a given S-box having low cryptographic forte
may assist in strengthening it. Here, a final S-box is generated
after permuting values of initial S-box of Table 1 with the help
of an innovative tweak method, presented first time, bearing
its description given in Algorithm 2 and pictorial represen-
tation in Figure 5. The proposed systematic search approach
uses different parameters (A, B, C, D, E, F, and X) which
receive values from the cipher key and hence is dynamic in
nature. This dynamic nature of the search approach makes the
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Algorithm 1 Formulation of Initial S-Box

Input:

X, /—10<X<10

R /10.0 <R <10
Output:

E SBox // Arrays of size 256 each
Procedure:

POS <« 0//aloop variable goes from 0 to 255
F <« 0//F has 0 in ALL locations
WHILE ( POS <= 255 ) DO
IF (0 < X, <0.5) THEN
X, =0.33%X, + 1.67 % Sin (X, )
ELSE
X, =RxCos(Xy)-(Xy)?
END IF
VAL = ROUND ( ( 10/ ABS (X,) ), 0) % 256
IF(F[VAL]=0)DO
SBox [ POS ] = VAL

F[VAL]=1
POS = POS + |
END IF
END WHILE

ChooseX (0<X<1),R (0<R<1)
F = Array of 256 Locationsfilled with 0
B = Array of 256 Locations, POS =0

|X=0‘33*X+1.67*Sin(X)| | X=R*Cos(X)-X3 |

v I}

X = ABS ( X)
VAL =ROUND (10°/ X ,0) MOD 256

D

Yes

B[POS]=VAL
FIVAL]=1
POS = POS + 1

FIGURE 4. Chaos-based initial S-Box formulation.

job of an assailant very ineffective and inefficient to get the
original data. A specimen final S-box yielded as a result of
the application of the proposed novel search approach given
in Algorithm 2 is shown in Table 2.

VOLUME 11, 2023

SBox = Initial S-box , FBox = Final S-box
FBox =Sbox , NL, = NonLinearity (Sbox ), NL,=0.0
Choose A,B,C,D,E,Fe{1,2,...,2“’—1},N=0,n=8

Choose X € (0.0,1.0)

Yes
LOC, =MOD (Round( ((A+N)*X+B),0)*N+C, 2")
LOGC, =MOD (Round( ((D+N)*X+E),0)*N+E, 2%)
Swap (FBox [ LOC, ], FBox [ LOG, ])
NL, = Nonlinearity ( FBox )
e
Yes NL, =NL,

Swap (FBox [ LOC, ], FBox[LOG, ])

N=N+1 €

C STOP )€

FIGURE 5. Systematic search process for nonlinearity improvement of
S-box.

Values 35467, 53646, 25962, 18377, 20344, 37437, and
0.473823507891357 are used for parameters A, B, C, D, E, F,
and X respectively for the creation of specimen final S-Box.

Ill. SECURITY ASSESSMENT OF PROPOSED S-BOX
The innovation of novel S-Boxes stands as a paramount and
highly esteemed research contribution within the realm of
information security. Subsequent to their creation, compre-
hensive evaluations are conducted to ascertain their resilience
against a wide range of attacks. Employing a methodical
and comprehensive approach, the projected S-Box’s strength
has been rigorously assessed through the following care-
fully curated and well-defined set of evaluation criteria. This
meticulous evaluation process ensures that only the most
formidable and impervious S-Boxes are designed which are
suitable for deployment in information security systems to
safeguard sensitive data from ever-evolving threats.

« Bijectiveness Analysis (BA)

« Fixed Points Investigation (FP)

« Opposite Fixed Points Investigation (OFP)

o Nonlinearity (NL)

o Strict avalanche criterion (SAC)

« Bit Independence Criterion (BIC)

« Linear Probability (LP)

« Differential Probability (DP)
The subsequent subsections present a comprehensive eluci-
dation of the conducted tests and their respective outcomes
for the proposed S-Box, offering a meticulous and compre-
hensive analysis.
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TABLE 1. Initial S-Box for X = 0.632000214248896, R = 0.474008403007876.

113 147 255 10 71 196 87 69 134 115 5 99 245 187 3 208
45 228 11 79 213 162 96 142 236 216 49 189 127 4 182 179
60 220 141 239 126 223 9 55 1 75 193 244 163 85 74 102
16 109 225 70 205 190 145 161 128 77 176 66 117 144 158 130
214 150 33 120 34 41 181 30 24 250 164 62 139 149 201 28
81 230 247 173 146 184 246 242 13 175 199 191 167 7 178 21
249 218 42 174 140 98 133 50 116 97 92 124 53 108 43 35
86 192 2 110 210 253 188 25 112 235 237 248 26 203 40 29
32 153 73 114 100 129 234 183 251 243 27 44 211 101 169 17
57 20 122 59 93 227 160 72 159 177 204 84 226 14 156 119
254 12 121 8 217 46 148 238 252 111 165 200 171 56 143 229
65 241 47 80 31 104 103 107 136 180 195 48 224 215 222 58
94 151 132 52 125 232 212 64 240 54 233 82 186 89 170 95
36 207 91 78 118 209 51 6 206 231 61 194 152 138 88 185
137 67 198 219 106 38 90 68 37 18 221 23 123 155 197 63
19 157 22 172 131 202 83 168 135 0 105 76 154 39 166 15
TABLE 2. Final S-Box using proposed method.
186 232 139 242 81 14 142 9 146 227 166 61 195 93 228 221
197 226 169 203 64 246 231 205 34 141 115 80 121 112 89 200
154 183 199 58 138 244 161 174 83 22 2 85 32 188 54 216
66 185 223 147 151 176~ 235 33 8 15 114 252 159 225 234 57
167 100 94 150 20 48 145 47 143 179 239 6 11 45 106 7
107 251 73 50 55 157 128 51 193 63 72 192 108 122 90 103
172 39 208 168 86 65 75 206 164 218 245 56 46 215 59 212
131 25 116 224 248 243 36 41 196 171 105 148 236 82 88 207
95 209 101 99 120 117 175 111 68 126 79 211 17 10 177 187
136 163 37 213 220 35 98 16 144 76 4 133 202 84 160 173
44 204 38 132 152 3 184 189 27 24 198 28 165 201 158 13
52 30 237 104 130 134 240 12 92 241 70 18 233 60 53 137
87 238 217 219 190 181 40 43 96 194 182 124 118 135 102 71
255 49 23 178 249 127 254 67 153 97 0 113 31 222 156 229
78 69 21 1 77 149 129 210 214 230 162 74 125 19 29 155
247 180 123 5 26 91 119 109 42 62 170 250 253 140 191 110

A. BIJECTIVENESS

A fundamental characteristic of an mxn S-Box is its capa-
bility to ensure a one-to-one correspondence between dis-
tinct m-bit inputs and unique n-bit outputs. This critical

139750

requirement, as emphasized by reference [54], is paramount
in preserving the integrity of data transformations. In the
case of the 8 x 8 S-Box presented in Table 2, encompass-
ing a comprehensive range of 256 distinct values spanning
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Algorithm 2 Systematic Searching for High NL S-Box

Input:
A B C,D,EF /ABCDEFe(l?2.., <261}
X /Xe(0.0,1.0)
SBox  // Initial Substitution Box
Output:
FBox // Final Substitution Box
Procedure:
N<«<0
FBox < SBox
NL{ < Nonlinearity (FBox)
NLy < 0.0
n<3§8
WHILE (N < 2'° ) DO
LOC; =MOD (Round( ((A+ N)*«X+B),0)«N+C,2")
LOC; =MOD (Round(((D+N)*X+E),0)«N+FE2")
Swap ( FBox [ LOC; ], FBox [ LOC; 1)
NL; = Nonlinearity (FBox)
IF (NL; <= NL; ) THEN
Swap ( FBox [ LOC1 ], FBox [ LOC3 ] )
ELSE
NL, < NL,
END IF
N=N+1
END WHILE
RETURN ( FBox )

from O to 255, the projected S-Box demonstrates an excep-
tional compliance with this bijectiveness criterion. It meticu-
lously associates each possible unique input with an exclusive
and individualized output, exhibiting exemplary adherence
to the principles of cryptographic functionality. This further
substantiates the efficacy and reliability of the projected
S-Box in achieving robust cryptographic objectives.

B. FIXED POINTS (FP)

The presence of fixed points (FP) within an S-Box raises
concerns regarding a potential vulnerability, as it allows
adversaries to potentially decipher the captured ciphertext.
Consequently, the existence of any fixed points significantly
undermines the security strength of an S-Box [5]. In the case
of the projected S-Box outlined in Table 2, a comprehen-
sive evaluation was conducted to meticulously examine this
criterion, resulting in the observation that no fixed points
were discovered across the entire table. This absence of fixed
points serves as a testament to the robustness and resilience
of the projected S-Box, reassuring its efficacy in preserving
the confidentiality and integrity of sensitive information.

C. OPPOSITE FIXED POINTS (OFP)

An opposite fixed point (OFP) is present when an S-Box
output is the complement of its input. The analysis of opposite
fixed points in an S-Box is crucial in assessing the security
and robustness of cryptographic algorithms. By identifying
and examining these opposite fixed points, researchers can
uncover potential vulnerabilities or weaknesses that may exist
within the algorithm. The presence of opposite fixed points
in a cryptographic algorithm can be problematic as it may
introduce a level of predictability or redundancy that attackers
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can exploit. Such vulnerabilities can compromise the confi-
dentiality and integrity of the cryptographic system. S-Box
given in Table 2 was examined against this criterion and no
opposite fixed points were identified. This absence of OFPs
serves as a mitigation of potential security risks.

D. NONLINEARITY

The nonlinearity of a substitution box (S-box) serves as a
fundamental criterion in assessing its efficacy within modern
block ciphers [52], [53]. As the sole nonlinear component,
an S-box plays a pivotal role in bolstering the security of cryp-
tographic systems making it vital in defending against various
attacks. When constructing an S-box, it is crucial to ensure
that the transformation from original data to scrambled data is
not linear in order to enhance its resistance against linear and
differential attacks. Therefore, in order to effectively protect
against such malicious efforts, it is imperative to construct an
S-box with a substantial level of nonlinearity [54].

Equation (2) is employed for evaluating the value of non-
linearity exhibited by a Boolean function B. This quantitative
measure aids in assessing the effectiveness and robustness of
a function against various attacks and malicious attempts.

1
NL (B) = E[Z" - WHmax (B)] (2)

where, WH ,,,,(B) denotes the Walsh-Hadamard Spectrum
for a Boolean function B having n bits.

Table 3 presents nonlinearity values associated with eight
Boolean functions incorporated into the proposed substitu-
tion box.

TABLE 3. Final S-Box nonlinearity values.

Boolean Function | BF;, BF, BF; BF,; BFs BFs BF; BF;

NL Value 112 112 112 112 112 112 110 112

Table 4 presents a comprehensive analysis of the non-
linearity scores for the projected S-Box, highlighting key
metrics including the minimum, maximum, and average
values at 110, 112, and 111.75, respectively. In order to
evaluate its performance, a comparative assessment is con-
ducted against recently designed S-Boxes, as delineated in
Table 4. The results explicitly demonstrate that the proposed
S-Box exhibits superior resilience against attacks such as
linear cryptanalysis. The observed higher nonlinearity scores
(minimum, maximum, and average) of the proposed S-Box,
in relation to the majority of other S-Boxes analyzed, sub-
stantiate its enhanced resistance against adversarial assaults.
This finding emphasizes the efficacy of the proposed S-Box
design in bolstering security measures, particularly in the face
of sophisticated attacks like linear cryptanalysis.
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TABLE 4. Recent S-Boxes and nonlinearity values.

Nonlinearity

S-Box

Minimum Maximum Average
Proposed 110 112 111.75
[53] 110 112 110.75
[55] 108 110 109.75
[56] 106 108 106.8
[57] 106 108 106.8
[58] 106 108 106
[59] 104 110 106.5
[60] 112 110 111.5
[61] 106 110 108
[62] 106 110 108.5
[63] 106 108 106.5
[64] 112 114 112.25
[65] 104 110 106.25
[66] 104 108 106.75
[67] 104 110 107

E. STRICT AVALANCHE CRITERION (SAC)

The seminal work of authors [68] introduced the Strict
Avalanche Criterion, which establishes a stringent require-
ment for ciphers. In order to satisfy this criterion, any modifi-
cation to a single input bit must induce a 50% alteration in the
resulting ciphertext. To assess the adherence of a substitution
box to the SAC, a meticulous analysis involves the utilization
of a dependency matrix for computation. In the present study,
a comprehensive evaluation of the proposed S-Box has been
conducted, yielding valuable insights into its compliance with
the SAC. The process entailed the careful calculation of the
dependency matrix, which has been quantified and presented
in Table 5, providing a comprehensive assessment of the
proposed S-Box’s SAC score.

An ideal SAC score for an S-Box is conventionally repre-
sented by a value of 0.5, indicating a balanced and desirable
behavior. Remarkably, the proposed S-Box exhibits a com-
mendable average SAC score of 0.5000, which is exactly
equal to the ideal benchmark. This match of the SAC score
of the proposed substitution box to the desired value and an
offset of 0.0000 from the ideal value accentuates its efficacy
in meeting this stringent cryptographic requirement. More-
over, a SAC offset of 0.0000 reinforces the viability and
effectiveness of the proposed S-Box and solidifies its standing
as a promising candidate for its deployment in real-life sce-
narios that demand high-security standards for safeguarding
sensitive data.
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TABLE 5. SAC dependence values of projected S-Box.

0.4688 0.4688 0.5312 0.5469 0.4844 0.4844 0.5156 0.5156
0.4844 0.5312 0.4688 0.4688 0.4375 0.5156 0.4688 0.5312
0.4844 0.5000 0.5625 0.5000 0.4844 0.5000 0.5000 0.5312

0.4844 0.4844 0.5625 0.4375 0.5156 0.5000 0.5938 0.5156
0.5156 0.5312 0.5000 0.5625 0.5000 0.4688 0.4375 0.5000

0.4844 0.4688 0.5000 0.5156 0.5625 0.5000 0.4219 0.5156
0.4844 0.4375 0.5312 0.4688 0.5312 0.4375 0.5000 0.5625

0.4844 0.5312 0.4844 0.5000 0.4844 0.5156 0.4844 0.5000

F. BIT INDEPENDENCE CRITERION (BIC)

The Bit Independence Criterion, pioneered by Tavares and
Webster [68], serves as another standard for evaluating the
performance of S-Boxes. This criterion mandates that any
change in the input bits should yield independent alterations
in the corresponding output bits, ensuring a lack of corre-
lation between them. In order to assess the adherence of
the proposed S-Box to the BIC, the BIC-NL values have
been meticulously computed and are presented in Table 6.
Notably, the average BIC-NL score for the proposed S-Box
is quantified at 103.9. Table 7 provides a detailed descriptive
comparison of BIC-NL and SAC values for various S-Boxes.
This comparative analysis helps evaluate the suggested S-
Box’s performance against its counterparts and reveals its
robustness and applicability for real applications.

TABLE 6. BIC-NL values of proposed S-Box.

- 104 102 104 106 104 108 104

104 - 100 100 106 100 104 104
102 100 - 104 106 104 106 104
104 100 104 - 106 106 98 100
106 106 106 106 - 106 102 102
104 100 104 106 106 - 106 106

108 104 106 98 102 106 - 106

104 104 104 100 102 106 106 -

G. LINEAR PROBABILITY (LP)

Matsui pioneered linear cryptanalysis to assess Data Encryp-
tion Standard’s weaknesses [69]. A novel theoretical attack
approach finds linear connections between cryptosystem
inputs like the key and plaintext and their output, the cipher-
text. Linear cryptanalysis assesses cipher security and robust-
ness using statistical patterns and biases. Linear cryptanalysis
has become more popular for block cipher analysis. Block
cipher resilience and cryptographic algorithm improvement
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to survive sophisticated attacks in today’s threat scenario
require this technology. After linear cryptanalysis, the DES
cipher showed severe flaws and compromises, necessitating
increased security.

In response to these findings, the development of the
Advanced Encryption Standard was led by the National
Institute of Standards and Technology (NIST) [70]. The pri-
mary objective behind the creation of AES was to withstand
potential malicious efforts exerted by attackers exploiting
the weaknesses exposed through linear cryptanalysis of its
predecessor.

The linear probability, which measures the likelihood of a
linear relationship between inputs and the corresponding out-
put of a substitution box, serves as an important indicator of
robustness against linear cryptanalysis. When the computed
linear probability value for a substitution box is found to be
small, it indicates a reduced probability of linear relationships
between the inputs and outputs and signifies a higher degree
of resilience offered by an S-Box against linear cryptanalytic
attempts.

The Linear Probability for a substitution box S is computed
with the help of Equation (3).

l(#{xeN|x.mx =S m} 1)‘ 3

LP = MAX
on—1

m
XMy ()

In Equation (3), mx and my denote the masks with respect
to the input and output respectively, and N = {0, 1, 2, ...,
2" —1}. The projected S-Box exhibits a notably low LP value
of 0.125, highlighting its remarkable worth in thwarting linear
cryptanalysis attacks. The achievement of a low LP value by
the proposed S-Box emphasizes its suitability for enhancing
the security of cryptographic systems. Table 9 provides a
comprehensive comparison of the LP values for the proposed
S-Box and few other recently designed S-Boxes. The sig-
nificantly low LP value highlights its potential for secure
application in real-world cryptographic scenarios, where pro-
tection against linear cryptanalysis is crucial.

H. DIFFERENTIAL PROBABILITY (DP)

Biham and Shamir invented differential cryptanalysis to chal-
lenge the Data Encryption Standard [71]. This novel strategy
worked for several cryptosystems that use substitution and
permutation operations like DES. Differential cryptanalysis
is a major innovation in cryptanalysis that allows attackers
to exploit cryptographic system flaws. Cryptanalysts can dis-
cover the secret key by carefully examining the differences
between input and output values. The values of differential
uniformity (DU) and differential probability (DP) determine
an S-Box’s resistance to differential cryptanalysis. Quanti-
tative measures are essential for assessing S-Box strength
and security. A smaller DU value indicates limited input
difference propagation through the S-Box, making differen-
tial cryptanalysis more difficult. Differential probability (DP)
calculates the probability of an output difference given an
input difference. Smaller DP values reduce the possibility
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TABLE 7. SAC and BIC-NL scores of different S-Boxes.

S-Box SAC Score SAC Offset BIC-NL
Proposed 0.5 0.000 103.9
[53] 0.496 0.004 102.9
[55] 0.5042 0.004 110.6
[56] 0.5034 0.003 103.79
[57] 0.5034 0.003 103.8
[58] 0.501 0.001 100
[59] 0.4995 0.001 104.57
[60] 0.506 0.006 104.2
[61] 0.499 0.001 104.29
[62] 0.4995 0.001 103.85
[63] 0.4978 0.002 104.21
[64] 0.4995 0.001 106.35
[65] 0.4977 0.002 104.1
[66] 0.4976 0.002 102.85
[67] 0.5101 0.01 106.25

of deriving a definite output difference from an input differ-
ence, strengthening the S-Box against differential cryptanal-
ysis. Equation (4) calculates substitution box S differential
uniformity.

DU = Al\i%,)ij [licnsM@Si®a=A)] @

Equation (4) uses I to represent the whole range of input
values for an S-Box S. Table 8 shows that the proposed
S-Box has a very low differential uniformity (DU) score
of 10. This score indicates that the S-Box can withstand dif-
ferential cryptanalysis. Table 9 compares S-Box differential
probability (DP) values for a complete evaluation. One can
simply determine if the proposed replacement box can with-
stand differential cryptanalysis by comparing these values
across S-Boxes.

I. GENERATION TIME ANALYSIS

A thorough computational time efficiency evaluation of the
projected S-Box generation method is done. The test was
done on a Visual C# and Windows 10 system with a 2.2 GHz
Intel Core i7 CPU and 8GB RAM. The approach was ana-
lyzed for its computing efficiency for both preliminary and
final substitution boxes. A novel search approach is used to
shape the final S-Box in this scheme to improve its crypto-
graphic strength. The time taken to generate each of these
preliminary S-Boxes was recorded. Similarly, the overall time
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TABLE 8. Differential uniformity scores of proposed S-Box.

6 8 8 8 8 6 8 6
6 6 8 6 6 8 6 6
10 6 6 8 8 8 6 6
8 6 8 6 6 6 8 6
6 8 8 6 6 8§ 6 6
8 6 6 8 6 8 6 6
6 6 6 6 6 8 8 6
6 6 6 6 6 6 6 6
6 6 8 6 8 6 8 6
6 6 6 8 8 6 6 6
6 6 6 6 8 8 8 8
6 6 8 6 8 6 8 6
6 6 6 6 6 6 6 8
8 6 6 6 8 8 6 6
4 8 8 8 6 6 6 8
6 6 8 8 10 8 6 6

4 8 6 8 6 4 6 6
8 8 6 6 6 8 8 8
10 6 6 8 6 4 6 8
6 6 8 6 6 6 6 8
8 8 6 6 8 8 6 6
8 6 8 6 6 10 8 6
6 6 8 6 6 8 6 6
6 6 8 6 6 6 6 8
6 8 6 8 6 6 6 6
6 10 8 10 8 8 6 8
6 6 6 6 6 8 8 6
6 10 6 8 8 6 6 10
6 6 8 6 6 8 6 8
8 6 8 8 8 8 8 6
8 6 6 6 6 10 8§ 8
6 6 8 8 6 8 6 -

TABLE 9. Linear and differential probability scores of some recent
S-Boxes.

Probability
S-Box
Linear (LP) Differential (DP)

Proposed 0.125 0.039
[53] 0.125 0.039
[55] 0.085 0.039
[56] 0.133 0.039
[57] 0.133 0.039
[58] 0.07 0.039
[59] 0.117 0.039
[60] 0.125 0.039
[61] 0.125 0.039
[62] 0.109 0.039
[63] 0.133 0.039
[64] 0.128 0.039
[65] 0.132 0.046
[66] 0.132 0.039
[67] 0.105 0.039

required for the generation of the final S-Boxes was also
measured. The average times taken for the generation of both
the initial and final S-Boxes are presented in Table 10. From
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the table, it is evident that the construction time for the initial
S-Boxes is highly promising, indicating good computational
efficiency. However, the proposed approach, which incorpo-
rates the novel tweak approach, requires very small amount
of time to yield the final S-Box as can be seen in Table 10.
This additional time is justified by the significant improve-
ment in the cryptographic forte of the final substitution box,
as confirmed by our analysis. It is crucial to emphasize the
importance of data protection and the need to safeguard sen-
sitive information. The requirement for robust cryptographic
measures cannot be understated although increasingly pow-
erful CPUs are available today. Figure 6 illustrates how the
nonlinearity (NL) values of initial substitution boxes were
substantially amplified while maintaining the computational
efficiency.

TABLE 10. Example S-Box’s construction time (seconds).

Initial Substitution Box Final Substitution Box

0.037 13.487

J. KEY SPACE ANALYSIS

The proposed method is characterized by its dynamic
and key-dependent nature, which enables the generation
of unique S-boxes with each implementation. To achieve
this, distinct initial values are employed for the parameters
involved in the method. This dynamic nature ensures that
the resulting S-boxes are not fixed or predetermined, and
the respective cryptanalysis of each S-box becomes very
difficult. Table 11 provides a comprehensive listing of the
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FIGURE 6. Nonlinearity improvement versus time of initial S-Box using

proposed method.

parameters employed in the proposed method of S-box cre-
ation, along with their corresponding ranges and key spaces.

TABLE 11. Parameters, respective range, and key space.

Parameter Name Range of Parameter Key Space
X, 0 <X, <1 (15 decimal places) 10"
R 0 <R <1 (15 decimal places) 10"
X 0 <X <1 (15 decimal places) 10"
A 1,2,3,...... , 2101 ~6.6x10*
B 1,2,3,... ... ,210-1 ~6.6x10*
C 1,2,3,... ... ,210-1 ~6.6x 10*
D 1,2,3,...... ,210 -1 ~6.6x10*
E 1,2,3, ... ... ,210-1 ~6.6x10*
F 1,2,3,... ... ,210-1 ~6.6x 10*

The magnitude of the key space offers a significant pro-
tection against unauthorized access attempts [72], [73]. The
sheer number of possible keys makes it highly improbable
for an attacker to stumble upon the correct key by random
guessing or exhaustive search. Even with the most powerful
computing resources at their disposal, the likelihood of suc-
cessfully discovering the correct key within this gigantic key
space is infinitesimally small. One notable and crucial aspect
of the proposed method is the extensive key space it encom-
passes. The estimated size of this key space is approximately
8.3 x 1073 or ~2242, that represents an overwhelmingly large
number of possible key combinations. This huge key space
poses a formidable barrier for potential attackers attempting
to employ brute force techniques.

K. SECURITY APPLICATION

For decades, Image-based communication is popular today
due to social media and quick communication. To evaluate
proposed S-box for encryption. The proposed S-box is used to
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FIGURE 7. Visual description of encryption content through proposed
S-box.

encrypt the standard gray-scale Lena plain-image. The two-
way S-box substitution process involves forward substitution
from first to last pixel, followed by backward substitution
from last to first pixel. The plain-image, its histogram, and
correlation of adjacent pixels in the image are available in
first column of Figure 7. However, the second column shows
the encrypted image, its histogram, and correlation plot. The
encrypted image and histogram show that the S-box can pro-
vide strong encryption because the image is indistinguishable
and its pixels distribution is fairly uniform compared to the
plain-image content. Moreover, the adjacent pixels are not
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correlated to their neighboring pixels in the encrypted image
unlike plain-image. In addition, the famous Majority Logic
Criteria is adopted to quantify the encryption effect. MLC
suite statistical tests include entropy, correlation, contrast,
energy, and homogeneity [22]. Table 12 shows MLC test
scores for Figure 3’s plain-image and encrypted picture. The
Table scores show that the suggested S-box for multimedia
encryption performs well when compared with Ref. [22].

TABLE 12. Image encryption performance for Lena test image.

Test Image  Entropy  Correlation  Contrast  Enerzy  Homogeneity
Plain-image  7.4439 0.90249 0.44825 0.11273 0.8622
Encrypted 7.9967 -0.03949 10.1184 0.01572 0.40322
Ref [22] 7.9968 -0.00114 10.51509  0.015647 0.389625

IV. CONCLUSION

This research article introduces a construction method for a
novel and secure substitution box (S-Box) aimed at protecting
data from security assaults. The method incorporates several
key features to enhance its cryptographic strength, including
its innovative, key-dependent, and dynamic nature, which
are achieved through the utilization of a novel chaotic map.
A significant contribution of this method is the introduction
of a dynamic tweak approach that permutes the values of the
initial S-Box. This dynamic nature allows for adaptability
and variability in the generated S-Box, strengthening its
resistance against security attacks. The values of the tweak
approach are determined based on the parameters used in the
method, which themselves are dynamic and presented for the
first time in this research. Notably, even a slight variation in
the values of these parameters leads to the creation of a com-
pletely different and unique S-Box. This property highlights
the method’s versatility and its ability to generate diverse
S-Boxes, enhancing the overall security of the cryptographic
system.

Through thorough analysis, comparison, and exploration,
the research confirms that the proposed chaotic map exhibits
a significant level of chaotic complexity. This characteristic
is desirable in cryptographic systems, as it augments the
randomness and unpredictability of the resultant substitution
boxes. To evaluate the cryptographic strength of the final
S-Box, well-defined criteria are used. A comparative analysis
is performed, comparing the strength of the resultant S-Boxes
with state-of-the-art substitution boxes commonly employed
in contemporary ciphers. This assessment demonstrates that
the substitution boxes engendered using the proposed tech-
nique possess a high level of cryptographic aptitude, making
them suitable for applications in the field of cryptogra-
phy. Although the proposed 1-D chaotic map serves as a
building block for an S-box generation technique, dealing
with real-world systems and complex phenomena require
higher-dimensional maps for precise representation and
analysis. Limited dimensionality restricts the capability to
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model complex systems. Another limitation is the use of a
smaller number of parameters (R and X;) in the proposed
chaotic map. Future research using the proposed approach
may find its root using a hyperchaotic map offering more
dimensions and unpredictable behaviour that is needed to
protect sensitive data from attackers. Coupling of the pro-
posed chaotic map with other 1-D maps may lead to the
emergence of good unpredictable behaviour and complex
spatiotemporal designs.
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